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of carrying out activities or spending funds for other than the 
stated purpose for which the society in question was established. 
Yemen is a party to the 1988 UN Drug Convention and has signed 
but not yet ratified 

Organized Crime. Yemen is a party to the Arab Convention for the 
Suppression of Terrorism. 

Yemen is making progress in enforcing its domestic anti-money 
laundering program While passage of the 2003 law was a first 
step 

criminal investigations are still in the development stage. Since 
the February 2004 designation of Sheikh Abdul Majid Zindani by 
the United Nations under UNSCR resolution 1267 the ROYG has made 
no known attempt to enforce the sanctions. The CBY is still 
organizing its enforcement mechanism. Its effectiveness will 
demonstrate the authorities commitment to ending money 
laundering. Yemen should also examine the prevalence of 
alternative remittance systems such as hawala and trade-based 
money laundering. As a next step 

specific legislation with respect to terrorist financing and 

forfeiture of the assets of those suspected of terrorism. Yemen 
should become a party to the UN International Convention for the 
Suppression of the Financing of Terrorism. 


End Text. 
Krajeski 
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blame. Some called publicly for RopVs resignation as party 
president 

strong supporter of LDS - thus alienating another long-time 
constituency. In an early December party congress 

was re-elected as president of the LDS 

considering Rop\'s leadership is widely viewed as a primary 
cause of LDSY recent losses. If the LDS hopes to do well in 
local elections in 2006 or even to regain power in national 
elections in 2008 

arrogance and develop a program that appeals to voters 
clearly fed up with how the old-boys club 

had been running the country. 

ROBERTSON 
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Embassy\'s security posture following the local holiday 
weekend. The meeting opened with a discussion of the local 
security situation 

as stable. Likewise 


Column 3 

specific to Oman. Members 

security incidents among their staffs or family members over 
the weekend 

incidents or security-related queries from the private 
American citizen community. 


3. (S/NF) RMAS provided an update on the unsubstantiated 
threat to the American manager of Hunt Oil Company in Oman 
(reftel A and B). In short 

early October 2004 

letter in their U.S. office requesting the withdrawal of 

their American Manager in Oman 

RMAS advised that Hunt OilVs U.S. office claimed not/not to 
be familiar with such allegations. RMAS added that tearline 
will be passed to the Regional Security Office in SanaVa 
Yemen 

resident. (NFI) 


4. (SBU) The EAC also discussed reftel C 
MuscatVs upcoming Crisis Management Exercise 
February 13-14 

based on the EACVs discussion 

via septel. 


5. (SBU) Prior to concluding the meeting 

that members of the EAC must continue reinforcing to both 
their staffs and family members the need for vigilance 
regarding all aspects of personal security 

need to maintain a low profile and to remain unpredictable. 
Likewise 

reporting suspicious activity or security-related incidents 
especially those involving suspected surveillance 

One. 


6. (S/NF) The EAC concluded that there have been no 
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substantive changes in previously reported assessments of the 
local security environment since the last meeting held on 
December 22 (reftel A) 

already heightened security posture remain appropriate. 
Nonetheless 

monitor both the regional and local security and threat 
environments 

countermeasures should changes to either occur. AMB 
RSO (Duty Officer) 

OMC (USDR) 

BALTIMORE 
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Headline: V'U.S. Secret Envoy Met with President Chen 
Shui-bian: [There Is] No Change in U.S.-Taiwan 
Relations. A Very High-Ranking U.S. Envoy Secretly 
Visited Taipei Before Christmas and Thought Positive of 
President Chen Shui-bian\'s Performance 

That "Currently" There is no Misunderstanding Between 
the United States and Taiwan" 


2. Begin Text: \"While the debate goes on over whether 
current U.S.-Taiwan relations have changed 
dramatically 

that the Bush Administration sent an "important envoyV 
who has the authority to represent the U.S. government 
to Taipei. The representative met with President Chen 
Shui-bian and expressed the attitude that U.S.- Taiwan 
relations are stable and unchanged. The move indicated 
that U.S.-Taiwan relations have not changed as rumors 
say. 


V'The official indicated that in the high-level secret 
meeting 

Chen Shui-bian\'s policy statements since his May 20 
inauguration speech. Regarding the legislation of the 
'anti-secession law started by the Chinese government 
the United States and Taiwan also conducted a related 
discussion 


\"The U.S. representative 

was described as ‘very high-ranking 

a few days before the Christmas. The schedule of the 
U.S. representative was completely confidential and he 
left Taiwan after carrying out his mission. The 
government 

describe any detail regarding the envoy\'s personal 
background. However 

cautious and more confidential 
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stable the U.S.-Taiwan relations are 

StatesY sending of the person with representative 
status simply explains everything. 


VHigh-ranking communication channels between the United 
States and Taiwan so far have been good. Even when 
United States officials openly commented on cross- 
Strait problems or on whether Taiwan is in fact 
Sovereign and independent 

the United States and Taiwan is still good. U.S. 

special envoy James Moriarty 

Council Senior Director for Asian Affairs 

back and forth between Washington and Taipei in order 
to avoid transmission by a third party which would 
cause distortion in the language. 


\"Sources said the United States felt that President 

Chen Shui-bian has done a good job since his May 20 re- 
election inauguration speech 

Day 

National Security Council meeting. 


VAs some people in Taiwan worry about current U.S.- 
Taiwan relations 

considered that ^in the past there were 
misunderstandings on some issues 

referendum. However 

is no misunderstanding’ for the time beingY. The 
United States in the future will be more concerned 
about issues like TaiwanVs ‘revising the constitutionV 
and will consistently pay attention to it in order to 
"feel safeV. V 

PAAL 


4. (SBU) Ref C reports the annulment of a four-year old 
Italian law called the 'Amato Decree" 

than living modified organisms. We believe that this recent 
court action represents a positive step toward a more 
science-based Italian biotechnology policy. Under Italian 
law 

annulment 

side will take this step. 


5. (U) By way of background 

Amato 

decree (later called the Amato Decree\") in response to a 
campaign launched in the fall of 1999 by some environmental 
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groups against seven GM products (four corn and three 
rapeseed varieties). The Amato decree was published in the 
Italian Official Gazette on August 8 

effective on August 23. It \"suspended\" the commercialization 
and use of four GM corn varieties already authorized by the 
EU and marketed for both food and feed uses: BT 11 
(Novartis) 


(Aventis) 
from the decree. 


6. (U) On November 29 

Tribunal (TAR) of Latium annulled the Amato Decree. The 
ruling resulted from a lawsuit submitted in November 2000 by 
three leading seed companies and a biotech association. The 
ruling concurred with the European Court of JusticeVs 

opinion that such a ban was justifiable only if a Member 

State could demonstrate scientific evidence of risk to 

humans. Four years under the Amato Decree has affected U.S. 
exports to Italy; in particular 

Italian imports of U.S. corn products 

feed and corn oil 

drought here in Italy. 


7. (SBU) COMMENT: It remains to be seen whether U.S. corn 
and corn products can reestablish their presence in the 

Italian market. END COMMENT. 

SEMBLER 
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effectiveness of ICCAT management measures. In particular 
Taiwan\'s fishing vessels were determined to have caught 
bigeye tunas in the Atlantic Ocean and then reported them as 
caught in the Pacific or Indian Oceans 

\"tuna laundering 

situation is not corrected by next yearYs ICCAT meeting 
Chinese Taipei risks loss of its cooperating party status in 
ICCAT and thus risks losing opportunities to fish for ICCAT- 
managed species. 


Talks with Fisheries Agency 


4. Following very productive and efficient talks regarding 

the hand-off of APEC Fisheries Working Group Lead Shepherd 
responsibilities 

Shieh Dah-wen. Tinkham urged Shieh to do all that he can to 


Column 3 

meet TaiwanVs obligations to reduce its catch of Atlantic 
bigeye tuna to make up for past overages in its ICCAT catch 
allocation in accordance with the agreement reached at the 
November ICCAT meeting in New Orleans. Tinkham noted that a 
failure to do so could diminish Taiwan\'s ability to take 

full advantage of its role as APEC Fisheries Working Group 
Lead Shepherd. He further noted the great progress both 
sides have accomplished in finding ways for Taiwan to fully 
participate in numerous regional fisheries organizations. 

He reiterated the statements made at the ICCAT meeting by 
OES Deputy Assistant Secretary David Balton that better 
compliance was critical in order to uphold the terms of the 
2002 AIT/TECRO Memorandum Of Understanding Concerning 
Cooperation in Fisheries and Aquaculture. If Taiwan does 

not improve its adherence to international fisheries 

convention rules 

serves as the basis for continued U.S. efforts to assist 

Taiwan in participating in fisheries organizations. 
Administrator Shieh appeared to understand the message and 
its significance and committed to do all he can to maintain 

the very positive cooperative working relationship between 
himself and his agency on behalf of TECRO and OES and the 
National Marine Fisheries Service on behalf of AIT. 


Talks with MOFA 


5. At the early end of the APEC Fisheries Working Group 
talks 

W. Hsieh 

North American Affairs. Tinkham reviewed TaiwanVs fishing 
problems and imparted AIT\'s hope that those problems would 
not undermine gains made by Taiwan in the international 
fisheries community over the past decade 

further opportunities for Taiwan to participate in other 
regional fisheries organizations. Tinkham reviewed the 
problems identified at ICCAT and informed Hsieh about the 
2002 AIT/TECRO MOU 

does not find a way to see that its fishermen adhere to 
international fishing convention rules. Tinkham also 
thanked Hsieh for Chinese TaipeiVs willingness to take on 
the APEC Fisheries Working Group Lead Shepherd role and 
urged Taiwan not to let its fishing problems undermine 
opportunities such a leadership role could afford. 

6. Hsieh expressed his appreciation for AIT\'s concern and 
ongoing positive cooperation. He asked that AIT provide him 
with written points on the matter. He also requested more 
details about the exact purported discretions on Taiwan\'s 
part. 


7. AIT thanked Hsieh for his time and promised to provide 


Column 3 
written points as soon as possible. 


8. Comment. Tinkham in all of his meetings made clear the 
importance of reining in rogue fishermen. This challenge 
was only accentuated by a Taiwan-sponsored field trip to a 
fishing village on December 13 

informed Tinkham and AIT ESTOFF that the eyes drawn on 
either side of the bows of several fishing boats were 
intended to symbolize fishermenVs efforts to see and move 
toward fish below water and see and move away from 
government officials above water. End Comment. 


9. This report has been cleared by State/OES/OMC. 
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RELATIONS 


A) “Тһе Premises Have Been Destroyed and How Can the 
Four Nos Remain Unchanged\" 


An article in the pro-independence VLiberty Times" said 
(12/27): 


V. China\'s "anti-secession law 

by the government 

against Taiwan 

premises President Chen Shui-bian set for the promises 
of ^ Four Nos апа One Will Not.V 


“Тһе Taiwan government is forced to face a critical 
problem 

promises on "Four Nos and Опе Will Not still be 
effective in the future? 


V'To answer the question is extremely difficult for 
Taiwan 

consistently improve "to the best status for the last 
30 years.V Since there are several unexpected 
situations in U.S-Taiwan relations 

question would more easily irritate the sensitive 
nerves of the United States. 


\"After all 

fundamental position of cross-Strait relations. If the 
grand direction is not ascertained 

mending [the cross-Strait relations] will end up with 
no rewards. If Taiwan ignores this question 
challenge [from China] is the position of TaiwanVs 
sovereignty. .V' 
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B) V" Anti- Taiwan Independence\' Does Not Equal `Anti- 
Taiwan\'- the Crisis and the Turning Point in the "Anti- 
Secession Law" 


Political Critic Nan Fang-suo said in the centrist 
status quo \"China Times\" (12/27): 


V. The purpose [of China] is not to legislate the 
"Unification Law 

passive 

On one hand 

technically easier; and on the other hand 

secession law\' may stimulate the independent faction in 
Taiwan 

independent faction in Taiwan and by so doing reduces 
the negative effect of the legislation to the minimum. 
Most important of all 

and to choose the ‘anti-secession lawY reflects that 
other than "anti-independence 

not urgent on ‘promoting unificationY since there is no 
time table and 

unification. 


\"As the degree of internationalization increases 

Beijing knows more and more each day how to utilize the 
international environment. In the "anti-secession 

law 

"defense 

President Chen Shui-bian in the past year made several 
moves intended to make use of the disparity that the 
United States at the same time asserts “One ChinaY and 
upholds the "Taiwan Relations Act. President Chen 
tried to manipulate the "Taiwan Relations ActV in the 
hope that the United States will change its “One China! 
policy. However 

negative feelings in the United States 

Secretary of State Colin Powell to say "Taiwan is not 


SIPDIS 

an independent sovereign state 

of State Richard Armitage to say ‘there is no need to 
defend Taiwan 

of these indicate that China and the United States have 
become consistent on the position of 'anti-Taiwan 
independence. It is a signal worth noting that China 
informed the United States before drafting the `anti- 
secession law 

"understanding from the United States. At the current 
stage 

focused on the perspective of "de-jure Taiwan 
independence 
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"contextual Taiwan independence\ as well. When China 
and the United States moved toward the same position of 
'anti-Taiwan independence 

manipulate "Taiwan independence\ is incrementally 
decreased. 


VPresident Chen Shui-bian has used up the credit that 
U.S. diplomacy afforded 

with no choice but to stand together with China 
regarding the issue of "anti-independence.V In the 
past few years the DPP government persistently 
implicitly or explicitly 

independence сага\ and now it is "game over.\' 


VAs to Taiwan independence 

the "Taiwan independence cardN leads to a dead end may 
be the biggest crisis. Not only does Taiwan 
independence lose the legitimacy in the international 
community 

But the situation is a major turning point for the non- 
independent fraction. 


VHence 
Secretary of State Colin Powell and Deputy Secretary of 


SIPDIS 
State Richard Armitage may cause the end of Taiwan 
independence 


\"People in Taiwan are not allowed to hate the same 
enemy [i.e. China] with the DPP under DPP\'s dominance. 
People in Taiwan should realize with optimism that 
whenever Taiwan independence diminishes 

time for the hope of Taiwan to actually start. A" 


C) \"This Legislation Hands the Hot Potato Back to the 
United States; China Will Have More Room for 
Manipulation and the Right to Define the "Cross-Strait 
Status QuoY Will Be the Target for Bilateral Struggle 
in the Future!" 


Journalist Sun Yang-ming wrote in the conservative 
unification V'United Daily News" (12/26): 


V. The real issue is that once this anti-secession bill 
becomes a law 

Washington and Beijing over who has the dominant right 
to define the so-called "status-quo\' in the future. 

The basic strategic thinking and attitude of China 

toward how to deal with the Taiwan issue has changed. 
As a result 
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the issue of independence will become a burden for the 
United States. The concept of an anti-secession law 
coincides with this [new] attitude. 


“Тһе Neo-Conservatives of the Bush administration have 
been trying to use Taiwan as a means to delay ChinaVs 
rise [as a power] and let Taiwan become a burden for 
China. However 

and having the United States accountable for the 
consequences should Taiwan cross the red line. This is 
why Beijing only wants an 'anti-secession law rather 
than a ‘unification law.\.\" 


D) \"Criticizing Chen Shui-bian? Taiwan is not the 
problem 


The pro-independence V'Liberty Times!" said in its 
editorial (12/27): 


\"The United States is caught in between the democratic 
Taiwan and despotic China. China always has used 
international negotiation and its domestic market to 
threaten the United States for concessions on the issue 
of cross-Strait relations. The United States 
consequently faces a dilemma in choosing between the 
two. 


V'Theoretically 

country 

democratic Taiwan and should express the respectfulness 
of the basic human rights to the people of Taiwan. 
Unfortunately 

in the United States and Taiwan lack direct 
communication 

occurred. Such misunderstanding would be reduced 
significantly if the ban on contacts of high-ranking 
leaders were lifted. But if [the United States] 
continuously lets the 'One-ChinaVpolicy stymie 
arbitrarily 

is the structural problem between the United States and 
Taiwan. 


VAnyway 

In the past twenty years 

international investments to China 

investment from Taiwan 

reforms through economic development 

to fulfill its international obligations. The foreign 
capital brings the economic growth [in China] 
becomes the resources for China to build its military. 
In the meantime 
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internally 

international disputes. Furthermore 

"big nation diplomacy. By making use of the United 
States\' needs for cooperation on North Korea 
anti-terrorism issues 

States with "cooperation but faction\' strategy. Taiwan 
is among the gains from this strategy. V" 

E) VU.S. Support for Taiwan May Not Be a Sure Thing" 


Chin Heng-wei commented in the pro-independence \"Taipei 
Times (12/26): 

V. The U.S. true focus is not the Taiwan question but 

the threat of China 

placed between the two giants. It is only when the 

situation is looked at in this light that one can 

understand the U.S. standpoint on the Taiwan question 

the TRA and U.S.-China-Taiwan relations. 


V'Naturally 

Taiwan 

Pacific Region. To put it more clearly 

sells the "Taiwan landmine\' down the river 

the TRA 

as a sphere of influence. This will be tantamount to 
making the same errors they committed 50 years ago 
creating a monster that they cannot control. .\" 


PAAL 
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ISRAELVS EXCESSIVE USE OF FORCE AGAINST THE PALESTINIANS AND 
CALLED ON THE WORLD COMMUNITY AND COUNTRIES SPONSORING THE 
PROCESS TO FORCE ISRAEL TO ABIDE BY UN RESOLUTIONS. V'AL-KHALEE 
DESCRIBED SHARON AND BUSH\'S AVOIDANCE OF AN INTERNATIONALLY 
ACCEPTED FRAMEWORK FOR A SETTLEMENT IN THE REGION AS AN EFFC 
BLOCK THE PEACE EFFORT. V'GULF NEWS\" SUPPORTED THE RESULTS O 
PALESTINIAN MUNICIPAL ELECTIONS AND INDIRECTLY COMMENDED ISRAI 
NEUTRAL POSITION ON THE ELECTIONS. END SUMMARY. 


2. COMMENTING ON SHARONVS USE OF EXCESSIVE FORCE IN DEALING W 
THE PALESTINIANS 
ITTIHAD\" 12/26 EDITORIALIZED: 


VIT HAS BEEN PROVEN TO SHARON 

COMMUNITY THAT THE PROBLEM CANNOT ВЕ SOLVED WITH EXCESSIVE F 
OR VIOLENCE. SECURITY HAS NOT BEEN ACHIEVED FOR THE ISRAELIS 
NOR HAS PEACE BEEN REALIZED IN THE REGION. HOWEVER 
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THE ISRAELI RIGHT INSIST ON A MILITARY SOLUTION. THIS PAINFUL 
SITUATION COMPELS THE WORLD COMMUNITY AND NATIONS THAT ARE 
SPONSORING THE PEACE PROCESS TO MOVE QUICKLY AND FORCE THE 
ISRAELIS TO COMPLY WITH INTERNATIONAL LAWS AND ACCORDS THAT V 
REACHED WITH THE PALESTINIANS 


3. COMMENTING ON THE CONFERENCE INITIATED BY BRITISH PRIME 
MINISTER TONY BLAIR 
EDITORIALIZED 12/26: 


V.BECAUSE SHARON AND BUSH WERE NOT CONVINCED ABOUT THE 
CONFERENCE 

TO BELIEVE THAT THE U.S. AND ISRAEL DO NOT DESIRE A BREAKTHROUG 
ON THE PALESTINIAN ISSUE WITHIN AN INTERNATIONAL FRAMEWORK. IN 
FACT 

CALL FOR ANOTHER CONFERENCE IS A STEP IN THE WRONG DIRECTION 
AN ATTEMPT TO SIGNAL THAT THE PROBLEM LIES IN THE PALESTINIAN 
SIDE 

PALESTINIAN AUTHORITY NOT TO CONSIDER BLAIRVS CONFERENCE AS A 
SUBSTITUTE FOR AN INTERNATIONAL CONFERENCE 

UNWARRANTED IMPORTANCE IN THE FACE OF AN ISRAELI PARTNER THA] 
VIOLATES INTERNATIONAL LAWS 

ACCORDS 


4. COMMENTING ON PALESTINIAN ELECTIONS 
LANGUAGE DAILY V'GULF NEWS" EDITORIALIZED 12/27: 


THE PALESTINIAN MUNICIPAL ELECTIONS HAVE DRAWN TO A CLOSE SO 
SILENTLY THAT SOME MAY HAVE BEEN WONDERING IF THEY EVER TOOK 
PLACE. BUT THEY DID 

WELL PLACED 

COUNCILS WHERE RACES WERE HELD.PALESTINIANS CAME THROUGH TF 
TEST SUCCESSFULLY. AND WITH ISRAEL STANDING BACK AND ALLOWINC 
THE ELECTIONS TO TAKE PLACE 

REPEATED ON JANUARY 9 

PLACE." 


ALBRIGHT 
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Watan on December 24 was entitled American Patience": 


VIn 1983 

former President Reagan immediately called for the withdrawal of 
all American troops stationed there. Today 

casualties in Iraq 

his troops except pray for the ones that have fallen. The war in 
Iraq has claimed more American lives than any conflict since 
Vietnam 

have forgotten the lessons of Vietnam 

learned the hard way. Therefore 


Column 3 

the impact of war upon U.S. society 

demand the return of U.S. troops the way older generations did in 
the past. Instead of demanding action from their government 
younger generations of Americans patiently wait for Bush to do 
something to make things better in Iraq 

to die. The Bush Administration relies on this \"patience\" in 
order to remain in Iraq. V" 


2. On December 25 
VA Poll For The Sake Of The Peace": 


V'The initial results of the Palestinian municipal elections 
indicate that long-suffering Palestinian voters have become 
politically mature 

guide their ballots. The whole world is moving towards putting 
reform before resistance 

of this trend. In the past 

arms instead of taking up pens 

told them they must do. No longer will Palestinians be used as 
pawns to keep their own autocratic rulers in power. Today the 
Palestinians have the chance to make a peaceful start by electing 
new leaders democratically.\" 


3. An editorial appeared in the government-owned Arabic daily 
\"Oman\" on December 26 entitled \"Shuffling Cards in Iraq\": 


\"It is no exaggeration to describe life in Iraq as difficult and 
even tragic. However 

Coalition control 

important that the cards change hands to a new leadership in 
Iraq. Iraq must become a stable and strong country again. 
Unfortunately 

situation of daily violence and armed conflict 

continued destruction of societal infrastructure. Bringing about 
a change for peace in Iraq should be the first goal 

Iraqi leadership should be characterized not only by its ability 
to rule militarily 

law.\" 


BALTIMORE 
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Terrorism\" report. 


Column 3 


2. (SBU) Israel has been among the staunchest supporters of 
the global war against terrorism (GWOT) 

continued to engage in numerous activities jointly with the 

U.S. to increase preparedness and to identify suspects. 

Israel is working with U.S. law enforcement agencies to 
purchase and install equipment to read and share biometric 
fingerprint information with the United States and has 

carried out numerous joint training exercises with U.S. 

security and military personnel. The GOI has also made 
known 

Counter-Terrorism Committee (CTC) and through its bilateral 
relationships 

counter-terrorism with other countries. Israel and United 
States are also working on 22 joint projects in 2004 to 

develop improved security-related technology under the TSWG 
program. The USG and the GOI regularly share intelligence on 
terror suspects and organizations. 


3. (SBU) As it has been for many years 

since the outbreak of the al-Aqsa Intifada in 2000 

nation law enforcement is heavily engaged in identifying and 
thwarting terrorist attacks. Public support for government 
efforts to combat domestic terrorism remain consistently 
high. In 2004 

separation barrier between the West Bank and Green Line 
Israel 

lower number of terror attacks inside Israel as a result of 
its construction and a simultaneous improvement in 
coordination among security forces. Although the route of 
the barrier remains controversial 

response to Israeli High Court rulings 

opinion remains strongly supportive of its construction. 


4. (SBU) The IDF 

Forces 

Occupied Territories to gather and coordinate intelligence 
and then to physically counter prospective terrorist attacks 
particularly suicide bombings inside Israel. Once 
intelligence indicates that a terrorist is making his way 
towards Israel in order to carry out an attack 

police mobilize all necessary actors to track 

capture or kill the terrorist before he can strike his 
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target. Israel also continued its policy of targeted 
killings of Palestinian militants. In March 

gunships successfully targeted the founder and spiritual 
leader of Hamas 

mosque in the Gaza Strip. The following month 
helicopter gunships fired missiles that killed Yasin\'s 
Successor 

car in Gaza. 


5. (SBU) In February 2004 

Agency (Shin Bet) bypassed both GOI internal mechanisms and a 
GOI-Palestinian coordination mechanisms established in 2003 
and raided the West Bank offices of the Arab Bank and the 
Cairo-Amman Bank 

GOI claimed were destined for terrorist groups. Much of 
these funds originated from Hizballah 

claims. The GOI stated that it resorted to the raid only 

after the PA had failed to act on earlier actionable 

intelligence 

funds via correspondent bank accounts in Israel. The funds 
remain seized by order of an Israeli court until their 

disposition can be determined. 


6. (SBU) Israel has a range of laws in place that allow the 
GOI to combat terrorism and prosecute those accused of 
committing terrorist acts 

terrorist finance. Palestinians accused of security-related 
offenses are generally tried in Israeli military courts; 

serious offenses are tried before a three-judge panel and 
lesser offenses before a single judge. Occasionally 
individuals accused of carrying out terrorist attacks are 

tried in Israeli civil court in the jurisdiction where the 

attack occurred. In March 2004 

convicted in Tel Aviv District Court 

detention and trial period 

involving terror attacks that took the lives of five Israelis 

and a fourth charge of attempted murder. Barghuti was 
sentenced to five consecutive life terms 

prison. Although BarghutiWs charge sheet included alleged 
actions as the head of both Tanzim and the al-Aqsa Martyrs\' 
Brigades in the West Bank and all of the terrorist acts these 
groups had carried out from 2000-2002 

of the 39 charges against him because prosecutors failed to 
make the case that he had had a specific personal connection 
to them. Barghuti argued that the court lacked jurisdiction 
and therefore refused to rebut the specific allegations. 
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7. (SBU) Israeli security forces have the authority to tap 
phones or otherwise monitor private communication only when 
granted by a court order 

have uncovered several instances of unauthorized 
wire-tapping. When granted 

information to be used in court. The prosecution must 
justify closing the proceedings to the public in security 
cases 

may hear secret evidence in security cases that is not 
available to the defendant or his attorney. While a 
conviction may not be based solely on such evidence 
reportedly may influence the judge\'s decision. The law 
prohibits the admission of forced confessions as evidence. 
Most confessions in security cases before Israeli courts 
however 

available to the defendant. 


8. (SBU) Israeli Military Order 1507 (applicable to 

Palestinians in the West Bank and Gaza) permits the IDF to 
detain people for up to 10 days during which detainees are 
barred from seeing a lawyer or appearing before a court. 
Individual administrative detention orders can be issued for 

up to six-month periods and can renewed indefinitely. 

Israeli Military Order 1369 (applicable to Palestinians in 

the West Bank and Gaza) provides for a seven-year prison term 
for anyone who does not respond to a special summons issued 
to anyone suspected of involvement in or with knowledge of 
security offenses. A detainee may not have contact with a 
lawyer until after interrogation 

days or weeks. According to Israeli law in the occupied 
territories 

persons arrest within 48 hours 

commander may delay that notification for up to 12 days. As 
of December 2004 

detainees and an additional 930 Palestinians were held in 
administrative detention. 


9. (SBU) Palestinian terrorist groups continue to focus 
their attention on the Palestinians historical conflict with 
Israel 

and the Palestinian territories 

operations worldwide. In 2004 

in joint operations by terrorist organizations carrying out 
attacks against Israel and Israelis. 


10. (U) The following is background information on 
Designated Foreign Terrorist Groups. Embassy Tel Aviv has 
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cleared on ConGen language for the al-Aqsa Martyrs Brigades 
the Popular Front for the Liberation of Palestine (PFLP) 

the Popular Front for the Liberation of Palestine-General 
Command (PFLP-GC). 


-- Hamas: Formed in late 1987 as an outgrowth of the 
Palestinian branch of the Muslim Brotherhood. Various Hamas 
elements have used both violent and political means -- 
including terrorism -- to pursue the goal of establishing an 
Islamic Palestinian state in Israel. Hamas is loosely 
structured 

others openly through mosques and social service institutions 
to recruit members 

distribute propaganda. Hamas\'s strength is concentrated in 
the Gaza Strip and the West Bank. In 2004 

the primary initiator of Qassam rocket attacks from the Gaza 
Strip against Israeli targets. 


-- Palestinian Islamic Jihad (РМ): Originated among militant 
Palestinians in the Gaza Strip during the late 1970\'s. 
Committed to the creation of an Islamic Palestinian state and 
the destruction of Israel through holy war. Also opposes 
moderate Arab governments that it believes have been tainted 
by Western secularism. PIJ operates in the West Bank 

and Israel; its leadership resides in Syria and Lebanon as 

well as other parts of the Middle East. 


-- Kahane Chai/Kach: Stated goal is to restore the biblical 
state of Israel. Kach (founded by the late radical 
Israeli-American rabbi 

Chai 

son Binyamin following his father\'s assassination in the 
United States) were declared terrorist organizations in March 
1994 by the Israeli Cabinet under the 1948 Terrorism Law. 
This designation followed the groupsY statement in support of 
Dr. Baruch Goldstein\'s deadly attack on Muslim worshipers in 
February 1994 on al-Ibrahimi Mosque -- Goldstein was 
affiliated with Kach -- and the group's verbal attacks on the 
Israeli government. Palestinian gunmen killed Binyamin 
Kahane and his wife in a drive-by shooting in December 2000 
in the West Bank. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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and that includes MaValeh Adumim 

Ariel.\" Abbas also said that he will not use force 
against Hamas 

release of all jailed Palestinians 

leader Marwan Barghouti 

Yasser ArafatVs footsteps. (Yediot headlined: V'Arafat 
Model 2005.) However 

hands in peace. FM Silvan Shalom was quoted as saying 
in an interview with Israel Radio that he is 

disappointed by Abbas\'s remarks. 

All media reported that Sunday the cabinet unanimously 
approved a series of measures meant to facilitate the 
elections for PA chairmanship on January 9. Leading 
media cited international pressure as the reason for 
these steps. Israel Radio reported that this morning 
Israel released 159 Palestinian prisoners 

to Egyptian President Hosni Mubarak. Jerusalem Post 
reported that some 600 prominent Palestinians have 
called for an end to armed attacks on Israel and urged 
the PA to push for democratic reforms. The appeal was 
made in an open letter to the Palestinian leadership 
published in Palestinian newspapers on Sunday. 


On Sunday 

significant achievements in Thursday's elections for 
local councils in the West Bank: out of 26 races 

won seven to nine [sources varied] 

local authorities. On Monday 

on Sunday the PA announced the official results of last 
Thursday\'s municipal elections 

give a breakdown as to how many of the winning 
candidates belonged to Fatah as opposed to Hamas. 


On Sunday 

internal Labor Party elections 

slated to become interior minister; MK Yitzhak Herzog 

will get the national infrastructure portfolio; MK 

Shalom Simhon will be environment minister; and Knesset 
members Matan Vilnai and Haim Ramon will be ministers 
without portfolio. Leading media reported that Sunday 

an interministerial committee approved a bill proposal 

that would allow Shimon Peres to become PM Sharon\'s 
second deputy. 


On Friday 

administration official as saying that the U.S. is 
contemplating incursions into Syrian territory in an 
attempt to kill or capture Iraqi BaVathists who it 
believes are directing at least part of the attacks 
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against U.S. targets in Iraq. 


Israel Radio quoted senior GOI sources as saying that 
opponents of the disengagement plan are expected to 
come to settlements slated for evacuation in order to 
bolster them. On Sunday 

first time a soldier who is a \"disengagement objector\" 
has been removed from an officers\' training course. 


On Sunday 

administration is blaming Israel for undermining its 
sustained diplomatic efforts to persuade Europe not to 
resume arms sales to China. The newspaper quoted a 
senior administration official as saying: \"Something is 
going badly wrong in the military relationship between 
Israel and the U.S.V Jerusalem Post further quoted him 
as saying that the dispute can now only be resolved V'at 
a high level.\" 

On Friday 

programs being broadcasted on Iranian TV. 


Leading media reported that hundreds of settlers from 
the areas to be evacuated demonstrated Sunday near the 
Defense Ministry in Tel Aviv 

city's center. They were protesting against what they 
view as the army\'s lack of response to mortar attacks 

on Gaza Strip settlements and western Negev 
communities. 


Jerusalem Post reported that IDF soldiers north of the 
Kissufim crossing in Katif Bloc shot and killed two 
Palestinians they feared were planning to launch a 
bombing attack before dawn on Sunday. The media 
reported that IDF troops killed a deputy of Al-Aqsa 
Martyrs Brigades Zakaria Zubeidi commander and three 
other Fatah militants in Jenin during the weekend. 


All media reported that Sunday the Tel Aviv District 
Court indicted leftist activist Tali Fahima on charges 
of aiding the enemy in wartime 

information to the enemy 

agent 

terror group 

According to the indictment 

of the Al-Aqsa Martyrs Brigades evade capture by the 
IDF by translating a secret IDF document involving an 
arrest operation for Zubeidi. 


Hatzofe cited an interview Yuval Steinitz 
of the Knesset\'s Foreign Affairs and Defense Committee 
gave to the newspaper of the organization of IDF 
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handicapped 

extensive training of Egyptian forces and the fact that 
Egypt does not prevent large-scale arms smuggling into 
the Gaza Strip indicate that Egypt plans to wage war 
against Israel. 


On Sunday 
appointed committee that Israeli Arabs perform a stint 
of national service. 


Leading media reported that the police arrested nuclear 
whistleblower Mordecai Vanunu on Christmas Eve 
attempted to attend the Midnight Mass in Bethlehem. 


Havaretz reported that two firebombs were thrown early 
Sunday at the Hassan Bek mosque south of the Tel Aviv 
beach promenade. The Mosque serves Jaffa\'s Muslim 
population. 

Havaretz reported that the Interior Ministry decided 

this weekend that children of illegal foreign workers 

and their families will not be deported over the next 

few months 

extensions until March 1. 


Jerusalem Post reports that the private Israeli airline 
Israir expects to earn revenue of USD 25 million from 
flights from Tel Aviv to New York 

in late March. 


Senior op-ed writer Akiva Eldar commented in 
independent 

the settlers to the intention to evacuate a handful of 
settlements ... has pulled the thin veneer from the 
hard nut that is the settlers. V" 


HaVaretz editorialized: \"British Prime Minister Tony 
Blair\'s efforts to muster international support for 
rebuilding the Palestinian Authority are an appropriate 
form of external intervention.\" 


Oslo skeptic 

circulation 

to all those who insist on making peace now (and | am 
not blaming anyone 
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prepare to turn over a new mental leaf. V" 


Conservative 

V'Sadly 

with Israel as a Jewish state with a moral right to 
exist in this region is still too powerful for even the 
bravest aspiring Palestinian politician to break." 


Block Quotes: 


|. V The Right To Uproot and the Right of Return 


Senior op-ed writer Akiva Eldar commented in 
independent 

obsessive highlighting of the danger of the Vrupture in 
the people\' (or the Vunity of the people 

Minister put it in his Herzliya speech) 

the disengagement plan into a dispute between right and 
left. As if none of this had anything to do with 
Palestinians 

on the other side of the Green Line.... [Nonetheless 

the disengagement plan has already made an important 
contribution to peace between Israel and Palestinians. 
The response of the settlers to the intention to 

evacuate a handful of settlements in the Gaza Strip 
which subsist on Thai labor 

settlements in Samaria [the northern West Bank] 

pulled the thin veneer from the hard nut that is the 
settlers. Let every Jewish mother and every Israeli 
father who are sending their children to defend a 
settlement know that they have raised them to fight in 

a war commanded in GodVs name." 


Il. "Welcome Intervention" 


Havaretz editorialized (December 24): \"British Prime 
Minister Tony Blair\'s efforts to muster international 
support for rebuilding the Palestinian Authority are an 
appropriate form of external intervention for the sake 
of toning down the Israeli-Palestinian conflict and 
restarting the diplomatic process.... International 
support is important on several levels: to strengthen 
the new Palestinian president who will soon be elected 
to raise money to finance the PA\'s activities and 
economic development in the territories 

reorganize the Palestinian security services. 
International support also has domestic importance in 
helping leaders to take unpopular steps. This has 
already happened in Israel: Sharon used the letter of 
commitments that he received in April from U.S. 
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President George W. Bush to help him overcome 
opposition to the disengagement plan in the Likud and 
isolate the settlersV lobby.... Sharon acted wisely 
when he reached an understanding with Blair over the 
terms of the international conference in London 
despite his opposition in principle to Israel\'s 
participation in it. He thereby enabled this visit by 

the leader of a friendly country 

deep commitment to Israel\'s security at every 
opportunity 

is in the Palestinians\' court: They will have to do 

their part and prove that they are able to bring about 
the necessary changes in the РАХ 


Ш. V Turning Over a New Mental Leaf" 


Oslo skeptic 

circulation 

V'The reality is that the dream of two countries living 
side by side in harmony between the Jordan River and 
the Mediterranean Sea is perhaps our dream 

[the PalestiniansV]. This dream is nothing but an 
artificial implant 

the peace camp.V That is the truth 

wishful thinking 

who have had this dream implanted in them. You cannot 
help but get the impression that their rejection is not 
just physical. It is accompanied by revulsion. These 
words are not being written from a Vright-wingV 
perspective whose bottom line is Vthere is no one to 
talk to.V Just the opposite: this is a call to all 

those who insist on making peace now (and | am not 
blaming anyone 

to turn over a new mental leaf -- at this historical 
moment. That they think again 

differently. Perhaps about a division of a different 
kind 

known as Vdisengagement 

impasse. Think about a solution of a different sort 
because the good old solution will never be a 
solution. V" 


IV. \"Not Much of A Choice!" 


Conservative 

(December 27): VPrime Minister Ariel Sharon Sunday 
stressed how vital it is that Israel be seen throughout 
the world as facilitating the Palestinian Authority\'s 
upcoming election. That is certainly so.... Sharon 
however 

expecting the election to perhaps produce a peace 
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partner for further road map explorations. There is no 
denying that the sounds emanating from the Palestinian 
campaign trail are hardly the sort to instill hope 
among Israelis.... Even Abbas has openly wrapped 
himself in Arafat\'s mantle and gone out of his way to 
show respect for the terrorists he claims not to 
support.... Sorely missing from the Palestinian 
equation is a peace camp 

Israel -- as some Israelis do the Palestinians -- but a 
party that argues 

Right] does 

painful concessions.... Sadly 

true reconciliation with Israel as a Jewish state with 

a moral right to exist in this region is still too 

powerful for even the bravest aspiring Palestinian 
politician to break.... It may emerge that Israel had 
nothing to gain from the Palestinian elections 

may be that some of Sharon\'s purported optimism proves 
well founded. Would that the latter turns out to be 

the case. In that light 

approval for pulling out of Palestinian towns and 
keeping a low profile on the sidelines during the 
lections is the only sensible move. V 


Military correspondent Alex Fishman wrote in mass- 
circulation 

Phalcon affair 

understanding.... No profit 

the Israeli defense industries is worth a crisis with 
Israel's main and only ally 


Block Quotes: 


VIt Made Their Blood Boil\" 


Military correspondent Alex Fishman wrote in mass- 
circulation 

V'The signals that the Pentagon is sending Israel over 
the present crisis are sharp and harsh. This is not 

just a personal crisis of trust between two top 

officials in the two security establishments.... This 

is a conflict of substance over the dying spasms of the 
military-commercial romance between Israel and China -- 
a romance that began in secret in the early 1980s 
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the consent and encouragement of the Americans 
which ended 

enormous crisis with the administration with the 
Phalcon affair in 2000.... Despite the Phalcon affair 
Israel insisted on not understanding. The defense 
industry milieu in Israel is a powerful player with 
great influence. In addition 

establishment thought that we were smarter 
friends in Congress would look out for us 

formal definitions would be on our side -- and 
continued to sell problematic military equipment to 
China.... The end of the current crisis is clear: 
Israel will bow to American terms. But perhaps this 
time 

realize that it has to stop trying to be a wise guy. 
No profit 

industries is worth a crisis with Israel's main and 
only ally 
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noted this did not mean that terrorist acts were carried out 
with the consent of foreign government authorities. On 
elections 

in Amman (he presumably meant during previous visits) and 
that they did not categorically reject the holding of 

election on January 30. 


6. (C) Several of our Iraqi contacts told emboff December 23 
that to their knowledge 

any Sunni opposition figures ) including people he had met 
with previously - during this latest visit. Allawi and his 
people 

with these leaders. We understand Allawi plans to visit 
Amman December 29 on his return to Baghdad. 


7. (U) Baghdad minimize considered. 

Visit Embassy Ammanvs classified website at 
http://www.state.sgov.gov/p/nea/amman/ 

or access the site through the State Department's SIPRNET 


home page. 
HALE 
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Columnist Bater Wardam writes on the op-ed page of 
center-left 

(12/27): VThirty Arab researchers and intellectuals 
who wrote the third annual Arab human development 
report for 2004 - which was stopped through American 
blackmail 

the possibility of publishing the report through an 
organization independent of the United Nations. No 
doubt 

constitutes a huge scandal for the United States. The 
report editor 

destroyed completely all of the false claims made by 
the U.S. administration with regard to reform in the 
Arab world when he took his case to the international 
media and exposed the American conspiracy.. This 
American conduct stirred a great deal of resentment 
among commentators and intellectuals in the west 
including Thomas Friedman.. But for the genuine free 
and liberal Arab intellectuals 

themselves to the Pentagon 

beginning of a successful intellectual battle against 
both the United States and backwardness in the Arab 
world for the first time ever in a clear manner and 
without fear of being accused of treason.\" 


-- VThe required Syrian scapegoat\" 


Columnist Haidar Rashid writes on the op-ed page of 
independent 

(12/27): “Тһеге has to be a scapegoat to carry the 
blame for the security collapse in Iraq. After 

battle in Fallujah and the exhaustion of Zarqawi and 
his group of foreign terrorists as the scapegoats in 
Iraq 

on which to pin all these defeats. Prior to the 
American invasion and occupation 

international terrorists and chemical weapons. After 
that came the fighters from outside Iraq 

others. Now 

there are attempts to involve Syria and its 
intelligence services in what is going on in Iraq.. 
Syria has no interest in being directly involved in 
what is going on in Iraq 

interests do not coincide with the presence of the 
American forces and the continuation of the 
occupation. A direct involvement on its part 
however 

America\'s motivation to attack it.. A new scapegoat 
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is required in order to explain the Iraqi-American 
failure of imposing security and taming the Iraqi 
people. The need for such a scapegoat increases as 
the elections draw near. Yet 

and choosing Syria as the new scapegoat is another. 
Events on the ground suggest that such a choice will 
not be acceptable and the Americanized people in Iraq 
must begin looking for another scapegoat.\" 


-- VThe disciplinary London conference V 


Lamis Andoni writes on the op-ed page of independent 
Arabic daily Al-Ghad (12/27): “Фо not misunderstand: 
America and Israel are refusing to take part in the 
London conference next month 

meeting itself if its purpose is to ‘rehabilitate the 
Palestinian AuthorityV. In other words 

leader Yaser Arafat 

to peace\' 

seeking to snip the wings of the Palestinian regime as 
a precondition for resuming negotiations.. It is 

known that America and Israel had pressured London to 
cancel the conference if the imprisoned Palestinian 
leader Marwan Barghouti did not withdraw his 
nomination for the presidential elections. 
Democratizing the Palestinian regime would start with 
the nomination of the acceptable candidate 

Mahmoud Abbas 

respected if he did not succumb to Israeli and 
American demands. No wonder then that Washington and 
Tel Aviv would support the London conference with 
specific definitions and tasks that would guarantee 
Abbas\' abidance by positions and policies that 
otherwise would not go through if it was left up to 

the Palestinian people. Halting the Intifada and 
placing the security apparatus under a unified 
leadership is not designed to put an end to security 
violations but to stop them from taking part in 

resisting the Israeli occupation. In this context 

the London conference aims to ‘tame the Palestinian 
regimeV.V 
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Threatened politically by a minor corruption scandal 
involving his older brother 

distance himself from his family in the mid-eighties; he 
broke off contact entirely when he became First Secretary 
of the Uzbek SSR in 1989. The Jizzak Hokimiyat maintains 
Jamshid and his mother in modest comfort -- perks given in 
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exchange for keeping a low profile. Jamshid 

journalist with casual connections to the local human 
rights community 

on as a stringer with IWPR prompted local authorities to 
have him beaten. JamshidWs IWPR colleague 

that the beating was more likely a random act of violence. 
End summary. 


NEVER AN ORPHAN 


2. (C) On December 26 

(strictly protect) 

October as a stringer by the USG-funded media NGO 
Institute for War and Peace Reporting (IWPR). As reported 
in a short Reuters news bulletin 

by two unidentified assailants on December 20. The article 
mentioned that Karimov is the nephew of President Islom 
Karimov. Poloff was greeted at the family's small 
apartment by Jamshid who 

resembles his uncle 

Karimova (strictly protect) 

Karimov\'s elder brother Arslan. Over the next hour and a 
half 

with UzbekistanVs First Family 

glimpses into the PresidentVs early career and family life. 


3. (C) Muslima laughed at the official story of the 
President\'s upbringing. (Note: According to his official 
biography 

is known to be close to his wife\'s family; his biological 
family is never mentioned 

his first wife. End note.) He was no orphan 

stated 

a Vnormal family" in Samarkand. Of Karimov\'s seven 
siblings 

one lives in Tashkent 

that Karimov first started circulating the orphanage story 
in the mid- to late 1980s as a way of distancing himself 
from his family. 


4. (C) Both Jamshid and Muslima stated that the early 
family relationship had 

Muslima\'s earliest recollections of Islom Karimov were from 
their student days when the future president would 
constantly pester her for small loans. V'He never paid me 
back 

Karimov\'s marriage to Natalia 

of the Tashkent Agricultural Machinery Plant 

had been a union of ambition. Karimov had a son 

named Rustam. But after he divorced Natalia in the late 
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1960s 


THE BREAK 


5. (C) Karimov began to distance himself from his family 
in late 1985 and early 1986 

distributor of retail food products (mostly tea) 

embroiled in a minor corruption scandal. At the time 
according to Muslima 

Gosplan 

brother Arslan (Muslima\'s husband) and demanded that they 
disown Hurshid 

Arslan 

Hurshid is a rich man 

he lives in a fancy house in Tashkent and is protected by 
Ismoil Jurabekov.) From that point on 

contact 

Secretary of Kashkadarya and spent almost all of his time 
shuttling between Tashkent and Karshi. It was then 
Muslima and Jamshid said 

he had been orphaned. 


6. (C) The final break came in 1989 

named First Secretary of the Uzbek SSR. Arslan died that 
year in what Muslima described as a \"suspicious\" collision 
with a bus. A street in Jizzak was named after him 
Karimov ordered it changed back to the original name. 
Karimov\'s eldest brother died that year 

According to Muslima 

the funeral 

a small sum in those days). Since then 

direct contact. Muslima occasionally calls the 

Presidential Apparat if she needs something specific 

as medical treatment. The one time she tried to get 
through to the President's residence 

daughter Gulnora picked up the phone and hung up 
immediately. 


7. (C) The Presidential Apparat offers some material 
support 

far from lavish. \"All he has to do is sign a paper 

weVd be set up 

family was compelled to sell their large house in Tashkent 
and move to an apartment in Jizzak 

modest comfort. The family's gas 

bills are paid for 

gifts during holidays. In exchange 

family is expected to keep a low profile. The only thing 
that Karimov has done for his family 

interjected 
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Zinda complex in Samarkand. 


AN UNINSPIRING CAREER 


8. (C) Soon after the break 

journalist for \"Jizzak Pravda 

that later became the official paper of the regional 
Hokimiyat. Bored with what he described as an 
unchallenging sinecure 

Director Galima Burkharbaeva by the Chairman of the Human 
Rights Society of Uzbekistan 

(Jamshid said that he had struck up a friendship with 
Yakubov in 1998 and over the next few years had come to 
know several members of JizzakVs local human rights 
community.) Jamshid said that he was attracted by the 
prestige of working for an international media NGO and 
any case 

So 

working as a stringer. 


9. (C) This 

the Jizzak Hokimiyat did not want. Almost immediately 
after filing his first articles 

the Regional Chief of the National Security Service 

named Morozov 

job if Jamshid would only promise to stop working for IWPR. 
According to Jamshid 

Jamshid would be seen covering Jizzak\'s frequent small 
human rights demonstrations. JamshidVs older sister 
Gulbahor Karimova 

parliament on the National Democratic Party ticket 

asked Jamshid not to work for IWPR. Later 

offered the newly created job of personal publicist\" for 
Regional Hokim Ubaidulla Yamankulov. Jamshid said that he 
was inclined to take the position 

withdrawn at the last minute 

Presidential Apparat. 


10. (C) Jamshid said that he had not 

work for IWPR 

Nevertheless 

demonstration was scheduled to take place in front of the 
Jizzak Hokimiyat 

the street 

in the head. \"These are methods used by the security 
Service 

day 

stated that Jamshid\'s attackers had been drunk and that the 
incident was almost certainly a random act of violence. No 
one would dare do this to the President's nephew without 
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approval from the very top 

stated 

of Health treated Jamshid personally. 


COMMENT 


11. (C) Kept from public view for the better part of two 
decades 

and his mother's ruminations offer insights into a 
personality that remains to this day largely a cipher. 
Karimov and those around him have gone to great lengths to 
promote 

apocryphal myth of orphaned childhood. Jamshid and 
Muslima\'s accounts were detailed and hung together 
coherently; it seems extremely unlikely that they would 
concoct such an elaborate tale 

just to plant a story. 
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and agree" on the proposed plot of land before the GODj will 
approve the expansion. He termed it V'a question of 
confidence." He said the land is public property and that the 
GODj wanted to avoid the type of misunderstanding that 
happened during previous lease negotiations for Camp Lemonier 
concerning the Presidential hangar and its surrounding area. 


5. (C) The Ambassador inquired whether Djibouti\'s principal 
negotiator for lease discussions 

Washington 

that this is a matter that must be taken care of here in 
Djibouti and that Ambassador Olhaye is not in charge of the 
\"technical side\" of the negotiations because he cannot 
physically survey the land. This should be done in 

Djibouti. (COMMENT: The Minister never directly said whether 
or not Olhaye is aware of this request. END COMMENT) The 
Minister also stated that the President believes such a move 
is V'more transparent!" and V'more appropriate 

Djibouti\'s army can understand the American military 
requirements and V have confidence. V 


6. (C) The Ambassador told the Minister she will convey the 
request to Washington 

as neither the Embassy nor CJTF-HOA are involved in the 
negotiations. General Helland concurred 

said he understood. 


7. (C) General Helland stressed to the Minister that there 
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can be only one contact person for the survey 

Department of Defense currently considers Ambassador Olhaye 
to be the contact person for negotiations. The Minister said 

he will ask the President who should be considered the 

primary point of contact in Djibouti for the technical survey 

and will pass the information to the Ambassador by the 
afternoon of December 27 or the morning of December 28. 


8. (C) The Minister expressed President Guelleh\'s 
appreciation for the work the American military is doing in 
Djibouti 

against terrorism. The Minister said that the GODj considers 
this struggle an important stability factor in the Horn of 
Africa. He said the civil affairs work being done in the 
districts is a good initiative and is greatly appreciated by 

the Djiboutian population. He called the school and hospital 
rehabilitations \"fruitful\" adding that they \"bring together 

the American military and the Djiboutian people. V 


9. (C) In addition 

Cabinet meeting led by the President in the town of Arta 
people complained about occasional noise from a nearby 
joint-use 

he said that overall the people of Arta were appreciative of 
the American civil affairs efforts in the town and are more 
comfortable with the American military presence following 
these projects. The Minister said he wanted to seize the 
opportunity posed by the GeneralVs presence to request three 
specific projects for Arta: a small incinerator similar to 

the one installed at Doudah; a small ambulance; and a fence 
around a primary school in the town. 


10. (C) The General told the Minister it is a honor and 
pleasure to be a guest in Djibouti and praised the work of 
Generals Fathi and Zacharia as interlocutors with CJTF-HOA. 
The said he looks forward to continuing to work with the GODj. 


11. (C) The Ambassador expressed her appreciation for 
CJTF-HOA\'s help to the Embassy and to Djibouti 
Minister that she hopes that base negotiations will be 
quickly and satisfactorily concluded. 


12. (C) COMMENT: The request by President Guelleh 

his Minister of Foreign Affairs 

reflects 

confidence in the capacity of Ambassador Olhaye to represent 
fully their interests in the current round of base 

negotiations. While it is a problem in need of an internal 

fix 

military does not want \"misunderstandings\" of lease and base 
details. There is an inexact understanding of the specifics 
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of the volume of land the U.S. is requesting -- maps 

diagrams and coordinates notwithstanding. The GODj wants the 
land \"walked off" (in simple terms) 

about what areas the Department of Defense envisions a future 
Camp Lemonier encompassing. END COMMENT. 

RAGSDALE 
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that the GOT had made significant progress in FDI reform. 
While FDI inflows have risen in 2004 and the PM and others 
in the GOT look forward to rising FDI following the EU 
Summit 

representatives agree that the GOTVs investment climate 
reform efforts have stalled. Though there may be some 
increase in FDI flows arising from the EU decision and new 
IMF program 

quantum leap in FDI 

its commitment to investment climate reform. End Summary. 


2. (U) Speaking at a November 25 conference hosted by the 
Foreign Investment Association (YASED) 

Erdogan claimed that positive developments in the economy in 
the last two years had contributed to a more favorable 
investment environment in Turkey. Erdogan stated that 95 
percent of the increase in FDI in 2004 came from European 
Union (EU) countries. Erdogan said all investors 

and foreign 

was ready to take action if there was any complaint about 
unfair treatment. Note: Though the GOT has taken action-- 
albeit delayed--on some U.S. company problems 

part the GOT has failed to help U.S. investors resolve their 
problems here. End Note. Erdogan noted that recent FDI and 
Incentives Laws had eased conditions for foreign investors 
and brought about a significant increase in the number of 
companies established in Turkey. Erdogan said the GOT was 
committed to take any steps necessary to attract foreign 
investment to Turkey. 


3. (U) The participants welcomed Erdogan\'s remarks on 
improving the investment environment in Turkey 
complained that the GOT failed to take action on these 
statements. In his opening speech 

Erdikler praised the GOT\'s efforts to improve the investment 
environment 

reception prior to Prime Minister ErdoganVs speech 
participants discussed the status of FDI in Turkey. The 
business sector was particularly critical about a long- 
delayed FDI report Turkish Treasury was getting ready to 
publish 

reflected an \"overly positive FDI outlook V" for Turkey. 
Treasury was expected to prepare this report within six 
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months of the InvestorsY Council held in Istanbul in March 
2004 

companies who participated in that meeting. Speaking 
privately at a reception before the speeches 

representatives of YASED 

Commodity Exchanges (ТОВВ) and Turkish Industrialists\' and 
Businessmen\'s Association (TUSIAD) complained about lack of 
progress in the GOT\'s efforts to improve the investment 
environment. Treasury Foreign Capital Deputy Director 
General Osman Emed 

confirmed the delay in FDI reform efforts 

this to the GOT\'s focus on December 17 

for the GOT\'s EU accession negotiations. 


4. (U) Following YASED\'s event 

business representatives told Erdogan about the problems 
with the report 

listed in the InvestorsY Council remained unresolved. 
Erdogan reportedly directed Treasury to revise the report 

and include businesses\' comments in it. Press reports 
claimed that Erdogan also personally contacted relevant GOT 
offices about the problems investors raised with him during 
the event. 


5. (U) The GOT announced its EU pre-accession economic 
program on December 2. The GOT\'s program included ambitious 
macroeconomic targets 

target for the 2005- 2007 period. In its economic program 

the GOT also committed to continue its efforts to improve 

the investment environment. The EU announced on December 17 
that the accession negotiations with Turkey would begin on 
October 3 

Minister Abdullatif Sener reiterated the GOTVs $15 billion 

FDI target.. Business representatives commented that EU 
accession alone would not be sufficient to bring Turkey the 

FDI boom it expects 

demonstrate its commitment to reform in the investment 

climate and the judicial system to attract investments. 


6. (SBU) Comment: While the GOT continues to tout FDI data 
showing an increase in this year\'s flow of foreign capital 
much of it derives from investment in real estate rather 

than long-term 

has apparently been an increase in company formation and in 
the number of foreign businesses sniffing for opportunities 

in Turkey recently. The GOT seems to be relying on the 
prospect of EU accession to act as a significant magnet for 
FDI 

the business climate. We think despite the EUVs V'green 

light 

increase in FDI 


Column 3 
in the short-term 
climate reform efforts. 


Edelman 


24629 

Minister outlined his priorities for the failing state-owned 
airline: his first priority is to get its accounts 

straightened out and approved by parliament. After that he 
said that the plans are to restructure the airline into a 

more market-orientated organization although it would still 
be state-owned. He is using an international consulting firm 
to help develop the restructuring plan. Finally 

like to eventually privatize Kuwait Airways. 


2. (C) The Minister also mentioned that Kuwait Airways is 
looking to update its fleet of airplanes. The Ambassador 
informed the Minister that the CEO of Boeing is planning to 
visit Kuwait and the Minister expressed interest in meeting 
with him then. Currently only two of the 15 planes in use by 
Kuwait Airways are Boeing planes; the remaining are Airbus. 


3. (C) Jazeera Airways 

Kuwait 

acknowledged that the new airline 

flights in February 2005 

Airways to be more competitive. (NOTE: The Boodai family 
prominent Sunni family heavily involved in private business 

in Kuwait 

unfortunately-named Jazeera Airways. The company\'s president 
is Marwan Boodai. END NOTE.) 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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According to him 

reported as unemployed this year 

actively looking for work. The remaining are either 
housewives not seeking work or individuals unqualified to 
work. For those 3 

9 

(doctors 


Column 3 


2. (C) The Minister also pointed out that 8 

were open in the private sector and that the percentage of 
Kuwaitis working in the private sector is increasing. When 
the Ambassador asked if he though \"Kuwaitization\" was 
working 

be encouraged to work in the private sector. He continued by 
saying that in order to encourage Kuwaitis into the private 
sector the laws needed to be changed to protect workers more 
and that the government needed to make its jobs less 
attractive. One reform that the Minister cited as an example 
is a recent reduction in the number of sick days for public 
employees. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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issues 

concerns and said he would further investigage each of them. 
He felt 

the recently passed media law and the Supreme Court 
appointments as these were now accomplished V'judicialV facts. 
He thought there might be more room for maneuver on the 
draft law on NGO funding and the pending Sumate case. He 
promised to look closely at these cases and to raise these 
issues with President Kirchner for his possible discussion 
with Chavez. 


3. (C) As he was leaving 

Bielsa for his efforts on behalf of Cuban dissident Hilda 

Molina (reftels). Bielsa 

accounts was in danger of being fired by President Kirchner 
thanked the Ambassador and said supporting Molina\'s request 
to visit her son and his family was \"the right thing to do. V 
When the Ambassador noted that human rights was something 
that cannot be applied selectively 

\"we\'ll see how much more President Kirchner can bear. V 


4. (U) For other Embassy Buenos Aires reporting 
visit our classified SIPRNET website at 
http://www.state.sgov.gov/p/wha/buenosaires.« /a> 
GUTIERREZ 
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A secretary or personal assistant 
is likely to answer office and 
residencephones. 


Head of State:John Paul Il 

Title:Pope 

Office telephone:01 1.3906.6988.3114 
Residence telephone:011.3906.6982 
Comments:Addressed as \"Your Holiness\" 
When calling 

Stanislaw Dziwisz (gee-vitch) 

Pope\'s personal secretary 

explain the reason for the call. 


Foreign Minister:Archbishop Giovanni Lajolo 
Title:Secretary for Relations with States 
QQArchbishop Giovanni Lajolo 

Title:QQQUQ Secretary for Relations with States 
Office telephone:01 1.3906.6988.3014 
Residence telephone:011.3906.6988.3117 
Comments:Addressed as \"Your Excellency\" 
A secretary will answer the office 

line. Calls to the residence go 

through the Vatican operator. 


Dep. PM-equivalent:Leonardo Sandri 
Title:Substitute for General Affairs 

Office telephone:01 1.3906.6988.3438 
Residence telephone:011.3906.6988.4438 
Cellular telephone:N/A 
Comments:Addressed as Your Excellency\" 
A secretary is likely to answer the 

phone. 


NICHOLSON 
kely to answer the 
phone. 


NICHOLSON 
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SOLIDARITY TO PROMOTE PEACE 


REF: Vatican 4778 


Column 3 


1.In his 2005 World day of Peace Message 

II challenged the world to focus on the 'common good!" of 
all humanity 

more conducive to peace. He asked nations and peoples to 
withstand the temptation of responding to evil with more 
evil and to avoid looking at conflicts and inequities 

through the prism of narrow national interests. As he 
condemned social and political evils and violence 

afflicting the world 

sharing and solidarity with poor countries 

African states. He noted the importance of sharing science 
and technology 

and poverty reduction. A globalized world 

Pontiff 

for those who are suffering. In this way 

nations can make an V'effective contribution" to V'building a 
world based on the values...of peace." End Summary. 


2.In his message for the 2005 World Day of Peace 
(complete text faxed to EUR/WE) 

attention to the \"good\" of moral values as a way to combat 
evil. [Note: The Pope will formally deliver the message 
January 1 

mid-December press conference. End Note.] The Pope asked 
nations and peoples to withstand the temptation of 
responding to evil with more evil 

n 

the “соттоп good" for all humanity. Evil 

was V'not some impersonal 

result of wrong choices made by men and women who freely 
choose to do evil. By focusing on \"world citizenship\" 

rather than narrow national 

interests 

built that would be more conducive to peace. 


3. In identifying the gravest instances of evil and 
violence in the world 
hotspots with particularly troubling outbreaks of violence 


Column 3 

pointing to Africa (described as the Popes \"beloved 
continent V) 

the Pope asked how one could not think \"with profound 
regret of the drama unfolding in Iraq 

to tragic situations of uncertainty and insecurity for 

all?\" John Paul condemned the \"troubling phenomenon of 
terrorist violence" that he said appeared to be \"driving 

the whole world toward a future of fear and anguish. He 
soundly condemned all violence as an unacceptable evil that 
never solves problems. V'Violence is a lie . . . that 

destroys what it claims to defend: the dignity 

the freedom of human beings 


3.Central to promoting conditions conducive to peace 

the message argues 

to the Pope 

earth in order to be able feed and house their families 
with hope for the future. In practice 

the international community to assume greater 
responsibility for sharing resources equitably. In this 
context he mentioned the obligation of wealthier nations to 
o 

aid in the development of less-developed nations. 
According to the Pope 

become possible V'once the barriers and monopolies that 
marginalize many peoples are removed.V' The Pontiff said 
that in todayVs globalized world 

the more vigilant in the fight against poverty 

promotion of peace and security 

change and disease control. 


4.The Pope gave special mention to debt forgiveness for 
Heavily Indebted Poor Countries (HIPCs) 

placed the issue on the international agenda some fifteen 
years ago. While acknowledging the effectiveness of recent 
debt-forgiveness initiatives 

foreign investment 

functioning international organizations had smothered 
economic growth in poor countries. He concluded that poor 
countries remained trapped in a vicious circle. 


Column 3 
KEEPING THE FOCUS ON AFRICA 


5.Africa was the only region to garner an in-depth 
discussion 

for the continent to overcome the armed conflicts 
diseases 

have led to widespread insecurity there. Citing the 
responsibilities of world citizenship 

for a new bilateral and multilateral solidarity for Africa 

and stressed that the wellbeing of Africans was part of the 
common good of all. Development either becomes shared in 
common by every part of the world 

process of regression even in areas marked by constant 
progress 

control of their own cultural 

development. Africa 

recipient of aid 

and accountability in its development partnerships with 
wealthier countries. In Africa 

decisive test for world peace in how all concerned 
countries tackle the continentVs tremendous challenges. 


6.As reported reftel 

doctrine on the legitimate use of force as a last-resort 
response to war and violence. The 2005 World Day of Peace 
Message 

international focus beyond the immediate need to prevent 
aggression or terrorist violence to the broader sources of 
conflict. In the Pope\'s vision 

of solidarity between peoples that addresses global 
deprivation and inequality could diminish the likelihood of 
human conflict before it begins 

peace. The Holy See\'s focus on moral values is not in this 
case on the sexual moral values so often accented in the 
media 

drawn from the Church\'s extensive teaching on the subject. 
As the message concludes 

conceived 

guaranteed by \"the condemnation racism 

displaced persons and refugees 

international solidarity towards all the needy" in a 
consistent application of the principle of world 

citizenship. The focus on Africa reflects the PopeVs 

belief that no other region presents a greater moral 
challenge to the international community today. 


Column 3 
Nicholson 
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SIPDIS 


DEPT FOR EUR/WE (Levin); AF/RSA 


E.O. 12958: N/A 

TAGS: PREL 

SUBJECT: WOVERCOME EVIL WITH GOOD?" POPE URGES GLOBAL 
SOLIDARITY TO PROMOTE PEACE 


REF: Vatican 4778 


1.In his 2005 World day of Peace Message 

II challenged the world to focus on the 'common good!" of 
all humanity 

more conducive to peace. He asked nations and peoples to 
withstand the temptation of responding to evil with more 
evil and to avoid looking at conflicts and inequities 

through the prism of narrow national interests. As he 
condemned social and political evils and violence 

afflicting the world 

sharing and solidarity with poor countries 

African states. He noted the importance of sharing science 
and technology 

and poverty reduction. A globalized world 

Pontiff 

for those who are suffering. In this way 

nations can make an V'effective contribution" to V'building a 
world based on the values...of peace." End Summary. 


2.In his message for the 2005 World Day of Peace 
(complete text faxed to EUR/WE) 

attention to the \"good\" of moral values as a way to combat 
evil. [Note: The Pope will formally deliver the message 
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January 1 

mid-December press conference. End Note.] The Pope asked 
nations and peoples to withstand the temptation of 
responding to evil with more evil 

n 

the V'common good" for all humanity. Evil 

was V'not some impersonal 

result of wrong choices made by men and women who freely 
choose to do evil. By focusing on \"world citizenship\" 

rather than narrow national 

interests 

built that would be more conducive to peace. 


3. In identifying the gravest instances of evil and 

violence in the world 

hotspots with particularly troubling outbreaks of violence 
pointing to Africa (described as the Pope\'s \"beloved 
continent V) 

the Pope asked how one could not think \"with profound 
regret of the drama unfolding in Iraq 

to tragic situations of uncertainty and insecurity for 

айту" John Paul condemned the V'troubling phenomenon of 
terrorist violence" that he said appeared to be \"driving 

the whole world toward a future of fear and anguish.\" He 
soundly condemned all violence as an unacceptable evil that 
never solves problems. \"Violence is a lie . . . that 

destroys what it claims to defend: the dignity 

the freedom of human beings 


3.Central to promoting conditions conducive to peace 

the message argues 

to the Pope 

earth in order to be able feed and house their families 
with hope for the future. In practice 

the international community to assume greater 
responsibility for sharing resources equitably. In this 
context he mentioned the obligation of wealthier nations to 
o 

aid in the development of less-developed nations. 
According to the Pope 

become possible V'once the barriers and monopolies that 
marginalize many peoples are removed.V' The Pontiff said 
that in today\'s globalized world 


Column 3 

the more vigilant in the fight against poverty 
promotion of peace and security 

change and disease control. 


4.The Pope gave special mention to debt forgiveness for 
Heavily Indebted Poor Countries (HIPCs) 

placed the issue on the international agenda some fifteen 
years ago. While acknowledging the effectiveness of recent 
debt-forgiveness initiatives 

foreign investment 

functioning international organizations had smothered 
economic growth in poor countries. He concluded that poor 
countries remained trapped in a vicious circle. 


5.Africa was the only region to garner an in-depth 
discussion 

for the continent to overcome the armed conflicts 
diseases 

have led to widespread insecurity there. Citing the 
responsibilities of world citizenship 

for a new bilateral and multilateral solidarity for Africa 

and stressed that the wellbeing of Africans was part of the 
common good of all. Development either becomes shared in 
common by every part of the world 

process of regression even in areas marked by constant 
progress 

control of their own cultural 

development. Africa 

recipient of aid 

and accountability in its development partnerships with 
wealthier countries. In Africa 

decisive test for world peace in how all concerned 
countries tackle the continentVs tremendous challenges. 


6.As reported reftel 

doctrine on the legitimate use of force as a last-resort 
response to war and violence. The 2005 World Day of Peace 
Message 


Column 3 

international focus beyond the immediate need to prevent 
aggression or terrorist violence to the broader sources of 
conflict. In the Pope\'s vision 

of solidarity between peoples that addresses global 
deprivation and inequality could diminish the likelihood of 
human conflict before it begins 

peace. The Holy See\'s focus on moral values is not in this 
case on the sexual moral values so often accented in the 
media 

drawn from the ChurchVs extensive teaching on the subject. 
As the message concludes 

conceived 

guaranteed by \"the condemnation racism 

displaced persons and refugees 

international solidarity towards all the needy" in a 
consistent application of the principle of world 

citizenship. The focus on Africa reflects the Pope\'s 

belief that no other region presents a greater moral 
challenge to the international community today. 


Nicholson 
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Assembly was explained only by the utmost importance 
for the country and the Armenian Diaspora of the 
decision to dispatch a non-combat contingent to Iraq; 
they said that they would continue to boycott the 
parliament. Nevertheless 

this move may well indicate the final chapter of a 
boycott that the opposition has been looking for a face- 
saving way to end. We predict that the opposition will 
engage -- at least part-time -- in the upcoming spring 
legislative session as it considers electoral and 
constitutional reform. 

EVANS 
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3. (C) However 

of French businessman Pierre Falcone 

supplying arms to Angola in 1993-94 in violation of the 1991 
Bicesse Agreement between the GRA and UNITA 
complicate Franco/Angolan relations 

Angolan threats to French petroleum interests. According to 
the MFA 

Falcone and others implicated in the \"Angolagate\" affair 


Column 3 

failed to comply with a law dating from 1939 (resulting from 
arms trafficking during the Spanish Civil War) 

French nationals to report such activities to the government. 


4. (C) Apparently unreceptive to 

French explanations of division of powers between Executive 
and Judicial branches 

2003 to name Falcone as an Angolan diplomat accredited to 
UNESCO in Paris. This appointment followed the efforts of 
then French FM de Villepin to secure the support of Angola 
(then a U.N. Security Council member) to oppose military 
action in Iraq when 

the MFA) 

regarding the Falcone affair. 


5. (C) Angolan President dos Santos apparently regards 
Falcone as someone who came to Angola\'s aid at a time of 
need. Dos Santos used the 2001 accreditation ceremony for 
French Ambassador Alain Richard (who had had to wait six 
months to present his credentials) to blast France for 

alleged \"defamation campaigns affecting the reputation and 
interests of Angola. RichardVs successor 

subjected to a similar lengthy wait before being able to 
present his credentials just prior to Ambassador Efird 

had arrived in country only a few days earlier. 


6. (C) Presidents Chirac and dos Santos do not have the warm 
relationship Chirac enjoys with many other long-serving 
African heads of state 

Chirac last visited Luanda in July 1998 and 

spends vacation time in France 

in Paris for the February 2003 France/Africa summit 

by 42 African heads of state or government. 


7. (C) In an effort to engage with the GRA 

Barnier sent a long letter to FM Miranda in September 
seeking to explain why it was impossible for France to 
intervene in the Falcone investigation. The GOF hoped to 
arrange a visit to Luanda by Barnier 

MFA 

With the Angolans having responded \"not now 

they will not ask a third time. 


8. (C) The MFA is dismissive of the reported threats against 
French petroleum interests 

and U.S. companies in Angola 

position. Thus 

oil concession would not only affect TOTAL 

Petroleum and Chevron. 


Column 3 
SOUTH AFRICA 


9. (C) In 2003 

France on four occasions. In January 

UNSYG Annan and numerous African heads of state 

Chirac invited Mbeki to lead the discussions at the Kleber 
center meeting following the Marcoussis accords for Cote 
dvlvoire. Mbeki returned in February for the France/Africa 
summit and was again present in Evian in June when France 
hosted the G8 summit. Mbeki then made a state visit to 
France in November 

South AfricaVs transition to democracy. 


10. (C) Chirac evidently admires MbekiVs leadership on NEPAD 
and his willingness to engage on conflict resolution in the 

DRC 

According to our MFA contacts 

Chirac and Mbeki has helped to dispel mutual mistrust which 
had existed in the 1970\'s when black South Africans regarded 
France as being too indulgent with the apartheid regime 

France had seen South Africa as a rival for regional 

influence. 


11. (C) As with Angola 

in South Africa 

French were irritated by unorthodox initial steps taken by 
South African justice officials investigating alleged 
corruption by Vice-President Jacob Zuma relating to missile 
sales by the French Thales company 

were resolved by an agreement on judicial cooperation. 
According to the MFA 

Thales-related matter ended in August 2004. 


12. (C) The French seem pleased that Foreign Minister 
Nkosazana Dlamini-Zuma made an effort to learn French 
including by spending three weeks in a total immersion course 
in France. The polite assessment by MFA officials of her 
proficiency is \"she\'s not bad 

Zuma can not do much more than ask for a cup of coffee with 
sugar. Notwithstanding the language barrier 

Zuma are in almost weekly contact 

expect the Chirac/Mbeki relationship to continue to deepen 
with France and South Africa working together on Cote 
dvlvoire and other crises in Africa. Beyond Africa 

expect Chirac and Mbeki from time to time to coordinate 
public positions on other issues 

views coincide. 


ZIMBABWE 


13. (C) French views on Zimbabwe differ sharply from our own. 
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Where we see an erosion of the economy 

rule of law 

states and sees the situation as \"not so bad.\" The elections 
in Rwanda 

Zimbabwe; the suppression of the media in Cote dVlvoire 
according to the MFA 

to the atrocities committed in Ndebeleland in the 
mid-eighties condemned by no-one 

that there had never been rule of law in Zimbabwe. 


14. (C) Our differences over Zimbabwe were highlighted by the 
French invitation to Robert Mugabe to attend the February 
2003 France/Africa summit. Other than Rwandan President 
Kagame\'s disavowal of the Chirac-inspired condemnation of 
military action in Iraq 

a Frenchman wouldn't kiss the Zimbabwean leader) is perhaps 
the only lasting memory of that affair. 


15. (C) Our French contacts 

the tone of our demarches the issue 

inviting Mugabe would have led to a boycott by other African 
leaders 

schism. The French view the British as largely responsible 
for the current situation in Zimbabwe 

failure to implement the terms of the 1980 Lancaster House 
agreement led inevitably to Mugabe\'s land seizures from Ya 
handful of white farmers.\" 


16. (C) The French view the British as obsessed with Mugabe 
and vice versa. They see the UK and the U.S. adopting a 
double standard with regard to Zimbabwe. The French 
expectation is that ZANU-PF will do the bare minimum to meet 
the five SADC criteria for elections. If the MDC boycotts 
ZANU-PF will be able to claim legitimate victory. If not 
according to the MFA 

but the elections will be no worse than those in neighboring 
Mozambique 

accepted 

this scenario leading to SADC blessing of the elections as 
free and fair 

condemn them. 


17. (C) Following MDC leader Morgan TsvangiraiVs visit to 
France several years ago 

unimpressive 

officials regarding the irregularities and excesses 
orchestrated by the GOZ before 

elections. With no significant political or economic 
interests in Zimbabwe 

continue to argue for engagement 

Mugabe and his regime. In particular 
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push the EU to take a set-by-step approach to lifting 
sanctions in response to anticipated moves by the GOZ. The 
French recognize that their approach faces stiff opposition 
from London 


MOZAMBIQUE AND NAMIBIA 


18. (C) According to the MFA 

knew and liked each other well. Chissano studied in France 
and the GOF courted Chissano when necessary 

during the Mozambican presidents tenure as President of the 
African Union. While Maputo was on the itinerary for one of 
former FM de Villepin\'s first (of many) trips to Africa 

was selected when scheduling made meetings in South Africa 
impossible. Mozambique receives more French development 
assistance than any other non-francophone country 

detect no significant French political interest. 


19. (C) As with Chissano 

Nujomavs decision to retire 

friends like Eyadema and Deby 

the notion of term limits for African presidents. During 
Nujomavs last visit to France 

Cooperation Minister Darcos 

a potentially long wish-list for assistance. Instead 

told Darcos that he liked French goat cheese 

French assistance in developing a goat cheese industry in 
Namibia 


ZAMBIA 


20. (C) Notwithstanding that French company Schneider 
Electronics was found guilty in February of bribing the 

former Chief Executive of the Lesotho Highland Development 
Authority in connection with the construction of the Lesotho 
Highlands Water Project 

There have been no recent high-level bilateral visits to or 
from any of these five countries and GOF interest is minimal. 
Wolff 
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Chavista governor. End Summary. 


2. (C) Governor Luis Felipe Acosta Carles formally received 
the Ambassador in the governor\'s office. A former National 
Guard commander of the region 

recently elected governor in October 2004 


Column 3 

hold on the governor\'s seat of the Salas family. Acosta 
Carles stressed the need to reach out more to the public 
to all elected officials in Carabobo state 

bring to a close the political strife and animosity that has 
reigned in Venezuela in recent years. He expressed a desire 
to increase economic collaboration with the United States 
especially working with the three major auto industries 
operating in Valencia (GM 

working to further develop the two major airports in the 
region 

International Airport. He was positive on recent dialogue 
with Coca-Cola 

Guard commander during the national strike in 2003. 


3. (C) Mayor Francisco Cabrera Santos 

re-elected in October for his third term 

having devoted his time and office to the revitalization of 
Valencia. He described himself as a political independent 
believing in social investment in the people of his 

district-- by providing jobs 

Mayor Cabrera hopes to work with Governor Acosta Carles on 
various projects 

the poorest citizens 

2005. 2005 marks the anniversary of Valencia and the mayor 
requested the assistance of the US Embassy in scheduling 
cultural events. 


4. (C) An informal meeting with former governor Henrique 
Salas Feo provided an opportunity for the opposition 
perspective. Salas Feo 

by Acosta Carles 

procedures and probable fraud 

obtaining information or help from the National Electoral 
Council. As regards the new governor 

and See" attitude. Since the election 

Venezuela party is struggling to maintain momentum and 
support. 


5. (C) The Boston Group 

opposition legislators 

Valencia as a platform for discussion 

and building a common agenda. Twelve members attended a 
meeting with the Ambassador and openly discussed their 
concerns and issues. Each one expressed satisfaction with 
the group and progress 

experience. They hoped that the Valencia group will be a 
model throughout Venezuela 

pro-government and opposition and building a better bilateral 
relationship with the United States. 


Column 3 
Economic Interests 


6. (U) The Valencia regional chapter of the Venezuelan- 
American Chamber of Commerce hosted a luncheon for the 
Ambassador with approximately 40 participants representing a 
variety of the industries present in the region 

the auto industry 

The Q & A session immediately following the luncheon 
concentrated on economic growth in the region 

collaborate bi-nationally for the continued economic vitality 

of the region. 


7. (C) In a separate meeting 

Presidents/General Managers of Ford 

General Motors offered their general impression of the new 
governor and his effect on their industry. Production is 
expected to rise for all three companies; however GM is 
currently negotiating with its union 

Chrysler and Ford also expressed concerns with their unions 
and the relationship with their employee force. Chrysler 
wants to invest more in local social programs 

environmental education in local area schools. 


8. (C) The Ambassador visited Protinal/Proagro 

the agriculture and aviculture business in Venezuela 
producing poultry 

company employs 3 

Processing Inc. (AGP) 

and soybean producer in the US. Protinal distributes its 
animal feed products to the meat producing states to the 
south 

Economically 

growth 

innovative housing program for its employees 

a Venezuelan bank. 


9. (U) El Carabobeno newspaper 

daily paper in the central region of Venezuela 
Ambassador 

coverage іп the next days edition on his visit. Radio Lago 
conducted an on-air 30 minute interview 

station for future presentation. Preceeding the interview 
Notitarde 

attended a breakfast for the Ambassador 

Radio Lago. 


Column 3 


10 

of Carabobo 

with a combined student population of over 40 

attendance were the major deans and a former International 
Visitor Program (PAS) grantee 

the impact of her experience in the IV program. Issues of 
discussion included stronger collaboration between the 
university and the US 

programs with American universities 

opportunities for research (to include American Studies) 
visiting scholars 

programs on the campuses. The rector said the American 
private sector represented in Valencia could also be 
instrumental in providing financial suppport in the programs 
and activities of the university. 


11. (C) The Ambassador also visited a recent recipient of a 
USAID grant 

for at risk street children 

Valencia. Founded in 1998 

children 

schools 

professional social workers. A USAID funded industrial 
kitchen 

provide food for the house 

students to manage a restaurant/lunch delivery business. 


12. (C) Press coverage was excellent 

the opportunity to deliver our message on the importance of 
the bilateral 

The visit clearly caught the Chavista governorVs attention; 


he dispatched his wife uninvited to join the event midway 
through the visit. 
Brownfield 
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About 120 Lithuanian troops and logistics specialists have 
operated in Iraq since summer 2003. In September 


Column 3 
term of duty was extended until the end of 2005. 


7. (SBU) In March 

Conduct in Arms Export. In October 

2002 National Security Strategy to reflect its membership in 
NATO and the EU. It has also implemented more than 90 
percent of its January 2002 National Counter-Terrorism 
Program 

fight against terrorism; expanding and sharing CT resources; 
defending possible targets and infrastructure; identifying 
terrorists 

cutting off sources of terrorist finances; clarifying the 
procedures for investigating terrorist cases; strengthening 
rapid reaction and crisis management capabilities; 
strengthening of counter-terrorist intelligence; and 
strengthening of internal economic and social security in 
general. In September 

the State Security Department to strengthen terrorism 
prevention and draft a new CT Program focusing on blocking 
terrorists assets and income by tackling drug trafficking 
smuggling 


8. (SBU) LithuaniaVs State Security Department (SSD) is 
tasked to prevent terrorism in the country in cooperation 
with other state institutions (the MoD 

Protection Service 

In April 

intelligence services of EU countries 

Switzerland 

Council Declaration on combating terrorism. In February 
2002 

Commission Against Terrorism headed by the head of the SSD. 
In September 

join the Commission. Lithuania is also working to improve 
information-sharing among major agencies involved in 
flagging and tracking suspicious transactions -- the 
Prosecutor GeneralVs Office 

Investigation Service under the Ministry of Interior 

State Insurance Supervising Service 

Commission 


9. (SBU) Lithuania has ratified all 12 major international 
conventions regarding counter-terrorism and has implemented 
the relevant UNSCRs. In December 2003 

ratified the 2001 International Convention on the 

Suppression of Terrorist Bombings 

June 1998. In November 

partially revising the 1977 European Convention on counter- 
terrorism measures. In September 

meeting of the European Organization of Supreme Audit 
Institutions (EUROSAI 
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permanent body to fight money laundering for terrorism. 


10. (SBU) To the Embassy\'s knowledge 

prosecution relating to terrorism in Lithuania in 2004 

although some GOL investigations pointed to or may 
eventually reveal terrorist connections (see para 13). 


11. (SBU) During the year 

efforts to fight widespread corruption in the State Border 
Protection Service and Customs 

money transfers and protection of classified information. 


12. (SBU) In fall of 2002 

previously allowed the Kaunas-based company Aviabaltika to 
supply spare parts of military and dual-use helicopters to 
Sudan. The Lithuanian security services have monitored 
Aviabaltika s commercial activities since the end of 1999. 

In January 2003 

Kaunas-based company Helisota to fly a repaired Mi-17 
helicopter to the United Arab Emirates. Earlier 

Customs Department had stopped the planned transportation of 
the helicopter to Sudan. In January in the Lithuanian 

seaport of Klaipeda 

helicopters en route from Bangladesh to Aviabaltika\'s Kaunas 
headquarters and later to Russia. Following an official 
investigation 


13. (SBU) In 2003 

revealed an IRA terrorist finance-related smuggling ring 
which involved four judges (who were fired in July 2003 
which could have involved politicians. In October 2004 
SSD detected a major group of document forgers supplying 
identity documents to criminal groups that were sold 
primarily to illegal immigrants for use in Lithuania and the 
EU. In November 2004 

group minting high quality fake 100-euro banknotes. At the 
time of the arrest 

valued at nine million euro. In May 

Money Laundering Law. The amendments shortened the time 
needed to investigate money laundering cases; enabled the 
Division of Prevention of Money Laundering (FIU) to block 
assets in two days 

Lithuanian banks and credit institutions to stop suspicious 
banking operations without a court order 

within 3 hours 

Lithuania officials say that 

have been identified in Lithuania. 
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14. (SBU) In September 

website Kavkaz-Center for the second time (it was first 
closed in June 2003) 

contained information related to terrorism and religious and 
national enmity. In November 

a V mirror of the main server of Kavkaz 

Sweden. The SSD is attempting to close the website through 
the court system. 


15. (SBU) In August 2003 

fighter Basayev from entering Lithuania and purchasing 
weapons here due to his ties with the al-Qaeda terrorist 
network. 


16. (SBU) Numerous GOL agencies are working closely with the 
Embassy to counter the threat that terrorism posed to 
Lithuanian and U.S. interests. The State Security 
Department 

(under the Ministry of Interior) 

have offered excellent support to strengthen the Embassy\'s 
security posture at times of heightened terrorist threat. 
These organizations have worked effectively to uncover the 
existence of (a small number of) individuals affiliated with 
international terrorist organizations (Hamas 

Russian criminal groups). 


17. (SBU) Since September 11 

security at the U.S. Embassy 

locations such as the Ignalina Nuclear Power Plant. GOL 
leaders 

EU 

GOL has fully backed the fight against terrorism 

by sending Lithuanian soldiers to participate in the GWOT. 


18. (SBU) In June 2003 

not to sign an agreement on immunity from the International 
Criminal Court for U.S. troops. (Note: Lithuania has signed 
but not yet ratified the Rome Treaty.) The GOL expressed 
hope that the USG decision to cancel its military support 
over the article 98 of the ICC is not final 

USG-EU dialogue will achieve V'acceptable decisions." 


19. (SBU) Lithuania strengthened counter-terrorism measures 
following the March bombings in Madrid. In April 

signed the NATO Declaration on Terrorism. The GOL is 
closely coordinating terrorism-related migration issues with 


Column 3 

the EU. In October 2001 

extradition treaty. There have been no reports of terrorism- 
related deportations in 2004. In 2002 

(apparently to their home country) six Lebanese nationals 
who were members of Hamas. The GOL deported at least one 
individual linked to international terrorist organizations 

in 2001 

nationals) in 2000. To the Embassy\'s knowledge 

not received extradition requests from other countries 
requested extradition of suspected terrorists for 

prosecution during the year. In October 2001 

Security Department gave MPs a list of terrorist 

organizations that could have members in Lithuania: al Qaeda 
was not on the list 

the State Security Department tracked Kurdish 

Jihad al-Islam terrorists who posed as refugees traveling 

via Lithuania to the West. 


20. (SBU) The SSD has invested heavily over the past two 
years to procure modern interception equipment. The 
Criminal Process Code requires a judgeWs authorization for 
the search of premises of an individual 

terrorists; in most cases 

seizure 

transmitted through telecommunications networks or 
surveillance must also be court-ordered. Intelligence 
(e.g. 

permitted as evidence in a court of law. Under the law 
police may detain suspects for up to 48 hours 

reliable evidence of criminal activity and approval by an 
investigator or prosecutor. Pretrial detention applies only 
in the case of felonies 

unhindered investigation if the suspect might commit new 
crimes 

detained terrorists 

telephone or e-mail access. However 

violate this prohibition in practice. The detaining 
authority routinely collects photographs 

DNA samples. 


21. (SBU) Since September 2001 

aircraft to overfly its national airspace. The GOL 

together with the other Baltic states 

data from the Baltic Air Surveillance Network (BALTNET) to 
the NATO air defense system. In April 

NATO airspace surveillance system. Since March 

fighter planes have been deployed in Lithuania to provide 
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air policing over Lithuania 


22. (SBU) In October 2002 

DoD signed an agreement on cooperation in prevention of 
proliferation of mass destruction weapons. The USG has 
trained Lithuanian personnel and donated equipment worth 
several hundred thousand dollars to the Lithuanian Customs 
Department and State Border Protection Service. The 
equipment 

radioactivity detection tools 

land border 

February 

detection and data transfer system valued at $4.2 million 
dollars was opened at Vilnius International Airport; it is 
linked to a U.S. monitoring station in Washington 

Senior GOL officials 

security is still inadequate at some smaller airports. In 
September 

diversion detection system at the nuclear waste repository 
in Maisiagala. Also in September 

agreement with Lithuania to fund a safety study at the port 
of Klaipeda 

Investigation exercise for Lithuanian 

specialists. 


23. (SBU) In June 

cooperation in fighting terrorism 

trafficking with Turkey. Lithuania has similar treaties in 
force with Kazakhstan (since August 2001) 

June 2002) 

Lithuania joined a Russian-NATO military exercise that 
simulated a terrorist attack on an oil platform in the 
Baltic Sea near Kaliningrad. 


24. (SBU) The GOL continued to reinforce the protection of 
LithuaniaVs borders with Belarus and Russia. Іп May 2003 
Russia ratified the bilateral border agreement. Since early 
April 2002 

battery near the Ignalina Nuclear Power Plant to protect it 
from possible terrorist attacks. In November 2004 
augmented the air defenses around Ignalina by deploying a 
short-range RBS-70 air defense missile system. 


25. (SBU) Lithuania continued to support Georgia in the 
fight against terrorism by contributing to a training and 
supply program for Georgia\'s military units. 


26. (SBU) The Ministry of Interior has reorganized two of 
its regiments into public security units tasked to fight 
terrorists. 
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27. (SBU) The GOL does not support international terrorism 
terrorists 

prevent any ties between terrorists 

terrorist-supporting countries with Lithuania. 


28. (SBU) The GOL has made no public statements in support 
of a terrorist-supporting country on a terrorism-related 
issue. 


29. (SBU) The GOL has consistently supported the global 
coalition against terrorism and has further strengthened 
intelligence gathering and counter-terrorism activities. 

The GOL is also increasing defense funding. The ongoing 
army reform 

interoperability with allied troops during international 
counter-terrorist operations. 
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the GOF. Elsewhere 

presence on the UNSC and its interests in addressing the 
crisis in the Great Lakes. END SUMMARY. 


DJIBOUTI 


2. (C) The2 

largest permanent deployment of French forces outside French 
territory worldwide (3 

currently in Cote dVlvoire are not permanent deployments). 

In addition to maintaining a presence in the region 

military benefits from the ability to engage in maneuvers 
using live rounds 

metropolitan France. France welcomes the U.S. military 
presence in Djibouti but is concerned about the increased 
terrorist threat level for the 6 

dependents and the burden for its forces charged with 
Djibouti\'s external security. France\'s dominant role in 
Djibouti leads them to expect that the USG inform France (as 
well as Djibouti) on all military operations initiated from 
Djiboutian territory. Embassy Djibouti reporting notes that 
contact between French and U.S. diplomats and military 
officials on the ground is continual 

and collaboration. 


3. (C) The French repeatedly express concern to us that our 
military presence should not provide Djibouti with a pretext 
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to play the USG and GOF against each other in a bidding war 
for development assistance. Whether coincidentally or not 
following the announcement early in 2003 

assistance package for Djibouti 

million Euro package roughly equivalent to our own at 
then-prevailing exchange rates. 


4. (C) As with a number of other African countries 

relations with Djibouti are complicated by a French judicial 
investigation. The Djibouti case concerns the 1995 death 50 
miles north of the Djiboutian capital of French judge Bernard 
Borrel. Borrel was in Djibouti investigating the 1990 
bombing of the Cafe de Paris in Djibouti. The Borrel affair 
became inflamed in April 2004 

widow implicated Djiboutian President Ismael Omar Guelleh 
(IOG) in her husband\'s death. In response 

claims Borrel\'s death was the result of suicide 

that the GOF clear Guelleh 

executive branch to intervene in a judicial investigation. 
France refused 

immune from questioning during his August 2004 
subsequent 


5. (C) Notwithstanding the view of French officials that IOG 

is an occasionally difficult partner 

form of assistance for the benefit of the Djiboutian people 
France is reluctant to challenge Djibouti on human rights 
concerns. For example despite consideration at senior levels 
of the GOF 

Ahmed Farah elicited no criticism by France. Similarly 

GOF took no public position regarding the announcement by 
Djibouti in September 2003 of its intent to expel foreigners 
from the country. 


ETHIOPIA/ERITREA 


6. (C) France has no dog in the Ethiopia/Eritrea fight but 

as a permanent Security Council member 

informed 

heard nothing from the GOF regarding the violence in Gambella 
in December 2003. Our limited contacts on the border issue 
have revealed a slight tilt in favor of Eritrea 

suggestion that the USG 

interests in Ethiopia 

Asmara. With the situation currently still at an impasse 

French officials have indicated a willingness to consider a 
reduction in UNMEE troop levels should the UNSYG so recommend. 


SUDAN 


7. (C) In what may be a post-modern Fashoda scenario 
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contacts have repeatedly stressed to us that the GOF seeks to 
avoid complicating USG-led efforts to bring peace to Sudan. 
MFA officials have taken care to consult with us before 

during 

We are repeatedly told that the GOS would never have taken 
steps towards peace with the SPLA absent the Sudan Peace Act 
and continued high-level USG pressure. However 

emergence of the crisis in Darfur 

problem because of its relationship with Chad 

the French to be more active 

feeling between USG and French diplomats in the field. 
France sees ties between Chadian President Deby\'s ethnic 
Zaghawa kinsmen and the Darfur rebels 

entering Chad from Darfur as potentially leading to the fall 

of Deby\'s regime. 


8. (C) Beyond their concerns for the stability of Chad 

GOF also fears that too much pressure on the Khartoum regime 
could cause it to fall 

taking control 

authority with which the international community could engage 
to end the conflict in Darfur. The GOF is highly skeptical 
about the SLM and JEM rebel movements 

that their demands are unclear or unrealistic. However 
former FM de Villepin 

Sudan 

and the rebels. The GOS refused the offer and 

gone and talks having begun in Abuja 

certainly off the table. 


SOMALIA 


9. (C) Following a period of debate within the GOF post 9/1 1 
based on the assumption that the USG might undertake military 
activity 

pro-forma messages of support from President Chirac to TNG 
President Abdiqasim Salad Hasan (in March 2002) 

Abdallah Yusuf Ahmed (in October 2004) following his 
selection as President of the Federal Republic of Somalia. 


KENYA 


10. (C) Despite claims that France has broadened its Africa 
policy to engage with Anglophone states as well as former 
colonies and other French-speaking nations 

with Anglophone east African nations is almost solely focused 
on the roles played by those countries in the Great Lakes. 
The French see Uganda as continuing to manipulate events in 
northeastern DRC 

Tanzanian support for Burundian rebel groups 

refoule Burundian refugees. The French know 
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their influence is limited and seek to engage us and the 
British to influence Kampala and Dar on Great Lakes issues. 


11. (U) KHARTOUM MINIMIZE CONSIDERED. 
Wolff 
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Muhammed Naci Otri said his people had "deep respect\' for PM 
Tayyip Erdogan 

strong reaction against Israeli conduct in Palestine. "Our 
newly developing strategic relationship with Ankara brings 
bilateral cooperation on regional and global affairs 

stressed 

alliance against "third parties.Y Otri noted that Turkish 
President Sezer will be visiting Syria soon. A free trade 

deal signed during PM Erdogan\'s visit to Damascus will 
enable the sides to expand bilateral trade to the highest 
level 

will some day realize that improving ties between the two 
neighbors will serve US and Israeli interests as well. 

‘Israel 

will be made uncomfortable by the rapprochement between 
Turkey and Syria 

“unfortunately 

We must act with Turkey against the American occupation and 
the intimidation campaign in Iraq 

underlined that Syria shares Ankara\'s concerns about a 
prospective Kurdish state in Iraq. Otri emphasized that 
Syria regard the situation in Iraq as a continuation of the 
Arab-Israeli conflict. "Today 

ignores the 1991 Madrid Agreement between Israel and Syria 
in which the sides agreed on a land-for-peace deal. "The 
radical government in Tel Aviv follows suit 

added that Syria is reluctant to see a break in dialogue 

with the US. He strongly denied accusations that Syrian 
fighters have assisted Iraqi insurgents: We asked a 

visiting Iragi delegation headed by PM Allawi for hard proof 
to confirm terrorist assistance by Damascus. They don\'t 
have any. All the Iragis could tell us was that the US and 
British have put pressure on them to blame Syria 

said. He noted that several US military commanders have 
praised Syria s success under Syria\'s border security 
agreement with Iraq. "The US does not want to admit failure 
in the struggle against the resistance in Iraq 

choose to blame other countries 

Iranian FM visits Turkey: Iranian FM Kamal Kharazi arrived 
in Ankara on Friday for a surprise visit for talks with 

Turkish leaders on Iraq and bilateral issues. Kharazi 

is on a regional tour covering Syria and Lebanon 

President Sezer 

Erdogan his concerns over the changes to the demography of 
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Kirkuk 

polls in Iraq 

participation of all ethnic groups in the elections. 


Ankara\'s new Cyprus plan: Turkish FM Abdullah Gul agreed 
with "TRNC ΕΜΝ Serdar Denktas last Friday on a new joint 
strategy for a possible new UN initiative on the 

reunification of Cyprus 

negotiations for Ankara\'s membership to the European bloc 
and UN-backed Cyprus talks to be carried out in parallel but 
separate tracks. If Nicosia pressures the EU to convince 
Ankara to recognize the Greek Cypriot administration during 
Cyprus peace talks 

according to Sabah. Ankara has asked the UN and EU to 
start talks in May 2005. Turkey expects Britain 

take over the EU term presidency in June 

role in the negotiations. Despite a demand by the EU for a 
partial withdrawal of Turkish troops from Cyprus 

will keep its 30 

is reached. The Turks want the latest Annan Plan submitted 
to referendum last April to be the departure point for new 
talks 

beyond the UN blueprint would be unacceptable. 


CHP leader: US should frighten Greek Cypriots: Opposition 
Republican People\'s Party (CHP) leader Deniz Baykal is 
pessimistic about a settlement in Cyprus before the EU 
begins membership talks with Turkey unless the US and UK 
begin direct flights to north Cyprus and threaten Nicosia 
that recognition will follow. Baykal said on CNN-Turk that 
"other European countriesY should also push the Greek 
Cypriots for a solution. 


Turkish businessman abducted in Iraq: Prominent Turkish 
businessman Kahraman Sadikoglu was abducted by unidentified 
insurgents in Iraq 

weekend. On Saturday 

footage showing a man identifying himself as Sadikoglu 
explaining that he and one of his employees 

kidnapped. Sadikoglu added that his captors were taking 
good care of him and his worker 

back in Turkey not the worry. Sadikoglu 

businessmen in Turkey 

shipping line that won contracts to remove the wreckage of 
sunken ships in the Gulf during the Iran-Iraq war. “We will 
do whatever is necessary. We hope he is alive 

Gul said 

week. Some media reports suggested that the militants had 
asked for a ransom of $25 million. Turks constitute 30 
percent of the foreigners abducted in Iraq 

reported. 
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Another Turkish trucker killed in Iraq: A Turkish driver 
was shot dead near the city of Beyci 

Monday papers report. The identity of the Turkish driver 
was not immediately available. 


Former DEP lawmakers form new party: Former Kurdish 
lawmaker Leyla Zana and her colleagues from the former DEP 
Party 

leader Abdullah Ocalan launched a new Kurdish-based 
political party 

in Diyarbakir over the weekend. The group announced their 
program 

the Kurdish problem 

Kurdish identity and cultural rights 

restrictions on broadcasts in Kurdish. 


EDITORIAL OPINION: 


-- Ukraine 
-- North Korea 
-- Syria 


\"Elections in Ukraine V 

Yilmaz Oztuna wrote in the conservative \"Turkiye\" (12/27: 
V'There were a record number of observers to cover the 
elections in Ukraine. Americans made up the vast majority 
of these 13 

chance to be elected this time 

the exit polols. . The strong international interest in 

Ukraine stems partly from the strength of the Ukrainian 
diaspora in the US and in Europe. They have committed 
themselves to being both anti-Russian and anti-communist. . 
If Yushchenko becomes the new president 

likely 

the event he is successful 

UK 

United states." 


\"North Korea" 

Zafer Atay wrote іп the economic-political WDunyaW (12/27): 
\"North Korea is exerting all of its energy and resources to 
develop a nuclear program and ballistic missiles 

feed massive army of 1.5 million men. North Korea continues 
to receive food aid from the US 

and 

continue to make propaganda against these countries. The 
international community 

trying to convince the North Korean administration to give 
up its nuclear program. Washington has already declared 
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North Korea to be part of the ‘axis of evil. There is 
growing speculation that North Korea will be the "third 
targetV of the United States 

Afghanistan and Ігад.\" 


VA New Era with Syria V 

Kamuran Ozbir wrote in the nationalist \"Ortadogu\" (12/27): 
VThe close relations between Syria and Turkey take place іп 
a new atmosphere of geopolitical change. The change in 
leadership in Damascus has brought a new international 
approach 

occupation of Iraq 

AKP administration in Turkey have forced a reassessment in 
Syrian foreign policy and helped to set the stage for 

stronger Turkey-Syria ties. . The current phase of Turkish- 
Syrian relations seems to be based on pragmatism rather than 
ideology 
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REF: A. A) BUCHAREST 3513 


B. B) BUCHAREST 3512 
C. C) BUCHAREST 3479 


Classified By: DEPUTY CHIEF OF MISSION THOMAS L. DELARE FOR REASON 
BAND D 


1. (C) Summary. Prime Minister designate Calin Popescu 
Tariceanu announced his proposed cabinet December 26 
parliamentVs vote of confidence on the list likely to take 

place as early as December 28. Many of the proposed 
ministers are relatively young 

Humanist Party (PUR) 

center-right National Liberal Party-Democratic Party (PNL-PD) 
Alliance late last week 

(UDMR) both hold key portfolios in the proposed cabinet. End 
Summary. 


2. (C) PM Designate Calin Popescu Tariceanu announced the 
new governments proposed list of twenty-four ministers 
December 26 

their Vprofessional performance and moral integrity." The 
widely expected announcement came after days of intense 
PNL-PD Alliance negotiations with UDMR 

of Deputies\' parliamentary minorities group. According to 
sources in parliament 

reviewing the nominations December 27. Tariceanu also is 
expected to submit to Parliament December 27 his proposed 
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Vprogram of government 

AllianceVs governing roadmap. Parliament may meet in joint 
session as early as December 28 to vote on the slate and the 
program of government. PUR\'s decision late last week to join 
forces with the UDMR and the parliamentary minorities group 
in supporting the PNL-PD alliance (Ref B) provides the 
necessary \"yes\" votes for parliamentary approval of the 
proposed cabinet. 


3. (C) Although PNL and PD members dominate the cabinet 

list 

their endorsement of the alliance 

ministerial slots. UDMR President Bela Marko and PUR Senator 
George Copos will each be Deputy Prime Ministers. Marko will 
coordinate matters concerning culture 

integration. CoposY portfolio has not been formally 

established 

Vbusiness environment and small and medium enterprises". 


4. (C) While TariceanuVs proposed ministerial list contains 
many fresh - and young - faces. The plethora of new faces 

has led many Romanian dailies to question whether the new 
cabinet will possess the professional skills and experience 
needed in Romania\'s rough and tumble political scene. Rumors 
also circulated regarding newly elected President Basescu\'s 
\"meddling\" in the proposed cabinet 

reporting that Basescu--renowned for his \"hands on" 
managerial style (read: micromanagement) --changed the 
distribution of several portfolios after negotiations with 

the parties already had been concluded. (Comment: Post views 
these news analyses with caution 

media is clearly hostile to the new team. End Comment.) 


5. (C) The proposed ministerial list is set forth below. 

Post provides biographical data on designees except in those 
cases where we have recently submitted biographical 
background information. (See Refs A and C.): 


- Minister of State (Vice Prime Minister) for economic 
activities - Adriean Videanu. 


-Minister of State (Vice Prime Minister) for culture 

education 

President of the UDMR and has served in the Romanian Senate 
for more than a decade. During a nationally televised 
presidential debate prior to the November 28 parliamentary 

and first round of presidential elections 

extreme nationalists by delivering his opening statement in 
Hungarian. He gained five percent in the first round of 
presidential elections. Until a few weeks ago 

was allied with the PSD; he was a mastermind of the PSD-UDMR 
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alliance initially formed in 2001. 


-Minister of State (Vice Prime Minister) in charge of 

business environment and small and medium enterprises ) 
George Copos. Recently elected Senator Copos is a newcomer 
to electoral politics 

the PUR banner. Indeed 

before the November 28 parliamentary elections 

favorable position on PUR\'s parliamentary list. He is one of 
Romania\'s wealthiest businessmen 

Ana Holding (industry 

popular Bucharest soccer club \"Rapid.\" Affiliated before the 
revolution with the youth branch of the Communist Party 

Copos managed to get state aid for his companies both under 
the outgoing 

government and previous governments. The 52-year-old Copos 
appears a marked contrast with the proposed cabinet\'s 
youngish 


-Minister of Foreign Affairs - Mihai Razvan Ungureanu 
-Minister of Interior and Administration - Vasile Blaga 


-Minister of Justice - Monica Macovei is not affiliated with 

any political party 

nomination for Justice Minister that she has no intention of 
joining any party. She is a lawyer and the president of 
respected NGO APADOR-CH (Association for the Defense of Human 
Rights Romania ) Helsinki Committee). She successfully 
represented Romanian citizens in lawsuits against the 
Romanian state. APADOR-CH was a founding member of the 
Coalition for a Clean Parliament 

voters on candidates\' anticorruption track records during the 
2004 parliamentary elections. 


-Minister of Public Finance - lonut Popescu 


-Minister of Labor 

Barbu is a member of the Democratic Party and was President 
of the Hunedoara county council from 1996-2000. Elected 
deputy for Hunedoara in 2000 and again in 2004 

Basescu confidant). When Basescu took over the party 
became the PD Vice President for Trade Union Partnerships. A 
member of the Chamber of Deputies standing Commission on 
Labor 

The 53-year-old Barbu served as a MOD State Secretary for six 
months in 2000. 


-Minister of European Integration - Cristina Parvulescu. 
The 29-year-old Parvulescu has worked in Bucharest\'s City 
Hall since 2001 
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VDirectorate of Strategic Planning.\" Before 2001 
at the Ministry of Industry. She is a graduate of the 
Academy of Economic Sciences. 


-Minister of Economy - Codrut Seres. Seres is one the PURVs 
most prominent politicians and is the party's spokesperson. 
He was nominated as the PUR presidential candidate after 
PUR\'s successful local elections campaign in June. Seres 
withdrew his candidacy after PUR joined forces with PSD late 
summer this year. As is the case with all PUR politicians 
Seres owes his political career to PUR President and media 
magnate Dan Voiculescu. Seres began working for Voiculescu 
at his Antenna 1 TV station before being promoted to Director 
for Development and Strategies at Grivco 

Voiculescu 

of a military academy and is an engineer by training. 


-Minister of National Defense - Teodor Atanasiu. The 
42-year-old Atanasiu is a PNL member and became president of 
the Alba county council in June 2004. He was manager of the 
Cugir armaments plant from 1987 to 1995 

2000 

the Privatization Authority from 1996 to 2000. The choice of 
Atanasiu was widely viewed as a \"surprise\" pick. 


-Minister of Transportation 

Gheorghe Dobre. Touted as one of Basescu 

Dobre has been the Director of Bucharest City Hall 

Inspection and Control department since 2001. He served as 

the MOT 

MOT\'s Organization and Control department (1996-1998). He was 
a Prefect for Dolj County in the 1990\'s. 


-Minister of Agriculture - Gheorghe Flutur 


-Minister of Education and Research - Mircea Miclea. PD 
Member Miclea is chair of the Babes Bolyai University 
psychology department and is 

the youngest professor at the university. Miclea 

PhD in cognitive psychology 

university from 2000-2003. 


-Minister of Culture - Mona Musca 
-Minister of Health - Mircea Cinteza 


-Minister of Communication and IT - Nagy Szolt. Currently 
UDMR Executive Vice Chairman for territorial organizations 
and local public administration 

local and general election campaigns. Nagy is known as a 
technocrat and a good organizer 
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Parliament. He is in his early 30\'s. 

-General Secretary of the Government - Mihai Voicu. Since 
2001 

involved in party management and the PNL electoral campaigns. 
The 36-year-old Voicu was president of PNL youth branch from 
1991 to 1994. An engineer by training 

a manager and works as a consultant. He kept a low profile 
until recently 

County. 


-Minister of Environment - Sulfina Barbu. The 37-year-old 
Barbu is a PD member recently promoted to Director of 
Bucharest City Hall 

previously served as Deputy Director. She is a graduate of 
Bucharest University's Geophysics Department. Prior to 
joining Basescu\'s City Hall in 2001 

private sector. 


-Minister Delegate for implementation of international 
financing programs - Cristian David 


-Minister Delegate for Coordination with Control Authorities 
- Sorin Vicol. This 34-year-old PUR member worked for a 
short period of time with the State Asset Management 
Authority (AVAB) and has not held any leading positions 
within the PUR. 


-Minister Delegate for Parliamentary Relations - Bogdan 
Olteanu 


-Minister Delegate for Public Works and Territorial 
Administration - Laszlo Borbely. UDMR member Borbely has 
been a member of the Chamber of Deputies since 1990. He 
served as State Secretary for the Ministry of Public Works 
from 1996 to 2000. Borbely is the UDMR Executive Vice 
President in charge of relations with governmental 

institutions. He has served on numerous standing committees 
over the years and is widely respected by his colleagues in 

the Chamber. 


- luliu Winkler (UDMR 

President of the UDMR Hunedoara County branch since 2001 

a county councilor (1996-1999) and a Deputy Prefect 
(1999-2000). He served in the Chamber of Deputies from 
2000-2004. He has a background in finance and insurance and 
has also studied engineering. The 40-year-old Winkler speaks 
fluent English 

graduate of the prestigious National Defense College. He is 

a valued Embassy interlocutor. 


6. (C) Comment. In keeping with its campaign pledge 
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Tariceanu\'s cabinet list proposes to bring many relatively 
new faces into senior government positions. Few played 
significant roles in the controversial center-right 1996-2000 
government. Moreover 

marked contrast to the outgoing ruling center-left Social 
Democratic Party (PSD) cabinet 

with Romania\'s communist past. Many are simply too young. 
Assuming the Parliament green lights the proposed cabinet 
Basescu and Tariceanu\'s \"fresh faces\" can anticipate a strong 
dose of realpolitik as they deal with savvy PSD legislators 
entrenched in key parliamentary leadership positions 
including the presidencies of the Senate and Chamber of 
Deputies. End Comment. 


7. (U) Amembassy Bucharest 

available on the Bucharest SIPRNET Website: 
www.state.sgov.gov/p/eur/bucharest . 
CROUCH 
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required by GOR lawyers. A scanned copy of the GORVs 
Russian-language draft 

the Russian side 

EUR/PRA. A separate email detailing the 21 GOR-proposed 
edits has also been sent to Siskovic. 


3. (C) Although most of the edits were described as 
stylistic 
potentially be problematic. 


-- The Russian side rejected the placement of the term 
\"retransfer\" (\"re-export\" in Russian) preceding the \"of 
proprietary rights V" in Section One of the agreement. They 
instead proposed placing the word \"re-export\" between the 
words \"grant\" and \"loan.\" They argued that \"re-export of 
proprietary rights sounds odd in Russian. 


-- In Section Five 

of the word \"illicit\" in regard to production of MANPADS 
claiming it had too broad a meaning. They instead insisted 
on using the word \"unauthorized 

Putin had used the word \"unauthorized\" in reference to this 
matter. However 

\"illicit\" with regard to transfers later in the same sentence. 


-- The Russian side insisted on deleting the last sentence of 
Section Five 

cooperatively to discourage transfers of MANPADS by third 
countries that the Participants would not themselves 
authorize in similar circumstances.\" Skabara said the GOR 
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had not agreed to this sentence during the December 9 talks 
in Vienna 

clearance with the rest of the text through their interagency 
process. He said that if this sentence is to be considered 
it would require further negotiations at a higher level -- 
presumably between General-Lt. Buzhinskiy 

International Treaty Directorate 

addition 

need to be resubmitted for review through the GORVs 
interagency process 


4. (C) At the end of the meeting 
follow-up meeting once the U.S. side has reviewed the 
proposed GOR edits. 


VERSHBOW 
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Iraq election and is doing what it could to encourage Sunni 
participation. The King said he had just seen Iraqi Prime 
Minister Allawi in Amman earlier in the week. The King said 
that because the new government will be mandated with the 
important task of writing a constitution 

that the election process result in a government that is 
inclusive and representative of IraqWs actual demographic 
makeup. The King highlighted JordanVs concern that Iran\'s 
influence among Iraqi Shia would negatively affect the 
elections outcome. He said that the Iranians have told him 
that they have strategic interests in Iraq 

theyVre not sitting on the sidelines.\" King Abdullah noted 
that the GOJVs \"conservative\" estimate of one million 
Iranians in southern Iraq is shared by Allawi. He stated 

that the problem is that the religious elements 

Sistani and Hakim 

Arabic 


4. (C) The King emphasized to Chairman Kolbe that his fear 
is not of Shia per se as a religious matter 

concerned about the possibility of a pro-Iranian alliance 
stretching from southern Lebanon to Iran. Alluding to 
BahrainVs large Shia population 

would become vulnerable in this scenario. The King stated 
that some in Washington understand this threat 

not. The British until now have dismissed this concern 

PM Blair is beginning to understand it. Acknowledging the 
picture he paints could be a V'worst case scenario 

insisted \"it is a major problem if it comes true." 


5. (C) The King continued: V'As a Hashemite and descendent 
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of the Prophet 

anything 

Sunni. So | don\'t have a problem with Shia on my doorstep 
unless it is a theocracy influenced by Ігап.\" He claimed 

that the best way to counter Iran\'s influence is to stabilize 
the Iraq situation. He added that Iraq has become the 
philosophical battlefield: V'Iran also knows they can keep 
you on your toes via Ігад.\" In response to Chairman Kolbe\'s 
comment that many Shia in Iraq do not prefer a theocracy 
King responded: \"Yes 

them." Asked by Chairman Kolbe how to encourage Sunni 
participation 

western tribes of Iraq 

and has also helped Allawi arrange a series of meetings with 
Sunni oppositionists. Sistani currently has the upper hand 
but an alliance between Allawi and Sunnis in western Iraq 
might serve as a counterbalance 


6. (C) The King pointed to January 2005 as a watershed time 
period 

could take the region in one of two directions. V'If we go 

the wrong way 

Mistakes in Iraq were made 

the disbanding of the army and the de-Baathification policy. 

He noted that 90 percent of men in Mosul are unemployed. He 
acknowledged efforts to reverse this are underway 

are slow. 


7. (C) In response to Chairman Kolbe\'s comment that 

ArafatVs passing presents an opening for peace 

he is optimistic. The King commented that Abu Mazen is a 
strong candidate 

need to strengthen him and encourage him and Abu Alaa to work 
together 

but the task at hand is to strengthen Palestinian political 
institutions" so the РА can emerge an effective partner of 

Israel. 


8. (C) In response to a question from Congressman Payne 
about the GOJVs economic development and plans to combat 
unemployment 

decreased from 2.8 percent to 2.4 percent in the last year. 

It was better than expected 

part to the U.S.-Jordan Free Trade Agreement and Qualified 
Industrial Zones 
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percent. He said that Jordan\'s socio-economic platform has 
bounced back since the Iraq war 

He cautioned that much hard work remains 

reform is a major priority. 


9. (C) Asked by Rep. Sanchez about the impact of the Iraq 
war on JordanYs economy 

the gateway to Baghdad 

discouraged Western investment in Jordan and the region. 
However 

since the end of the war are coming from the Gulf because of 
Jordan\'s relative stability. He mentioned that in the 
aftermath of 9/11 

for investment opportunities in the region instead of in the 
United States. According to the King 

addition to Saudis 


10. (C) Chairman Kolbe thanked King Abdullah for JordanVs 
support 

terrorists over the years. He said U.S. appreciation is 
reflected in tangible ways 

In response to Chairman KolbeVs inquiry about the Kings 
discussion with the president on JordanVs assistance 
requests 

по right to ask for more. Тһе U.S. has been generous." 
However 

\"traumatic\" years ahead. \"If Jordan is to act as a strategic 
partner 

need some help to be insulated -- socially 

militarily.\" He said Jordan is willing to take the necessary 
risks to serve as the hinge of stability in the region 

explained his decision to issue the November “Аттап Message" 
on Islam 

Chairman Kolbe told the King that given his strong support in 
Congress and among the American people 

requests would get a friendly reception. 


11. (U) CODEL Kolbe did not have the opportunity clear this 
cable. 


12. (U) Baghdad minimize considered. 


Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Department of Statevs SIPRNET home page. 

HALE 
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America and the NAFTA space and how that role can be expanded 
to improve U.S. security. End Summary. 
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2. Following his trip to Mexico (reftel) 

Relations Committee Latin American specialist Carl Meacham 
visited Guatemala December 9-11 as part of a study on common 
security measures with the United States 

Unlike relationships with North American Free Trade 
Agreement (NAFTA) partners 

exist with Central American nations. Guatemalan 

interlocutors stressed that Guatemala played a significant 

role in Mexican border security and 

all of North America. A senior Ministry of Defense official 
noted that the length of the Mexico-Guatemala border and the 
terrain which it traverses make a strictly defensive posture 

by Mexican security agencies untenable. A senior Immigration 
official added that security demands increased cooperation 
both between the relevant security agencies in Guatemala and 
between those agencies and their Mexican and United States 
counterparts. 


3. In particular 

crossing point illustrated the openness of MexicoVs southern 
border. In open view of the two governmentsY officials 
goods and people were transported by raft across the river in 
a highly-organized and heavily-used pattern. Officials on 
both sides of the border told us that they had no formal 
information-sharing practices and little official or 

unofficial contact. 


4. All GOG representatives stressed the lack of resources to 
combat smuggling of persons and goods into and through 
Guatemalan territory 

transportation and communications equipment. Nonetheless 
upon further discussion 

human capital was the most critical component to assure 
border security. Each service -- including Immigration 
armed forces 

labors under the task of recruiting and retraining quality 
employees to undertake their basic missions and to combat 
corruption within their ranks. Each of these services need 
resources to expand recruitment and training in order to 
increase the number and the efficacy of their operations. 


5. In addition to the need to expand the operations of the 
different services 

increase cooperation between the services 

operational services and the judicial system. According to 
these representatives 

focus on immediate cases at hand. They are not trained to 
interview and investigate in a manner that could obtain 
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useful evidence for prosecution by the Attorney GeneralVs 
office 

attack organized crime on a systemic level. One 
representative specifically noted the lack of wiretap 
authority to generate intelligence. 


6. The previously mentioned transportation and communications 
equipment is critical to the operational aspects of border 
security (Guatemala has only one helicopter and five pick-up 
trucks to patrol the entire border with Mexico). In 

addition 

to keep accurate and retrievable records. Computers and 
database archives are particularly necessary in order to 
manage formal migration. An illustration of the equipment 
needs is to be seen in deportations of Central Americans from 
the U.S. Upon arrival in Guatemala 

biometric information is collected that could be used either 

to prevent their reentry into the U.S. or to aid future law 
enforcement efforts locally. 


Vetting Human Assets 


7. Several of the GOG interlocutors stressed the need to 
maximize regional security by developing specific vetted 
cadres within the relevant services. Furthermore 

noted 

undertaken by the Guatemalan armed forces. Rather than a 
military expansion -- precisely the opposite of the current 
governmentVs objectives -- they discussed a possible 
reorientation of its missions and priorities 

about U.S.-funded assets to help achieve them. That the 
armed forces currently join patrols with the PNC in certain 
high-crime areas is an example of the reorientation of the 
standard military mission. 


Comment 


8. In the immediate term 

Central America in general and Guatemala in particular to 
institutionalize border security arrangements 

between the specific agencies operating border control 
points. As a valuable buffer zone 

StatesV national interest to help Guatemalan security 
agencies develop human capacity to improve border security 
in addition to the provision of transportation 
communications 

biometric recording 

(should wiretap authority be granted legally). In the longer 
term 
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liberal democratic society 

law and an end of impunity in regard to corruption. End 
comment. 


9. Meacham did not have the opportunity to clear this message 
before departing Guatemala. 


HAMILTON 
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Organization standards. As recorded in the Official Minutes 
of the June 8 U.S. Jordan Free Trade Agreement Joint 
Committee (JC) meeting (REF) 

promised USDA representatives to resolve standards on 
labeling for prepackaged foods by the end of the year. The 
decision was taken by the JISM Board of Directors 
Jordanian consumer protection organization had voiced 
reservations about the new rule 

Khayyat told Acting ECON/C during a routine call to follow up 
on the JC. 


2. Embassy will follow up on the government's implementation 
of food labeling in the coming weeks and months. 
HALE 
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visits (Presidents Junichiro Koizume and Roh 
Moo-Hyun visited Brazil in 2004); 

f.June: Asuncion for a Mercosul meeting 

and 

if invited 

g.July: Paris for the celebration of French 

National Day 

the Community of Portuguese Speaking Countries 
(CLDP; 

h.September: New York for the opening of UNGA; 
i.October: Moscow (President Putin visited 

Brazil in late 2004); 

j.December: Montevideo to attend a Mercosul 
meeting. 


3. In addition 

Latin American Summit. Following past practice 

very likely that Lula will travel extensively to other 
regional capitals for various events not yet scheduled. 


4. Comment: While complaints may continue to arise about 
Lula\'s frequent absences from Brazil 

PresidentVs travels generally generate positive publicity 

and garner public support for Brazil\'s 
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emerging image as a world leader. But one aspect of his 
travels may gain heightened press coverage in 2005. The 
new Presidential aircraft 

ely 

enter service in February. Over the next few months 
Brazilian pundits may enjoy citing the number 

56 


DANILOVICH 
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December 8 

American Community of Nations which would ultimately unite 

and replace both the Andean Community and MERCOSUR. Work on 
the mechanics of the new entity is slated to begin in 2005. 


7. (U) Venezuela has been using the tariffs established under 
the Andean Community 

certain agricultural products 

oilseeds 

and poultry. Yellow corn was added to the price band system 
in 1996 

rates for these products are adjusted according to the 
relationship between commodity market reference prices and 
established floor and ceiling prices. When the reference 


price for a particular commodity falls below the established 
floor price 

related products is adjusted upward. Conversely 

reference price exceeds the established ceiling 
compensatory tariff is eliminated. Floor and ceiling prices 
are set once a year based on average prices during the past 
five years. Venezuela publishes these prices each April. 


8. (U) In addition to the traditionally high import tariffs 

of the Andean Community 

protects its agricultural producers through a non-legislated 
system of guaranteed minimum prices and the restrictive use 
of import licenses and permits. Management of tariff-rate 
quota commitments by the Government of Venezuela has been 
arbitrary and nontransparent and has negatively affected 
trade in basic agricultural commodities as well as processed 
products. The Venezuelan Government has denied import 
licenses for both in-quota and over-quota quantities 

though importers are willing to pay the over-quota tariff for 
additional quantities of products. 


9. (U) U.S. agricultural exporters advise that the Venezuelan 
Government also routinely fails to open the quotas in a 
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timely manner 

refused to \"activate\" the quota at all. Venezuela announced 
in 2001 that it would not grant import licenses for corn 

until all domestic white corn had been marketed 

an effective import ban. Venezuela also has restricted the 
issuance of import licenses for sorghum 

grease 

The government no longer publishes information and statistics 
on license requests or license issuance. 


10. (U) Under the Andean Community 

Policy (CAP) 

exception to the 20 percent maximum tariff and are subject to 
35 percent import duties. 


Non-Tariff Measures 


11. (U) In response to the rapid decline in the value of the 
national currency 

strike that brought oil production to a near standstill 
Central Bank of Venezuela halted trade in Bolivars on January 
22 

Exchange Administration Board (CADIVI) on February 5 
regulate the purchase and sale of foreign currency. During 
much of 2003 

authorization of foreign exchange in an efficient and timely 
manner and only supplied $3.6 billion or approximately two 
months worth of transactions. There has been significant 
improvement over time. The supply of foreign currency 
reached a level of approximately $15 billion in 2004 
percent of approved authorizations. A number of goods have 
also been added to the list of imports eligible for foreign 
exchange including intangibles such as services and the 
repatriation of capital 

end of the third quarter. A new resolution allows importers 
to ship products without pre-approval by the government. 
There continue to be delays with pre-inspection companies 
thereby increasing storage costs. Although the number of 
currency certificate approvals has increased steeply 
operating with a 50 percent backlog in liquidations puts 
significant constraints on imports which accounted for 68.5 
percent of requests 

12.5 percent and foreign investments with 8.6 percent. 
Exchange control authorities have repeatedly said that the 
exchange control system will be eased but will remain a 
permanent long-term mechanism. 


12. (U) Agricultural products have received the majority of 
dollars under the CADIVI system 
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products are on the import list. Even so 

coordinating the timing of access to dollars 

import permits and licenses 

have led to numerous delays and cancelled shipments. Trade 
in higher value products 


nectarines and other fruits and nuts 

reduced as they are not included among the list of high 
priority products for which foreign exchange is available 
under the current currency control regime. 


13. (U) Venezuela also requires that importers obtain 

sanitary and phytosanitary (SPS) permits from the Ministries 
of Health and Agriculture for most pharmaceutical and 
agricultural imports. The government increasingly has 
appeared to use this requirement to restrict agricultural and 
food imports without providing evidence of a scientific 

basis 

practices with World Trade Organization (WTO) requirements. 
The Venezuelan Government continues to issue SPS permits in 
an arbitrary manner without citing specific phytosanitary 
concerns. This restriction in particular affects trade in 

pork 

potatoes. 


14. (U) Though the GOV has not published requirements on 
absorption agreements 

to require the purchase of domestic production before issuing 
import licenses or permits. Imports of yellow corn are 
dependent upon the purchase of local sorghum and/or white 
corn. Soybean imports are dependent upon the purchase of 
\"locally produced" soybean meal 

black bean imports have been tied to the purchase of local 
product. The use of absorption requirements is extremely 
subjective 

to track levels of domestic crop production. 


15. (U) This discretionary use of import licensing and permit 
procedures to curtail agricultural imports has become a major 
problem for the United States and other countries. Various 
countries have notified Venezuelan government officials that 
these and other licensing practices appear to violate their 
WTO commitments. In 2002 

Representative initiated formal WTO consultations with 
Venezuela on its agricultural import license procedures for a 
wide-range of products. Canada 

and New Zealand participated in the first round of 
consultations and posed questions to the government of 
Venezuela. 
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16. (U) Venezuela prohibits the importation of used cars 
used buses 

other quantitative import restrictions exist for industrial 
products. Some products such as cigarette paper 
weapons of war and certain explosives can only be imported by 
government agencies 

tax on the volume of cigarette paper imported by the 
manufacturers). The government can delegate authority to 
import on its behalf 

with the local sales agents of the foreign manufacturers. 


17. (U) Venezuelan officials continue to discuss plans to 
improve customs procedures to better control the entry of 
illicit merchandise. The Venezuelan Commission on 
Antidumping and Safeguards has started investigations on the 
importation of steel and paper products as well as clothing 
and footwear. It appears that deficient customs procedures 
and the proliferation of contraband were contributing factors 

in those industries 


18. (U) Some Venezuelan importers of U.S. products have 
alleged that the Venezuela applies product standards more 
strictly to imports than to domestic products. The 

certification process is expensive 

U.S. exports relative to domestic products. The Venezuelan 
Commission for Industrial Standards normally requires 
certification from independent laboratories located in 
Venezuela but at times accepts a certificate from established 
standards institutes abroad. 


19. (U) In 2003 the Government of Venezuela passed Decree 
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obtain pre-shipment inspections of all imports. Four 
companies are certified to do these inspections: Bivac 
Venezuela (Veritas Group) 

COTECNA 


20. (U) With regard to labeling 

concerns regarding Venezuela 

clothing and footwear. The regulations as proposed by 
Venezuela 

Quality 

notified to the WTO Technical Barriers Trade Committee in 
July 2002 and the notice was published in the Official 
Gazette of Venezuela in August 2002. The regulations 
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became effective in December 2002 

domestic manufacturers and importers of clothing and footwear 
and minimum labeling requirements for all clothing and 
footwear products marketed in Venezuela. Of primary concern 
to U.S. manufacturers is the requirement that labels must be 
customized to include detailed information about the importer 
of the goods. 


21. (U) Venezuela 

purchases by government 

autonomous state and municipal institutions. The law 
requires a contracting agency to prepare a budget estimate 
for a given purchase based on reference prices maintained by 
the Ministry of Production and Commerce. This estimate is to 
be used in the bidding process. The law forbids 
discrimination against tenders based on whether they are 
national or international. However 

the President can mandate temporary changes in the bidding 
process V'under exceptional circumstances" or in accordance 
with V'economic development plans" to promote national 
development 

tenders. These measures can include margins of domestic 
price preference; reservation of contracts for nationals; 
requirements for domestic content 

the use of human resources; and other incentives to purchase 
from companies domiciled in Venezuela. For example 
government decree 1892 establishes a 5 percent preference for 
bids from companies with over 20 percent local content. In 
addition 

small to medium sized domestic enterprises. 


22. (U) In an effort to move away from proprietary software 
products 

law mandating the use of open-source software in government 
and public institutions. This is expected to reduce the 
demand for U.S. software products somewhat 

software currently in use is unlicensed or pirated. 


23. (U) In the international arena 

reinstituted state controlled purchases of basic food 

products for its new internal distribution system 

network of state-owned stores aimed at low-income 
Venezuelans. The state-trading entity 

purchased sugar 

edible oil 

countries. The private sector has complained that CASA has 
an unfair advantage in that its access to dollars is assured 
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as is its access to import licenses and permits. Furthermore 
CASA 

tariffs and customs duties. 


24. (U) A new ministry has been created called the Ministry 

of Food. The new ministry is now responsible for a large 
number of activities formerly under the Ministries of 

Agriculture and Lands 

Production and Commerce. Among the duties taken away from 
the Ministry of Agriculture and Lands are the issuances of 
sanitary permits and import licenses. Price setting for all 

food and feed products has been moved from the Ministry of 
Production and Commerce into the Ministry of Food. In 
addition 


from the Ministry of Heath and Social Development into the 
new food ministry. 


25. (U) Venezuela is not a signatory to the WTO Agreement on 
Government Procurement. 


26. (U) Exporters of selected agricultural products - coffee 
cocoa 

eligible to receive a tax credit equal to 10 percent of the 
export 


27. (U) Venezuela is a member of the World Intellectual 
Property Organization (WIPO). It is also a signatory to the 
Berne Convention for the Protection of Literary and Artistic 
Works 

Copyright Convention 

Protection of Industrial Property. Through Andean Community 
Decision 486 

WTO Agreement on Trade-Related Aspects of Intellectual 
Property Rights (TRIPS). 


28. (U) The Venezuelan Industrial Property Office (SAPI) 
leaves much room for improvement 

occasional publicly stated antagonism towards IPR often draw 
criticism from IPR advocates and rights holders. Protection 

of IPR is also hindered by the lack of adequate resources for 
the Venezuelan copyright and trademark enforcement police 
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(COMANPI) and for the special IPR prosecutor 

Venezuela\'s tax agency SENIAT is promoting several measures 
to fight piracy in an effort to reduce tax evasion 

a new anti-piracy law and the introduction of a tax on street 
vendors. According to industry representatives 

to be a promising enforcement entity due to its better 

technical and financial capabilities. 


29. (U) Unfortunately 

remain readily available throughout the country. In the 2003 
Annual Review 

List. 


Patents and Trademarks 


30. (U) Venezuela provides the legal framework for patent and 
trademark protection through Andean Community Decision 486 
and the 1955 National Industrial Property Law. Andean 
Community Decision 486 takes major steps towards bringing 
Venezuela into WTO TRIPS compliance. However 
corresponding local laws 

compliant. Andean Community Decision 345 covers patent 
protection for plant varieties. 


31. (U) U.S. companies remain concerned about the impact of 
the Andean Tribunal\'s 2002 interpretation of Articles 14 and 
21 of Decision 486 

\"second-use\" products. Under pressure from the Andean 
Community and in line with some changes in leadership at 
SAPI 

few patents were awarded in 2004. Since 2002 

food and drug regulatory agency (INH) began approving the 
commercialization of new drugs 

of already patented drugs 

companies protection of their test data. In effect 
government now allows the test data of patented drugs or 
those for which patents have been requested 

required lengthy and expensive development 

others seeking approval for their own unlicensed versions of 
the same products. 


Copyrights 


32. (U) Andean Pact Decision 351 and Venezuela\'s 1993 
Copyright Law provide the legal framework for the protection 
of copyrights. The 1993 Copyright Law is modern and 
comprehensive and extends copyright protection to all 
creative works 


Column 3 

Copyright Office was established in October 1995 and given 
responsibility for registering copyrights 

controlling 

rights of authors and other copyright holders. Industry 
experts are concerned about a proposed new copyright law 
proposal 

works 

agreements and increase royalties. 


33. (U) The Venezuelan copyright and trademark enforcement 
branch of the police (СОМАМРІ) continues to provide copyright 
enforcement support with a small staff of permanent 
investigators. A lack of personnel 

limited budget and inadequate storage facilities for seized 
goods 

private industry to improve enforcement of copyrighted 
material. COMANPI can only act based on a complaint by a 
copyright holder; it cannot carry out an arrest or seizure on 

its own initiative 


34. (U) Venezuela maintains restrictions on a number of 
service sectors. Professions subject to national licensing 
legislation (e.g. 

business consultants 

veterinarians and journalists) are reserved for those 
individuals who meet Venezuelan certification requirements. 
In addition 

architects. Some (particularly government-related) 
accounting and auditing functions require Venezuelan 
citizenship 

accountants for companies with public stock greater than 25 
percent. Also 

Venezuela must revalidate their credentials at a Venezuelan 
university on the condition of reciprocity. A foreign lawyer 
cannot provide legal advice on foreign or international law 
without being licensed in the practice of Venezuelan law. 


35. (U) Foreigners are required to establish a commercial 
presence for the provision of engineering services. Foreign 
consulting engineers must work through local firms or employ 
Venezuelan engineers. There is a law for public tenders 
which gives preferential treatment to Venezuelan companies if 
they have the capability to carry out the work and if the 

project is financed by public funds. Foreign capital is 
restricted to a maximum of 19.9 percent in professional 
associations. 
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36. (U) Venezuela limits foreign equity participation (except 
from other Andean Community countries) to 20 percent in 
enterprises engaged in television and radio broadcasting 
Spanish language newspapers 

practice is regulated by national laws. Finally 

enterprise with more than 10 workers 

restricted to 10 percent of the work force 

law limits foreign employee salaries to 20 percent of the 
payroll. 


37. (U) The government enforces a \"one-for-one\" policy that 
requires foreign musical performers giving concerts in 
Venezuela to share stage time with national entertainers. 
There is also an annual quota regarding the distribution and 
exhibition of Venezuelan films. At least half of the 

television programming must be dedicated to national 
programs 

dedicated to Venezuelan music. 


Financial Services 


38. (U) By signing the 1997 WTO Financial Services Agreement 
Venezuela made certain commitments to provide market access 
for banking 

reinsurance and brokerage activities. Venezuela did not make 
commitments on pensions 

transportation insurance 

an economic needs test as part of the licensing process. 

Only local insurers may insure imports that receive 
government-approved tariff reductions or government financing. 


39. (U) New rules governing civil aviation 

activities and transportation insurance also have been issued 
in the package of 49 laws passed under enabling powers by 

President Chavez. Many of the laws still need implementing 

regulations. The impact of the legislation is 

still unclear. 


40. (U) The government continues to control key sectors of 

the economy 

mining and aluminum industries. Venezuela began an ambitious 
program of privatization under the Caldera administration 

but under President Chavez further privatization has been 
halted. 
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41. (U) Foreign investment continues to be restricted in the 
petroleum sector. The exploration 

transportation 

hydrocarbons are reserved to the state. However 

companies may engage in hydrocarbons-related activities 
through operating contracts or through equity joint ventures 
with state owned PDVSA. The Venezuelan constitution reserves 
ownership of the state oil company (PDVSA) to the Venezuelan 
government. It does allow the sale of subsidiaries and 
affiliates of PDVSA to foreign investors. In the early 

1990vs 

to private investment in order to promote new petrochemical 
joint ventures and to bring inactive oil fields back into 
production. Almost 60 foreign companies 

different countries 

foreign oil companies signed 33 operating contracts for 
marginal fields after three rounds of bidding. 


42. (U) The Hydrocarbons Law of 2001 has raised concerns in 
the industry as it mandates a minimum 50 percent national 
participation in future projects and increases most royalties 
from 16.67 percent to 30 percent. No projects have yet been 
negotiated under this law. The Gaseous Hydrocarbons Law 
offers more liberal terms 

sought foreign investment to develop offshore natural gas 
deposits near the Orinoco delta. The Venezuelan Government 
recently unilaterally eliminated a royalty holiday ceded to 

joint venture projects devoted to the development of 
Venezuela\'s extra heavy crude. These projects created as 
strategic associations during the partial opening of the 

sector enjoyed 35 year contracts endorsed by the National 
Congress. 


43. (U) The government passed legislation in 1998 aimed at 
introducing domestic and foreign competition into the 
domestic gasoline market. The law allows foreign and 
non-governmental Venezuelan investors to own and operate 
service stations 

set product prices. Government controlled gasoline prices 
have not risen in several years and a number of currency 
devaluations and a high inflation rate have eliminated profit 
margins. 


44. (U) Hydroelectric power generation in Venezuela is 
reserved to the state 

is permitted in transmission and distribution. In early 
2000 

successfully took control 

Electricidad de Caracas (EDC) 

that provides power to the Caracas metropolitan area. 
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45. (U) A range of other natural resources - including iron 
ore 

being opened to greater private investment by means of 
strategic alliances. In 1996 

firm 

company to develop the Las Cristinas gold mine. President 
Chavez personally announced the beginning of operations in 
May 1999. Low gold prices 

partners to suspend the project. In 2001 

was revoked on grounds of the concessionaire\'s alleged 
inability to comply with the contract by not developing the 
reserves as stipulated 

to another firm. In April 1999 

updated the 1945 Mining Law in order to encourage greater 
private sector participation in mineral extraction. However 

in 2003 in line with a policy to centralize mining rights 

under the Ministry of Energy and Mines (MEM) 

ratified a 1996 decree requiring CVG to turn over to the 
Ministry the original files on concessions granted by CVG. 

In September 2003 the Ministry acted unilaterally to 
terminate some concession areas of a private diamond mining 
company in southern Venezuela alleging failure to comply with 
the terms of the concession. 


46. (U) Under the Andean Community Common Automotive Policy 
Venezuela 

requirements as a condition for reduced duties on imports. 
The local content requirement for passenger vehicles was 32 
percent in 1997. It was raised to 33 percent for 1998 

was then lowered to 24 percent for 2000. Under the WTO 
Agreement on Trade-Related Investment Measures (TRIMS 
Agreement) 

local content requirements by the year 2000. However 
December 1999 

determined that it would not eliminate the local content 
requirement as it had initially indicated 

decided to increase it gradually to 34 percent by the year 
2009. This automotive policy may be inconsistent with 
Venezuela\'s WTO obligations under the TRIMS Agreement. 
Brownfield 
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UNAPETROL 

ultimately lost their jobs as a result of the strike. 
Separately 

involved in the alleged coup of April 2002 to prevent their 
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departure from Venezuela. In addition 

orders prohibiting Coordinadora electoral fraud investigator 
Tulio Alvarez and former opposition governor of Anzoategui 
State David De Lima from leaving the country. End summary. 


2. (U) Venezuelan prosecutors obtained arrest warrants on 
December 23 for eight former executives of state oil company 
Petroleos de Venezuela 

national strike of December 2002 - February 2003. The 
accused strike leaders are: Juan Fernandez 

Mireya Ripanti 

Santana 

include civil rebellion 

improper interruption of supply of gasoline 

computer-related espionage. Civil rebellion is the most 
serious charge 

the head of \"Gente de Petroleo 

workers who were ultimately fired as a result of the strike. 

He was also a member of the Coordinadora Democratica\'s 
campaign committee for the August 15 recall referendum 
campaign. Medina is the president of UNAPETROL 

union (unrecognized by the GOV) formed by the fired workers. 
Though the strike leaders had been charged in February 2003 
after the strike ended 

prosecutors had not followed proper procedures and ordered 
prosecutors to start from scratch. Prosecutors opened a new 
case in July 2004 against Juan Fernandez 

managing the opposition\'s communications strategy for the 
referendum. Cases against Medina and Ripanti were opened 
thereafter 

cases against the remaining five. 


3. (C) Poloff met with Quijano on December 22 before his 
arrest warrant was announced. Quijano said the prosecutors 
had asked for the arrests because they had not finished the 
investigation within the six months stipulated by Venezuelan 
law 

open. Medina issued a statement on December 25 accusing the 
judge of violating legal procedures by issuing an arrest 
warrant without the prerequisites spelled out in the law. 
Medina further accused prosecutors of violating procedure by 
Seeking arrest warrants against the five suspects who did not 
have open investigations. 

4. (C) The timing is also suspicious 

the courts are closed for all but emergency cases until 
January 10 

arrest orders. Quijano said his lawyer had not been given 
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access to the file as required by law. Quijano noted that 
the Ministry of LaborVs inspectorate simultaneously convened 
hearings for Medina\'s and his complaints for wrongful 
dismissal from PDVSA 

said they would have just 72 hours (which expired on 
Christmas Eve) to appear at the Ministry of Labor to present 
their evidence or lose the case. Quijano noted that 
Fernandez 

they would not be extradited should they flee to Spain. Post 
has learned that Fernandez 

personal business for two months. Quijano said he had no 
intention of turning himself over to authorities because he 
believes he has no chance for a fair trial. 


5. (U) During his state visit to China on December 23 
President Hugo Chavez called the arrest warrants V'the 
resurrection of justice in Venezuela.\" He recalled that 
during the strike Venezuela was V'on the border of economic 
and political collapse" and that the strikers \"sabotaged 
refineries and even killed people. He said Venezuelans 
lived in anguish because they could not get gasoline during 
the strike. Chavez said the country is looking forward 

added that justice cannot forget the past. 


6. (C) Prosecutors investigating the events of April 2002 
obtained court orders on December 18 preventing the 30 people 
under investigation for complicity in that case from leaving 
Venezuela. Prosecutors 

murdered prosecutor Danilo Anderson 

people were flight risks. Among those prohibited from 

leaving the country are Fedecamaras President Albis Munoz and 
Sumate leader Maria Corina Machado. Some 400 people are 
under suspicion for their presence in Miraflores Palace on 

April 12 

himself in as interim President of Venezuela during ChavezVs 
temporary absence. The travel restrictions were applied to 

the 30 persons for whom formal investigations had already 
begun. 


Tulio Alvarez and Former Governor De Lima Also Grounded 
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7. (C) Separately 

on Tulio Alvarez | 

against Chavez and his key supporters for alleged corruption. 
Among these are a suit against pro-Chavez Fifth Republic 
Movement (MVR) deputy Willian Lara for alleged irregularities 
in the finances of the National Assembly (AN) employees\' fund 
when Lara was AN president. Alvarez also spearheaded the 
Coordinadora Democratica\'s investigation of alleged fraud 
surrounding the presidential recall referendum. According to 
an Alvarez e-mail circulated to opposition members 

new judges for the Supreme Court (TSJ) were sworn in on 
December 13 

supporters of Chavez and filed a motion to overturn the new 
TSJ law that led to their appointment. The next day 


SIPDIS 

restricted Alvarez Vs international travel based on defamation 
charges brought by Lara in relation to the pension case. 
Opposition members have suggested to poloffs that the GOV is 
trying to keep Alvarez from traveling overseas to present the 
opposition\'s electoral fraud allegations 

doing in recent months. 


8. (U) On December 18 

travel prohibition against former opposition governor David 

De Lima for damaging the governor's mansion and embezzling 
furniture. The wife of MVR Governor Tarek William Saab 
accused De Lima of negligence in upkeep of the house and of 
illegally removing some furniture. Saab reportedly had to 
spend US$180 

live in the mansion during his administration 

charges and vowed to remain in Venezuela to defend himself. 


9. (C) Political persecution via the courts is growing. The 
GOV recognizes that attacking symbolic opposition figures has 
a terror effect on countless other Chavez opponents. While 
Chavez has unleashed a new wave of political persecution 

is usually adept at gauging how much repression he can apply 
without public backlash. For both sides 

impunity. Chavistas see the wave of legal actions as 
necessary for punishing past sins of the opposition and 
preventing future plotting against the GOV. Chavez opponents 
view it as Chavista-controlled courts undermining the rule of 
law without fear of punishment. In light of the new 
composition of the Supreme Court 
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law has been fully implemented 
be able to take these cases as far as they choose to go. 


Brownfield 
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President Chen 

Vconfirmed approval of President Chen\'s performance. End 
Summary. 


2. (C) The DPP\'s perceived loss in the December 11 
legislative elections continues to reverberate through Taiwan 
(\"perceived loss\" because 

failed to meet President Chen\'s stated expectations for 
pan-Green majority). The post-election political maneuvering 
involves not only inter-party politics 

alliance pressing its thin majority for increased leverage 

but also within the ruling DPP itself 

outspoken factions jockeying with a wounded President for 
ministerial and party posts and increased influence in the 
new government. 


3. (C) The pragmatic -- vice ideologically-driven -- New 
Tide faction has taken the offensive within the DPP 
criticizing President Chen for his use of sensitive 
independence-related rhetoric during the campaign. The New 
Tide believes this backfired and alienated centrist voters 
and damaged Taiwan 

Tider Lin Cho-shui fired the opening salvo on Friday evening 
December 24 

charging that Chen\'s rhetoric had used up TaiwanWs credit 
with the U.S. 

U.S. The New Tide attack hit home because 

and electorally most successful DPP faction 

crucial for DPP prospects in local elections next December. 


4. (C) Chen himself has appeared to stay above the political 
fray since December 11 and kept discreetly out of the debate 
over the weekend as the DPP quarrel escalated in the media. 
He was 

fought back 

the President and to Taiwan and rebutting their charges. 
Presidential Office Secretary General Chiou I-jen 

New Tide leader 
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defending his management of U.S. relations while protecting 

his faction. He told the press on December 25 that LinVs 
charges were \"far from the truth\" and that actually 

Taiwan-U.S. relations had entered a new period of friction as 
the U.S. comes to understand that democracy on Taiwan will be 
accompanied by increasing Taiwan identity. The quarrel 
become so public that DPP Central Discussion Committee Chair 
Kao Chi-peng called a press conference Sunday morning 
December 26 

in public 


5. (U) The weekend of DPP internecine warfare and the 
defense of President Chen culminated in a front page banner 
headline in the pro-Green VLiberty Times\" on December 27: 
VSecret U.S. Envoy Met President Chen 

Relations Unchanged.W According to the report 

Taiwan government official (shouzhang)\" -- terminology 
suggesting Office of the President involvement -- revealed 
that an V'extremely high level U.S. representative secretly 
visited Taipei before Christmas 

President Chen 

misunderstanding between Taiwan and the U.S. Taiwan and the 
U.S. 

channel of communication used by Special Envoys like (former 
NSC Senior Asia Director James) Moriarty." 

6. (C) Comment. Under attack 

stops and 

critics within the DPP. The \"Special Envoy\" press report 
suggests that 

subsequent lower profile 

capable of putting partisan political advantage above foreign 
policy considerations. The intra-DPP imbroglio may have 
receded from the headlines; DPP Deputy Secretary General Lee 
Ying-yuan told AIT the weekend dust-up occurred in the power 
vacuum left by Chen Shui-bianVs resignation as Party 
Chairman. The Presidential Office use of a heavy-handed 
VU.S. cardW will produce its own after-effects as speculation 
and responses to it play out in the media and in talk shows. 
Beijing may want to know if the U.S. secretly told Chen it 
approves his performance. During the election campaign 
Pan-Green leaders dismissed criticisms of playing politics 

with national security and damaging Taiwan-U.S. relations 
over the past two years 

\"mended\" after the election. This latest development 
continues the pattern of the past two years. End Comment. 
PAAL 
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Negotiations [Between China and Taiwan] 
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Journalist Wang Li-juan wrote in the conservative 
unification V'United Daily News" (12/28): 


\"China Monday released its national defense white 
paper 

independence power‘ is listed as an important factor to 
influence [ChinaVs] national security. China proposed 
three strongly-worded "resoluteW oppositions and one 
"never 

than the ‘three conditions to use force against TaiwanV 
stated in its 2000 national defense white paper. 


\ Permanent refusal to negotiateV is not mentioned in 
the 'conditionsY to use force against Taiwan in this 
year\'s white paper. However 

that the two sides across the Strait could only resume 
talks after the Taiwan authority accepts the "One 
ChinaV principle and terminates separatist activities 

of Taiwan independence. It is obvious that China by 
all means constrains Taiwan independence in its policy 
toward Taiwan 

in the Taiwan Strait. A" 


B) “Тһе National Defense White Paper Is Another Card 
For China to Push For Anti-Secession\" 


The centrist 
editorialized (12/28): 


\".China\'s 2004 national defense white paper indicated 
that the persistent U.S. arms sale to Taiwan is sending 
a wrong signal [from the United States] to Taiwan. It 
[the white paper] clearly pointed at the special U.S. 
arms procurement by Taiwan at the cost of more than 600 
billion NTD. However 

States when saying [China] resolutely opposes “апу 
country\' forming any military alliance with Taiwan. 

The white paper also said China would keep a low 
profile and a cooperative attitude on its nuclear 
strategy. These declarations are weaker than before 
and the meaning is that China seeks help from the 
United States 

confrontational attitude with the United States. 


\"Looking back on history 

since China 2000 released its national defense white 
paper commenting on the Taiwan issue 

quite a change in China\'s policy toward Taiwan. The 
fundamental nature of China\'s military threats toward 
Taiwan has not changed 

comments and the adjustment in focus are closely 
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correlated with political changes within Taiwan. To be 
frank 

is not caused by any single factor from either side of 
the Taiwan Strait. Tests in the future might be more 
grim 

should face them with wisdom. V 
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that President Chen had carefully selected the 29 nominees 
from a list of 53 candidates recommended by a task force 
chaired by Vice President Annette Lu. Other members of the 
task force included Secretary General Su and Taiwan High 
Speed Rail Chair Nita Ing. The current Control Yuan members 
will conclude their six-year tenure on January 31. All 29 
nominees of the new body must be confirmed by the LY before 
they can assume office at the beginning of February 2005. 
(Note: Although the ROC Constitution stipulates 29 Control 
Yuan members 

appointed to the Control Yuan in 1999 

Chang Fu-mei gave up their seats in 2001 in order to serve as 
NSC Secretary General and Overseas Chinese Affairs 
Commissioner 

rejected one of former President Lee Teng-huiYs nominees 
Chang Jin-chen. Two other Control Yuan members have since 
died. The President has the power to appoint new nominees in 
the interim years to fill the vacancies 

failed to confirm candidates nominated in June 2001 and May 
2002. End Note) 


Some Think Not 


3. (C) Many legislators from all parties quickly lined up to 
criticize the list 

of the nominees 

using the nomination process as political patronage 

the Pan-Blue side 

consulted on the nominations. Critics pointed out that three 
of the nominees -- Tsai Ming-hua 

-- are legal advisers to Vice President Lu. Some also 
charged that many of the nominees have close links to 
business groups undertaking public construction projects 
criticized President Chen for not renominating incumbent 
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Control Yuan members who are currently investigating 
allegations relating to ChenVs family 

scandal 


4. (C) Perhaps the most controversial nominee is the nominee 
for Control Yuan President -- Clement Chang (Chien-pang) 
KMT member who is currently a Senior Advisor in the Office of 
the President. Chang was forced to resign as Transportation 
and Communications Minister in 1991 after coming under attack 
by then-Legislator Chen Shui-bian for his alleged involvement 
in the Hualong Group stock speculation scandal. KMT LY 
Caucus Whip Huang Teh-fu attacked the nominations of Chang 
and Michael Hsiao 

President 

power. Hsiao is currently a National Policy Advisor and an 
Academia Sinica Fellow. 


5. (C) Attempts by the ruling party to counter opposition to 

the list of nominees have proved futile. Local media 

reported that a December 21 cross-party meeting of 
legislative leaders lasted less than five minutes after KMT 
Legislator Tseng Yung-chuan left the meeting in protest when 
DPP negotiators refused to discuss the March 19 Truth 
Investigation Commission Law. A second negotiation meeting 
on December 24 also ended without resolution. The DPP 
leadership also failed to quell opposition within its own 

ranks. Three DPP legislators have publicly criticized the 

list of nominees as unqualified. DPP Legislators Shen 
Fu-hsiung 

failed to win reelection 

caucus meeting that they would resign ahead of the 
confirmation vote if their party decided to take disciplinary 
action against those members who did not conform to the party 
line. 


Politics at Play 


6. (C) Objections to the Control Yuan nomination list appear 
to have a heavily political basis. Pan-Blue legislators have 
not clearly explained why they believe the nominees are 
unqualified. Six (seven 

29 nominees are incumbent Control Yuan members. A comparison 
of the qualifications of the incumbent members and current 
nominees shows that both groups contain roughly similar 
numbers of academics 

former government officials from the Executive 

Legislative branch. Nevertheless 

Ching-hua told AIT that the list was V'unsatisfactory 

that there was no room for compromise because it was Chen 
Shui-bian\'s responsibility to nominate and the LYVs 
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responsibility to reject those candidates it found 

unqualified. PFP Legislator and Spokesman Hwang Yih-jiau 
told AIT that President Chen has no sense of responsibility 
and had merely selected his own cronies. Chen 

nothing to lose by nominating his political allies 

doing so Chen was inviting a fight with the Pan-Blue. 


7. (C) Hwang Yih-jiauVs legislative aide later admitted to 
AIT that the Pan-Blue does not oppose everyone on the list 
and that the Opposition is blocking the nominations largely 
because Chen Shui-bian did not consult the LY prior to 
releasing the list. Lee Chuan-chao 

Central Standing Committee (CSC) member 

personally would not have challenged the nominations and did 
not believe that the opposition parties had the right to 
demand that they be consulted in forming the list of 
nominees. However 

decided to either oppose the current list or demand that 
President Chen consult the Pan-Blue before submitting any 
other names. 


8. (C) Some objections to the nomination list are based on 
KMT suspicion of collusion between Chen Shui-bian and \"Lee 
Teng-hui sympathizers\" still in the KMT. For example 

elected LY member and son of KMT Vice Chairman Wu Poh-hsiung 
John Wu (Chih-yang) 

with independent Legislator Lu Shin-ming for Lu not to stand 
for reelection in exchange for a Control Yuan seat. (Note: 

Lu was a KMT member 

not voting along party lines. Endnote). Other Pan-Blue 
officials suggested that Chen made a similar arrangement with 
eight-term KMT Legislator Hung Chao-nan. Wang Jin-pyng 
recently has gone out of his way demonstrating loyalty to 

Party Chairman Lien Chan 

cooperates with Chen Shui-bian is a traitor.\" 


Pan-Green Refutes Allegations 


9. (C) The Presidential Office has sought to counter 

opposition to the nominees. On December 23 President Chen 
publicly defended his Control Yuan choices 

attempts at cross-party negotiations on Control Yuan nominees 
have resulted in failure 

nominees. On December 25 

Tseng-chang reaffirmed President Chen\'s commitment to the 
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current list. DPP Deputy Secretary General Lee Ying-yuan 
told AIT on December 28 that Pan-Blue opposition is entirely 
political. He insisted that KMT is being disruptive in part 
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because KMT Chairman Lien Chan personally dislikes Chang 
Chien-pang. After a moment 

because Lien dislikes Chen Shui-bian.\" Lee stated that 
legislative approval of the nomination list and reviewing the 
qualifications of nominees are two entirely different 
matters. The LY 

review the list 

and reject those nominees it deems unqualified; however 
argued 

act on the list at all and forces the President to resubmit 
an entire list. 


10. (C) Senior Presidential Advisor Wu Li-pei told AIT on 
December 28 that many of the Pan-Blue\'s allegations are 
simply untrue. He argued that High Speed Rail Chair Nita 

Ing 

one of five members on the selection task force and did not 
have final say on nominees. In any case 

Control Yuan incumbents Huang Huang-hsiung and Lee Shen-yi 
who are investigating the Taiwan High Speed Rail 

renominated. Referring to allegations that incumbents 
investigating ChenVs family had been excluded from 
renomination 

is not empowered to investigate family members of public 
officials. Wu told AIT that by nominating Chang Chien-pang 

for Control Yuan President 

reach out to the KMT and had been shocked when the KMT 
disavowed Chang as a member. TSU-affiliated Taiwan Advocates 
Policy Director Chow Mei-li told AIT that the Pan-Blue is 

flexing its muscles after winning a narrow majority in the 
December 11 LY election. She said the political climate 

would continue to be contentious for a while. 


11. (C) Commenting on the DPP Legislators who criticized the 
Control Yuan nominations 

particular LY members simply opposed \"out of habit." Shen 
Fu-hsiung 

Е.О. (emotional quotient 

Taiwan Advocate Policy Director Chow Mei-li said that until 

the new cabinet is appointed and the new LY session begins 
many DPP and TSU members will grandstand in order to leverage 
their position and maximize their influence. 


Comment: Return to Gridlock 


12. (C) The negative response of the Pan-Blue to the 
Presidential Office\'s Control Yuan nominees and President 
Chen\'s subsequent digging in his heels indicate the LY 
election night promises of cross-party cooperation are fast 
evaporating. Pan-Green officials may be not be far off the 


Column 3 

mark when they insist Pan-Blue opposition is politically 
motivated. Since winning the LY majority 

demanding the right to be consulted for all presidential 
appointments 

Pan-Blue impulse is driven by rage over successive failures 
to void the presidential election and a hope to find leverage 
to renew its investigation. Moreover 

will always be controversial 

served his own purposes better had he paid heed to the 
tradition of consulting the LY on Control Yuan appointments 
and to his own promise of more cross-party gestures. 
PAAL 
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earthquakes between 7:30 a.m. and 9:30 am on the 26th with 
resulting damage to buildings in six of BurmaVs 14 
administrative regions. The most significant damage occurred 
in V'coastal regions 

were killed 

reported that tidal waves destroyed 17 villages in this same 
area 

noted that GOB officials were visiting damaged townships in 
the delta region and offering unspecified V'necessary 
supplies." 


3. (SBU) The GOB official numbers are at variance with those 
of several UN sources who 

estimates as high as 57 deaths -- 20 in southern Tanintharyi 
Division 

delta region southwest of Rangoon. According to additional 
UN sources 

assistance and thus UN efforts are focused on assessment. 
The International Federation of the Red Cross (IFRC) remains 
the coordinating agency for any international relief efforts 

in Burma 

should the situation worsen. 


4. (SBU) The official GOB numbers also differ from those 
given us informally by a government source who claimed there 
are 56 dead and 92 injured in southern Tanintharyi Division 
alone. In addition 

officials that he thought there could be as many as 90 dead 

in the Irrawaddy delta zone 

was based on informally gathered information. 


No Amcits Reported Missing 
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5. (U) There have not been any reports of missing or dead 
American citizens in Burma. The areas apparently hardest hit 
by the earthquakes and high seas 

delta and coastal islands 

untouristed. Dive boats launched out of Phuket in southern 
Thailand are known to frequent waters in southernmost Burma 
but we have received no reports of boats or foreign tourists 
missing in these areas. As mentioned in reftel 

corroborated by business and UN contacts 

no damage to the major tourist beach areas west of Rangoon on 
the Bay of Bengal. 


6. (SBU) Comment: The number of deaths will likely rise over 
the next several days as UN field officers and NGO workers 
report in from remote locations. There is very poor 
communication with remote delta settlements and with islands 
in the archipelago along the far southeastern coast. The 
number of itinerant fishermen in these heavily fished areas 

is also unknown. Whatever the ultimate toll 

GOB to understate any future official accounts of the 
disaster. In addition 

any requests for international aid no matter how high the 

toll climbs. End comment. 
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Highlands over Christmas and said it would deal severely with 
perpetrators (reftels). ConGen has been in ongoing contact with 
Catholic leaders 

of Vietnam (SECV) and unrecognized Protestant House church 
leaders. They told us that there was a heavier than usual police 
and military presence throughout the Central Highlands. In Gia 
Lai Province 

Montagnards were detained. Most were released after police 
questioning 

heard reports of sporadic border crossings into Cambodia 

could not confirm any incidents. 


3. (SBU) Despite the tension over possible unrest 

Catholic contacts in Gia Lai and Kontum told us that their 
congregations observed Christmas without police harassment or 
interference. The Kontum Catholic diocese (which covers Gia Lai 
and Kontum) said its Christmas celebrations this year were 
\"magnificent.\" Diocesan officials noted that they secured 
permission from provincial authorities to hold additional services 
at fourteen temporary locations (4 in Kontum 

meet demand. 


4. (SBU) In Gia Lai 
Church of Vietnam (SECV) held services for over 75 
Montagnard -- followers. Our SECV contact told us that SECV 
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Christmas services were held at 16 recognized churches and another 
440 V'meeting points." He added that the provincial government 

will recognize a 17th SECV church in the province on December 30. 
Other contacts told us that unrecognized house churches in Kontum 
and Gia Lai also were able to hold Christmas services without 
incident. 


5. (SBU) In Dak Lak Province 

Local officials permitted Protestant services only at the four 
recognized SECV churches. Police were widely deployed in 
Montagnard-majority villages and prevented other Protestant 
worshipers from congregating. One source added that the phone 
lines of many house church pastors in Dak Lak were cut. A second 
house church leader text messaged us that in the days before 
Christmas there were signs of impending unrest in a number of 
Montagnard villages. As a result 

Vblocked the church from organizing Christmas!" there. 


Was there a Montagnard Foundation \"plot\"? 


6. (SBU) Protestant community contacts said that the \"Montagnard 
Foundation" was involved in organizing unrest and a mass cross- 
border migration of ethnic minorities. One of our contacts 

helps establish house churches in Dak Lak 

Montagnard Foundation encouraged Dak Lak Montagnards to flee to 
Cambodia 

contact told us that in Gia Lai 

\"Dega\" separatists were attempting to organize Christmastime 
protests but were detained by police. (Note: FULRO is the 
acronym for the insurgency that operated in the Central Highlands 
until 1992 and sought to create an independent Montagnard state. 
End Note.) Our Gia Lai contact explained that the Montagnard 
Foundation is capitalizing on the frustration and alienation of 

the ethnic minority community in the Highlands. 


Services normal elsewhere in the South and Center 


7. (SBU) Catholic officials said that services were packed 
throughout southern and central Vietnam with no reported 
incidents. Protestant house church leaders told us that 

a handful of exceptions 

police harassment of the thousands of house church Christmas 
services in southern and central Vietnam. 


Comment 

8. (SBU) The clampdown on ethnic minority Protestants in Dak Lak 
is not unexpected in light of the GVN\'s indications of planned 
unrest. (More surprising is its sharing this information with us 
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in advance.) We also note that none of our religious contacts in 
the region contradicted GVN allegations of impending trouble or of 
Montagnard Foundation involvement. Provincial officials in Gia 
Lai and Kontum demonstrated considerable confidence in allowing 
unimpeded Christmas celebrations in the face of possible unrest. 
In Gia Lai 

the WDega movement and established a working relationship with 
provincial officials. In contrast 

government remains the most hardline compared to other Central 
Highlands provinces and there is little constructive dialogue 
between officials and Protestant leaders to ease tension. 
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Dhanapala noted that after LTTE supremo Velupillai 

Prabhakaran\'s November 27 LTTE \"Heroes\' Day\" speech (Reftel) 
Norwegian Special Envoy Erik Solheim urged the GSL to \"use 

the flexibility\" in the Tiger leaders speech to move forward 

with a new proposal. (Note: In this speech 

said 

problematic or controversial 

through discussions at the negotiating table.\" End note.) 


3. (C) Dhanapala reported that the Norwegians used one of 
their earlier draft proposals for talks (ostensibly approved 

by the LTTE in July 2004) as the base for the new GSL 
proposal. Despite his comment moments earlier that the 
President would not negotiate the Tigers\' ISGA 

confided to Ambassador that the December 20 proposal 
Vactually said ISGA 

Prabhakaran\'s more conciliatory language and noted that GSL 
responses \"will be discussed and resolved at the table. V" 
Furthermore 

him to submit the draft on behalf of the GSL without 

consulting her main coalition partner the Marxist Sinhalese 
chauvinist (and strongly anti-ISGA) Janatha Vimukthi Peramuna 
(JVP). 


4. (C) According to pro-LTTE website TamilNet 

the new GSL proposal to long-time LTTE political advisor 
Anton Balasingham in London on December 20. The Tigers 
publicly rejected the proposals December 24; Solheim conveyed 
the LTTEVs formal rejection of the proposal to Dhanapala the 
same day. Dhanapala said he thought the LTTE\'s rejection of 
the proposal was odd 

already approved. He said that Solheim told him that there 
Vhad been a lot of water under the bridge since July 
commented 

Dhanapala also conveyed frustration that the Norwegians had 
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agreed to present to the LTTE a GSL desire for a 
reaffirmation of the Oslo Principle (shorthand for an 
agreement the previous government negotiated to make 
federalism the basis for a political solution to the 

conflict) 

argued against presenting new proposals and a re-affirmation 
of Oslo at the same time. According to Dhanapala 

wanted to present V'one piece at a time 

would present the whole package later. Dhanapala expressed 
frustration with SolheimVs actions and said that the 
Norwegians have a proclivity for finding excuses for the 
Tigers. 


5. (C) Although the GSL\'s proposals were forwarded to the 
Tigers without fanfare 

its rejection of them. On December 24 pro-LTTE website 
TamilNet quoted Tiger ideologue Balasingham\'s response to 
Solheim 

structure and contents. Because of the vague and 
inconsistent attitude articulated by President Kumaratunga on 
the ISGA and the violent opposition expressed by her major 
ally and coalition partner 

insist on a clear 

earlier formulations 

Self-Governing Authority 

the basis for peace negotiations.\" Dhanapala said the Tigers 
conveyed the same stance in their communication to him. 


6. (C) Comment: The Tigers were clearly unreceptive to the 
GSL\'s new proposals for peace talks. What remains unclear is 
if the LTTE disliked the new provisos the GSL added to a 
proposal containing a major GSL concession--the term ISGA--or 
if the real problem is the Presidents inability to rein in 

ongoing JVP opposition to a Tiger ISGA. The usually 
unflappable Dhanapala seemed particularly annoyed at the 
Norwegians and puzzled by LTTE rejection of proposals the GSL 
expected would be acceptable to them. End Comment. 


7. (U) Tim Rieser did not have the opportunity to review 
this cable. 


LUNSTEAD 


24668 
there be no repetition of the June 2002 chartered flight 
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carrying twelve mercenaries destined for Madagascar 
obliged Villepin to intercede with the government of Tanzania 
to ensure that they were turned around in Dar es Salaam. 


3. (C) With 24 

dual nationals) in Madagascar 

to have moved beyond the crisis. France has made efforts to 
establish a working relationship with Ravalomanana 
notwithstanding initial concerns about his and his 

supportersY religious fervor 

and his origins as a businessman. The French were pleased to 
see Ravalomanana attend the France/Africa summit in France in 
February 2003 and again in August this year to commemorate 
the 60th anniversary of allied landings in southern France. 
Chirac will attend the summit of Indian Ocean states in March 

in Antananarivo 

in Antananarivo in July this year in conjunction with his 

summer vacation. The MFA claims that Ravalomanana has joined 
other Chirac friends such as Gabon\'s Bongo and Congo/B\'s 
Sassou as recipients of ChiracYs warm embraces. The MFA 
views the situation for Ravalomanana\'s TIM party and its 

allies as fragile 

Malagasy views about land 

in creating conditions for foreign ownership. 


COMOROS 


4. (C) The GOF is supportive of a Federal structure for the 
Comoros under the Fomboni accords 

refusal of French ministers to meet with Anjouan President 
Mohammed Bacar during his visits to Paris. The GOF has been 
discouraging Bacar\'s desire for an independent Anjouan and 
views him as overly authoritarian. Unfortunately for France 
they find the Federal government incompetent 

to produce a budget for review by the IMF. About the only 
thing the government can do 

pursue Comoros\ territorial claim to Mayotte. MFA contacts 
occasionally remind us that Comoros is the closest African 
country to France 

territory of Mayotte (claimed by Comoros). They express 
concern about the strong presence of Madrasa schools 
established by individuals coming from Saudi Arabia 

and Pakistan 

tenets to Comorian youth. France is also concerned about 
trafficking of goods and money laundering in the Comoros as 
well as V'boat people" seeking to flee to Mayotte. The MFA 
claims that there are 40 

and that 70 per cent of the births in Mayotte are to Comorian 
mothers. The GOF is concerned about the drain on welfare 
resources caused by these illegal immigrants and the growth 
of violence 
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Comorians. 


MAURITIUS 


5. (C) MFA contacts told us in February 2004 that the visit 

to France of Mauritian PM Paul Berenger had gone very well. 
They noted with satisfaction that FM Cuttaree did not share 
the anti-French sentiments of his predecessor Anil Gayan. 
French interests in Mauritius are essentially economic (given 
Mauritian engagement on WTO issues) and commercial 
both countries are engaged on the issue of Comoros. 


SEYCHELLES 


6. (C) After 27 years of rule by Albert Rene 

James Michel is relatively unknown to the French. The GOF 
sees much of the Seychelles! economy dominated by Rene 
cronies 

marginalized. France views the economic situation in the 
Seychelles as very bad 

control of the Seychelles Marketing Board. The MFA drew an 
analogy with Cuba 

shortages. The French also have concerns about the political 
situation 

badly. 

Wolff 
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the solution...a man of the future\" Coupled with continuing 
suspicion between Paris and Rwanda\'s V'anglophone 
leadership 

regarding the Great Lakes region. Our MFA contacts feel that 
Kabila is doing as well as can be expected 

advised by the \"dinosaurs\" in his entourage who want him to 
assume total control 

Vice-Presidents 

transition process. 


3. (C) The GOF acknowledges that the presence in DRC of the 
ex-FAR/interahamwe has provided a pretext (not a 

justification) for military operations by Rwanda and/or its 
surrogates 

have focused on the need for credible DDR programs 
occasionally suggesting that such programs be coupled with 

the establishment of a buffer force along the DRC/Rwanda 
border 

have seen consistent French support for increased MONUC force 
levels with a vigorous Chapter VII mandate. 


4. (C) The French are proud of their leadership of the EUVs 
operation Artemis in Bunia during the summer of 2003. Asked 
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by UNSYG Annan in May to intervene until sufficient UN forces 
could be deployed 

including UNSC approval 

U.S. and UK political support to ensure cooperation from 
Uganda and Rwanda. With these conditions met 

a reluctant military to deploy. The French military had 
expressed a desire to solicit U.S. military assets for the 
mission 

of a debate on Berlin-plus 

GOF was not seeking any USG contribution beyond political 
support. By September 

Minister Alliot-Marie was bragging about the total success of 
the French-led operation. However 

suggested in June 2004 that the EU might send troops to the 
Kivus 

Artemis 


5. (C) With many in the GOF believing that the U.S. and the 
UK tacitly or implicitly blessed the 1998 invasion of the DRC 
by Rwanda and Uganda 

Great Lakes as converging with their own. The French are 
also pleased to see the back of UK International Development 
Secretary Clare Short 


SIPDIS 
supporter of Rwanda and a persistent thorn in their side on 
Great Lakes issues. 


6. (C) A number of factors have led to what we believe has 
been a reduction in the level of French activism on Great 
Lakes issues. First 

have 

policy-makers. The transfer of Ambassador Levitte 
heavily engaged on the Great Lakes 

Washington 

Villepin 

also affected French engagement. The French have been 
seeking for some time to organize a joint visit to the Great 
Lakes region by FM Barnier and UK Foreign Secretary Straw 
possibly including other Europeans 

acceptable date has been found. Given their difficulties 
with Rwanda (see below) we anticipate that the GOF will 
continue to seek to coordinate policies on the Great Lakes 
with Washington and London. 


RWANDA 


7. (C) The French believe they have made several efforts in 
recent years to overcome difficulties with Rwanda arising 
from their support of former President Habyarimana 
genocide 
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Turquoise. In August 2001 

by a French Foreign Minister since the genocide 

Vedrine claimed to have \"broken the ice\" with the Rwandans by 
raising the effect of the genocide in France. While 

complaining about the portrayal of France\'s role in Rwandan 
media 

traumatized France as well as Rwanda. In Paris 

noted that Vedrine made no apology and attended no ceremony 
to pay respects to the victims of the genocide. Vedrine 

returned to Kigali in January 2002 

Secretary Straw 


SIPDIS 
tough message to President Kagame on the need to end the 
Rwandan presence in eastern Congo. 


8. (C) Visiting Rwanda in September 2002 

claimed to have had a positive meeting (in English) with 
Kagame 

then-permrep Jean-David Levitte of Rwandavs role in the May 
massacres in Kisangani. Meanwhile 

in Paris against Paris-based Cameroonian author Charles Onana 
for defamation. Onana\'s book 

Genocide 

responsible for the downing of Habyarimana\'s plane on April 
6 

launching of the subsequent genocide. A separate French 
judicial investigation 

pilots 

implicating Kagame. With the tenth anniversary of the 
genocide approaching 

and pressed the Rwandans for assurances that their 
representative at the commemoration ceremonies not be 
subjected to anti-French rhetoric. Despite Rwandan 
assurances 

commemoration ceremony 

junior minister Muselier 

and 

establish a working relationship with Kagame. 


BURUNDI 


9. (C) Perhaps scarred by their experiences in Rwanda 
GOF was unreceptive to USG efforts in 2001/2 to coordinate 
contingency planning for potential mass killings in Burundi. 
The French response was \"if you plan for it 

will occur.\" French interest in Burundi briefly peaked in 
October 2002 

requesting funding for the deployment of an army of troops 
from Uganda 

rebels military 
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VerazyA" Mandela\'s request came to nothing. However 
did provide training for Ethiopian and Mozambican troops 
participating in the African Mission in Burundi (AMIB) 

felt unable to offer financing or logistical support. With 
significant expenses associated with French and African 
deployments in Cote d\'Ivoire 

Burundi as being in the \"third circle\" of French interests іп 
Africa. With no national funding available 

however 

AMIB. 


10. (C) The French had a high regard for the efforts of 
Pierre Buyoya while President to move the political 
transition in Burundi forward. In contrast 

skeptical about the qualities of then-Vice President Domitien 
Ndayizeye. Thus 

impression Ndayizeye left 

to Paris as President. 


REPUBLIC OF CONGO (BRAZZAVILLE) 


11. (C) Congolese President Denis Sassou-Nguesso is a regular 
visitor to France 

Chirac with whom he enjoys warm relations. Sassou\'s ideas 
including on regional disarmament are taken seriously in 

France. However 

advisor undertook a mission to Brazzaville to deliver a 

message to Sassou that he needed to adopt a more constructive 
attitude in implementing the peace and disarmament agreement 
with the armed opposition and in his dealings with the IMF. 

It should be noted 

Bongo (to whom he is related by marriage) is closely tied 

into the Franco-African Masonic network. 


12. (C) Yet another French judicial investigation has 

impacted on the bilateral relationship. However 

into the circumstance into the May 1999 so-called Brazzaville 
Beach affair concerning the disappearance and probable 
killing of approximately 350 refugees was dismissed by a 
French court on November 22 

Congolese officials under scrutiny had no residence in France. 


GABON 


13. (C) Any visit to Paris 

Bongo (aka Omar El-Haj Bongo Ondimba) is the occasion for a 
long procession to the Hotel Meurice of ministers 

politicians 

to the Gabonese President. Bongo sees Chirac whenever he 
wants to 

ministerial appointments and other domestic French affairs as 
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well as on African issues. His tenure as President second by 
only a few months to the Dean of the African dictators 
Togolese President Eyadema 

other for decades. Bongo can count on French support 
whenever he faces difficulty with the IFIs and Chirac can 
count on Bongo to engage in a manner useful to France in 
regional crises 

the Central African Republic. While 

duties as Foreign Minister 

included Libreville among their first stops in Africa 

issues of importance to Gabon and France are discussed 
between the offices of each country's President. 


SAO TOME AND PRINCIPE 


14. (C) While there is constant speculation in the French 
press about alleged USG plans to establish a military 
presence in Sao Tome 

described Sao Tome as unimportant to France. Following the 
coup in July 2003 

but neither Chirac nor Villepin were personally engaged. 


EQUATORIAL GUINEA 


15. (C) France\'s principal concern regarding Equatorial 
Guinea (EG) is the boundary dispute with Gabon over the islet 
of Mbane/Mbanie. According to French officials 

President Bongo sees EG as the V'little brother" which 

its booming petroleum and gas revenues 

brother." Beyond making the MFA\'s archives available to the 
UN mediator 

legitimacy of either sidesY claim. They were thus offended 

by former Spanish FM Palacios\' declaration in favor of EG\'s 
claim. 


16. (U) BUJUMBURA MINIMIZE CONSIDERED. 
Wolff 
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TOURISM HAD INCREASED AS THE FEAR OF BIRD FLU AND SARS HAD 
DIED DOWN." (ECONOMIC RIGHT-OF-CENTER LES ECHOS) 


ON THE OUTCOME OF THE LATEST ROUND IN THE ELECTIONS IN 
UKRAINE 

GREAT STRIDES NOT JUST IN TERMS OF POLITICAL AUTONOMY BUT ALSC 
TOWARDS REAL DEMOCRACY. RIGHT-OF-CENTER LE FIGARO\'S EDITORIA 
CALLS THE ELECTION \"HISTORIC.\" HOWEVER 

ALSO NOTE THAT THE COUNTRY REMAINS DEEPLY DIVIDED AND THAT 
YUSHCHENKO WILL HAVE TO SHOW A GREAT DEAL OF TACT IN ORDER TC 
ACHIEVE A SEMBLANCE OF NATIONAL COHESION. (SEE PART C) 
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THE POSSIBILITY OF EU MEMBERSHIP FOR UKRAINE ALSO ELICITS A 
NUMBER OF COMMENTARIES: \"RUSSIA HAS LOST AN OBEDIENT SERVANT 
AND EUROPE HAS GAINED A NEW PROBLEM TO DEAL WITH.\" (FRANK DE 
BONDT IN REGIONAL DAILY SUD OUEST) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
UKRAINE: VICTORY OF YUSHCHENKO 


VTHE UKRAINIAN LESSON\" 

THE UNSIGNED EDITORIAL IN LEFT-OF-CENTER LE MONDE (12/28): VON 
THE DIPLOMATIC FRONT 

SUBTLE BALANCE BETWEEN THE COUNTRYVS BIG BROTHER - RUSSIA. АМ 
THE WESTERN WORLD THAT IT ASPIRES TO IMITATE. BETWEEN THE 
ATTRACTIVENESS OF NATO AND THE EU. AND THE REALPOLITIK THAT 
INCITES ІТ NOT ТО CLASH HEAD ON WITH THE KREMLIN. EUROPE\'S 

ROLE WILL BE TO DO EVERYTHING POSSIBLE TO HELP UKRAINE DEVELOF 
A STABLE DEMOCRACY AND A MODERN ECONOMY." 


VYUSHCHENKOVS CHALLENGES" 

COMMUNIST LVHUMANITEYS PAUL FALZON (12/28): V" THE NEW PRESIDENT 
WILL URGENTLY HAVE TO TAKE STEPS TO RECONCILE WITH RUSSIA 
WHICH BLATANTLY SUPPORTED YUSHCHENKOVS OPPONENT DURING THE 
CAMPAIGN. PUTIN MAY HAVE MELLOWED SOMEWHAT 

IMPOSSIBLE THAT HE MAY SEEK TO MAKE YUSHCHENKO PAY FOR THE 
SUPPORT THAT HE GOT FROM EUROPE AND THE U.S. RUSSIA HAS LOST 
FACE. AND COULD TRY TO PROVE TO THE NEW UKRAINIAN PRESIDENT 
THAT IT REMAINS A FORCE TO BE RECKONED WITH BY FUELING 
TENSIONS IN THE EASTERN PART OF THE COUNTRY. YUSHCHENKO SEEM 
TO HAVE FULLY UNDERSTOOD THE THREAT WHEN HE STATED THAT HIS 
FIRST OFFICIAL VISIT WOULD BE TO MOSCOW." 


VUKRAINE MUST BE REUNITED\" 

JEAN-CHRISTOPHE PLOQUIN\'S EDITORIAL IN CATHOLIC LA CROIX 
(12/28): VIN THIS UNCERTAIN PERIOD SEVERAL SCENARIOS ARE 
POSSIBLE: FIRST 

OF TRANSFORMATION; NEXT 

CHAOTIC AND SLOW EVOLUTION AND LAST THAT IT COULD SIMPLY GET 
STUCK IN A RUT. THE OUTCOME DEPENDS FOREMOST ON THE 
UKRAINIANS 

BY RUSSIA 

MAKE IT CLEAR TO VIKTOR YUSHCHENKO THAT IF HIS COUNTRY ASPIRES 
TO EU MEMBERSHIP 

ORANGE REVOLUTION. 


VTHE FOURTH ROUND\" 

CHARLES LAMBROSCHINI IN RIGHT-OF-CENTER LE FIGARO (12/28): 

\"THE NEW UKRAINIAN PRESIDENT NOT ONLY SURVIVED AN ATTEMPT AT 
POISONING BUT HE HAS ALSO BECOME A LION. THE UKRAINIANS HAVE 
NOT ONLY CHOSEN A CANDIDATE 

AFTER THREE ROUNDS 
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WILL HAVE TO CALM THE MORE RADICAL FACTIONS. AND FIND A WAY TO 
REUNIFY A COUNTRY THAT HAS BEEN DEEPLY DIVIDED BY THE ALARMIST 
PROPAGANDA OF YUSHCHENKOVS OPPONENT VIKTOR YANUKOVITCH. IN 
ORDER TO ACHIEVE UNITY 

MOSCOW. BECAUSE UKRAINE WILL NEVER FIND APPEASEMENT UNTIL 
RUSSIA HAS ONCE AND FOR ALL OVERCOME ITS IMPERIALISTIC 
NOSTALGIA. 


VYUSHCHENKO: A CLOSELY WATCHED PRESIDENT" 

SACHA BALIT VANDERBROUCK IN RIGHT-OF-CENTER FRANCE SOIR 
(12/28): "YUSHCHENKO WILL HAVE TO WORK AROUND UKRAINEVS BIG 
BROTHER -RUSSIA 

THE COUNTRY. YUSHCHENKO HAS NEVER HIDDEN HIS FONDNESS FOR TF 
WEST NOR DESIRE TO SEE HIS COUNTRY ONE DAY BECOME PART OF THE 
EU. THE EU 

TODAY. INDEED 

FAVORABLE TO UKRAINIAN MEMBERSHIP IN THAT IT COULD STRAIN THE 
EU\'S RELATIONSHIP WITH RUSSIA. THE U.S. HOWEVER 

OVERLY CONCERNED BY THIS AND IS DILIGENTLY WORKING IN THE 
WINGS FOR UKRAINE\S MEMBERSHIP IN NATO WHICH COULD OPEN A 
WHOLE NEW PANDORAYS BOX. WOLFF 
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neighborhood.\" PM Badawi also traveled to Bangalore 
included a stop at Hindustan Aeronautics 

MEA emphasized Malaysia\'s ASEAN membership 
country is IndiaVs largest trading partner in the 
association. 


Slovak President Visits India 


3. President Ivan Gasparovic paid a five-day visit to India 
from December 11 

Economic Cooperation Agreement. While not explicitly 
indicating Slovakian support for India Vs objective of 
obtaining a permanent seat on the UNSC 

that Gasparovic was \"of the view that Indias permanent 
presence.in an expanded UN Security Council would give it 
greater legitimacy and enhance its effectiveness. V" 


Neighborhood Review 


4. On December 21 FM Singh met the Parliament\'s External 
Affairs Consultative Committee to review India\'s relations 

with the SAARC member countries and Burma. According to MEA 
Spokesman Sarna 

plan for the January 2005 SAARC Summit in Dhaka. 


--Nepal: there is a need to improve infrastructure along the 
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border 

Maoists are a V'shared security concern 

ongoing for extradition and mutual legal assistance 
treaties. 


--Bhutan: the Chukha and Kurichu power projects and the 1020 
MW Tala Hydron project should be completed shortly 
Bhutanese King will be the Chief Guest for Republic Day on 
January 26 


--Bangladesh: the GOI would like the BDG to address New 
DelhiVs security concerns 
businesses are interested in investing in Bangladesh. 


--Burma: the country has \"direct bearing on security and 
development in India\'s Northeast 

\"constructive engagement" with Rangoon. Burma is an 
important link between India and ASEAN. 


--Sri Lanka: the economic relationship is a model" among 
Indias neighbors and Colombo supports India for a permanent 
UNSC seat. 


-- Pakistan: the atmosphere has improved and New Delhi will 
follow a \"conscious people-centric\" policy which will lead 
to an improved understanding of Indias position. 


FM Singh in Seoul 


5. December 13-16 FM Singh traveled to Korea to discuss the 
bilateral security dialogue 

2005 

According to the MEA 

initiative on the vision of an Asian Economic Community. V 


6. The MEA\'s Sarna noted that media reports suggesting that 
while in Seoul the Foreign Minister had called India\'s 1998 
nuclear test Vregrettable 

The Spokesman emphasized that FM Singh had said that the 
1998 test was the previous governmentVs decision and that 
although India is not a party to the NPT 

discriminatory 

commitments. 


MULFORD 
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merely to put on a show for the EU about Turkey\'s religious 
tolerance and harmony. End Summary. 


Museum of Brotherhood 

2. (u) Founded in 1832 with the permission of Sultan Mahmud 

II 

active Armenian hospitals in Istanbul. PM Erdogan attended 

the December 5 opening ceremony to commemorate the hospital\'s 
newly-renovated museum space that exhibits drawings and 
photographs 

equipment and furniture. Dubbed the \"Museum of Brotherhood\" 
for the occasion 

the hospital and the Istanbul Armenian community 

the sensitive subject of the 1915-6 massacres and deportation 
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of Armenians living elsewhere in the country. The PM\'s 
attendance turned the minor event into a gala occasion with 
thousands of guests and luminaries in attendance. (Note: 
Poloff particularly noted the slick media kits and public 
relations efforts directed at foreign diplomats and media 
representatives. End Note). The PMVs speech was replete 
with paeans to the shared history and culture of Turks and 
Armenians (“Ав the children of this country 

together in peace and security for centuries. Our writers 
architects 

mixed...\"). 


Garden of Religions 

3. (u) In a similar public display on December 8 

presided over the opening ceremony of a new 
mosque-church-synagogue complex near the Mediterranean city 
of Antalya in the tourist resort area of Belek. The opening 

of the new complex appears to be a direct response to 
European and human rights critics who have chastised Turkey 
for not allowing any new churches 

increasing numbers of foreigners have settled. The leaders 

of the religious communities in Istanbul were invited to 
participate in the opening of the new \"Garden of Religions 
and both the Armenian Patriarch and Turkey\'s Chief Rabbi 
featured prominently in the news coverage and photographs. 
Echoing comments he also made at the hospital 

remarked that \"nobody who sees (this)... will be able to 

ignore this country\'s identity.\" 


What They Really Think... 

4. (c) Members of the minority religious communities in 
Turkey were quick to belittle the developments. Speaking at 
a December 10 Istanbul conference 

Presbyterian Church characterized the \"Garden\" as mere 
\"window dressing\" and \"show\" for the EU in advance of the 
December 17 European Council summit. Hrant Dink 

the Armenian weekly AGOS 

visit to the hospital was important to the Armenian 
community 

of meaningful shift in policy on outstanding religious 

freedom issues. Moreover 

of criticism from within the Armenian community in Istanbul. 
For instance 

who is seen as a \"useful fool\" for the Turkish state by 
members of the community exasperated by his attempts to cover 
up the communityV's difficulties with officialdom 

for using the opening of the museum to curry favor with the 
authorities. Lina Filiba 

admitted that the Chief Rabbi had felt compelled to go 
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Antalya 

and had no plans to send rabbis to perform services in the 
new \"show\" synagogue. Finally 

newspaper Milliyet 

ceremony in Antalya 

Catholics (to open churches) are not recognized 

religious mosaic that we hope for will not be possible." 
Ecumenical Patriarch Bartholomew\'s notable absence in 
Antalya 

was reluctant to be used in a photo opportunity so soon after 
the \"ecumenical\" furor during the Archons visit (ref А). 


Comment 

5. (c) Erdogan used both events to try to deflect criticism 

and put a positive spin on Turkey\'s record of ethnic and 
religious tolerance. Nobody we spoke to in the Christian and 
Jewish communities harbored any illusions that this was 
anything but an effort to influence the upcoming December 17 
European Council decision on Turkey\'s EU membership 
application. What will demonstrate true tolerance will be 

the acceptance on the part of the AKP leadership 

and Turkish society in general that Christians 

others who are not Muslims are as much Turks as anyone else 
and that they have the right to worship and proselytize to 

the same extent as Muslims. 

ARNETT 
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receipts." While this broadening of the coverage of 

the budget was welcomed 

macroeconomic program had to be reworked. Then the 
GRM concessioned the Moatize coal field to the 
Brazilian conglomerate CVRD for USD 123 million which 
led to a further reworking of the program. In early 
December 

that the 2005 budget and the annual economic and 
social plan could be finalized and sent to parliament. 
The IMF would then finalize the PRGF consultation 
paper with a 2004 date on it 

target date of 19 January 2005 is likely to slip to 
February. While some of the 2005 and out year numbers 
will be changed 

continues on track 

2005 program is essentially the same as described in 
the debriefing reported below. The PRGF is a small 
program (USD 16.6 million over three years) designed 
to support the authorities reform program along with 
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minimal balance-of-payments support. The Fund 
Mission 

to provide counsel to the GRM as their 2005 budget was 
being shaped. The IMF visit coincided with the Mid 

Year Review (MYR) of progress in economic and social 
development activities of the GRM. The MYR is 
conducted jointly by the 15 Program Assistance 
Partners (a.k.a. the G-15) and the GRM. The Fund team 
met with the donors several times during the mission 

in an effort to coordinate with the MYR. 


3. (SBU) Macro performance 2004 is on track with the 
program. Real Gross Domestic Product is on a path to 
7.8 percent growth in 2004. Prices 

the Maputo index 

ago 

expected to be obtained. There is a shortfall in 
customs revenue which has been compensated for by 
expenditure cuts. Monetary growth has exceeded its 
target due to an accumulation of reserves 

broadening of application of bank reserve requirements 
in June has served to slow somewhat the growth of M2 
money supply. Exports are up strongly as MozalVs 
stage Il aluminum refinery is now on stream 

natural gas exports to South Africa via the SASOL 
pipeline have begun. Interest rates on loans continue 
to decline; from a 37 percent annual rate at the end 

of 2002 

Deposit rates are now in the 11 percent range 

there is now a zero real rate being paid on deposits 
rather than the negative real rate in the recent past 

as inflation has dropped. The mega projects (Mozal 
and the Sasol gas pipeline) have had a major impact on 
the balance of payments; Mozal Il has boosted exports 
some 60 percent and imports of raw materials 
(especially alumina) have also risen dramatically. 


4. (SBU) Structural conditions and benchmarks for 2004 
are reported to be generally positive with some 
shortfalls. The conditions regarding submission of 

the draft general tax law to parliament 

strengthening of the Bank of Mozambique\'s balance 
sheet by shifting IRS external debt to the Treasury 

and close monitoring of the performance of the 
country\'s largest bank 

Mozambique (BIM) have been met. Indeed 

described as both profitable and prudential. However 
benchmarks performance was described as mixed. 
Specifically 

to create the Central Revenue Authority (CRA) was two 
weeks late 
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government accounting system \"SISTAFE\" is delayed 
the strategy for resolving difficulties with two small 
banks is only half complete. However 

implement the new financial law have been drafted 
micro-finance regulations are being prepared 
feasibility study to divest GRM holdings in BIM should 
be ready by year\'s end. 


5. (SBU) For 2005 

favorable performance. Real GDP will grow in the 7 to 
7.5 percent range while price inflation will slow to 

8.5 percent. Aid flows will continue rising 

USD 820 million 

Fiscal policy will hold steady 

primary deficit unchanged at 3.3 percent of GDP. The 
government's wage bill 

review a year ago 

percentage of GDP because of a change in 
classification of expenditures. Moreover 

proposes to add 10 

sectors 

expects that nominal wages and salaries for the public 
service will increase less than inflation. 


6. (SBU) Structural developments expected in 2005 
include approval of the CRA law by the parliament 
the issuance of implementing regulations. Delays in 
the implementation of SISTAFE mean the first budget 
execution report generated by the new system will be 
for the first quarter of 2005. The Fund will provide 
technical assistance in monetary and exchange rate 
management and in bank supervision management. 
Reviews of the largest four banks leading to their 
transition to international accounting standards (IAS) 
will be completed by end 2004 

adoption in early 2005. A draft law clarifying and 
improving the foreign exchange regime will be 
submitted to parliament in the second half of 2005. 
The GRM will strengthen the balance sheet of the 
central bank over the three year period 2005-2007 by 
issuing securities to the central bank. 


7. (SBU) Private sector problems were given 

considerable emphasis іп Mr. Di Tata\'s presentation. 

He deplored the high cost of doing business in 
Mozambique and welcomed the issuance of new business 
license regulations during the IMF\'s visit. He called 
attention to delays with customs clearances 

import and export. He is counting on the 

establishment of a V'dry port" at Ressano Garcia 

the border with the Republic of South Africa and the 
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principal entrepot for overland commercial traffic. 

He noted that the private sector believed that the 
decree of December (2003) liberalizing the use of ex- 
pat labor in Mozambique was working well 

called for further labor sector reforms 

in severance compensation and work regulations 

new draft law to be presented to parliament by the end 
of 2005. Di Tata is also expecting continued progress 
in privatizing the state airline LAM 

company TDM and its cell phone spin-off MCel 

as water supply companies and the ports and railways 
conglomerate CFM. 


8. (SBU) Public sector reform is of vital importance 
and implementation is seen as a long term program of 
the World Bank. The Fund is concerned with the 
linkage of wages to productivity in the public sector. 
The Fund is also following closely the development of 
a new decree regulating public sector procurement 
under the SISTAFE law. 


9. (SBU) Land tenure regulations came up near the end 
of Mr. Di Tata\'s presentation. In the GRMVs letter of 
intent to the Fund for the new PRGF 

announced plans to issue a decree to regularize 
property rights in urban areas before end-July 2004. 
The draft decree was taken up in the Council of 
Ministers 

were needed and that the final decision would be put 
off until after the December 2004 election. Mr. Di 

Tata also called attention to the letter of intentVs 
commitment to undertake a Poverty and Social Impact 
Analysis (PSIA) to study land tenure issues with a 
view to facilitating the use of land as collateral to 
access bank credit. Earlier Mr. Di Tata had asked 
bilateral donors to finance the PSIA 

including Ireland 

have expressed willingness to do so. 


10. (SBU) Short takes: Limited progress was reported 
for reform of the judicial sector. Statistics for the 

real sector of the economy will be improved. The 
National Statistics Institute will undertake a labor 

force survey in September 2005. The GRM will prepare 
a new PRSP (PARPA in Portuguese) for February 2006. 


11. (SBU) The following points were offered during 
the Q and A: 

-- the drop in customs revenue is not very large; 

-- the flow of budget funds to the provinces will 
catch up in the second half of the year; 
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-- SISTAFE has been delayed but by the end of 2005 
60 percent of the budget will be covered by the new 
system; 

-- the Fund had no time to examine the discrepancies 
between the Budget Execution Report and the mid-year 
report to the parliament on implementation of the 2004 
Economic and Social Plan; 

-- as a follow up to the Safeguards Mission of the 

IMF 

bank to reconcile monetary statistics; 

-- donor timing of budget support disbursements is 
better in 2004 than in 2003 

steady at 13.5 percent of GDP; 

-- to achieve the Millennium Development Goals 

Fund is encouraging donors to provide more assistance 
into sound activities commensurate with GRM\'s 
absorptive capacity 

with reducing aid dependency in the short- and medium- 
term as long as macroeconomic stability is not 
affected in a negative way; 

-- GRM management of the economy in the run-up to 
elections has been very good in terms of stability 
maintenance of the program 

macro management-- Di Tata said \"good job\"; 

-- there has been some appreciation of the real 
effective exchange rate as a result of forex reserve 
accumulation and the corresponding issuance of 
government paper (T-bills) and the Fund is encouraging 
greater use of forex reserves instead -- the 
accumulated appreciation in 2004 now is at about 6.5 
percent. [According to the Standard Bank of South 
Africa\'s branch in Maputo 

10.7 percent against the USD 

ZAR 

months ending September 

-- The appreciation of the metical does not bode well 
for Mozambique\'s traditional exporters. 

-- VAT refund delays are a problem and arise to some 
extent from the undertakings to waive VAT for flood 
reconstruction projects but the Fund is not getting 

too involved. Di Tata remarked that some refund 
claims were not justified. In give and take on this 

point it was opined that the system of refunds is too 
complicated and that the VAT authorities can always 
find a fault with any refund application. Concern was 
expressed that the GRM \"budget\" for refunds was too 
low compared with legitimate refund obligations. The 
IBRD\'s Peter Moll 

believes that the GRM can meet the 60 day refund 
target and perhaps lower it. The tripartite VAT 

Refund Task Force 
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Review in March-April 2004 

-- the Fund does not consider Mozambique\'s external 
or internal debt position to be a problem at present; 

-- the Fund agrees that there is some validity to the 
need to simplify and perhaps reduce income tax rates 
and a Fund Fiscal Affairs Department Mission was 
examining this question while the PRGF Mission was in 
Maputo. However 

given to reducing the VAT rate of 17 percent; 

-- trade issues are being led by the World Bank 

top tariff rate will come down to 20 percent (from 25 
percent) in 2006 

in trade policy in 2005; 

-- the Swiss Ambassador and chair of the G-15 budget 
support donors (USAID is an observer) looked for 
increased harmonization of the IMF with the G-15 
commented that the G-15 concerns were not with macro 
performance but with [1] the private sector 

judicial sector 

supervision. Mr. Di Tata agreed with [1] and [2] 

not fully agree with [3] 

-- the head of French Cooperation challenged the IMF 
to VharmonizeY more closely with the work of the G-15 
budget support donors. Di Tata threw up his hands and 
asked what the Fund should do differently. The G-15 
wants earlier and better budget projections and better 
leadership from the Ministry of Plan and Finance 
(MPF). The Mid Year Review and the IMF Mission were 
plagued by last minute and inadequate presentations by 
the GRM. The IBRD member of the Mission said the MPF 
doesn\'t have the sector expertise necessary for the 
job. 


12. (SBU) Comment: The IMF team was clearly pleased 
with performance to date but noted some reluctance on 
the part of the authorities to commit for the new 
administration that is expected to take office in 

January 2005. The Fund noted that it was the GRM\'s 
purpose in seeking the new PRGF to commit the new 
administration to follow on with the reform process. 

We are pleased with the IMF\'s concern about the needs 
of the private sector and will work closely with the 
Resident Representative to pursue the achievement of 
the liberalization agenda that we share. End comment. 
DUDLEY 
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are not paid regularly. Classrooms 

other facilities are dilapidated. Many teachers now 
supplement their salaries with other businesses 

as organizing extra classes for students or selling 
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clothes and other items. The teacher added that many 
students have to help contribute to their family\'s 
income. Thus 

trading) in the morning and then walk to school 
because of high transportation costs. Understandably 
these worker-students arrive tired and are inattentive 
in class. 


8. (SBU) A retired teacher from the Oyo state service 
said retirees fare no better than employed teachers. 
She said pensioners have to be physically present to 
collect their pensions 

three months in arrears. She asserted that current 
teachers 

teachers are already suffering and they see what 
retirees are going through after teaching all these 
politicians and professionals 

them to be dedicated?" 


9. (U) A recently hired nurse in a private health 

center told us she now earns N15 

after working at a state-owned clinic for three years 
where she earned N8 

experience in public service 

of salary payments caused more hardship than the low 
amount of the salary. She and her self-employed 
electrical technician husband and two children 
practically lived on credit 

would pay arrears when promised. 


10. (U) The nurse said the 88 percent salary increase 

has been depleted by the incessant rise in prices of 

basic goods and services. Like most Lagosians with a 
reasonably well-paid job 

from destitute friends and relatives. She shared a 

remark commonly heard in Lagos: each gainfully employed 
individual supports at least twenty other people. She 
wondered aloud how she survived on N8 

when N15 


11. (U) Regarding the provision of health care 

patients in public hospitals usually receive bad 

service from demoralized medical personnel. A Lagos 
FSN whose mother is hospitalized described his ordeal. 
He said relatives have to search the city to find 
prescribed drugs unavailable in the hospital pharmacy. 
Nurses refused to attend to the elderly woman\'s needs 
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and advised the family to designate someone to stay 
with her at the hospital. The FSN remarked that 
government hospitals only provide \"lodging\" for the 
sick; care and attention must come from the family. He 
further noted that in addition to coping with the 

stress of his mother's illness 

electricity for four months 

generator power 


Have 


12. (SBU) A water treatment officer with the Nigerian 
ports authority (who also is owed several monthsV 
salary) wondered why the country defies basic economic 
laws - V'importing what it has 

lacks." With vast agricultural lands 

foodstuffs like rice 

supplies the Niger Republic with electricity 

cannot get reliable power 

NEPA transmits electricity to the Niger Republic under 
an extended contract with Niger Electric Company. Many 
Nigerians believe they pay more for electricity than 
consumers in the Niger Republic and that NEPA does a 
better job supplying the Niger Republic than it does 
taking care of its home base.) 


13. (U) The attitude of most Nigerians toward the 
economy and their immediate economic future is gloomy. 
Fuel price increases 

and consumer prices 

and education services 

market have contributed to feelings of widespread 
anxiety and fear among Lagosians about the trajectory 
of Nigeria\'s economy. All this is occurring against a 
backdrop of historic oil prices and the accumulation of 
an unprecedented level of foreign exchange reserves. 
They shudder at what would happen if the bottom fell 
out in the oil market. Thus 

officials trumpet economic reform and assert that the 
country's economic fundamentals аге on the mend 
news has a hollow ring to them. 


14. (U) The \"ordinary Lagosian\'s\" perspective on 
economic reform is very ambivalent. There is universal 
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support for ending rampant corruption and increasing 
transparency. In addition 

which they perceive as resulting in better services 
such as telecommunications deregulation. However 
are conflicted about measures that may help the country 
in the long run 

the short to medium term. Downstream petroleum 
deregulation is an example. Lagosians seemed to 
understand the sector must be deregulated in order to 
attract private investment and rehabilitate the 
country\'s oil refineries. Yet 

increased fuel prices. 


15. (U) In the final analysis 

most people anywhere 

economic reform by how it improves their economic 
standing. Thus far 

been a bad one economically and their glimpses into the 
future have not fueled optimism. If the Lagosians we 
spoke to are representative of the country 

the GON economic policies will continue to truncate 
unless the GON is viewed as taking steps to alleviate 
the average personVs economic diminution. People will 
be looking toward policies that spell job creation 

arrest the rise in consumer prices 

reliable electrical power generation. Unfortunately 
some of these goals point to economic policies that 
would be inconsistent with each other and with some 
existing economic reform measures. If public support 
for reform is a GON objective 

delicate balancing act. 


Browne 
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AGREEMENT -- TIMING SLIPS 


1. (U) Sensitive But Unclassified. Please protect 
accordingly. 


2. (SBU) National Assembly senior staff told us that the 
GOAM is pushing to ratify the revised V'Article 98V" 
agreement 

the Spring session (i.e. 

With the GOAM focused on (successfully) securing National 
Assembly authorization for their Iraq contingent in the 

final extraordinary session of the year 

the revised \"Article 98\" agreement slipped. Nonetheless 
the National Assembly anticipates no difficulties and 
expects to ratify the agreement during the Spring 2005 
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session. 
EVANS 


5. (U) The new law lays out criteria that trigger a 
reporting requirement under suspicion of money 
laundering/terrorist financing. Financial institutions must 
report any non real-estate transaction of more than 20 
million dram (about USD 40 

more than 50 million dram (about USD 100 

money transfer of more than 5 million dram (about USD 
10 

authorities to report any business purchase exceeding 30 
million dram (USD 60 

and 40 million dram (about USD 80 

companies. 


6. (SBU) This legislation brings Armenia into technical 
compliance with its obligations under the International 
Convention on the Suppression of the Financing of Terrorism 
UN Security Council Resolution No. 1373 (2001); the 
effectiveness of the implementing regulations have yet to be 
Seen. 

EVANS 
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million euros would follow for relief and a &comprehensive 
rehabilitation package.8 At ECHO 

Asia 

to deal with the disaster) told us that a 10 million Euro 
emergency decision is underway and will probably be out by 
the end of the week. ECHO is waiting for the reports of the 
3-person assessment teams currently in Indonesia and Sri 
Lanka. The reports are expected in the next day or two 
which time the decision can be approved. An expedited 
procedure can be used for amounts up to 10 million 
strategy is to get the funds out as soon as possible and then 
follow up with further decisions. The funds will be released 
to international organizations and NGO partners based on 
needs assessments and funding requests. 


4. PRESIDENCY: On December 26 

a statement expressing shock and sorrow over the disaster. 
The statement mentioned the immediate responses of various 
member states 
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very way possible to alleviate the sad plight of the 
victims.8 

McKinley 
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being evacuated to other nearby islands or to the capital 
island of MaleV. One whole island of 4 

evacuated to MaleV. In addition to food and water 

is the next most critical need. 


3. GORM officials told econoff during a December 27 visit to 
Male\' that communications to approximately one-quarter of the 
200 inhabited (not resort) islands had been disrupted. 

According to officials 

that operated the microwave communication towers. Speed boat 
between islands has become the next most useful form of 
communication. 


4. UN MISSION: According to a late December 28 conversation 
with UNDP Resident Representative Moez Doraid 

critical needs in Maldives are water 

and transportation (of supplies to the outlying islands). 

Doraid said that water supplies/acquifers had been destroyed 
on 37 inhabited islands and there was limited or no 

electricity on 31 islands. UNDP is basing planning estimates 
on a target population of 100 

affected). UNDP is anticipating the arrival of two 

additional UN officials from India as well as the late 

December 28 arrival of a 4-person UNOCHA team for a 15-day 
mission. Doraid told poloff that UN Maldives would have the 
capacity to support the delivery of U.S. assistance. 


5. USAID PLANS: USAID officials are tentatively planning to 
send one member of the DART team to Maldives on or about 
December 31 for an initial assessment of providing a 
commodities shipment. 


6. OTHER ASSISTANCE TO MALDIVES: GORM officials told 
econoff that two Pakistani ships already in the Maldives on a 
\"friendship visit 

MaleV. The Indians have sent two coast guard planes and are 
sending two coast guard ships 

helicopters 

days. Shallow draught boats to ship supplies are needed to 
approach and clear the reefs surrounding each island. 


LUNSTEAD 
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Leading media quoted PM Sharon as saying Monday that 
the cabinet will vote on the evacuation of settlements 

in the Gaza Strip and the northernmost part of the West 
Bank as early as next month. The media reported that 
Monday the cabinet endorsed the disengagement in 
principle 

evacuation of settlements. Jerusalem Post quoted 
National Union MK Zvi Hendel as saying Monday before 
the Knesset\'s Constitution 

that unless the government agrees to hold new elections 
or a national referendum 

fail. Yediot quoted Bentzi Lieberman 

the Yesha Council of Jewish Settlements in the 
Territories 

the government decisions regarding disengagement 
constitute a V'collective rape of democratic rules. V 
HaVaretz reported that 25 major Gush Katif (Katif Bloc) 
farmers are negotiating indirectly with the 
Disengagement Administration to receive large 
agricultural plots in the Pithat Shalom region of the 
western Negev in return for their fields in the Gaza 
Strip. 


Leading media quoted Sharon as saying before the 
KnessetVs Foreign Affairs and Defense Committee that 
terrorist organizations in the Gaza Strip now have 
shoulder-mounted missiles 

concerns that they will shoot down crop dusters flying 
over agricultural zones next to the Strip. HaVaretz 
cited intelligence assessments by Israeli officials 

that Hamas will not cease its terrorist attacks in the 
run-up to the PA leadership elections on January 9 
that it will consider reducing its activities within 

the Green Line. HaVaretz quoted a high-ranking Israeli 
security source as saying that from the point of view 

of Hamas 

the Gaza Strip under fire 

organizationVs attacks 

Post quoted former PA security minister Muhammad Dahlan 
as saying that jailed Fatah leader Marwan Barghouti 
whom he visited on Monday 

decision to withdraw from the Gaza Strip and the 
northern West Bank is a victory for the Palestinian 
resistance. 


Leading media reported that the police briefly arrested 
Dr. Mustafa Barghouti 
presidential candidate 
Jerusalem on Monday. 


Jerusalem Post reported that today Senator Joseph 
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Lieberman (D-CT) will hold talks with high-ranking 
Israeli and Palestinian leaders. 


HaVaretz reported that Monday at the KnessetVs 
Constitution 

Mazuz voiced reservations about the bill proposal 
creating a second deputy PM 

laws are supposed to be stable and invariable. 
However 

should the current law be changed 

deputy PM should be created. Yediot and Jerusalem 
Post quoted Labor Party Chairman Shimon Peres as saying 
that the Likud is behaving unfairly toward his party 
which he said cannot wait much longer for its entry 
into the government. HaVaretz reported that the 
establishment of a unity government 

the cabinet and Knesset in favor of disengagement 
turned the settler leadership into the most significant 
opposition outside and within the Knesset. 


Jerusalem Post quoted visiting Canadian Justice 
Minister Irwin Cotler as saying that Israel\'s Arab 
neighbors are making genuine strides toward democracy 
and safeguarding human rights. 


HaVaretz reported that 

Chief Rabbi Joseph Sitruk and French Jewish businessman 
Pierre Besnainou 

Ben Ali decided to facilitate the entry of Israelis 

into his country 

cemetery in Tunis. 

HaVaretz and Maariv reported that Monday a Syrian bride 
crossed the border with Israel in order to marry a 

Druze man from the Golan. HaVaretz reported that 12 
Druze students returning from studies in Syria also 
passed through the Golan crossing. The passages open 
several times a year with Israeli-Syrian cooperation 

and Red Cross assistance. 


Jerusalem Post reported that Chinese Deputy PM Tang 
Jiaxuan is visiting Israel. The newspaper reported 

that he told Tourism Minister Gideon Ezra that China is 
considering upgrading IsraelVs status and allowing 
travel agents to send groups of Chinese tourists to 
Israel. The Chinese Minister also signed an economic 
agreement with Palestinian leaders in Ramallah. 


HaVaretz reported that for the past three years the 
advertiser Larry Weinberg 

profit organization Israel21c (www.israel21c.org) 
presented a positive image of Israel to the American 
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public. Jerusalem Post reported that Nonie Darwish 
Palestinian woman 

www.arabsforisrael.com 

the U.S. for the need to stand behind Israel and 
support its existence. 


Leading media reported that Monday the U.S. presented 
Acting Justice Minister Tzipi Livni with an extradition 
request for underworld kingpin Zeev Rosenstein. 


Havaretz quoted Immigrant Absorption Minister Tzipi 
Livni as saying that immigration from Argentina dropped 
by 71.6 percent in 2004. Conversely 

from the U.S. will have arrived by the end of the year 

-- the largest figure in the last twenty years. 


Diplomatic correspondent Aluf Benn wrote in 
independent 

disturbing 

Israel\'s right to exist is being held at all. It is 
becoming increasingly clear that this is one of the 
highest prices Israel is paying for the current 
Intifada and the war in Iraq. V 


The Director of the Interdisciplinary Centers Global 
Research in International Affairs Center 

Barry Rubin: \"Perhaps a Vsilent majority\ of Arabs and 
Muslims do want democracy and modern society in the 
Western sense; but such people may be only a Vsilent 
minority. VV" 


Block Quotes: 


|. \"Delegitimize the Debate" 


Diplomatic correspondent Aluf Benn wrote in 
independent 
world without Israel 
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January 2005 issue of the American magazine 
Policy.... There is something disturbing 

disturbing 

is being held at all. It is becoming increasingly 

clear that this is one of the highest prices Israel is 
paying for the current Intifada and the war in Irag.... 
In the international community 

mainly in the declarations by European politicians 
regarding their support for VIsraelVs right to 

existV.... American 

do not talk about Israel\'s Vright to exist. The prime 
minister 

tend to ignore the entire matter 

their European hosts 

and continuing the conversation. Perhaps their 
approach is the right one: if Israel justifies its 
existence and by doing so becomes a party to the 
debate 

the calls to destroy Israel are not dying out and the 
debate on them is just growing stronger. The time has 
come for the government to take note of this problem 
and try to come up with appropriate ways to deal with 
it. V 


II. \"Struggle for the Mideast\" 


The Director of the Interdisciplinary Centers Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post (December 28): "Ав 2004\'s most important 
development in the Middle East | would nominate the 
rise of a liberal reformist movement in the Arab world. 

... This movement is not just a few liberal professors 
living and preaching in the West. It has a VpopularV 

and Vmilitant element missing in earlier movements. 
Yet there is still no single liberal leader or movement 
anywhere in the Arab world able to mobilize large 
groups of people. Perhaps a Vsilent majority\' of Arabs 
and Muslims do want democracy and modern society in the 
Western sense; but such people may be only a Vsilent 
minority\.... The really engaging question is why it 

has been so hard to gain popular support for reform and 
moderation. A common claim by Arab liberals is that 
the masses do support them 

are small 

Vnot so much for lack of fellow citizens yearning for 
liberal governance 

expressing those yearnings.V There is truth in this 

but fear is not the only problem. Arab liberals must 

also compete against the persuasive force of other 
ideologies 
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the rewards they can offer their adherents.\" 


Conservative 

VPerhaps the biggest challenge facing Bush now 
stabilizing Iraq 

U.S. policy could not be more incoherent on this 
score.\" 


Block Quotes: 


\"A Job For the NSC\" 


Conservative 

(December 28): \" [The] main purpose [of national 
security councils] is to play traffic cop to the strong 
bureaucracies that fight over national security 
decisions. In the U.S. and Israel 

countries 

defense 

have their own institutional strengths 

biases.... NSC staffs [in the U.S. and Israel] usually 
do not exhibit the level of independence that they were 
founded to provide.... Though we often look to the U.S. 
as a model for how a proper government runs things 
America is 

the biggest challenge facing Bush now 

stabilizing Iraq 

U.S. policy could not be more incoherent on this score 
with the White House labeling Iran a member of the 
Vaxis of evilV while the State Department dubs it Va 
democracy" and flatly denies that the U.S. is pursuing 
a policy of regime change. Ultimately 

blame for such inconsistencies cannot be laid on the 
doorstep of NSC staffs 

political leaders who tolerate the warring 
bureaucracies underneath them. But NSC staffs are 
supposed to provide another function that is sorely 
needed here 


KURTZER 
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bilateral relationship and cautioned that the U.S. should not 
take Kuwait for granted. It is unlikely that Shaykh Mohammed 
was speaking as an official messenger of the ruling family 
however 

members of the Al-Sabah family (reftel). He mentioned on 
several occasions his closeness to Prime Minister Shaykh 
Sabah and his influential relationship with the Council of 
Ministers and 

may have wanted to portray himself as a convenient back 
channel to the family and may be seen by the family as a 
useful messenger because he is known to be direct and frank. 
End Summary and Comment. 


Don\'t Take Us For Granted 


2. (C) During a frank December 26 discussion with the 
Ambassador about the U.S.- Kuwait relationship 

Mohammed Abdullah Al-Sabah launched into a respectful but 
unyielding criticism of the current state of bilateral ties. 

Shaykh Mohammed is the president of a Council of Ministers 
agency that monitors citizens\' services and assesses 
government performance. (Note: The agency is a two-year-old 
GOK-sponsored organization designed to help improve the 
GOK 

influence 

that another young Shaykh 

son of Amir Jabir\'s by his sixth wife Badria bint Nasir 

the day-to-day operations of the agency. It was recently 
brought into a direct relationship with the Prime Minister\'s 
office. End Note.) After brief pleasantries 

began his complaint to the Ambassador saying that Kuwait had 
paid its dues in the last war and that while he disagrees 
completely with many Kuwaiti Islamists 

appear as the U.S. lapdogs to our neighbors." The Ambassador 
said there is a timing and perception gap between the U.S. 

and Kuwait on certain issues. He stressed that while no one 

in Washington underestimates the importance of Kuwait 

war in Iraq continues and the need for Kuwait\'s support 
continues. The Ambassador also emphasized the need for U.S. 
and Kuwaiti leaders to discuss the long-term objectives of 

the relationship--something 

difficult to address because of the current need to focus on 
Iraq. 


3. (C) A common refrain heard throughout the conversation was 
that the U.S. continued to take Kuwait for granted. 

Expressing frustration 

Washington treats Qatar and Bahrain with more respect than 
Kuwait 

U.S. He alluded to the U.S. control of several of KuwaitVs 


Column 3 

piers and other large tracts of land for minimal or no cost 

as a point of growing contention. He claimed that Prime 

Minister Shaykh Sabah feels the U.S. is taking Kuwait for 
granted and wonders when Kuwait will be treated with respect. 
(Comment: It was unclear whether these references to the 
Prime Minister's comments were from internal GOK discussions 
family meetings 

Shaykh Sabah. End Comment.) Shaykh Mohammed also pointed out 
that without Kuwait 

in Iraq -- a statement often made by U.S. officials to 

Kuwaitis in appreciation for KuwaitVs contribution and not 
typically one aggressively emphasized by our GOK 

interlocutors. 


4. (C) Shaykh Mohammed remarked that unless things change 
Vthe relationship will turn sour.\" He explained that in a 

tribal culture like Kuwait 

lack of respect 

gratitude toward the U.S. which could damage the 

relationship. Shaykh Mohammed did concede 

Kuwait is not yet close to that point 

the relationship is heading in this direction and wanted to 

inform the Ambassador that emotions were \"swelling\" in Kuwait 
over the matter. 


5. (C) The Ambassador stressed to Shaykh Mohammed that the 
U.S. recognizes the importance of the bilateral relationship 
and informed him he was encouraging more high-level U.S. 
visits to Kuwait to discuss issues of mutual concern. The 
Ambassador appealed for patience 

Iraq is a huge enterprise requiring a great deal of U.S. 
attention and effort. Shaykh Mohammed boldly 

respectfully 

in his view 

responded saying the relationship with Kuwait is unique and 
has been built and shaped by two wars in a very short period 
of time. 


Bio Note: An Outspoken Young Shaykh with Amiri Aspirations 


6. (C) Shaykh Mohammed 

of two living grandsons of Amir Mubarak the Great (1896-1915) 
and appears to have a great deal of influence by virtue of 

this uniquely close link to the historic ruler. (Note: 

Although not from the Jabir or Salem branch of the family 

is 

is technically a first cousin of the current Amir 

father Amir Shaykh Ahmed I. End Note.) Consequently 

close relationships with many senior members of the Al-Sabah 
family 
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over many Members of Parliament. A quiet speaker 

an effort to portray an air of strength and importance 

Shaykh Mohammed shared with the Ambassador that he has been 
accused of having a \"hypnotic\" pull over some MPs and also 
noted a close relationship with Iraqi President Ghazi Yawar 
because of family links. In an effort to convey goodwill and 

to demonstrate his influence 

Ambassador to call him if the Embassy ever has difficulty in 
obtaining meetings with GOK officials. 


7. (SBU) Shaykh Mohammed is married to Shaykha Bibi bint Fahd 
Al-Ahmed Al-Jabir Al-Sabah 

Minister Ahmed Al-Fahd and the granddaughter of Amir Shaykh 
Ahmed 

Mohammed 

ruthless businesswoman who advocates for foreign military 
contracts 

represents British Petroleum. Shaykha Souad reportedly puts 
much of her time and efforts into promoting the interests of 

her two sons and it is believed that she is actively trying 

to insert her sons into the line of Amiri succession. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Haifa is also home 

seaport (though according to Mayor Yona Yohav 

will be soon be exceeded in size by the newer port in 
Ashdod). Though the city\'s local economy has suffered from 
the economic stagnation throughout Israel of recent years 

it benefits from the presence of Intel 

other high-tech facilities. Haifa is also home to two of 

Israel's most prestigious universities 

and the Technion. 


Mayor Yahav 


3. The first meeting of the day was with Haifa\'s Mayor 
Yona Yahav. Mayor Yahav 

after graduation from Hebrew University law school as an 
aide to legendary Jerusalem mayor Teddy Kollek 

in 2003 as the candidate of the Green 

Shinui Parties. He has a daughter in law school at Yale. 
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The mayor discussed at length a theme that was repeated 
throughout the day: the historical tolerance and ethnic 
diversity that characterizes Haifa and gives residents of 
the city an optimistic outlook elsewhere in short supply 
among Israelis. The Mayor hopes to raise HaifaVs profile 
worldwide as a unique model of a positive 

inclusive future not just for the Israel but for the entire 
Middle East. He showed conoffs a short film building on 
the above themes 

August 2004 AIPAC meeting in the US. He noted that AIPAC 
groups are now adding Haifa to Tel Aviv and Jerusalem as 
necessary stops on their visits to Israel. 


Police Chief Meriesh 


4. (SBU) Haifa District Police Chief Nir Meriesh Col. 
Meriesh graduated with a BA in business administration from 
Haifa University 

the JFK School of Government at Harvard 

scholarship. A former IDF Major 

commandant of the Police Academy in Israel 

the northern division of the local highway patrol 
commandant of the police officers academy. Mariesh 
described for conoffs not just the success of the police in 
maintaining civic order among closely knit Arab and Jewish 
Israeli communities 

with and encouraging assimilation of recent immigrants from 
the Former Soviet Union (FSU). 


5. (SBU) According to Mariesh 

had forced Haifa to confront largely unknown problems 
including organized crime families 

prostitution and homelessness. He spoke graphically of 
alcoholic immigrants emerging from passenger vessels in the 
port to disappear into the streets with their meager 
belongings 

with the problems 

immigrants to serve on the police force and in social 
welfare jobs 

intelligence on groups comprising the community. 


6. (SBU) Meriesh also described the police staffing strain 
imposed by the need to prioritize response to/anticipation 
of terrorist attacks and/or political disturbances. When a 
major incident occurs or is feared likely to occur in Tel 
Aviv or Jerusalem 

elsewhere 

says Haifa can ill-afford to lend its officers and that the 
city invariably suffers a spike in crime when the force is 
depleted. 
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Haifa University 


7. After a visit to the harmoniously multi-ethnic Rubin 
Conservatory of Music 

schools 

headquarters of the faith 

to Haifa University to meet with Professor of History and 
outgoing Dean of Students 

highlighted the unequalled ethnic diversity of the students 
at Haifa University: 2096 of the total student body are 
Arab Israelis as well as 796 of the social science faculty. 
Robin was careful 

\"pluralistic\" rather than \"multicultural.\" He said that the 
dominant culture on campus is Jewish-lsraeli 

language in the classroom is Hebrew. Nevertheless 
stressed that within this framework 

cultures are given space for expression. 


8. During his term as Dean 

prioritized establishing links with the city of Haifa. He 

is particularly proud of a program he initiated whereby 
students are housed in depressed neighborhoods in exchange 
for grant money. The goal of the program is to provide the 
children of these neighborhoods with positive role models 

and promote university education as an avenue of social 
advancement. Some 100 students are expected to participate 
during the next school year. 


9. Comment: Conoffs benefited from a first-hand look at 
and discussion of economic and other conditions in IsraelVs 
third-largest city 

Agency. Junior Officers 

opportunity 

meetings with host-government officials and others. 


10. The tone of the trip was refreshingly upbeat. 

Optimism mixed with communal pride in the presentations by 
each of the three principal hosts. All stressed that the 
success of the Muslim and Jewish inhabitants of Haifa in 
living harmoniously together should be considered a model 
for peace throughout the Middle East. End comment. 
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Jordan. UNIFEM has confirmed and post agrees 

for the project still exists. A brief overview of the project 
follows. The complete project proposal 

from last year 
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NEA/RA. 


2. A. Title of Project: Empowering Migrant Women Workers in 
Jordan 


B. Name of Recipient Organization: United Nations Development 
Fund for Women (UNIFEM) 


C. Duration of Project: Requested funding would sustain the 
on-going program for two years. 


D. Description: To raise awareness of the rights of migrant 
women workers in Jordanian society through the provision of 
information 

workers and through public campaigning. 


E. Justification: In 2003 and 2004 the Government of Jordan 
has made great improvements to provide legal protection to 
migrant workers 

institutionalization of a safe environment for foreign 

domestic workers in Jordan. Despite several legal amendments 
the challenge remains to lobby for amending the labor laws to 
fully include migrant workers. There is a need to involve 

civil society in the activities of the project. Currently 

NGOs have the necessary capacity for lobbying in a 
sustainable manner on migrant issues or to respond to human 
rights violations. By the end of the program UNIFEM expects 
that migrant workers will be assisted by NGOs in Jordan 
better access to information on their rights 

available services and womens social and support networks 
will have improved. 


F. Estimated two-year budget: 


Operational Costs: 119 

Education 

Support for the Reintegration and Widening of Migrants\' 
Alternatives: 80 

Information 

Legal Assistance: 245 


Grand Total: 654 


G. Funding through the UNIFEM program V'Empowering Migrant 
Women Workers in Jordan\" will be directed to build the 
capacity of the newly created NGO called 

Workers: Advocacy for Migrants.\" 
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H. Embassy point of contact for the project is political 

officer Keith Heffern. Office phone number is 962-6-590-6597 
fax 962-6-592-0159 

2005 

phone numbers 
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crimes" through legal counseling 

cultural change. They also detailed their efforts earlier 

this year to discredit a popular book that provided a grossly 
inaccurate account of honor crimes in Jordan. 


5. Sabbagh commented that the most important link in 
combating gender violence in Jordan -- and the greatest 
challenge -- was to cultivate a change in culture at the 
grassroots level so that violence would no longer be 
tolerated as an option in family disputes. She emphasized 
that reaching out to all segments of society is essential in 
combating family violence 

establishment. Farouki noted that the NCHR has provided 
training about dealing with family violence to Ministry of 
Awqaf and Religious Affairs counselors 

cases of family violence. 
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capacity both southbound and northbound to get fuel flowing 
again at required levels." The strike was \"solved\" through a 
variety of mixed wage concessions and perceived driver need for 
renewed cash flow. End Summary. 


2.(SBU) According to Turkish oil industry contacts 

Turkish strucker strike 

started to crumble late on 12/24. Reportedly one to two small 
Turkish SOMO consortium players 

to ten percent of daily SOMO contracting 

including Kizil 

truckers and started filling tankers as early as late 12/24. 
Several other suppliers over the weekend agreed to \"small wage 
increases" (note: industry contacts would not give exact 
figures 

approximately 5-15 percent increases. End Note.) Large 
players 

consortium supplier 

largest supplier 
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strike\" and paid no wage increases 

sub-contracted trucking groups for fueling throughout the course 
of the weekend. (Comment: confirmation or contrasting 
information from SOMO as to its Turkish oil supplier consortium 
composition and accounts of the strikes breakdown are welcome; 
we are assembling these accounts from a variety of fragmented 
sources whose accounts are difficult to verify on an individual 
basis. End Comment.) 


3.(SBU) U.S. military logistic contacts in northern Iraq report 
receiving up to 112 tanker trucks related to SOMO as of late 
12/26 and having them ready on 12/27 for southbound convoys. 
This number consists of 67 Benzene 

no LPG tankers. According to U.S. military sources 

about 24 percent of the daily SOMO requirement. The daily SOMO 
requirement is 160 benzene trucks 

70 LPG tankers. On a related note 

sustainment fuel shipments 

sympathy strike/slowdown 

tankers ready for southbound convoys as of early 12/27. Petrol 
Ofisi 

resuming its regular MOGAS and diesel filling levels 
\"immediately\" now that it drivers presumedly would not be 
harassed near the Habur gate by wildcat SOMO strikers. 


4.(SBU) OPET and Petrol Ofisi senior level contacts stressed 
the need V'for the U.S. government to make every effort to open 
the Habur gate to its maximum capacity both southbound and 
northbound to get fuel flowing again at required levels." OPET 
said that it would fuel tankers V'above the daily load 
requirement to start making up for missed shipments." (Comment: 
AMCON ADANA underscores the need for the Habur gate to be open 
both southbound and northbound above the currently informally 
agreed 1500 transits per day north and south-bound - i.e. 

3 

that 

Turkish trucks after successful return through the Habur gate is 
as important as getting them initially through the Habur gate to 
Iraqi download points. Backups northbound caused by both 
lengthy Turkish customs searches for contraband and lragi 
inconsistently-timed northbound \"pushes\" will need immediate 
additional coordination and perhaps will require different 
resource allocations 

example 

screening would be helpful in reducing the already 50-plus 
kilometer northbound backlog of Turkish trucks. Tackling this 
complex task will require joint efforts by both the GoT and IIG. 
End Comment.) 


5.(SBU) Comment: For now 
\"resolution\" was not comprehensive and reportedly is based on 
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varying wage concessions by different Turkish oil supplier 
companies with their trucking sub-contractors. This could 

result in further problems once news of varying wage concessions 
becomes more widespread. The Turkish oil supply companies also 
still may seek increased 2005 contracts with SOMO. End Comment. 
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added that Sagem was well acquainted with the regulations 
governing the transfer of controlled materials and 
technology 

was 

intention to pass prohibited technologies. Bertolotti 
assured EST officer that he would look into the matter 
immediately. 

Wolff 
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WORKS 


Classified By: CHARGE D\'AFFAIRES THOMAS P. FUREY. REASONS 1.5 b 
d. 


1. (S) Poloff met with a contact on December 23 to discuss 

the recent Appeals Court decision and other related topics. 

The source 

political activists had considered sabotaging government 
infrastructure during the COJA games and the CHOGM meeting in 
Abuja in late 2003. Those plans had been shelved 

However 

ten individuals were V'thinking that the time may be ripe to 
commence. The example he gave was the bombing of a wing of 
Lagos" Murtala Mohammed International Airport. He stated 

that the device would be V'small enough to limit damage 

should scare travelers away from Nigeria. V 


2. (S) Poloff commented that \"this is not the tactic" he 
would choose and changed the subject. 
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3. (S) Comment: Poloff has known Jimeta for over two years 
as a political operative from Adamawa state 

current Vice President Atiku Abubakar. He has never raised 
this topic previously and Poloff has had reason to question 

his motivation and speculated whether he could be working for 
the Nigerian government. His comments raise one of two 
concerns. The first possibility is that a group of 

dissidents 

lack of resolution of the rigged 2003 elections 

attack the Obasanjo regime. A campaign of this type was 
carried out in 1995-1998 during the Abacha regime. At that 
time 

dissidents intent on forcing out Abacha or if the regime was 
managing the \"attacks\" to bolster internal support for their 
unpopular government. 


4. (S) Comment 

increasing inability of the Obasanjo regime to maintain 

control of Nigeria\'s internal security and manage its image 
abroad is forcing Obasanjo to look for enemies outside in an 
effort to shift the blame for his unpopularity. Setting up 

and expelling a U.S. diplomat could 

create some sympathy for an Obasanjo increasingly convinced 
of his own importance as the \"saviour of Nigeria." 

FUREY 
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REF: 2003 PARIS 3213 


Classified By: Political Minister-Counselor Josiah Rosenblatt 
1.4 (b) and (d). 


1. (C) Summary: Internal power struggles continue to plague 
the Council for the Muslim Faith (CFCM) 

umbrella organization which serves as the official French 
Muslim interlocutor with the government. Meanwhile 

political arena 

presidential race have offered competing proposals to foster 
the integration of France\'s estimated five to seven million 
Muslims. Newly-elected President of the Union for a Popular 
Movement (UMP) Nicolas Sarkozy has advocated that the seminal 
law of 1905 

French state 

mosques and train imams. Interior Minister Dominique de 
Villepin followed with a counterproposal to create a 
state-supervised foundation that would oversee the collection 
of money for the construction of centers of worship and 
expand efforts to educate imams in the French language 
institutions 

Villepin plan are to foster a more moderate V'French Islam V" 
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through training of imams which could eventually become a 
condition for visa issuance 

foreign and domestic financing of Islamic projects (including 
mosque construction and halal meat sales) in France. Though 
MOI officials stress that the Villepin plan will begin slowly 

and expand gradually 

or leave ІК" approach with opponents of the plan 

the fundamentalist-leaning Union of Islamic Organizations of 
France (UOIF). End summary. 


CFCM SPLIT 


2. (U) The CFCM has been beset by infighting 

doctrinal and national origin differences 

by then-Minister of Interior Nicolas Sarkozy in April 2003 as 
an official interlocutor for the Muslim faith with the GoF 

(ref A). New elections to the council are expected to occur 
on June 5 

announced that he will not run for re-election and it is 
unclear whether delegates from his moderate Federation of the 
Grand Mosque of Paris will participate in the June vote. 
Boubakeur has argued that the CFCM\'s rules penalize his 
federation and favor the more radical UOIF and National 
Federation of French Muslims (FNMF). In addition to the 
differing degrees of orthodoxy espoused by France\'s three 
principal Muslim groups 

different country or outside movement 

intensify differences. Boubakeur and the Grand Mosque are 
linked with the Algerian government 

to Morocco 

Brotherhood and 

significant funding from Saudi and Gulf donors. 


3. (U) Boubakeur\'s position was weakened in September when 
he was unable 

French Muslim efforts to assist in the liberation of the 

French hostages in Iraq. Instead 

FNMF took center stage in the highly publicized mediation 
attempts. Further injury was added to insult when the head 

of the Moroccan-linked FNMF met and openly embraced Abbas 
Madani 

of Salvation (FIS). Meanwhile 

Villepin suggest increased impatience with CFCM infighting 

and questioning of its relevance 

about a radicalized CFCM emerging from its June elections. 

In a recent interview 

not represent the \"diversity and moderation" of Islam in 

France 

affiliated with the main groups making up the CFCM. 

Villepin\'s criticism is partly motivated by a desire to 
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upstage his predecessor at the Interior Ministry 
Union for a Popular Movement (UMP) President Nicolas Sarkozy. 


SARKOZY PROPOSAL 


4. (U) Just prior to leaving his position as Finance 

Minister in the Chirac government 

titled La Republique 

Republic 

the 1905 law that formally separated church and state in 
France in order to permit state funding of Muslim religious 
institutions thereby lessening the influence of Arab States 
and radical movements on France\'s Muslim population. Sarkozy 
argues that Islam was almost non-existent in France prior to 
1905 and thus was not considered 

Jewish faiths 

advocated affirmative action proposals (Vpositive 
discrimination\" in French) to provide opportunities for 
minorities 

has rebuffed publicly the idea of V'positive discrimination" 
as contrary to republican values and encouraging 
sectarianism. End note.) 

MOI ON VILLEPIN PROPOSAL 


5. (C) Newly appointed Ministry of Interior Cabinet Advisor 
on Religious Affairs Michel Lafon recently briefed us on 
Villepin\'s various plans to foster a more moderate \"French 
Islam" and keep better tabs on financing of Islamic projects 
in France. Lafon prefaced his remarks by criticizing the 
legacy of Villepin\'s MOI predecessor 

Lafon described as having created the CFCM in a rushed 
fashion 

CFCM was known more for its internal discord rather than 
concrete accomplishments. One of Villepin\'s first actions as 
Interior Minister was to bluntly tell the CFCM members that 
they had to work together 

reverse the organization\'s negative image. According to 
Lafon 

resolve the elections dispute between Boubakeur and other 
organizations 

usefulness to the French public. (Comment: Lafon\'s 
dismissiveness of the CFCM did not square with Villepin\'s 
heavy reliance on the organization in the initial GoF 
response to the crisis involving two French journalists in 
Iraq last August. In this instance 

delegation to Baghdad 

hostage-takers\' initial demands that France rescind its ban 
on religious symbols. This CFCM position of solidarity with 
the GoF 
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had been a vocal opponent of the headscarf ban in schools 
eased the start of the fall 2004 school year for the GOF. 
Upon liberation of the hostages on December 21 

takers cited intervention from Muslim groups as a factor 
behind the release. End comment.) 


6. (C) Adding to the criticism of Sarkozy 

Villepin arrived in office only to find a lack of clear-cut 
government intelligence on the realities “оп the ground" 
involving the French Muslim community. Villepin commissioned 
an urgent 

police to determine the number of Muslim places of worship in 
France 

relative to the overall French prison population 

relevant indices. Echoing remarks made by Villepin to the 
press 

approximately 1 

and educated 

of the total could speak French. (Note: Villepin has stressed 
other statistics in public remarks to suggest that France\'s 
Muslim population is more moderate than generally believed 
including the claim that only 10 percent of France\'s 5 

million Muslims are practicing and that of the 1 

in France 

Note.) Lafon conceded that one surprise in the MOI study was 
the finding that some 45 to 50 percent of the French prison 
population is Muslim; the GoF had previously estimated this 
figure to be 30 to 35 percent. The overriding implications 

of the MOI study were that the GoF had been too slow in 
responding to the need to assert greater control over 
financing of Islamic projects in France 

ensure that imams in France speak French and are properly 
trained and conversant in French civic values. 


PLAN FOR STATE SUPERVISED FOUNDATION 


7. (C) Lafon described the Villepin plan for establishing a 
state-supervised foundation as a means to ensure transparency 
and assert greater control over foreign financing of mosque 
construction in France 

principles of the 1905 law. Lafon estimated the total of 

such foreign financing to be in the range of V'tens of 

millions of euros. The proposed foundation 

publicly pledged to set up by April 2005 

domestic and foreign donations on a voluntary basis; the GOF 
would not contribute funds to the foundation. The foundation 
would be made up of three V'colleges 

one 

representatives from the ministries of Interior 

Affairs 
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quality 

accomplishments in non-religious fields 

politics 

President of the foundation would likely come from group 
three 

representatives. He added that the MOI had made good 
progress in identifying potential participants in all three 
groups; the remaining questions to be settled were whether 
the UOIF would participate and which additional V'persons of 
quality" might be invited to join the third group. Offering 

an example of the type of person the GoF had in mind for 
group three 

rugby team 

of a local mosque. 


8. (C) Lafon asserted that the foundation would make 
decisions on matters involving the construction of new 
mosques as well as renovation of existing ones. He expressed 
confidence that the foundation would be able to attract 
sizable funding 

Lafon 

Middle Eastern governments 

idea of channeling donations through the foundation 

could help boost such governments\' image and ensure that 
donations did not fall into the wrong hands. Villepin would 
continue to pitch the foundation during future visits to 
countries in the region. Lafon did not offer a clear 

strategy on soliciting private foreign donorsY contributions 
for the foundation 

elimination would reveal which private donors were choosing 
the route of transparency via the foundation and which 
declined to cooperate. He added that tax benefit schemes 
could encourage private and corporate donors in France to 
channel funds via the foundation. While stressing that the 
foundation would begin slowly 

that the foundation could have at minimum 10 million euros in 
donations on hand by summer 2005. 


9. (C) Lafon said that in addition to foreign financing of 

mosque construction in France 

fundraising for muslim institutions through halal butcher 

shops. Halal butcher shops are common in muslim neigborhoods 
throughout France. The GoF is considering an official 
certification process to insure that meat sold as halal is in 

fact prepared according to religious precepts. This 

certification process would be financed by per kilo surcharge 

on halal meat sold. Collecting the surcharge would permit 
monitoring of any fundraising activities through halal 

butcher shops. Remaining proceeds would go to the foundation. 


TRAINING 
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10. (C) An additional function of the foundation would be to 
promote training for France\'s some 1 

described as overwhelmingly non-French and not integrated 
into French society. The high percentage of non-French 
speaking imams was unacceptable; French imams must learn 
French and French values. The Villepin plan on training was 
twofold: on the one hand 

should continue via private 

as the two theological institutes run by the UOIF and the 
more moderate Paris Mosque. At the same time 

to expand education of imams in French law 

language 

could be offered via French public universities. Lafon 
described a possible five-year education training program 
under which trainee imams could study two years of French 
language and institutions at a university 

with three years of theological training overseen by 
institutions such as the CFCM or the still-to-be established 
foundation. The first such two-year civics/French language 
university diploma programs would start in Paris in September 
2005 

expand the diploma programs to Marseille and Lyon. 


11. (C) When asked how the GoF could seek to impose 
requirements on training for imams when no hierarchy existed 
in Islam on designation of imams 

referring to French visa law. While the GoF would encourage 
participation in training courses on a voluntary basis in the 
next few years 

the GoF could impose requirements for residence permits or 
visa issuance to exclude those imams who failed to have the 
necessary training or diplomas. When asked how the GoF would 
then deal with French-citizen imams who lacked or rejected 
the training being promoted by Villepin 

vaguely that French nationals would be expected to adhere to 
the laws of the republic and those who did not would be dealt 
with accordingly. 


TOUGH TALK ON UOIF 


12. (C) Lafon was relatively dismissive when asked about 
objections to the Villepin foundation plan from the UOIF 
which has decried the foundation plan as an attempt to 
\"nationalize\" French Islam and insisted that its funding is 
largely French-origin and not dependent on foreign donors. 
Lafon reiterated that Villepin was taking a firm approach 
with the UOIF which would continue to V'existV" only if it 
continued to respect the laws of the republic. Lafon 
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reiterated that Villepin\'s message to organizations like the 
UOIF was that if they were ready to work with the GoF 
GoF was ready to help them; if they rejected French 
republican values 

Lafon cited as an example the imam of Venisseux 

Villepin had expelled from France after the latter made 
public remarks citing religious justifications for spousal 
abuse. 


COMMENT 


19. (С) Comment: We are at once impressed by and skeptical 
of the Villepin plan. On the one hand 

ambitious and far-reaching effort to offer education and 
training to foreign-origin imams 

to better track financing of Islamic projects in France 

taking a firm stance against Islamic extremism 

to broaden the role of prominent 

representing the interests of FranceVs varied and far from 
unified Muslim community. At the same time 

very flawed reasoning behind Villepin\'s apparent assumption 
that mere exposure to French language and culture will 
transform the thinking of imams in training and result ina 
moderate 

little reason to expect that the new foundation will be less 
prone to disagreement and bureaucratic inertia than the CFCM 
unless the group is GoF-controlled to the extent that it 

loses all semblance of independence and legitimacy. The 
voluntary nature of foundation donations also greatly limits 
the ability of the GoF to gain real control over foreign 

donors to Islamic causes in France 

new entity. 


14. (C) Comment continued: There is an undeniable political 
dimension to the competing Villepin and Sarkozy proposals 
both men are widely viewed as leading contenders for the 2007 
presidential race. Now out of government 

luxury of touting his plans without having to show they work. 
Villepin 

policies as Minister of Interior are effective. Sarkozy\'s 
proposal called for modifying the near-sacrosanct 1905 law 
that codified the French Republic\'s particular version of 
separation of church and state. Villepin 

opted to leave the law intact -- even though his proposal 
appears to violate the spirit of the law. Additionally 

Villepin 

Interior in order to bolster VillepinVs credibility as a 
presidential contender) 

something concrete to address the Muslim issue. His previous 
efforts in the area have stumbled 
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the same imam twice 

attempt. Villepin appears determined to distance himself 
from the Sarkozy-created CFCM and go one step further with 
his foundation in order to embellish his credentials and 

prove himself effective in the run-up to 2007. End comment. 
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Qirbi handed Charge the summitVs joint communique 
to three items he believes merit a U.S. statement of support: 


--Sudanese President BashirVs reaffirmation of GOS 
commitments to conclude a peace agreement and facilitate 
access of AU 

Darfur; 


--President SalehVs proposal to establish a formal 
Ethiopia-Eritrea dialogue to resolve the border dispute and 
normalize relations between the two nations (and SalehVs 
offer to help extend the same formula and act as mediator to 
resolve disputes between Sudan and Eritrea; and 


--Somali President Yousuf Anmed\'s plans to move his 
government to the capital of Mogadishu as early as next 
month. 


4. (C) Qirbi also noted that Yousef Ahmed had expressed a 
desire to join the gathering and that Yemen 

Sudan invited Somalia to join the sub-regional group 
approval by the Somali Parliament. In response to the FM\'s 
request for a public statement of US support for the forum 
and for Yemen\'s efforts as founder and likely driving force 
behind several of the initiatives 

explore the idea of a statement 

continues to have serious concerns about security in 
Mogadishu and the readiness of other parties to accept the 
new government without the eruption of violence. As for 
Sudanvs promise to honor the time table for a peace the peace 
agreement and facilitate the access of international relief 
agencies to alleviate the deteriorating humanitarian 

situation in Darfur -- the GOS has repeatedly failed to honor 
such pledges -- the time is now 

to live up to its commitments with concrete actions on the 
ground. (Comment: Saleh received ref A demarche points 
before leaving for Khartoum and may be seeking credit from 
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USG for inclusion of the Bashir commitments in the joint 
communique. End Comment.) 


5. (C) Qirbi passed a copy of the summitVs joint communique. 
In additional to the three items listed above 

the gathering condemned terrorism and affirmed their 
commitment to cooperate in the GWOT 

with the conclusion of the Somali peace process and called on 
the international community to commit funds to enable the 
interim government to establish its authority in Somalia 

called for a resumption of the Israeli-Palestinian peace 
process 

democratic Iraq and the role of the UN in reconstruction. 


6. (C) Comment and Action Request. SalehVs contributions to 
the summit 

between Eritrea and Ethiopia and between Eritrea and Sudan to 
resolve outstanding disputes 

been looking for opportunities to wear the hat of regional 
statesmen 

efforts to play a lead role in the region on BMENA reform. 

The ROYG is also seriously concerned the impact of prolonged 
instability in Somalia on YemenVs own stability. Post 

requests department guidance on: A) whether or not a general 
statement of support for the Sanaa Forum\'s work in Khartoum 
(and kudos to Yemen as a primary diplomatic force behind it) 

is appropriate at this time; and B) how USG might react to an 
AU-Arab League supported move by Yousef to Mogadishu. End 
Comment and Action Request. 
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Embassy will avoid the appearance of taking sides in the 
brewing appointment battle. END SUMMARY. 


2. (C) Over lunch December 15 

Carlos Polit informed the Ambassador that Gutierrez was 
mulling a change for EcuadorVs mission in Washington. Rather 
than Betancourt 

agrement 

the architects and chief proponents of the GoEVs responsible 
economic program. (Pozo resigned office in early 2004 
placating GutierrezVs populist 

perhaps extending the presidents tenure. The transition 
between him and his successor 

Mauricio Yepez 

reflects the continued close relationship between Pozo and 
Gutierrez.) 


3. (C) Pozo would make a fine chief of mission 
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Ambassador asserted 

impeccable economic credentials and prominence in 
international financial institution (IFI) ranks. Careful to 

avoid the impression of overt lobbying 

competitor Betancourt\'s professional expertise. The Embassy 
must tread lightly over GoE personnel decisions 

Ambassador explained 

nationalists on constant alert for signs of \"U.S. meddling.\" 


4. (C) The Ambassador raised the Washington vacancy during 
her December 16 call on Gutierrez. The president 
unfortunately refused the bait and moved quickly to other 
topics of conversation. Following up 

breakfast December 23. After discussing the Andean Free 
Trade Agreement and Ecuador\'s recent 

performance 

future career plans. Pozo revealed that Carlos Polit wanted 
him in Washington. Running the mission intrigued him 
although he worried that Ecuador\'s volatile political 
environment meant he would enjoy little job security. As 
Vinsurance 

follow-on assignment at a more stable multilateral 
organization. 


5. (C) Pozo\'s character 

made him a tremendous ambassadorial candidate 

offered. Trade issues would dominate the short-term 
U.S.-Ecuador bilateral relationship 

FTA negotiations nearing conclusion and the difficult stage 
-- obtaining political buy-in from respective legislatures -- 
remaining. Pozo\'s previous experience lobbying Ecuador\'s 
Congress could prove invaluable 

Foreign Ministry already had requested agrement for career 
diplomat Roberto Betancourt 

should the GoE desire. The Ambassador again emphasized she 
must avoid the impression of favoring a candidate 


6. (C) Later December 23 

recount his recent conversation with the president. 

Gutierrez loved the idea of Pozo in Washington. Foreign 
Minister Patricio Zuquilanda did not 

pushing the president to keep his commitment to Betancourt. 
Polit\'s unspoken (but barely) request was that the Ambassador 
call Gutierrez in support of Pozo\'s candidacy. 


7. (C) COMMENT: On both substance and personality 
preferred candidate for the Washington mission is Pozo; his 
continuing friendship with the president is gravy. Further 
our relations with this impressive ex-minister were always 
top-notch and our access immediate 

Betancourt. In this battle 
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not battle-axe. First 

our involvement could easily reach the loser. Were it 
Betancourt 

immediately 

\"interference.\" Worse 

working-level relations we need to advance key substantive 
issues (Article 98 comes to mind) and ensure the Embassy 
receives adequate MFA administrative support. 


8. (С) We also worry a jilted MFA could make Pozo\'s days 
difficult in Washington. Ecuador\'s last ambassador 
Gangotena 

Poor dealings with Zuquilanda resulted in his isolation 
limited effectiveness 

END COMMENT. 
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4. (SBU) Fremont re-emphasized the appreciation the French 
had for the European negotiators -- in particular 

for CFSP Solana 

President Kwasniewski. He noted that Kwasniewski and Chirac 
had spoken by phone during the negotiations process 

Officials at lower levels within the MFA 

efforts had helped to buttress the improving French-Polish 
relationship since Kwasniewski\'s early October visit. 


5. (SBU) Meanwhile 

after the Baltics and Georgia 

\"autocracy was not the inevitable destiny awaiting peoples in 

the former Russian (sic) empire.\" It further said that it is 

not only Putin who needs to recognize that 

well 

possible to develop a stable democracy and a modern economy.\" 


6. (C) Comment: It is unclear whether Fremont\'s assessment 
that the EU can easily handle Ukraine\'s European aspirations 
is wishful thinking or reflects the MFA\'s confident belief. 
Although the French -- along with the rest of the former 
EU-15 -- joined the new member states in encouraging the 
Ukrainians to stand up for democracy 

that encouraging democratization and the establishment of a 
progressive regime in Ukraine does not automatically lead to 
consideration of Ukraine for candidate status in the near or 
mid-term -- far short of the wishes of Poland and other 

recent Central European entrants. End Comment. 

Wolff 
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having at least two possible collaborators. The Embassy 
expects a full report from the MOI on the ongoing 
investigation. A request by the Embassy to participate 

in the interrogation is currently under consideration. 

Charge stressed that that EAC members should not discuss 
this matter or any details concerning the ongoing 
investigation in order not to jeopardize efforts for 

additional arrests in the case. Charge emphasized the 

need for communication and information sharing between 
EAC members and stressed and stressed the need for each 
section to constantly review their personal security 
measures. 


3. (S/NF) RSO reviewed efforts to increase counter- 
surveillance measures around Embassy residences and 
consideration is being given to moving those Embassy 
personnel whose residences are in more vulnerable areas. 


4. (U) LEGATT noted that due the fact no American 
American security officials are directly involved in the 
investigation 

from Yemeni security officials may not be totally 

accurate. LEGATT suggested strong pressure on the MOI 

to allow American investigators access to suspects 
connected to the case as soon as possible for 

questioning. LEGATT added that although no connection may 
exist 

Yemen where attacks against westerners occur. 


5. (S/NF) EAC members discussed general security 
precautions. RMAS added that community members should 
not rely solely on host government security but should 

make assessments and take an active interest in there own 
personal security. RMAS also emphasized the need to have 
primary and secondary means of communications and 
recommended a test of the Embassy phone tree system in the 
near future. 


6. (S/NF) EAC members agreed that recent events did not 
warrant cancellation of the Embassy New Year\'s party to be 
held on the Embassy compound or restriction of travel 
throughout the country. The Charge concluded the EAC 
meeting by reminding members to be vigilant in observing 
their environment and reporting any unusual developments or 
changes near their residences to the RSO. The implications 
of recent events will be further reviewed as more 

information comes in. EAC and Washington will be informed 
accordingly. 
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(still not adopted by other neighboring countries) 

several current trends that may limit the human rights of 
refugees 

invisibility of the human rights concerns of legitimate 
Colombian refugees. At the same time 

increasing emphasis on national security issues at the 
border. GoE attention is focused on migratory control as 
well as the militarization of borders. The study recommends 
that the GoE find a balance between keeping dangerous 
elements from crossing its borders 

legitimate refugees receive the asylum they are guaranteed 
under international agreements. 


3. CSMM recommends that the GoE work on a coordinated 
national refugee policy that respects Ecuador\'s commitments 
under international agreements. CSMM also found a general 
perception among Ecuadorians of the Colombian refugees as a 
homogenous group 

called on the GoE to gather more data on the age 

occupation 

appropriately to their needs. The report also commented that 
the new requirement of a police record check for Colombians 
crossing into Ecuador 

criminals 

registered and have irregular status. 


4. The study found a growing stigmatization of the Colombian 
population as criminals 

by high government officials. In March 2003 

El Comercio published a Letter to the Public stating that 
Ecuador should initiate a V Plan Ecuador" and claiming all of 
the violence in Ecuador was due to Plan Colombia and 
Colombians. However 

Colombians represented less than two percent of those 
arrested for illegal activities 

provided to the UNHCR by the National Police. This 
stigmatization leads to discrimination in hiring 

and health. The human rights group recommends the government 
launch an awareness campaign to help the public recognize the 
magnitude of the legitimate refugee situation. 


Column 3 
Civil Society Participation 


5. CSMM asserts that Ecuadorian civil society has actively 
participated in analysis and research on the topic of 
Colombian refugees 

promotion of peace negotiations in Colombia. However 
study found that there needs to be more cooperation between 
Ecuadorian and Colombian civil society. Ecuadorian civil 
society also needs to help promote a government policy on 
refugees 


6. CSMM found that 

settling not along the border region 

such as Quito 

economic opportunities. Refugees may also feel more secure 
the farther they are from the Colombian border. Cuenca 
example 

September this year compared with 532 last year. This year\'s 
applications in Cuenca are of note as they represent 12.896 of 
all applications nationwide. Quito received the highest 
percentage of applications with 45.996. The report suggests 
more research and data is needed on these refugees 

of the current information focuses only on the border region. 


7. The Director of CSMM 

should seek greater international support for the refugee 
issue. At the presentation of the study 

for U.S. proposals to address the refugee problem as he 
considers the U.S. the main player in the regional crisis. 
De la Vega said $10 million a day is spent by the various 
groups on the conflict. He suggested that because of the 
large amount of money invested in the conflict 

players 

conflict to end. De La Vega insisted there could be no 
military solution to the problem. 


8. In public comments 
Foreign Affairs\' (MFA) Refugee Office disagreed with some 
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points of the report including the statement that half of the 
Colombian population in Ecuador are refugees. The study also 
emphasized that the refugee population is not homologous 
with many professionals settling in the cities of Ibarra and 
Quito. Espinoza 

professionals is minimal and the vast majority of refugees 
are peasants 

believes that the refugee population continues to reside 
primarily in the border area. Both the MFA and UNHCR 
concurred that the best durable solution to the Colombian 
refugee issue is local integration. The two other durable 
solutions are voluntary repatriation and resettlement in a 
third country. The MFA said they intend to keep the refugee 
issue permanently on their bilateral agenda with Colombia as 
Ecuador has to bear the burden of the problem. 


9. Espinoza said there are three legal and 23 illegal border 
crossings between Ecuador and Colombia. There have been 
29 

of which were approved. Espinoza said the number of refugee 
applications in 2003 rose due to the UNHCR opening more 
offices in the country. There has been a 6100% rise in 
refugee applications in the past four years. 


10. As a new round of coca fumigations allegedly began in 
Colombia 

MFAVs Franklin Chavez 

Regional Affairs 

Refugee Office 

group Ecological Action 

Sucumbios province on December 23 to study fumigationVs 
effects on inhabitants of the region. The group Federation 

of Peasant Organizations of the Ecuadorian Border Cordon of 
Sucumbios (FORCCOFES) claimed the fumigations put eight 
communities in San Miguel at risk. FORCCOFES leaders say a 
shelter is needed for V'internally displaced persons" because 
of sprayingVs effects and are planning to ask the Church as 
well as UNHCR to provide shelter to these Ecuadorians. 
However 

does not include sheltering Ecuadorian citizens within 

Ecuador (which is the responsibility of the GoE 

assistance from the Red Cross and the Church if needed). On 
December 26 
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the MFA had determined that fumigations had not restarted 
after having conducted interviews with the local population 
and local authorities. Samples of water and soil from the 
region were collected for analysis. The MFA also concluded 
that no persons were internally displaced. 


11. UNHCR representatives consider CSMM a moderate 
organization that uses statistical data to back up its 

claims. However 

did not interview the MFA nor UNHCR. The report notes some 
trends 

the country and the growing stigmatization of the Colombian 
population 

civil society. Overall 

more positive steps to address the Colombian refugee 
situation than neighboring countries. 
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including bilingual intercultural education. Macas believes 
the country should look for alternatives to the Free Trade 
Agreement with the U.S. Macas pledged to work closely with 
the base organizations to strengthen currently weak ties 
displayed by the disappointing indigenous anti-government 
mobilizations earlier this year. Macas has said he will not 
enter into dialogue with the current government. 


4. A total of 1070 delegates attended the congress including 
regional delegates from 30 indigenous nationalities and 
domestic and international observers. The congress featured 
debates on the current political situation 

policy 

reform. On December 22 

mobilization to protest Congress\' dismantling of the Supreme 
Court and the governmentVs referendum. CONAIE leaders feel 
this call for mobilization will have a greater response than 

the two Leonidas Iza organized earlier this year. 


5. On December 20 
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from the congress for promoting violence and for his ties to 
Antonio Vargas. Fifty Quenama supporters tried to get 
Quenamavs name on the ballot for president despite his not 
having support from the bases. According to the CONAIE 
website 

impede registration for the congress. Representatives of six 
of the ten nationalities within CONFENIAE voted to remove 
Quenama from CONFENIAE which he previously headed. Many 
leaders of the Cofan 

the congress 


6. CONAIE members also accused Quenama of aiding the 
governments effort of creating divisions within the 
organization. On December 23 

supporters met in Quito to create a CONAIE 2 

from the government. Bolivar Gonzalez 

Social Welfare and the primary advisor to Minister Antonio 
Vargas 

According to the press 

MacasY victory as they feel the electoral process was 
illegal 

candidate for the presidency. Quenama said Macas will not be 
allowed to travel to Amazonian territory. 


7. On December 20 

then-president 

intimidation against indigenous leaders. Iza said that many 
leaders had received threats over the telephone. Santi 
CONFENIAE candidate 

anonymous phone calls on December 21 and 22 threatening that 
if he were elected CONAIE president 

24 hours. Santi said his lawyers planned to file a complaint 
with the OAS\' Inter-american Commission on Human Rights 
accusing the government of ordering the threats. According 
to the press 

in order to support the latter\'s candidacy. 


8. During the congress 

on its website 

intentions of the government 

and the U.S. \"to annihilate and destroy all the social and 
popular organizations in the country" CONAIE accused the 
\"treasonous and dictatorial government of Lucio Gutierrez 
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complicity with a reduced group of opportunist followers of 
Antonio Vargas and Jose Quenama bought by the government 
attempting to boycott the congress and create a parallel 
congress." CONAIE called on the Ecuadorian people to stay 
alert to the GoEVs increasing dictatorial bent. 


9. Macas stood out as a strong candidate during the congress 
and 

a certain legitimacy. Pro-government indigenous 

other hand 

members and are increasingly isolated. They will no doubt 
continue to attempt to organize 

to have been tarnished. Macas appears confident that he will 
have greater success mobilizing the indigenous 

attempt to organize a protest of the recent dismantling of 

the Supreme Court is possible. We will attempt to reach out 
to Macas and open lines of communication with the Embassy. 
Macas so far does not seem to spew as much anti-U.S. rhetoric 
as his predecessor Iza; however 

expresses great suspicion of the U.S. End Comment. 


10. Luis Macas 

the Quichua group) 

Loja province. Macas studied anthropology at Quito\'s 
Catholic University 

and linguistics 

1978 

sought a meeting of representatives from Ecuador\'s three 
regions: Sierra 

held until 1980 

a first step towards the first CONAIE congress held in Quito 
in 1986. In 1986 

CONAIE and released its first newspaper 

Nationalities.\" In 1988 he became vice-president and in 1990 
became president of the organization. Macas was reelected 
president from 1993-1996. In 1996 

deputy and worked to promote the passage of the Indigenous 
Nationalities Law and the creation of the Indigenous Fund. 

In 2003 

PachakutikVs alliance with GutierrezW government. Currently 
he serves as acting rector of the Intercultural University of 
Indigenous Nationalities and Pueblos V'Amawta Wasi\" and is 
director of the Scientific Institute of Indigenous Cultures 
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posts which he is expected to relinquish in order to head 
CONAIE. 
KENNEY 
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Approval" should be consistent with the NTE on Australia. 


3. Begin text of NTE submission: 
IMPORT POLICIES 


In general 

of several rounds of unilateral tariff cuts that began in the 
mid-1980s and continued until the current Labor government 
elected in 1999 

atleast July 2005. The New Zealand government announced in 
September 2003 that it would resume unilateral tariff 
reductions. On July 1 

gradually reducing its highest tariff rates of between 17 
percent and 19 percent to 10 percent by July 1 

top rates apply mostly to clothing 

certain autos and auto parts. Ad valorem tariffs on other 
goods also will gradually be reduced to 5 percent by July 1 
2008. The New Zealand government will conduct a review in 
2006 to determine rates after July 1 


STANDARDS 


Biotechnology Commercial Release Moratorium 

New Zealand\'s Parliament passed the New Organisms and Other 
Matters (NOOM) Bill 2003 on October 14 

Zealand 

commercial release of products produced through modern 
agricultural biotechnology into the environment. The new law 
put in place a revised regulatory framework by amending the 
Hazardous Substances and New Organisms (HSNO) Act 1996 
which the moratorium was scheduled to sunset on October 29 
2003. New Zealand\'s commercial release moratorium had 
precluded applications for the commercial planting of 
biotechnology crops 

biotechnology seeds 

biotechnology animals. It did not 

and sale of processed biotechnology foods and ingredients or 
veterinary medicines. 


The NOOM Bill 2003 provides for a new conditional release 
category of approval for new organisms 

biotechnology products. This will permit New Zealand\'s 
Environmental Risk Management Authority (ERMA) to accept for 
review and its approval applications for release of 

biotechnology products with controls applied on a 
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case-by-case basis. Under the provisions of the NOOM Bill 
ERMA now will be able to approve a conditional release for 
biotechnology products that will allow field trial activity 

to expand from the limited scope of a fully contained trial 

to larger farm scale 

in New Zealand. Products from large-scale conditional field 
trials that ERMA may now approve could be sold domestically 
if the terms of project approval do not explicitly preclude 

such sales. 


A Member of Parliament representing New Zealand 

Party is sponsoring an amendment to the HSNO Act 
reinstate the ban on the commercial release of genetically 
modified organisms into the environment until 2008. The bill 
is not likely to receive its first reading in Parliament 

before early 2005. After the first reading 

Parliament will vote on whether the bill should move forward 
to a select committee or be removed. 


Biotechnology Food Approval 

Imported biotechnology foods can be offered for sale and 
consumption in New Zealand after being assessed and approved 
by Food Standards Australia New Zealand (FSANZ) under 
delegated authority of the New Zealand Food Safety Authority 
(NZFSA). In mid-1999 

using modern biotechnology came into effect. The standard 
established under the Food Act 1981 prohibits the sale of 

food produced using gene technology 

assessed by FSANZ and listed in the food code standard. FSANZ 
had received 28 applications for safety assessments of 
bioengineered foods as of March 2004. Of these 

approved 

approval request was withdrawn. 


Biotechnology Food Labeling 

Mandatory labeling requirements for foods produced using gene 
technology became effective in December 2001. Biotechnology 
labeling is required if a food in its final form contains 

detectable DNA or protein resulting from the application of 
biotechnology 

biotechnology food labeling regulations places a burden on 
manufacturers 

especially relevant for U.S. agricultural exports 

consist primarily of processed food. Wholesalers and 

retailers frequently demand biotechnology-free declarations 
from their supplier/importer 

event of biotechnology labeling non-compliance back to the 
importer. New Zealand food legislation requires businesses to 
exercise due diligence in complying with food standards 

which usually is defined as maintaining a paper or audit 

trail similar to a quality assurance system. 
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The NZFSA conducts periodic compliance audits. Individuals 

and companies found to be in non-compliance with 

biotechnology food labeling requirements may be assessed 
penalties under the Food Act 1981. The New Zealand government 
is reviewing authorized penalties stipulated under the act to 

make sure that they represent an adequate economic deterrent. 
New Zealand food retailers are discouraged from sourcing 
biotechnology food products 

regulations. 


A retail food audit conducted by NZFSA in September 2004 
reportedly found 17 of the 117 processed products evaluated 
to have genetically modified (GM) content that exceeded a 1 
percent threshold. These included two products that had been 
labeled as GM-free 

Commerce Commission for action under the Fair Trading Act 
1986. Additional NZFSA measures were taken to ensure that 
companies involved with those products whose labels failed to 
provide information on their GM content 

false GM-free declarations 

standards. 


Sanitary and Phytosanitary (SPS) Measures 

New Zealand maintains a strict regime of SPS control for 
virtually all imports of agricultural products. The United 
States and New Zealand have held discussions on New 
Zealand 

on specific SPS issues. The two sides continue to make 
progress in addressing specific issues that negatively impact 
trade in products supplied by the United States. 


Beef. U.S. beef and beef variety meats were restricted from 
entering New Zealand following the December 2003 announcement 
of bovine spongiform encephalopathy (BSE) in the United 
States. Import restrictions also have been imposed on live 

cattle 

U.S. processed food products containing beef such as soups or 
those containing gelatin made from bovine bone material. New 
Zealand imports of U.S. bovine products for human consumption 
now require assessment and approval by NZFSA on a 
case-by-case basis before importation. This can be time 
consuming 

exporters 

NZFSA had not yet responded to a U.S. Department of 
Agriculture (USDA) request for New Zealand to accept U.S. BSE 
control measures as equivalent to that of New Zealand. This 
would eliminate individual product approval procedures 

initiated following the BSE detection in the United States. A 
country assessment review by the Ministry of Agriculture 

(MAF) is under way which would permit a reinstatement of New 


Column 3 
Zealand 
and a resumption of trade. 


Table Grapes. The New Zealand Ministry of Agriculture (MAF) 
in September 2002 issued a new IHS for the import of table 
grapes from California that effectively reopened trade to 

U.S. exporters. The IHS contained specific mitigation 
measures to address the detection of post-border 

and other exotic spiders. As of December 2004 

biosecurity breaches were reported to the New Zealand 
government following the resumption of trade. The United 
States requested a modification of these mitigation measures 
to reduce costs to U.S. exporters and New Zealand importers 
without compromising New Zealand 

MAF responded by reducing the table grape inspection levels 
for the 2004 shipping season 

remains in force. As of early December 2004 

responded to USDA documentation supporting the elimination of 
the unwarranted cold treatment of California grapes. 


Pork Meat. In June 2002 

imposed a year earlier requiring pork meat products imported 
from countries with porcine reproductive and respiratory 
syndrome (PRRS) 

a certain temperature 

in special facilities in New Zealand. The cooking requirement 
results in a darker meat color 

received by consumers. New Zealand revised its import 
regulations in 2003 

United States to be microwave treated. MAF again modified its 
import regulations for U.S. pork meat in November 2004 
time allowing entry of pork meat products derived from pigs 
imported live into the United States from Canada for 
immediate slaughter. Prior to this 

allowed entry only of U.S. pork meat derived from U.S. 
resident animals or from pigs resident and slaughtered in 
Canada and further processed in the United States. The 
Ministry of Agriculture remains willing to consider 

scientific evidence related to the PRRS issue that would 
justify a review of its import health standard for pork meat. 


Poultry Meat. New Zealand implemented measures that suspended 
the importation of poultry meat from various nations 

including the United States 

of introducing infectious bursal disease (IBD). U.S. 

exporters are unable to sell uncooked poultry meat to New 

Zealand 

products. Discussions between the United States and New 
Zealand on this issue continue. 


Soybean meal. New Zealand 
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meals were modified in May 2004 

phytosanitary certification to address certain manufacturing 
practices. USDA does not monitor or inspect U.S. production 
facilities for soybean meal and was unable to meet New 
Zealand 

consultations with USDA 

oilseed meals in August 2004 and November 2004. These 
revisions allow an independent verification authority in 
conjunction with a manufacturer 

production process issue and 

documentation 

new import regulations establish clarity and certainty 
regarding certification of U.S. soybean meal and allowed 
normal sales and supplies to resume. 


INTELLECTUAL PROPERTY RIGHTS (IPR) PROTECTION 


In October 2003 

the parallel importation of films 

initial nine months after a filmVs international release. 
The ban applies only to film media 

importation of music 

sunset in 2008 


The new legislation 

also makes it easier to challenge copyright violations in 
court by shifting the burden of proof in certain copyright 
infringement cases to the defendant 

imported film 

pirated copy. 


By omitting a ban on parallel imports of music 

books 

provisions of the New Zealand governments 1998 amendment to 
the Copyright Act. While the legislation addressed many of 

the U.S. film industry\'s concerns about parallel importing 

other U.S. industries 

distributors of music and software 

allowing parallel imports makes it more difficult to detect 

and combat piracy and erodes the value of their products in 

New Zealand and in third-country markets. 


The music industry also is concerned about a proposed 
amendment to the Copyright Act that would legalize the 
duplication of sound recordings in other formats for a 
purchaser\'s private use. The government says this would 
enable consumers to employ new digital technologies and would 
legalize what already is common practice. The music industry 
warns that such an exception to copyright protection would 

make copyright infringement difficult to police 

wrong message to consumers and cost the industry an estimated 
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$13.7 million in sales revenue and $1.97 million in profits 
per year. 


With amendments proposed in June 2003 to the Copyright Act 
1994 

closer conformity with the WIPO Copyright Treaty (WCT) and 
the WIPO Performances and Phonograms Treaty (WPPT). The 
amendments are intended to reflect developments in digital 
technologies and international developments in copyright law 
and are expected to be introduced in 2005. If this 

legislation is enacted 

determine whether to accede to the WCT and WPPT treaties. 


New Zealand also took a number of actions to strengthen its 
IPR enforcement regime. To deter counterfeiting and 
copyright piracy 

into force in August 2003 

counterfeiting trademarks and increases the penalties for 
pirating copyright goods. For those offenses 

provides for penalties of up to NZ $150 

fines or up to five yearsY imprisonment. 


Following a government review of the Patents Act 1953 that 
began in August 2000 

has drafted legislation intended to bring the act into closer 
conformity with international standards. The draft would 
keep the maximum patent term at 20 years 

the criteria for granting a patent 

invention being new in New Zealand 

the world and involving an inventive step. 


The draftNs prohibition of patents for methods of medical 
treatment concerns some pharmaceutical companies. The 
industry also is concerned by the CabinetVs decision in 
mid-2004 to halt a study on the economic impact of extending 
patent terms for pharmaceuticals. In a submission to the New 
Zealand government 

Researched Medicines Industry Association of New Zealand 
contended that New Zealand\'s effective patent life for 
pharmaceuticals had been substantially eroded. It 
recommended adoption of a supplementary protection 
certificate arrangement 

OECD and European Union countries. This would effectively 
extend patent protection. However 

fails to address this issue. 


The pharmaceutical industry also is troubled by an amendment 
enacted in December 2002 

amendment provided that it is not a patent infringement for a 
person to make 

purposes related to gaining regulatory approval in New 
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Zealand or other countries. It effectively expedites the 

approval process for generic competition to products going 

off patent. The amendment was passed quickly and not as part 
of the ongoing and thorough review of the Patents Act. The 
pharmaceutical industry is strongly opposed to this 
\"springboarding\" legislation. 


The United States continues to monitor developments in IPR 
issues closely. 


SERVICES BARRIERS 
Local Content Quotas 


Radio and television broadcasters have adopted voluntary 

local content targets 

government made it clear that it would otherwise pursue 
mandatory quotas. While New Zealand government officials 
have said they are sensitive to the implications of quotas 

under the WTO General Agreement on Trade in Services (GATS) 
they reserve the right to impose them. 


Telecommunications 


U.S. industry has expressed concern about the cost of 
completing calls onto mobile networks in New Zealand 
ranks among the highest in the world for this charge. The 
New Zealand regulating authority began an investigation in 
May 2004 into mobile termination rates and in an October 2004 
draft decision said that mobile network operators had been 
able to set unreasonably high rates because of limited 
competition in the market. The authority called for such 
charges to be regulated. Its final recommendation 

in early 2005 

recommendations. The final decision rests with the 
Communications Minister 

authority\'s recommendation 

further consideration. The final decision is expected in 
late 2005. 


Competitors of the formerly state-owned monopoly Telecom were 
disappointed by the New Zealand governments decision in May 
2004 against unbundling the local loop. Although under 
competitive pressure 

The Communications Minister accepted the regulator's 
recommendation against ordering Telecom to open its national 
fixed-line network to competitors. Saying he aimed to 

increase competition in broadband services 

agreed with the regulators recommendation to require 
bitstream unbundling 

Service providers in order to sell their own broadband 
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services 

months unbundled partial private circuits 

business data services. As of the end of 2004 

Telecom and regulators had yet to agree on commercial terms 
and conditions for the unbundled bitstream service. 
INVESTMENT BARRIERS 

Investment Screening 

New Zealand screens certain types of foreign investment 
through the Overseas Investment Commission (OIC). Amid a 
growing public outcry about foreigners buying coastal 
properties 

launched a review of OIC\'s powers. That review led to 
proposed legislation 

raise the minimum threshold for scrutiny of proposed business 
purchases 

purchases. Under the legislation 

screening non-land business assets would be increased from NZ 
$50 million (US $35.7 million) to NZ $100 million (US $71.3 
million) 

percent or more of a business. Government approval still 
would be required for purchases of land over 5 hectares 

(12.35 acres) and land in certain sensitive or protected 

areas. For land purchases 

live in New Zealand would have to provide a management 
proposal covering any historic 

public access matters and any economic development planned. 
That proposal would have to be approved and generally made a 
condition of consent. In addition 

required to report regularly on their compliance with the 

terms of the consent. Overseas persons would continue to 
have to demonstrate the necessary experience to manage the 
investment. Any application involving land in any form still 
would have to meet a national interest test. The United 

States has raised concerns about the continued use of this 
screening mechanism. New Zealand\'s commitments under the 
GATS Agreement of the WTO are limited as a result of New 
Zealand\'s screening program. 


OTHER BARRIERS 
Pharmaceuticals 


The U.S. Government continued to raise concerns about New 
Zealand\'s pharmaceutical sector policies 

appropriately value innovation and diminish the contribution 

of New Zealand to research and development of innovative 
pharmaceutical products. New Zealand\'s Pharmaceutical 
Management Agency (PHARMAC) administers a Pharmaceutical 
Schedule that lists medicines subsidized by the New Zealand 
government and the reimbursement paid for each pharmaceutical 
under the national health care system. The schedule also 
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specifies conditions for prescribing a product listed for 
reimbursement. PHARMAC 

structured as a statutory corporation 

percent of expenditures on prescription drugs in New Zealand. 


New Zealand does not directly restrict the sale of 
non-subsidized pharmaceuticals in the country. However 
private medical insurance companies will not cover 
non-subsidized medicines 

prescribe non-subsidized medicines for their patients 
would have to pay out-of-pocket costs. Thus 
Pharmaceutical Schedule decisions determine the selection and 
pricing of the bulk of pharmaceutical drugs sold in New 
Zealand. Its decisions have a major impact on the 
availability and price of non-subsidized medicines and the 
ability of pharmaceutical companies to sell their products in 
the New Zealand market. 


The United States has serious concerns relating to the 
transparency 

operations. U.S. pharmaceutical suppliers report that the 
methodology used to determine Pharmaceutical Schedule 
decisions lacks transparency. The Boards of PHARMAC and the 
Researched Medicines Industry Association of New Zealand have 
been meeting to discuss these concerns. The U.S. Government 
will continue to closely monitor developments in this sector. 


On December 10 

governments signed a treaty to create a joint agency to 
regulate medical devices 

medicines 

such as sun creams. Aside from prescription pharmaceuticals 
New Zealand does not currently regulate market entry of these 
products. TThe new agency is scheduled to begin operations 
July 1 

determine funding of prescription medicines. The new agency 
may charge full cost-recovery fees to register products and 
require additional documentation and assessments for certain 
products 

Administration approval. U.S. manufacturers and distributors 
of non-pharmaceutical therapeutic products have expressed 
concerns that those requirements would be overly burdensome 
and costly and serve to discourage exports of their products 
from the United States to New Zealand. 

End text of submission. 
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good relations" with that country. (Note: Vietnam and North 
Korea generally maintain positive relations as socialist 
brethren 


Column 3 

approval for South Korea to fly 458 refugees from Ho Chi 
Minh City to Seoul last July. (Ref A).) Each national 
delegation consisted of one official participant and one non- 
Government representative 

also sent twenty observers 

Justice 

Affairs. 


3. (SBU) The dialogue was centered on four themes: freedom 
of expression 

lead; women\'s rights and the effect of globalization on 
human rights 

and corporate and social responsibility 

headed the discussion. A Canadian diplomat noted that 
participants questioned her presenter extensively on the 
Canadian GovernmentVs limits on V'hate speechW and on 
information that could be accessed on the internet. Vietnam 
repeatedly brought up Article 19 of the International 
Covenant on Civil and Political Rights (which states 
restriction on speech may be necessary V'for the protection 
of national security and public order") in justifying its 
limitations of free speech. 


4. (SBU) The Canadian diplomat commented that there was 
\"informal and open discussion" at the forum 

focused around specific goals or results. The Norwegian 
diplomat said that 

Indonesia 

establishment of an Asian nations-only dialogue on human 
rights 

also noted that the Vietnamese Ministry of Public Security 
was sufficiently concerned that dissidents would try to use 
the conference to air grievances that it \"insisted\" on 
posting guards at the entrances to the venue. 


Death Penalty Seminar 


5. (U) From November 24 to 26 

for Vietnamese officials on the abolition of the death 
penalty 

(Ref. B). The seminar was coordinated by the Danish 
Institute for Human Rights Studies 

from the United States 

Eastern Europe to discuss their respective countries 
experiences with capital punishment. At the seminar the GVN 
promised to end capital punishment for three crimes right 
away 

crimes subject to the death penalty to 21 (from the current 
29) by 2007 

is a Vlong term objective." EU participants did not recall 


Column 3 

specifically for which crimes capital punishment would be 
abolished 

crimes. The Ministry of Public Security (MPS) was insistent 
that the death penalty is an important tool in its efforts 

to combat drug trafficking 


6. (SBU) European Commission diplomats commented they were 
pleased by the broad range of participation at the seminar 
which included representatives from several government 
ministries 

level departments of justice. They also noted that only the 
first two days of the seminar involved foreign involvement 
while the third was for Vietnamese participants only. They 
GVN has refused to provide to EU missions a readout of this 
final day 

the closed-door session suggested serious discussions on the 
issue. 

EU-Vietnam Human Rights Dialogue 


7. (U) On December 9 and 10 

full session of its bi-annual human rights dialogue with the 
GVN. The dialogue is held in Hanoi by the EU Troika 
Ambassadors at mid-year with only MFA counterparts 

the end of the year with representatives from a number of 
СУМ ministries. Participating in this year\'s session were 
representatives from the Ministries of Foreign Affairs 
(MFA) 

Information (MCI) 

Affairs (CRA) 

Minh Political Academy. In this years dialogue 
suggested some future sessions could be held in Brussels. 
EU participants demurred 

could be arranged around specific issues discussed in the 
dialogues. 


8. (SBU) Giving Poloff a readout of the dialogue 

diplomat recounted that Vietnam chose four topics and led 
discussion in all of them 

GVNVs first topic was \"Vietnam\'s approach to human rights 
in which it declared that the Vietnamese Government is 
solely responsible for the protection of human rights in 
Vietnam. It also accused the EU of holding Vietnam to a 
double standard on human rights 

had participated in actions V'depriving Iraqis of their 

freedom 

disagreement. Vietnam also led a discussion on the issue of 
Vdiscrimination against minorities and migrants in the EU 
raising specifically the question of Muslim migrants. The 
third discussion topic was the issue of \"the abuse of the 
issue of human rights by some NGOs in the EU 
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referred specifically to the support that Italy\'s 

Transnational Radical Party gave to the Montagnard 
Foundation (Ref C). Finally the Vietnamese discussed 
Vdetention and treatment of prisoners in the United States 
and United Kingdom 

holding Vietnam to double standards and pointed specifically 
to the abuse of prisoners in Abu Ghraib. 


9. (SBU) The European Union led a discussion on the 
Vexercise of fundamental freedoms 

GVN limits on freedom of expression 

religion and freedom of association. As part of this 
Europeans specifically requested foreign journalists be 
allowed longer-term visas. (Note: Foreign journalists 
resident in Vietnam are currently given three-month visas 
and visa renewal is sometimes used by the GVN to pressure 
journalists on their story content. End note.) Responding 

on this discussion subject 

Vdeveloped measures to distinguish between real Protestants 
and Dega Protestants 

registration of \"real\" Protestant churches. The MCI stated 
that it is trying to strike a balance between \"popularizing\" 
the internet and ensuring that no V'incorrect information" is 
spread though it. 


10. (SBU) On the issue of \"ethnic minorities and the Central 
Highlands 

detained after protests last April. In response 

said that it is working with the UNHCR to resolve the 
problem. On Vpersons of concern/fair trial/transparency 
the EU urged Vietnam to ratify the United Nations Convention 
Against Torture 

observers and requested information on a list of prisoners 
previously provided. The GVN provided little response to 

this 

\"not in accordance" with international human rights laws and 
that it is moving to align them. The EUVs final issue was 
\"the death penalty 

high numbers of people subjected to capital punishment in 
Vietnam. 


11. (SBU) Overall 

participants felt that the \"whole atmosphere of the dialogue 
was better\" this year as compared to last December\'s session 
(Ref D). She noted that 

day -- it had previously been a half-day only -- that there 

was more interaction between the two sides and that the GVN 
participants appeared \"more confident.\" She acknowledged 
however 

GVN to issues raised by the EU participants at the dialogue. 
BOARDMAN 
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goodwill gesture 
prisoners on the eve of Palestine presidential elections. 


US Troops Involved in Organ Trafficking: The Islamist- 
oriented V'Yeni Safak\" cites a report in Saudi Arabia\'s 

official daily \"Al-Vatan\" claiming that “systematic 
involvement in organ trafficking by US troops serving in 

Iraq.V The report is based on "secret European military 
sources.V Syria\'s influential daily WTesrinW also carried 

the report 

Iraq allegedly help American soldiers to transfer organs 

from Iraqi corpses to the American market. US doctors 
immediately carve out organs of Iraqis killed or wounded for 
transfer to the US 

corpses have also been decapitated. US teams pay Iraqis $25- 
40 to inform about the location of the heavily wounded or 
killed Iraqis 

story also claims that some inmates who have died at Abu 
Ghraib prison have undergone similar ‘operations\' to remove 
their organs. 


Five Turks remain in Abu Ghraib Prison: \"Yeni Safak\" also 
reports that five Turkish nationals are still being held at 

Abu Ghraib prison for allegedly supporting insurgents in 
Iraq. The report is based on comments attributed to IraqVs 
Human Rights Minister 


Abducted Turkish Worker Still Alive in Iraq: A Turkish 

national who has been missing in Iraq for one month has been 
seen alive in footage posted on the internet by insurgents 
papers report. Faith Nergiz 

a US company in Iraq when he was abducted. 


US Troops Raid ITF Bureau: Turkey\'s \"Dogan News Agency" 
(DHA) reports from Kirkuk that US troops raided and 

destroyed the Iraqi Turkmen Front (ITF) office in the town 

of Yayci 

according to the report 

controlled television. 


Kurds Flock to Kirkuk to Escape Killings; Few Fallujans 
Return Home: Papers carry \"Reuters\" wire reports claiming 
that over 500 Kurdish families have recently moved to Kirkuk 
in an attempt to escape deadly attacks on Kurds in the 
northern Iraqi town of Havica. Meanwhile 

Fallujans have returned home 

seeing that their houses have been destroyed in the 

fighting 

have decided to stay 
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American Families Help Iraqi War Victims: Families of US 
troops killed in Iraq have donated $600 

victims who who were forced to leave their homes in 
Fallujah 

members of US victimsY families told the press how terrible 
they felt after seeing the desperation of Iraqis fleeing 

their hometown that had to be destroyed by the American 
army. "We want to show the war victims in Iraq that 
somebody cares for them 


Kissinger Suggests Possible Division of Iraq: Former US 
Secretary of State Henry Kissinger told CNN-International 


SIPDIS 

that the United States should accept the division of Iraq 
along ethnic lines if a Shiite theocracy emerges from the 
January 30 elections. In that case 

allow all competing groups in the country to establish their 
own governments 

US administration to seek help from countries like Turkey 
Russia 


EDITORIAL OPINION: 


2 ASIAN QUAKE 
? UKRAINE 
2 CYPRUS/IRAQ 


“Тһе Power of Nature Cannot Be Overcome 

Sami Kohen wrote in the mass appeal \"Milliyet\" (12/28): “Тһе 
devastating earthquakes and tsunamis in South Asia once 
again reminded us of the colossal power of nature and the 
helplessness of human beings. There is no way to stop 
natural disasters like this 

early warning systems that could reduce the number of 
casualties. Unlike in North America and the Pacific 

Asian countries do not have an early warning system that 
might have helped to save lives in this disaster. . South 

Asia grieves and tries to heal its wounds 

from insufficient health services and a lack of food. The 
international community is sending condolences and promises 
of assistance. When lran experienced the terrible 

earthquake in Bam that claimed 30 

international community promised a billion dollars in aid 

but in the end only 17 million dollars was given. Oddly 
enough 

any hesitation.\" 


VWho is next? 
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Erdal Safak commented in the mass appeal \"Sabah\" (12/28): 
VYushchenko has declared victory 

hopes of Yanukovic to an end. The same goes for Putin 
strongly supported Yanukovic. The election victory for 
Yushchenko is like a Christmas gift for Europe 

be somewhat of a poisoned chalice. The supporters of 
Yushchenko 

started pushing the EU for a promise of membership for 
Ukraine. Brussels does not seem ready to deal with the 
accession of Ukraine to the EU for fear of a backlash in 
Russia. . Close ties between Ukraine and the EU also remind 
us of the fact that Russia is losing ground. We first saw 

this in Serbia 

this won\'t be the last. V 


\"The Cyprus-Iraq Connection V" 

Cengiz Candar wrote in the conservative “ОВ Tercuman\" 
(12/28): VIn recent days 

described the most important "formula! for putting the 
Cyprus issue on the road to a solution and taking away the 
"diplomatic cards\' that could be played by Greek Cypriot 
leader Tassos Papadapoulos. Baykal gave clues to the most 
realistic way out of the Cyprus deadlock. He noted that the 
US could be very influential in this process. "Let the 
Americans send a ship from the sixth fleet to a port in 

north Cyprus 

Airport - then the Greek Cypriots will understand how 

serious the situation is 

right. But this assumes that Turkish and American foreign 
policy are held on the same wavelength. Otherwise 

calls for help from Turkey may be met in Washington with 
nothing more than raised eyebrows. Yasemin Congar laid this 
out in yesterday's \"Milliyet 

US officials believe that Turkish public opinion has been 
"poisonedY against the United States through anti-US 
statements on issues ranging from Tal Afar to Fallujah to 

the attack against Turkish security personnel in Mosul. The 
AKP needs to clarify its policy. If it is going to stake 

out anti-American positions on Iraq together with Iran and 
Syria 

EU and the US on the Cyprus issue. The AKP must define its 
priorities. If the priority is to start EU accession talks 

on October 3 

new Cyprus initiative 

must be made consistent with that goal. The government will 
not be able to pull out what it needs on the Cyprus issue by 
continuing its anti-American trend on Ігаа.\" 


DEUTSCH 
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want our banks to be a place where one can receive neutral 
recommendations on investments." 


5. (C) Sokoler stressed that the Bachar Committee had only 
begun the task of financial reform. Once the mutual funds 
were hived off 

Wforeigners would show an interest. Who would supervise 
the new institutions? The GOI must also find a way to 
increase competition within the commercial banking community 
by making it easier for customers to change institutions. 
Sokoler noted that these and other issues 

formalization of a deposit insurance scheme and development 
of money market funds 

recommendations to be formulated in the coming months. 


6. (C) Eyal Gabbai 

Authority 

completed and the GOI was now concentrating on the hard 
cases. 


A. EI Al: Gabbai expected Knafaim to exercise its options 

over El Al the week of December 20 and take formal control of 
the company. Knafaim would probably make some initial 
changes 

and engaging in more intense marketing. It was unlikely to 

fly on the Sabbath. 

B. Zim: The GOI had sold in 2004 its shares to the Israel 
Corporation 

used to be one of the five largest shipping companies in the 
world 


C. Bezeq: Gabbai admitted that the GOI had priced Bezeq 
shares too high in June 

interest by investors. Nonetheless 

commitment to sell all but 1.0196 of the company 

through the stock market 

sale of 30-40% of the company to a private investor. As of 
the end of October 

regarding the sale. Gabbai expected this group to 
consolidate down to no more than 2 or 3 purchasing groups. 
The final sale would take place in the second quarter of 
2005. Naturally 

sale 

of its capital in Israel. 


D. Defense Companies: Gabbai said he had found the 
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privatization of Israel\'s defense companies to be the most 
challenging part of his job 

Defense Ministry and industry employees were utterly 
opposed to it. That was why he was so pleased by plans to 
privatize Ashot-Ashkelon Industries (AAI) 

Israel Military Industries (IMI). He characterized AAI has 
having 21st century technology held back by 1950s management. 
Gabbai said the GOI plans to privatize AAI by the first 

quarter of 2005 and hopes improved management after 
privatization would show the wisdom of moving such firms into 
private hands. He admitted that finding 

investors would not be easy: \"the employees are threatening 
to set fire to the factory if privatization goes forward.\" 

Selling the rest of IMI would be even more difficult: it Is 

deeply indebted and faces large future pension liabilities. 

The GOI had yet to agree on how to move forward. 


E. Oil Refineries: The GOI had resolved in August 

split the oil refineries into two companies to increase 
industry competition. Gabbai said the GOI planned to sell 
the smaller company 

Haifa through the Tel Aviv Stock Exchange (TASE). 


F. Banks: Gabbai noted that the process of privatizing 
Discount Bank is very close to completion. Final proposals 
from the two remaining interested parties are expected by 
end-December. The release of the Bachar committee report on 
capital market reform may result in some discounting in the 
pricing of the sale of Discount Bank. Details of the Bank 
Leumi privatization are still being formulated. Gabbai said 
that the GOI is now considering distribute shares to the 
public rather than stock options 

Proper legislation to allow such a transaction has yet to be 
passed. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Singh was extremely positive on Indo-U.S. relations and the 
course of confidence building with Pakistan 

Singh was looking forward to the meeting of the Indian and 
Pakistani PM\'s at the South Asian Summit in January. Bin 
Alawi confirmed that Oman had formally pledged to support 
IndiaVs bid for a permanent seat on the UN Security Council. 
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On a minor note 

scheduled for Christmas in SinghYs honor was canceled in 
mourning for the death of former Indian PM Narasimha Rao. 


3. (U) On December 25 

Qaboos to deepen bilateral relations and reaffirm India Vs 
commitment to peace and stability in the region. Oman 
expressed interest in IndiaVs information technology 
pharmaceuticals 

milestone in their bilateral relations 

signed a treaty of extradition. Moreover 

fully in the 50th anniversary celebrations of Indias 
diplomatic presence in Oman. 


4. (U) Singh and Commerce and Industry Minister Maqbool bin 
Ali Sultan focused on increasing trade and investment 
bilaterally and regionally 

success of the $1 billion joint venture Oman-India Fertilizer 
project and resolving outstanding labor issues. In a 
subsequent meeting with Sayyid Badr bin Saud al-Busaidi 
Minister Responsible for Defense Affairs 

reviewed ongoing defense ties 

of joint naval exercises and increased training of Omanis in 
Indian defense institutions. 


5. (U) In his meeting with Dr. Mohammed bin Hamad al-Romhi 
Minister of Oil and Gas 

closely in the extractive industries sector. Much of the 

talk centered around enhancing IndiaWs presence in the 
hydrocarbon sector of Oman 

offshore exploration for oil and gas and the provision of 
services and supplies for current drilling operations. In a 

brief meeting with Sayyid Haitham bin Tariq 

Heritage and Culture 

further bilateral cultural understanding 

undertaking joint research of archival documents and 
publications on the historical ties between the two 

countries. Finally 

understanding between the State Audit Institution of Oman and 
the Comptroller and Auditor General of India for cooperation 

in audit matters. 


6. (SBU) The Minister\'s program culminated in the much 
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anticipated groundbreaking of the new Indian Embassy. The 
future chancery will include the ambassador\'s residence as 
well as a 500-seat multipurpose auditorium for cultural and 
social occasions. Yusuf bin Alawi was in attendance as 
Minister Singh laid the cornerstone in the final hours of his 
whirlwind visit. YBA said Singh was buoyant at the notion of 
putting India\'s mission in the vacant lot immediately between 
the U.S. and UK embassies 

Alawi said he did not have the heart to tell Singh that 

Turkey will eventually build a new embassy between the 
Indians and UK. 


7. (C) While intemperate Omanis are still occasionally heard 
to grumble about the \"Hindu\" presence among the resident 
expatriate community 

(reftel) and appear to be deepening. From Oman\'s 
perspective 

manual labor. Rather 

direct investment in the expanding gas-fed industries 

well as a ready market for fertilizer and other future Omani 
exports. Oman also banks on IndiaVs IT expertise for local 
human resource development 

formal relationships between technical training institutes. 
And despite OmanVs close historical connections to Pakistan 
(primarily Baluchistan) 

military linkages to New Delhi or supporting India\'s bid for 

a UNSC seat. 

BALTIMORE 
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outing [discussion]V of Nigeria\'s National Biosafety 
Frameworks program in Nigeria in 2004. These meetings took 
place in Ibadan in April and in Zaria in December. 


2. The institution responsible for biosafety in Nigeria is 

the National Biosafety Committee (NBC) 

body to the Ministry of Agriculture. The NBC is responsible 
for formulating policies and procedures pertaining to 
Nigerian agro-biotechnology. This committee comprises 
representatives from the ministries of agriculture 

industry 

as well as representatives from NigeriaVs private sector and 
scientific community. 


3. Embassy Abuja ESTH Officer spoke on December 28 with 
Mathew Dore 
Nigerian National Biosafety Frameworks program 
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under the NBC. Dore said Nigeria does not have biosafety 
legislation 

relevant ministries and agencies. This proposed legislation 
would establish biosafety controls on the transboundary 
movement of living modified organisms (LMOs) and regulate 
controlled trials 

LMOs in Nigeria. According to Dore 

legislation would also address the issue of documentation 
accompanying LMOs 

Clearing House 


4. Dore said Nigeria plans to hold two public hearings on 
biosafety for stakeholders and industry representatives by 
March 2005. He expects the relevant legislation to reach 
the National Assembly by June 2005. 


5. According to Professor C.P.E. Omaliko 

of Nigeria\'s National Biotechnology Development Agency 
country\'s National Agency for Food and Drug Administration 
Control has not developed regulations on labeling 
genetically modified foods 

considering developing such legislation. 
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nature. Minister of Agriculture Petar Cobankovic has taken it 
upon himself (above and beyond the law) to compensate farmers 
whose land was contaminated by the unauthorized release of 
Pioneer GMO seeds this summer; currently the Ministry is suing 
Pioneer to recoup its expense. The case is likely to be tied up 

in Croatian courts for years. 


4. The Ministry of Culture is responsible for \"nature 
protection\": regulating the release into nature of GMOs. When 
the GoC passed the Law on Nature Protection in 2003 
protection portfolio originally fell to the Ministry of 

Environment; in January 2004 

responsibility for registering and licensing GMO seeds to the 
Ministry of Culture. The Ministry of Culture is also responsible 
for insuring GMO seeds are not planted on any of Croatia\'s 
numerous protected areas. 


5. А бос bill on novel foods has passed its first reading in 
the Parliament 

law is designed to establish a clear regulatory and licensing 
procedure for GMO crops and food. It has been painted as a 
necessary part of EU legislative harmonization 

would allow GMOs on the Croatian market 

the great difficulties the law would impose of potential GMO 
importers and harsh financial penalties for unauthorized GMO 
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release. The Institute for Public Health houses the only in- 
country facility capable of testing foods for GMOs. 


FRANK 
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by China\'s "National Defense White Paper V" 


The pro-independence V'Liberty Times!" editorialized 
(12/29): 


V'The situation that the [national defense] white paper 
and the anti-secession law came out together fully 
demonstrates the concern of the Chinese authorities 
toward the direction of Taiwan. Hence 

cannot resist the trend and the will of people in 
Taiwan to seek independence and autonomy 

intends to step up the threats and the bluffing to 
effortlessly confront popular opinion in Taiwan. 


VIn sum 

paper is that its purpose is pointed at Taiwan. China 
has been trying to devour Taiwan more and more each 
day 

against Taiwan. Under such a serious threat 

should establish enough defense capabilities as its 
first priority. Hence 

situation in the evolving international environment 
Taiwan should grasp the precious chance when the United 
States is willing to sell such advanced weapons 

as submarines 

missiles to Taiwan. .\" 


B) \"Chen Must Change His Route to Avert a Beijing 
Invasion\" 


The conservative 
editorialized (12/29): 


VItVs about time that President Chen Shui-bian made а 
choice between continuously pursuing independence and 
averting a conflict with mainland China. Should he 
decided to choose the former 

have to fight a communist invasion on its own without 

aid from its U.S. ally. 


\"The challenge now facing Chen is that he must revise 
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his independence route by moving toward the political 
center. Failing to do so 

a devastating war with China without the United States 
coming to bail Taiwan out. V" 
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their festivals and holidays." The diverse reactions to a 

holiday celebrated by many residents here reflect the 

relative freedom enjoyed by KuwaitVs population -- in this 

case to both commemorate and criticize the commemoration of a 
non-Muslim holiday. End Summary. 


It\'s Christmas for Kuwaitis 


3. (U) To visit one of Kuwait\'s many shopping malls during 
the Christmas holiday season is to transport yourself back 
to the United States. Christmas trees adorn many shops 
likeness of Santa Claus is unavoidably plastered throughout 
buildings and traditional (and remarkably religious) holiday 
tunes play in the background. Although one might think the 
target audience of these decorations and adornments is 
KuwaitVs large population of expatriate Christians (approx. 
250 

there are many Muslim Kuwaitis who have adopted the Christian 
holiday and embraced its commercial 

aspects. Accordingly 

educated in the West 

children Christmas presents 

holiday greetings to their Christian friends. Newspapers are 
also filled with inserts urging shopping and dining at the 
many retail outlets and restaurants scattered about the city. 


The Islamists Who Stole Christmas 


4. (U) But venture outside the malls and Kuwait City proper 
and one will find little public acknowledgement of any 
non-Muslim holiday; in places where KuwaitVs bedouin and 
tribal populations are centered -- Jahra 

outlying regions 

apparent. The influence is manifested not only in dress and 
custom -- more men wearing long beards and more covered women 
-- but has also affected what merchants are allowed to sell. 
On December 23 

Islamists forced a well-known supermarket to withdraw such 
products as trees and greeting cards from its shelves in its 
Jahra store 

Christmas and the New Year celebration were contrary to 
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Islamic teachings. The group reportedly produced a petition 
with 350 signatures demanding the withdrawal and explaining 
that such goods were Vharam.V 


5. (U) Additionally 

Muslims to refrain from congratulating Jews and Christians on 
their holidays. The Chairman of Revival of Islamic Heritage 
Society\'s (RIHS) Good Word Committee (Note: RIHS is the 
charitable and social welfare arm of the Traditional 

Salafis) 

arabic daily VAl-QabasY on December 26 that \"Muslims (are) 
forbidden from imitating others in everything 

involvement in the festivals and holidays of non-Muslims.\" 
Reinforcing his message 

beliefs underlying these holidays as V'creeds which are openly 
incompatible with the Islamic creed...Muslims are prohibited 
from sharing the Christians and other infidel faiths 

holidays in any form 

gifts or expression of joy. V 


6. (SBU) Anecdotally 

stopped by the police for displaying Christmas ornaments in 
the back window of his car. Upon being scolded by the 
officer for Vpromoting a Christian holiday 

was Christian 


Kuwaiti Liberals: VTis The Season... 


7. (U) Despite protestations over Christmas by many 
Islamists 

are tolerant of the celebration. Moderate 

columnist Mohammed Musaed Al-Saleh wrote in Al-Qabas on 
December 27 that the forced removal of Christmas items from 
the Jahra store was conducted by \"narrow-minded people V who 
have committed a \"violation\" against the state ministries 
charged with regulating commerce. He finished by wishing a 
VMerry Christmas and Happy New Year to our Christian 
brothers." Columnist Khaled Al-Jenfawi agreed 

\"the relevant people neither represent the authorities 
concerned in the country nor the citizens in Al-Jahra 
Governorate.\" Lamenting the general loss of civility towards 
Christians during the Christmas season since the 1970s 
Khaled Bourisly fondly recalled a previous time when he and 
his Kuwaiti friends openly celebrated Christmas with their 
Christian friends. In a December 25 Special to the english 
language Arab Times 

to influence Kuwaiti society in the late 1970s. As a result 

Vall sorts of freedoms began to be restricted 

public singing and celebrations -- and Christmas and New 
YearVs parties -- were limited or forbidden...In the 
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suppression of Christian holiday celebrations 

their children are the real losers.\" Finally 

Shiite cleric Sayed Mohammed Baqr Al-Mohri 

to the remarks of Khaled Sultan 

religious prohibition against congratulating those of other 
faiths on their holidays. 


8. (SBU) Comment: That most are free to celebrate their 
religious holidays within limits is a credit to the relative 
openness and freedom enjoyed in Kuwait 

of its neighbors. Part of that freedom may be economic in 
nature 

generated nice profits for many retailers. History 

shows that the path from denouncing other religious 
celebrations to prohibiting them is very short. Whether 
Kuwait takes this path is part of the broader Kuwaiti 
societal debate between those who view the West as an example 
and those who reject it as un-Islamic. For the time being 
the fact that there are public debates about this issue is 
reassuring; should the frequency of Islamist complaints 
increase or become vitriolic 

for concern. End Comment. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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reviewing figures and damage.\" The GOB did not accept a 
December 27th offer of aid by the World Health Organization 
or subsequent offers by other UN agencies. The COM also 
pressed the Minister on Burmavs preparedness plan should а 
major earthquake strike in or near population centers in 
Burma (the country is on a major fault line). The Minister 
demurred and seem surprised to learn from the COM and his 
subordinates that Rangoon had experienced another 
earthquake at about 0330 (local) on December 29th (there were 
no casualties or damage reported from this latest quake). 
MARTINEZ 
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plus one\" share in Yerevan-based Armeconombank. This 
is the first time the EBRD would become a shareholder 

of an Armenian commercial bank. According to the local 
EBRD representative the bank would assist in the 
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strategic management of Armeconombank and would provide 
technical assistance of 500 

more reliable and introduce risk management systems. 


4. The International Monetary Fund (IMF) has approved 
a USD 13.7 million disbursement to Armenia completing a 
three-year lending program designed to sustain 
macroeconomic stability in Armenia. It was the sixth 
tranche of the USD 105.3 million Poverty Reduction and 
Growth Facility (PRDF) arrangement. PRDF funds have 
been used since May 2001 by the Armenian Central Bank 
to maintain a stable exchange rate of the national 
currency and to alleviate the country's negative 

balance of payments. IMF officials said the program 

has served its purpose. According to Armenia\'s 

Minister of Finance and Economy Armenia will implement 
another three-year program with the IMF. 


SLOVAKIAN COMPANY TO LAUNCH THE VANADZOR CHEMICAL 
PLANT IN ARMENIA 


5. The Slovakian company 

Dividend Group 

in the Vanadzor Chemical Plant in Armenia. The 
Armenian Ministry of Trade and Economic Development 
announced that SLZ would launch the plant by February 
15 

sign an agreement with the owner of the plant for trust 
management or lease of the facility. The current owner 
of the plant is RussiaVs Zakneftegazstroy-Prometey. 
The Russian company privatized the plant in 1999 and 
has invested up to USD 20 million in the enterprise 
which has stood idle since 2002. The Slovakian company 
was reportedly seeking at least a 51 percent stake in 
the Vanadzor Chemical Plant. 


ARMENIA REPORTS 10 PERCENT GDP GROWTH IN JANUARY - 
NOVEMBER 


6. Armenia\'s National Statistical Service reported 10 
percent GDP growth for January to November 

the end of November 

dram (USD 3.1 billion). From January to November 
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the volume of industrial production increased by 1.6 
percent compared with the same period in 2003 
billion dram (USD 881.4 million). The volume of 
agricultural output totaled 412.5 billion dram (USD 
767.1 million) from January to November 

increasing by 14.3 percent as compared to the same 
period in 2003. 

RICHTER 
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tsunamis. Powell also said that he regretted a 


SIPDIS 

statement by a UN official suggesting that it had not 
helped enough. Israel Radio reported this morning that 
the U.S. boosted its aid to tsunami-stricken countries 
to USD 35 million. Depending on the sources 
reported that there is concern for the lives of 15 to 
100 Israelis who were in the hit region. Israel Radio 
this morning reported that the Thai authorities have 
reported on two Israeli casualties. Foreign Ministry D- 
G Ron Prosor said in an interview with Israel Radio 
this morning that 150 Israelis are still unaccounted 
for. Although all media reported that Sri Lanka turned 
down the visit of an Israeli rescue team 

Israeli plan carrying 80 tons of food and medical 
supplies worth USD 100 

Lanka this morning 

Vatican\'s newspaper 

Va radical and dramatic change of perspectiveW among 
people V'too often preoccupied with making war 

that it singled out Israeli military leaders for 

declining a request for emergency medical help. 


All media reported that the government suffered a 
serious blow on Tuesday when the Knesset\'s 
Constitution 

approve the bill for the V'evacuation and compensation V" 
of settlers from the Gaza Strip and the northern West 
Bank. The committee\'s vote on the bill resulted іп an 
8-8 tie 

abstaining. The vote is likely to delay the 
disengagement process by a few weeks. Leading media 
reported that Tuesday settlers form the northern West 
Bank community of Sa-Nur prevented members of the 
Disengagement Administration from entering their 
settlement. They had to force their way into Sa-Nur. 
Jerusalem Post quoted Pinchas Wallerstein 

member of the Yesha Council of Jewish Settlements in 
the Territories 

are considering making an official appeal to Diaspora 
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Jews to travel and join the fight against the 
evacuation of the Gaza Strip. Israel Radio reported 
that activists of the outlawed Kach movement have 
handed out leaflets showing Jews being led in trains to 
the death camps. The Yesha Council of Jewish 
Settlements in the Territories condemned the leaflets. 
The radio reported that the Yesha leaders will meet 
today with Acting Justice Minister Tzipi Livni in order 
to convince her of the \"illegality\" of the 
disengagement plan. 


Jerusalem Post cited a denial by Gush Katif (Katif 
Bloc) farmers Tuesday that they are in the midst of 
indirect negotiations with the Disengagement 
Administration to receive plots of land in the western 
Negev in exchange for fields they will leave behind 
under the disengagement plan. 


This morning 

soldiers escorting a civilian convoy were wounded in a 
shooting attack in the West Bank town of Baka El- 
Sharkiya 

Palestinian sources as saying that Tuesday an IAF drone 
carrying two Hamas militants near the southern Gaza 
Strip town of Khan Yunis. The militants 

unharmed 

attack in Gaza. 


Jerusalem Post reported that 

lawlessness and anarchy 

a special force in the Gaza Strip to fight local 
criminal gangs 


Yediot quoted Sharon as saying at a meeting with 
Israel's ambassadors to the European countries on 
Tuesday: V'Nobody has the right to determine how much 
security Israel requires. Tell it to the Europeans 
forcefully. We don\'t owe anything to anyone 

the Almighty." Maariv quoted Sharon as saying at the 
meeting: \"Europe won\'t take part in the diplomatic 
process with the Palestinians 

a balanced approach. V" 


Jerusalem Post quoted visiting Sen. Joseph Lieberman (D- 
CT) as saying Tuesday that Yasser Arafat\'s death has 

led to an improvement in U.S.-Palestinian ties 

that this upswing is conditional on the PA stopping 

terror. 


Citing AP 
as saying Tuesday that Israel is to blame for the 
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deadlock in peace talks between the two countries 
citing Israels rejection of Damascus\'s recent 
overtures. 

Yated Ме\етап reported that Egyptian FM Ahmed Abu el- 
Gheit has urged Israel to pull out from all Palestinian 
cities it entered in 2000. 

Leading Internet service Ynet reported that the Iranian 
Broadcasting Authority has launched a well-informed 
Hebrew news site that includes items and articles on 
world and Israeli events. 


Jerusalem Post reported that next week Knesset Speaker 
Reuven Rivlin is likely to declare Shinui party leader 
MK Yosef (Tommy) Lapid opposition leader. 


Maj. Gen Yiftah Ron-Tal 

Services 

Jerusalem Post that the Defense Ministry should boost 
production of the Merkava IV tank. The newspaper also 
quoted him as saying that women of Machsom Watch 
group that monitors soldiersY behavior at roadblocks 
should be replaced with IDF officers. 


Visiting Egyptian journalist and historian Ali Salem 

was quoted as saying in an interview with HaVaretz that 
\"Israel has joined the Middle East\" following the 
signing of the free-trade agreement with Egypt. Salem 
who was persecuted in Egypt following his first visit 

to Israel in 1994 

with Yediot and Maariv. Ynet and Yated NeVeman quoted 
Jordanian journalist Shaker Nabulsi at saying at the 
VNew Media in the Middle EastW conference held at Ben 
Gurion University that Arab satellite media are a 

primary factor in the encouragement of terror. 


Citing AP 

that he has accepted an invitation to visit China. The 
newspaper says that the expected visit could be 
overshadowed by friction over a snagged Israeli-Chinese 
weapons deal. 


Citing AP 
Gul will travel to Israel next week. 


Jerusalem Post reported that members of Ethiopia Vs 
Falash Mura community have accused a Jewish-American 
aid group 

Jewry (NACOEJ) 

its compounds in Addis Ababa and Gondar 

15 

immigrate to Israel. 


Column 3 


Conservative 
(December 29): “Тһе enormous loss of life around the 
Indian Ocean rim is partly a human failure too.\" 


Veteran op-ed writer and the late prime minister 
Yitzhak RabinVs assistant Eytan Haber opined in the 
lead editorial of mass-circulation 

Aharonot: V'Even if there are some hitches here and 
there 

world that come to the aid of their citizens the way 
Israel does.\" 


Block Quotes: 


I. VSouth Asia and Us" 


Conservative 

(December 29): V'The enormous loss of life around the 
Indian Ocean rim is partly a human failure too.... 

South Asian nations are not anywhere as affluent [as 
the U.S. and Japan] 

wasted so much time postponing expenditure on tsunami 
alert devices. They couldn't even agree on whether 
these are worthwhile.... Lest we too patronizingly 
criticize others 

natural menaces of our own. We must not ignore our 
dangers as the countries of South Asia ignored 
theirs.... Experts warn [Israel] to expect a major 

quake (above 7 on the Richter Scale) sometime within 
the next 50 years. It could happen any day and 

a devastating magnitude and in a lethally close 
location 

talk and blueprints are no substitute for action.... 

Yes 

have more pressing needs. So 

Indonesia et al.... We can\'t be sure when the next 
quake will come. We can determine how prepared we are 
to survive it. V" 


Il. V'Our Finest Hour" 


Veteran op-ed writer and the late prime minister 
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Yitzhak RabinVs assistant Eytan Haber opined in the 
lead editorial of mass-circulation 

Aharonot (December 29): V'Even if there are some hitches 
here and there 

in the world that come to the aid of their citizens the 

way Israel does. The great America shrugs its 
shoulders. France drowns in champagne and frog legs as 
the screens show appalling sights. Oy 

move on to their business. Not us...The Americans have 
1 

easy for them to get organized and send five of them to 
the airport to welcome arrivals. Israel has six 

workers 

Albeit the concern of those rescued and their families 

is understandable 

lives at this time justifies their outbursts and rage 

but when the storm abates 

it is not exactly the job of the State of Israel to 

find their children who have gone on a trip 

its actions in its handling and rescuing Israelis are a 
VbonusY to Israeli citizens simply because they are 
Israeli. There is (almost) no other country like this 

in the world. V 


Conservative contributor Gerald M. Steinberg 

NGO Monitor and Director of the Program on Conflict 
Management at Bar-llan University wrote in 
conservative 

powerful organizations 

its leaders should be subject to a system of checks and 
balances.\" 


Block Quotes: 


\"Human Rights: Watching the Watchers\" 


Conservative contributor Gerald M. Steinberg 

NGO Monitor and Director of the Program on Conflict 
Management at Bar-Ilan University wrote in 

conservative 

\"In the past four years 

clearly violate any common-sense concept of basic human 
rights 
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releases have focused -- by a ratio of over six to one 

-- on allegations against Israel.... In September 2001 
HRW emerged as a key player during the nongovernmental 
organization sessions of the infamous Durban anti- 
racism conference 

Israel.... Like other powerful organizations 

its leaders should be subject to a system of checks and 
balances to ensure that the claimed objectives -- moral 
and otherwise -- are consistent with the choice of 
issues 

process.... Perhaps in this way the lost moral force of 
the human rights movement 

universal principles in support of private political 

biases 


Defense commentator Reuven Pedhazur opined in 
independent 

reliance ... on the American determination to prevent 
the proliferation of nuclear weapons. Israel must 
prepare for Va New Middle EastV in which it will no 
longer be the sole nuclear player." 


Block Quotes: 


\"Pakistan\'s Immunity" 


Defense commentator Reuven Pedhazur opined in 
independent 

eyes are set on Iran 

Europeans and carry on with its plans to produce 
nuclear weapons 

immediate threat for the acceleration of nuclear 
proliferation can be found nearby 

immunity enjoyed by [Dr. Abdel-Kader] Khan 
arrested by the Pakistan authorities on suspicion of 
running a clandestine international ring for the sale 
of nuclear technology and later pardoned by Pervez 
Musharraf] is rooted in the dependency that the Bush 
administration has developed in the form of PakistanVs 
president 

the Americans are waging against international 
terrorism 

in Afghanistan.... With this attitude 

administration is in fact preventing the clearing of 
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the air surrounding Khan\'s nuclear dealings 

not allow the tracking of the path of proliferation 

that he paved around the world.... The Khan affair 
proves once more that even when the more sophisticated 
intelligence agencies seek to follow the nuclear 
activities of various countries 

over again.... In Israel the affair needs to raise a 
number of alarms. A significant portion of KhanVs 
clients are in the Middle East 

Iran is not the sole country in the region with a 

nuclear weapons program.... The lesson is that there 
should be no reliance on the IAEA to tackle the problem 
and not even on the American determination to prevent 
the proliferation of nuclear weapons. Israel must 
prepare for Va New Middle EastV in which it will no 
longer be the sole nuclear player." 


President of the Federation of Israeli Chambers of 
Commerce and former Likud Knesset member Uriel Lynn 
wrote in popular 

Bush will be well remembered in history and actually 
earn esteem for starting a war against Iraq. V 


Block Quotes: 


VDetermination Against Tyranny\" 


President of the Federation of Israeli Chambers of 
Commerce and former Likud Knesset member Uriel Lynn 
wrote in popular 

my opinion 

actually earn esteem for starting a war against 

Iraq.... Every knowledgeable person in the Western 
world should have felt revulsion facing the possibility 
that a dictator such as Saddam Hussein could gain 
control of nuclear weapons. Like Hitler 

value in human life. International weapons inspections 
cannot be carried out forever. The war held back a 
process of clear and present danger to large 
populations around the world.... Bush had to make the 
decision of going to war in particularly difficult 
conditions: he faced an antagonistic Europe ... divided 
media at home 

country\'s population. But the free world will have 
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much more to thank Bush for his decision 
a barrage against murderous tyranny 

to work beyond its country's boundaries.\" 


KURTZER 
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dominate international news pages in all papers. 


Editorial Commentary 
-- \"Al-Hurra is not free [hurra]W 


Columnist Yagoub Jaber writes on the op-ed page of 
center-left 

(12/29): \"In vain 

hearts of Arabs and Muslims in favor of its clumsy 
policies in the Middle East. The United States 
resorted to methods that can in the least be described 
as nave and silly. It does so seemingly unaware that 
what is hurting its image most in the Arab region is 
the Palestinian and Iraqi blood on its hands 
insistence on supporting Sharon in his bloody crimes 
in the Palestinian Territories 

occupation of Iraq and the slaughter of its people in 
cold blood and on a daily basis.. In its attempts to 
change its ugly image in the Arab world 

States launched a satellite television channel and 
called it 

this channel would bring the Arabs around with regard 
to American policy.. One of the programs broadcast by 
Al-Hurra is called 'SaYah Hurra\' [free hour] that 
hosts various groups of begrudging writers and 
analysts and 

Arab personality known for opposition to U.S. 
policies. It happened that | watched an episode of 
this program on the Syrian role in Lebanon. | noticed 
that the host was giving ample time for the guests 
opposed to Syrian policy 

U.S. policy was cut off as soon as he began to speak 
particularly when addressing a sensitive issue likely 
to expose the fragility of U.S. policy or the grave 
mistakes made under false slogans in Iraq and 
Palestine.\" 


-- "The London conference and а little bit of required 
hope\" 


Daily columnist Urayb Rintawi writes on the op-ed page 
of center-left 
(12/29): \"Like other political initiatives that broke 
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on the rock of Israeli intransigence and U.S. bias 

the image of the initiative launched lately by the 

British Prime Minister dwindles.. from being an 
international conference for peace in the Middle East 
Blair\'s initiative turned into a conference to discuss 
the Palestinian Authority\'s reform and restructuring. 
From being a conference designed to pave the way for 
resuming the negotiations to salvage Bush\'s vision and 
the roadmap 

Israeli will be absent so that it would not give the 
impression that the negotiations have started. The 
result is that Blair\'s idea for an international 
conference has been enfeebled and so did his 
"historic mission in the region. He became like any 
other international envoy 

carrying the very same merchandise. BlairVs mission 
may conclude next March with an eased feeling of guilt 
towards the Palestinians 

encourage Arab and Palestinian belief that regaining 
stolen rights is imminent or that peace is at hand. V" 


-- VThe American peace delegation" 


Columnist Haidar Rashid writes on the op-ed page of 
independent 

(12/29): V'The number of the American delegation from 
the ‘families for peace\' organization is not large 
compared to the millions of the American people 

this limited number constitutes an important and 
serious case: five of its fourteen members had lost 
sons in Iraq. The humble amount brought by the 
delegation in the form of humanitarian equipment does 
not exceed 600 

close to the billions being spent by the United States 
on the war or that will be stolen from Iraq as a 

result of the occupation. Yet 

constitutes a significant case in relation to what is 
going on in Iraq 

American people\'s position towards it and its role in 
Iraq. The small American delegation holds U.S. 
President Bush and Secretary of Defense Rumsfeld 
responsible for the death of the American soldiers in 
Iraq. This is the most significant indication of the 
delegation\'s visit.. The American peace delegation is 
a phenomenon not to be belittled or doubted. It 
reflects a genuine tendency among the American people 
that has not materialized yet in the form of pressure 
that would lead to America\'s withdrawal from Iraq. 
The American dead in Iraq will be one of the most 
important factors leading to the materialization of 

such a pressuring position. V" 


Column 3 
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agreement (FTA) negotiations even while Kuwait has had only 
one TIFA Council meeting. Econoffs said that without serious 
progress on IPR protection and enforcement and movement 
toward eliminating the International Certification Conformity 
Program (ICCP) 

stalled. The Kuwaitis acknowledged that the GOK has fallen 
short on IPR protection 

committee chair and the Kuwaiti Ambassador to Washington are 
pushing the Ministry of Information to improve. The Kuwaitis 
blamed the U.S. side for not clearly articulating that the 

ICCP had to be removed rather than modified 

had missed two opportunities to kill the program. Econoffs 
reiterated that because it is a technical barrier to trade 

the ICCP must be eliminated. Al-Budaiwi said the GOK 
generally feels like it is Vjust seeing the stick and no 

carrots\" іп TIFA negotations 

Vencouragement and support" Specifically 

to have more feedback 

conference calls or other types of direct 

to help work out some of the difficulties among all concerned 
parties. 


2. (C) Comment. In postVs view 

would be an extremely useful method of moving forward. The 
Government of Kuwait is not terribly \"wired 

ministries lack email (even officers at the Kuwaiti Embassy 

in Washington use internet email accounts because they do not 
have government accounts). As a result 

is of somewhat limited utility. A further advantage of 

video- and/or teleconferencing is that it would allow all of 

the interested experts on both sides to hash out problems 
simultaneously 

the prerequisites for positive progress toward a second TIFA 
Council meeting. End Comment. 


3. (C) Econoffs met with two representatives from the 

Kuwaiti Embassy in Washington 

Al-Mashan 

and Investment Framework Agreement (TIFA) process. 
Al-Budaiwi and Al-Mashan 

monitoring U.S.-Kuwait trade relations 

during their holiday in Kuwait to assess where Kuwait stands 
and when the second TIFA council meeting might be scheduled. 
Al-Budaiwi said that the GOK has received no positive signs 
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from the U.S. about the prospects for a second meeting 
adding that there had been few responses from the USG to 
anything that the GOK had done. He echoed the comments made 
by senior Ministry of Commerce officials that Kuwait is 
\"jealous\" that Oman and UAE are moving toward free trade 
agreement (FTA) negotiations even while Kuwait 

a TIFA before both Oman and UAE 

Council meeting. Al-Budaiwi remarked that GOK officials were 
telling him that they are more committed and serious than UAE 
or Oman 

country 

no forward progress. 


4. (C) Noting the frankness of Al-Budaiwi\'s comments 
Econoffs responded that without serious progress on 
intellectual property rights (IPR) protection and enforcement 
and movement toward the removal of the International 
Certification Conformity Program (or ICCP 

considers a technical barrier to trade) 

likely to remain stalled. Econoff noted that the US is 
looking at these two issues particularly closely to determine 
Kuwait\'s commitment to liberalizing its trade regime 

that moving ahead with the second TIFA council meeting 

a USTR decision 

changes in these areas. While commending the efforts of 
Kuwait Customs and the Ministry of Commerce on IPR 
enforcement 

Information continues to shirk its statutory role as the 
protector of intellectual property rights. 


5. (C) Al-Budaiwi and Al-Mashan acknowledged that the GOK 
has fallen short on IPR protection 

Information is especially weak. They reported that Ministry 

of Commerce Assistant Secretary for International Trade 
Affairs Hamid Al-Ghanam 

TIFA committee 

undersecretary to stress the importance of IPR protection to 
TIFA/FTA talks. \"We know it is a problem 

the problem is 

enforcement 

penalties for proven violators. He added that the Kuwaiti 
Ambassador to Washington is a \"great friend" of Minister of 
Information Muhammad Abulhassan (NOTE. The Ambassador worked 
for Abulhassan when the latter was Kuwait\'s permanent 
representative to the UN. END NOTE.) 

Minister to emphasize the necessity of better IPR laws and 
enforcement. Al-Budaiwi suggested that the various American 
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and Kuwaiti IPR experts hold a video conference or conference 
call to discuss KuwaitVs progress 

and suggested ways forward. (Note. The Minister of 
Information is currently experiencing some serious political 
difficulties with the National Assembly. His tenure is 

uncertain. End Note.) 


6. (C) With regard to the ICCP 

although the Kuwaiti Embassy now understood that the ICCP 
needed to be eliminated 

miscommunication between the US and Kuwaiti teams about 
whether the program could be salvaged. He said that the U.S. 
Vhad two opportunities to kill the ICCPA" the first 

the TIFA Council meeting 

made no substantive objection after the Kuwaiti side 
presented the ICCP; and the second 

NovelliVs follow-up letter to the Minister of Commerce. 
According to Al-Budaiwi 

GOK get rid of the ICCP. As a result 

for Standards and Metrology at the Public Authority for 
Industry had engaged his entire staff to revise the ICCP. 
\"We don\'t know how to tell him!" that all his efforts had been 
for naught 

Director was also V'really disappointed" that when he 
presented his plan for modifying the ICCP to a U.S. 
government representative in Geneva last month 

Vnice feedback!" rather than being told that the program was 
fatally flawed. Unlike the case with IPR protection 

Al-Budaiwi remarked 

Kuwait to do with regard to the ICCP. Econoffs reiterated 
that because it is a technical barrier to trade 

must be eliminated. To avoid future miscommunications 
Econoff suggested that a video- or teleconference on the ICCP 
might also be useful. 


7. (C) Generally speaking 

like it is Vjust seeing the stick and no carrots" in TIFA 
negotations. For example 

telecommunications (which Al-Budaiwi called the most 
difficult sector) by resolving its long-standing 

multi-million dollar dispute with AT&T. In the GOKVs view 
he said 

some praise for its actions. \"We need encouragement and 
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support 

like to have videoconferences 

types of direct 

the difficulties among all concerned parties. He also made a 
pitch for more feedback from the U.S. side in all areas. 
Econoffs noted that they had prepared and distributed to the 
GOK a presentation outlining the specific next steps that the 
U.S. recommended Kuwait take in all sectors. The 
presentation 

about what changes the U.S. side wanted 

updated to track the GOKVs progress. Al-Budaiwi and 
Al-Mashan had both seen the presentation 

useful tool. 

LEBARON 
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neighboring African leaders 

on board 

state. Meanwhile 

Minister 

embassy in Bangui and gave him asylum in France. At the end 
of July 2003 

confirming FranceVs de facto recognition. 


6. (C) Despite the removal of Patasse 

pessimistic about CAR. They use every opportunity to ask us 
to support CAR in the IFIs 

requirements and are anxious to see the return of U.S. 
diplomats to Bangui. France continues to support the CEMAC 
deployment in CAR as well as its own military presence which 
is engaged in training of gendarmes. 


7. (C) CAR had a brief spell in the glare of international 
publicity in February this year when Bozize agreed to a 
French request 

Haitian President Aristide. 


CAMEROON 


8. (C) In September 2002 

discreet meeting among Nigerian President Obasanjo 
Cameroonian President Biya and UNSYG Annan to discuss the 
disputed Bakassi peninsula. The GOF 

would suspect that France favored Cameroon 

ensure that there was no French involvement in the meeting. 
In August 2004 

having ruled largely in Cameroon\'s favor 

expressed concern to us over Nigeria\'s failure to implement 
the ICJ decision. The French also took the opportunity 
notwithstanding their reservations about Biya\'s lackluster 
leadership 
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9. (C) As with several other long-serving African heads of 
state 

support as evidenced by the premature statement of 
congratulations from the Elysee on BiyaYs October 2004 
election victory even before the vote had been finalized. 
Wolff 
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an agreement has been signed for the provision of gas by Iraq 
but that it was \"not much" and that a larger supply will 
require a significant investment in facilities and pipeline 
construction. He also said that KUFPEC (the state-owned 
exploration firm) was looking at the potential for work in 
Iraq 

KuwaitVs refineries. At a December 27 \"diwaniya\" gathering 
of Kuwaitis influential in the oil industry 

Bader Al-Khashti said that KUFPEC exploration in Iraq was 
Vonly a matter of time\" and that the Iraq Oil Ministry was 
eager for KUFPEC\'s involvement. He said that when the 
security situation stabilized further 

actively involved in the Iraqi exploration sector. When 
asked about cooperation with Iraq on production at the 
northern oilfields Kuwait Project Managing Director Ahmad 
Al-Arbeed said that the two sides have V'good cooperation" 
right now and that Kuwait would like to sign a \"unitization\" 
agreement 

the reserves proportionally 

maximizing the recovery of oil for both sides. 


Kuwait\'s Gas Needs 


3. (SBU) KNPC Chairman Sami Al-Rushaid explained that Kuwait 
has a tremendous need for gas to fuel its power plants 
immediately and long-term. While KuwaitVs plans for 
expanding its refining capacity will meet some of those 
long-term needs 

importing gas for nearby countries. Qatar and Kuwait were in 
negotiations to build a pipeline from Qatar through Saudi 
Arabia\'s waters to Kuwait to bring gas. The deal was V'signed 
and agreed\" according to Al-Rushaid 

held up by Saudi Arabia on the basis of territorial water 

rights. (Note: PostVs understanding is that the SAG is 

holding up the deal because of what they consider to be 
inflammatory reporting by the Qatar-based Al-Jazeera 

satellite network.) Al-Rushaid said that once in a while he 
hears indications of movement on the deal 

when it will go through 

confirmed Post\'s understanding of the reason behind the 
hold-up 


Column 3 
not be enough to meet all of Kuwait\'s needs even if it did go 
forward. 


4. (SBU) Iran has gas to supply to Kuwait and the two sides 
have had discussions on a supply deal many times 

to Al-Rushaid. He said that whenever the two sides speak 
they almost reach agreement 

authorities get involved and the deal gets changed or set 
aside. (Note: Econ Officer has heard this opinion expressed 
before 

dealing with V' in Iran.) Al-Rushaid said that the GOK cannot 
count on gas supplies from Iran. 


5. (U) When asked about a just-announced deal for Iraq to 
supply Kuwait with gas 

very small part of Kuwait\'s short-term needs 

will be needed. He explained that Iraq does not have the 
infrastructure to actually use the gas but Kuwait does 

deal makes sense. The pipeline 

facilities need to be upgraded and maintained though 
Al-Rushaid said 

The short-term plan of importing 35 million cubic feet of gas 
per day by the end of 2005 is possible with an investment of 
$6-8 million 

million cubic feet per day will require an investment of 
approximately $200 million 

still need much more gas than this to fuel its power plants 
so it will have to look at expanding its own refining 

capacity. 


Production Levels 


6. (U) KPC CEO Hussain described the overall vision of KPC 
as operating as much like a private business as possible. 
Hussain said that KPC planned on producing 4 million bpd by 
2020 

products coming from Kuwait. The petrochemical sector was 
seeing a major expansion 

Petrochemicals Industry Company (PIC) partnering with Dow in 
a number of ventures 

advantage of these joint ventures as being the influx of U.S. 
best practices and the ability to avoid some of the 

difficulties of the Kuwaiti labor market. Hussain said that 
KPC was currently looking at $30-40 billion in planned new 
investments and capital expenses 

described as a \"busy 

Al-Rushaid also described a number of upcoming 
\"mega-projects\" in the oil sector 

this size and scope have not been proposed in Kuwait since 
the 1960 
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of a new refinery 
construction 


7. (U) KOC Chairman Farouk Al-Zanki said that KOC was 
planning on expanding export capacity to three million bpd -- 
two million of crude and one million in refined products. 
KOC plans to sign a contract for pipeline and export facility 
construction by the end of 2005 

existing pipelines and facilities. These contracts would be 
of interest mostly to construction companies 

Al-Zanki said that KOC has been exploring in other areas of 
northern Kuwait and has found V'good quality light crude 
about 16 

quantity of a timeframe for further development 

to say that KOC \"hoped to produce light crude in a few years." 


8. (SBU) ChevronTexaco GM Hani Iskander (please protect) 
said that he thinks Kuwait has about 30 billion barrels of 

oil left 

The production costs are increasing as the fields mature 
explained 

expensive to produce. KOC shuts wells down when they start 
producing 5-1096 water 

keep operating at 90% water. The water-handling costs and 
the volume of water will continue to increase as Kuwait\'s 
fields mature and as KOC goes after more difficult 
reservoirs. The Burgan field has a water table beneath it 
providing pressure 

water injection someday 


Training and Workforce Issues 


9. (U) The KPC executives all said that they consider 

training and development important and that the company tries 
to start people off with training right out of high school. 

Some KPC divisions had offered scholarships to the U.S. in 
the past 

being disciplined enough with their studies 

behind their colleagues during their time in the U.S. 
Al-Rushaid said that the company was looking at reintroducing 
some scholarship programs with more controls. Hussain said 
that training and career development are also being given a 
priority 

training and budgetary authority. 


Privatization: Three Competing Gas Station Companies 
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10. (U) Al-Rushaid said that a directive had been issued to 
all public sector companies to identify areas ripe for 
privatization 

sector as a viable candidate. The reasons given for 
privatizing gas stations: fewer restrictions on hiring and 
firing 

competition. After the first round of 40 of the 
approximately 120 petrol stations are privatized 
government will offer a second round in February or March of 
2005 

remaining stations will be privatized at a later date. The 
three separate rounds of privatization will result in three 
separate gas station companies competing against one another. 
The gas prices will still be regulated 

companies will have different brands and will have an 
operating margin within which they can adjust the prices. 
They will also be able to operate convenience stores and 
repair garages 

justifiable complaints from the private sector. According to 
Al-Rushaid 

flourish 

Previously 

the coke smelter operations. 


11. (SBU) When asked about KNPC 

stations 

Kuwait V'should let capitalism work a bit.\" He said that 
Sheikh Hamad 

of the first privatized gas station company (Al-Owla) 

that KPC fought against it and he was not given control. 
Hussain said that the petrochemicals sector was a candidate 
for more privatization 

division was also a potential candidate. He said 

privatization was being pushed by the GOK and by the Supreme 
Petroleum Council (SPC.) 


Refining Sector Expansion 


12. (SBU) Fluor-Daniels was recently awarded the contract to 
be the Project Management Consultant for a fourth refinery 
planned for the Shuaiba area. Fluor-Daniels will also 
prepare the tendering documents for the Engineering 
Procurement and Construction (EPC) portions of the new 
refinery project 

Al-Rushaid said that the main purpose of the construction of 
a fourth refinery was to provide fuel for KuwaitVs power 
plants. Kuwait has been waiting a long time for gas from 
Iran or Qatar 

and produce its own environmentally-friendly fuels. At the 
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same time 

refineries to be in line with the environmental standards of 
the consumers of its refined products. The refinery upgrades 
will cost about $2 billion 

refinery will cost $3 billion. In the Project Management 
Consultant contract with Fluor-Daniels for the new refinery 
KNPC has the option to retain the company for work on the 
refinery upgrades. Al-Rushaid said that it was \"most likely 
that KNPC will use them 

similar 


13. (U) When asked about the future directions of KNPC 
Al-Rushaid said that his focus now was on improving the 
financial performance of the company and on upgrading the 
refineries to be able to produce better products. He 
specifically wanted to bring the fuel oil portion of their 
refined products down to 1096 and increase the production of 
higher-value products. With the new refinery completed in 
2010 

bpd of low-sulphur fuel oil would meet all of Kuwait\'s power 
requirements through 2020. He also said that he wanted to 
work on safety 


Bio Notes 


14. (C) None of the oil executives currently leading KPC 
appear to have political ambitions. They have all just 
assumed new positions on the board and will likely lead KPC 
through this next major phase of expansion 

key interlocutors for the USG on a range of petroleum issues 
for the foreseeable future. Biographical information on four 
of the top executives is included below. 


Hani Hussain 

Company (KPC) 

Born 1949. Chemical Engineering degree 

1971. Worked in KPC and divisions from 1972 to the present. 
Hussain says that he considers himself a \"religious person V" 
and can easily shift from discussions of the most intimate 
details of the oil sector to far-reaching philosophical 
discussions of religion 

lengthy 

reform 

itself" and still trying to figure out what the V'final 

System!" would be 

structure. He saw the need for more economic reform 

the problems in counting on oil revenues for an infinite 
stream of wealth. V'People need to get it through their 
heads 

up out of the ground forever. V 
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Farouk Al-Zanki 

Born 1953. BS and Masters degrees in Petroleum Engineering 
Oklahoma University 

the present. Al-Zanki spent 12 years in the United States 
completing his undergraduate and advanced studies in 
petroleum reservoir engineering and enjoys reservoir 
management 

production side. He studied in New Mexico 

Texas. He met and married an American woman and they had one 
child together. This child died in a car accident in Kuwait. 

The woman did not want to live in Kuwait and they are either 
separated or divorced. Al-Zanki has another son now who is 

in high school and considering studying in the U.S. Al-Zanki 
has a great fondness for the United States and travels there 
often. He says that he V'must go the U.S. every year.\" He is 

a clever 

talking with Americans. 


Sami Al-Rushaid 

(KNPC) 

Born 1956. BS in Industrial Engineering 

1978. Worked in KNPC from 1978 to the present. Al-Rushaid 
has 4 children. One daughter is finishing her pharmacy 
degree in Kuwait 

Dublin 

and plans to study in the U.S. 


Ahmad Al-Arbeed 

Born 1955. BS in Petroleum and Natural Gas Engineering 
University of Pennsylvania 

and KPC from 1977 till his appointment in the newly created 
Kuwait Project position in August 2004. While Al-Arbeed has 
been described as an \"Islamist\" in the Kuwaiti press and by 
other post contacts 

was educated in Pennsylvania 

visits to the United States since attending college in the 
1970 

when many other Arabs were staying away 

enjoys himself whenever he travels to the U.S. He explained 
how 

personnel at the airport treated him the same as Americans 
were treated 

children 

planning a family holiday to the U.S. for the summer of 2005 
and explained that he has put out a request for proposals to 
his daughters to determine the summer vacation. The best 
package will earn the winning daughter a spending money 
bonus. 
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Kuwait. 


4. (SBU) Action Request: Post requests that Department 
identify and provide examples of effective and implemented 
terror finance legislation from other Arab countries. An 
example of a successful Arab model is likely to be more 
politically palatable and more easily passed in Kuwait\'s 
contentious Parliament. Post will share this information 
with the Central Bank 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


LEBARON 


24722 

pension reform 

and a welfare-to-work agenda that will bring 80 percent of 
poor families above the poverty line within one year. He 
noted that while he does not like the way some 150 

illegal foreign workers have been \"rounded up\" and deported 
their departure is crucial to lowering unemployment. On the 
peace process 

opportunity\" for re-engaging with the Palestinians 

what he termed U.S. hopes for teaming up with Europe to apply 
pressure on the PA to reform are misplaced since \"Europe 
consistently fails to see Palestinian shortcomings.\" The 
change in PA leadership will be meaningless without societal 
change and Fayyad-like reforms across the board 

with a real partner for peace Israel will spare no effort to 
reach a final settlement. Netanyahu expressed his concern 
over threats of violent resistance to disengagement from 
Vtens of thousands" of settlers 

referendum could calm the waters. End summary. 


2. (C) CoDel Lieberman met with Minister of Finance Binyamin 
Netanyahu December 28 to discuss a range of economic and 
political issues. Netanyahu began the meeting with a 
discussion of the effects of his broad economic reform 

agenda 
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has achieved the equivalent of \"їеп years of growth" during 
his tenure. V'Israel has made the fastest transfer to a 
complete market economy the world has seen." Noting that per 
capita income is up and the deficit is down 

he expects over four percent annual economic growth within 
the next two to three years. A key feature of his agenda has 
been V'slimming down" the public sector 

percent of GDP 

airlines and the banking and telecom sectors. He noted that 
significant corporate and VAT tax breaks as well as 
government payroll cuts are additional elements of MinFinVs 
program of economic reform. 


3. (C) Netanyahu said that while most countries have avoided 
tackling pension reform 

pensions 

modestly cutting benefits while increasing contributions. 
Similarly 

man of welfare" from 56 percent of GDP to 51 percent. When 
opponents of welfare reform cite poverty statistics 

explained 

MinFin\'s welfare-to-work program will raise approximately 80% 
of working poor families well above the poverty line. 
Netanyahu also highlighted the special police unit he had set 
up to uncover welfare fraud 

and in major cases can waste millions of shekels of 
taxpayers\' money. 


4. (C) Netanyahu said that there is a relationship between 
the 300 

Israel 

can\'t find a Jewish construction worker or a Jewish house 
cleaner in Israel 

like some of the methods the GOI used to round up and deport 
over 100 

was one-half the equation to bring Israelis back to work. 
Palestinians should not replace the Romanian 

and Philippine laborers who have left 

Israelis 

welfare-to-work. 


5. (C) In response to a question from Senator Lieberman 
Netanyahu said that he believes Israel could find itself in a 
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moment of opportunity for engagement with the Palestinians in 
the wake of Arafat\'s death and the rise of new PA leadership. 
Arafat represented the V'worst of Arab Islamic tendencies 
complete negation of Israel\'s existence 

progress 

Palestinian society 

that are similar in scope to what Salaam Fayyad has done 
within the Ministry of Finance. In Netanyahu\'s view 

change in leadership without these elements in place will be 
nothing but \"replacing a dictator with a more 
benign-appearing dictator. V" 


6. (C) On change within Palestinian society 

observed that Israel should not leave the territories without 
dismantling the terrorist infrastructure and eliminating 
elements of incitement. On PA reform 

depends heavily on American pressure. He was pessimistic 
that Bush administration hopes of joint U.S.-EU pressure on 
the PA would come to fruition 

historic inability to see the extent of corruption within PA 
ministries. Overall 

leadership can shape the PA into a V'compliant and willing\" 
partner for peace 

final status solutions. In the near-to-medium term 

that the GOI hopes that disengagement after Gaza withdrawal 
can be negotiated 

of air and sea access for goods entering PA territories. 


7. (C) Netanyahu said he fears that the tens of thousands of 
settlers that he said are threatening violent resistance to 
evacuation from the Gaza Strip and parts of the northern West 
Bank pose a V'real danger!" to the rule of law in Israel. He 
explained that the situation is a tragic one no matter the 
outcome -- if Israel does not respond to settler violence it 
shows it cannot govern; and if it does respond 

clashes could tear the fabric of Israeli society. He said 

that the only way out of this dilemma is a referendum. 
Sharon could win it hands down 

more settlers to accept disengagement as the will of the 
Israeli people 
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leadership in this area. Despite 

early protestations about the primacy of remaining V'neutralV 
during the Presidency 

Dutch ultimately wielded their position effectively to 
prevent a premature lift of the 

China Arms Embargo and to get a \"yes\" decision on Turkey. 
The Dutch also pushed the 

EU to take a more active and positive stance on Iraq 
although the results have so far 

fallen short of expectations 

near-term opportunities in 

the Middle East in the wake of Yasser Arafat\'s death while 
avoiding focusing on final 

status issues. The Ukraine election crisis provided an 
unexpected opportunity for the EU 

to demonstrate resolve but highlighted long-term worries 
about the EU-Russia relations. 

End summary. 


A DIFFICULT TIME TO BE PRESIDENT 


2. (C) As noted refs 

place against a backdrop of 

deliberately lowered expectations combined with a series of 
unusual complications (both 

expected and unanticipated). The Dutch were the first 
presidency to preside over an EU 

at 25 

Parliament\'s refusal to confirm a new 

commission. Domestically 

extended illness (which caused 

the postponement of at least one summit and led another to be 
chaired by Luxembourg) 

and anti-Muslim sentiment provoked by the November murder of 
a Dutch filmmaker by a 

Dutch Islamic extremist of Moroccan descent posed unique 
challenges for the Dutch 

presidency. In the end 

all their stated objectives 

for the presidency and more -- even when operating without a 
functioning commission or 

Prime Minister. This reflected both extensive Dutch 
pre-presidency contingency 

planning and a surprising (for the Dutch) degree of 
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flexibility which allowed the 

presidency to find and exploit opportunities for progress 
despite such obstacles. 


TRANSATLANTIC TRANSPARENCY 


3. (C) Extensive contacts between Dutch officials and their 
Washington 

Brussels counterparts -- up to and including the U.S.-EU 
Ministerial Troika meeting in 

December -- helped maintain a mood of productive consultation 
throughout the Dutch 

presidency 

the possible lift of the 

EUVs China Arms Embargo. By describing their own thinking 
and the positions of other 

member states 

developments within the 

EU councils as well as promising openings for U.S. 
intervention. Within EU fora 

(including the December 17 POLDIRS meeting chaired by Dutch 
POLDIR Hugo 

Siblesz) 

tone for the U.S.-EU dialogue 

by highlighting areas of actual partnership (such as Ukraine) 
and shared objectives (such 

as Iraq) 

areas of real disagreement 

(including the China Arms Embargo). 


NEW MECHANISM FOR COOPERATION ON JUSTICE AND HOME AFFAIRS 
(JHA) 


4. (C) This area had been flagged prior to the presidency as 
one in which practical 

cooperation between the U.S. and EU should be a major 
priority. The Dutch succeeded 

both in facilitating cross-pillar/interagency review of JHA 
issues (particularly in the 

area of terrorist financing) and directing senior level 

attention on the areas of U.S.-EU 

cooperation on JHA and CT issues. The Dutch hosted several 
workshops at the expert 

level on terrorist financing and succeeded in laying the 
groundwork for a continuation of 

a U.S.-EU dialogue on combating terrorism finance. They 
included DHS Secretary 

Ridge in a ministerial troika on JHA issues where he stressed 
the themes of our common 


Column 3 

efforts to address common problems. The Dutch followed up by 
inviting AG Ashcroft 

and DHS Undersecretary Hutchinson to address an informal JHA 
Council including all 

25 EU member states. This Dutch initiative of senior level 
U.S.-EU political review of 

common JHA issues has now been institutionalized as a 
multiannual concept 

next meeting scheduled during the UK presidency in the second 
half of 2005. During the 

meetings in The Hague 

noted the importance of 

continued U.S. leadership in the JHA and counterterrorism 
areas 

for better U.S.-EU coordination in managing public opinion to 
avoid the impression that 

the U.S. is dictating to the EU. The EU has also shown 

strong interest in broadening our 

relationship with Eurojust and Europol (both based in the 
Netherlands.) 


TURKEY AND CHINA: POWER OF THE PRESIDENCY 


5. (C) Although the Dutch often protested that they must 
remain \"neutral\" during their 

presidency 

use their presidency 

prerogatives to influence key EU decisions. On Turkey 
example 

moral authority of the presidency to stress the principle 
that V'a deal is a dealV to 

quiet both domestic Dutch and EU opposition 

stage for the final 

negotiating crunch. Highlighting the CommissionVs 
recommendations 

their own negotiating efforts until just a few weeks before 
the December 17 Council 

though they appear to have been coordinating closely with 
Germans 

while maintaining a good dialogue with the Turks. Their 
careful preparation paid off in 

the end 

Brussels reportedly left PM 

Balkenende and other senior Dutch officials with strong 
negative impressions of the 

Turks. Especially during the period between the November and 
December Councils 

high-level Dutch-U.S. contacts alerted the USG to possible 
problems and enabled us to 

weigh in effectively at key moments -- for example 
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question of military 

overflights of the Aegean -- without creating a negative 
backlash inside the EU. 


6. (C) On China 

(if not particularly 

enthusiastic about) a lift of the EU Arms Embargo on China 
before the December EU- 

China summit. Initial Dutch responses to U.S. approaches 
reflected a desire to have the 

U.S. accept a lift as a \"fait accompli." Early and active US 
engagement at all levels 

(especially between Secretary Powell and Foreign Minister 
Bot) 

only in convincing the Dutch not to support such a lift 

led Bot to use the powers of 

the presidency actively to prevent a lift from occurring 
during the Dutch presidency. 

While the December 17 Council conclusions \"invite\" the 
Luxembourg presidency to take 

up the issue with an eye to \"finalizing\" the work needed to 
lift 

increasing the quality or quantity of EU imports to China and 
to the interests of V' 

friendly and alliedW nations place the issue in a more 
favorable context for discussion 

than existed prior to the Dutch presidency. In a recent 
meeting with Ambassador Sobel 

however 

momentum to lift the Embargo to 

grow during the Luxembourg presidency 

engage now to ensure that 

the Code of Conduct and toolbox properly take U.S. interests 
into account. 


OTHER ISSUES: IRAQ 


7. (C) The Dutch took on the difficult and apparently 
thankless task of refocusing the EU 

on Iraq as a top priority even before beginning their 
presidency. While progress has 

been slow and painful 

EU on the positive and 

necessary role it can play in promoting security 

and reconstruction in Iraq. 

The Dutch pressed the European Union to send experts to 
Baghdad -- providing a plane and 

the personal leadership of FM Bot to forestall possible 
objections -- and to develop a 

concrete plan of assistance. The Dutch (responding to a 
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German proposal) invited Iraqi 

PM Allawi to address the November European Council 

partly to force quick 

agreement on the plan. In a recent meeting with Ambassador 
Sobel 

Siblesz admitted that while the EU has done well V'on paper 
the Dutch are frustrated 

that more has not been achieved on the ground. On the other 
hand 

focus will hopefully help set a more positive tone for US-EU 
discussions on lraq in the 

future. 


8. (C) With regard to Middle East peace prospects 

(and FM Bot in particular) 

were quick to take advantage of the opportunity presented by 
Yasser Arafat\'s death to 

promote an active EU role in promoting Palestinian elections. 
At the EUROMED 

ministerial in December 

Palestinian representatives together 

for a meeting and photo op 

and others focused on near- 

term 

discussion to \"final status V" 

issues. The Dutch will hand the EU presidency to Luxembourg 
full of hope that a window 

of opportunity has been opened for roadmap implementation. 
Bot has also clearly signaled 

that he would be happy remain actively involved in the 
process 

Vback channel" for the parties and/or providing advice to his 
(in his view) \"less 

experienced" Luxembourg counterparts. 


9. (C) Finally 

unexpected opportunity to 

raise its profile in the \"new neighborhood" of the states of 
the Former Soviet Union. 

During a contentious lunch discussion on Ukraine during the 
EU-Russia summit in November 

Bot and Balkenende reportedly stood firm against a 
well-prepared and assertive Putin in 

asserting the EUVs interest in Ukraine. While the Poles 
Lithuanians 

a more public role than the EU presidency on the ground than 
the Dutch -- a tactical 

decision 

of V'ganging up\" on Russia -- 

the firm handling of the Ukraine issue (as well as the 
broader issue of EU-Russian 
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relations in the new neighborhood 

threatened to derail the EU- 

Russia summit) is likely to be remembered as one of the most 
significant achievements of 

the Dutch EU presidency. From the Dutch perspective 
Ukraine episode was a good 

example of how the EU can and should operate -- staking out a 
strong 

on an important international issue while coordinating 

closely with the U.S. -- but also 

highlighted growing concerns regarding the likely direction 

of EU-Russian relations. 


COMMENT 

10. (C) During the lead-up to the presidency 

interlocutors tried to lower 

expectations for their presidency by citing the special 
character of their semester (new 

Commission 

\"obstacle\" (a Bot word in his 

final briefing of the diplomatic community on the presidency) 
of the US election as 

reasons not to expect much progress. At the end of their 
presidency 

appear confident that they have successfully met all 
challenges while racking up 

commendable set of solid achievements -- and they are clearly 
reluctant to give up the 

privileges of the presidency to become V'just one of 25.V" 
Strong personal contacts at all 

levels 

key factor in encouraging 

the Dutch to assert their presidency prerogatives in support 
of a shared transatlantic 

agenda. (This China Arms Embargo discussion in particular 
demonstrates the critical 

importance of weighing in before a firm EU consensus position 
has been set in stone.) 

Going into the Luxembourg presidency 

Dutch experience 

with a new Commission 

to renew a deeper and 

constructive cooperation on many of the issues that face us 
both. 


1. (C) Summary: The December 17 European Council decision to 
offer Turkey a starting 
date for accession negotiations let the Dutch end their 
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presidency on a high note. The 

Dutch recorded several important accomplishments 

the successful Turkish 

negotiations were the most notable 

degree of transparency 

during a challenging period for both the EU and the 
Netherlands. Significant progress 

was made in strengthening U.S.-EU coordination on Justice and 
Home Affairs 

groundwork for more effective cooperation in the future. 
Particularly with regard to 

terrorist financing 

effort to address the issue 

Vacross pillars\" and look forward to continuing to show 
leadership in this area. Despite 

early protestations about the primacy of remaining V'neutralV 
during the Presidency 

Dutch ultimately wielded their position effectively to 
prevent a premature lift of the 

China Arms Embargo and to get a \"yes\" decision on Turkey. 
The Dutch also pushed the 

EU to take a more active and positive stance on Iraq 
although the results have so far 

fallen short of expectations 

near-term opportunities in 

the Middle East in the wake of Yasser Arafat\'s death while 
avoiding focusing on final 

status issues. The Ukraine election crisis provided an 
unexpected opportunity for the EU 

to demonstrate resolve but highlighted long-term worries 
about the EU-Russia relations. 

End summary. 


A DIFFICULT TIME TO BE PRESIDENT 


2. (C) As noted refs 

place against a backdrop of 

deliberately lowered expectations combined with a series of 
unusual complications (both 

expected and unanticipated). The Dutch were the first 
presidency to preside over an EU 

at 25 

ParliamentVs refusal to confirm a new 

commission. Domestically 

extended illness (which caused 

the postponement of at least one summit and led another to be 
chaired by Luxembourg) 

and anti-Muslim sentiment provoked by the November murder of 
a Dutch filmmaker by a 

Dutch Islamic extremist of Moroccan descent posed unique 
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challenges for the Dutch 

presidency. In the end 

all their stated objectives 

for the presidency and more -- even when operating without a 
functioning commission or 

Prime Minister. This reflected both extensive Dutch 
pre-presidency contingency 

planning and a surprising (for the Dutch) degree of 
flexibility which allowed the 

presidency to find and exploit opportunities for progress 
despite such obstacles. 


TRANSATLANTIC TRANSPARENCY 


3. (C) Extensive contacts between Dutch officials and their 
Washington 

Brussels counterparts -- up to and including the U.S.-EU 
Ministerial Troika meeting in 

December -- helped maintain a mood of productive consultation 
throughout the Dutch 

presidency 

the possible lift of the 

EUVs China Arms Embargo. By describing their own thinking 
and the positions of other 

member states 

developments within the 

EU councils as well as promising openings for U.S. 
intervention. Within EU fora 

(including the December 17 POLDIRS meeting chaired by Dutch 
POLDIR Hugo Siblesz) 

Dutch helped set a practical 

U.S.-EU dialogue by highlighting 

areas of actual partnership (such as Ukraine) and shared 
objectives (such as lraq) 

seeking constructive ways to work through areas of real 
disagreement 

(including the China Arms Embargo). 


NEW MECHANISM FOR COOPERATION ON JUSTICE AND HOME AFFAIRS 
(JHA) 


4. (C) This area had been flagged prior to the presidency as 
one in which practical 

cooperation between the U.S. and EU should be a major 
priority. The Dutch succeeded 

both in facilitating cross-pillar/interagency review of JHA 
issues (particularly in the 

area of terrorist financing) and directing senior level 
attention on the areas of U.S.-EU 
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cooperation on JHA and CT issues. The Dutch hosted several 
workshops at the expert 

level on terrorist financing and succeeded in laying the 
groundwork for a continuation of 

a U.S.-EU dialogue on combating terrorism finance. They 
included DHS Secretary 

Ridge in a ministerial troika on JHA issues where he stressed 
the themes of our common 

efforts to address common problems. The Dutch followed up by 
inviting AG Ashcroft 

and DHS Undersecretary Hutchinson to address an informal JHA 
Council including all 

25 EU member states. This Dutch initiative of senior level 
U.S.-EU political review of 

common JHA issues has now been institutionalized as a 
multiannual concept 

next meeting scheduled during the UK presidency in the second 
half of 2005. During the 

meetings in The Hague 

noted the importance of 

continued U.S. leadership in the JHA and counterterrorism 
areas 

for better U.S.-EU coordination in managing public opinion to 
avoid the impression that 

the U.S. is dictating to the EU. The EU has also shown 

strong interest in broadening our 

relationship with Eurojust and Europol (both based in the 
Netherlands.) 


TURKEY AND CHINA: POWER OF THE PRESIDENCY 


5. (C) Although the Dutch often protested that they must 
remain \"neutral\" during their 

presidency 

use their presidency 

prerogatives to influence key EU decisions. On Turkey 
example 

moral authority of the presidency to stress the principle 
that Wa deal is a dealV to 

quiet both domestic Dutch and EU opposition 

stage for the final 

negotiating crunch. Highlighting the CommissionVs 
recommendations 

their own negotiating efforts until just a few weeks before 
the December 17 Council 

though they appear to have been coordinating closely with 
Germans 

while maintaining a good dialogue with the Turks. Their 
careful preparation paid off in 

the end 
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Brussels reportedly left PM 

Balkenende and other senior Dutch officials with strong 
negative impressions of the 

Turks. Especially during the period between the November and 
December Councils 

high-level Dutch-U.S. contacts alerted the USG to possible 
problems and enabled us to 

weigh in effectively at key moments -- for example 
question of military 

overflights of the Aegean -- without creating a negative 
backlash inside the EU. 


6. (C) On China 

(if not particularly 

enthusiastic about) a lift of the EU Arms Embargo on China 
before the December EU- 

China summit. Initial Dutch responses to U.S. approaches 
reflected a desire to have the 

U.S. accept a lift as a \"fait accompli." Early and active US 
engagement at all levels 

(especially between Secretary Powell and Foreign Minister 
Bot) 

only in convincing the Dutch not to support such a lift 

led Bot to use the powers of 

the presidency actively to prevent a lift from occurring 
during the Dutch presidency. 

While the December 17 Council conclusions V'inviteV the 
Luxembourg presidency to take 

up the issue with an eye to \"finalizing\" the work needed to 
lift 

increasing the quality or quantity of EU imports to China and 
to the interests of V' 

friendly and alliedW nations place the issue in a more 
favorable context for discussion 

than existed prior to the Dutch presidency. In a recent 
meeting with Ambassador Sobel 

however 

momentum to lift the Embargo to 

grow during the Luxembourg presidency 

engage now to ensure that 

the Code of Conduct and toolbox properly take U.S. interests 
into account. 


OTHER ISSUES: IRAQ 


7. (C) The Dutch took on the difficult and apparently 
thankless task of refocusing the EU 

on Iraq as a top priority even before beginning their 
presidency. While progress has 

been slow and painful 
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EU on the positive and 

necessary role it can play in promoting security 

and reconstruction in Iraq. 

The Dutch pressed the European Union to send experts to 
Baghdad -- providing a plane and 

the personal leadership of FM Bot to forestall possible 
objections -- and to develop a 

concrete plan of assistance. The Dutch (responding to a 
German proposal) invited Iraqi 

PM Allawi to address the November European Council 

partly to force quick 

agreement on the plan. In a recent meeting with Ambassador 
Sobel 

Siblesz admitted that while the EU has done well V'on paper 
the Dutch are frustrated 

that more has not been achieved on the ground. On the other 
hand 

focus will hopefully help set a more positive tone for US-EU 
discussions on lraq in the future. 


8. (C) With regard to Middle East peace prospects 

(and FM Bot in particular) 

were quick to take advantage of the opportunity presented by 
Yasser Arafat\'s death to 

promote an active EU role in promoting Palestinian elections. 
At the EUROMED 

ministerial in December 

Palestinian representatives together 

for a meeting and photo op 

and others focused on near- 

term 

discussion to \"final status V" 

issues. The Dutch will hand the EU presidency to Luxembourg 
full of hope that a window 

of opportunity has been opened for roadmap implementation. 
Bot has also clearly signaled 

that he would be happy remain actively involved in the 
process 

Vback channel" for the parties and/or providing advice to his 
(in his view) \"less 

experienced" Luxembourg counterparts. 


9. (C) Finally 

unexpected opportunity to 

raise its profile in the V'new neighborhood" of the states of 

the Former Soviet Union. During a 

contentious lunch discussion on Ukraine during the EU-Russia 
summit in November 

and Balkenende reportedly stood firm against a well-prepared 
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and assertive Putin in 

asserting the EUVs interest in Ukraine. While the Poles 
Lithuanians 

a more public role than the EU presidency on the ground than 
the Dutch -- a tactical 

decision 

of V'ganging up" on Russia -- 

the firm handling of the Ukraine issue (as well as the 

broader issue of EU-Russian 

relations in the new neighborhood 

threatened to derail the EU- 

Russia summit) is likely to be remembered as one of the most 
significant achievements of 

the Dutch EU presidency. From the Dutch perspective 
Ukraine episode was a good 

example of how the EU can and should operate -- staking out a 
strong 

on an important international issue while coordinating 

closely with the U.S. -- but also 

highlighted growing concerns regarding the likely direction 

of EU-Russian relations. 


COMMENT 


10. (C) During the lead-up to the presidency 

interlocutors tried to lower 

expectations for their presidency by citing the special 
character of their semester (new 

Commission 

\"obstacle\" (a Bot word in his 

final briefing of the diplomatic community on the presidency) 
of the US election as 

reasons not to expect much progress. At the end of their 
presidency 

appear confident that they have successfully met all 
challenges while racking up 

commendable set of solid achievements -- and they are clearly 
reluctant to give up the 

privileges of the presidency to become V'just one of 25.V" 
Strong personal contacts at all 

levels 

key factor in encouraging 

the Dutch to assert their presidency prerogatives in support 
of a shared transatlantic 

agenda. (This China Arms Embargo discussion in particular 
demonstrates the critical 

importance of weighing in before a firm EU consensus position 
has been set in stone.) 

Going into the Luxembourg presidency 

Dutch experience 
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with a new Commission 

to renew a deeper and 

constructive cooperation on many of the issues that face us 
both. 


SOBEL 
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US Calls on Sunnis to Join Iraq Elections - Aksam 

Iraq Heads To Elections 

Bin-Ladin Calls For Death to Turks Doing Business With US in 
Iraq - Milliyet 

Bin-Ladin Declares Zarkawi His `EmirV in Iraq - Sabah 

Abbas Vows to Follow Arafat\'s Path - Aksam 

40 Turks missing after south Asia earthquake - Hurriyet 
Humanitarian Aid Floods South Asia - Sabah 


OPINION MAKERS 

Armitage 

- Zaman 

Armitage Due in Ankara to Discuss lraq 

Israel Expects PM Erdogan After FM Gul - Zaman 
Bin-Ladin Issues Death `Fatwav For All in Iraq 

Turks - Cumhuriyet 

Bin-Ladin Threatens Turkish Firms in Iraq - Cumhuriyet 
Slip of the Tongue or Rumsfeld\'s 9/11 Confession? Yeni Safak 
Denktas promises not to run again for "TRNCY presidency - 
Radikal 


BRIEFING 


Armitage due in Ankara: US Deputy Secretary of State 
Richard Armitage is due in Ankara on Sunday to discuss 
differences over US policy in Iraq and the presence of PKK 
terrorists in the region 

who is to step down from his post along with Secretary 
Powell early next year 

Erdogan 

reports. \"Milliyet\" comments that Armitage will also 
discuss other issues 

and Syrian efforts to meddle in the Iraq elections 
security of Turkish truck drivers in Iraq 

in Afghanistan 

ISAF command in Spring 2005. 


Turkish FM to visit Israel: FM Abdullah Gul will pay a 
visit to Israel and Palestine January 4-5 following a period 
of tension in relations between the two regional allies 
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MFA announced Tuesday. `The visit will address bilateral 
relations with Israel 

and Palestine as well as the Middle East peace process and 
other regional issues 

scheduled to travel on to Jordan for a meeting of Iraqvs 
neighbors ahead of the January 30 elections there. A high- 
level Israeli foreign ministry official told \"Zaman\" that 

the Gul visit would open the path to a long-awaited call by 
Turkish PM Erdogan. \"Milliyet\" notes that Washington does 
not want relations between Turkey and Israel to be 
downgraded 

visiting Israel. V" 


US wants to take Sunnis to Iraqi ballot box: US Secretary 
of State Colin Powell said at a press conference on Tuesday 
that Sunni leaders ahould aim for the widest possible 
participation by their community in the upcoming Iraqi 
elections 

the Iraqi parliament is elected 

proportionate representation of all ethnic groups in the 
country. The US is worried that a Sunni boycott of the 
January 30 elections may leave the Iraqi parliament under 
Shiite control 

marginal resistance groups 


Bin-Ladin calls for death to foreigners in Iraq: Osama bin- 
Laden 

called for the death of all foreigners doing business and 
providing goods to the 'enemy in Iraq 

"Those who participate in the elections in Iraq will be 
deemed infidels 


Erdogan reiterates call on UN 

Erdogan told the Turkish parliament Tuesday that the United 
Nations should revive peace talks between Greek and Turkish 
Cypriots 

efforts for a settlement on the divided island. "We cannot 
protect Turkish interests on Cyprus by staying passive 
Erdogan said. "Turkey must always be one step ahead and 
take the initiative with courageous steps 

Prmie Minister rejected opposition Republican PeopleVs Party 
(CHP) claims that he planned to ‘sell outV the Turkish 
Cypriots to make progress toward EU membership. 


Britain releases Turkish drug baron: British authorities 
released a Turkish drug baron 

brief detention 

extradited 

the key figures in the European drug trade 

convicted and sentenced to 15 years of prison in Turkey. He 
acquired British citizenship after fleeing Turkey. 
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EDITORIAL OPINION: 


2 US-Turkish Relations 
? lraq Elections 
2 РА Elections 


“Ош Old Friend America" 

Turker Alkan wrote in the liberal intellectual \"Radikal\" 
(12/29): "We are angry at the Americans 

of view 

soldiers 

prisoners. They havent lifted a finger against the PKK 
which is in the process of regrouping. They are spoiling 
Barzani and Talabani. They don\'t seem to care about Turkish 
truck drivers being killed and Turkish businessmen being 
kidnapped. They don\'t keep their word. The Turkmen in Iraq 
are being pressured or ignored. But isn\'t there a message 
that the United States is trying to send through all of 

this? | think America is trying to say this: "Turks 

your friends 

you haven't done what is necessary in this relationship. You 
left us alone at the most critical moment 

about to go to war. You didn\'t keep your word. We аге 
supporting you now to the same extent you supported us 
then. This kind of language doesn't fit with diplomacy 
but | think that is the message being sent to us 

indirectly. There is something else that we are being told: 
"Our work in Iraq is not yet finished 

more difficult. Either you will give closer cooperation on 
these issues 

northern Iraq 

inattentiveness that the United States has shown toward our 
requests may be a sign that a longer-term 

bargaining is underway. America has many things it is 
trying to achieve 

and North Africa as well. It may be able to achieve these 
goals without Turkey. But there is no doubt that the job of 
the US will be much easier 

price 

powerful country in this region. But we also have the 
responsibility to try to solve our own problems. We should 
avoid thinking that everything in Iraq is under US control 
so the US is responsible for everything that happens there. 
In fact 

actually has in Iraq. For example 

attack against our security officials in Mosul 

the United States 

Arabs.all of these accusations may be justified 

we also need to point the finger of blame at ourselves? 
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Everyone going into Iraq is taking his life into his hands 
especially the Turks. In that environment 

to load a car full of Turkish officials and send them down 
that road like lambs to the slaughter? DidnYt anyone stop 
to think that they would be an easy mark? Would it have 
been so hard to send them by plane 

vehicles or with a security escort? I\'m not accusing 
anyone. But | am asking how appropriate it is to accuse the 
US when there are things that we should have done but failed 
to do. 


V'lraqV' 

Taha Akyol asserted in the mass appeal V'MilliyetN' (12/29): 
\"Iraq is rapidly moving toward an ethnic and religious 
conflict. The recent assassination attempt against Shiite 
leader El-Hakim is an obvious act of provocation. . 
Fortunately 

effect. The Shiite leadership decided not to retaliate 

to continue to support the upcoming election process. On 
the other hand 

working hard to pour more gasoline onto the fire. In a 
recorded message 

attempt against El-Hakim 

the elections in Iraq. Moreover 

Zarkawi is the Al-Qaeda representative in Iraq. . Tension 
between the Shiites and Sunnis is accelerating. The 
election process will only serve to exacerbate that tension. 
It is almost certain that the Kurds will take advantage of 
the chaotic situation and take steps toward the division of 
Iraq. There are tough days ahead for Iraq and the entire 
region. V 


“New Hopes in the Middle East\" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (12/29): 
V'There are signs that some things may be going right in the 
Middle East. These are small things and tiny details 

they constitute an important whole when we look at the big 
picture. Given the current atmosphere 

of the Turkish Foreign Minister to Israel and Palestine 
becomes even more important. . The winner of Palestinian 
elections will most likely be Mahmoud Abbas. He is known as 
a moderate figure who has a realistic position regarding 
Israel. There are credible signs that he will be willing to 
establish a dialogue with the Israeli government when he 
takes charge. The release of 159 Palestinian prisoners by 
Israel is also an important gesture. Mahmoud Abbas does not 
support violence 

wrong. . Putting the pieces together 

developments can be expected after the elections. It is not 
possible yet to speak about optimism 

developing atmosphere in the region cannot be denied.\" 
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Embassy\'s security posture prior to the local holiday 
weekend. The meeting opened with a discussion of the local 
and regional security situations; the EAC continued to 
characterize the former as stable. Likewise 

no new threat reporting specific to Oman or the New Year\'s 
holiday. With respect to the latter 

coverage for an Embassy-related New Year\'s Eve function 
advised he will confirm that Royal Oman Police Operations is 
familiar with local hotel-sponsored events expected to draw 
an increased number of Americans 

private citizen communities. 


3. (C) Members also discussed known facts of the December 
24 attempted attack reported by Embassy SanaVa (reftel A). 
The Ambassador noted that the incident 

by an organized terrorist group 

other ad hoc-type attacks by individuals 

clear reminder of the need for sustained vigilance regarding 
personal security practices. Accordingly 

asked members of the EAC to continue reinforcing this 
necessity to both their staffs and family members - 
particularly during the holiday season 

convey a false appearance of complacency. 


4. (SBU) Prior to concluding the meeting 

a request for all sections to provide data for the annual 

update of Embassy Muscat\'s F-77 Report of Potential Evacuees. 
The completed report will be submitted before the end of 
January 2005. 


5. (S/NF) The EAC concluded that there have been no 
substantive changes in previously reported assessments of the 
local security environment since the last meeting held on 
December 26 (reftel B) 

already heightened security posture remain appropriate. 
Nonetheless 

monitor both the regional and local security and threat 
environments 

countermeasures should changes to either occur. AMB 
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(P/E) 

(USCENTAF) participated in the meeting. 
BALTIMORE 
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IRAQ AFTER JANUARY \"CROSSROADS\" 


Classified By: CDA DAVID HALE 


1. (C) King Abdullah told Senators Joseph Lieberman and Mark 
Dayton that the Palestinians need to see quick results after 

the January 9 election 

should create an Arab identity for Iraqis to overcome 

religious schisms and interference by Iran. End summary. 


\"New Era\" on West Bank Needs Housecleaning 


2. (C) Senator Joseph Lieberman and Senator Mark Dayton met 
King Abdullah in Amman on December 28 to discuss the West 
Bank 

Royal Court Minister Samir AI-Rifai and Media Advisor Seema 
Bahous also attended the meeting. Senator Lieberman 

off the plane from Tel Aviv 

sees а \"new era" coming on Israeli-Palestinian relations 

that the Palestinian Authority needs to clean house and 
establish security 

\"generous\" if the situation develops well. The King noted 
Palestinian Authority front-runner Abu Mazen 

opposition to the intifada and said that Abu Mazen would work 
to resolve the security situation after his election. He 

said that a brigade of 1 

trained by Jordan in the 1990s could be put on the ground in 

a matter of weeks to help establish security. 


3. (C) Foreign Minister Al-Mulki promoted bringing forward 
the London conference to a January date in order to show 
international support for the Palestinians as soon as 
possible. Senator Lieberman said there were a lot of hopes 
and expectations about the post-January 9 period; he 
appreciated that Jordan and others could play a role in 
providing deliverables. The King called attention to the 
need for financial support for the Palestinian Authority 
which may not be able to meet payroll after January 2005. 
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4. (C) The King said Abu Mazen needs to win the election and 
then win \"the street" by providing tangible results for 
Palestinians. If the people have hope 

bombers 

of the people 

reflected some doubt on that score 

Mazen needed to show some concrete results before his 
authority would be consolidated. 


Iran Seeking An Iraq \"Beholden\" to Tehran 


5. (C) On Iraq 

Iranian meddling. Iran 

government to be \"beholden to Tehran." He had \"по ideal" what 
2005 would bring 

He called for speeding up reconstruction of the Iraqi army 
and the reversing of the negative consequences of 
\"de-Baathification.\" The King said that the way to \"go 
after" Iran is through a stable Iraq; conversely 

way for Iran to V'go after" the United States is through an 
unstable Iraq. Mulki said that the only way to have a strong 
Iraq is to have an Arabic Iraq 

Lieberman noted the long history of tension between Iran and 
Iraq 

tension 

creating Arab solidarity in and around Iraq 

front against Iranian meddling. 


Syrian V'Old Guard" Blocking Change 


6. (C) On Syria 

conceivable mistake\" since 2000. President Bush had asked 
him to convey a message to Bashar al-Asad that could not be 
more blunt: V'get your act together or face the 
consequences. (Тһе King added that last week 

meeting with Asad was postponed until January because of the 
birth of Bashar 

prospects for change in Damascus 

lose its grip on money and power 

reforms proceeded. Foreign Minister Al-Mulki said the 
Syrians believe Iraq 

pressure; when Iraq stabilized 

could \"talk sense\" to Syria. Al-Mulki closed by saying the 
United States and Jordan need to concentrate on 
\"disentangling\" Syria and Iran from Iraq. 


What Does Jordan Need? Full Stomachs 
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7. (C) When asked about Jordan 

now-familiar terms of his strategic relationship with the 
U.S. and his intention to continue to take risks in the 
pursuit of our common policies in the region 

Iraq 

However 

he needed the political insulation that came with additional 
assistance. Unpopular policies are more palatable to the 
people on a V'full stomach. He reviewed specifically 
Jordan 

of which were costly. 

HALE 
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July 31. This election 

thousands of positions and tens of thousands of candidates 
making it the most difficult from a technical standpoint. 
Lastly 


5. (C) Prior to the presidential recall referendum 

pro-Chavez majority of the CNE board began to replace career 
employees 

them. Pedro Valladares 

(aligned with the opposition) 

260 employees have been forcibly retired and 110 dismissed 
since September 2003. Prior to Chavez 

political parties filled CNE positions on a loose quota 

system 

party was in power. Under Chavez 

those employees and replacing them with pro-Chavez loyalists 
he said. Valladares said some fired workers had successfully 
contested their dismissals in administrative labor courts. 

Work areas such as computer systems and the electoral 
registry were V'completely closed off" to all but a handful of 
select employees 


6. (C) Valladares said that 

employees 

increased from about 2 

today. Valladares 

union duties 

CNE offices in state capitals. In addition 

that many of the temporary employees hired to process the 
signatures collected by the opposition for the recall 
referendum are still on the job 

He alleged that some people on the CNE payroll are phantom 
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employees and or do not work at CNE facilities. Valladares 
said the workers received a 40-percent pay increase when the 
new board was installed (which included the same increase for 
board members) 

this year. He said this had caused a morale problem among 
workers 

for 2004 plus a supplemental 

of the Smartmatic electronic voting machines and Cogent 
fingerprint capture system. 


7. (C) Tirado confirmed that CNE Director Oscar Battaglini -- 
considered the most revolution-minded of CNE directors -- had 
offered to lend a number of Venezuela s Smartmatic machines 
to the OAS for upcoming elections in Haiti. Smartmatic Vice 
President Bob Cook told poloff December 23 

there had been no follow-up to the Battaglini proposal. Cook 
said the company is 

CNE with a Haitian consortium to sell the OAS and GOH with an 
electronic voting system for Port-au-Prince using up to 6 

voting machines. Tirado said he accompanied the CNE\'s Lucena 
to Honduras to offer the machines and technical assistance 

for the Honduran presidential elections in 2005. Tirado did 

not believe the offer would work out 

machines will be needed in Venezuela about the same time for 
the National Assembly elections. Tirado said a group of 
Central American countries may instead collaborate on a World 
Bank loan to purchase common election equipment 
Smartmatic hopes to supply. Cook pointed out that any CNE 
offer to lend equipment to a third country would require 
Smartmatic participation 

rights to most of the operating software. 


8. (C) Tirado mentioned that the CNE owed Smartmatic more 
than US$10 million for the additional machines purchased for 
the regional elections 

letter of credit to cover the sale. Cook said his company 
plans to sell between 4 

the CNE in 2005. He said Smartmatic will roll out a new 
voting machine early next year that will be cheaper than the 
previous model. Smartmatic has yet to sign service contracts 
with the CNE for the 2005 electoral events 

has no reason to expect his company would not win the 
contracts. 


Column 3 


9. (C) Chavez needs a compliant CNE open to manipulation to 
maintain his grip on elected offices. Rodriguez is 

intelligent 

comes to the opposition. Given the inability of the National 
Assembly to fulfill its constitutional role of approving CNE 
directors with a two-thirds majority 

name Rodriguez to Carrasquero\'s position as well as the two 
replacement directors. It is likely the replacements will be 
Chavez sympathizers 

electoral questions. The CNE loaning out its voting machines 
and giving technical assistance to other countries seems for 
now to be a nascent concept. The idea probably surfaced as a 
way to shore up the CNEVs image both internationally and 
domestically. The CNEVs technical assistance to other 
countries 

management of electoral processes throughout the region. 


Brownfield 
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that the spontaneous public displays are V'an achievement in 
expression for Oman 

depressed from all the chains of control imposed by the 
government." Numerous respondents noted that 

block traffic and close the roads in celebration 

they can do it in protest as well. A week later however 
cheers have faded and the flags have all been put away. 
Omanis have returned to their quiet-natured state while 
police once again enforce \"civility\" in the streets. 


6. (SBU) The free-wheeling nature of the past weeks will 
likely stick in the minds of many young Omanis and possibly 
feed an appetite for similar experiences in the future. The 
Ministry of Sports is probably not the only Omani government 
institution pondering whether those 
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REF: HELSINKI 1221 
Classified By: POL Chief John Hall 


Summary 
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1. (C) Finnish President Tarja Halonen\'s most recent meeting 
with Vladimir Putin left the Finns with the clear impression 
that the Russian president is feeling frustrated and anxious. 
He complained at length to Halonen that Russia has been 
misunderstood and mistreated by the West 

accusation that the U.S. is fostering regime change in the 
near abroad with political cover from the EU. Former PM 
Paavo Lipponen 

described to the Ambassador his own sense that the Russians 
feel under pressure on their perimeter 

Baltic and Caucasus; Lipponen advises that the U.S. and EU 
stand firm on principle 

Putin feels very uncomfortable right now. V 


2. (C) In contrast to the negative vibrations on 

international issues 

Finland 

issues of greatest interest to the Finns. This is especially 
important to the GoF domestically 

local critics that Halonen and the Vanhanen government are 
not capable of managing the relationship with Russia. 
Lipponen in particular was happy with PutinVs positive 
response regarding the Northern Dimension 

believes needs some serious restructuring. End Summary. 


The down side: Russia treated poorly by the West 


3. (C) Presidents Halonen and Putin meet roughly once a year 
to discuss bilateral and EU issues. The most recent meeting 
took place in St. Petersburg on December 14. We have since 
had read-outs from several different sources here. 

Parliament Speaker (and former PM) Paavo Lipponen discussed 
the summit with Halonen 

things had gone in a December 17 conversation with the 
Ambassador. In addition 

Halonen\'s staff and MFA Russia unit director Olli Perheentupa. 


4. (C) The meeting 

issues. Putin did not repeat or refer to recent 
Finland-bashing from officials such as EU advisor 
Yastrzhembskiy 

EU\'s Russophobe camp. Halonen was able to raise the 
questions most urgent for the GoF right now (paras 9-12 
below) 

that relations are good. That statement 

that the relationship is operating normally in most areas 
helps defend Halonen and the government of PM Matti Vanhanen 
against local critics who have charged that Finland\'s leaders 
don\'t know how to manage relations with Russia. 
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5. (C) Our Finnish interlocutors tell us that in the meeting 

itself 

stressed 

bureaucracy and about Russia\'s relations with the West. 

Putin had declined to set a specific agenda for the 

conversation; instead 

with the general theme that Russia has been misunderstood and 
mistreated. 


-- According to Viinanen 

support of the Saakashvili government in Georgia 

to power \"in an illegal way.\" Although he spoke 

elliptically 

actively fostering regime change in RussiaVs near abroad 
with the EU providing political cover. He seemed to include 
Ukraine in this 


-- On Chechnya 

told there must be a political solution. He went to great 

lengths to describe what Russia has done to bring about such 

a solution 

whom he could fashion an agreement -- someone who accepted 
that Chechnya will always be a part of Russia -- he would do 

so. 


-- Putin sharply criticized the EUYs decision to cancel the 
GSP status that had been applied to its aluminum exports. 
This was particularly unjust given that Russia had recently 
signed the Kyoto protocol and extension of the PCA 

steps ardently sought by the EU. 


-- VHe spoke at length on seemingly irrelevant issues 
Viinanen. The Finns had not intended to raise the issue of 
Karelia 

border 

then other borders in Eastern Europe could be challenged as 
well. 


6. (C) MFA Russia chief Perheentupa commented to us that 
disputes like Russia\'s GSP status will inevitably mark any 
trade relationship. Still 

a state of mind where he can\'t decide what to do. He goes 
from one summit to the next 

world 

vision.\" 


7. (C) Former PM Lipponen (who remains head of Finland\'s SDP) 
discussed the visit with Halonen and afterward assessed the 
meeting in a conversation with the Ambassador. Lipponen said 
that the Russians feel under pressure on their perimeter 

least in the Baltic and Caucasus areas 
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concerned about what this might portend. For his own part 
Lipponen said 

Atlantic would be to stand firm on principle 

Vbear in mind that Putin feels very uncomfortable right now 
especially with regard to Western involvement in the Caucasus. 


The up side: regional/bilateral issues 


8. (C) Putin was for the most part upbeat and cooperative on 
the regional and bilateral issues Halonen felt most important 
to Finland: 


9. (C) Northern Dimension: Lipponen told the Ambassador that 
he was particularly pleased with the Halonen-Putin discussion 
of the EUVs Northern Dimension (ND) 

Finnish PM still feels a strong proprietary interest. 

Perheentupa described to us the challenges as the GoF sees 
them. On the EU side 

EU foreign policy all documents related to it are EU 
documents 

practically speaking 

nations still interested in the ND. On the Russian side 
Moscow has been reluctant to participate in the second action 
plan (which will expire in 2006 

presidency). A third action plan seems unlikely; instead the 
Finns are casting about for a way to re-define the ND that 
engages more EU states and makes Russia (in PerheentupaVs 
words) “ап almost equal partner. V 


10. (C) We are told that Putin readily accepted the idea of 
restructuring. Hearing that a mid-level Finnish delegation 
would be at the Russian foreign ministry on December 17 for 
further discussions 

responsive. He was as good as his word: the Finnish 
delegation was received at a higher level than expected and 
found the ministry quite willing to cooperate. 


11. (C) Saimaa Canal: This canal 

district with the Gulf of Finland 

when Finland was a Russian Grand Duchy. The post-World War 
Il boundaries placed most of the canal within the USSR. In 
1963 

agreement on FinlandVs use of the canal to continue maritime 
access to FinlandVs extensive navigable eastern lake 

district. At the time 

political agreement 

important to Finnish forestry companies 

whether the agreement will be renewed in 2013 so that they 
can plan for alternatives if necessary. To date little 
negotiating progress has been made 
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issue: We think we should pay according to real costs 
Perheentupa dryly. V'The Russians think we should pay as much 
as we can afford. ' Halonen raised this with Putin 

that he would speak to the Ministry of Transportation. The 
current goal is to give the Finnish and Russian Prime 

Ministers a progress report when they have their own next 
meeting 


12. (C) Russia 

the EU continue to crop up on the bilateral agenda. The 
Russians have told the Finns repeatedly that they expected 
more sympathy and support from Finland within the EU than 
they have gotten. In particular 

the mistaken idea that Finland black-balled Moscow\'s proposal 
for visa-free travel between Russia and the Schengen area. 
In fact 

facilitation as a way to move toward eventual lifting of the 
visa requirement. Finland does not object to that eventual 
goal 


Looking forward to FinlandYs EU presidency 


13. (C) According to Perheentupa 

what the Russians have said repeatedly in recent months: that 
Moscow attaches great hopes to the Finnish EU presidency. 
For their part 

happier with Russians policies toward the EU than is Putin 
with the EU\'s policies toward Russia. To address this 
Finns want to intensify the dialogue in preparation for July 
2006 

great power 

Perheentupa 

Russia.V 

WEISBERG 
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on May 9.\" Putin added that this is his policy line -- there 
are others who do not feel this way. 


2. (C) We asked whether the Finns interpreted PutinVs 
response as flippant. No 

a way 

through Halonen: if Estonia and Latvia are willing to take 
the difficult political step of joining in the May 9 
ceremonies 

signing the treaties. The Finns believe that Putin\'s 
reference to this being his own policy line means that he 
will have to overrule those in the GoR who favor a more 
hard-line position. \"! would suspect that there are those in 
MFA and elsewhere who would be happy to increase the 
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pressure 


3. (C) Putin also noted that he had instructed FM Lavrov to 
discuss this with the Estonian and Latvian FMs in Brussels. 
The Finns do not know what came of those conversations. 
Viinanen did comment that even if PutinVs offer is genuine 

U.S. and EU pressure may be needed between now and May to 
make sure the Russian promise is kept. 


4. (C) Regarding the use of the word V'occupation 
description of the Halonen-Putin conversation matches that 
given to Embassy Tallinn. It is not clear to the Finns 
however 

took place 

flourish intended to deflect the issue. Putin may have 
wished to call into question the definition of Woccupation 

or the legitimacy of its application in this instance. In 

any case 

wasnt occupation. V" 


5. (U) Other aspects of the Halonen-Putin meeting are 
reported septel. 
WEISBERG 
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French aviation officials have expressed their willingness 
to work with the U.S. carriers to try to avoid any 
interruption in service. Indeed they have already reviewed 
and issued licenses to at least one of the carriers that had 
quickly moved to pull together the required paperwork. 
Nevertheless 

operating in the area make a good faith effort in producing 
the requested documentation. END SUMMARY. 


BACKGROUND 

2. (SBU) On 7 December 

representatives of Air Culebra 

\"ridiculous\" demands which were being put on the carrier by 
representatives of the DGAC (French Civil Aviation 
Authority). According to a letter to the operators from 
DGAC regional office for the French Antilles and French 
Guyana 

involving FAR 135 operators 

Authority (DGAC) has decided to set up an a priori control 
of these operators...compliance with ICAO Annex 6 part 1 
will be checked before issuing or revalidating any non- 
scheduled flight authorization." 


3. (SBU) The Air Culebra rep said his carrier and other 
VFAR 135 operators V' were being singled out for these demands 
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in response to the FAA\'s refusal to re-license a French 

carrier based in St. Barthelemy earlier in 2004. The Air 
Culebra rep subsequently sent a copy of the communication he 
had received from DGAC rep Franck Chong-Wa 

a-Pitre 

several times thereafter) to press for Embassy intervention 
with DGAC. On 9 December 

with Embassy Paris FAA representative who in turn started a 
dialogue with appropriate organizations within the FAA 
Washington D.C. and regional offices. Econ Chief counseled 
the Air Culebra reps to contact the FAA regional office in 
Atlanta 

in the Caribbean 

worked with Embassy Paris FAA rep to confirm that the DGAC\'s 
demands were consistent with the U.S.-France aviation 
agreement and to see whether French officials would agree to 
try to avoid an interruption in service. 


4. (SBU) In response to the series of calls from Air 

Culebra and to refs. A and B 

Maxime Coffin 

Safety Oversight 

Deputy Head of Multilateral Affairs. As a result of several 
exchanges with the DGAC officials 

from Coffin that Jean Marc Sansovini 

Director of the French Antilles and Guyana 

Martinique) was aware of the Air Culebra case. Coffin 
reported that Sansovini promised to do whatever he could to 
try to ensure that the companies would not be \"penalized\" by 
being forced to interrupt their service. Nevertheless 

Coffin added 

that they were attempting to comply with the DGAC\'s requests 
for information. The DGAC indicated that another 135 
carrier in receipt of the DGAC letter had already submitted 
their documentation with a review time of approximately one 
month. DGAC could not provide a specific timetable for 
DGAC\'s investigation for each operator 

that they would conduct their review in such a manner so as 
to not penalize the operatorVs service. 


5. (SBU) On 23 and 27 December 

CulebraVs offices to speak with the rep that had insisted on 
Embassy intervention. On both occasions there was no 
response and Econ Chief left a message requesting that an 
Air Culebra official call back to confirm that they were 
working to pull together the documents requested by the 
DGAC. On 28 December 

Chiefs office and stated that they had sent a letter to the 
DGAC requesting an extension of two weeks for full submittal 
of the requested documentation. He said the airline had 
compiled all the required paperwork with the exception of 
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the ICAO compliance letter. He said it would be impossible 
for them to get that letter prepared before the first week 

of January 2005. 


COMMENT: 

6. (SBU) In April 2004 

a review of the aviation safety oversight provided in the 
Departments of Guadeloupe and French Polynesia to determine 
whether it met minimum international standards established 
by ICAO. A 14 September meeting in Paris resulted in a 
successful resolution to the request for a specific review 

of the DGAC\'s safety oversight in the DOMs and TOMs 
(Departements d\'Outre Mer and Territoires d\'Outre Мег). 
However 

aircraft operating under FAR 135 in the French Territories 
was also discussed. The DGAC noted that these aircraft 
appear to operate primarily in the French territories and 

rarely return back to the United States. In effect 

operations could constitute seventh freedom passenger 
services which are not provided for in the U.S.- France open 
skies agreement. DGAC reps expressed concern about the lack 
of oversight of these operators since they were \"U.S.-based\" 
FAR 135 operators. Atthis meeting FAA emphasized that 
DGAC had the authority over these operators in their 

territory 

operators when they are in the U.S. or U.S. territories. 

The recent request by DGAC for information to revalidate the 
nonscheduled flight authorizations appears to be a direct 
result of the discussions which occurred in September. 
WOLFF 
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ADL National Director Abraham Foxman praised 

the Pope\'s \"true moral leadership" as a light to the world 
and expressed his appreciation for the Roman Catholic 
Church\'s collaboration with ADL. The ADL president said 
that Karol Wojtyla had defended Jews as a priest in Poland 
had denounced anti-Semitism as a Vsin against God and 
humanity 

at Yad Vashem in Jerusalem. He added that the Popevs 
historic visit to RopmeVs synagogue had V'breached centuries 
of pain and mistrust.\" In a poignant personal note 

recalled that 

with the help of a Catholic priest had literally saved his 
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life. Foxman concluded that Catholics and Jews were V'truly 
together in history for the first time.V' 


3. (SBU) Following the meeting with the Pope 

Hofmann 

Relations with the Jews and a 2005 IVP Recipient 
Embassy that his Council was very pleased with the ADLVs 
December 15-16 Rome conference and the side meetings 
between ADL representatives and Council President Walter 
Kaspar. \"I\ve never heard Foxman so positive about 
Catholic-Jewish relations 


4. (SBU) At a reception at the Israeli Ambassadors 
following the event 

with the current state of Catholic-Jewish relations. He 

told DCM that Pope John Paul II has largely succeeded in 
putting the vision for improved relations outlined in the 
Second Vatican Council's V'Nostra Aetate\" -- the framework 
for the Church\'s relations with non-Christian religions -- 

into practice. At the same time 

that anti-Semitism emanating from the Middle East was on 
the rise worldwide 

Vatican engagement to overcome its newest manifestations. 


5. (SBU) A senior ADL representative told DCM the League 
saw the primary challenge for the Holy See now in the realm 
of education -- specifically 

Nostra Aetate beyond the Roman Curia. In particular 

was encouraging Holy See outreach in Latin America 

they have found anti-Semitic opinions are more prevalent 
than in Europe and North America. ADL\'s representative 
pointed out that Nostra Aetate was not initially translated 
into Spanish 

responsibility of the Jewish people for ChristVs 

crucifixion were not widely circulated in Latin America or 
replaced by Nostra AetateVs vision of a common spiritual 
heritage and its formal rejection of all forms of anti- 
Semitism. 


6. (SBU) The only mild concern raised by ADL of the 
Vatican related to the level of their participation in the 
Rome conference 

Commissioner Frattini 

Cassini 

Holy See sent the third ranking official in the 
Congregation responsible for relations with non-Christian 
religious. Foxman said he understood this related to the 
co-sponsorship of the conference by the \"Il Foglio\" 
newspaper 

Hofmann 

the conference led Cardinal Kasper to forego the ADL event 
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personally. \"I\ve heard those rumors too 
Vbut it\'s not true.\" Instead 


ADL had only invited Kasper to participate three weeks ago 
and Kaspar had made previous commitments that he could not 
forego. V'You might be able to get away with that for an 

Italian Cardinal 

more notice than that 

insisted that everything was \"kosher\" with the ADL 

Foglio 


7. (SBU) Comment: Pope John Paul [5 determination to 
improve Jewish-Catholic relations 

historic visits to RomeVs synagogue and to Israel іп 2000 
have clearly borne fruit. What was once a difficult 
dialogue between Jewish groups and the Holy See is now 
regular 

for the new level of understanding. The challenge ahead 
for both sides will be to extend this understanding beyond 
the center to ever more BishopsY Councils and local 
churches. In this way 

worldwide to ongoing efforts to overcome historic 
prejudices and promote better inter-religious dialogue and 
understanding. As Foxman concluded in his message to the 
Pope: \"We need more leaders like you to step forward 
raise their voices in condemnation 

exercise of true moral leadership. V 


Nicholson 
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excellent relationship with OCHA. ECHO also cited good 
experience working with UNICEF in Sri Lanka. Our 
interlocutor remarked that OCHA has been quite active and 
somewhat faster to react to the present crisis than to the 
July flooding in Bangladesh. 


7. (U) USEU is actively engaged in coordinating donor 
response with EC interlocutors. ECHO has been particularly 
appreciative of the factual information published by 
USAID/OFDA 

future funding decisions. The ECVs Monitoring and 
Information Center has provided USEU with periodic updates 
which have been forwarded via unclass email to the tsunami 
task force 
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ISSUED: 11/28/2002 


2. (SBU) DURING THE INSPECTION 

HAVE IN HIS POSSESSION SEVERAL ITEMS THAT APPEARED 
QUESTIONABLE TO GERMAN AUTHORITIES INCLUDING A PHOTO OF THE 
UNITED STATES WITH A BLACK \"Х\" DRAWN OVER THE PHOTO 

“Ср ROM\'s\" WHICH HAD BOTH ΜΗ. EL IDRISSIVS PHOTOGRAPH AND 
THAT OF WHOM WE BELIEVE IS THE FOUNDER OF HAMAS IMPRINTED ON 
THE CDVs 

ON WHICH MR. EL IDRISSI LISTS HIS OCCUPATION AS BEING WITH 

VAL JAZERRA\" AND A NUMBER OF DOCUMENTS WRITTEN IN ARABIC 
AGAIN WITH HIS PICTURE THAT RSO IS FORWARDING VIA FAX TO 
DS/ITA FOR TRANSLATION. 


3. (SBU) AS LISTED IN PARA ONE ABOVE 

\"OFFICIAL\" MOROCCAN PASSPORT WHICH LISTS HIM AS A MEMBER OF 
THE MOROCCAN PARLIAMENT. HE ALSO HAS WHAT APPEARS TO BE А 
MOROCCAN PARLIAMENT IDENTIFICATION CARD NUMBER M-62363. WHEN 
QUESTIONED BY THE GERMAN AUTHORITIES CONCERNING HIS 
ITINERARY 

IN THE UNITED STATES (NO KNOWN CITY 

WAS TO SPEAK IN OR WITH WAS PROVIDED TO GERMAN AUTHORITIES 
NOR THE TOPIC OF HIS SPEECH) AND STATED HE WAS ISSUED A U.S. 
VISA IN CASABLANCA FOR THE TRAVEL. UPON REVIEW OF HIS 
PASSPORT 


ISSUING POST: CASABLANCA 
CONTROL NUMBER: 2004310255001 
TYPE: B1/B2 

SURNAME: EL MOKRIE EL IDRISSI 
GIVEN NAME: ABOUZAID 

PPT NUMBER: A002809 

ISSUED: 11/05/2004 


CHECKS THROUGH FRANKFURT CONSULAR SECTION CONCERNING THE \ 
REVEAL THAT IT WAS ISSUED IN CASABLANCA AND IS VALID. 


4. (SBU) WITH NO REASON TO KEEP MR. EL IDRISSI IN CUSTODY 
GERMAN AUTHORITIES MADE COPIES OF HIS DOCUMENTS TO INCLUDE 
PASSPORT 

PERMITTED HIM TO CONTINUE ON TO BAGGAGE CLAIM. AS FAR AS CAN 
BE DETERMINED AT THIS POINT 

GERMANY AS HE DID NOT HAVE IN HIS POSSESSION AT THE TIME OF 
INSPECTION AN ONWARD AIRLINE TICKET TO THE UNITED STATES. 
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COPIES OF ALL DOCUMENTS HAVE BEEN PROVIDED TO RSO THROUGH 
DHS/ICE AND WILL BE FAXED TO DS/ITA THIS DATE. IT IS 

REQUESTED ONCE VETTING/TRANSLATION OF THE DOCUMENTS IS 
COMPLETE 

FRANKFURT. NO OTHER INFORMATION AVAILABLE AT THIS TIME. 


BODDE 


24749 

24750 

24751 

GOVERNMENT OF CANADA HAS A RESPONSIBILITY TO END THE 
FRAGMENTED AND LARGELY AD HOC DEFENSE OF CANADA\'S COASTLINE 


C. (C/NF) MISSILE DEFENSE. ON 5 AUG 04 

THAT IT HAD AGREED TO AMEND THE NORAD AGREEMENT TO INCLUDE 
THE MISSILE DEFENSE THREAT WARNING AND ATTACK ASSESSMENT 
MISSION WITHIN NORAD. THE MARTIN GOVERNMENT HAS TRIED TO 
KEEP THIS DECISION SEPARATE FROM MISSILE DEFENSE PROGRAM 
CONTENTIOUS ISSUE IN CANADA 

EQUATE MISSILE DEFENSE WITH WEAPONIZATION OF SPACE. THERE IS 
A GOOD DEAL OF POLITICAL HAND-WRINGING IN THE WAKE OF 
PRESIDENT BUSH BRINGING UP MISSILE DEFENSE DURING HIS 30 
NOV-1 DEC 04 VISIT. WHILE THERE HAS BEEN RHETORIC FROM 
MARTIN WHICH DOWNPLAYED CANADIAN PARTICIPATION MISSILE 
DEFENSE 

WILL LIKELY BE FAVORABLY TABLED EARLY IN THE NEW 
PARLIAMENTARY SESSION THIS SPRING. 


D. (C/RELCAN) NORAD RENEWAL/TRANSFORMATION. NEGOTIATIONS НАМІ 
BEGUN FOR THE 2006 RENEWAL OF THE NORAD AGREEMENT. THERE IS 
AN APPETITE AMONG SOME 

SIDES OF THE BORDER TO TRANSFORM NORAD INTO A MULTI-DOMAIN 
COMMAND 

CURRENT AEROSPACE CHARTER. MANY ENVISION NORTH AMERICAN 
DEFENSE COMMAND WITH USNORTHCOM AS ITS U.S. COMPONENT. THE 
BINATIONAL PLANNING GROUP HAS BEEN STUDYING NEW MISSION AREAS 
INCLUDING MARITIME 

SURVEILLANCE/DOMAIN AWARENESS 

ASSISTANCE TO CIVIL AUTHORITIES (MACA) 

CONSEQUENCE MANAGEMENT 

DEFENSE MISSION. WHILE U.S. AND NORAD STAFFS ARE READY TO 
PROCEED WITH INCORPORATION OF THESE MISSIONS/TASKS. THE 
CANADIAN GOVERNMENT HAS NOT GIVEN THE MANDATE TO NEGOTIATIN! 
ENTITIES. HOW FAR AND HOW FAST NORAD TRANSFORMS WILL BE 
DETERMINED DURING NEGOTIATIONS OVER THE COMING MONTHS 
FUNDAMENTAL CHANGES TO NORAD ARE CERTAINLY NOT ASSURED 

THE POLITICAL ENVIRONMENT IN OTTAWA. 


E. (O) NATIONAL SECURITY POLICY. IN APRIL OF THIS YEAR 
CANADIAN GOVERNMENT ANNOUNCED A NEW NATIONAL SECURITY POLIC 
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THAT - WHEN FULLY IMPLEMENTED - WOULD INTEGRATE DOMESTIC AND 
INTERNATIONAL AGENCIES TO ENHANCE AND ENSURE SAFETY AND 
SECURITY OF CANADIANS AND THEIR ALLIES AND CONTRIBUTE TO 
INTERNATIONAL SECURITY. THE PROPOSED 690 MILLION CANADIAN 
DOLLARS (520 MILLION USD) INITIATIVE WILL FOCUS IN SIX KEY 

AREAS - INTELLIGENCE 

TRANSPORTATION 

PREVENTING ATTACKS UPON ALLIES (READ U.S.) FROM CANADIAN SOIL 
AND ENHANCING MARITIME SECURITY ARE TWO PRIMARY OBJECTIVES. 
THE NEW CANADIAN NATIONAL SECURITY POLICY IS AVAILABLE AT 
WWW/PCO-BCP.GC.CA. SEARCH ON "NATIONAL SECURITY POLICY\'. 


F. (C) DEFENSE REVIEW. CANADA IS CONDUCTING BOTH 
INTERNATIONAL SECURITY POLICY AND DEFENSE REVIEWS WHICH WERE 
EXPECTED BEFORE THE END OF CY2004. DEFENSE MINISTER GRAHAM 
SAID TODAY THAT INFIGHTING BETWEEN FOREIGN AFFAIRS CANADA 
DND 

CAUSE A DELAY IN THE RELEASE OF THE INTERNATIONAL SECURITY 
POLICY REVIEW UNTIL AT LEAST THE END OF JANUARY 2005 

DEFENCE REVIEW WILL FOLLOW THAT. DESPITE THE FACT THAT THERE 
HAS NOT BEEN A FORMAL DEFENSE REVIEW SINCE THE 1994 WHITE 
PAPER 

INTERNALLY-STAFFED REVIEW (BY THE SAME ASST DEPUTY DEFENSE 
MINISTER FOR POLICY WHO AUTHORED THE 1994 REVIEW ) DR KEN 
CALDER). SOME BELIEVE THIS DEFENSE POLICY REVIEW IS SHAPING 

UP TO BE AWATERED DOWN DOCUMENT WITHOUT MAJOR CHANGES OR 
INVESTMENTS FOR THE FY05 BUDGET (APRIL 2005). EXPECTED 
CHANGES INCLUDE: MORE ROBUST MARITIME SURVEILLANCE AND 
SECURITY CAPABILITIES; IMPROVED C4ISR; STRATEGIC SEA AND 
AIRLIFT REQUIREMENTS; MORE SPECIAL FORCES; SOLDIER C3 

MOBILITY EQUIPMENT 

WITH U.S. FORCES; AND A DRAMATIC DOWN-SIZING OF TANKS AND 
HEAVY ARTILLERY PLATFORMS. 


8. (U) RECOMMENDED THEMES AND TALKING POINTS FOR YOUR TALKS 
WITH DEFENSE AND HOMELAND SECURITY OFFICIALS: 


A. (U) WE NEED TO BRING MORE DOMAINS CRITICAL TO HOMELAND 
DEFENSE INTO A NORAD-LIKE STRUCTURE. IT IS TIME TO 
INSTITUTIONALIZE THE FINE WORK OF THE BINATIONAL PLANNING 
GROUP (BPG) IN COLORADO SPRINGS. | THINK WE ALL AGREE THAT 
WE NEED TO ENHANCE OUR COOPERATION ON MARITIME DOMAIN 
AWARENESS AND MARITIME SECURITY. 


B. (U) WHAT OTHER DOMAINS DOES CANADA ENVISION AS APPROPRIATE 
FOR A TRANSFORMED NORAD? CYBER SECURITY? MILITARY ASSISTANCE 
TO CIVIL AUTHORITIES? CONSEQUENCE MANAGEMENT? 


C. (U) WHAT DO YOU EXPECT TO BE THE MAJOR THEMES OF THE 
INTERNATIONAL SECURITY POLICY REVIEW BEYOND CODIFYING YOUR 3D 
APPROACH) DIPLOMACY 
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D. (U) WHAT DO YOU EXPECT WILL BE THE KEY FINDINGS OF YOUR 
DEFENCE REVIEW IN THE AREAS OF HOMELAND DEFENSE AND 
CONTINENTAL DEFENSE/SECURITY? 


E. (U) AS A RESULT OF THE TWO REVIEWS 

TO SEE MORE OF FROM CANADA IN THE COMING YEARS? SPECIAL 
FORCES ) TIER 1 OR TIER 2? STRATEGIC AIRLIFT? COASTAL AND 
INLAND WATERWAY PATROLCRAFT? ENHANCED SURVEILLANCE FOR 
HOMELAND DEFENSE? UAV 


F. (U) AS A RESULT OF THE DEFENSE REVIEW ARE THERE MISSION 
AREAS AND COMPETENCIES YOU EXPECT TO MOVE OUT OF OR 
DEEMPHASIZE (BEYOND HEAVY ARMOR)? 


G. (U) THE PERMANENT JOINT BOARD ON DEFENSE HAS A KEY ROLE IN 
OUR STRATEGIC PARTNERSHIP. HAPPY TO SEE CANADA HAS A NEW AND 
ACTIVE CHAIR (JUDI LONGFIELD). WE LOOK FORWARD TO THE 

RESULTS OF THE PJBD MEETING IN MARCH 2005. 


H. (U) AS PSEPC MOVES FORWARD IN ITS INTERAGENCY 
RELATIONSHIPS PLEASE CONSIDER ASD-HD AVAILABLE TO ASSIST IN 
BENCHMARKING ALONG OTHER U.S. AGENCIES SUCH AS DHS. WE ARE 
ALL IN THE PROCESS OF LEARNING HOW TO FUSE THE RIGHT 
CAPABILITIES TO SUPPORT THE HOMELAND DEFENSE MISSION. ONE 
PLACE PSEPC LEADERS SHOULD DEFINITELY VISIT IS NORTHCOM AND 
THEIR INTERAGENCY COORDINATING GROUP. ANOTHER IS JTF-CIVIL 
SUPPORT WHERE THEIR PLANNERS ARE DOING GREAT WORK IN 
DOCUMENTING BOTH CRITICAL AND SUPPORTING INFRASTRUCTURE IN 
CASE OF A CONSEQUENCE MANAGEMENT EVENT. 


9. (U) POC FOR THIS MESSAGE IS COL DAVE BRACKETT 
ATTACHE 
613-688-3123. SIPRNET: DIBRADS(AT)NOTES.DAWN.DIA.SMIL.MIL. 


CLASSIFIED BY: COL DAVID BRACKETT 
REASON: 1.5(C 
DECL: X1 
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Taipei over the past 14 months. The farmers protested 
against rice imports and other post-WTO changes in TaiwanVs 
trade policy and submitted a list of ten demands to TaiwanVs 
Council of Agriculture (COA). Although COA already has in 
place several programs demanded by the demonstrators 
expects to face considerable pressure from local farmers as 
Taiwan participates in future WTO negotiations on 
agriculture 

the end 
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much of Taiwan\'s society 
change Taiwan\'s trade policies. END SUMMARY. 


2. (U) About 500 people demonstrated on December 26 in 
central Taiwan in support of Yang Ru-men 

the “Нісе Bomber.\" After his arrest on November 25 
confessed to planting at least eight of sixteen bombs around 
Taipei to protest rice imports. Starting on October 27 

2003 

booths 

filled with rice 

none caused any significant injuries or damage. 


3. (U) The demonstration was held in Erh-Lin Township 
Changhua County 

grandparents. Reportedly 

protest against the ruling Japanese governmentVs 
exploitation of local sugar cane farmers. Speakers at the 
demonstration often alluded to the V'Spirit of 1929. V" 


4. (U) The demonstrators consisted of activists from 
farmersY associations 

legal groups 

Approximately twenty distinct activist groups and 
organizations participated in the protest. 


The Rice Bomber as Guy Fawkes 


5. (U) The demonstrators insisted that the Rice Bomber is a 
hero and not a terrorist. The speakers said that although 
Yang may have been wrong to plant bombs in public places 
clearly had no intention to harm anyone. The bomber simply 
wanted to draw the governments attention to the plight of 
local farmers. Yang\'s actions were further justified as the 
only way the poor can fight back іп Taiwan\'s increasingly 
stratified society. Since his cause was just 

protestors declared that Yang should be granted amnesty and 
be released immediately. To show their support 

Farmers have donated money for Yang\'s legal defense. 


Anger at Council of Agriculture 


6. (U) Speakers at the rally blamed TaiwanYs Council of 
Agriculture (COA) for doing too little for farmers since the 
island\'s 2002 WTO accession. They criticized COA officials 
who \"sit in their air-conditioned offices\" and make 
agricultural polices \"without thinking of the farmer\'s real 
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problems in the field.\" The demonstration\'s program included 
a song urging Taiwan people to eat local rice and fruit and 

a performance about how Taiwan\'s WTO accession has turned 
the farmersY sky black. 


7. (U) The protesters urged Taiwan\'s authorities to reduce 

the high tax on rice wine and renegotiate the agricultural 

part of Taiwan\'s WTO accession agreement. They blamed the 
government for opening the local market to agricultural 

imports 

local agricultural products in recent years. They allege 

this has made it difficult for farmers to make a decent 

living. 


Class Conflict Surfaces 


8. (U) More generally 

lack of fairness and justice in society. In addition to 

being exploited by local V'capitalists 

have made local farmers and workers vulnerable to \"foreign 
capitalists.1 The resulting income inequality has created а 
situation where the poor cannot support their families and 
children\'s education while the rich consume ever more 
luxuries. 


Petitioning the Council of Agriculture 


9. (U) Since the arrest of the rice bomber 
than 30 
for COA. 


- Establish a FarmerYs Minimum Wage. The government should 
ensure that a farmerVs income is no less than the minimum 
wage of a blue-collar labor. 


- Permit Rezoning of Agricultural Land. Taiwan authorities 
should allow more land to be rezoned out of agriculture. 
Since joining the WTO 

much land for farming. Although it seemingly embraces 
change 

farmers because it would allow them to sell their 
increasingly valuable land to developers. 


- Wider Use of Price Stabilization Funds. To stabilize 
incomes 

competitiveness of local agricultural products 
establish stabilization funds for all agricultural 
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and livestock products. 


- More Exports. Increase exports of locally produced 
agricultural 
supplies and maintain local prices. 


- More Market Information. COA should provide more data on 
the situation and outlook on all agricultural 

livestock production in order to control local supplies and 
prices. 


- More Funding to Educate Farmer\'s Children. Farmers should 
receive assistance in educating their children 
those at the lowest income levels. 


- More Protection for Producers Hurt by Imports. All 
agricultural 

eligible for Taiwan\'s import relief measure 

to farmers hurt by increasing in imports. 


- Payments for Conservation. COA should create a permanent 
fund to purchase land from farmers for conservation 
purposes. 


- Increased purchases of locally produced agricultural 
fishery and livestock products for humanitarian food aid 
shipments. 


If Taiwan authorities do not respond to these farmersV 
concerns 
escalate their protests. 


Press Reaction 


10. (U) The event was covered by AP yesterday and also 
received prominent coverage in the United Daily News and 
Apple Daily. In all 

demonstration. In terms of editorial reaction 

Daily News editorial urged the government to look seriously 
into the problem of TaiwanVs agricultural industry 

Liberty Times editorial said the protest sent the wrong 
message by condoning the rice bomberVs violence. The split 
between supporting the rice bomber\'s goals and condemning 
his methods makes it uncertain whether he will gain a large 
like Jose Bove 

protestor. 


Council of Agriculture Reaction 
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11. (SBU) According to COA 

several of the ten programs demanded by farmers. For 
example 

actively promotes Taiwan agricultural exports. COA also 
assists farmers by subsidizing fertilizer in order to cut 

local agricultural production costs. COA insists that it 

has always been a strong advocate for TaiwanVs farmers and 
is willing to communicate with them about their further 
concerns. 


12. (SBU) Although COA tried to explain current agricultural 
polices to farmers in its response to the ten-point 

petition 

does not mean COA is unconcerned - it expects to face 
considerable pressure from local farmers as Taiwan 
participates in future WTO negotiations in agriculture 
especially when the issue of rice is raised. 


Comment 


13. (SBU) Although concern for the farmer resonates with 
many Taiwan residents who are often just a generation or two 
away from the farm 

undercut widespread support for the protest. Farmers will 
likely to continue blaming WTO and COA for their low 
incomes 

result of Taiwan\'s small scale and inefficient farming 
sector. The fact that agricultural prices are largely 
unchanged since TaiwanYs WTO accession has not been 
recognized widely. Low farm incomes 

minor pressure from imports 

protests against imported agricultural products. 


14. (SBU) It is also worth noting that some of the ten 

policies suggested in the petition are contradictory. For 
example 

as the land-zoning proposal and better market intelligence 
with larger support payments. The linking of higher 
agricultural support payments with increased competitiveness 
reveals a lack of sophisticated economic thinking amongst 
the petition\'s drafters. 


15. (SBU) AIT/AGR expects that COA will continue its 
combination of palliatives for producers and continued 
resistance to further agricultural trade liberalization. 
Most concretely 

continued active Taiwan participation in the anti- 
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liberalization WTO Group of 10 and in strong opposition to 
any attempts to further open TaiwanVs rice market. 
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Basaran. She also noted to us that when negotiations seemed 
to have frozen up on Dec. 17 

calls from Putin advisors urging Turkey to walk. Basaran 

says that at least some of ErdoganVs advisors urged him to do 
so. 


10. (C) AKP\'s lack of cohesion as a party and lack of 
openness as a government is reflected in the range of murky 
muddled motives for wanting to join the EU we have 
encountered among those AKPers who say they favor pursuing 
membership...or at least the process. Some see the process 
as the way to marginalize the Turkish military and what 
remains of the arid V'secularismV' of Kemalism. We have also 
run into the rarely openly-spoken 

among adherents of the Turk-Islam synthesis that Turkey\'s 
role is to spread Islam in Europe 

and avenge the defeat at the siege of Vienna in 1683V' as one 
participant in a recent meeting at AKP\'s main think tank put 
it. This thinking parallels the logic behind the approach of 
FonMin Gul ally and chief foreign policy advisor in the Prime 
Ministry Ahmet Davutoglu 

Dec. 13 International Herald Tribune is in essence a call for 
one-way multi-cultural tolerance 


11. (C) Those from the more overtly religious side of AKP 
whinge that the EU is a Christian club. While some assert 
that it is only through Turkish membership and spread of 
Turkish values that the world can avoid the clash of 
civilizations they allege the West is fomenting 

express concern that harmonization and membership will water 
down Islam and associated traditions in Turkey. Indeed 
AKP whip Sadullah Ergin confided to us recently 

Says yes 

the real difficulties will start for AKP. If the EU says no 

it will be initially difficult 

run. V 


12. (C) AKP also faces the nuts-and-bolts issue of how to 
prepare for harmonization. In choosing a chief negotiator 
Erdogan will need to decide whether the risks that the man he 
taps will successfully steal his political limelight outweigh 

the political challenge his choice will face since it will be 

the Turkish chief negotiator\'s responsibility to sell the EU 
position to a recalcitrant Turkish cabinet. It is because 

the chief negotiator is likely to be ground down between EU 
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demands and a prickly domestic environment that some 
observers speculate Erdogan might give the job to his chief 
internal rival Gul. 


13. (C) At the same time the government must reportedly hire 
a couple thousand people skilled in English or other major EU 
languages and up to the bureaucratic demands of interfacing 
with the Eurocrats who descend on ministries as harmonization 
starts. If the government continues to hire on the basis of 
“опе of us\" 

milieu that has been serving as the pool for АКРҮ5 civil 
service hiring 

government hires on the base of competence 

will be frustrated by the incompetence of AKP\'s previous 
hires at all levels. 


Questions About AKP Leadership and Governance 


14. (C) Several factors will continue to degrade Erdogan\'s 
and AKP\'s ability to effect fair and lasting reforms or to 
take timely 

the U.S. 


15. (C) First is Erdogan\'s character. 


16. (C) In our contacts in Anatolia we have not yet detected 
that Erdogan\'s hunger for absolute power and for the material 
benefits of power have begun to erode his grassroots 
popularity. Others disagree. Pollster and political analyst 
Ismail Yildiz has asserted in three lengthy expositions to us 
late in Dec. that the erosion has started. We note that (1) 
Yildiz expressed frustration to us that the AKP leadership 
did not respond to his offer to provide political strategy 
services; (2) he is currently connected to mainstream 
opposition figures; and (3) he also runs a conspiracy-theory 
web site. So we treat his view cautiously. However 

by his references and past experience in the Turkish State 
he appears to have maintained conncetions with the State 
apparatus and to have a network of observers and data 
collectors in all 81 provinces. 


17. (C) Inside the party 

itself in a sharp authoritarian style and deep distrust of 
others: as a former spiritual advisor to Erdogan and his wife 
Emine put it 

him.\" In surrounding himself with an iron ring of 
sycophantic (but contemptuous) advisors 

himself from a flow of reliable information 

explains his failure to understand the context -- or real 

facts -- of the U.S. operations in Tel Afar 
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elsewhere and his susceptibility to Islamist theories. With 
regard to Islamist influences on Erdogan 

is a conservative but worldly Muslim 

associate Davutoglu to us as V'exceptionally dangerous. V 
Erdogan\'s other foreign policy advisors (Cuneyd Zapsu 
Bagis 

cabinet Hikmet Bulduk) are despised as inadequate 

touch and corrupt by all our AKP contacts from ministers to 
MPs and party intellectuals. 


18. (С) ErdoganWs pragmatism serves him well but he lacks 
vision. He and his principal AKP advisors 

Gul and other ranking AKP officials 

depth. He relies on poor-quality intel and on media 
disinformation. With the narrow world-view and wariness that 
lingers from his Sunni brotherhood and lodge background 
ducks his public relations responsibilities. He (and those 
around him 

pro-Sunni prejudices and in emotional reactions that prevent 
the development of coherent 

policies. 


19. (C) Erdogan has compounded his isolation by constantly 
traveling abroad -- reportedly 75 foreign trips in the past 

two years -- with a new series of trips planned for 2005 to 
Russia 

staff says 2005 is the V'year of Africa V 

coherent reason why. This grueling cycle of travel has 
exhausted him and his staff and disrupted his ability to keep 
his hand on the tiller of party 

government. He has alienated many in the AKP parliamentary 
group by his habit of harshly chewing out MPs. Moreover 
understand that MUSIAD 

influential in Islamist circles who gave Erdogan key 

financial support as AKP campaigned prior to the 2002 
elections 

Judging by comments to us of insiders in the influential 
Islamist lodge of Fethullah Gulen such as publicist 
Abdurrahman Celik 

into AKP (Minister of Justice Cicek 

Tourism Mumcu; perhaps 60-80 of 368 MPs; some appointments to 
the bureaucracy) 

initially had toward Erdogan and AKP. 


20. (C) Second is the coalition nature of AKP 

number of ministers whom Erdogan trusts 

some -- principally FonMin Gul but from time to time Cicek -- 
to undermine Erdogan. No one else in AKP comes close to 
Erdogan in grassroots popularity. However 

to deprecate Erdogan within AKP and even to foreign visitors 


(e.g. 
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Erdogan\'s maneuvering room with hard-line criticisms of U.S. 
policy in Iraq or EU policy on Cyprus have forced Erdogan 
constantly to look over his shoulder and in turn to prove his 
credentials by making statements inimical to good 
U.S.-Turkish relations. We expect Erdogan to carry out a 
partial cabinet reshuffle early in 2005 

unable to remove the influence of Gul. 


21. (S) Third is corruption. AKP swept to power by promising 
to root out corruption. However 

AKPers from ministers on down 

are telling us of conflicts of interest or serious corruption 

in the party at the national 

among close family members of ministers. We have heard from 
two contacts that Erdogan has eight accounts in Swiss banks; 
his explanations that his wealth comes from the wedding 
presents guests gave his son and that a Turkish businessman 
is paying the educational expenses of all four Erdogan 
children in the U.S. purely altruistically are lame. 


22. (S) Among the many figures mentioned to us as prominently 
involved in corruption are Minister of Interior Aksu 

Minister of Foreign Trade Tuzmen 

chairman Muezzinoglu. As we understand it from a contact in 
the intel directorate of Turkish National Police 

continuing investigation into MuezzinogluVs extortion racket 
and other activities has already produced evidence 
incriminating Erdogan. In our contacts across Anatolia we 
have detected no willingness yet at the grassroots level to 
look closely at Erdogan or the party in this regard 

trend is a time bomb. 


23. (S) Fourth is the poor quality of Erdogan\'s and AKP\'s 
appointments to the Turkish bureaucracy 

headquarters 

of senior career civil servants 

former Undersecretary of Customs Nevzat Saygilioglu 
Forestry DirGen Abdurrahman Sagkaya 

expressed shock and dismay to us at the incompetence 
prejudices and ignorance of appointees such as Omer Dincer 
an Islamist academic whom Erdogan appointed Undersecretary of 
the Prime Ministry 

bureaucracy. Dincer is despised by the TGS. Many 
interlocutors also point to the weakness of Erdogan\'s deputy 
party chairmen. The result is that 

such as Turgut Ozal or Suleyman Demirel 

appointed skilled figures who could speak authoritatively for 
their bosses as their party general secretary and as 
Undersecretary of the Prime Ministry 

himself without people who can relieve him of the burden of 
day-to-day management or who can ensure effective 
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channels to the heart of the party and the heart of the 
Turkish state. 


Two Big Questions 


24. (C) Turkey\'s EU bid has brought forth reams of 
pronouncements and articles -- Mustafa Akyol\'s 
Gulenist-tinged V'Thanksgiving for Turkey" in Dec. 27 Weekly 
Standard is one of the latest -- attempting to portray Islam 

in Turkey as distinctively moderate and tolerant with a 
strong mystical (Sufi) underpinning. Certainly 

in Turkey\'s theology faculties some attempts to wrestle with 
the problems of critical thinking 

(ictinad) 

theology faculties in the Arab world 

progressive. 


25. (C) However 

that Islam in Turkey is caught in a vise of (1) 100 years of 
\"secular\" pressure to hide itself from public view 

pressure and competition from brotherhoods and lodges to 
follow their narrow 

and positivism-ridden aridity of the Religious Affairs 
Directorate (Diyanet). As a result 

Turkey is stultified 

intolerant of other religionsV presence in Turkey 

to eject those who would politicize it in a radical 
anti-Western way. Imams are for the most part poorly 
educated and all too ready to insinuate anti-Western 
anti-Christian or anti-Jewish sentiments into their sermons. 
Exceptionally few Muslims in Turkey have the courage to 
challenge conventional Sunni thinking about jihad or 
verses in the Repentance shura of the Koran which have for so 
long been used to justify violence against \"infidels\". 


26. (C) The problem is compounded by the willingness of 
politicians such as Gul to play elusively with politicized 
Islam. Until Turkey ensures that the humanist strain in 
Islam prevails here 

defensive force 

unwilling to adapt to the challenges of open society. 


27. (C) A second question is the relation of Turkey and its 
citizens to history -- the history of this land and citizens\' 
individual history. Subject to rigid taboos 

and mandatory gross distortions 

practice of historiography in the Republic of Turkey remind 
one of an old Soviet academic joke: the faculty party chief 
assembles his party cadres and 

ideological threats 
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only that damned past that keeps changing. V 


28. (C) Until Turkey can reconcile itself to its past 
including the troubling aspects of its Ottoman past 

and open debate 

concept and practice of reconciliation in the EU? How will 
it have the self confidence to take decisions and formulate 
policies responsive to U.S. interests? Some in AKP are 
joining what is still only a handful of others to take 
tentative 

However 

education 

and a fundamental redefinition of the relation between 
citizen and state. In the words of the great (Alevi) 
Anatolian bard Asik Veysel 

road. V 


29. (U) Baghdad minimize considered. 
EDELMAN 
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but rather are detained under a specific provision of law 

which allows detention without trial and prohibits any 

contact with outside parties. The Minister also claims that 
ASSK herself had requested the recent removal of her personal 
bodyguards from her compound. The SPDC will now claim legal 
justification for the indefinite detention of the NLD 

leaders 

international pressure to free either of the two any time 

soon. End Summary. 


2. (SBU) On December 29 COM and P/E chief called on the GOBVs 
new Minister of Home Affairs 

Minister was joined by Police Brig Gen Khin Yee 

General of the Burmese Police Force 

ministry and police officials. We delivered a demarche on 

the USG narcotics certification process (septel) 

used the opportunity to raise issues related to the South 

Asian tsunami (ref A) and the ongoing detention of ASSK. 


3. (C) The COM pressed for an explanation as to why the GOB 
reversing its standard description of Aung San Suu KyiVs 

status as \"protective custody 

democracy leader a specific criminal charge under the 1975 
VLaw to Safeguard the State Against the Dangers of Subversive 
Elements!" (ref C). The COM added that the new charge 
indicated the GOB now considered ASSK a threat to national 
security. 


4. (C) Minister Maung Oo replied that ASSK had breached 
specific provisions of the law (ΝΕΙ) and declared that the 
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GOB V'should have taken this action from the beginning 
meaning after the May 2003 assault on her convoy and 
intimating that the SPDC blamed former Prime Minister Khin 
Nyunt and his military intelligence apparatus for 
inappropriate handling of ASSKVs case. He also said that 
under the provisions of the law 

ASSK is not allowed to receive visitors 

or have any written or phone communications with other 
parties. 


5. (C) Тһе COM expressed concern over ASSKVs detention as 
well as that of NLD Vice Chairman U Tin Oo and other 
pro-democracy party members. In response to COM\'s questions 
the Minister said that U Tin Oo is also held under the same 
section of the law (Note: Under Section 10(b) the GOB can 

hold an individual without trial for up to one year 

the Minister for Home Affairs can prolong for another year 

and the Chairman of the SPDC can extend for an additional 

five years. End Note). 


6. (SBU) On the basis of the Home MinisterVs implicit 
acknowledgment that the GOB plans to hold ASSK in detention 
for at least another year 

her access to medical care and personal security staff has 
been restricted (ref B) 

holds the Burmese government solely responsible for her 
safety and security. 


7. (C) Minister Maung Oo replied that ASSK V'is well protected 
and she even has better security than | do.\" He said that 

the GOB Vis in close contact with her and she is able to 
inform our security people of all her needs.V' He further 
claimed that ASSK herself had requested the removal of her 
entire personal bodyguard. V'Although Section 10(b) does not 
have a provision for security 

keep six bodyguards at the compound 

(Note: A December 17 Reuter''s article also made the claim 
that ASSK had removed all of her personal bodyguards 
protest over the GOB\'s decision to cut the contingent in 

half. An Embassy source who has had contact with ASSK 
corroborated this information. End Note.) 


8. (C) The COM pressed Minister Maung Oo to specify what 
measures the GOB had taken to ensure ASSKVs safety and 
the specific legal charge against her 

ICRC would have access to her 

Maung Oo demurred on detailing any GOB security measures 
reiterated that under Section 10(b) ASSK was not allowed 
contact with any outside parties. V'The ICRC will not have 
access to Aung San Suu Kyi at this moment 
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9. (C) Comment: Maj Gen Maung Oovs acknowledgment that ASSK 
is now detained under Section 10(b) was the first official 

GOB word on the topic since the NLD revealed on December 1 
that the SPDC had extended her house arrest (ref C). 

Further 

Section 10(b) is news. Neither development bodes well for 
the two democracy activists. The SPDC 

veneer of its own Orwellian laws 

justification for the indefinite detention of the NLD 

leaders 

international pressure to free either of the two any time 

soon. End Comment. 
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Strait] Peace" 


Lin Cheng-yi 

University's Institute of International Relations 
in a commentary in the centrist 

Times (12/30): 


V. On one hand 

independence at all costs; it lashed out at the United 
States arms sales to Taiwan 

contribute to cross-Strait stability; and it continues 
increasing ground-to-ground missile deployment against 
Taiwan. On the other hand 

wants to pursue ‘four environments 

and stable international environment 

neighboring environment 

reciprocal cooperation 

objective and friendly public opinion. In fact 

highly difficult for Beijing to seek to strike a 

balance between these two contradictory directions. 
But Taiwan is so occupied with internal struggle and 
dealing with three battlefields at the same time - the 
battlefield between the ruling and opposition parties 
in Taiwan 

between the United States and Taiwan - that it has 
provided Beijing with a wonderful opportunity to 
isolate the island. Other countries such as France 
the United States 

made strongly-worded statements against Taiwan and 
commented on TaiwanVs political development from 
Beijing\'s perspective. . 


V. While seeking to make its national defense 
transparent 
will "fight against the United States and intimidate 


Column 3 

Taiwan.\' But the more Beijing emphasizes the use of 
force and the more high-handed it gets 

proves that its Taiwan policy has failed to work and 
that both sides of the Taiwan Strait are moving apart 
from each other. 


“То address China\'s ‘anti-secession law 

priority is not to split from the inside. The DPP 
government must first try to coordinate between Taiwan 
and the United States and between the ruling and 
opposition parties inside Taiwan if it wants to reduce 

its three battlefields and three rivals to one 

battlefield (the cross-Strait one).\" 


B) \"Can Washington 
Train and Talk for a While ?V' 


Wu Yu-shan 

preparatory office for the Institute of Political 
Science 

centrist 


V. When the train that Taiwan is riding [i.e. Taiwan\'s 
constitutional re-engineering] starts to crash into the 
train on which Beijing is riding [i.e. China\'s anti- 
secession law] 

Taiwan\'s train. Given its powerful strength 

United States could add great weight to TaiwanVs train. 
But Washington does not want to see the train crash 
it started to warn TaiwanVs train driver using harsh 
words like "TaiwanVs leader is trying to destroy the 
status quo 

question is whether Washington values TaiwanVs 
strategic position and if it sees Beijing as a long- 
term hypothetical enemy of the United States. 
Washington has natural feelings in favor of the 
democratic Taiwan 

train. As a result 

matter how harsh Washington scolds him 

still stays on the train 

stronger than that of Beijing\'s and it does not fear 
crashing against BeijingVs train. If Beijing keeps its 
senses 

States. In other words 

steps on the brake eventually during this train crash 
incident. . 


V. Since both sides of the Taiwan Strait have walked 
away from the hypothetical framework of the "interim 
agreement 

of the [cross-Strait] situation? For Washington 
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best way to remove the ultimate cause of trouble is to 
say clearly that it will not support Taiwan when the 
latter declares independence and thus triggers a war 
across the Taiwan Strait. In other words 

States is saying that it is ready to get off the train 

and does not want to play games together with Taiwan 
any more. This is the real meaning behind [Deputy 
Assistant Secretary of State Richard] Armitage\'s 
"landmineY remarks and his statement that [Washington] 
‘is not required to defend Taiwan.Y Armitage\'s words 
have created a great impact in Taiwan because if 
Washington gets off the train 

change. But since the American officials like 
[Secretary of State Colin] Powell and Armitage who 
recently made statements criticizing Taiwan will get 

off the train of the Bush administration first 

is still watching and waiting [for further 

development]. Nonetheless 

dangerous no matter whether the situation turns out to 
be that the United States stays on TaiwanVs train which 
crashes with the train of Beijing or the United States 
gets off the train and leaves TaiwanVs train to crash 
with BeijingVs. .\" 
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Bahat contended that 

plans for two more housing developments near the new 
neighborhood for another 1 

separation barrier will eventually be moved further into the 
West Bank so these areas will be on the west side of the 
seamline and therefore \"in Israel.\" GOI officials from the 
Ministries of Defense 

told econoff that Nof Hasharon is a private development and 
the only GOI involvement was approvals given by zoning 
authorities many years ago. End summary. 


2. (C) Amira Bahat 

west of the Green Line 

December 22 that in late 1999 

morning to find a placard advertising a new housing 
development next to their community called V'Nirit North. V 
This new development 

next to Nirit -- on the east side of the Green Line 

of the separation barrier. According to Bahat 

investigating why V'Nirit North" was being established without 
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their knowledge 

development was actually an extension of Alfe Menashe 

Bank settlement almost three kilometers beyond the Green 
Line. Nirit petitioned the High Court to stop construction 

but by February 2000 

win because V'the construction was happening without rules and 
regulations Y' since the Ministry of Defense (MOD) V'authorizes 
what happens in the territories. V 


3. (C) Nirit\'s residents eventually gave up their case and 
signed an agreement with Attorney Moshe Glick 

the land developers 

of the development would be able to use NiritVs 
infrastructure -- roads 

exchange for a lump sum of $25 

property taxes. (Note: Bahat said that among the developers 
Glick represents are Benny Katzover and Benzi Lieberman 
senior members of the YESHA council. End note). Nof 
Hasharonvs residents 

Menashe which would then pass the funds to Nirit. Bahat 
explained that 

never paid Nirit any money and that construction stopped at 
the start of the Intifada because the developers \"lost 
interest. V' 


4. (C) Bahat related that once construction of the 

separation barrier started in their area in late 2003 
developers came back to Nirit to try to renegotiate the 
agreement. At this point 

grown to 52 houses. The negotiations continued through 
August 2004 

voted twice against being linked to Nof Hasharon despite the 
fact that 

other 30 percent of the residents allegedly voted in favor 
because they thought they could not win and the development 
would move forward regardless. One week after the second 
vote 


5. (C) Bahat continued that Nirit\'s residents again 

petitioned the High Court o/a November 7 to stop construction 
of Nof Hasharon because 

the U.S. to stop settlement activity. She also said NiritVs 
residents V'do not want to be annexed into a settlement. V 
Bahat reported 

this development was approved five years ago 

commitments do not apply. Nirit residents are currently 
waiting for the High CourtVs decision while construction 
continues. 


Seeking Other Help 
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6. (C) Bahat stated that members of Nirit\'s council recently 
went to the Interior Committee of the Knesset with Labor MK 
Amram Mitzna to get the project stopped. Some of the MKs 
reportedly agreed that this V'was not a normal thing 

MK allegedly said 

cannot help you. If you want help 


7. (С) In response to econoff\'s question 

Nirit\'s residents sought the advice of Gabriela Shalev 
professor 

voided because the developers never paid Nirit\'s residents 
what they owed. Bahat said this was irrelevant 

because Nirit has already \"received orders from the army" to 
open up its fence 

HasharonWs residents can use NiritVs roads. 


8. (C) With respect to the West Bank land between Nof 
Hasharon and Alfe Menashe 

Jews bought it from Arabs over 70 years ago 

that it should go to \"Palestine.\" She added that there will 

be more construction there and gave econoff a map which shows 
a housing development planned for West Bank land between Nof 
Hasharon and the separation barrier called 'Admot Hayehudim 
or \"Land of the Jews." Bahat continued that Пап Niv 

chairman of Nirit\'s council 

leaders several days ago and he reportedly saw a map with 
another planned development on West Bank land south of Admot 
Hayehudim called \"Папії\" Bahat concluded that 

these two new developments 

by 1 


9. (C) Bahat explained that 

of the separation barrier in this area 

residents would have to cross two fences to get to Alfe 
Menashe. She opined 

will eventually be moved to run along Alfe Menashe\'s east 
side so these new houses V'will be in Israel.\" (Note: Such a 
change in the route of the separation barrier would leave the 
new houses on West Bank land 

End note). Bahat said that the developers in fact originally 
advertised the land as being located in Israel rather than 
east of the Green Line -- although they have not done so 
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since the case went to the High Court -- and this may be the 
case in the long run. 


10. (C) Grisha Yaakobovich 

COGAT at the Ministry of Defense (MOD) 

did not know anything about this case other than it is being 
discussed in the High Court. He said that since it is a 

private development 

Chaim Fialkoff 

Housing and Construction (MOHC) 

because the land was bought by private developers and the 
only government involvement was for the Civil Administration 
to give permits years ago. He explained that the MOHC has 
not provided subsidies or any infrastructure -- which is why 
the settlement is connecting to the infrastructure of Nof 
Hasharon -- nor is it overseeing any of the construction. In 
response to econoff\'s question 

West Bank land between Alfe Menashe and Nof Hasharon is also 
privately owned. Mike Blass 

Ministry of Justice (MOJ) 

was privately acquired long ago with approval from the zoning 
authorities. 
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3. (C) Sharon complained about recent statements by Abu Mazen 
that sounded much like Arafat. Sen. Lieberman said that Abu 
Mazen had told him earlier in the day that he is new to 

politics. Abu Mazen was focused on the need to end violence 
and specifically mentioned that rockets and mortars must 

stop. Sharon commented that Israel does not expect Abu Mazen 
to be a Zionist 

terrorism. Israel is providing significant support to the 
Palestinians on elections. 


4. (C) Asked about the situation following the elections 
Sharon expressed the hope that Abu Mazen will be elected and 
expected to meet him soon. Sharon said he would raise with 
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Abu Mazen the need to deal with security 

Israel would make no compromises. Second 

propose coordination between the Israeli and Palestinian 
security services regarding disengagement and would be 
prepared to coordinate other disengagement issues as well. 
Third 

financial support 

such as desalination 

refugees so as to eliminate refugee camps. Finally 

noted 

Gaza--that is 

the Philadelphi strip--then planning could begin for 
transportation networks between Egypt and Gaza and for a 
seaport and an airport. 


5. (C) Sharon expressed particular concern about ongoing 
weapons smuggling to Gaza. Palestinians have brought in 
rocket-propelled grenades and several shoulder-fired 
surface-to-air missiles (Strellas 

that Egypt is doing something" but not enough in order to 
stop the smuggling. It is important that a secure climate be 
built in Gaza to attract foreign investment. 


6. (C) Sharon said he knows that Abu Mazen wants to arrange a 
ceasefire and that if there is quiet 

with quiet. But a ceasefire alone is not enough. There must 

be a full cessation of terrorism 

Israel will not sit quietly if it comes under fire and will 

not accept the excuse that Abu Mazen needs time to get 
organized. 


7. (C) Sen. Lieberman said that Abu Mazen listed his 
priorities with Israel as stopping the security wall 
settlement activity 

prisoners. In contrast 

the priorities must be the creation of Palestinian jobs 
end of back-to-back cargo handling and the like. In 
response 

dismantling terrorist organizations according to the roadmap 
and in line with the plans developed by Tenet and Zinni. 
Commenting on Abu Mazen\'s priorities 

priorities as follows: 


--Palestinian refugees will not return to the State of Israel. 

--In accordance with the agreement reached with President 
Bush 

\"connected\" to Israel. 

--Israel will never negotiate over Jerusalem 

capital 

division of Jerusalem. Sharon said he could consider handing 
over some Arab neighborhoods populated after the 1967 war 
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but stressed he would never hand over the Temple Mount 
of Olives or the City of David. 

--|srael will continue to build the fence 

reduced Israeli casualties. In accordance with Israeli High 
Court decisions 

Palestinian suffering. 

--|srael is not building new settlements. The Jewish 
population in the West Bank (outside Jerusalem) is 250 
and there are towns 

settlement blocs will stay in Israel\'s hands according to the 
agreement reached with President Bush. 


8. (U) Senator Lieberman did not clear this message before 
his departure. 
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the campaign trail. Shalom interpreted the speech as an 
indication that Abu Mazen will not dismantle the terrorist 
infrastructure or compromise on Palestinian demands for a 
right of return to Israel. Shalom said the Israeli 
Government is facilitating the Palestinian elections 
expressed concern that the Palestinians will continue 
ArafatVs policies and offer "the same old excuses.V In 
response to a question from the CoDel 

proposal for another Aqaba conference 

build confidence but avoid substantive issues. Shalom told 
the CoDel that the way to deal with both the Palestinians and 
the Arab world is to embrace moderates and isolate 
extremists. He said that the EU-3\'s position on Iran is 

V much better than before 

END SUMMARY. 


2. (C) In a December 28 meeting with Senator Joseph 
Lieberman 

and military escort 

said he is V'very discouraged" by Abu Mazen\'s December 25 
election speech in which the Palestinian leader had been 
Vtougher than Arafat" Shalom interpreted the remarks as an 
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indication that Abu Mazen will not dismantle the terrorist 
infrastructure and will continue to insist on the right of 

return. Shalom questioned why the Palestinians would want to 
return to a Jewish state and 

current Diaspora for another. He expressed hope that Abu 
Mazen\'s actions would be guided by the comments һе had made 
as Prime Minister and not the ones he is making on the 
campaign trail. The Foreign Minister cautioned that he wants 
Veveryone in the international community to ... be aware of 
what Mahmoud Abbas is saying. V 


3. (C) Shalom said the Israeli government is V'doing 
everything we can!" to facilitate the Palestinian elections 
including the provision of assistance to election observers. 
He added that he is more concerned 

happen the day after" and by Palestinian actions following 
the first post-election terrorist attack. He reiterated his 
call for the Palestinians to stop incitement against Israel 
saying it is something Abu Mazen \"could do in a day. He 
acknowledged that it would take longer to fight terrorism 
but insisted that a cease-fire is insufficient. Shalom said 
that the Palestinians should begin a crackdown against 
terrorism the day after the elections. 


4. (C) Describing the CoDel\'s meetings with Abu Mazen 
Alava 

Lieberman said he was struck by the difference between the 
election rhetoric on campaign posters and the Palestinians 
private comments. In his meeting with the CoDel 

had focused on his commitment to end violence 

efforts to reach an agreement with Hamas 

described problems with Palestinian security forces and the 
Vchaotic situation V" currently faced by the Palestinian 
Authority. The Palestinians had also spoken in U.S. and 
Israeli terms about the rule of law 

transparency 


5. (C) Shalom agreed that the situation has improved 
following Arafat\'s death 

Palestinians will \"use the same old excuses\" to avoid real 
action. He feared that after the elections they could again 
claim that the PA is too weak to confront extremists and that 
the Israeli military presence precludes PA action. Shalom 
insisted that the PA end its tolerance of \"alternate military 
structures\" in its area of responsibility. 
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Aqaba Conference to Jump Start Peace Process 


6. (C) Senator Lieberman asked the Foreign Minister about his 
recent proposal for another Aqaba conference. Shalom 
suggested that Abu Mazen 

Bush 

start to the peace process. He stressed that the gathering 
would have to wait until the Palestinians ended terrorist 
attacks. It would build confidence 

substance." The substantive way forward is already laid out 
in the road map 


7. (C) Shalom said that the way to deal with both the 
Palestinians and the Arab world is to 'embrace the moderates 
and isolate the extremists.\" He noted that moderates still 

fear Al-Qaeda 

now that Arafat is dead 

changed policies. Other countries realize that terrorism is 

not only an Israeli problem 

be seen as being Won the side of the good guys." Senator 
Dayton asked how the USG could encourage moderates in the 
Palestinian leadership. Shalom replied that there are 

already positive signs 

Palestinian intellectuals urging Abu Mazen to negotiate with 
Israel. 


8. (C) Shalom noted that Syria and Iran are supporting 
terrorism and should be isolated. In response to a question 
from Senator Lieberman 

address the threat of Iran\'s nuclear program are V'much better 
than before.\" Israel is dissatisfied with the last agreement 
signed by the EU-3 and Iran 

diplomacy efforts have led to a greater appreciation of the 
threat by the Europeans. 


9. (U) Prior to departing to meet with PM Sharon 

invited the senators to attend a special session of the UNGA 
on January 24 to commemorate the 60th anniversary of the 
liberation of Nazi concentration camps. 


10. (U) The CoDel did not clear this message prior to 
departing post. 
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Information Minister Jonathan Moyo. 


4. (U) Despite Mugabe 

ticked up this past week 

December 26 

rival ZANU-PF candidates for the Makonde seat (Mashonaland 
West): the incumbent Kindness Paradza (publisher of the 
shuttered Tribune newspaper) and the President\'s nephew 
Mugabe. The scuffle resulted in the arrest of Paradza and 
two of his supporters as well as four of Leo Mugabe\'s 
supporters on December 27. All were released on bail the 
following day. Paradza became the second sitting ZANU-PF 
legislator arrested this month. Earlier in December 
Hurungwe West MP Mark Madiro was arrested following 
skirmishes between his supporters and the supporters of 
Cecilia Gwachiwa 


5. (S/NF) The GOZ-controlled Herald newspaper reported on 
December 30 that four prominent figures had been indicted on 
December 29 on unspecified charges relating to their 
involvement in espionage: Chinhoyi MP and ZANU-PF Provincial 
Chairman for Mashonaland West Philip Chiyangwa (who is also 
indirectly related to President Mugabe) 

Director for External Affairs Itai Mach 

Mozambique and former Consul-General in South Africa Godfrey 
Dzvairo 

Local newspapers reported that Chiyangwa suffered a stroke 
during questioning and was taken to St. Giles hospital for 
rehabilitation. However 

a badly beaten Chiyangwa at St. Giles 

was in fear for his life. Earlier press reports indicated 

that ZANU-PF Deputy Security Chief Kenny Karidza had been 
seized with the others for questioning in mid-December but he 
was not named among the indicted. Earlier press reports also 
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fingered the British and Israelis as the Vhostile foreign 
powers" that had suborned those detained 

Herald reporting curiously omitted mention of any foreign 
government. Sensitive reporting indicates that South Africa 
was the only government involved. 


6. (C) The recent arrests and general bloodletting within 
the ZANU-PF in the run-up to and aftermath of the Party 
Congress (ref A) testify further to the brittleness of party 
unity and will fuel simmering intra-party resentments and 
paranoia. The GOZ will likely portray the arrest of these 
and other alleged perpetrators of violence to SADC as 
evidence of its intent to conduct a peaceful election in 
accord with SADC election principles. However 

expect political violence to increase (including against the 
MDC should it re-enter the race) in the run-up to elections. 
And consistent with historical patterns here 

retaliate or defend themselves (be they ZANU-PF or MDC) will 
often get punished more than those who initiated the 
violence. 


7. (S/NF) The implications of the espionage case are 
potentially far-reaching. It will certainly add to the 

paralyzing witch-hunt atmosphere within the party 
particularly since the GOZ has not divulged details about the 
case that would put to rest the many rumors circulating. 
With respect to foreign policy 

keep quiet about South Africa 

additional leverage on Pretoria 

engagement on Zimbabwe\'s elections. 
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revolutionaries. Upon arriving in Vietnam 
revealed the plot to authorities. 


2. (SBU) A UNHCR source told poloff that the article was 

Vvery 

people\" and not the \"strategy of the Government of Vietnam 
towards the UNHCRA" He confirmed that Grant and Y Xuan were 
employees of UNHCR 

the press 

Cambodia 

Our source posited that the article was triggered by MPS 

fears of attempted protests and a mass border crossing from 

the Central Highlands on Christmas 
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occur (Refs. B and C). This was an attempt by the MPS to 
pass the blame for a border crossing onto foreign 
instigators 


3. (SBU) Comment: While exaggerated propaganda in 
Vietnamese newspapers is not unusual 

against UNHCR employees are surprising. The allegations 
appear to be largely the result of interrogations of the 

thirteen Montagnards who returned to Vietnam in October 

likely prepared a story to excuse their attempted migration. 
Unfortunately we cannot dismiss the allegations as only the 
views of a conservative faction in the MPS. The claims were 
echoed by MFA Americas Department Director General Nguyen 
Duc Hung in his December 24 demarche to the Charge (Ref. B) 
and may be taken as true by a number of more liberal GVN 
officials. If so 

dtente between the GVN and UNHCR. (Ref. D) End Comment 


//Begin Unofficial Embassy Partial Translation// 
An Ninh The Gioi 
THE WRONGDOINGS OF SEVERAL UNHCR STAFF? 


On October 9 

Central Highlands returned to Dak Nong Province from the 
“Temporary Residence Camp\" set ир by the UNHCR in Phnom 
Penh. However 

repatriation;V they were asked to intrude into Vietnam 

illegally to entice and incite others to go 

security disorders in the Central Highlands. Surprisingly 

the ones who ordered 

UNHCR staff in Cambodia. 


A Ring to Bring People Across the Border 


Owing to geographical location and history 

Rai 

those of the same ethnicities in Cambodia 

areas close to the border. Taking advantage of this factor 
reactionary forces 

Highlands 

Cambodia to join with their relatives in Dak Nong to form 
rings to illegally bring people across the border. Dieu 
Klo 

When the FULRO exiles attempted to build the Dega 
Protestantism 

secretly met with several individuals... in order to incite 
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them to join him. Since June 2002 

had many meetings with a leader named Dieu NYGai to map out 
ways to create disorders in the localities 

information 

Duyen. Ma Duyen was supposed to send it to the United 
Nations 

March 2004 

Cambodia 

Duyen arrived in Cambodia 

along with other FULRO leaders 

\"lessons\" with fabricated contents to learn by heart... 


Temporary Residence Camp No. 1 -- The Hell 


The camp has two sections. Newcomers stay in one room on 
the second floor of a three-story building. Each floor has 
three rooms. Ninety-one people including ten Ede 

Nong 

room. The camp is surrounded by four-meter high walls 

well guarded by four Cambodian police officers taking turns. 
These 91 individuals share one water tank and two WCs 

the average each person takes a bath once a week 

once every two weeks. One camp member can have only three 
kilograms of rice 

and vegetables for a week. Recalling the days in the camp 
Dieu Maih bitterly said Win the camp 

pigs. Pigs even have more to eat to grow. They don\'t need 
us to grow 


Unable to wait to go to a third or fourth country by sitting 

like caged animals 

protest. The UNHCR representatives at the camp has showed 
their "humanitarian mission and V'human rights values!" by 
inciting the other 75 individuals to suppress and 

threatening 

Cambodian police had to intervene. Also by encouraging camp 
members to entice and bring more people there from Vietnam 
some people representing the UNHCR are apparently turning 
the task for collecting refugees into business 

opportunities. 


Temporary Residence Camp or Training School for Violence? 


Four days after receiving a request to leave the camp by a 

group of 13 people 

convened all camp members and declared that the UNHCR would 
not allow anyone to return. The season Y Xuan stated was 

that the trip back to Vietnam would reveal the ring to 
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illegally bring people here from Vietnam 
activities. 


Unable to wait any longer 

began to agitate. Their moments lifted the disguise of the 
UNHCR. Katy Grant 

private talks with each of the individuals: \"Once back in 
Vietnam 

revolution succeeds 

certain positions. If you don\'t follow us 

punished". Katy even trained those men how to deal with 
police by making a disguise or cover. She said V'once in 
Vietnam 

authorities. Tell them that it was too difficult in the 

camp 

authorities would not suspect you. In any case 

mention any contact with UNHCR and your tasks." Katy showed 
that she is far-sighted by saying that V'to avoid attention 
you should be back to normal when you are in the village. 
Don\'t work for us until after two months have passed.\" \"If 
you work effectively 

and money." 


Accepting to work for Katy Grant and other extremists in the 
camp was the only way to escape from their plight; 
therefore 

left for Vietnam. But they were aware that they were doing 
the wrong thing 

arrived home.... 


It is surprising and shameful that Katy Grant and Y Xuan 
representatives of (the UNHCR) are on purpose turning this 
camp into a place for enticing people and training them how 
to create disorders. Katy Grant and Y Xuan know clearly 
that Vietnam does not have religious or ethnic conflicts; 

the State of Vietnam has always been striving to bring about 
a more stable 

groups nationwide including those in the Central Highlands. 
Therefore 

eligible to be considered refugees. By accepting and 
supporting it 

Vietnam\'s internal affairs 


The final point is that we don\'t understand if UNHCR knows 
or does not know about these illegal and ill-intentioned 
activities by its staff such as Katy Grant and Y Xuan. If 

it does 

not taken any measures to prevent or correct its staff. In 
the meantime 

\"humanitarian.\" 

By Nguyen Hong Lam 
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//End Unofficial Embassy Partial Translation// 
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publishing stories about the impact of the earthquakes and 
tsunami in Burma. However 


SIPDIS 

wire stories detailing the death and destruction in the 
region. The December 30th edition did print a small 
notification of an earthquake of 3.0 on the Richter scale 
centered on Rangoon in the early hours of December 29th 
(reftel). In the absence of any official update 

tally remains 51 dead 

homeless. 


4. A UNDP team has returned from the Andaman Sea coastal 
Irrawaddy River delta 

the region was hit by the tsunami 

contradict the GOBVs public assessment of minimal damage and 
casualties limited to several dozen killed. Another UN 

source told us that his GOB contacts were maintaining their 
initial claim of little damage and few casualties from 
Tanintharyi Division in the far southeast of the country. A 
Rangoon businessman with tourist interests in that area 
repeated his earlier assessment that there was no serious 
damage to that area due to high waves. However 

unverified rumor that about 100 fishermen were still missing 
from that region. We reiterate that the touristed beach 

areas on the Bay of Bengal west and northwest of Rangoon 
received no damage and travel to those areas is as normal. 


GOB Might Accept Aid 


5. According to the senior UN representative in Rangoon 

GOB is not asking for any international assistance 

be willing to accept it if proffered. He said UN agencies 

were proceeding under that assumption and would provide 
assistance as necessary when assessments were complete. No 
known international organizations have yet been able to see 
firsthand the conditions on remote islands of the Irrawaddy 

delta or along BurmaVs southeastern coast. These areas are 
not frequented by foreign tourists 

MARTINEZ 


24768 


18 (C) Comment cont. Against this stark background 
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current tack of establishing individual Memorandum of 
Understandings with each agitated community is of dwindling 
effectiveness. What is emerging is a patchwork of temporary 
truces. These arrangements are fragile and tend not to 
withstand the test of time. The situation begs for a more 
comprehensive approach that will begin to better define the 
permanent relationships among the oil companies 
communities and the different tiers of government. More 
governmental resources need to be brought to bear as the oil 
companies cannot be forced into the position of becoming 
quasi-development agencies. Yet recent history demands that 
the companies must play an active 

communities. Last 

economic growth 

the Delta. Non-oil private sector investment is a 
fundamental but largely missing ingredient in the Delta. 
Unless there is a paradigm shift in strategy along the lines 
summarized above 

more incidents that interrupt the operations of the oil 
companies will likely occur in the future. End comment. 
BROWNE 
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the Palestinian readiness to change make the year 2005 
a year of rare opportunity. In order to capitalize on 

this opportunity 

politics to diplomacy. We must domesticate the wild 
idea of the disengagement and make it into part of an 
overall Israeli plan.\" 


Nationalist writer Uri Dan commented in popular 
pluralist Maariv: \"Suicide terrorists still stand 

waiting 

of terror 

them. Whoever believes that Abu Mazen and his gang 
will block these trends in 2005 is deluding himself and 
his people ... Eventually he will be overwhelmed by 
these waves just like in Phuket.\" 


Block Quotes: 


1. V Year of Truth\" 


Columnist Ari Shavit wrote in left-leaning 

HaVaretz (December 30): V'The two events that best 
define the outgoing year took place toward its end: On 
Tuesday 

disengagement plan 

Palestinian people buried Yasser Arafat. In so doing 
within a span of 20 days or so 


Column 3 

was changed 

Jewish national movement decided in organized and 
democratic fashion to begin the long process of ending 
the occupation 

separated in spontaneous 

fashion from the ethos of terror of its founder. In so 


doing 
ended. In so doing 
our opinion 


Israeli determination to disengage and the Palestinian 
readiness to change make the year 2005 a year of rare 
opportunity. In order to capitalize on this 

opportunity 

diplomacy. We must domesticate the wild idea of the 
disengagement and make it into part of an overall 
Israeli plan. V 


2. \"The Year of the Tsunami\" 


Nationalist writer Uri Dan commented in popular 

pluralist Maariv (December 30): V'There is no reason to 
party: 2005 is going 

the tsunami 

The waves of terror and war will threaten the lives of 
innocent people the same way the waves of the sea took 
the lives of thousands of people from Indonesia up to 
Somalia.... The Palestinian tsunami: it seeps and 

breaks through the smuggling tunnels to the Gaza 
Strip.... Suicide terrorists still stand waiting 

willing to try and flood Israel with new waves of 

terror 

Whoever believes that Abu Mazen and his gang will block 
these trends in 2005 is deluding himself and his people 
... Eventually he will be overwhelmed by these waves 
just like in Phuket. V 
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disengagement as \"breaking apart the road тару" and noted that 
PM Sharon could make the new PA either strong or weak 

that they urge the USG to monitor the peace process closely. 

On the border crossings 

they deemed unnecessary IDF-ordered delays 

Ambassador described potential positive GOI steps towards 
greater freedom of movement. The three agreed to the 
Ambassadors suggestion of a joint Israeli-Gazan business 
meeting to be arranged by the Embassy. End Summary. 
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2. (SBU) The Ambassador opened the meeting by expressing 
regret that USG personnel are not traveling to Gaza in the 
wake of the October 2003 killings of three Embassy security 
personnel. In response to Ahed Bseiso\'s comment that this 
policy appeared to be V'collective punishment 

responded that it was instead a reflection of the USGVs deep 
dissatisfaction with the way the PA security services 
\"dropped the issue\" after a handful of seemingly productive 
meetings. The security services would have to demonstrate 
clear effort to solve the case and progress on reform 
initiatives 

order for the USG to consider returning to Gaza. 


3. (SBU) The businessmen described the PA security services 
as weak and fragmented -- V'20 groups!" vying with each other 
for primacy instead of two or three working together -- and 

said that while in some cases the services even know the 
identities of criminals 

importantly 

forward with information because they know the police are 
unable to protect them. Abu Ramadan expressed certainty that 
this is true in the case of the murder of the USG personnel. 


4. (SBU) The three men repeatedly emphasized the importance 
of security to the success of Gazan private enterprise. 

Pepsi bottler Mohammed Yazgi noted that in meetings with Abu 
Mazen the business community has requested security reform 
first and foremost 

and assistance to private enterprise. Bseiso added that 

while he believes Gazan police are making an attempt to get a 
handle on V'street security 

had controlled the security services since 1967 

that culture and mentality cannot change overnight. 


5. (SBU) Yazgi 

Israel plans for disengagement and the World Bank and donor 
community formulate their responses 

in the process and no clear picture of what it will mean for 
private enterprise. The men said they fear that separate GOI 
disengagement policies towards Gaza and the West Bank will 
break apart components of the road map 

negotiated final status. 
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6. (SBU) The Ambassador responded that the USG views 
disengagement as a positive step and will support it as long 
as it is not the V'end of the road" of GOI engagement. With 
Arafat gone 

PA 

three men said they view the U.S. as the only appropriate 
third party to diligently monitor road map implementation at 
this juncture. 


7. (SBU) Bseiso then raised the question of PM SharonVs 
willingness to empower Abu Mazen and the new PA leadership. 
Both politically and security-wise 

power to make the PA either strong or weak. He added that in 
his view PM Sharon did nothing to help Abu Mazen when he 
became Prime Minister. The Ambassador said that Sharon has 
recently begun to believe now is the right time to take 
numerous steps he could not take when Arafat was in power. 
After the PA elections 

willing to talk to Abu Mazen 

do so regarding disengagement issues like settlement assets 
and the maintenance of Israeli-Palestinian business ties. 


8. (SBU) The men expressed their continued vital interest in 
the free movement of goods and people in and out of Gaza. 
They related a variety of difficulties at the border 

crossings 

processing of new magnetic cards for long-term permit holders 
that resulted in only 100 cards being issued over a ten-hour 
day. Abu Ramadan argued that Rafah has a daily capacity of 
over 3 

150 when they are Win a bad mood." On the movement of goods 
Yazgi pointed out that it costs a Gazan over USD 4 

import a container of goods from the U.S. -- USD 1 

the way to Ashdod port and USD 3 

due to delays at Karni terminal. 


9. (SBU) The Ambassador said that the World Bank has also 
emphasized the importance of freer movement for goods and 
people 

possible privatization of terminal operations could 

ameliorate the current situation. The USG supports a Gazan 

airport and seaport 
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security situation improve to a point where these are 
possibilities. Sharon has meanwhile agreed to the 
\"compromise\" of a transport helicopter between Jordan and 
Gaza 

are 10% of the way" towards a number of World Bank 
post-disengagement economic goals 


10. (SBU) The Ambassador asked the businessmen if they would 
like Embassy assistance in arranging a meeting with Israeli 
counterparts to discuss economic aspects of Gaza withdrawal. 
The three agreed such a meeting would be beneficial 

that they had held similar meetings in the past with good 
results. They added that the Gazan private sector is 

planning a conference on disengagement in the coming weeks 
that will address issues like the crossings 

settlement assets 

liaise with Embassy Economic section to arrange a joint 
Israeli-Gazan business meeting that may include working-level 
GOI interlocutors as well as representatives from the private 
sector. 
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the disaster. The Tiger chief\'s reference to the Sinhalese 
majority as \"brethren\" is unprecedented in the 21-year ethnic 
conflict. President Kumaratunga is meeting with ambassadors 
of selected missions 

p.m. local time on December 30. 


4. (U) U.S. Efforts: One OFDA assessment team returned 
from Trincomalee District on December 30. Two teams remain 
in the field and are expected to return December 31. The 

first planeload of emergency supplies provided by OFDA funds 
is expected in Colombo December 31. 


5. (C) PACOM: 30 members of the PACOM Disaster Relief 
Assessment Team (DRAT) have arrived in Sri Lanka. Members of 
the group and DATT had a productive meeting with Secretary to 
the President W.J.S. Karunaratne and secretaries of 12 
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ministries on December 30. Members of the DRAT 

of the USAID/OFDA assessment team and DATT will helicopter 
over disaster-affected areas (on a coastal route from 

Kalutara to Ampara) to assess damage on December 31. The 
initial military airlift of relief supplies is expected to 

land in Colombo the evening of December 30. The 
Expeditionary Strike Group (ESG) is expected to arrive in Sri 
Lanka on January 7 

expected to arrive January 4. 


6. (SBU) Wave rumors: At mid-day on December 30 Foreign 
Secretary H.M.G.S. Palihakkara contacted the Ambassador about 


SIPDIS 

reports received from the Indian government of another tidal 
wave expected to hit southern India. Palihakkara said that 
the Indian Foreign Secretary had told him that the 
information came from a U.S. company 

he believed was based in Portland 

Secretary asked for U.S. help in verifying the reports of an 


SIPDIS 
impending tsunami. The Ambassador contacted the Tsunami 
Warning Center in Honolulu 


7. (U) American Citizens: As of COB on December 30 
American citizens had been reported killed. Two Americans 
were unaccounted for in Maldives. 

8. (U) Government Efforts: The Government of the Republic 
of Maldives (GORM) reports contact with all 19 atolls 
although some of the islands within these atolls remain out 

of contact. According to information received from UNDP 
Government has reported that all islands (presumably with the 
exception of those that remain out of contact) have been 
provided with a three-day supply of food (rice 

sugar) from emergency reserves. Electricity remains out on 
14 of the inhabited islands. 


9. (U) Foreign Assistance: The UNDAC/OCHA team arrived in 
Maldives late December 28. To date 

receiving pledges of USD 500 

USD 450 

ResRep 

emergency food and other supplies. 


10. (U) U.S. Assistance: The first delivery of U.S. relief 
supplies (plastic sheeting for temporary shelter 
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bladders and jerry cans) is expected to arrive on December 
31. A member of the USAID/OFDA assessment team 

by an emboff 

to coordinate the distribution of relief materials. 
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Ottawa. 


3. (C) He went on to reiterate the GOIVs strong desire to 

play a useful role in the elections in a manner that their 
domestic constituency would support in the aftermath of the 
kidnapping of three Indian truck drivers in Iraq in the 

summer. He also expressed frustration that there has been no 
UN response to India\'s previous proposals for assisting in 

the elections 

in New York. V 


4. (C) Regarding PolCounsY description of the role of the 
IMIE to observe the polling process from Jordan (reftel) 
however 

participate 

should be filling." \"We\'re looking for middle ground between 
what is acceptable here and what is realistic and useful 

there 

Saran upon Saran\'s return from travel 

intention to re-engage in Iraq. 


5. (U) Baghdad minimize considered. 
MULFORD 
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Reform іп a December 30 address. Prior to Saran\'s speech 
MEA Joint Secretary (UN Political) BS Prakash advised us to 
pay close attention to the remarks as they would offer the 
\"authoritative\" GOI view on the Panel Report. During his 
speech to prominent members of the New Delhi foreign policy 
community 

MEA Additional Secretary Meera Shankar 

member General Satish Nambiar 


-- The UN must realign its priorities with those of the 
developing world if it is to retain its relevance. It should 
safeguard the interests of developing countries instead of 
taking punitive actions against them. 


-- The international order is not democratic enough because 
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it does not adequately reflect the views of developing 
countries 


-- Multilateralism is the mechanism through which democracies 
can function. Citing the recent tsunami as an example 

said that today\'s collective challenges require a collective 
response. 


-- The UN needs its own budget so that it can act 
independently. Most UN activities are funded by donors 
rather than from the UN budget 

disproportionate influence over UN priorities. 


-- The Panel Report did not focus enough on disarmament. The 
Chemical Weapons Convention could be used as a model to 
eliminate nuclear weapons. 


-- The UN is not the only vehicle to deal with issues of 
international security. The international community can also 
use bilateral and regional mechanisms (where appropriate) to 
resolve problems. 


-- The international community should deal with crises in a 
democratic way 


-- Criticizing V political expediency 

international system is too focused on punishing the 
recipients of nuclear proliferation and not focused enough on 
the sources of proliferation. 


2. (U) Saran downplayed the issue of Security Council 
expansion 

reiterated previous GOI comments that India views Security 
Council expansion as only one part of broader UN reform. 


Comment 


3. (C) Saran\'s reticence on the mechanics of Security 
Council expansion 

GOI officials on the subject (reftel) 

lack of consensus in New Delhi on whether India would be 
prepared to accept a Security Council seat without a veto. 
The internal GOI line is highly pragmatic 

opinion is unprepared to accept what many would see as 
second-class status. Saran\'s emphasis on the need to deal 
with the sources of nuclear proliferation 

our recent non-proliferation dialogue and reflects the GOI 
view that the international community has not satisfactorily 
dealt with A Q Khan or Islamabad\'s alleged support for the 
network. 
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SIPDIS 

LE PARISIEN 

THE \"MANY INITIATIVES TO HELP THE VICTIMS IN ASIA." RIGHT-OF- 
CENTER FRANCE SOIR 

SCHRODER SHOW CONCERN FOR THE VICTIMS OF THE CATASTROPHE: A 
CHIRAC SAYS NOTHING." 


COMMUNIST LVHUMANITEYS REPORT "WHAT KIND OF COALITION IS 
NEEDED ІМ ASIA?\" SUMMARIZES THE TONE OF THE EDITORIALS IN THE 
MAJORITY OF TODAYVS PRESS: ΤΗΕ AMERICAN PRESIDENT 
DELIBERATELY DECIDED TO CIRCUMVENT THE UN BY PROPOSING AN 
INTERNATIONAL COALITION DEVOTED TO HUMANITARIAN AID. AND THE 
FACT THAT THE VICTIMS OF THE EARTHQUAKE IN BAM (IRAN) LAST 
YEAR ARE STILL WAITING FOR THE ASSISTANCE THAT THEY WERE 
PROMISED LEAVES US SKEPTICAL AS TO THE PURPOSE OF SUCH A 
COALITION.\" (SEE PART C) 


NEW YORK CORRESPONDENT JEAN-LOUIS TURLIN FOR RIGHT-OF-CENTEI 
LE FIGARO ANALYZES THE PRESIDENTYS DECISION TO HOLD AN 
IMPROMPTU PRESS CONFERENCE YESTERDAY: \"THE AMERICAN PRESIDE 
INTERRUPTED HIS VACATION IN TEXAS FOR A FEW MINUTES YESTERDAY 
TO HOLD A VIDEO CONFERENCE WITH HIS ADVISORS TO PERSONALLY 
RESPOND TO CRITICISM CONCERNING THE AMOUNT OF AID FROM WEALT 
COUNTRIES IN GENERAL AND THE U.S. IN PARTICULAR. IT WAS 
NECESSARY FOR GEORGE BUSH TO SHOW HIMSELF PUBLICLY IN ORDER 
DISPEL THE UNHEALTHY IMPRESSION OF A LACK OF CONCERN THAT 
CHARACTERIZED 


PASCAL RICHE 

LIBERATION 

PROGRESS 

VFRANCE LOVES TO HAMMER THAT AMERICAN SOCIETY IS ULTRA- 
CONSERVATIVE 

REACTIONARY. BUT IN FACT 

LIBERAL AND SECULAR." 


ANOTHER OP-ED IN LIBERATION BY AUTHOR ANTOINE AUDOUARD PUTS 
FORWARD THAT V *FRENCH-BASHINGY REMAINS A POPULAR SPORT IN TH 
U.S.\" ΤΗΕ FRENCH WOULD BE WRONG TO THINK THAT THE CRISIS IS 
BEHIND US. INDEED 

THE POLITICAL SITUATION 


IN RIGHT-OF-CENTER FRANCE SOIR 

INTERNATIONAL ACADEMY OF GEOPOLITICS 

LINER ENTITLED V'BUSH 2 

THE CHANGES THAT CAN BE EXPECTED IN AMERICAN FOREIGN AND 
DOMESTIC POLICY DURING THE NEW TERM. 
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LEFT-OF-CENTER LE MONDE CARRIES AN OP-ED ENTITLED “HOW TO DEA 
WITH TEHRAN\" SIGNED BY SIX FORMER FOREIGN MINISTERS: MADELEINE 
ALBRIGHT 

DINI 

AARTSENRIGHT 

TORONTO STAR. \"THE IRANIANS HAVE MADE SPLITTING THE ATLANTIC 
PARTNERSHIP THEIR MODUS OPERANDI 

BETWEEN THE UNITED STATES AND EUROPE WILL BUY THEM THE TIME ТІ 
PROGRESS DOWN THE NUCLEAR PATH TO THE POINT OF 
IRREVERSIBILITY. IN ORDER TO COUNTERACT THIS STRATEGY 
EUROPEAN AND U.S. POLICYMAKERS MUST REPEATEDLY AND JOINTLY 
ARTICULATE THAT THEY SEEK TO HOLD IRAN TO THE OBLIGATIONS IT 
HAS ACCEPTED UNDER THE NUCLEAR NON-PROLIFERATION TREATY TO 
REFRAIN FROM BUILDING NUCLEAR ARMS.\" 

(C) SUPPORTING TEXT/BLOCK QUOTES: 


TSUNAMI: AN INTERNATIONAL COALITION 
SIPDIS 


VWELL-MANAGED CHARITY\" 

STEPHANE MARCHAND\'S EDITORIAL IN RIGHT-OF-CENTER LE FIGARO 
(12/30): \"INTERNATIONAL AID TO THE VICTIMS OF THE TSUNAMI IN 

ASIA REPRESENTS 

POLITICAL AFFIRMATION. A COUNTRY THAT GIVES PROVES ITS 
GENEROSITY IN THE EYES OF INTERNATIONAL PUBLIC OPINION AND 
ASSERTS IT STANDING IN THE WORLD. | GIVE THEREFORE | COUNT. 

BUT BEWARE OF THE CONTRARY. A NATION 

BE 

JUDGED. THE U.S. HAS JUST HAD A BITTER TASTE OF THIS FACT. 

WHEN IT BECAME KNOWN THAT THE MOST POWERFUL COUNTRY ON THE 
PLANET HAD PROMISED 15 MILLION DOLLARS IN AID TO THE VICTIMS 

OF THE TSUNAMI 

IS A RIDICULOUS FIGURE GIVEN THE SCOPE OF THE CATASTROPHE. 15 
MILLION DOLLARS OF LESS THAN HALF OF WHAT IS BOUGHT IN DOG AND 
CAT FOOD IN THE U.S. EVERYDAY. IT IS TEN TIMES LESS THAN THE 
DAILY COST OF THE WAR IN IRAQ. IT IS HALF THE PRICE OF A F16. 

THE U.S. QUICKLY DECIDED TO UP THE ANTE 

IN TERMS OF COMMUNICATION HAD ALREADY BEEN MADE 

ESPECIALLY DANGEROUS WHEN 5 BILLION TELEVISION VIEWERS ARE 
WATCHING. AMERICAYS IMAGE OF A SUPERPOWER AT TIMES CRUSHING 
AND AT TIMES BENEVOLENT IS AT STAKE. OF ALL OF THE 
INDUSTRIALIZED NATIONS 

THE LEAST TO POOR COUNTRIES. AMERICA IS PAYING A HIGH 
POLITICAL PRICE FOR THIS PITIFUL REPUTATION. ASIA 

FOREMOST JAPAN AND CHINA 

AMERICAVS ECONOMIC AND FINANCIAL SECURITY. AND THAT IS 
PRICELESS." 


VTHE PEOPLE AND THE MISERS\" 
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JEAN-PAUL PIEROT IN COMMUNIST L'HUMANITE (12/30): THE 
OUTBURSTS OF GENEROSITY FROM ORDINARY CITIZENS AND NGOS HAS 
SERVED TO UNDERSCORE THE STINGINESS OF THE RICHEST COUNTRIES 
IN THE WORLD. AFTER THE SCOLDING THAT BUSH GOT FOR PROMISING 
ONLY 15 MILLION DOLLARS IN AID TO THE VICTIMS OF THIS 
CATASTROPHE 

IT REALLY NECESSARY TO NOTE ONCE AGAIN THAT THE COST OF THE 
WAR IN IRAQ EXCEEDS 200 BILLION DOLLARS? AND ONCE AGAIN THE 
WHITE HOUSE IS PROVING ITS UNILATERALIST TENDENCY BY PROPOSINC 
TO CREATE AN INTERNATIONAL COALITION (A COPY OF THE ONE 
CREATED FOR THE WAR IN IRAQ) THAT IT ALONE 

WOULD MANAGE TO PROVIDE HUMANITARIAN ASSISTANCE." 


\"GLOBALIZED SOLIDARITY\" 

THE UNSIGNED EDITORIAL IN LEFT-OF-CENTER LE MONDE (12/30): 

\"THE FACT THAT THE WORLD HAS COME TOGETHER IS DUE 

THE SPEED OF INFORMATION EXCHANGE TODAY WHICH LENDS A NEW 
DIMENSION TO SOLIDARITY. THIS ALSO IS GLOBALIZATION. BUT THIS 
MOBILIZATION POSES A CERTAIN NUMBER OF PROBLEMS. THE FIRST HAS 
TO DO WITH THE RELATIONSHIP BETWEEN PROMISES AND ACTIONS. 
WHILE THERE IS NO DOUBT THAT CHARITABLE ORGANIZATIONS WILL DO 
THEIR PART AND STAND BY THEIR COMMITMENTS 

THAT GOVERNMENTS AND INTERNATIONAL GOVERNMENTAL ORGANIZATI 
TEND NOT TO BE SO RIGOROUS. OF THE BILLION DOLLARS THAT WERE 
ALLOTTED TO HELP THE VICTIMS OF THE EARTHQUAKE IN BAM IN 2003 
ONLY 17 MILLION DOLLARS HAVE ACTUALLY BEEN RECEIVED. A CERTAIN 
DEGREE OF COORDINATION IS NECESSARY TO MANAGE RELIEF EFFORTS 
AND ONLY THE UN HAS THE CAPACITY TO IMPLEMENT THIS TYPE OF 
PLANNING." 


VLACK OF FORESIGHT\" 

THE EDITORIAL IN LEFT-OF-CENTER LIBERATION BY GERARD DUPUY 
(12/30): \"WITH 100 

THE INTERNATIONAL COMMUNITY MUST ADMIT TO ITS LACK OF 
FORESIGHT AND BUSH IS FIRST ON THE LIST. IN TERMS OF 
INTERNATIONAL COOPERATION 

DIRECTION. GENEROSITY IS COUNTER-PRODUCTIVE IF IT DOES NOT 
ALSO INCLUDE A MEASURE OF FORESIGHT. AND SIGNIFICANT SUMS 
THAT HAVE NOTHING TO DO WITH THE FEW MILLION EUROS OR DOLLARS 
THAT HAVE BEEN ALLOCATED TO THE VICTIMS OF THE TSUNAMI SO FAR. 
WILL BE NEEDED TO PROVIDE POOR COUNTRIES WITH EARTHQUAKE 
DETECTORS AND DECENT COMMUNICATION NETWORKS.\" WOLFF 
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efforts." He noted 

approve all conventions and protocols in order for 
ratification to occur 

promised to convey our points to Foreign Ministry officials 

in Thimpu 

documents to the National Assembly for ratification. We will 
follow up. 
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in this context observed that V'It was the UPA Government 
which concluded the long pending first phase of the NSSP.\" 
He detailed that Vthe agreement makes US Licensing Policy and 
procedures both transparent and predictable. End-use 
verification is a consultative process to be undertaken by 
mutual consent. This is an agreement between equals. It is 
reflective of the strategic partnership that the two 

countries wish to promote. It is the first in a series of 

steps to build mutual confidence and trust 

progressively higher levels of interaction in high technology 
areas.V Former Foreign Minister Yashwant Sinha jumped on 
this exchange regarding the NSSP to press the issue of third 
countries 

first time that India was committed to end-use verification 

for American high technology items 

from the US or from other countries. 


3. (U) Sinha noted to FM Singh that 

specific issue about NSSP when I talked about end-use 
verification. | am giving him an opportunity to contradict 

me that US origin items of dual use coming from third 
countries will not be subjected to end-use verification as US 
origin items coming directly from the US will. This is not 
part of the agreement which had been reached in December 
2003. There was no agreement with regard to end-use 
verification. V 


4. (U) The Foreign Minister replied that 

the US-origin items 

US or from any other source 

negotiations. It would not have been tenable to exclude 
US-origin goods or technology merely because they were 
obtained from non-US sources. We ourselves would not accept 
such a distinction with respect to Indian-made technology or 
sensitive goods such as our software." 


5. (C) MEA Joint Secretary (Americas) S. Jaishankar flagged 
this exchange in his meeting with PolCouns and Pol-MilOff on 
December 30. Jaishankar noted that FM SinghVs line on 
end-use verification of US origin items imported from third 
countries was essentially the same as the policy of the 
previous NDA government 

items is an extension of protection that the GOI seeks for 
Indian produced dual-use items. This argument 

seemed to \"thoroughly confound\" Sinha and effectively ended 
further discussion of the matter. Jaishankar went on to 

recall that during his visit to the US in November 

U/S Juster had inquired what the GOI response would be should 
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this issue of non-diversion for goods from third countries 
become a matter of public debate. Noting that his is the 

first time this issue has been raised in a public forum 
Jaishankar reiterated that the GOI stands by its private 
commitment to respect end-use restrictions even for US origin 
dual-use items from third countries. V'Our treatment of US 
items is the same as our treatment of Indian items 

concluded. 


Comment 


6. (C) FM SinghVs statement was the first time that the GOI 
publicly revealed the concessions it had made regarding 
end-use verification under the NSSP 

UPA government is serious in upholding its NSSP obligations 
and pushing the India/US relationship to a new level. It 
came as no surprise that former FM Sinha 

earlier rounds of NSSP negotiations 

non-diversion agreement to charge the UPA government with 
caving in to US demands. SinghVs statement received almost 
no press coverage in India 

largely confined to Indian elites and technical specialists 
many of whom are still trying to understand the commitments 
attached to the NSSP. 

MULFORD 
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another” in an international observation mission 

reiterated that the GOL is strongly leaning toward 

contributing to an EU mission (reftel В). Commending the 
GOL\'s participation in the recent IMIE conference in Ottawa 
Charge highlighted widespread international support for the 
IMIE. Pointing out that representatives of other EU members 
and the EU Commission attended the Ottawa meeting 

that participation in the IMIE and an EU-organized effort 

were not necessarily mutually exclusive. Voveris 

concurred 

between IMIE and the EU. We will continue to interact with 
the GOL in the coming weeks to learn more about the nature of 
LithuaniaVs participation and its recommendations on how best 
to bring the EU and IMIE efforts together. 

KELLY 
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situation) into hell." El-Khodary said she believes that if 
Hamas is actually brought into the government 

will behave.V' After an almost seven-hour ordeal at Erez as 
she tried to cross into Israel 

witnessed firsthand the anger of average Palestinians -- the 
citizenry and the PA security personnel -- at both the 
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treatment they receive at the hands of the Israeli soldiers 

and what she termed the arrogance demonstrated by PA 
officials who \"breeze through" the checkpoints ahead of sick 
people who wait hours to cross into Israel for medical 
treatment. End Summary. 


2. (SBU) In a meeting December 23 

Taghreed el-Khodary gave the Ambassador a snapshot of views 
gathered during a time-consuming journey into Israel from 
Gaza City via the Erez Crossing. El-Khodary\'s journey 
through the Erez Crossing took a total of seven hours 

despite the Embassy\'s assistance and receipt of clearances in 
advance from the IDF and the Office for Coordination and 
General Administration in the Territories (COGAT). 
El-Khodary characterized her trip as a learning experience 
where she experienced firsthand what the average Palestinian 
-- of the few who are fortunate enough to receive a permit -- 
goes through in order to exit the Gaza Strip. The day began 
at 0700 hours when el-Khodary received word that her permit 
was approved; she was told to be at the crossing at 1000 
hours to collect it and enter Israel. The permit was 

eventually ready only at 1300 hours 

calls from the Embassy to spur issuance. In the interim 
el-Khodary cooled her heels at the Palestinian checkpoint 
several hundred meters from the crossing area. She 
eventually received her corrected permit -- the first one 
authorized her travel to the wrong city on the wrong day -- 

at approximately 1630 hours. 


3. (SBU) El-Khodary said that as she waited 

with 

being angry and humiliated with how the IDF soldiers that he 
worked with daily treated him. Why should l protect them 
said 

probably won\'t 

officials Vbreezed through!" the crossing 

Palestinians -- some of whom were ill and had permits to 
enter Israel that day for medical treatment -- languishing on 
the Gaza side. The resentment was palpable 

particularly when only five of the 25 medical cases were 
eventually allowed to cross 

the day. The rest were told to go home and reapply to cross 
another day. Both the GOI and the PA need to realize 
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commented 

the population by giving PA officials preferential treatment. 
The behavior of IDF soldiers is V'turning moderates into 
extremists 


4. (SBU) The Ambassador said that the GOI has plans to 
transfer control over checkpoints to civilian companies after 
disengagement 

which he agreed is bad for both the soldiers and the 
Palestinians. Progress on this and a host of other 
disengagement-related issues will be easier after the 
elections January 9 when 

PA will be better able to work together directly rather than 
in parallel through the World Bank. 


5. (SBU) Gazans 

even more than do West Bankers. Not that they like him all 
that much 

the “100 days\" of Abu Mazen\'s 2003 premiership during which 
there was a cease-fire and free passage through the Abu 
Khouli checkpoint that divides Gaza in half just north of 

Khan Yunis. Gazans want Abu Mazen to get more workers into 
Israel or otherwise ensure jobs; that is concern number one 
according to el-Khodary. The Ambassador said that the United 
States is ready and willing to work with Abu Mazen 

the USG should not be put in the position of acting as a 
substitute for him. The fact that Abu Mazen has said openly 
that Palestinians should turn away from guns is very good 

but he needs to take visible steps. No one is asking him to 

go after militants right away 

immediate need for law and order be addressed. The 
Ambassador noted that if Abu Mazen begins to address 
security 

that they will refrain from assassinations of militant 

leaders and hot pursuit attacks 

freedom to go after so-called ticking bombs. 


6. (C) The Ambassador said that United States has also 
developed a package of proposals that it can rapidly deliver 

to help the expected Abu Mazen government show results to the 
Palestinian people in the first 90 days following the 

election. These proposals are in addition to the larger 

projects and budgetary support offered to the PA at the AHLC 
meeting in Oslo earlier in December. While it will be 

difficult to coax the GOI to commit to once again allow 
Palestinian workers into Israel 

to keep an open mind on the subject 
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possibility of a more positive GOI position should some of 
Abu Mazenvs plans bear fruit. 


7. (C) El-Khodary 

of the factions 

but is holding out for a mutual cease-fire with Israel as 
well as positions (a Vlarge piece of the cake 

put it) in any post-election PA. Other militant groups 
el-Khodary\'s opinion 

the PA would offer them jobs 

structures. Contacts in Hamas 

her that the organization 

structures in a manner it considers sufficient 

(the situation) into hell.\" El-Khodary conjectured that 
Hamas is actually brought into the government 
elections or through appointments to ministries 
behave. V 


8. (SBU) El-Khodary questioned whether the international 
community would send observers into Gaza post-disengagement 
either to deter conflicts or to investigate them afterwards. 
The Ambassador cautioned that such efforts 

well-intentioned 

observers were used by militants as cover from which to 
launch attacks. Another problem 

is that observers 

to take action beyond filing a report -- something that 
experience in south Lebanon has shown loses its punch over 
time. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Organisms (Transboundary Movement) Regulations 2004 
took effect in Ireland also on February 12 

e-mail this statute to OES/ETC and EB/TPP/ABT.) Ireland had 
thus completed implementing regulations on transboundary 
movement of GMOs prior to MOP-1. Since MOP-1 

not implemented any laws 

to biosafety. 

BENTON 
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Southern political figures believe Obasanjo is not only 
unpopular and increasingly detached from sound political 
moorings 

and a rather dispirited holiday season only added fuel to 

this uncharitable sentiment. In the view of these political 
figures 

with People\'s Democratic Party (PDP) Chairman Audu Ogbeh 
epitomizes the presidents detachment and weakness. 


2. (S) Distilled to its essence 

two broad messages to Obasanjo (reftels). First 

cautioned that he was beginning to see political storm clouds 
gather in such a way that reminded him of the early signs of 
trouble that presaged the downfall of the Second Republic in 
1983. Secondly 

conditions in Nigeria were amiss; he urged Obasanjo to take 
steps to improve the economic lot of the average Nigerian. 
However 

Obasanjo chose to focus on the first message and to 
purposefully misinterpret it as a threat not a warning. His 
critics say he ignored the second message about NigeriaVs 
economic sickness 

current situation. While Ogbeh\'s letter was an accurate 
barometer of public opinion 

as such an inaccuracy that they could expect this perceived 
misstep by Ogbeh to cost him his job. Thus 

letter 

publication of the letter only strengthened Ogbeh\'s position 
in the public mind and thus ultimately protected his position 
within the party. 


3. (S) Obasanjo also misjudged his own political standing. 
Obasanjo believed the revelations in his response letter 

would hurt Ogbeh. Instead 

Miscalculating his strength within the party 

believed he could force Ogbeh from the PDP chairmanship. But 
Vice President Atiku has more control of the partyVs internal 
structure than Obasanjo 

After weathering Obasanjo\'s blow 

counter-offensive. Ogbeh has called the PDP National 
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Executive Committee to meet January 4 to tackle the partyVs 
current foremost issue: the 2003 election fraud in Anambra 
State. This meeting has all the portents of another 
presidential setback--Obasanjo may be forced to jettison his 
support for Anambra businessman/heavy Chris Uba. 


4. (S) The rumblings in the PDP are reflective of the angst 
making its rounds through the political elite in Lagos. 
ObasanjoVs opponents strongly believe he intends to continue 
his presidency beyond 2007. This belief 

political operatives assessment that Obasanjo is running the 
country poorly 

possibility of removing Obasanjo from office. A lot of this 
may be the futile chatter of opposition politicians 

chastising the person responsible for their being sidelined. 
Whenever Nigeria hits a bad patch 

This time 

the subject is noteworthy. 


5. (S) Perennial presidential candidate and opposition 
politician Tunji Braithwaite (strictly protect) told CG that 

even Yoruba politicians have been holding a series of 
meetings lamenting about Obasanjo\'s performance 

thereof. He said the \"hot heads 

bunch 

endorsed encouraging the military to take over. Braithwaite 
said the more moderate attendees wanted to explore 
impeachment proceedings using Obasanjo\'s tacit support for 
Chris Uba in the Anambra political saga as the gravamen of 
their charges. The impeachment proponents argue that it is 
the safer approach 

behavior while the proceedings were being conducted. The CG 
told Braithwaite that it was a dire mistake for a civilian 
politician to advocate a military takeover. The CG continued 
that such a move would be disastrous for Nigeria and its 
international relationships. Whatever opposition is mounted 
it must be done through legal 

stressed. 


6. (S) Professor Ukande Damachi (strictly protect) 
long-time contact and advisor to former Head of State 
Babangida 

the potential for a military coup. Damachi said Babangida 
was spending both his time and own money in trying to keep a 
lid on the military. Babangida was not doing this for 
altruistic reasons 

running in 2007 and does not want the country to fall apart 
before then 

that Obasanjo possibly could lower the political temperature 
if he took steps to resolve the Anambra crisis and to ensure 
military pensions and salaries were paid timely. 
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7. (S) Comment: Obasanjo is a general and thus should know 
better than to end up facing too many battles on different 
fronts. He has more enemies than allies and the list of the 
former appears to be growing. Politically 

overstepped and overstayed his welcome in the Anambra crisis. 
He has let the crass antics and ambitions of Chris Uba drag 
him into an affair that never really offered much benefit. 

Now that it has become a national scandal and has escalated 
into an intra-party showdown 

Achilles heel. Obasanjo would be wise to quickly and 
decisively estrange himself from Chris Uba. That would be a 
key first step in what appears to be a long row of fence 
mending that he will need to do in order to put a damper on 
much of the chatter that is building against him. End 
comment. 


8. (U) This cable has been cleared by Embassy Abuja. 
BROWNE 
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Determinations\") are intended to facilitate growth and 
competition in the communications sector; create greater 
choice for operators and service providers in acquiring 
facilities and managing spare capacity on their networks; 
liberalise the public payphone market segment and enhance 
Internet connectivity in schools and tertiary educations 
across South Africa by mandating a discounted fee for 
service and connectivity. 


3. (U) In October 2004 

Authority of South Africa (ICASA) hosted a two-day public 
colloquium to solicit industry feedback on the Ministers 
determinations. Entrenched industry players such as Sentech 
and Telkom argued that it was a misinterpretation of the 
Ministerial Determinations to say that VANS would be allowed 
to self-provide their own infrastructure. Others from the 
industry said that the Minister made the announcement in the 
context of promoting greater competition and liberalization 
within the telecommunication sector. Consequently 

said 

liberal way possible. 


4. (SBU) Following the colloquium 

told Econoff that the regulator intended to interpret the 

Ministerial Determinations in the most liberal way possible 

within the framework of the Telecommunications Act. He also 
said that the Determinations highlighted the need for well- 
developed interconnection agreements and numbering plans and 
that ICASA would be working on those as well. 
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5. (SBU) In somewhat ambiguous language 

propose to allow VANS to self-provide their own facilities. 

A senior ICASA official told Econoff that the regulationsV 
definition for \"self-provision\" means: a) VANS can purchase 
approved telecommunications equipment from a registered 
equipment supplier to build their own infrastructure; OR b) 
VANS can procure their facilities from a telecommunications 
service licensee including mobile operators 
telecommunications network providers (e.g. 

Eskom) 

National Operator (SNO) 


6. (SBU) Econoff also questioned the official about 
proposed empowerment targets in the regulations. The 
official responded that ICASA\'s mandate includes evaluating 
potential licensees on their inclusion of historically 
disadvantaged individuals (HDIs). Econoff suggested that 
the regulator defer to industry empowerment targets and 
Department of Trade & Industry (DTI) Codes of Good Practice 
to prevent potential conflicts. For example 

conceivable that a VAN is awarded an exemption from the 
equity ownership requirement by its industry Charter council 
only to find that the regulator requires it to have 30 

percent in the hands of HDls. It\'s reasonable that in such 

a Case 

DTIVs legislative mandate over all things pertaining to 

black economic empowerment (BEE). 


7. (U) Another point of concern is a proposed increase in 
the application fee from R6000 ($1000) to R30 

Critics say the proposed hike in the application fee creates 
an added barrier to entry for smaller players 

competition. Andries Matthysen 

licensing enforcement 

however 

fee is justified because of the proposed new license rights 
for VANS such as carrying voice over Internet Protocol 
provisioning 

standard telecommunications numbering (allowing VANS to 
interconnect with the Telkom network). 


8. (U) A copy of the proposed regulations will be emailed 
to AF/S. 


FRAZER 
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many of the suspects resided) was first disrupted. In 
justifying the decision to acquit the men of plotting 
subversive acts (which would have earned them the death 
penalty) 

verdict -- said that the defendants had opted to strike 
American targets in Jordan when they realized that travel to 
Afghanistan during the war would be too difficult. The 
defendants thought there were U.S. military bases in Azraq 
Jafer and Safawi and decided to target them. However 
according to the judge 

the group to commit these attacks because these (U.S.) bases 
do not exist and (the King and PM) denied the presence of 
such forces 

plan to attack the U.S. embassy 

concludes that it was just a thought that crossed the minds 
of some of the defendants as they passed by the embassy 
building.W (Note: In fact 

were around 10 

many of them in the locations allegedly targeted by the 
conspirators. The King\'s public denial at the time intended 
to avoid agitating the population 

to war in Iraq. However 

a loophole through which to beat the conspiracy charges.) 
The judge added that the weapons in their possession (40 hand 
grenades 

used against the U.S. Embassy and against Jordanian 
intelligence officers 

before carrying out any plans. 


3. (U) Most of the defendants had their 15-year sentences 
reduced \"because they had no previous criminal records and to 
give them a second chance 

defendant 

received the full 15-year sentence. The GOJ blames Abu 
Sayyat for instigating riots that caused the deaths of six 
(including two security officers) in the southern town of 

Mavan in November 2002. He was on the run until his arrest 

in September 2003 in Mafraq (ref b). 


4. (U) The defendants remain defiant and most will likely 
appeal. Only one had admitted to the charges; the rest 
maintain their innocence 

made under duress. According to reporters present during the 
trial 

criminal! The criminal is the one that places young men 
behind bars. You are the criminals.\" One of those 

acquitted 

charges were false and said the defendants were prosecuted 
because \"we have refused to surrender to the policies of 
Washington and Tel Aviv.\" He added: \"Execution is our wish 
because it\'s our path to martyrdom.\" 
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5. (C) Comment: The trial of Abu Sayyaf and his cohorts -- 
first indicted more than one year ago (ref c) -- is 

politically sensitive; the GOJ has been criticized for the 

way it handled the November 2002 MaVan riots. Cynics suspect 
the security services 

gang was taken off the streets for its role in the deaths of 
policemen 

American targets. Finding the defendants guilty on mere 
weapons possession charges produced an ideal result for the 
GOJ: significant prison terms for most 

penalties 

far 


6. (U) Baghdad minimize considered. 


Please visit Embassy AmmanVs classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Department οἱ State\'s SIPRNET home page. 
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Columnist Khalil Sawahiri writes on the back page of 
center-left 

(12/30): WEver since 9/11 

been creative in the coinage of new media expressions 
designed to cover American aggressiveness and its 
Jewish fundamentalist intentions and hide its military 
and criminal tendencies.. The most serious lie of all 
is that of fighting terrorism 

come to mean fighting the resistance in Palestine 
Iraq 

Resisting occupation is now terrorism 

has launched its own terror campaign to fight Islamic 
terrorism 

truths 

determine what is right and what is wrong.. The 
American era is a time of crimes 

horrors; the era of the empire of lies that are bound 
to be exposed to the misled American people." 


-- VThe Asia disaster and America\'s suspicious stand" 


Columnist Ibrahim Absi writes on the op-ed page of 
center-left 

(12/30): VBecause the assistance declared by filthy 
rich countries 

European Union 

the horrible disaster that befell a number of south 
and south-east Asian countries . the U.N. assistance 
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official lost his temper and accused these countries 
of being thrifty and irresponsible.. How can we 
understand the U.S. claims of being responsible for 
peace and security in this world 

disaster has threatened peace and security in South 
East Asia? How can we understand the fact that the 
United States sets up military airlifts costing 

billions of dollars to strike one country or another 

but keeps quiet when it comes to salvaging what is 
left of these Asian countries that were struck by a 
first-class humanitarian disaster? Maybe the United 
States only moves when it has a vital interest to 
serve.. We have the right to ask such questions. We 
also have the right to demand that 

disaster 

moral 

towards the people of this world 

humanitarian positions on double standards: one for 
the Anglo-Saxon people 

the other for the Muslim people 

helping as far as the United States is concerned. 
Having said that 

countries themselves not move to come to the aid of 
the suffering Asian countries 

refuses to provide ample assistance?" 


-- VThe massacres of Iraqi police .. why? V 


Columnist Jamil Nimri writes on the back page of 
independent 

(12/30): VWith ease 

Iraqi national guard 

them in cold blood. This was one of many operations 
that happened on the same day 

poor Iraqis.. Exterminating the Iraqi police and 
forces is not going to nullify the occupation 

it will sustain it in view of the lack of any 

alternative authority that might take over. Many 
people view the bloodshed of Iraqis as legitimate 
because the Iraqi force that is being built is viewed 
as being pro-occupation. This is a simplification 
that violates the basic truths of the status quo. The 
resistance is a combination and a variety of people 
some of whom belong to terrorist groups with no 
potential political agenda.. So 

these easy massacres against the national guard and 
policemen under the title of the resistance.. After 
all 

security will eliminate the need for the occupation 
forces. True 

expanding 
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nothing 
hatred. V 
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will be the first for the TGS with an official from the Bush 
Administration since the Turkish parliament rejected the 
proposed deployment of US troops to Iraq through Turkey 
\"Milliyet\" claims. 


"ConfessionsV of a Russian PKK militant: Anatoly Kapilov 
former Russian soldier who joined the PKK after serving two 
years in the Russian army 

delegation paid a visit to the separatist organization\'s 

camp in the Hakurk Mountains of northern Iraq to meet with 
"Amed of Malazgirt 

Kapilov reportedly said the northern Iraqi Kurdish parties 

the KDP and PUK 

PKK. Osman Ocalan\'s strategic alliance with the US required 
him to leave the PKK 

missiles are being sent to the PKK through Armenia 

added that the organization had an arms cache near the Lolan 
River in which they are storing 2 

mortars and Katyusha ground-to-air missiles. Kapilov and 
four other PKK militants turned themselves in to the Turkish 
authorities last month. 


Another Turkish trucker killed in Iraq: A Turkish truck 
driver was killed near Samarra 

armed attack on Wednesday. The identity of the driver was 
not immediately available. 


American families support Iraqi war victims: Families of US 
troops killed in Iraq arrived in Amman 

to support Iraqi citizens displaced from the town of 

Fallujah 

supervised the distribution of medicine 

blankets and toys and their transport to Fallujah. The 
humanitarian aid is worth $600 

blamed George Bush and his government for the ongoing 
fighting in Iraq. 


US cannot convince Russia on Cyprus: The US is trying to 
convince Russia not to block a report by Kofi Annan in which 

the UN Secretary General held the Greek Cypriots responsible 
for rejecting a UN blueprint for the reunification of Cyprus 

in a referenda held last April. The US urged Moscow not to 

veto a UN resolution based on the report. The resolution 

would call for the removal of sanctions on northern Cyprus 
\"Radikal\" comments. Moscow allegedly rejected Washington\'s 
request 
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Russia raised during the visit of President Putin to Ankara 
earlier this month. 


Residents uncomfortable with US Embassy security measures: 
Enhanced security measures around the US Embassy in Ankara 
have disturbed Turks living in the neighborhood 

\"Sabah\" reports. The US Embassy is surrounded by chain-link 
fences 

protected by concrete barriers. District residents are 

worried about their security in the face of a possible 

attack against the Embassy 

collected 800 signatures for a complaint that will be given 

to the Turkish ministry of foreign affairs in January 2005. 

As one Turk noted: ‘I\'m a taxpayer 

have a right to block our sidewalks here.V 


EDITORIAL OPINION: 


? Asian Quake 
? Ukraine 


\"Thanks to the Tourists\" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (12/30): One 
wonders if the Asian quake would have gained such 
international attention had large numbers of foreign 

tourists not been in the disaster region. Fortunately 

global tourism has led to a massive assistance effort and 
support for the disaster areas. . However 

support and attention is not enough. Millions of dollars 

are needed to heal the wounds and fight against famine and 
disease 

severe financial limitations. Assistance from the West 

world has started to flow 

satisfactory level. . An international mechanism under UN 
leadership should have been established for more immediate 
reaction to this kind of disaster. Unfortunately 

never been done." 


Vitis Like a Massacre V" 

Umur Таш wrote in the mass appeal \"Sabah\" (12/90): “Тһе 
death of thousands in a natural disaster always brings a 
discussion about whether the death toll could have been 
decreased. But this disaster did not stem only from natural 
causes - there is a human factor here as well. The failure 

to save thousands of lives in Sri Lanka and India is simply 
the result of poverty and ignorance. The tsunami early 

alert system for the Pacific Ocean (Tsunami Alert Center for 
the Pacific) 

unable to spread the word in time to India and Sri Lanka 
because they were not member states and because the quake 
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happened in the Indian Ocean 

look at it this way 

security from natural forces around the world is 
certain extent 


“Тһе Ukraine Challenge for the World" 

Yilmaz Oztuna wrote in the conservative \"Turkiye\" (12/30): 
V'The crisis in Ukraine is not over. In fact 

beginning. Moreover 

become a global issue. Following the victory of Yushchenko 
the pro-US and pro-EU figure 

military exercise with China. Putin is also trying to take 
India into this alliance. In any case 

Putin is preparing a declaration of strategic alliance with 
China. It will be interesting to see to what extent China 

will be able to establish a military alliance with Russia. 

India is not likely to change its non-allied stance 

fact is that there is a strong effort underway by the 

Russians to show their strength against the US and the EU.\" 


\"Victor\'s Victory" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (12/30): V Two 
Victors ran in the Ukrainian elections 

given a significant victory. Yet the other Victor is not 
conceding. Interestingly 

during the previous elections in November. At that time 
however 

Yanukovic cannot resist forever 

that he will be able to persuade people that he and his 
supporters have been cheated. The political atmosphere in 
Ukraine should be returning to normal soon. A major shift 

in UkraineVs foreign policy should not be expected in the 
short run. Yuschenko wants Ukraine to move closer to NATO 
and the EU 

as he prepares to make his first official trip abroad - to 
Moscow." 
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New Guidelines for The Issuance and Renewal of [Expatriate] 
Employment PermitsW (one document) in November 1998. The 
guidelines state that investors may employ expatriate 

personnel in areas where there is a shortage of \"suitable 

and qualified" Malawians. They underscored the governments 
desire to make TEPs readily available to expatriates 

mandated that processing times for TEP applications shall 

not exceed 40 working days. The 1998 policy provides for 

two types of TEPs: 
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- those for V'key posts!" (defined as positions of \"strategic 
importance" in business operations) which are granted for 
the life-span of the organization; and; 

- those for V'time posts" (defined as positions with 
contracts of three-year duration or less) which are granted 
for three-year periods and renewable once. 


G. The government issues Business Residence Permits (BRPs) 
to foreign nationals who own/operate businesses in Malawi. 
BRPs are issued for five-year periods and are renewable. 
Permanent Residence Permits (PRPs) are issued to foreign 
spouses who reside permanently in Malawi 
owners/operators of businesses who reside in Malawi for 
periods in excess of ten years. PRP holders cannot work as 
employees. Malawi\'s immigration laws governing BRPs and 
PRPs have been revised. There are three categories of 
residence permits based on amount of investment 

applicant (investor 

citizen) and period of business assignment. The maximum 
number of resident permits per organization is five 

the actual number allowed dependent on the amount of 
investment. 


6. Right to Private Ownership and Establishment 


The government encourages both domestic and foreign 
investors to establish and own business enterprises in most 
sectors of the economy. All investors have the right to 
establish 

enterprises. Public enterprises compete equally with 
private entities with respect to access to markets 

and other business operations. 


7. Protection of Property Rights 


A. Both foreign and domestic investors have access to 
MalawiVs legal system 

slowly. Malawi has laws that govern the acquisition 
disposition 

(land 

rights (copyrights 

government has signed and adheres to bilateral and 
multilateral investment guarantee treaties and key 
agreements on intellectual property rights. Malawi is a 
member of the convention establishing the multilateral 
investment guarantee agency 

Organization (WIPO) 

Copyright Convention. 


B. The Copyright Society of Malawi (COSOMA) 
1992 
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copyrights and \"neighboring\" rights in Malawi. The 

Registrar General administers the Patent and Trademarks Act 
which protects industrial intellectual property rights in 

Malawi. A public registry of patents and patent licenses is 
kept. Patents must be registered through an agent. 
Trademarks are registered publicly following advertisement 
and a period of no objection. WTO rules allow Malawi 

less developed country 

Trade-Related Aspects of Intellectual Property Rights 

(TRIPs) agreement until 2016. The Ministry of Commerce and 
Industry (MCI) -- coordinator of WTO issues in Malawi -- has 
limited capacity to effectively track WTO developments. The 
MCI is working with COSOMA and the Registrar General to 
align relevant domestic legislation with the WTO TRIPs 
agreement with technical assistance from the Africa Regional 
Intellectual Property Organization (ARIPO). 


8. Transparency of the Regulatory System 


A. Malawi\'s industrial and trade reform program -- 
including rationalization of the tax system 

of the foreign exchange regime 

industrial licenses on several items and businesses -- has 
produced written guidelines intended to increase government 
use of transparent and effective policies to foster 
competition. No tax 

or other laws distort or impede investment. However 
procedural delays 

to impede the business and investment approval process. 
These include decision making 

transparent nor based purely on merit 

access approvals. While market prices for goods are 
generally not controlled 

sugar 

utilities -- are regulated. 


B. There have been positive steps towards increasing 
regulatory transparency and improving the foreign investment 
environment. These developments include: establishment of 
the National Electricity Council in October 1998; the 
establishment of the Malawi Communication Regulatory 
Authority (MACRA) in May 1999; the licensing and operation 
of a second cellular phone service provider in 1999; and the 
splitting of the former Malawi Posts and Telecommunication 
Corporation (MPTC) into the Malawi Posts Corporation (MPC) 
and Malawi Telecommunications Limited (MTL) as separate 
entities in May 2000. The state-owned Petroleum Control 
Commission (PCC) relinquished its monopoly on petroleum 
imports in May 2000 

8096 of MalawiVs fuel. PCC now has a largely regulatory 
function within the petroleum sector. 
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9. Efficient Capital Markets and Portfolio Investment 

A. The Reserve Bank of Malawi pursues a tight monetary 
policy 

exert pressure on money supply. In 2001 

supply (m2) was 21.2%. M2 growth was 25.2% in 2002 and 
29.3% in 2003. The new government elected in May 2004 has 
embarked on a program of expenditure control and reduction 
in new domestic borrowing. 


B. With the tighter monetary policy 

dropped from 33.796 in January 2001 to 996 in May 2003. It 
has since crept up again 

Reserve Bank discount rates were reduced from 35% to 25% in 
2004. However 

to put inflationary pressure on the economy. As of end 
November 2004 

to the dollar. 


C. The private sector in Malawi has a variety of credit 
instruments. Credit is generally allocated on market terms. 
Foreign investors may utilize domestic credit 

from investments made using local resources are not 
remittable. 


D. Malawi has a sound banking sector 

regulated by the Reserve Bank of Malawi -- its central bank. 
There are six full-service commercial banks: First Merchant 
Bank Limited; Finance Bank of Malawi; Indefinance; National 
Bank of Malawi (NBM); Nedbank; Stanbic Bank (SB) and Loita 
Investment Bank. Other financial institutions are: 

Investment and Development Bank of Malawi (INDEBANK); 
Investment and Development Fund of Malawi (INDEFUND); the 
Malawi Development Corporation (MDC); Finance Corporation of 
Malawi (Fincom); Leasing and Finance Company of Malawi 
(LFC); Malawi Savings Bank (MSB); the New Building Society 
(NBS); the NBS Bank; the Malawi Rural Finance Company 
(MRFC) 

House. 


E. NBM and SB 

basis 

the past 30 years. As of December 2003 

controlled over 80% of the market. Market shares for the 
remaining banks were as follows: FMB 

Indefinance 


F. The structure of the Malawi banking sector changed 
significantly in 2001 with the privatization of the Stanbic 
Bank (SB). Standard Bank of South Africa completed its 
purchase of 6096 of SB in December 2001 as part of the 
privatization program. The conglomerate Press Corporation 
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Limited (PCL) 

sold out of SB but increased its holdings in rival National 
Bank of Malawi (NBM). PCL now owns 50.196 of NBM. 


G. The Companies Act 

(1990) 

(1992) provide the legislative and regulatory framework for 

the encouragement and facilitation of portfolio investment 

in Malawi. The attendant legal 

Systems are transparent and consistent with international 
norms. These acts govern the Malawi Stock Exchange (MSE). 


H. Stockbrokers Malawi Limited (SML) is the major 
registered stockbroker in Malawi. SML ran the MSE under a 
three-year contract with the RBM until April 1 

the two split to assume separate roles of broker and 
regulator 

Continental Discount House and First Discount House 
operations in 2001 and 2002 

regulated by the Stock Exchange Commission. 


І. SML runs a secondary market in government securities 
and both local and foreign investors have equal access to 
the purchase of these securities. The following nine 
companies are listed on the MSE: NICO 

Limited (BHL) 

Bank ( Malawi) Packaging Industries of Malawi (PIM) 
Corporation Limited (PCL) 

Bank of Malawi (NBM). As at December 17 

billion shares were in issue on the MSE 

capitalization was MK 745.186 billion (USD 6.84 billion). 
Other potential companies for listing on the SME include 
Bata Shoe Company 

Insurance Brokers Limited 

and Bain Hogg Insurance Limited. Malawi and other SADC 
markets are taking steps to harmonize listing requirements 
through the SADC stock exchange co-operation initiative. 


J. The MSE\'s development is still in its nascent stage 
hostile takeovers have not yet occurred. Apart from the 
restrictions under the privatization program 

Embassy in Malawi is not aware of any specific measures 
taken by private firms to restrict foreign investment or 
participation. Foreign investors tend to be the dominant 
shareholders in large MSE-listed companies requiring 
significant technical and financial resources. The 
Competition and Fair Trading Act will not cover the day-to- 
day trading on the MSE 

acquisitions 


10. Political Violence 
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A. Malawi has been largely free of political violence since 
gaining independence in 1964. Apart from the disarming of 
the paramilitary group 

of violence associated with MalawiVs 1994 transition to 
democracy were few. Sporadic incidents of violence occurred 
at political rallies in late 1998. The 1999 presidential 

and parliamentary election campaigns were largely free of 
political violence 

election violence (primarily small-scale property damage) in 
June 1999 and in by-elections in Blantyre in June 2001. 
Sporadic violence in the run-up to the 2004 elections 

in the days immediately following the elections 

occurred. 


B. Incidents of labor unrest occasionally occur 
are usually tame affairs. There are 

insurrections 

motivated activities of major concern to investors. 


11. Corruption 


A. There are serious incidences/allegations of corruption 
particularly in the area of customs and excise tax and 
government procurement. The Corrupt Practices Act 

in 2004 

corruption in Malawi. 


B. The Anti-Corruption Bureau (ACB) is legally mandated to 
investigate corruption in Malawi. Opened in 1997 and fully 
staffed in 1998 

number of high-level cases involving former cabinet-level 
officials and senior members of the ruling party 

others. During the presidency of Bakili Muluzi 

had difficulties getting cases prosecuted through the 
politically appointed Director of Public Prosecutions; these 
difficulties have in large part disappeared since the 

election of President Bingu wa Mutharika in May 2004. The 
new administration has brought a change of leadership to the 
ACB and prioritized the prosecution of corrupt practices. 


C. Malawi subscribes to the provisions of the OECD 
Convention on Combating Bribery 

the Convention. MalawiVs Penal Code prohibits bribery. 
Giving or receiving a bribe -- whether to or from a Malawian 
or foreign official -- is a crime under section 90 of 

MalawiVs penal code. Accordingly 

deductible. 


12. Bilateral Investment Agreements 
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A. Malawi\'s policy is to negotiate bilateral investment 

treaties with countries whose nationals opt to invest in 

Malawi. The United States-Malawi Double Taxation Agreement 
from the colonial period was canceled by the United States 

in 1983. To date 

nor a taxation treaty. There have been no taxation issues 

of concern to U.S. investors since 1996. 


B. Malawi acceded to the Multilateral Investment Guarantee 
Agency (MIGA) in 1985/86. Since MIGA provides mechanisms 
for the settlement of investment disputes 

renewed several investment treaties that lapsed after 1986. 
However 

Africa 

Taxation Treaties with Malawi. 


13. OPIC and Other Insurance Programs 


Malawi has had an OPIC investment guarantee agreement since 
1967. In August 1999 the U.S. Export-Import Bank included 
Malawi under its new Africa Short-term Export Credit 

Insurance Program. 

14. Labor 

A. The Government of Malawi estimates that more than half 

of the population is of working age. Unskilled labor is 

plentiful; skilled labor is scarce. Occupational categories 

with skills shortages include accountants and related 
personnel; economists; engineers; primary and secondary 
school teachers; lawyers; and medical and health personnel. 
The University of Malawi provides bachelors and masters 
degrees in economics 

agriculture and administration. The Malawi College of 
Accountancy teaches accounting. Chancellor College operates 
the country's law school. In early 1999 

established the Technical 

Education and Training (TEVET) program to address technical 
skills shortages in industry. 


B. The Labor Relations Act (LRA) governs labor-relations 
management in Malawi. It was signed into law in June 1996 
and entered into force on December 1 

strikes and lockouts for registered workers and employers 
after dispute settlement procedures in collective agreements 
and conciliation have failed. As democracy and trade union 
rights have existed only since 1994 

are still evolving. Employers 

generally lack sufficient knowledge of their legitimate 

roles in labor relations/disputes. 


C. Workers have the legal right to form and join trade 
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unions. As of November 2003 

Union membership is low 

of the work force in the formal sector (about 12%) 

of awareness of worker rights and benefits 

on the part of many employees to join unions. Only 1396 of 
people employed in the formal sector belong to unions. 
Unions may form or join federations 

affiliate with and participate in the affairs of 

international workersY organizations. While the government 
is a signatory to the ILO Convention protecting worker 

rights 

convention are weak. There are serious manpower shortages 
at the Ministry of Labor 

standards inspections. 


15. Foreign Trade Zones/Free Ports 


Legislation for the establishment of export promotion zones 
(EPZs) came into force in December 1995. All companies 
engaged exclusively in manufacture for export may apply for 
EPZ status. As of November 2004 

firms for EPZ status 

had closed operations. A manufacturing under bond (MUB) 
scheme offers slightly less attractive incentives to 
companies that export some 

manufactures. 
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multilateral operation \"542\" (against Rohypnol 

producers). Under the PHARE \"Synthetic Drugs and 
Precursors Project 

on how to strengthen controls over legally produced 
precursors and synthetic drugs and how to prevent the 
introduction of these substances into the illegal market. 
Another PHARE project helped the Customs Department to 
complete a technical assessment of equipment needed to 
better detect drugs moving across Lithuania\'s borders. 

All PHARE projects ended in 2004. In May 2004 
Lithuanian Customs joined EuropolVs \"Case\" expert group 
and began exchanging information on synthetic narcotics. 


9. Law Enforcement Efforts. The number of drug-related 
crimes increased in 2004. By December 2004 

law enforcement authorities registered 1 

from 886 in 2003). In 2004 

laboratory producing high-quality amphetamines. The 
Customs Criminal Service initiated six narcotics related 
criminal cases in 2004 (13 in 2003 

2001 
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sentenced three Lithuanian citizens to 10.5 years 

years 

producing amphetamines. In the largest seizure of 2004 
police seized 18 

tablets 

precursors in November from a 19-year-old student who 
police believed to be a member of an organized 
trafficking group. On December 31 

seizure of the year 

300 

checkpoint. 


10. Corruption. In December 2004 

ombudsman 

findings that he had illegally intervened on behalf of a 
Lithuanian national standing trial for drug trafficking 
in Norway. 


11. Cultivation/Production. An intravenous opium extract 
produced from locally grown poppies and the drug 
VEphedrone 

remain popular in Lithuania. Police 

Customs agents 

plots (up from 31 

square meters of cannabis plots between June and 
September 2004 (down from 687 in 2003 and 1 
Underground laboratories produce amphetamines for local 
use and export. 


12. Drug Flow/Transit. Drug transit channels remain 
unchanged. 


13. Each year 

in the international narcotics business. 53 Lithuanian 
citizens (down from 118 in 2003) were detained in 2004 
for trafficking amphetamines 

Flunitrazepam (Rohypnol) and other pills 

Norway (14) 

no reports of Lithuanians being detained in Latin America 
(8 were detained in 2003 and 15 in 2002). In a joint 
operation in May 2004 

Lithuanian Customs Criminal Service 

Sweden cracked an international drug distribution 
network. Three Swedish citizens and eight Lithuanians 
were arrested and police seized 20 kilograms of 
amphetamines produced in Lithuania. In the spring of 
2004 

stopped a drug smuggling and production ring that 
included five Lithuanians 

Norwegians. Approximately ten kilograms of amphetamines 
six liters of liquid amphetamines 
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passports were seized. 


14. Domestic Programs (Demand Reduction). Lithuania 
operates five national dependence disorder centers. Ten 
regional Public Health Centers with local outlets work to 
prevent the use of drugs 

2004 

service around 200 people annually) and 17 addict 
rehabilitation communities operated in Lithuania. 
Methadone treatment programs have operated in major 
cities since 1995 

2003 (133 in 2002). 


15. According to the Ministry of Justice\'s Prisons 
Department 

percent of all prisoners 

September 2004 

After the HIV outbreak in the Alytus prison in 2002 

GOL allocated 2 million Litas (USD 800 

and activities designed to prevent the trafficking of 
drugs 

facility. In May 2003 

of housing 300 HIV-infected prisoners opened in Alytus. 
In November 2003 

for drug addicts and HIV-infected prisoners opened at the 
Pravieniskes correctional center. 


16. In 2002 

military conscripts. 433 conscripts were tested for drug 
use; 2.3 percent tested positive. The most popular 
substances among conscripts are heroin and synthetic 
drugs. 


17. Treaties and Agreements. In October 2003 
signed cooperative law enforcement agreements with 
Europol and the Belgium Royal Government. 


18. Bilateral Cooperation. USG and GOL law enforcement 
cooperation is very good. In 2004 

support GOL efforts to strengthen its law enforcement 
bodies and improve border security. To strengthen 
regional cooperation in the fight against HIV/AIDS in the 
Baltic States and Russia 

Excellence\" project. In June 2004 

Florida acquitted 11 Lithuanian sailors apprehended in 
June 2003 of drug trafficking charges following the 

seizure of 3.5 tons of cocaine aboard the merchant vessel 
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Yalta. In December 2003 

American citizen wanted for narcotics trafficking. In 
2003 

a package suspected of containing counterfeit U.S. 
currency that was being sent to Minneapolis 

The package also contained 100 tablets of Ecstasy. A 
joint investigation by the State Security Department and 
U.S. Secret Service resulted in arrests in both 
countries 

figure in the city of Kaunas. His trial is ongoing. 


19. The Road Ahead. The USG looks forward to continuing 
its close cooperative relationship with LithuaniaVs law 
enforcement agencies. Although Lithuania has made some 
progress in improving regulations and procedures and 
developing an export control infrastructure 

lacks the professional skills to detect narcotics and 
clandestine labs. In 2005 

promote increased GOL attention to the drug problem 
support activities aimed at preventing the production and 
trafficking of illicit narcotics. In 2005 

provide training to Lithuanian law enforcement agencies 

on the investigation and seizure of drug laboratories. 


20. Table 1. Narcotics seized by the Lithuanian Police 
in 2004 (January-November) and in 2003 


Per Calendar Year 2003 2004 (11 months) 
Poppy straw (kg) 269 349 
Poppy straw extract (1)53 45 
Cannabis Straw (kg) -- -- 
Marijuana (kg) 30.1 4.7 

30.1 47 
Heroin (kg) 0.8 1.85 
Ecstasy (tablets) 98 
Amphetamine (kg) 6.96 3.27 
Metamphetamine (kg) 24.72.19 
Cocaine (kg) 0.183 12.87 
Hashish (kg) 262.7 4 
Safrol (I) 20.2 20 
ВМК (I) 34.6 14.5 


Police also seized small amounts of LSD 
mushrooms 


Table 2. Narcotics seized by Lithuanian Customs in 2004 
(January-November) and in 2003 


Per Calendar Year 2003 2004 (11 months) 
Heroin (g) -- -- 
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Cocaine (kg) 0.162 12.57 
Poppy straw (g) -- -- 

Poppy straw extract (ml) 0.60 -- 
Opium (ml) -- -- 

Marijuana (g) 8 

Hashish (g)--2.2 

Hallucinogenic Mushrooms (g)---- 
Metamphetamine (g) -- 300 
Amphetamine (g) 1.5 0.4 
Ecstasy (tablets) 21 


Customs also seized 20 kilograms of the First Category 
Precursor BMK and 150 
drugs. 
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agreement" that encouraging Sunni participation in the 
elections is a key goal. He said the conference is in line 

with the discussions between King Abdullah and President Bush 
during their recent meeting in Washington. Mulki promised to 
keep us apprised of developments regarding the conference. 


2. (U) During a press conference with Iraqi Prime Minister 
Allawi after they met in Amman on December 29 

announced that Jordan had sent invitations to the neighboring 
countries for the conference 

of encouraging Iraqis to participate in the elections. 


3. (U) Baghdad minimize considered. 
HALE 


24790 

A MONUC poloff said that the situation \"wasn\'t looking good" 
and said it appears that both sides may be preparing for a 
more serious confrontation. During the week of December 27 
Congolese sources in North Kivu told political assistants 

they were concerned that serious fighting in North Kivu would 
resume. 


North-South Kivu Border 


3. (C) On December 30 

Brigade Commander General Isberg met with North Kivu military 
regional commander BG Amisi on December 29. Amisi reportedly 
told Isberg that he was concerned with the situation near 

Minova (northern South Kivu) 

him to deploy a \"neutral\" company to Kalehe (southern North 
Kivu) 
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situation and was trying to encourage discord between the 
North and South Kivu military regions. On December 30 
international NGO worker in Goma told poloff that in the past 
few weeks up to 20 

Bweramana (on the border of North and South Kivu 

Kalehe and Minova) towards Minova. Generals Isberg 

Amisi were scheduled to meet in Minova on December 30. 


Walikale Territory 


4. (C) On December 29 

he had heard that four ex-ANC (RCD/G military wing)battalions 
planned to advance towards Walikale along three axes 

the first advance along the Ntoto axis already under way. 

Amisi reportedly said he had heard that the 91st (Mai Mai) 

and 36th (unknown) Brigades intended to advance on Masisi 
and added that General Buki (Army Chief of Staff) had told 

him that if the ex-ANC advanced on Walikale 

attacked by aerial bombing. (Note: Unsure if FARDC has 
capacity to conduct aerial bombing operations. End note.) 


5. (SBU) On December 29 

ex- ANC from the 11th Brigade killed civilians and committed 
other human rights violations when ex-ANC soldiers withdrew 
from areas near Walikale town during mid-December. Mai Mai 
from the 91st Brigade have controlled Walikale town since 
December 18. Mai Mai soldiers executed three civilians (one 
Rwandan 

and arrested and executed six ex-ANC soldiers in Walikale 
territory. Ex-ANC soldiers from the 11th Brigade also killed 
four civilians and one soldier in the area of Kilambo 
kidnapped dozens of civilians from Mubi 

Murakato and Tutero who were forced to carry looted goods 
towards Masisi territory. 


Nyabiondo--Masisi Territory 


6. (C) On December 30 

ongoing clashes between FARDC (mostly believed to be Mai Mai) 
and ex-ANC troops in the area of Kibua (between Nyabiondo and 
Masisi). On December 29 

was under the control of soldiers from the ex-ANC\'s 12th 
Brigade after fighting between the ex-ANC and Mai Mai from 
December 18-20. Up to 100 civilians were killed 

number of civilians were displaced 

reportedly attacked during a service. Reportedly 

have been pushed about 15km north of Nyabiondo towards 
Lushebero. During the week of December 27 

visited Masisi and found the area between Goma and Masisi 
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mostly calm. The team 

in Masisi distribute arms to Rwandophone civilians 
received reports that civilians had been killed. MONUC has 
also received reports that ex-ANC troops from the 12th 
Brigade are traveling from Kanyabayonga towards Kibua. 


Buramba--Rutshuru Territory 

7. (C) On December 30 

poloff that at least 16 civilians were killed in mid-December 

by ex-ANC soldiers in Buramba (100 km northeast of Goma). The 
ex-ANC soldiers reportedly attacked the village in 

retaliation for the death of two ex-ANC soldiers. They forced 

all civilians to leave the village 

return for about 10 days 

systematically looted homes. Two civilians who attempted to 
return were reportedly shot and killed. 


Humanitarian Corridor Opens 


8. (SBU) On December 30 

humanitarian convoy reached Kayna (15km north of 
Kanyabayonga) on December 29 

open to humanitarian trucks but not to commercial truck 
traffic. 


Comment 


9. (C) Although the area north of Kanyabayonga has quieted 
and humanitarian relief efforts are underway 

troop movements continue in parts of North Kivu that used to 
be under RCD/G control--notably Rutshuru and Masisi. 
Although the Kanyabayonga cease-fire is a positive 
development 

is not over. At this point 

possible 

interested in re-asserting military control over part of its 
previous zone of influence in North Kivu-- notably the area 
from Goma north to Kanyabayonga 

Walikale 

contiguous areas have high concentrations of Rwandophones and 
local administrators loyal to the ex-ANC. It appears that 
ex-ANC and RCD/G hardliners have decided to focus on 
controlling this territory. 


10. (U) Bujumbura minimize considered. 
MEECE 
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that operate like an airlock 

when the second is open. Terminal staff employs a modified 
2004 mobile scanner that can more quickly check empty 
containers leaving the Strip 

the addition of two more scanners will drastically increase 
capacity. Both GOI and World Bank plans for further 
technological enhancements 

management strategies that take into account a civilian staff 
under military authority 

infrastructure built more for security than economic 
efficiency. End Summary. 


2. (SBU) On December 15 Emboffs toured Karni Terminal 
Gaza Strip\'s primary trade gateway to Israel and the rest of 
the world. Karni is the proposed site of a World Bank pilot 
program of technological and management fixes that center on 
replacing the back-to-back system of shipping with 
free-circulating trailers that can move between Israel and 

the Gaza Strip by switching drivers at the terminal. Some 
GOI interlocutors have said Israel is willing to consider 

this idea in principle 

concrete steps to actualize it. At present 

plant allows only back-to-back shipping. The terminal is an 
approximately 50-acre fenced facility 

primarily devoted to truck parking and queuing 

central focus a covered warehouse-style loading dock running 
the length of the facility and divided in half longitudinally 

by a twenty-five foot high concrete barrier. There is no 
passage through the wall except via x-ray scanners and 
conveyor belts. General manager Yoni Doton explained that 
when the Intifada began 

located at the terminal\'s southeastern edge were converted 
into storage sheds 

exclusive use. It now V'ensures complete separation" between 
Israelis and Palestinians during cargo processing. 


3. (C) Karni now handles shipments into and out of the Gaza 
Strip in four versions of back-to-back: 


Gazan exports move as paletted cargo through one of eight 
x-ray scanners set into the wall that separates the Israeli 
and Palestinian sides of the terminal. 

Israeli exports of bulk items 
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some livestock pass through the wall via chutes and conveyor 
belts into restricted-access areas on the Palestinian side 
where cleared lift operators then transport the cargo to 
Palestinian trucks for onward shipping. 

Fresh produce for import and export is off- and on-loaded in 
airlock-style rooms built into the wall where only one door 

is opened at a time 

A mobile scanner located in a separate walled area checks 
groups of empty containers and pallets leaving the Gaza 
Strip. 


GOI sources and terminal management state that KarniVs total 
capacity for import and export using all four methods is 
approximately 450 truckloads per day since the implementation 
of stricter inspection measures following the March 2004 
bombing at Ashdod port 

approximately 500-550 truckloads per day. (Note: COGAT 
figures are based on the number of 20-foot cargo bed trucks 
the terminal processes daily 

With a proposed increase in hours of operation as well as the 
hoped-for addition of two new mobile scanners that will 
reportedly be used to check an additional 800-1 

containers per day 

capacity will skyrocket to over 1 


4. (C) The World Bank questions these estimates 

asserting that better technology and additional working hours 
will not result in significant capacity increases if 
back-to-back 

completely dismantling and repacking shipments 

place. They advocate instead a free circulating trailer 
system in which cargo is checked by a high-powered scanner 
without being removed from its container or pallet 

trucks are able to cross back and forth between Israel and 
Gaza by exchanging only drivers at the terminal. 
Drive-through saw-toothed loading docks 

asserts will take up less space and facilitate quicker entry 
and exit for trucks 

lot/truck queuing area will also be necessary in order to 
further address delays 


5. (C) Terminal management says it remains committed to 
planned technological improvements that fit within the 
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framework of KarniVs existing system 

security can be assured under proposals that go beyond it 
particular the replacement of back-to-back with 
free-circulating trailers. General Manager Doton told 
Emboffs he does not expect the GOI to significantly change 
KarniVs four primary methods of cargo transfer: 


The Import Shed -- Gazan exports enter Israel via eight x-ray 
machines that run through the wall. Doton noted these 
scanners are nearly ten years old and can only process goods 
stacked to a maximum height of one meter. This requires 
staff on both sides to dismantle most shipments 

individual packages of fragile items like ceramic tiles 

eggs 

results in product damage. Doton said the scanners\' hourly 
rate varies with types of shipments -- during a 15-minute 

visit inside the import shed Emboffs did not witness any 
shipments coming through the scanners. 


VDirect Transfer and \"Direct Pouring\" -- Imports into the 
Gaza Strip 

oil 

than Gazan exports 

or conveyor belts into restricted-areas on the Palestinian 

side for reloading. This is the sole means of entry into 

Gaza both for raw materials crucial to Gazan factory owners 
and for humanitarian supplies distributed by relief 
organizations like UNRWA 

Gurvitch 

called an additional drawback to the system -- too few chutes 
and belts means that every truckload of raw materials passing 
through the terminal takes the place of a truckload of 
humanitarian goods 

management must try to balance this \"opportunity cost\" based 
on a daily stocktaking of economic and humanitarian concerns 
within Gaza. (Note: Gazan businessmen point out one of the 
negative effects of low capacity on Palestinian-side terminal 
operations as well -- businessmen must pay baksheesh to 
terminal management to ensure their cargo is not moved to the 
end of a register whose order is consistently disrupted by 
influential requests for precedence. End note.) 


The Lion\'s Cage!" -- Fresh produce is transferred via a series 
of vast rooms approximately 25 feet high 

100 feet deep 

and Palestinian sides of the terminal. These doors are only 
opened one at a time during loading and unloading 

said 

via closed circuit television when the doors are open to the 
Palestinian side. Doton pointed out five feet of wire 

netting that closes the gaps between the ceiling and the side 
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walls in each room 

gunman entered one room while Palestinian staff were working 
climbed the wall 

Israeli staff working in an adjacent room 

injuring the second. 


The Mobile Scanner -- Doton showed Emboffs the terminalVs 
newest technological addition 

scanner that PA Minister of Finance Salaam Fayyad purchased 
from China and that Israeli terminal management modified and 
installed in August 2004. “Тһе solution to the problem of 
security is this kind of technology" 

scanner 

trucks hauling 20-foot containers or pallets leaving Gaza in 
less than ten minutes 

analysis of the x-rays from the scan. Running without 
interruptions the scanner could ideally process approximately 
130 truckloads a day 

waiting time for containers at Karni and address the problem 
of high demurrage costs that Gazan businesses and relief 
organizations currently pay the shipping companies to whom 
the containers belong. (Note: Relief organizations state 

that the GOI originally assured them and Gazan businessmen 
that the scanner had a capacity of 400-500 containers per 
day. They add that the scanner processes approximately 100 
containers sporadically 

many days. Terminal and COGAT personnel cite frequent 
IDF-instituted closures of the terminal 

difficulties training new personnel on the scanner 

reasons the scanners reported inconsistent output. End 
note.) 


Karni\'s Management Quandary: 
Civilian Staff in a Militarized Environment 


6. (SBU) Doton is optimistic about the potential for more 
and better scanner technology to bring Karni up to full 
capacity. Technology is only one component of the terminal\'s 
functioning 

well as a complex management structure also hinder 
improvements. The semi-private Israel Airports Authority 
(IAA) handles the terminal\'s daily operations 

for-profit basis and therefore ostensibly committed to 
efficient cargo processing. Yet an order from the IDF or 
Shin Bet can shut down operations on a moment\'s notice 
in the middle of the day 

maintain consistency. (Note: IAA investment in Karni is NIS 
30 million while revenues are closer to NIS 20 million. The 
GOI finances any operating deficits. End note.) 
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7. (SBU) During the tour 

Emboffs\' attention to an IDF tunnel-searching operation in 
nearby Nachal Oz settlement. Doton noted that since all but 
seven to ten of KarniVs employees are temporary workers 
the vast majority are young people drawn from isolated and 
lower-income V'development towns!" 

show up to work when the security situation is bad. V'These 
kids make less than four thousand shekels a month. Their 
families wonVt let them risk their lives for that kind of 
money." 
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Classified By: Ambassador Daniel C. Kurtzer for reasons 1.4 (b) and (d) 


1. (C) Summary: Labor Party Leader Shimon Peres told Codel 
Lieberman and the Ambassador December 27 that the Palestinian 
humanitarian situation is \"quite serious 

that Israel has a \"window of opportunity\" to advance the 
Israeli-Palestinian peace process. Calling the Palestinian 
political system \"broken 

among Palestinian leaders are complicating their efforts to 
gain legitimacy and stabilize a new government. He told 
Senator Lieberman that the U.S. should provide assistance to 
the Palestinians through corporate investments and the World 
Bank 

military escort and poloff also accompanied Senator 
Lieberman. End Summary. 


2. (C) Peres told Senator Lieberman that the humanitarian 
situation in Gaza is \"heartbreaking\" and that Israel and the 
U.S. should V'act in a hurry. He praised Acting PLO 
Chairman Abu Mazen as a well-intentioned 

adding that Israel could not find a better partner. 


Column 3 
Referring to Palestinian Prime Minister Abu Alava 
\"we hope that we will work well together." 


3. (C) Senator Lieberman told Peres that the Palestinian 
Minister of Negotiation Affairs 

earlier meeting (Congen Jerusalem septel) that he will be 

very focused on economic changes within the Palestinian 
territories 

Peres replied that the Palestinians need V'immediate economic 
assistance" and that a concentrated effort by the U.S. and 
European donors to mobilize the economy is necessary. He 
suggested that instead of giving the Palestinians money 
directly 

corporations 

budgets than most countries 

territories. He specifically noted that Motorola and 
Hewlett-Packard had positively impacted Jordan\'s economy by 
opening offices there. Peres said that the GOI will not 
increase the number of Palestinians working in Israel in the 
future. Peres opined that the World Bank could manage 
economic development in the Palestinian territories and that 
the U.S. should empower the World Bank to provide immediate 
help to the Palestinians. He added 

Palestinians should not receive special treatment. 


4. (C) Ambassador Kurtzer noted that the U.S. is currently 
withholding some of its financial assistance to the 
Palestinian Authority because of continuing safety concerns 
in Gaza and the failure of the PA to undertake security 
measures 

cooperation following the October 2003 attack on a U.S. 
convoy in Gaza. 


5. (C) Turning to the Gaza disengagement plan 

predicted that Israeli troops will withdraw on time 

mid-2005 

V more permanent solutions" during and immediately following 
this withdrawal. Peres also suggested an V'interim solution 

in which Israel would withdraw from the Philadelphi strip and 
thus allow Palestinians to move to and from Egypt. Peres 
suggested that a fleet of helicopters to patrol the area 

could assuage Israeli security concerns. Peres also said 
that the full impact of the Gaza disengagement would not be 
known for at least one year after completion and told Senator 
Lieberman that the 2006 Israeli general elections could 
influence the Israeli political landscape and future 
disengagement plans. Peres predicted that the pace of 
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negotiations with the Palestinians will increase following 
Gaza disengagement in 2005. 


6. (C) Commenting on former PA Gaza security chief Mohammad 
Dahlan and former West Bank security chief Jibril Rijoub 

Peres said \"we are trying to ensure that they are not accused 

of being agents or semi-agents of Israel.V' He said that 

Israel is considering another release of Palestinian 

prisoners in the near future. Peres said \"there is not much 

Israel can do with or without Dahlan.\" 


7. (C) Peres emphasized that any international financial 
assistance to the Palestinians 

should be contingent on the Palestinian Authority V'putting 

its house in order." Peres said that the Palestinians must 
be helped and that Israel should begin dialogue with Hamas 
and Islamic Jihad. He said that V'Sharon is at the center" of 
this process 

Palestinians until Israel leaves Gaza is V'too long a period 

of time." Peres said that Abu Mazen cannot completely stop 
the violence 

time. Peres concluded by saying that while he is \"not blind 
to the difficulties ahead" there is a window of opportunity 

for peace and that Abu Mazen is a good choice of partners. 


8. (U) Codel Lieberman did not clear this message. 
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dialogue and implement the road map.\" He acknowledged that 
the new Palestinian leaders will need time to dismantle the 
terrorist infrastructure 


Column 3 

incitement and actual terrorist attacks quickly. Mofaz 
described cooperation between Israeli and Palestinian forces 
in the field as \"very good.\" He raised Syrian and Iranian 
threats 

Palestinian groups in Damascus 

in Lebanon 

Mofaz urged the U.S. to take the lead with the Europeans and 
pursue all diplomatic solutions 

thorough inspections 

enrichment process. END SUMMARY. 


2. (C) In a December 28 meeting with Senator Joseph 
Lieberman 

from the CoDel 

that Arafat\'s death has resulted in a \"dramatic\" change and a 
Vhistoric opportunity. He expressed hope that the upcoming 
elections will produce a \"responsible and effective 

leadership ... to lead the Palestinian people in a new 
direction." Mofaz said that disengagement will increase 
Israels security and permit the government to V'start a 
dialogue and implement the road тар." 


3. (C) Senator Lieberman said he had also detected a 
willingness for a Wa new beginningW among Palestinian leaders 
and asked Mofaz specifically what steps Israel wanted them to 
take to return to the road map. Mofaz replied that he thinks 
the new Palestinian leaders are serious about stopping 

terror 

elections. He expressed hope that a post-election dialogue 
will lead to Israeli-Palestinian coordination on the 
disengagement plan. He added that the PA must reform its 
Security services 

organizations 

one authority 

commented that the Palestinian leaders themselves had 
admitted that their security infrastructure is \"chaotic.\" He 
asked if the Palestinians would benefit from U.S. training. 

The Defense Minister noted that Egypt has already agreed to 
train PA security officers. 


4. (C) Mofaz acknowledged that the new Palestinian leaders 
will need time to dismantle the terrorist infrastructure. He 
insisted 

terrorist attacks quickly. Senator Lieberman asked Mofaz to 
elaborate on the difference between ending attacks and 
dismantling infrastructure. Mofaz replied that the first 

step is to prevent new attacks. The longer-term 


Column 3 
dismantlement includes disarming terrorist groups 
illegal weapons 


5. (C) Senator Lieberman asked about the status of 
cooperation between Israeli and Palestinian security forces. 
Mofaz noted that the two sides have V'very good coordination 
in the field 

had worked well with Dahlan when he was security chief 

will now have to V'wait and see" which Palestinian official 

will command the security forces. 


6. (C) Mofaz complained that Syria supports terrorism 
headquarters Palestinian groups in Damascus 

station troops in Lebanon 

against Israel. He said that V'Syria is deeply involved in 
terrorism against U.S. forces in Iraq V" and insisted that 
Damascus has \"no real intent\" to negotiate peace with Israel. 
Mofaz listed three conditions for serious peace talks: the 
removal of Palestinian terrorist groups from Syrian 

territory; the V'dismantlementY of Hizballah (which he said 
supports Palestinian terrorists by channeling to them Syrian 
Iranian 

responsibility for southern Lebanon to Lebanese military 
forces. Senator Lieberman agreed that Syrian peace overtures 
are intended to distract the international community from 
what Syria is doing in Iraq and Lebanon. He said Congress is 
currently examining its options on how to deal with the 
problem. 

7. (C) Mofaz cautioned that Iran is V'very close -- less than 
one year away --\" from enriching uranium 

as a V point of no returnW for the Iranian nuclear program. 
This effort is widely supported by the Iranian government and 
Majlis 

results" from the EU-3 negotiations with Iran 

described as an effort by Tehran to buy time to complete the 
enrichment process. He urged the U.S. to take the lead with 
the Europeans and pursue all diplomatic solutions 

sanctions and thorough inspections 

Iranian\'s enrichment process. He said that such an effort 
could lead to success 

described lran 

terrorism 

threat to Europe and the rest of the free world. Senator 
Lieberman told the Israelis that he believed the U.S. is 

ready to actively participate in the diplomatic and U.N. 
processes to stop the Iranian program 

Skepticism that the Europeans and Russia would commit to 


Column 3 
effective sanctions. 


8. (U) Mofaz was accompanied by MOD Director General Amos 
Yaron 

Affairs Amos Gilad 

Secretary to the Minister BG Etan Dangott 


SIPDIS 

Kamir 

Senator Lieberman did not clear this message before his 
departure. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


KURTZER 


24795 

emerges could be more dire than the problem you attempted to 
solve. Taking such a gamble would injure Nigeria domestically 
and internationally. Moreover 

decision and would blame him for it. If you honestly 

believed you controlled the PDP 

adhere to the rule of law and the democratic electoral 

process 

track to the presidency in 2007 

is Obasanjo to fail to make it to 2007. Instead of 

encouraging extra-legal activity 

Kalu 

efforts should be focused on advocating essential political 

and economic reform so that Nigeria can be in the best shape 
possible come 2007. If you believe victory is within reach 

you should want Nigeria to be on the mend. You should 
safeguard not endanger the thing for which you claim to be 
fighting 


6. (S/NF) Comment: It is no surprise Kalu and Atiku are 
working together. However 

shows the depth of anti-Obasanjo feeling held by some members 
of the presidents own party. Kalu has exaggerated more than 
once in his life and his statement about extra-legal activity 

could be in this genre. Nevertheless 

that such escapades would win no succor from our corner and 
that the electoral game was the only game in town as far as 

we were concerned. End Comment. 


PROGRESSIVES ARE UNITING TO COUNTER PDP IN THE SOUTH 


Column 3 


7. (C) Prominent human rights attorney Femi Falana 
unsuccessful 2003 Ekiti State gubernatorial candidate 

the Consul General that he and others from the pre-1999 human 
rights/democracy movement are working to broker a closer 
relationship among progressive forces in southern Nigeria. 
Focusing on the Alliance for Democracy (AD) in the Southwest 
the All Progressive Grand Alliance (APGA) in the Southeast 
(the two regionally based parties) 

smaller parties 

as the PDPYs attempt to monopolize the country. Lagos State 
Governor Tinubu is purportedly involved in the effort. 


APGA TURMOIL 


8. (C) Because of its own internal turmoil 

able to contribute much to this inter-party dialogue. The 

week of December 13 

Committee of APGA announced Chairman Chekwas Okorie was being 
removed from his position for anti-party activities. 

Friction between Okorie and APGA\'s Anambra gubernatorial 
candidate Peter Obi seems to be a factor in the removal. 

(Note: Peter Obi was the putative winner of the 2003 Anambra 
gubernatorial election.) 


9. (C) Okorie has been accused of taking money from the 
Atiku-Ngige axis in the PDP in exchange for withholding APGA 
support for Obi court case challenging the election results. 
(Chris Ngige is the current governor of Anambra.) Meanwhile 
Obi and Ngige nemesis Chris Uba have apparently had some 
negotiations aimed at reaching an agreement that would put 
Obi in power in Anambra and allow Uba to maintain some 
influence in the state. As both the APGA and the PDP 
experience internal dissension 

party are working with different factions from the other 

party to destroy their internal enemies. Thus 

world of politics in Anambra gets even more sullied. 


SENATOR OBANIKORO MOVES FROM AD TO PDP 


10. (C) Senator Musiliu Obanikoro left the AD to join the 

PDP. The move is a major blow to Lagos State Governor 
Tinubu 

reportedly was a member of TinubuVs inner circle 

the people being considered to succeed Tinubu. Obanikoro can 
expose many of Tinubu\'s political secrets and strategies 
including plans to maintain AD power in Lagos and to control 
Afenifere. Obanikoro may have valuable information on 


Column 3 

Tinubu\'s close relationship with Vice President Atiku and 
their plans to prepare for a possible Atiku-Tinubu ticket in 
the 2007 presidential elections. Obanikoro\'s move is further 
indication of the PDPVs resolve to wrest Lagos from Tinubu 
and the AD in 2007. 


11. (U) This cable was cleared by Embassy Abuja. 
BROWNE 
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Ehud Olmert. As a result 

change to the separate 'Government Law\" that would give Peres 
a Vvice prime minister" title. The action leaves Olmert with 

all of his current powers and retains his clear designation 

as acting prime minister should Sharon to be incapacitated. 

This proposal 

speed through committee and full Knesset approval the week of 
January 2. 


3. (С) UTJ is having second thoughts over its \"price\" for 
joining the coalition. UTJ leaders 

taking Cabinet seats 

degree of independence from the state education system for 
their religious institutions. Observers indicate that 

Sharon 

the coalition as the cost of bringing in a religious party 

will come up with a formulation that keeps UTJ in his new 
majority coalition. 


4. (C) Within his own party 

by disengagement foe Uzi Landau to derail the new coalition 
-- and thus disengagement itself. Landau and about a dozen 
other Likud MKs say they plan to vote against a 
Likud-Labor-UTJ coalition. Sharon 

simply Knesset majority for government formation 

expected abstentions 

favor. 


5. (C) The closer Sharon gets to the critical January 
Cabinet vote on evacuation of settlements 

motivation for Labor to have secured its seats at the Cabinet 
table. As the disengagement vote approaches 

deadline for passing the budget 

UTJ to sign on and secure the financial and other gains it 
has negotiated as its price for joining the government. In 
addition 

will face pressure to walk away from a coalition deal. Prime 
Minister SharonVs Haredi (ultra-orthodox) affairs advisor 
Rivka Paluch 

spiritual leader Elyashiv is coming under pressure to not 
join the coalition from settlers who are deluging him with 


Column 3 

letters claiming severe emotional suffering by the children 
of settlers scheduled for evacuation. Elyashiv also 
reportedly fears that a Labor Party Minister of 
Communications might liberalize laws regulating Internet 
pornography. 
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Taliban\". There is evidence that these incidents may һауе 
international connections. While current criminal law does 
not contain many specific anti-terrorism provisions 

penal code does proscribe acts of violence 

terrorism. The judiciary probably would prosecute diligently 
any cases of terrorism and would cooperate with the USG in 
prosecution despite some of the institutional shortcomings 
of the judiciary 

equipment 


E. (SBU) The GON has limited expertise and equipment to 
intercept wire 

State Security Service probably has the capability to 

conduct wire taps but the Nigerian Police Service does not. 
RSO review of national police statutes and checks with local 
security contacts determined there are no known specific GON 
laws that permit wire-tapping. lt is unknown whether any 
GON security service has the capability to intercept 
information technology communications. GON security elements 
can initiate surveillance and investigate suspected 

terrorist and terroristVs organizations at any time. There 

is no special examining magistrate with specific powers in 

the CT area. Intelligence would probably be permitted as 
evidence in a court of law. In Nigeria 

charged within 48 hours by law 

held as long as deemed necessary. Access to suspects is not 
necessarily recorded but probably will be if visitor is not 

a Nigerian National. Most criminals are photographed and 
fingerprinted by GON security elements but DNA samples are 
not taken due to resource constraints and a lack of 

scientific knowledge. 


F. (U) GON security services have been particularly 
cooperative and proactive when asked to investigate 
potential counterterrorism threats to U.S. interests. 
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G. (SBU) The GON has taken receipt of at least one suspect 
terrorist this year for another cooperating third country. 


H. (U) The GON Intelligence and Security Services are 
working hard to improve intelligence sharing on C.T. issues. 
But 

concerning the creation of any counterterrorism units. The 
Inspector General of Police responsible for command and 
control over the 312 

has told RSO that his service has no hostage rescue 
capability. He also mentioned that several members of his 
staff would be receiving individual training from Spain in 
the future but no definite dates for the training have been 
proposed. 


|. (U) The Nigeria Police Service during 2004 lead a joint 

task force responsible for tracking down 

apprehending many members of an indigenous terrorist group 
commonly referred to by the government as the \"Taliban\". 
Members of the group were allegedly responsible for the 
killing of several police officers and over running a police 
station in Yobe State. 


J. (U) In addition to the so-called Taliban Operation in 
Yobe State 

additional task force to conduct internal security 
operations. 


K. (U) There have been no changes since the previous report. 


L. (U) There are no known legal impediments to prosecution 
or extradition of suspected terrorists. However 

both the police force and the judiciary have been 
susceptible to corruption in the past. Given the high-level 
GON awareness on counter-terrorism 

for corrupt practices to impede the prosecution or 
extradition of any high-visibility terrorism cases. 


M. (U) There are areas 

where terrorists could potentially operate; however there 

are no confirmed reports that this is occurring. Post has a 
high degree of confidence that the GON would act on reports 
of terrorist activities. 


N. (SBU) The GON does not support international terrorism or 
terrorists. The GON clearly and repeatedly has condemned 
terrorism and followed up with concrete actions. However 
some individuals and private groups in Nigeria have ties to 
and perhaps receive funding from sources in Sudan 

Pakistan and Libya. It is possible that some of these 
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individuals or groups may have indirect links with extremist 
or terrorist organizations. 


O. (SBU) International terrorism activity exists but its 
extent is still being investigated. 


P. (SBU) Individuals with ties to Al Quida and Hezbollah are 
in country. 


Q. (U) The GON intelligence and security services have been 
working hard on improving their capabilities and have 
progressed. Within the past 12 months 

successfully concluded many high profile events that were 
potential targets for international terrorism. In the past 

12 months 

Government Meeting 

England as well as many other Heads of State and 
Governments 

successfully held with no untoward incidents of any type. 
FUREY 
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restriction is expected to be removed in April 2005 as 
capital account liberalization advances. According to 
Romania\'s agreements with the European Union and 
international financial organizations 

gradually implement such liberalization prior to 
RomaniaVs accession to the EU (i.e. enable ROL- 
denominated deposit accounts to be opened by foreigners 
with resident financial institutions 

deposit accounts by residents abroad). 


The law on direct investment includes a guarantee 
against nationalization and expropriation or other 
equivalent actions. The law allows investors to select 
the court or arbitration body of their choice to settle 
potential litigation. Since 1989 

American expropriation claims 

controversial privatization and the other the 
nationalization of an investors assets. Several cases 
involving property nationalized during the communist era 
remain unresolved. 


Investors should be aware 

former state-owned company 

former owner wins title to a privatized asset 

restituted in kind and the investor compensated by the 
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public institution that privatized it. If restitution 

is not possible in kind 

compensate the former owners. In either case 

current or former owners run the risk of less than fair 
market value compensation. Prospective investors must 
conduct a careful due diligence review encompassing 
potential restitution claims. 


Romania recognizes the importance of arbitration in the 
settlement of commercial disputes. Many agreements 
involving international companies and Romanian 
counterparts provide for the resolution of disputes 
through third-party arbitration. Romania is a signatory 
to the New York Convention of 1958 regarding the 
recognition and execution of foreign arbitration awards. 
Romania is also a party to the European convention on 
international commercial arbitration concluded in Geneva 
in 1961 and a member of the International Center for the 
Settlement of Investment Disputes (ICSID). 


Romanian law and practice recognize applications to 

other internationally known arbitration institutions 

such as the ICC Paris Court of Arbitration or the Vienna 
United Nations Commission on International Trade Law 
(UNCITRAL). Romania also has an International Commerce 
Arbitration Court administered by the Chamber of 
Commerce and Industry of Romania (the \"Arbitration 
Court\"). Arbitration awards are enforceable through 
Romanian courts under circumstances similar to those in 
Western countries. 


Bankruptcy 

Romania\'s bankruptcy law contains provisions for 
liquidation and reorganization that are generally 
consistent with western legal standards. These laws 
usually emphasize enterprise restructuring and job 
preservation. Legal and economic education and the 
training of judges and lawyers lags behind law-making 
which often results in inconsistent outcomes. Moreover 
social concerns often prevail over economic reasoning 
resulting in the survival of overstaffed loss-making 
companies which should otherwise be dissolved. 


To mitigate the time and financial costs of 
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bankruptcies 

administrative liquidation as an alternative to 
bankruptcy. However 

liquidators lack the competence and incentive to 
expedite liquidation proceedings. For state-owned loss- 
making companies 

arrears 

the preferred alternatives to putting such companies 
through insolvency or bankruptcy procedures. Both state- 
owned and private companies tend to opt for judicial 
reorganization to avoid bankruptcy. 


Since 1991 

granting 

The availability of incentives is dependent on the economic 
situation 

incentives in order to tighten fiscal policy. To meet the 
requirements of the EU body of law termed the V'acquis 
communitaireV (short form: the \"acquis\") 

revisiting its fiscal incentives to bring them in line with 

the EU state aid regulations. Investors are encouraged to 
verify the current status of investment incentives. As a 
general rule 

incentives. 


As Romania prepares for EU accession 

incentives are being phased out for investors in free 
trade and economically disadvantaged zones. In line 
with the revised state-aid law 

state aid available for major investments based on the 
investment size and location. The state aid available 
through incentives for companies in free trade zones and 
disadvantaged zones has been capped at 50% of the 
investment 

sized enterprises (SMEs) to 65% of the investment. 
Prospective investors are advised to investigate 
thoroughly the current status of fiscal incentives and 
consider possible future changes resulting from EU 
accession negotiations when drafting business and 
investment plans. 


To reduce initial startup costs 

parks and technological parks is being created. Tax 
incentives are available under the law solely for the 
industrial park operator 
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themselves in the park benefit from access to utility 
hookups and infrastructure 

rebates within state aid caps. 


Tax System 

Romania has revised its tax system to bring it closer to 
EU models and more in line with the recommendations of 
the World Bank and IMF. 


In December 2004 

Code by emergency ordinance 

establishing a 1696 flat tax on personal incomes. 
Corporate taxation will likewise be reduced from 25% to 
16%. Both of the measures are to come into force 
beginning January 1 

increase in the micro-enterprise tax from 1.596 to 396 
and a rise of the tax on dividends obtained by 
individuals from 1096 to 1596 

dividend tax of 15%. 


Tariff Preferences 

Like many other Central and Eastern European countries 
Romania provides tariff preferences for EU goods under 
its association agreement with the EU. In 2003 

came under generalized system of preferences (GSP) 
scrutiny because of preferential tariff treatment 

(reverse preferences) it offers the EU 

review was taken because Romania reduced its tariffs on 
Bourbon - the main U.S. industry petitioner. However 
Romania took no further action to reduce tariff 
preferences for other U.S. products 

raise some of the tariffs previously reduced. In June 
2004 

review of Romania\'s GSP status. 


The Romanian constitution 

revised in 2003 

private property. Mineral 

rights are excluded from private ownership. At the 
present time 

foreigners through their participation in a Romanian 
company. As of January 1 

able to buy land without restrictions. 


Foreign investors involved with commercial companies 
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having any foreign capital may acquire land or property 
necessary for fulfilling or developing the companys 
corporate goals. If the company is dissolved or 
liquidated 

company's closure and may be sold only to a buyer(s) 
with the legal right to purchase such assets. Foreign 
investors cannot purchase agricultural land at this 
time. Under Law 268/2001 

in agricultural companies that can lease land in the 
public domain from the State Land Agency. 


Law No. 190/1999 on mortgage loans for real estate 
investments allows a debtorVs receivables to be used as 

a guarantee 

of both borrowers and creditors 

minimize risk to the lender. Domestic private and 

foreign capital banks and investment funds freely 

compete on the mortgage market with the state-supported 
Banca Comerciala Romana (BCR) and with the state-budget 
National Housing Agency (ANL). Using its limited state 
budget resources 

charges interest of 7% per annum in EURO for applicants 
under 35 

charge an average 9.8796 per annum for USD loans and 
9.185% for Euro loans 

have greater resources available for mortgages. 

Usually 

loans granted in USD and EURIBOR at six months for loans 
granted in Euro 

spread. 


Intellectual Property Rights 

Romania is a signatory to international conventions 
concerning intellectual property rights (IPR) 

TRIPS 

trademarks 

Convention to protect on-line authorship. While the IPR 
legal framework is generally good 

woefully weak. Romania has passed border IPR control 
enforcement provisions as required under the WTO 
customs authorities and border police controls remain 
equally lax. As result of persistent problems in the 
enforcement of intellectual property rights 

Trade Representative (USTR) kept Romania on its Special 
301 Watch List for 2004. High piracy levels continued 
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across all sectors 

border enforcement led to a surge in imports of pirated 
material. The situation is further exacerbated by the 

lack of resources dedicated to enforcement. Prosecution 
of IPR violators is rare 

adjudicated 

gone to jail for IPR piracy. 


Patents 

Romania is a party to the Paris Convention for the 
protection of industrial property and subscribes to all 

of its amendments. Foreign investors are therefore 
entitled to the same treatment as Romanian citizens. 
Patents are valid for 20 years. A patent application 

can be contested for six months. A modern Patent Law 
(No. 64/91) broadens and clarifies the basis on which a 
patent is granted. By GOR Decision 499 of May 2003 
technical enforcement rules on the Patent Law came into 
force. Several other laws (No. 129/92 

protection of industrial drawings and designs; No. 

16/95 

etc.) have helped bring Romanian patent legislation up 
to international standards. Legislation providing for 
transitory (\"pipeline\") patent protection was enacted in 
early 1998. The Romanian Parliament passed legislation 
to protect confidential drug test data submitted to 
regulatory authorities for marketing approval. Law 123 
of April 2004 clearly articulates data exclusivity 
provisions. 


Trademarks 

In 1998 Romania passed a new law on trademarks which is 
generally consistent with international standards. 

Areas that require improvement are administrative 
procedures and sanctions. Romania is a signatory to the 
Madrid Agreement relating to the international 

registration of trademarks. Trademark registrations are 
valid for 10 years from the date of application 

renewable for similar periods. 


Copyrights 

Romania is a member of the Bern Convention on 
Copyrights. Its 1996 law on protection of copyrights 

and neighboring rights is among the most modern in this 
field. The Romanian parliament ratified the latest 

versions of the Bern and Rome conventions. The Romanian 
Office for Copyright protection (ORDA) was established 

in 1997 
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However 

Romanian prosecutors 

customs officers. Some in government 

responsible for enforcement 

\"victimless crime." This attitude 

resources 

law and the failure to prosecute and punish violators. 
Copyright infringement in software 

pervasive throughout Romania. Although on a decline 
over the past few years 

Latest estimated piracy rates by sector are: 7396 of 
business software; 95% of entertainment software; 56% of 
music; and 55% of video. 


Semiconductor Chip Layout Design 

Law No. 16/1995 protects semiconductor chip layout 
design. In order to benefit from this law 

must be registered per GOR decision no. 535/1996 with 
the Romanian Trademark Office. 


Cumbersome and non-transparent bureaucratic procedures 
are a major problem in Romania. Foreign investors point 
to the excessive time it takes to secure necessary 

zoning permits 

hook-ups. Furthermore 

often without advance notice. These changes 

significantly add to the costs of doing business 

it difficult for investors to develop effective business 

plans. 


Recognizing the need for more effective communication 
with foreign investors and Romanian private businesses 
in April 2002 the GOR instituted a preliminary 
consultation procedure before drafting business-related 
legislation. As a result 

Ministry of IT and Communications 

businesses 

is a glaring example of the GORVs failure to consult 
with or listen to the business community. The 
controversial code gives extensive new rights to labor 
unions and employees and is a significant impediment to 
new foreign direct investment. Following general 
elections in November and December 2004 

to amend some aspects of the code 

be able to do so in the face of labor unions\' objections 
remains to be seen. 
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Many foreign investors feel they are unfairly targeted 

by Romanian tax authorities for audits and reviews and 
that Romanian authorities view them as \"cash cows\" that 
can be milked to fill government coffers. Unlike most 
Romanian companies 

good financial records 

Foreign investors also tend to be more conscious of the 
need to remain in compliance with local laws and 
regulations. Despite the establishment of a new 
Minister Delegate for Control in June 2003 to coordinate 
the audits of the various ministries and government 
agencies 

continue to be a hindrance. 


The presence of large state-owned and government-subsidized 
enterprises in the economy is a major impediment to the 
efficient mobilization and allocation of investment capital. 

An EU-inspired law on state aid aimed to limit state aid of 

any form (direct state subsidies 

debt for equity swaps for utility arrears 

prices). However 

and preferential debt rescheduling (and on occasions 
forgiveness) by the GOR has continued. 


Romania seeks to develop efficient capital markets. 
Ordinance No. 18/93 and Government Decision No. 552/92 
established a National Securities Commission (CNVM) 
charged with regulating the securities market in order 

to protect investors. The process provides for the 
registration and licensing of brokers and financial 
intermediaries 

approval of market mechanisms. 


Romania officially re-opened the Bucharest Stock 
Exchange (BSE) on June 22 

the stock exchange made its first transactions after a 
hiatus of 50 years. The BSE operates a two-tier system 
that 

17 companies in the first tier. The official index 

BET 

listed on the first tier. The BSE has a home page at 
http://www.bse.ccir.ro. 
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In September 1996 

market 

independent registries and is a depository for Romanian 
securities. 4 

although less than 200 companies are actively traded on 
an average day. RASDAQ has a home page at 
http://www.rasd.ro. 


The BSE and RASDAQ are set to merge in 2005. The new 
Capital Markets Law 297/2004 allows the Bucharest Stock 
Exchange to incorporate as a stock company 

permits its merger with the OTC-market 

the National Securities Commission (CNVM) approves the 
merger and the technical plan 

should require 5-6 months to complete. 


Despite the presence of two stock exchanges 

capital markets have developed more slowly than might be 
expected. This is due in part to legislative 

instability 

performance and liquidity of most listed companies and 
poor corporate governance. In 2002 

several ordinances designed to increase liquidity and 
transparency and encourage portfolio investment. The 
GOR also granted additional power to the National 
Securities Commission (CNVM). Securities Collective 
Placement Organizations are now allowed to invest 
locally and internationally in foreign currency- 
denominated instruments. 


Tight competition has brought trading fees down 
listed volumes make it difficult to place large purchase 
orders. This 

disclosures and the lack of annual audit reports 

to discourage large institutional investors. Country 
funds 

to participate actively in the capital markets. 


The Romanian government has responded to complaints by U.S. 
investment funds regarding the abuse of minority shareholder 
rights by including some protections in a 2002 GOR ordinance 
on securities 

The new reforms allow shareholders owning more than 10% of a 
stock to request a general shareholders meeting. Dividend 
payments must now remain in effect six months after the 
announcement. An extraordinary shareholders\' meeting must 
approve purchase or sale/rent/lease of fixed assets worth 

over 20% of the company's total assets. Law 525 of July 

2002 ratified the ordinance on securities and regulated 

markets 

exchanges and derivatives. 


Column 3 


Banking Sector 

Romania\'s largest bank 

Commercial Bank 

of total banking assets) 

installments. 2596 plus two shares were sold to two 
international financial organizations 

a combined $222 million in 2004. The contract stipulates 
that the stock is to be purchased back by the GOR in 
2006 if no strategic investor acquires a majority stake 

in the bank by then. If a strategic investor places a 
binding offer 

organizations are to redeem their shares to the GOR at a 
price per share not lower than the one initially paid. 

In turn 

investor a 51% portfolio stake 

already been sold to bank management and employees.) 


After BCR 

Romanian Bank for Development (BRD 

with $ 3.1 billion assets (12.95% of total) 

second largest bank 

billion 

the National Savings House (CEC) 

Citibank is the major U.S. brand name 

approximately $500 million in assets (market share of 
about 2.3%). 


Removing non-performing assets from the banking sector 
cost Romania $2.2 billion 

in the late nineties. According to the Romanian Central 
Bank 

represent only 0.696 of the total loan portfolio 

this is probably a substantial underestimate. 


The GOR actively encourages foreign investments in the 
banking sector 

acquisitions. Few hostile take-over attempts have been 
reported in Romania 

has not focused on limiting potential mergers or 
acquisitions. There are no Romanian laws prohibiting or 
restricting private firms free association with foreign 
investments. Capital account liberalization is in progress 
and scheduled to be completed by 2005 

land purchase by non-residents 

granted a 7-year phase-in period by the EU. 
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There have been no incidents in Romania involving 
politically motivated damage to foreign investments 
(projects and/or installations). Major civil 

disturbances are not expected to occur in Romania in the 
near future. 


According to Transparency International 

included in the tier of countries considered the most 
corrupt. U.S. firms frequently complain of government 
and business corruption in Romania. The customs 
Service 

authorities 

degree by corruption. In some cases 

payoffs by mid- to low-level officials reach the point 

of harassment. 


Romanian law and regulations contain provisions intended 
to prevent corruption 

weak. Corruption is currently punishable under a 

variety of statutes in the penal code. Prison sentences 
are sometimes imposed 

individuals often evade prosecution. 


The GOR announced a National Anti-Corruption Plan in 
spring 2003 and passed an anti-corruption law in April 

of that year. The Plan contains an impressive list of 
measures and commitments that constitute key benchmarks 
for judging the GOR\'s commitment to combat corruption. 
The implementation of these measures and commitments has 
lagged 

follow through on its anti-corruption policies. The new 
center-right government came to power in December 2004 
in part based on a pledge to combat corruption. At the 

time of drafting it was premature to make any judgment 
about GOR commitment to this pledge. Nevertheless 

USG will continue to work actively with the GOR to 

secure more effective anti-corruption measures. 


A new criminal code came into effect in 2003. Romania 
passed an anti-money laundering law in 1999 which set up 
the Romanian National Office for the Prevention and 

Control of Money Laundering (NOPCML). Romania followed 
this legislation with the Law on the Prevention and 
Sanctioning of Money Laundering in 2002. With U.S. 

help 

the National Anti-Corruption ProsecutorsV Office (PNA) 
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in 2002 

corruption. Despite these measures 

corruption efforts remain focused on low-level 
corruption. To date 

and mid-level officials and functionaries have been 
carried to completion. 


Romania is a member country of the Southeast European 
Cooperation Initiative (SECI) 

ratified the Agreement on Cooperation to Prevent and 
Combat Transborder Crime of May 1999. Bucharest hosts 
the SECI Regional Center for Combating Corruption and 
Organized Crime 

of the Joint Cooperation Committee. 


To reduce corrupt practices in public procurements 

2002 a web-based e-procurement pilot system was inaugurated 
and is available at www.e-licitatie.ro. The system is a 
transparent listing of ongoing auctions and closed auctions 
with the names of the winners and closing prices made 
available to the public. The use of e-licitatie has 

increased government efficiency 

to corruption 

government procurement. E-procurement increased from 159 
government clients and 600 suppliers in its initial months 
matching the procurements of 1 

offers from 10 

million in 2003 

2296 savings rate 

years. Initially used solely for standard products 

program has grown to include complex projects (e.g. state- 
financed sports halls for public schools). The system does 
not take the human element completely out of the decision- 
making process 

projects are still reviewed by appraisal committees. Pre- 
qualification criteria for prospective bidders and contract 
follow up by the end-user also leave room for corruption. 


Court System 

The Romanian judicial system suffers from corruption 
inefficiencies 

Divergent and often contradictory rulings have alienated 
both investors and ordinary citizens and discredited the 
Romanian judicial system. Companies routinely complain that 
commercial disputes take too long to resolve through the 
court system and once a verdict is reached 

not enforced. Low salaries result in clerks 

judges being susceptible to bribes or other \"extra-judicial\" 
payments 

assure a particular judge is assigned to a case. Courts are 
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overburdened and the number of magistrates and judges too 
small. Significantly 

unrestricted right to appeal their cases all the way to the 

High Court of Cassation and Justice 

dockets throughout the system and introduces lengthy delays. 


Cyber Crime 

Romania has one of the world\'s highest occurrences of 
internet credit card fraud. The problem 

the fall of 1998 

complaints 

defrauded of millions of dollars. The most common problems 
result from the use of stolen credit card numbers for the 
purchase of goods on-line. An e-commerce law that defines 
and punishes cyber crime was passed in June 2002 and came 
into force in early July 2002. 


Romanian hackers also have gained notoriety for hacking into 
U.S. companiesY servers and stealing proprietary 

information 

have been cases where Romanian hackers have offered to sell 
the U.S. company the means by which they hacked the 
company's server. On other occasions 

threatened to release the sensitive data or the means to 

hack the system unless a specific amount of money is paid. 
Several recent investigations into and arrests of cyber- 

crime by Romanian authorities may serve as a deterrent to 
new hackers. 


The U.S.-Romanian Treaty on the reciprocal encouragement 
and protection of investment (signed May 1992 

by the U.S. in 1994) guarantees national treatment for 

U.S. and Romanian investors. It provides a workable 
dispute resolution mechanism 

prompt and adequate compensation in the event of an 
expropriation 

performance requirements. 


In response to EU pressure on acceding countries to 
abrogate their bilateral investment treaties (BITS) with 
the U.S. 

with the EU and eight accession countries 

Romania 

the BITs and the countriesY future EU obligations. 
After two years of negotiations 

a political understanding in Brussels that preserved 
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slightly amended form 

with the Czech Republic 

Poland 

eight revised BITS went to the U.S. Senate for 
ratification as a package. The Senate ratified the new 
treaties in May 2004. Romania\'s Parliament is expected 
soon to ratify the revised BIT 

effect when Romania becomes an EU member. 


Romania also has concluded bilateral investment 
protection agreements or treaties with the following 
countries: Albania 

Australia 

Luxembourg 

China 

Egypt 

Hungary 

Kuwait 

Mauritania 

Netherlands 

Poland 

Slovakia 

Sudan 

Ukraine 

Yugoslavia. 


The Overseas Private Investment Corporation (OPIC) began 
operation in Romania in late 1992 
of an investment incentive agreement in June 1992. 


Romania has been a member of the Multilateral Investment 
Guarantee Agency (MIGA) since 1992. 


Romania offers a large skilled labor force at 
comparatively low wage rates in most sectors. The 
university system is regarded as high quality 

particularly in technical fields. Romanian craftsmen 
engineers 

work from foreign managers. With appropriate on-the-job 
training 

technologies and more exacting quality requirements. 
However 

trained managers. 
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Since the revolution of December 1989 

relations have occasionally been tense as a result of 
economic restructuring efforts and personnel layoffs. 
In mid-2003 

percent of the country's active labor-force. Trade 
unions are vocal defenders of their prerogatives. The 
government adheres to the ILO convention protecting 
worker rights. 


Many of the remaining state enterprises maintain that 

the first priority for an enterprise is to preserve jobs 

rather than turn a profit. Individual dismissals for 

poor performance must be carefully documented and are 
subject to legal challenge by the affected employee. 

The new Labor Code passed in 2003 makes it even harder 
for employers to dismiss employees for poor performance 
and requires the employer to provide three options to 
transfer positions within the company before actual 
termination of employment. Foreign investors often 
encounter labor problems when they try to trim staff in 
loss-making product lines. 


Current law makes it very costly to locate expatriate 

staff in Romania. Foreign companies often resort to 
expensive staff rotations 

and non-cash benefits. As a rule 

issued for a period of six months for a fee of $200 

may be renewed for subsequent six-month periods at $100 
per renewal. 


Free Trade Zones (FTZs) operate under Law No. 84/1992 
amended in 2002 and 2004. General provisions include 
unrestricted entry and re-export of goods 

from customs duties. The law further permits the leasing or 
transfer of buildings or lands for terms of up to 50 years 

to corporations or natural persons 

Romanian. 


Currently 

of the Danube); Constanta-Sud Agigea (located close to the 
port of Constanta 

Canal); Galati (located about 100 km from the Danube mouth); 
Braila (located 30 km up the Danube from Galati); Curtici- 
Arad (located about 30 km from the border with Hungary); and 
Giurgiu (located on the Danube 
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The Administrator of each FTZ is responsible for all 
commercial activities performed within the zone. FTZs are 
under the authority of the Ministry of Transportation 
Construction 


Despite some substantial gains in recent years 

investment flows into Romania have remained relatively low 
compared to other countries in the region. According to 
data provided by the Romanian Trade Registry 

foreign direct investment for the period between 1990-2003 
totaled $10.4 billion 

2003 inflows. 


At the end of September 2004 
investment (FDI) since 1990 rose to $11.8 billion. 


Preferred areas for foreign investment include: 


--Automobile and automotive components (Renault 
Daimler Benz 
Packard 


--Banking and finance (Citibank 
Bank 
Raiffeisen 


--Telecommunications (Qualcomm 
Telesystem International Wireless Services 
Vodafone); 


--Hotels (Hilton 
Sofitel 


- Manufacturing (Timken 
Electric 
Heidelberg); 


--Consumer products (Procter and Gamble 
Colgate Palmolive 


); 


--Retail chains (Metro 
Selgros). 


Significant U.S. direct investors (or investors with 
representative branch offices) include: 
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--Advent Central and Eastern Europe - investment fund 
--AlG - insurance 

--AIG New Europe Fund - investment fund 

- Alcoa - automotive 

--Bunge - food 

--Citibank - banking 

--Coca-Cola - beverage 

--Colgate Palmolive - consumer products 

--Cooper Cameron - gas field equipment manufacturer 
--Delphi Packard - automotive 

--General Electric - aircraft components 

--Hoeganess - iron powder for automotive 

--Honeywell Garrett - automotive 

--Johnson Controls - automotive 

--Kodak - film processing 

- Kraft - food 

--Marco Group - aluminum processing 

- McDonald's - food 

--New Century Holding - investment fund 

--Philip Morris - tobacco products 

--Procter and Gamble - consumer products 

--. Qualcomm - telecommunications 
--Romanian-American Enterprise Fund - investment fund 
--Sara Lee - apparel 

--Solectron - contract manufacturing (ICT) 

--Timken - industrial bearings 

--Trinity Industries - railcars 

--UPC - cable television operator 

--Washington International Group - engineering 


In addition to these companies 

Reconstruction and Development (EBRD) remains the single 
largest investor (debt plus equity) in Romania with some 
$3.31 billion invested. The U.S. is a 10 percent 

shareholder in the EBRD. 


As of end-September 2004 


-- Holland -- $ 2.01 billion 
investments in telecommunications 
detergents 

-- France -- $ 1.50 billion 
telecommunications 

agriculture 

-- Germany -- $ 1.02 billion 
machine construction 

-- U.S. -- $ 876.7 million or % 7.4% in ICT 
telecommunications 

consumer products. 
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2. AmEmbassy BucharestVs reporting telegrams are available 
on the Bucharest SIPRNet webwsite: 
www.state.sgov.gov/p/eur/Bucharest. 


Crouch 
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a good balance of power. He suggested that the outcome of 
the municipal elections reflected voter unhappiness with the 
PT model of government 

and authoritarian. He noted that Lula had 36 Cabinet 
ministers 

Henrique Cardoso (PSDB) government had been more open than 
the Lula government 

party 

in particular in Sao Paulo state. (See ref A). At the 

national level 

opposition 

supported by the Lula government. 


5. (SBU) Alckmin predicted that the 2006 presidential 
election would end up as a face off against the PT and the 
PSDB 

bearer would be. (Comment. Alckmin is widely seen as a 
likely frontrunner for the PSDB presidential nomination 
though he always attempted to deflect such speculation in 
his public statements 

speculate on the composition of the 2006 race. End 
Comment.) He said that the first round of the 2006 election 
would be Vall about Lula 

into the second round 

second round. 


6. (SBU) On trade 

progress on negotiating the Free Trade of the Americas 
(FTAA) agreement was essential. He noted that Brazil needed 
to take advantage of the benefits a hemispheric trade 
agreement could bring 

BrazilVs largest trading partner. Alckmin expressed 
reservations about the GOB\'s recent decision to grant China 
market economy status; it was too soon for such 

recognitions. He added that the Sao Paulo private sector 
was \"preoccupied\" with the decision 

result in unfair competition from Chinese products dumped on 
the Brazilian market. (Comment. We have heard similar 
comments directly from private sector contacts; ref B. End 
comment.) He added that as BrazilVs third largest export 
destination 


7. (SBU) Comment. Governor Alckmin was very relaxed and 
forthcoming 
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partnership with the private sector 

multinational. Notably 

government for good macro-economic management 
suggested that the PSDB would have a reasonable shot at 
regaining the Presidency in 2006. End Comment. 


8. This cable was coordinated with Embassy Brasilia. 
DUDDY 


24800 

does good\" millionaire back from Minnesota) seem bent on 
self-promotion. Others are using the election campaign to 
voice right-wing beliefs from which they feel the HDZ 
government has strayed. The rest are in the business of 
party building - increasing name recognition and mobilizing 
activists for local elections expected in April or May 2005. 


3. With results so predictable (Mesic is consistently polling 
around 50 percent 

with only 15 percent left undecided) 

value may in the end be to show PM lvo Sanader just how small 
the extreme right of Croatian politics is 

continue 

Euro-Atlantic integration. END SUMMARY AND COMMENT. 


WISECRACKS AND WISDOM ) MESIC AS THE CITIZEN PRESIDENT 


4. At age 71 

politician 

compass of the nation. Throughout his five years in office 
he has cultivated his image as the genial and witty \"citizen 
president 

of his predecessor 

a leading opponent to Article 98 and troops to Iraq 

has actually played an extremely positive role in Croatian 
politics since the 1960s. 


5. Mesic was imprisoned for a year for his role in the 
\"Croatian Spring" of 1971 

domination of Yugoslavia. Mesic later served briefly as the 
last president of Yugoslavia and even more briefly as 
CroatiaVs first prime minister. He returned to parliament as 
speaker in early 90s 

HDZ\'s policy promoting the division of Bosnia. Mesic became 
one of TudjmanVs most outspoken critics 

can claim at least some credit for leading Croatia out of the 
international isolation brought on by Tudjman\'s regime. He 
also spearheaded efforts to amend Croatia\'s constitution 
greatly reducing the presidential powers of TudjmanVs day and 
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transforming the country into a parliamentary democracy. He 
has focused on his experience during the campaign 

voters to let him continue to improve the nation. 


CROATIAYS SOCIAL CHAMPION: KOSOR ON THE SOFT ISSUES 


6. Kosor 

family 

was selected as the HDZ candidate only weeks before the 
campaign began and faces a steep uphill battle against Mesic. 
Simply forcing a second round would be a huge success. The 
HDZ 

political machine 

candidate in the campaign. 


7. Kosor\'s radio programs for refugees and other victims 
during the war years in the mid-1990s first endeared her to 
the Croatian public. She then became a parliamentarian and 
later deputy chair of the HDZ. Kosor thrives on social 

issues and has focused her campaign on improving living 
conditions for disadvantaged groups. She has stepped ahead 
of the HDZ on a few issues 

than Sanader\'s puppet 

sending troops to Iraq 

Gotovina flawed 

Druzba-Adria oil pipeline from Russia to the Croatia coast. 
However 

continues to define her. In classic Mesic style 

lately taken to calling his opponent \"Lady Suzanna 

she wept at campaign event (\"suza\" is Croatian for tear). 


SHOUTS FROM THE FRINGES 


8. The marginal voices in the campaign have tended toward the 
extreme 

Ante Gotovina should not surrender to The Hague 

focusing on reasons why Croatia does not need the EU. 
Fortunately 

unlikely to break 10 percent on January 2. 


9. The GoC has opened 155 polling places in 50 countries for 
the Croatian diaspora and Croatians in BiH and SaM 

the rights of citizenship without ever stepping foot in 

Croatia. This will likely give a needed boost to Kosor 

the HDZ dominates in communities outside the country 
probably her only hope in forcing a second round. 

FRANK 
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signed by \"Khalid Ahmed Al-Sudanee 

Islamic Relief Agency (ISRA).\" In his letter 

appears to take issue with the U.S. domestic designation of 
him as a financier of terrorism (by OFAC 

reftel). The letter claims specifically that Mr. al-Sudani 

and his organization never had any contact with Hamas or with 
any other \"jinad organization 

organization have been working in lraq in cooperation with 
U.S. advisors to the Iraqi Ministry of Labor and Social 

Affairs 

whom he claims to have worked. Mr. Al-Sudani also states in 
his letter that he would be available to answer queries from 
the U.S. government 


2. ACTION REQUEST: Post has faxed copies of Mr. Al-SudaniVs 
letter to the Jordan desk officers at the Departments of 

State and Treasury. Post requests guidance on handling the 
letter and requests that any contact with Mr. Al-Sudani be 
coordinated with post. 

HALE 
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supporters. All other print media has caved in to Chavez. 


-- USG should pick carefully the issues on which it confronts 
Chavez. Don\'t respond to him. Challenge him on issues that 
he does not want to discuss. 


-- We should pay attention 

on the corrupt activities of Chavez supporters. These are 
not front burner issues today 

dividends. 


-- Sumate is the most effective opposition NGO in Venezuela 
today 

Chavez. That said 

it. Sumate needs more funding from European sources to 
protect it from accusations of being a US pawn. 


-- The USG should be clear and precise in its criticism of 


Chavez. Internal opposition and regional governments need to 
know that they are not tackling Chavez alone. 
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4. (C) Cisneros believes that regional and international 
containment is the only realistic policy toward Chavez right 
now. He is not optimistic about massive support. He is 
convinced that without clear US leadership 

containment whatsoever. 


- Among the Europeans 

The loss of Aznar was fatal. Zapatero not only will not 
confront Chavez; he is actively courting him and blocking EU 
efforts to challenge Chavez. 


- The UK and Netherlands are the only Europeans willing to 
make an effort to take on Chavez. Italy\'s Berlusconi will 
engage if the issue is brought to him 

Ministry and Embassy in Caracas are adamantly opposed to 
political engagement. 


-- France has a good and tough Ambassador in Caracas 
cannot deliver his government. 


5. (C) The Latin Americans are in full flight: 


— Lula in Brazil is increasingly annoyed and frustrated with 
Chavez. But he will not risk being outflanked from the left 
by actively taking him on. 


-- Cisneros once thought Chiles Ricardo Lagos had the 
stomach to stand up to Chavez 

an early 2005 invitation to Chavez for a state visit. 
Cisneros suspects Lagos is reinforcing his coalitionVs left 
flank in preparation for the 2005 presidential elections. 


-- Colombia\'s Uribe has the biggest problems with Chavez of 


all the Latin Americans 
deal with Chavez to give him some stability on the border 
with Venezuela. 


-- Vicente Fox has backed off confrontation with Chavez 
probably to avoid giving Lopez Obrador a leftist campaign 
issue against the PAN in the next presidential elections. 


-- Chavez has purchased most of the Caribbean micro-states 
as well as the Dominican Republic 


-- The lack of Latin American leadership on Venezuela makes 
the selection of the next OAS Secretary General incredibly 
important. El Salvador\'s Flores is clearly the candidate 

most willing to take a firm line on Chavez. Cisneros was 

also positive on ChileVs Insulza. Cisneros found him to be 
tough and pragmatic. Mexico\'s Derbez would be a disaster; 


Column 3 
once clear of FoxVs oversight and control 
the left. 


6. (C) Cisneros closed by assuring that he would urge senior 
USG officials to re-engage in Latin America. During the 
three-plus years that we had focused on international 

terrorism and the Middle East 

the region. Our relatively passive position gave Hugo Chavez 
operating room. Cisneros thinks the solution for the U.S. 

was partly one of resources (i.e. ) put more money into 

Latin American programs) and partly a question of greater USG 
visibility. 


7. (C) Mr. Cisneros is a man of strong opinions. That said 
when he cites the position or opinion of a Latin American or 
European leader by name 

heard it directly from the leader\'s own mouth. 

Brownfield 
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REF: CARACAS 03928 
Classified By: ACTING POLITICAL COUNSELOR MARK WELLS FOR 1.4 (D) 


1. (C) Venezuelan Governors in Cojedes and Monagas States 
have issued decrees ordering land \"interventions\" and 
charging committees of government and goverment-allied 
officials to review the ownership rights of over three dozen 
ranches and rural properties. The first decree 

Governor Jhonny Yanez Rangel in Cojedes on December 9 
affects a profitable British cattle company and a popular 
wildlife reserve. Another Cojedes decree cordons off land 
for the installation of a used Cuban mill 

sugar industry representative. President Hugo Chavez 
urged local leaders to combat large 
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November 

governments. Eight other governors have backed the 
intervention 

corporation PDVSA have announced policies to support land 
reform. Althugh opposition figures have railed against the 
dcree 

Yanez cited widespread cooperation by ladowners and 
justified the initiative as an attemp to fulfill 

constitutional demands while the Natonal Lands Institute 
legally responsible for lad redistribution 

Although Yanez sad he did not expect to have to expropriate 
land 

\"offer\" land to the government. Other states re likely to 
follow in moves that could encourag future invasions and 
discourage investment. En summary. 


2. (C) On December 9 

Rangel issued a decree ordeing \"interventions\" in all idle 
lands 

territorieswith ownership conflicts and/or V'distribution 
prblems.\" Although the decree failed to define 

\"itervention 

ranches for \"occupation.\" Aother decree provided for the 
establishment of a sugar mill and surrounding sugar cane 
farms on private land. A third decree established a 

high-level technical committee made up of state government 
military 

charged with presenting a report to the governor on each of 
the 25 cases within 90 days. Monagas Governor Jose Gregorio 
Briceno followed Yanez\'s lead on December 27 
\"intervention\" in the cases of 14 specific properties 

according to press. Briceno\'s decree granted a committee 12 
months to resolve property issues. 


3. (U) The decree in Cojedes affects at least two 
significant properties. The technical committee has chosen 
to begin its work on January 8 with the controversial 
intervention of Hato Charcote 

profitable regional cattle ranching subsidiary of the British 
company Vestey. The decree also singled out Hato Pinero 
estate that serves as a ranch 

environmental research center 

destination. Yanez justified the intervention of Hato 
Primero to the press by remarking that V'such an important 
animal reserve cannot be private property. V" 


4. (C) During his December 27 message to military 
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personnel 

the latifundio 

speeches at Fuerte Tiuna (REFTEL) had ordered regional 
leaders to wage in their respective territories. Vice 

President Jose Vicente Rangel also supported the 
intervention 

federal land and agrarian development law. An undetermined 
number of Chavista Governors met on December 22 with their 
legal advisers to analyze the Cojedes initiative 

of them signed an accord supporting the decree. An 


opposition internet columnist mused that the other 
pro-government governors refused to sign because they lacked 
the funds to support peasant cooperatives. At least one 
Chavista governor publicly warned of potential problems; 
Portuguesa Governor Antonia Munoz said the Cojedes initiative 
could instigate more land invasions and owner-peasant 
standoffs. 


5. (C) Other government agencies have towed the line 
on land reform. Tax collection agency SENIAT reported on its 


website December 7 that it would impose a new tax on idle or 
underutilized land. According to December 29 press reports 
state oil corporation PDVSA executive Rafael Aleman promised 
PDVSA financial backing to guarantee agricultural 
self-sufficiency in Cojedes. 


6. (U) Many opposition press outlets have reported that the 
states lack authority to enforce the federal land law. Pedro 
Pablo Alcantara 

deputy who chairs heads the agriculture and ranching 
subcommittee 

and called his decree an \"absurdity.\" According to a 
December 21 press report 

private sector organization FEDECAMARAS 

of the decree and noted that her organization worried the 
Cojedes plan would encourage land invasions and discourage 
investment. 


7. (C) Ranchers thus far have tempered their remarks. 
Venezuelan rancher association (FEDENAGA) president Jose Luis 
Betancourt 

government had seemed more disposed to resolve problems by 
approaching ranchers directly 

fulfilled a commitment to draft another decree providing for 
negotiations with the private sector 

19 press reports. Nonetheless 

jurisdiction to administer territory and said FEDENAGA would 
comply with a reorganization of land if the government 
proceeded legally. Alberto Cudemus 
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producer association FEPORCINA and one of the business 
leaders closest to the GOV 

that the administration has to make noise on the land reform 
issue 

committees typically accomplish little. 


8. (C) Faced with such criticism 

making his decree sound more moderate. During his December 
27 press conference 

calls from President Chavez--asserted he was only carrying 

out the precepts of the constitution. (Note: the Venezuelan 
constitution requires the government to promote national 
agricultural self-sufficiency 

tenure. It also provides for government reclamation of 
\"latifundios.\") Arguing that the intervention will clear up 

doubts about land ownership 

Vis not foreseen.\" Yanez predicted that over 90 percent of 

the landowners--many of whom had already offered to surrender 
territory--would reach agreements with the state over land 
tenure. In response to criticism from the British Embassy 

he spun the decree as an effort to address British requests 

for the state to deal with peasant land invasions on Vestey 


property. 


9. (C) Governor Bricenovs plan included provisions to 
preempt criticism. Briceno attached to his decree a 
moratorium on land invasions in \"intervened\" land. Monagas 
State will also have a committee for negotiation and 
conciliation 

arise during the implementation of the decree. 


10. (U) The federal bureaucracy legally charged with 
implementing the land reform law 


Institute (INTI) 

interventions. Yanez has faulted INTI 

intelligence chief Eliecer Otaiza 

constitutional drive for land reform. In October 

announced a freeze on the handover of land titles while the 
agency underwent a restructuring. INTI has also come under 
fire from both the opposition and the government for the 
amount of uncultivated government land that remains 
undistributed. According to the Ministry of Agriculture and 
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Land 

hectares 

defined as having over 5 


11. (C) The president of a sugar refinery in neighboring 
Portuguesa state suggested to poloff that a sweetheart deal 
with Cuba was behind the GOV Vs drive to produce sugar while 
world prices remain low. According to the executive 
purchased the mill second-hand from Cuba 

forced to close 60 mills in the past two years. He said he 
could not imagine why erecting the complex would cost the USD 
250 million outlined in the federal budget 

the mill was already at port in Puerto Cabello. National 
Assembly deputy Salomon Centeno (AD) 

was named in the decree 

in the state studying the feasibility of erecting the mill 

there over the past few years. 


12. (C) The plan has run the typical course of 
Chavista initiatives; that is 
plea for better understanding coupled with a slight 
rhetorical retreat 
changes in the near term--sets a precedent for greater state 
control over the private sector. All parties may indeed 
\"agree\" in 90 percent of the cases 
no guarantee that current cooperation exempts them from 
future arm-twisting to cough up territory. Because the 
micromanaging Chavez is encouraging the V'interventions 
other governors likely will follow by ordering property 
redistribution in their own states. 


13. (C) Fears that the initiative will incite new 
invasions and discourage investment are justified. Land 
reform of a sort has long been part of the Chavez 
governments policies 
which the President hands out V'cartas agrarias" to allow land 
occupation have been a recurring part of the countryVs 
political theater. V'Cartas agrarias 
sold or mortgaged and thus do not serve as an adequate basis 
for sustainable rural development. There is every reason to 
think that we will see more legal and rhetorical attacks on 
large landowners as Chavez contrives to V'deepen the 
revolution." 
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to the Ambassador that the Tigers had shown an almost 
unprecedented willingness to cooperate.) In addition 

has invited the LTTE to participate in the all-party 

committee being formed to address reconstruction efforts; no 
reply has been received thus far. The World Bank 
representative noted that Sri Lanka will receive 
approximately USD 100 million in emergency funds from the 
World Bank 

representative reported his organization had approved a 
quick-disbursing loan for Sri Lanka and indicated a 
willingness to resume the Poverty Reduction and Growth 
Facility (PRGF). The Ambassador conveyed his condolences to 
the President on behalf of the U.S. and noted that 
reconstruction efforts provide a significant new opportunity 
for both parties to the conflict to work together for the 

good of all Sri Lankans. He called for both sides to show 
flexibility in meeting the many challenges ahead. 


3. (SBU) Core Group Actions: The Ambassador will host a 
meeting with core group counterparts at the Embassy on 
January 2. Poloff discussed respective bilateral aid efforts 
with Indian counterpart on December 31. DATT and his Indian 
counterpart plan to go together to Sri Lankan Army Joint 
Operations Headquarters to brief on assistance 
offered/provided and to coordinate on a joint and combined 

air operations center to deconflict aircraft. 


4. (SBU) U.S. Actions: DATT 

of the PACOM Disaster Relief Assessment Team (DRAT) and one 
member of the USAID Disaster Assistance Response Team (DART) 
helicoptered over a coastal stretch from Colombo to 

Hambantota to assess damage and needs. This quick assessment 
suggests severe long-term economic consequences for the 

region and 

numbers of dead bodies still litter the grounds 

hundreds of cars 

on their sides. With the exception of a few hotels 

commercial enterprises 

closed. Railway service remains unavailable farther than 30 

or so km south of Colombo 

supplies and making travel to places of work more difficult 
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for hundreds of Sri Lankans. Paddy fields and vegetable 
gardens in the south are completely flooded and littered with 
debris 

the second largest commercial port in Sri Lanka 

serious damage in the tsunami and appears able to service 
only small fishing vessels. 


5. (SBU) We understand there is still some discussion as to 
which JTF assets will be deployed in particular countries. 
We eagerly await clarification 

develop a plan to address the reconstruction needs of this 
area will depend on what assets will be available. 


6. (SBU) U.S. Actions (cont.): Members of the USAID 
Disaster Assistance Response Team (DART) are expected back in 
Colombo from assessments in the field late on December 31. 
The first planeload of relief supplies from DOD arrived early 
December 31. An OFDA planeload of supplies is expected on 
January 1. On January 1 the GSL will begin chairing daily 
donor coordination meetings (previously chaired by UN). In 
coordination with bilateral donors 

the GSL 

districts of Matara 

USAID has agreed with the EU to help support proposals to 
provide assistance in Ampara District. These activities are 

in addition to relief already being supplied to the north and 
east by USAID through the Sri Lankan Red Cross. USAID/OTI 
will respond to the emergency by supporting local groups in 
districts in the south 


7. (U) Agreement on Status of Forces: Ref B request was 
conveyed to the Ministry of Foreign Affairs on December 31. 
Neither the Ministry of Foreign Affairs nor this Embassy has 

a copy of the 1995 Agreement. Department is requested to fax 
Embassy a copy of the Agreement at 94-11-243-7237. 


8. (U) American Citizens: No Americans have been reported 
killed in the Maldives. Two Americans remain unaccounted 
for. 


9. (SBU) US Efforts: One DART member 
one emboff will travel to Maldives to meet with government 
officials on January 2. 


10. (U) Agreement on Status of Forces: Embassy conveyed 
Ref B request via diplomatic note sent to the Ministry of 
Foreign Affairs on December 31. Poloff spoke by telephone 
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with Foreign Secretary Zakariyya on December 31 to advise him 
of the request. As of COB December 31 

received from the Government of Republic of Maldives. 
LUNSTEAD 
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SultanVs letter to Pres. Khatami (hand-delivered November 21 
by the Sultan\'s special envoy for Iranian affairs 

al-Rowas) 

plans to return the state visit Khatami paid to Oman in early 
October. Bin Alawi 

visiting Iran but no definite dates. Should YBA travel 

said he would like to call on Ayatollah Khamenei in addition 

to the V'usual suspects" (the President 

Majles Speaker) 

Calling on the Ayatollah 

foreign officials 

Supreme Leader was angry at being \"neglected\" by Tehran\'s 
guests. (Note: The Minister recounted having nearly met 
Khamenei during the Iran-Iraq war years when the latter was 
president 

the front lines for YBAVs taste. End note.) YBA has not 
traveled to Iran in over a year. 


4. (C) YBA said Iran is currently preoccupied with its IAEA 
issues and Iraq. He noted the porous borders between Iran 
and Iraq 

that originated in the Iran-Iraq war years and that has 
intensified in the current situation in view of the lucrative 
opportunities. He sees a degree of Iranian involvement in 
Iraqi affairs as unavoidable 

\"backed into a corner. V" In fact 

incapable or afraid of intervening to control the border 
areas completely. YBA sees factions within Iran as split 
between backing al-Sadr or al-Hakim 

aware of the fact that Iraqi Shia are determined to wrest 
dominance in Shia religious affairs away from Qom and restore 
it to Najaf. The Minister is emphatic in noting that Iraqvs 
Shia are in no way \"dominated\" by Iran. 


5. (С) The Ambassador noted DNSA Hadley\'s appreciation of his 
chat with YBA December 5 (ref B) 

further views on how to address the Al Jazeera problem. YBA 
said he understood Qatar had set up a working group to try to 
resolve abuses 

specifically with the Qataris when he travels to Doha January 

8. Acknowledging that Al Jazeera crosses the boundaries 
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between free speech and promoting extremism 

optimistic that Qatar will do something." He was likewise 
hopeful that the positive developments coming out of 

Palestine would give Al Jazeera some good news upon which to 
focus 


6. (C) YBA noted that the Sultan had given USD 1 million to 
Palestine to assist with the election process. He said Oman 
is greatly encouraged by Abbas 

Fayyad for their improved transparency 

day!" compared to the Arafat years. Abbas 

December 18-19 

ability to keep Hamas within acceptable norms of behavior as 
well as to unify PalestineVs disparate security services. 


7. (С) YBAVs concerns over the upcoming Emergency Arab League 
ministerial were reported ref A. He further noted that Iraq 

will dominate discussions primarily because V'there is nothing 
right now! to say about Palestine. While Oman stands firmly 
behind the January 30 lraq election date 

express opposition to any notion of providing Arab forces to 
Iraq. He said Iraq is gradually improving with each passing 
day 

presence on the streets - not more armies. The sooner 
Coalition forces melt into the background 

legitimacy the Iraqi government will enjoy. 


8. (C) Asked about the December 20 GCC Summit and Saudi 
Arabia\'s unhappiness with the USG pursuit of bilateral free 
trade agreements (FTAs) 

Saudi FM Saud al-Faisal\'s speech at the ministerial. YBA is 
nevertheless of the view that Saudi Arabia\'s dispute is more 
with the U.S. than with Bahrain or other potential FTA 
partners. At least in the past 

1990\'s 

was the best way to win attention from Washington. Such is 
Riyadh\'s tactic now 

be positive references in the U.S.-Bahrain FTA to Iran (NFI) 
that may be provoking RiyadhVs ire. Bin Alawi said Saudi 
Arabia nevertheless badly misplayed its hand with the other 
GCC states and has now isolated itself on the FTA issue \"five 
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against one 

pipeline project between Kuwait and Qatar. Riyadh\'s approach 
has backfired so badly 

Qatar are actively considering construction of a new bridge 
simply to bypass the need to enter Saudi territory. An even 
more ambitious project to build a bridge between the UAE and 
Qatar was motivated by the same purpose of cementing trade 
ties among the non-Saudi members of the GCC. The Minister 
observed that Iran\'s stock with the international community 
appears to be in even better shape than Saudi ArabiaVs. 


9. (C) Bin Alawi observed that the Al Saud are restricting 
debate on foreign policy issues to the top family circles 
which only serves to stifle dialogue. YBA had previously 
opined that FM Saud al-Faisal did not agree with RiyadhVs 
stand on reform at the 1155 Forum in early December. He 
recounted having questioned his Saudi colleague on why the 
Saudi National Dialogue effort was not headed by a royal 
family member 

disputes likely to be raised in such dialogues. Despite the 
fact that Oman\'s ruling dynasty has successfully employed 
that tactic for over two centuries 

Vthat doesn\'t work in Saudi Arabia." Bin Alawi observes that 
the Saudi government is now trying to buy off a delay in 
critical reform decisions by distributing more of the current 
oil profit windfall among the unemployed. Not only does that 
tactic merely delay difficult decisions 

the situation since those support payments will be viewed as 
an entitlement by the time oil prices eventually decline. 
BALTIMORE 
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expected Erdogan would raise the issue. However 

both Evirgen and 

with vigor 

expressed talking points. Erdogan even said that Turkey 
\"wants to believe!" the Iranian program is only for peaceful 
uses. Noting that 

even stronger warning than \"doesn\'t believe!" 

whether the Turks had used their own interpreter and whether 
Kharrazi had gotten the nuance. Evirgen said the Turks had 
used KharraziVs interpreter but his (EvirgenVs) Persian was 
still good enough to follow the gist 

was faithful. Indeed 

stiffened and he grew visibly uneasy. 


6. (C) We asked both Evirgen and Meric whether they thought 
the Iranians might construe the TurksV concession that Iran 
has aright to a nuclear program for peaceful purposes as a 
wink and a nod about the rest. Both said that the Turks used 
the right to peaceful uses line first in order to take it 
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away from the Iranians as an arguing point. 


7. (S/NF) We asked Evirgen whether 

Turkey might consider a counter step. Misunderstanding our 
question as asking whether Turkey might consider a 
pre-emptive military response 

few days ago\" 

discussions about options. Noting the appearance of some 
speculative columns in the Turkish press 

whether Turkey might be considering a nuke program of its own 
or in cooperation with any of several nuclear weapons-holding 
countries. Evirgen asserted he has heard of no such 
considerations 

іп 20 years.\" 


8. (C) In response to our question whether Kharrazi raised 
Iran\'s interest in concluding a comprehensive natural gas 
deal 

yield. We have heard separately from leading national 
security analyst Faruk Demir 

Turkish Energy Minister Guler 

to avoid antagonizing the U.S. through a deal with Iran but 
see no sign of a U.S. push for a breakthrough on a Caspian 
natural gas pipeline 

comprehensive energy agreement with Russia when he visits 
Moscow Jan. 11. 


9. (C) Kharrazi also brought up President KhatemiVs interest 

in making an official visit to Turkey. According to Evirgen 

both sides agreed the timing would have to be right. 

However 

Iranians 

in order to be able to make the trip he would first have to 

resolve the barriers Turkish investors (Turkcell for the 

mobile phone network and TAV for management of the new Tehran 
airport) have run into at the hands of more radical elements 

in Iran. 


10. (U) Baghdad minimize considered. 
EDELMAN 
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strike commenced. The Turkish contractors knew the drivers 
well and calculated that they would soon run out of money and 
would be willing to settle for smaller concessions. 


The job is not done... 
4. (SBU) Now that the faucet is turned back on from southern 


Turkey 
Habur gate. Border officials are processing southbound 
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trucks at a record pace and the convoys are being formed and 
dispatched quickly for deliveries in Iraq. The near-term 
problem will be the return trip to Turkey. Processing of 
trucks northbound has been a long-standing problem. Even 
with a three-week strike of SOMO drivers 

trucks waiting to cross the border to Turkey was nearly 3 
on December 29. For most of the strike period 
processing averaged about 1 

the 1 

As noted above 

during the strike. As the wave of recent strikers returns 
from their deliveries 

return to Turkey and pick up another load. This wait not 
only aggravates already-frustrated drivers 

into a large monetary loss for them. Border delays have 
averaged about 7 days (2 days southbound and 5 days 
northbound) 

truckers\' income significantly. While this is not a problem 
for us or SOMO as long as the drivers drive and adequate 
numbers of trucks are able to load at the ports 

increased frustration makes the drivers more prone to job 
action. 


What are the Problems 


5. (U) Customs officials on both sides continue to do an 
adequate job -- under sometimes miserable conditions -- of 
steadily processing truck traffic. Ankara took steps in 2003 

and early 2004 to increase the number of Customs personnel at 
the border and process 24/7. In addition 

U.S. officials responsible for border operations meet weekly 

to resolve operational issues. This process works fairly 

well. 


6. (SBU) U.S. observers at the border report frequent 
problems coordinating the flow of trucks from one side to the 
other. This week 

sending a consistent flow of vehicles across 

Turkish officials are sometimes idle. 

7. (C) Turkish officials have repeatedly complained about 
\"arbitrary\" fees charged by lraqi/Kurdish border officials 

at one point claiming that they were the single biggest 
problem. Turkish officials said the fees average about $300 
per truck. However 

average to be about $125-$150 It is unclear how large of a 
problem this is for the drivers and what portion of these 
fees are legitimate and what portion are bribes. It is also 
not clear whether the drivers are able to recover the cost of 
fees from their employers or if this comes out of their own 
pockets. Probably as important is the degree of uncertainty 
-- drivers do not know what combination of fees they will be 


Column 3 

forced to pay on any trip. Finally 

unique to the border with Turkey 
hyper-sensitivity about Kurdish officials operating 
independently in northern Iraq. 


8. (C) The most serious problem on the Turkish side is the 
secondary inspection conducted by the Turkish Jandarma. The 
GOT remains concerned that the large volume of trucks 
entering Turkey are a dangerous source for smuggling PKK 
Iraqi insurgents or separatist weapons 

logistics into Turkey. Accordingly 

conducts a separate search 

Turkey. This is a makeshift operation 

single-file and at night is done using flashlights 

the entire system to back up. 


Turkey-Iraq Discussions Continue 


9. (U) Iraqi and Turkish officials are meeting this week in 
Ankara to implement a number of measures agreed to 

at the November 30 trilateral trucker security meeting (ref 

b). An MFA official confirmed Turkey\'s interest in convening 
soon the next trilateral meeting. 


10. (C) Comment: The Turkish truckers\' strike underscored 
the complex array of issues involved with supplying fuel and 
other sustainment supplies from Turkey to Iraq. In the face 
of strong domestic criticism 

committed to this operation 

efforts to work with Iraq on achievable steps to improve the 
situation. From our vantage point 

problems are the Kurdish fees and the Jandarma inspections. 
We will work on the inspections issue with GOT officials. We 
defer to Embassy Baghdad on the Kurdish fees issue 

word on when Iraqi officials plan to have the next trilateral 
meeting on trucker security. End Comment. 


11.(U) Baghdad minimize considered. 
EDELMAN 
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participated in each day of the 4-day workshop. Both are 
English teachers from the U.S. in town on personal business 
loosely affiliated with the Embassy. 


4. (U). Post found the workshop to be an effective way to 
promote both English learning and American involvement in the 
community 
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RAGSDALE 
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in Arab societies (he hates the word \"reform\") 

down on Riyadh for what he sees as the Al Saud\'s blindness 
toward the need to foster change. The Minister is critical 

of the Al Jazeera satellite network based in Qatar 

hopeful Doha will take steps to rein in the channel. He will 
discuss the matter with the Qataris when he travels there 
January 8. 


Palestinian interim leader Mahmoud Abbas paid a recent visit 
to Muscat 

Palestinian security services and to hold to a much higher 
standard of honesty and transparency than Arafat's regime. 
While no more fond of Sharon than he was of Arafat 

has some optimism for progress in Middle East peace for the 
first time since 2001. He recently received a mid-level 

Israeli MFA official for a quiet bilateral 

Oman contributed USD 1 million to support Palestinian 
elections. Oman has also maintained a certain degree of 
interest in both the Sudanese peace talks and the Darfur 
crisis 

relief efforts. 

BALTIMORE 
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Embassy\'s security posture following the local holiday 
weekend. The meeting opened with a discussion of the local 
and regional security situations; the EAC continued to 
characterize the former as stable. Likewise 

no new threat reporting specific to Oman. Members cited no 
security incidents among their staffs or family members over 
the weekend 

incidents or security-related queries from the private 
American citizen community. 


3. (SBU) In furtherance of the EACVs previous discussions 
on lessons learned from the December 6 terrorist attack on 
U.S. Consulate General Jeddah 
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led a detailed discussion on 

actions already taken in response to previous reporting of 

the attack (reftel C) 

learned as part of their ongoing review of avenues to enhance 
and sustain the Embassy\'s security posture. 


4. (SBU) RSO reiterated that members of the EAC must 
continue reinforcing to both their staffs and family members 
the need for vigilance regarding all aspects of personal 
security 

remain unpredictable. Likewise 

importance of immediately reporting suspicious activity or 
security-related incidents -- especially those involving 
suspected surveillance -- to Post One. 


5. (C) Prior to concluding the meeting 

the trench barrier systems which run along the sides of the 
Chancery compound 

diplomatic lots 

barriers were also repositioned to limit unauthorized access 

to the Chancery compound\'s employee parking lot and vehicle 
entrance. 


6. (S/NF) The EAC concluded that there have been no 
substantive changes in previously reported assessments of the 
local security environment since the last meeting held on 
December 29 (reftel A) 

already heightened security posture remain appropriate. 
Nonetheless 

monitor both the regional and local security and threat 
environments 

countermeasures should changes to either occur. AMB 
RSO 

(USCENTAF) participated in the meeting 

a meeting of the Visas Viper Committee. 

BALTIMORE 
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Port of Dorale in the summer of 2005. The Minister said he 
saw the Round Table as a way to help the country modernize 
Djibouti\'s few exportable industries 

The Minister said the government would solicit projects 
during the Round Table 

the conference\'s target. 


4. (U) Oudine asked for the Ambassador\'s support of his 
request to have USAID facilitate the Round Table. He said he 
already discussed this possibility with a USAID 

representative in Geneva at a recent conference in that city 
0/a November 28. The other possible facilitators would be the 
French Cooperation Office in Djibouti and The United Nations 
Development Program (UNDP) 

it already is a partner in the Round Table project. The 
Minister said that 

Cooperation 

support of the Round Table: The International Monetary Fund 
the World Bank 

and another UN group. 


5. (U) The Ambassador told the Minister the Round Table 
project seemed very broad 

number of experts together might be difficult in a short 
amount of time. She added that she would like to be 
supportive of the project as it touches a principal area on 
which she plans to focus in the coming year: \"the economic 
prosperity and development of Djibouti." She agreed to 
discuss the project with USAID country director Janet 
Schulman when she returns to post next week and requested 
more information from the Minister 


RAGSDALE 
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Djibouti to focus on the necessary infrastructure 
improvements as both presidential and regional elections are 
slated to take place in the spring of 2005. Post notes the 
decision despite backroom politicking by Djibouti to host the 
summit before Rwanda (reftel B). Oudine added that the 
inability to show off the Dorale port and the Djibouti Free 
Zone 

summer 


3. (U) The Minister highlighted the popularity of the new 

Dorale port in other COMESA countries. At a recent conference 
in Kampala 

using the Free Zone for imports and exports. Oudine did not 
specify the businesses 

use Uganda airways as the transport link for cargo between 
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Uganda and Djibouti. He said this is an attractive option 
because companies currently using the Port of Mombassa for 
imports and exports lose about 20 percent of their product 
annually due to graft and damage. 


4. Minimize considered for Bujumbura and Khartoum. 
RAGSDALE 
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indicators in all categories except the corruption indicator. 
This year\'s Transparency International Report 

dropped YemenWs scores on corruption to reflect what many 
officials tell us privately is a more accurate score. 

Yemen\'s score in the Rule of Law category also falls below 
the 25 percent margin 

execution of justice. 


3. (SBU) Deputy Prime Minister and Minister of Planning Ahmed 
Sofan 

delegation that his Ministry plans to use the MCC process as 

a springboard for wider reforms. MOPIC formed a technical 
committee to handle threshold and MCC 

representation from the ministries and civil society. Jalal 
Yaqoub 

committee. Yaqoub has shared his concerns with Emboffs that 
the committee is unwieldy 

The technical committee reports to a ministerial committee 

for implementation 

During a meeting with MCC officials 

committee complained that the Threshold process does not give 
them enough time to deal with the sweeping reforms called 

for. Comment: On the other hand 

cross-ministerial buy-in to the MCC concept and tackling much 
needed reform issues. End comment. 


4. (SBU) MCC representatives told ROYG officials that to 
qualify for threshold funding 

immediate action on some important steps 

implementation of existing laws 

cost-free) demonstration of ROYG commitment. There is $5-10 
million in threshold funding Yemen may draw on to aid its 
efforts to achieve MCC status 

will not be granted unless Yemen\'s proposal makes the grade. 
(Note: The Mission must first sign off on threshold proposal 
and staff have made very clear that Post will not forward to 
Washington a proposal that does not seriously address 
shortcomings in corruption and rule of law. End Note). 
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5. (SBU) In several discussions with Deputy Prime Minister 
Ahmed Sofan 

the corruption and rule of law indicators to YemenVs success. 
Sofan agreed that these were crosscutting issues 

he understood that dealing with corruption was the key to 
eliminating many of the obstacles to reform. Mindful of the 
difficulties he will have in taking on such a deeply routed 
issue as corruption in Yemen 

discussions to include general poverty 

climate 

he characterized as a renewed role of aid in U.S. foreign 
policy 

Yemen make reform difficult 


6. (SBU) One MOPIC official confided on the margins of the 
meetings that the ROYG may start with smaller anti-corruption 
measures. In their view 

abuse would create more problems than it would solve. 
Instead 

its proposal 

fostering more press freedom on the issue of corruption with 
the aim of gaining popular support for a \"culture of honesty". 


Ministers of Justice and Human Rights 
Explain YemenVs Constraints 


7. (SBU) Minister of Justice Adnan Al-Jafri described his 
five-year plan for judicial reform 

support for commercial courts 

faster trials. Claiming to have the full support of President 
Saleh in his efforts 

needed judicial reforms. Minister of Human Rights Amat 
al-Soswa emphasized the importance of MCC\'s V'girlsV 
education" indicator as the basis for political participation 
and the advancement of human rights in society. According to 
Yagoub 

significant part of Yemen\'s Threshold proposal. 


8. (SBU) Comment. The visiting delegation clearly 
communicated to the relevant ROYG officials what MCC expects 
from Yemen\'s proposal for threshold funding 

impressed that MOPIC has chosen to utilize MCC as an vehicle 
for reform 

parties agree that MCC indicators reflect the most important 
challenges in Yemen 

ultimately on progress in these areas. Sofan 

subordinates 

a way to encourage the ROYG to make what they characterize as 
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long-over due reforms. MCC is providing the venue to discuss 
these issues and address critical shortcomings in the areas 

of governance and corruption. The content of Yemen\'s 
Threshold funding proposal 

volumes as to whether the ROYG can meet the pace and achieve 
the focus necessary in the short run 

sustain this momentum in the long run. End comment. 

KHOURY 


24822 
harder for Islamists to criticize him as irreligious. End 
summary. 


6. (U) Minimize considered. 
NEGROPONTE 
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worries about Kurdish independence. Zibari stressed that 
the Turks ultimately understand that independence is not on 
the agenda of the Iraqi KurdsY leadership. Occasional 
developments do \"agitate\" the Turks 

on Kurdish independence. Zibari also acknowledged Turkish 
concerns about Kirkuk. Keeping the current provincial 
council would help allay those Turkish worries as there are 
Turkmen sitting on the council 

Turks. 


8. (C) Zibari asserted that the PKK is largely shutdown and 
that the Turkish-Iraq border has been quiet in recent 
years. He acknowledged that there have been some incidents 
but he said the Turks should not exaggerate their 
importance. He added that the Turkish Government has 
intelligence operatives and Special Forces in northern Iraq 
and understands the reality on the ground. Zibari stated 
that the Interim Iraqi Government policy is clear; Iraq 

will not harbor any terror group on its soil. Zibari said 

an interagency Iraqi team will go to Ankara in January to 
discuss the PKK. That said 

must understand that the Iraqi GovernmentVs biggest 
priority now is not the PKK. 


9. (C) Zibari 

Barzani 

January elections because of Kurdish dissatisfaction with 
the situation in Kirkuk. Kurds should not let themselves 
be seen as obstacle 
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would hurt the credibility of the elections and hurt the 
Kurds\' friends in the U.S. The suggestion put forward of 
keeping a provincial council along the lines of the current 
council is not a permanent solution 

off past elections. Zibari concluded that the January 
elections may be messy at times 

Deputy Secretary agreed 

started down a path. Too many Iraqi lives have been 
sacrificed to change that path now. The U.S. 

reiterated to Zibari 

elections. 


10. (C) Zibari opined that the ShiVa United Alliance list 

is strong but he doubted that it would gain 60-65 percent 
of the vote as many think. Zibari anticipated there would 
be a strong Kurdish turnout. Looking at the Sunni Arab 
vote 

he anticipated that the voter turnout would not be large 
because of the intimidation campaign. In addition 

the lists had garnered much Sunni Arab enthusiasm. The 
resulting Sunni Arab apathy would keep many voters home in 
the face of the risk associated with voting. Zibari said 
that 

Iraqis would vote in big numbers. It would be useful to 
have international monitors in Iraq to see how open the 
process is and how good the turnout will be. 


11. (U) Minimize considered. 


NEGROPONTE 
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Despite problems with corruption and the fact that 
Vietnamese textile/apparel exports to the United States will 
remain under quota in 2005 

sourcing textiles and apparel in Vietnam in the short run. 
End Summary. 


3. (SBU) Since September 

been arrested in association with the quota textile 

corruption scandal (see reftels) 

former Vice Minister of Trade 

officials. Vice Minister Dau was arrested on November 18 on 
charges of \"abuse of power." (Note: The Vice Minister has 
not worked on textile quotas since his sonVs arrest on 
September 30. End Note.) The GVNNs investigation into the 
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case is ongoing and trial dates have not been set. Under 
Vietnamese criminal law 

offenses\" can be held for up to three months 

possibility of up to seven additional months of detainment 
before trial. 


4. (SBU) The corruption case initially delayed the 

allocation of the first tranche of textile/apparel quota for 

2005. Allocation was supposed to take place in early 
September 

October. The GVN plans to allocate the final tranche by the 
end of January. For 2005 quota 

amount of quota allocated based on the \"past performance\" of 
factories from 75 percent to 80 percent. U.S. buyers had 
lobbied unsuccessfully for allocation based entirely on past 
performance. MOT maintains it needs to reserve some quota 
for development purposes. The remaining 20 percent of quota 
is allocated to: factories that use local materials (three 
percent) 

States (three percent) 

enterprises invested in weaving and dying mills (four 

percent) 

companies (seven percent). (Note: This final category is 

for factories which supply U.S. buyers that purchase more 
than USD 20 million in textiles/apparel from Vietnam 

annually. End Note.) 


5. (SBU) For U.S. textile/apparel buyers 

scandal has both positively and negatively impacted their 
operations in Vietnam. Sine September 

to increase the transparency of the quota allocation 

process. MOT began putting a great deal of information 
related to allocation directly onto its website 

the industry to get a clear picture of each factory\'s 

capacity 

quota allocated. MOT also set up a question and answer page 
on its website to provide answers to questions from the 
industry. One U.S. buyer resident in HCMC told Ambassador 
December 11 that allocation of 2005 quota has been the V'most 
transparent allocation to date" in Vietnam. 


6. (U) In October 

allocation. The first provided information on the remaining 
2004 quota and how MOT would carry out supplemental 
allocations. The second notice detailed the procedures for 
allocation of 2005 quota 

allocated quota in the first tranche 

companies to deliver quota-related documents to MOT by 
courier rather than in person. The second notice also 
identified local companies that were suspected of 
transshipping textiles/apparel or had been close based on 
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the August 2004 visit of a U.S. Customs Textile Production 
Verification Team (TVPT) visit to Vietnam. 


7. (SBU) On the other hand 

created difficulties for U.S. buyers. In an effort to 

minimize opportunities for corruption 

issued strict new regulations governing contact between 
businesses and MOT officials. This has limited 

opportunities for U.S. industry representatives to meet with 
MOT officials in the last several months. (Note: since 
conclusion of the bilateral textile agreement in early 2003 
representatives of the Amcham Textile Subcommittee have met 
regularly with MOT officials to discuss issues related to 

textile allocation. These meetings often resulted n 

positive modifications to the allocation process. End 

Note.) Additionally 

(both 2004 and 2005) between factories 

allocation systems flexibility and making it more difficult 

for buyers to source goods. According to the HCMC Amcham 
Textile Subcommittee 

contributed to low fill rates in several key categories. 


8. (SBU) The allocation problems and the fact that Vietnam 
will remain subject to textile quotas for export to the U.S. 
market in 2005 has apparently not impacted U.S. buyers 
commitment to Vietnam as yet. U.S. companies continue to 
view sourcing in Vietnam as a strong alternative or balance 
to sourcing in China. One buyer (whose company exported 
about USD 150 million worth of garments and apparel in 2004) 
told the Ambassador that her company sources more than 
twenty percent of its production in Vietnam and plans to 
expand its business in 2005. She noted that costs of 
production of textiles/apparel in Vietnam rival China and 
Vietnamese workers generally produce a higher quality 
product. She also said that uncertainties about the use of 
safeguards against China in 2005 are creating an added 
incentive for U.S. buyers to stick with Vietnam 

the short run. Another U.S. buyer (whose company exported 
about USD 50 million in textiles/apparel from Vietnam in 
2004) told Econoff his company is in Vietnam V'for the long 
haul" even if VietnamVs target of accession to the WTO in 
2005 slips. 


BOARDMAN. 
24825 


24826 
SHUI-BIAN\'S NEW YEARVS ADDRESS 


Summary: January 2 
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News!" carried straight news coverage of President Chen 
Shui-bian s New Year's address 

for the establishment of a Committee for Cross-Strait 
Peace and Development. Full-text translation of the 
editorial follows. 


\"Chen Says іп the New YearYs Address: Form a Committee 
for Cross-Strait Peace and Development. [Chen Vows to] 
Push for an Interactive Framework for Peace 

Beijing Not to Neglect Taiwan PeopleVs Determination to 
Defend the Republic of China!" 


Journalist Liu Pao-chieh said in the conservative 
unification V'United Daily News" (1/2): 


VPresident Chen Shui-bian said Saturday in his New 
Yearvs address that [Taiwan] will adopt an unhurried 
attitude of being 'steady and progressing 

not hasty\' to steadily form a ‘Committee for Cross- 
Strait Peace and Development 

internal consensus 

establish an interactive framework for cross-Strait 
peace and stability. 


\"President Chen Saturday delivered his New Year\'s 
greetings entitled "Open a Stable New Era of 

Negotiations and Dialogue. He urged Beijing not to 
neglect the firm resolution of the Taiwan people to 

defend the sovereignty 

Republic of China. The long-term development of peace 
across the Taiwan Strait should be a common hope shared 
by both sides of the Taiwan Strait and is in accordance 
with the expectations of the international community. 


VPresident Chen said in the future 

continuously stick to the policy route of "standing on 

a firm position and moving forward in a pragmatic 
manner! to deal with cross-Strait relations. He will 
insist on "keeping the ambition 

with the sequence even when facing China\'s unilateral 
and radical behaviors 


VPresident Chen pointed out that in the past four 
years 

times and has actively sought [to form] a new basis for 
both sides of the Taiwan Strait to resume negotiations 
and dialogue. Even in his inaugural speech delivered 
May 20 

with the high-ranking national security officials 
November 10 

sincerity and good will gestures to push for the 
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normalization of cross-Strait relations. However 

said 

abandon military threats 

oppresses Taiwan using all means it can and speaks 
viciously toward Taiwan. 


VPresident Chen said China unilaterally attempted to 
play the role as an arbitrator and punisher regarding 
cross-Strait issues and to make up a so-called “еда! 
basis for its use of force against Taiwan. Such moves 
will not only unilaterally change the peaceful status 

quo in the Taiwan Strait but will also impose the 
biggest threat to regional stability and world peace. 


\"In his speech 

to several international allies 

States and Japan 

Taiwan people and concern for peace in the Taiwan 
Strait. Chen said the friendships that Taiwan has 
established in the international community are based on 
not only alliance of the values of freedom 

and human rights 

relationships and mutual understanding. 


VPresident Chen pointed out that under strong pressure 
from China 

extreme difficulties. Some tasks can be done but are 
better kept quiet 

endure humiliation and bear the heavy load. Other 
people can surely make criticisms and comments [about 
Taiwan] 

Taiwan\'s relationships with other allies using 
groundless speculations.\" 
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Washington-based journalist James Wang said in the pro- 
independence 
(12/31/04): 


V. When the US cooked up its "one China\' policy 
imposed its opinion on the Taiwanese people. Taiwan 
has become a more democratic country since the 
localized Democratic Progressive Party (DPP) came to 
power. Faced with the ‘one China\' principle 
endangering the interests of the country 

longer tolerate it. . 


\"Political friction between Taiwan and the US may occur 
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if the "one China principle is challenged. To Taiwan 

the dispute with the US will incur some "warnings 

which are not fatal. If we do not stand firm on 

challenging the "one China\' policy 

another Hong Kong. The US should understand that while 
it may not have to recognize Taiwan as a country 

cannot force Taiwan to negate itself as a country. 


VThe KMT 

has overstepped the red line drawn by the US. It is an 
overstatement to say [Deputy Secretary of State 

Richard] Armitage was warning Taiwan when he said the 
US is not required to defend Taiwan under the TRA. 


VFirst 

and to uphold the sovereignty of Taiwan 

totally ignored the interests of the US and the 
security and stability of the region. Otherwise he 
would not have put forward the ‘four noesY pledge 
earlier this year. Second 

to be unaware of the fact that the right to declare an 
act of war resides with the US Congress and that there 
is no requirement in the TRA that forces the US to 
defend Taiwan. Third 

will come to TaiwanVs defense if China attacks. 
However 

to presume that the US will be present if China tries 
to take Taiwan by force. . 


VArmitageVs remarks were perfectly clear. The USV 
strategy is to ‘deter 

to warn China not to utilize military force as the 

first step to ‘defend Taiwan.V To deter 

not amount to declaring war. In 1996 

missiles toward Taiwan as part of military maneuvers 
and the US deployed two aircraft carriers to nearby 
seas.. 


V'To study the meaning of the TRA 

past examples of similar situations. Armitage brought 
discussions up to the constitutional level when 

touching on the right to declare a war. The fact is 

that he would not and could not answer such a question. 
He would rather choose an ordinary constitutional 
procedure to explain how a war would be declared. 
Considering a remark like this is to be a "warning\' to 
Taiwan is sheer overreaction.\" 


B) \"Chen\'s Pledges Must Gol" 


The pro-independence 
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editorialized (1/3/05): 


\". In this sense we cannot but be disappointed - once 
again- with President Chen Shui-bian s New Year\'s 
address. All we had was a rather empty warning to 
China "not to underestimate the will of the Taiwanese 
people." Since China believes that the Taiwanese 
people have no will and can be intimidated into voting 
for the pan-blues by Beijing\'s saber-rattling 

might as well not have bothered. Once again Chen spoke 
about Taiwan\'s "olive branches. What he might have 
pointed out is that these olive branches have simply 
been used as switches for giving Taiwan a good 
whipping. 


VWhen are Chen and those around him ever going to 
realize that appeasement does not lead to security? 
When are they going to learn the lessons of Munich 
which is that aggressive governments with plans for 
territorial expansion have to be challenged? Enough of 
Taiwan playing Mr. Nice Guy. It has got to the stage 
where the country is being endangered by the lack of a 
resolute strategy. Of course 

to annoy people in Beijing and Beijing\'s clients in the 
State Department in Washington 

helped. China\'s latest move is too serious to be taken 
with the Panglossian stoicism that has characterized 
the last four years. . 


\"Taiwan has been intimidated by such nonsense for long 
enough. For too long 

the dubious concerns and often contemptible motives of 
others. It must now look after its own interests. The 
speech in which Chen made his pledges was called 
"Taiwan Stands ир. Well it certainly didn\'t then. It 

is about time it did. V 
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5.(SBU) Another local contact 

oils manufacturer whose brands sold well in Syrian before the 
Syrian introduction of tariffs to protect its nascent domestic 
edible oils industry 

his brands to compete more successfully in the Syrian market. 
He also hopes to be able to ship his products to Middle Eastern 
markets at lower cost via Syria under the new trade regime. 


Non-trade benefits for a SE Turkey city? 
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6.(SBU) Reportedly 

consulate in southern Turkey was finalized during PM Edogan\'s 
visit 

undisclosed time in 2005. 


7.(SBU) Some local business contacts passed on that several SE 
Turkish trade delegation members also remarked wryly upon return 
from Damascus and Aleppo that the Gaziantep trade delegation 
also had used its time during the Syrian visit to persuade 

Erdogan to raise income thresholds for participation in Turkey\'s 
domestic regional industrial incentive program to include 
Gaziantep. 


8.(SBU) Baghdad minimize considered. 
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prevent the plans implementation. De Borja acknowledged 
that many Filipino female \"entertainers\" in Japan ended up as 
trafficking victims. Despite concerns about reduced 
employment opportunities for Filipinos in Japan 

expressed confidence that the GRP would find a workable 
solution that would prevent trafficking 

legitimate Filipino performers to continue working in Japan. 
Ricciardone 
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the immigrant community continue to be used to move money in 
and out of Spain. Regulators also suspect the presence of 
\"hawala\" like networks in the Islamic community 

Tax evasion in internal markets and smuggling of goods along 
the coastline continue to be a source of illicit funds in 

Spain. Spanish authorities believe that tax evasion in the 

cell phone and property industries are the most serious 
problems. The smuggling of electronics and tobacco from 
Gibraltar remains an ongoing issue. 

Although little of the money laundered in Spain is believed 

to be used for terrorist financing 

of businesses in the Basque region is moved through the 
financial system and used to finance the Basque terrorist 
group ETA. 

The Spanish government is Spain is aware of all of these the 
problems. Unfortunately the scale of the money laundering 
industry and the sophisticated methods use create a very 
large law enforcement problem. The government makes every 
effort to eliminate financial crime in Spain; however the 
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money is difficult to track. 

There have been no cases of Spanish officials involved in 
money laundering in Spain. 

The Government of Spain (GOS) remains committed to combating 
narcotics trafficking 

continues to work hard to tighten financial controls. The 
criminalization of money laundering was added to the penal 
code in 1988 when laundering the proceeds from narcotics 
trafficking was made a criminal offense. In 1995 the law was 
expanded to cover all serious crimes that required a prison 
sentence greater than three years. All forms of money 
laundering were made financial crimes in amendments to the 
code on November 25 

1 

The penal code can also apply to individuals in financial 
firms if their institutions have been used for financial 

crimes. An amendment to the penal code in 1991 made such 
persons culpable for both fraudulent acts and negligence 
connected with money laundering. 

Businesses and financial service suppliers operating in 
Spain or targeting Spanish markets are subject to a newthe 
law 

Comercio Electronico (LSSICE) 

October 12 

The new law requires businesses to register their domain 
names 

details. Financial sector businesses such as online banks 
must still send written contracts to new customers for 
signature and obtain physical proof of their identity 

order to comply with existing banking regulations. 

Royal Decree 998/2003 of July 5 

of the Ministry of Interior to facilitate more active 

combating of drug trafficking. This law creates an Advisory 
Committee on Observation that will attempt to follow the use 
of technologies by criminal organizations and money 
launderers and take measures to ensure that Spanish law 
enforcement authorities are able to meet the new challenges. 
Specific measures to prevent money laundering were written 
to regulate the legal entities in the financial sector and 
individuals moving large sums of cash 

No. 19/1993) 

that previously applied only to physical persons. The 
regulations for enactment were established by Royal Decree 
925/1995 

financial system. The regulations were amended in 2003 and 
cover money laundering linked to illicit drugs 

and organized crime. The financial sector is required to 
identify customers 

suspicious financial transactions. The money laundering law 
applies to most entities active in the financial system 
including banks 
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companies 

brokerage and securities firms 

exchange outlets 

financial institutions exchanging or transmitting money 
(alternative remittance systems). The 2003 amendments add 
lawyers and notaries as covered entities. Previously 
notaries and lawyers were required to report suspicious 
cases 

System that is under the supervision of appropriate 
regulators. 

Law 19/2003 obligates financial institutions to make monthly 
reports on large transactions. Banks are required to report 
all international transfers greater than 30 

law also requires the declaration and reporting of internal 
transfers of funds greater than 80 

In addition to suspicious transactions 

traveling internationally are required to report the 
importation or exportation of currency greater than 6 

euros. Previously 

12 percent if they uncovered illegal activity 

return the remainder with a Bank of Spain check 

effectively laundered the money. Law 19/2003 increases 
allows the seizure of up to 100 percent if illegal activity 
under financial crimes ordinances can be proven. Spanish 
authorities claim they have seen a drop in cash carriers 
since the laws enactment in July 2003. For cases where the 
money can not be connected to criminal activity 

alsoand has not been declared 

between 25 and 100 percent 

currency being carried. 

The Commission for the Prevention of Money Laundering and 
Financial Crimes (СРВС) coordinates the fight against money 
laundering in Spain. The Secretary of State for Economy 
heads the commission and all of the agencies involved in the 
prevention of money laundering participate. The 
representatives include the National Drug Plan Office 
Ministry of Economy 

Customs 

CNMV (equivalent to the SEC) 

Spain 

Funds. Any member of the Commission may request an 
investigation 

or her attention. 

The CPBC delegates responsibility to two additional 
organizations. The first is a secretariat in the Treasury 
located in the Ministry of Economy. Following investigation 
and a guilty verdict by a court 

carries out penalties. Sanctions can include closure 

account freezes 

19/2003 now allows seizures of assets of third parties in 
criminal transactions 
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amount equivalent to the illegal profit. One weakness that 
remains in financial sanctions is that the joint owner may 
access joint accounts if he or she can show financial need. 
The second organization is the Executive Service of the 
Commission for the Prevention of Money Laundering (SEPBLAC) 
which serves as Spain\'s financial intelligence unit. SEPBLAC 
receives and analyzes suspicious activity reports (SARs) and 
currency transaction reports. SEPBLAC has the primary 
responsibility for any investigation in money laundering 
cases and directly supervises the anti-money laundering 
procedures of banks and financial institutions. 

Incriminating information is turned over to the Federal 
Prosecutors for prosecution. Spanish banks are required by 
law to maintain fiscal information for five years and 
mercantile records for six years. 

The Fund of Seized Goods of Narcotics Traffickers receives 
Seized assets. This agency was established under the 
National Drug Plan. The proceeds from the funds are divided 
with half going to drug treatment programs and half to a 
foundation that supports the officers fighting narcotics 
trafficking. 

Terrorist financing issues are governed by a separate code 
of law and commission 

Terrorist Finance Activities (CVAFT). This commission was 
created under Law 12/2003 on the Prevention and Blocking of 
the Financing of Terrorism. The commission is headed by the 
Ministry of Interior and includes representatives from the 
Fiscalia and Ministries of Justice and Economy. Currently 
only the head of CVAFT can request information in terrorist 
financing cases 

commission head to begin an investigation. 

Crimes of terrorism are defined in Article 571 of the Penal 
Code 

Sanctions range from ten to thirty years\' imprisonment with 
longer terms if the terrorist actions were directed against 
government officials. The Spanish are more active in 
freezing terrorist accounts 

accounts. Their ability to freeze accounts in the most 

recent law is more aggressive than that of most of their 
European counterparts. Though many laws are transposed from 
EU directives 

However 

been written 

this law will allow administrative freezing of suspect 

assets without a judgeVs order. 

All legal charities are placed on a register maintained by 

the Ministry of Justice. Responsibility for policing 

registered charities lies with the Ministry of Public 
Administration. If the charity fails to comply with the 
requirements 

levied. 
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Spain is a member of the FATF 

terrorist finance working group. Spain is a participating 

and cooperating nation to the South American Financial 
Action Task Force (GAFISUD) 

supporting nation to the Caribbean Financial Action Task 
Force (CFATF). Spain is a major provider of counterterrorism 
assistance. The GOS ratified the UN Convention against 
Transnational Organized Crime on March 2 

International Convention for the Suppression of the 
Financing of Terrorism on April 9 

party to the 1988 UN Drug Convention. SEPBLAC is a member of 
the Egmont Group. 

The GOS has signed criminal mutual legal assistance 
agreements with Argentina 

Dominican Republic 

States. SpainYs Mutual Legal Assistance Treaty with the 
United States has been in effect since 1993. Spain also has 
entered into bilateral agreements for cooperation and 
information exchange on money laundering issues with 
Bolivia 

Mexico 

Uruguay 

with Europol 

terrorist groups. In 2003 

cooperated with the GOS in an investigation that resulted in 
the seizure of over $10 million in cash 

and real estate. 

U.S. law enforcement agencies reported excellent cooperation 
with their Spanish counterparts in 2004. U.S. customs works 
closely with Spanish customs 

national police corps and the Civil Guard. The Drug 
Enforcement Administration works closely with SEPBLAC 
national police and the Civil Guard. These organizations 
regularly share information. Official documents however 

will only be transferred if requested by a court. 

Seizures of assets involving more than one country and the 
division of the assets depend on the relationship with the 
third country. EU working groups will determine how to 
divide the proceeds for member countries. Outside of the EU 
bilateral commissions are formed with countries that are 
members of FATF 

deal with the division of seized assets. With other 

countries 

The U.S.-Spain MLAT provides for sharing of seized assets 
but the request must be made to the Spanish court hearing 
the case 

MANZANARES 
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ON SPENDING MONEY ON HUMANITARIAN AID INSTEAD OF WARS 


. VAL 
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ITTIHAD\" NOTED THAT SIGNING THE PEACE AGREEMENT WILL USHER IN; 
NEW ERA OF PEACE AND PROSPERITY FOR SUDAN. AN EDITORIAL IN VAL 
BAYAN'' NOTED THAT THE ISRAELI ATTACK AGAINST THE PALESTINIAN 
PEOPLE ON THE FIRST DAY OF THE YEAR WAS AN INDICATOR OF THE 
DIRECTION ITS POLICY WOULD HEAD IN 2005. END SUMMARY. 


2. NOTING THAT THE SOUTH ASIAN CATASTROPHE SHOULD LEAD THE W( 
TO SPEND MONEY ON HUMANITARIAN AID RATHER THAN WARS 
EDITORIALIZED 01/03: (ARABIC DAILY 

CIRCULATION 85 


V. IT IS TIME FOR THE MONEY SPENT ON WARS AND CONSEQUENCES OF 
WARS TO BE SPENT IN AN AREA THAT IS MORE HUMANE; ESPECIALLY SIN 
NO ONE IS SAFE FROM THE SOUTH EAST ASIA CRISIS. THE U.S. IN 
PARTICULAR 

TO RECONCILE THEIR POLICIES WITH THE NEEDS OF HUMANITY IN ORDEF 
TO PREVENT THIS TYPE OF NATURAL OR MAN-MADE DESTRUCTION. 
RECONCILIATION WITH HUMANITY IS MORE IMPORTANT THAT BEING ITS 
ENEMY BECAUSE IT WILL LEAD TO PROTECTING THE UNIVERSE FROM MC 
DISASTERS. WILL THE BIG GUYS DO THAT?" 


3. UNDER THE HEADLINE Y'A NEW ERA IN SUDAN 
EDITORIALIZED 01/02: (ARABIC DAILY 
OFFICIAL 


VAFTER SIGNING THE PEACE AGREEMENT CEASE FIRE IN NEEFASHA 

IS NOW TAKING ITS FIRST STEP INTO A NEW ERA WITH ALL OF THE 
PROMISE THAT THIS PHASE WILL HOLD FOR THE SUDANESE PEOPLE АЕТІ 
DECADES OF PAIN 


4. COMMENTING ON ISRAELI ACTS THE FIRST DAY OF THE YEAR 
BAYAN\" EDITORIALIZED 01/02: (ARABIC DAILY 
ORIENTED 


V. WHAT THE CRIMINALS OF WAR 

MESSAGE TO THE WHOLE WORLD SIGNALING THEIR POLICY FOR THE NE! 
YEAR. IF THE ISRAELIS HAD GOOD INTENTIONS 

WANTED PEACE 

PALESTINIANS 

THIS WAR CRIME ON THE FIRST DAY OF THE YEAR WITH NO REASON 
EXCEPT TO SEND AN AGGRESSIVE MESSAGE TO THOSE THRIVING FOR 
PEACE.SO ISRAEL ANNOUNCED ITS POLICY FOR THE YEAR 

AFFIRMING THAT ACHIEVING PEACE IS STILL AN ILLUSION." 

SISON 
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REF: 12/31 ZARING-ADAMS TELCON AND EMAIL 


1. (SBU) On December 31 
(MFA) delivered a written demarche 
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Poloff (who provided it soon after to EAP/BCLTV (ref)). The 
document recounts the plan of a Vietnamese American group 
called the Provisional Government of Vietnam (a.k.a the 
Government of Free Vietnam in Exile) 

Chanh 

on January 2 

of a brochure for the convention and a registration form. 

The note points out specifically that 

convention brochure 

the United States V" would be an event speaker. Furthermore 
in the note 

V prevent the convention." 


2. (SBU) Comment: This is the second request we have 
received from the GVN for assistance with Nguyen Huu Chanh 
and the Government of Free Vietnam in Exile. Chanh and his 
group are seen as a serious threat by some in the GVN 

clearly monitored closely. Embassy believes that any 
information we can provide to the GVN on Chanh and his group 
would be well received in Hanoi. End Comment. 


3. Unofficial Embassy translation of December 31 
note: 


//Begin Unofficial Translation// 


The Ministry of Foreign Affairs of the Socialist Republic of 
Vietnam greets the Embassy of the United States of America 
in Hanoi and requests to present the following information: 


According to information we have received 

and a number of hostile elements plan to organize a so- 
called V'National Convention on January 2 

Anaheim Convention Center 

92802 

VLeadership Committee of a group called the V'Provisional 
Government of Free Vietnam 

plans against the country of Vietnam. According to the 
proposed program 

United States will also participate in this "Convention. V" 
(see attached) 


Vietnam has many times presented the case of Nguyen Huu 
Chanh to the Americans. Nguyen Huu Chanh not only has 
undertaken many terrorist activities against the Socialist 
Republic of Vietnam 

international office Interpol for the smuggling of arms and 
terrorism. The issue of Nguyen Huu Chanh and his 
collaborators 

Convention" and to V'establish a Government" on January 2 
2005 


Column 3 

cannot be accepted by Vietnam. This activity not only aims 
at undermining the Government of the Socialist Republic of 
Vietnam -- an autonomous nation 

with the United States -- but also aims to divide the ethnic 
unity that Vietnam is working hard to develop. At the same 
time this activity goes against the direction of growing 
positive relations between Vietnam and the United States. 


Consequently 

appropriate measures to prevent Nguyen Huu Chanh and his 
collaborators from organizing this so called V'National 
Convention" mentioned above as well as other activities of a 
hostile nature against Vietnam 

requests that the United States collaborate with Vietnam to 
arrest Nguyen Huu Chanh and render him to Vietnam for trial. 


On this occasion the Ministry of Foreign Affairs of the 
Socialist Republic of Vietnam presents its sincere 
salutations to the Embassy of the United States. 


Hanoi 
//End Unofficial Translation// 
BOARDMAN 
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actions of others toward a shared purpose. She also 
was impressed by the level of volunteerism in the U.S. 
and found it useful to work with volunteers for three 
hours at the San Diego Food Bank. 


4. Program structure: Ms. Lembe said that 
professional part of the program 

historic and cultural excursions. She cited the visit 
to the Amish community in Ohio 

on its own members to solve local concerns without 
government intervention." 


5. Goals and Impact: Ms. Lembe said that she planned to 
apply some of the fund-raising techniques that she 
learned during the program and to try to recruit more 
volunteers for her organization. On December 17 
hosted a round-table discussion 

the Embassy 

participants attended from Brazzaville-based NGOs. Ms. 
Lembe shared her experiences in the IVLP program and 
led a discussion on NGO fund-raising 

administration. Ms. Lembe noted the importance of 
attracting a variety of funding sources 


Column 3 

providing appropriate financial and program reports. 
She and the other participants reviewed methods for 
obtaining Congolese government funding 

challenges they faced in recruiting volunteers. DCM 
discussed the purposes and requirements of USG-funded 
programs 

Democracy and Human Rights Fund 

for Cultural Preservation 

good application for such funding. The program was 
received very favorably by the participants. 


6. Brazzaville Embassy Office - Sanders. 
MEECE 
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1. (SBU) Embassy received a note December 29 from the 
Ministry of Foreign Affairs requesting U.S. assistance in 
returning the \"fugitive\" Ly Tong 

prison sentence in Thailand (translation of note in para 3). 
(Note: Ly Tong 

Vietnam Air Force 

November 2000 after commandeering a small plane in Thailand 
flying it to Ho Chi Minh City 

leaflets over the city and returning to Thailand. He did 

the same over Havana in January 2000 and had previously 
Served six years in a Vietnamese prison when he parachuted 
into HCMC after a 1992 airborne leaflet drop from a 
commercial airliner. He is currently serving a seven-year 
and four-month jail term in Thailand 

in early 2008. End note.) 


2. (SBU) Comment: In our previous conversations with the 
GVN on this issue 

prison 

Our GVN interlocutors have nonetheless insisted that the USG 
can nonetheless \"take care of things.\" End comment. 


3. (SBU) Begin text of Embassy translation of MFA note: 


Ministry of Foreign Affairs 
Socialist Republic of Vietnam 


No. 622/NG-LS 


The Ministry of Foreign Affairs of the Socialist Republic of 
Vietnam presents its compliments to the U.S. Embassy in 
Vietnam 

LS dated January 15 
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Embassy the following: 


1/ On November 17 

force to take control of an aircraft to intrude into 

Vietnam\'s air space 

this act 

Thailand and those of Vietnam. Therefore 

2003 

seven-year and four-month prison sentence to Ly Tong on the 
charges of controlling an aircraft with force 

aircraft illegally out of ThailandVs territory 

immigration and violating criminal laws. 


2/ Since Ly Tong is a Vietnamese citizen who violated 
Vietnam\'s laws іп Vietnam\'s territory 

held for criminal liability in accordance with Vietnam\'s 
laws. In addition 

Vietnamese side 

messages to a number of Air Force officers of the Vietnam 
Republic (old regime) in Paris 

free 

in the capital of Hanoi. Along with his criminal commitment 
to twice use force to control Thai aircraft (September 1992 
and November 2000) and violate VietnamVs security and 
territory 

terrorist 

close watch. 


3/ Once again 

United States to cooperate with Vietnam and Thailand to 
extradite Ly Tong to Vietnam for trial in accordance with 
Vietnam\'s laws so as to seriously punish him for his serious 
terrorist acts against the Socialist Republic of Vietnam. 


Vietnam would take note of and highly appreciate the U.S. 
cooperation in response to the above request. 


The Ministry of Foreign Affairs avails itself of this 
opportunity to renew the U.S. Embassy in Hanoi the 
assurances of its highest consideration. 

Hanoi 


End text. 


Boardman 
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us! It is us that should bring a lawsuit against the U.S.A that 
dropped cruise missiles on our land. If that missile hit us 
instead of the empty land 

forever. We will decide at the end of this legal proceeding 
whether to bring a lawsuit against the U.S.A or not. V" 


OZGUR GUNDEM / EVRENSEL: Ten years ago 

Human Rights Commission of the Turkish Assembly to an 
application of one of the relatives of seven people that 
disappeared in Mirik in the province of Tunceli was that seven 
villagers might have been brought away by the illegal 
organization (note: official reference to PKK/Kongra Gel. End 
note.) since the seven people had not been involved in the 
conflicts between eighteen terrorists and the security forces 
during the military operation conducted on September 21-2 
The Human Rights Commission of the Turkish Assembly further 
stated that the district 

lived 

grazing on the empty land. 


CUMHURIYET / OZGUR GUNDEM: ` The Human Rights Association 
demanded that the people accountable for the mass graves in 

Kulp 

found 

Commando Brigade that conducted the operations in the region 
then.(Note. allegedly in 1994. End Note.). It is (allegedly) 

found out that Bolu Commando Brigade is also accountable for the 
killing of 14 people during operations conducted at Zengok and 
Altinova townships in Mus province and the disappearance of 2 

people in Lice 


ECONOMIC DEVELOPMENTS 


1. BOLGE / TURKIYE / EKSPRES / VAKIT / MILLI GAZETE: As 
compared to the figures of the previous year 

Turkey to the Middle East countries are breaking the records and 
the volume of exports has increased by 40.9 percent. Mehmet 
Hadra 

said that it is pleasing that Arab businessmen prefer to import 

from Turkey in the first place. Hadra pointed out that the 

efforts of the Government (of Turkey) played a substantial role 

in establishing the amicable trade relationships with Syria 
especially on the issue of a free trade zone agreement. 


2. EKSPRES / BOLGE: Fethi Coskuntuncel 

Adana Chamber of Commerce claimed that expanding the scope of 
incentive with the introduction of the new Incentive Law would 
negatively affect Adana\'s economy. Whereas the current incentive 
law allowed the granting of subsidy to cities whose per capita 
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income is less than 1500 USD 

cities whose per capita income is 2000 USD. According to 
Coskuntuncel 

behind in the competition with the markets of Hatay 
Kahramanmaras 

eligible for the incentive. 


3.  HURRIYET (CUKUROVA): The businessmen who accompanied 
President Erdogan on his visit to Syria brought back three 
beneficial outcomes for the economy of Gaziantep. The first one 
is the Free Trade Zone Agreement signed by the both countries. 
The second one is that Syria is going to open a Consulate in 
Gaziantep in the first quarter of 2005. Lastly 

be included within the scope of the Incentive Law. 

4.  HURRIYET (CUKUROVA): Sunay Demircan 

Coordinator of the EU Program in Turkey for Promoting 
Non-Governmental Organizations 

Projects: A General Overview and Basic Principles\". The seminar 
provided information to managers of NGOs in Adana on how to 
benefit from the funds that EU makes available for the projects 

of NGOs. 


REID 
24841 


2. (sbu) Frustrated by decades of rejection and a sense of 
having been wronged on the Cyprus issue 

the days leading up to the December 17 decision were prepared 
to reject anything other than a \"fair\" invitation. Istanbul 
Muncipal Housing Construction Director Ismet Yildirim 

claims to be close to the Prime Minister 

that he hoped the offer would be rejected. "What do we need 
the EU for anyway?W he added. Even some secular types who 
have long supported EU membership and opposed the ruling AKP 
admitted that they would fully support PM Erdogan if he felt 
compelled to reject a sub-standard offer. Views here seem to 
have been influenced by the ruling AKPVs tough rhetoric in 

the weeks before December 17. Asked what would constitute a 
\"fair\" invitation 

date for negotiations іп 2005; 2) negotiations for \"full\" 
membership 
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membership; and 3) no preconditions on Cyprus. Cyprus 
particular 

Educated Turks here invariably conceded that Turkey would 
\"eventually\" have to recognize Cyprus if it hoped to join the 
EU as a fellow member 

such recognition as a pre-condition for negotiations. 


Exasperation and Suspicion Make (Some) Room for Euphoria 
Pride 


3. (u) Following the initial euphoric reaction to the 

decision 

Despite some qualifying language in the text of the decision 
and ongoing debate in academic circles 

by and large accepted the December 17 decision as a victory 
for Turkey and the AKP government. Even those who voted 
against AKP in the November 2002 elections admitted that they 
never would have imagined that AKP could deliver on their EU 
promises. Cigdem Nas 

Marmara University 

surprise 

lasted over 40 years and left most Turks with VEU fatigue.\" 
Exasperated by the process 

relieved and proud that Turkey is finally on the verge of 
beginning negotiations. They have suspected for years that 
the EU has been leading them on and raising the bar; many 
believed that this day would never come. Despite the 
decision 

convinced the EU will use Cyprus 

other means to prevent Turkey fom ever joining the EU. 


A Pyrrhic Victory of ou Minds? 


4. (u) Such suspicions continue to fueldebate amongst more 
informed observers over wheter the decision was a victory at 
all. Noting that he was saddened by the inappropriate 
\"carnival\" atmosphere that greeted the decision and deeply 
worried about some of the qualifying language and conditions 
(particularly on Cyprus) 

Has University audience that V'it was a victory of our minds 

but not our hearts." Can Baydaroglu 

Turkey-Europe Foundation 

specifically singling out the onerous new requirements that 

the 31 EU chapters be negotiated sequentially (rather than 
simultaneously) and that the EU Council separately approve 

the closing of each chapter. Although the government has 
promised to restart the Cyprus negotiations 

hopeful that a solution can be found before Turkey is due to 
begin negotiations in October 2005. An NTV journalist summed 
up a widely-shared view when she remarked that \"what little 
leverage there was on the Greek Cypriots was lost when the EU 
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accepted them as a candidate at the 2002 Copenhagen Summit. V" 
Opinions differ 

Ankara Protocol (thereby implicitly recognizing Cyprus) in 

the absence of an agreement 

jeopardize Turkey\'s EU prospects. 


Preparing for the Tough Slog Ahead 


5. (sbu) Even as Ankara puts together its negotiating team 
several Istanbul universities and NGOs are planning 
conferences and public awareness campaigns to prepare Turkish 
public opinion for the negotiation process. Former Finance 
Minister and Turkey-Europe Foundation President Ziya 
Muezzinoglu admitted to poloff that the negotiations will be 
difficult and that several groups in Turkey will suffer as a 

result. While Muezzinoglu and others have argued to us that 
Turkey has a head-start given its participation in the EU 
Customs Union 

negotiations on several chapters 

finance 

Nas remarked that the EU is also likely to become a scapegoat 
on a range of subjects 

have been necessary in any case. Nationalists and other 
groups opposed to EU membership have already indicated to us 
that they will take advantage of this difficult transitional 

period to push for a \"Eurasian\" or Middle East alternative. 
Yusuf Cevahir 

Chairman of the Cevahir Group 

poloff the economic opportunities that Turkey would forego by 
choosing the EU over expanded ties with the Middle East. 


Are We Worthy? 


6. (u) Oddly 

getting a negotiation date 

some Istanbul Turks of all social classes that Turkey does 

not actually \"deserve\" to be in the EU. Few would admit it 
openly to foreigners 

strongly doubt whether their country will ever develop to the 
level of EU norms. They constantly cite excessive traffic 

the poor state of roads 

public services 

things at the last minute as examples of how Turkey is not 
ready to join the EU. V'How are we ever going to be in Europe 
with this?\" has become a common refrain for frustrated Turks 
throughout Istanbul. We overheard a taxi driver remark 
recently 

just screw up the whole EU." 


7. (sbu) Comment: As the initial euphoria wears off 
a growing sense here that December 17 was not the finish 
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line 

road to EU membership. Cyprus still looms large as a 
potential deal-breaker if a comprehensive 

face-saving solution 

here continue to suspect 

dangle membership as an unattainable \"carrot\" to motivate 
Turkish good behavior. Nevertheless 

begun to focus on the difficult negotiations ahead and the 
equally difficult task of managing the Turkish publicVs 
expectations during the process. 

ARNETT 
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USD 50 million in donor funds blocked for three years by the 
NGO Affairs Bureau because of ProshikaVs alleged financial 
and political misdeeds. Farooq blames Proshika\'s woes on 
Jamaat Islami disinformation 

progressive NGOVs like Proshika run deep. End Summary. 


2. (SBU) On December 30 

Proshika NGO Chairman Qazi Farooq Ahmed in Proshika\'s 
14-story headquarters for an update since their last meeting 
in May (reftel) two days before Farooq\'s latest detention. 


Beleaguered Proshika 


3. (C) Farooq stated that: 


-- There are 20 outstanding cases against him and senior 
Proshika officials 

\"anti-state\" actions (i.e. 

support) 

last spring--\"all with total government connivance and 
totally without foundation." All reflect First Information 
Reports (FIR) 

far as | know 

has \"anticipatory\" bail for 17 cases. The High Court has 
excused him from appearing personally for the monthly court 
hearing on three cases 

his convenience 

22 tax cases against him 


-- High Court action forced the BDG to release him after his 
latest period of detention 

on remand 

told him meant torture in a military interrogation cell. His 
current health is good 

getting him insulin for his diabetes when he was in jail 

where he also developed some heart problems. He lost 9 kilos 
in his one month of detention 
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under house arrest. 


-- He has the right to travel abroad but doesnt for fear his 
re-entry would be blocked or heVd be charged with 
\"absconding.\" 


-- The National Revenue Board (tax authorities) two days ago 
wrote one of Proshika\'s banks saying its accounts should be 
frozen because of a pending criminal tax liability 

Proshika\'s legal right to appeal. Proshika\'s lawyers have 
told this and its other banks that compliance with this 

letter would be illegal and expose them to counter-claims. 


-- People with close ties to the top of the BDG know the BDG 
has \"over-reached\" against Proshika 

else they can do to harass it 

dialogue and reconciliation. 


-- Two weeks ago 

Bureau\'s new demand for NGO\'s to re-register every five 
years 

onerous demand for renewing NGO licenses every five years 
remains in place. 


4. (C) In September and November 

separately with Local Government Minister/BNP Secretary 
General Abdul Mannan Bhuyian 

Chowdhury 

Zia\'s brother. All allegedly expressed support for 
Proshika\'s position 

poverty alleviation 

resolution of Proshika\'s standoff with the NGO Affairs 
Bureau. They did not raise Farooq\'s alleged pro-Awami League 
actions 

nearly USD 50 million in donor funds to Proshika for three 
years as a \"mistake.\" 


5. (C) Faroog continues to blame Proshika\'s woes on 
\"rumor-mongering\" by Jamaat Islami 

Proshika\'s traditional emphasis on women\'s empowerment 
programs. He urged the international community 

the USG 

Proshika\'s funds. 


Election Prospects 


6. (C) Faroog hopes for a generally free and fair general 
election in 2007 provided the Electoral Commission and BDG 
accept proposed reforms to: 
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-- raise but then enforce the currently unrealistic spending 

cap of 300 

stop the sale by BNP and the Awami League of seat nominations 
for between 10-20 million taka; 


-- use people other than inherently pro-BDG District 
Commissioners as election returning officers; and 


-- use electronic voting. 


7. (C) Farooq acknowledged concerns that the Caretaker Chief 
Adviser presumptive 

has a BNP lineage but said 

been able to rise above his party affiliation. Maybe he can 

do that again.\" Asked to comment on the speculated 
appointment this spring of Home Secretary Omar Farooq as the 
new Chief Election Commissioner 

totally unacceptable. He is not a man of integrity 

has a long history as a Jamaat cadre. It is said that the 
Rohyingas became armed and terrorists because of him 

was commissioner in Chittagong.\" 


Comment 


8. (C) While it is positive that senior BNP figures like 

Bhuyian and Chowdhury received Farooq 

suspicions of socially progressive NGO\'s like Proshika run 
deeper than Jamaat disinformation 

donor pipeline seems unlikely. More typical of the BDG\'s 
approach to such ΝΑΟΙ is the apparent \"Confidential\" report 
passed to us by another beleaguered NGO 

Home Ministry\'s \"Political Section" urging the NGO Affairs 
Bureau to cancel RupantarVs registration because of the 
alleged financial and political misdeeds of its CEO 

Guha 

More encouragingly 

of Farooq and the NGOVs shows Bangladesh\'s apex judiciary 
still has the ability to constrain BDG excesses 

difference between it and the BDG-controlled lower courts. 
For the BNP 

dragging its feet on implementing High Court directives and 
its own campaign promises to separate the judiciary from the 
executive. 
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self-defence and caused the incidence of the two killings whose 
actual perpetrator cannot be traced or discovered". The police 
officers may face up to 12 years of imprisonment according to 
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Radikal.(Note: Ozgur Gundem and Evrensel report the term as 6 
years. Sabah and Milliyet says that three of the four police 

officers may face up to 12 years and the other officer may face 

up to 6 years. End Note.) According to the statement 

information gained and the statement of a witness said that 
Ahmet Kaymaz\'s house would be used by PKK 

of organizing an activity against the security forces at a 

nearby police station. On the day of the incident 

went out of the house with his son 

watching the house and allow Nusret Bali to run away through the 
backdoor. The statement further says that Ugur and Ahmet Kaymaz 
started the conflict and the Kalachnikov gun found beside Ugur 
Kaymaz\'s body fired 8 bullets and the gun found beside Ahmet 
Kaymaz fired 5 bullets. This statement contradicts with the 

report of the Human Rights Commission of the Turkish Parliament 
reading that there were no traces of armed conflict in the 

scene. The statement demanded that a charge be brought against 
Makbule Kaymaz 

and a leader of the terrorist organisation". If the Criminal 

Court accepts this appeal 

years of imprisonment. 


EVRENSEL / CUMHURIYET: The headmen of Hozat 
complained that they were threatened and insulted by Colonel 
Namik Dursun 

delegation from the Human Rights Association interviewed the 
village headmen to inquire about the matter. The village headmen 
stated that if the headmen did not divulge (unspecified) 
information until January 1st 

allegedly going to give much trouble to villages and/or its 
headmen. Human Rights Association states that people are being 
seriously opressed and they are constantly being terrorized in 
Tunceli. The delegation later visited Tunceli subgovernor and 

the Governor as well. 


OZGUR GUNDEM: Ozgur Gundem narrates the story of Vahdettin 
Yalcin who was (allegedly) deliberately executed (note: it says 

by rifle. End Note.) along with his two friends by the Bolu 
Commando Brigade on November 7 

he pretended to have died after being thrown into the river with 

his two dead friends. Four bullets wounded him. According to 
Yalcin\'s narration 

change his statement 

execution\'s perpetrator. 


OZGUR GUNDEM / EVRENSEL: Bulent Tas 

Tunceli Bar Associaton filed a complaint with the Tunceli 
Prosecutor about the Bolu Commando Brigade. Bulent Tas stated 
that 

Mirik (Tunceli province) 

in 1994 in Tunceli. Bulent Tas said that the allegations against 
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Bolu Commando Brigade must be investigated. 


OZGUR GUNDEM: The incidences of people disappearing after 
being taken into custody date back to 1980s and increase in 
intensity during the period from 1993 to 1994. After the mass 
grave in Kulp 

apply to the Human Rights Association 

applications for 843 people who disappeared during that period 
of time. 


ECONOMIC DEVELOPMENTS 


1. ΝΑΚΙΤ/ EKSPRES / BOLGE / TURKIYE / HURRIYET (CUKUROVA): 
The EU has accepted the application of the Adana Chamber of 

Commerce for a project named V'Integrated Foreign Trade and 

Exchange Course" ' that is worth 80.000 euros. The project aims to 
educate and enhance the qualifications of foreign trade and 

foreign exchange employees to make up for the shortfall of 

people in this sector. 


4. (SBU) Bahrain\'s religious and political leaders were 
united in condemning Al FagihVs call. Imam of the Grand 
Mosque Shaikh Adnan AI Qattan addressed the issue in his 
sermon 

disorder 

said that Islamic values guide Muslims to observe good ties 
with neighbors 

to respect national sovereignty. He warned citizens against 
responding to the call 

consequences and harm the country's unity and please the 
enemies of Islam. He called on the security services to ban 
any demonstrations. 
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5. (SBU) Head of the Salafi political bloc Al Asala and 

Second Deputy Chairman of the parliamentVs lower house 
(Council of Representatives - COR) Shaikh Adel Al Moawda 
publicly condemned the call and said that demonstrations 
would harm unity in society and encourage the enemies of 
Islam to act against Muslims. Protests and rallies are not 

the proper way to bring about reforms 

Spokesperson for the Salafi bloc 

that reform should be achieved gradually through peace rather 
than violence. He added that King Hamad set an example to be 
followed regarding reform 

new ideas. 


6. (SBU) President of (Muslim Brotherhood affiliated) Al 
Minbar National Islamic Society and head of the Minbar 
parliamentary bloc Dr. Salah Ali said that the call for 

protests contradicts Islamic teachings. He added that 
targeting Saudi Arabia crosses red lines and directly targets 
the security of the GCC. He continued that protests would 
increase the already existing pressure on Muslims at a time 
when \"Islam is targeted. He urged Arab and Islamic 
governments to reach out to their citizens and open channels 
of communication on national issues. 


7. (U) Al Wasat newspaper Editor in Chief Mansour Al Jamri 
in a January 2 column rejected Al FagihVs call 

as unwise and unacceptable. He wrote 

dialogue is reinforced between Gulf countries without the 
need to resort to incitement... We in Bahrain do not call on 
anybody in other countries to demonstrate on our behalf and 
we do not expect others to become involved in Bahrain\'s 
internal affairs. Akhbar Al Khaleej newspaper columnist 
Abdul Menem Ibrahim wrote 

demonstrate in Bahrain against Saudi Arabia was a call that 
revealed their true backwardness. They think that political 
freedoms in Bahrain give them the right to use Bahrain for 
their activities 

interfering in othersV affairs or disrespecting brotherly 
relations with neighboring countries. Bahrain\'s democracy is 
for Bahrainis.\" 


8. (С) AI Faqih presumably was appealing to Bahrain\'s Salafi 
community in his call for protests against Saudi Arabia. If 
he was expecting support 
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Salafis and other Sunni conservatives are doing quite well 
within the system 

the Council of Representatives. They would only jeopardize 
their position by supporting calls for interference in Saudi 
Arabia. Bahrain\'s Shia will always be suspicious of the 
intentions of Sunni fundamentalists. Other interest groups 
in Bahraini society 

community 

Saudi government following month-long tensions stemming from 
Saudi ArabiaVs implicit criticism of the U.S.-Bahrain free 
trade agreement. As a result 

chance. 
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and 6 


3. (SBU) As reported ref B 

the country are the Irrawaddy River delta southwest of 
Rangoon (47 dead 

(just north of Ranong 

Division (27 dead 

corroborated previous reporting (ref B) that the tourist 
beach areas on the Bay of Bengal (west and northwest of 
Rangoon) were not damaged. IFRC officials noted that various 
NGOs and UN agencies were planning or now undertaking 
additional assessment trips by air 

remote areas of the Irrawaddy delta and islands off the 
Tanintharyi coast. 


Assessment and Aid Distribution Ongoing 


4. (SBU) Though the GOB has not made a formal request for 
aid 

Myanmar Red Cross 

providing basic assistance and emergency shelter in the 
worst-hit areas. According to IFRC officials 

funds to assist in Burma would be integrated into the general 
UN \"Flash AppealV for all countries affected by the 
earthquake/tsunami. This appeal is reportedly to be launched 
on January 5th. 


Americans are Safe 


5. (U) Embassy Rangoon\'s Consular Section has been working to 
clear remaining welfare/whereabouts inquiries. 

There have still been no reports of American Citizen 

casualties or verified cases of missing Americans. 

MARTINEZ 


Column 3 

24846 

24847 

Foreign Investment 

3. Bilateral Investment Treaty (BIT) Ratification 

4. Potential American and European Tourism Investment 
Transportation 

5. Credit Agreements Signed Sena Railway Line 
Industry 

6. New Cement Factory Opens Up 

7. Corridor Sands Factory Under Construction in 2006 
Energy 

8. Electrification of Nampula Province 
Macroeconomics 

9. State of the Economy in 2004 


1. (U) The Mozambique monthly economic cable is jointly 
produced by the Embassy and USAID. 


2. (U) KPMG\'s annual ranking of the top 100 revenue- 
producing companies in Mozambique found Mozal 
Australian-owned aluminum smelter 

Mozal\'s revenue in 2003 totaled nearly USD 380 million (net 
profits were USD 21 million). Hidroelectrica Cahora Bassa 
(HCB) 

percent Mozambican government-owned company that operates 
Cahora Bassa Dam 

reaching USD 248 million. Several parastatals remain in 

the top 10 such as Mozambique Electricity (EDM) 
Mozambique Telecommunications (TDM) 

and Railways Company (CFM). Six of the top 100 firms have 
American ties and were ranked as follows. Coca-Cola ranked 
at 18 (USD 43.5 million in revenues) 

42 million in revenues) 

Corporation) at 22 (USD 29 million in revenues) 

a-Car at 51 (USD 9 million in revenues) 

at 64 (USD 5 million in revenues) 

million in revenues). 


3. (SBU) On December 8 the Council of Ministers ratified 
the U.S.-Mozambique Bilateral Investment Treaty (BIT). 
(Note: The USG ratified the treaty in December 1998. End 
Note.) The Embassy is working with the Ministry of Foreign 
Affairs to schedule a date for the exchange of ratification 
instruments. 
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4. (SBU) According to local media 

announced recently that European and American investors are 
interested in spending nearly USD 250 million to develop 
tourism in northern Mozambique. The funding will be used 

to build infrastructure in the Niassa Reserve (a Kruger 
Park-sized wildlife reserve) and on the beaches and the 
islands along the coast of Cabo Delgado 

Nampula provinces. Tourism operators will cater generally 

to high-end clientele 

international travel to Mozambique and within the country. 

The investors are looking to transform the military airport 

of Nacala into an international airport 

Minister. (COMMENT: Tourism development in northern 
Mozambique is a primary component of the GRM\'s Millennium 
Challenge Account (MCA) proposal. The Minister of Tourism 
likely is taking into account potential MCA investment in 

the above-mentioned figures. END COMMENT.) 


5. (U) On December 16 the GRM 

Mozambique Ports and Railways Company (CFM) 

Railways Company (CCFB) and the Indian firm Rites and Ircon 
signed credit agreements for the reconstruction of the Sena 
Railway Line and rehabilitation of parts of the Machipanda 
Railway Line (see reftel for further details). The World 

Bank will lend USD 104.5 million to the GRM for the 
reconstruction and rehabilitation of the railway lines. 

The World Bank will loan an additional USD 5.5 million to 
CFM to help build the parastatalVs institutional capacity 
(training 

formalized between the Director of Rites and Ircon 
International and CFM 

lead concessionaire to the Sena reconstruction effort 

invest USD 55 million. The Sena project calls for the 
restructuring of the entire Sena line 

locomotives and rolling stock 

communications and security system. Reconstruction of the 
line is expected to take three and a half years. (COMMENT: 
The Sena line is expected to play a vital role as a route 

for coal shipments when coalmines at the massive Moatize 
deposits are opened. END COMMENT) 


6. (U) A new cement factory with the capacity to produce 35 
tons of cement per hour opened up in the northern port city 
of Nacala. The private investment 

Cement Nacala Lda 
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workers. Construction of the factory began in 2002 

the total investment so far has been nearly USD 12 million. 
The factory 

and India 

northern Mozambique. With the increasing pace of 
construction in the northern provinces 

comes as a welcome resource for builders and investors. 


7. (U) The Corridor Sands Project 

Mining Corporation (Australia) 

a titanium-smelting factory in Gaza province in early 2006. 
The mega- project will involve an investment of USD 500 
million for the initial production of some 400 

titanium dioxide slag per year. The project will require 

the relocation of over 4 

Relocation efforts will begin in June 2005. 


8. (U) The Cahora Bassa electricity network will extend to 
cover all of Nampula province 

in 2006. Mozambique Electricity (EDM) is lengthening the 
north-central electricity line and electrifying rural 

areas. Parts of Nampula already benefit from Cahora Bassa 
power 

hours and night classes to take place at local schools. 


9. (U) On December 30 

Adriano Maleiane 

the performance of the Mozambican economy. GRM targets for 
2004 were an eight percent growth in the GDP and an 
inflation rate of 11 percent. The Central Bank estimates 

that the overall 2004 GDP growth rate will reach eight 

percent 

as the completion of railway lines linking major parts of 

the country 

Mozal\'s aluminum smelter expansion and the Sasol natural 
gas pipeline. Recent projections indicate that the 2004 
inflation rate will register around 11 percent. Measured 
through November 2004 

against a target of 15 percent for 2004. Commercial 

interest rates by banks fell slightly 

high 

to 28 percent in December 2003). Appreciation of the 
Mozambican currency 

(measured through November 2004). The Current Account 
position improved by 37 percent compared to the same period 
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in 2003. This was mainly the result of a significant 
increase in exportation of goods 

USD 1 billion. The increase in imports was small. The 
strengthening of the Current Account is largely due to the 
expansion of Mozal and the exportation of natural gas from 
Mozambique to South Africa. Mozambique benefited from the 
cancellation of debt worth USD 331.7 million (measured 
through September 2004) principally reflecting BrazilVs 
pardoning of debt through the Heavily Indebted Poor 
Countries (HIPC) initiative. The GRM\'s economic growth 
targets for 2005 are a GDP growth rate of eight percent 
single-digit inflation rate 

percent or less 

economy (more information to be reported septel). 
DUDLEY 
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and desire to rehabilitate prisoners who have exhibited good 
behavior. 


2. (SBU) Details are still sketchy about exactly how many 
prisoners are actually free 

prisoners included in the 5 

indicate that the following political prisoners (all listed 

in the December Amnesty International report) were among 
those freed on January 2nd or 3rd: 


-- Aung Myint (aka Pyapon Ni Lone Oo) 

journalist arrested in 2000 for issuing a statement 

protesting the house arrest of Aung San Suu Kyi and sentenced 
to 21 years. 

-- Kyaw Khin 

1996 for allegedly having tapes of anti-government messages 
and sentenced to 10 years. 

-- Thein Dan 

from Mandalay arrested in 1991 for writing an article 

criticizing the GOB\'s shooting of demonstrators and sentenced 
to 17 years. 

-- Myint Soe (aka Johnny 

from Rangoon arrested in 1990 for discussing the formation of 
a parallel government and sentenced to 17 years. 


The GOB also released Saw Tin Soe 
member from Karen State arrested in 1983 and sentenced to 
death (later changed to 25 years) for attempted hi-jacking. 


3. (SBU) The steady trickle of political prisoner releases 
over the last several months is a good thing. However 
numbers remain very small considering nearly 1 

prisoners remain behind bars. Furthermore 

a bit when examined in the context of ongoing arrests and 
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harassment of NLD members (ref B) and the GOBV's recent 
decision to further tighten the imprisonment conditions of 
NLD leaders Aung San Suu Kyi and U Tin Oo (ref A). 
MARTINEZ 
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money laundering and other drug-related crimes. The Minister 
and his senior aides indicated that the SPDC has approved the 
2005 U.S.-Burma joint opium survey 

agency 

organization to the defunct Office of the Chief of Military 
Intelligence - OCMI) 

the former insurgents who rule poppy growing territory. The 
Minister 

struck us as confident and fairly well-informed. End Summary. 


Certification Demarche Delivered 


2. (SBU) On December 29 COM and P/E chief met with the GOB\'s 
new Minister of Home Affairs 

deliver reftel demarche on the USG narcotics certification 
process. The Minister was joined by Police Brig Gen Khin 

Yee 

senior ministry and police officials. We provided the 

Minister a non-paper based on DepartmentVs guidance for Burma 
(ref A) as well as the general certification information. 

(Note: in line with USG Burma policy that prohibits direct 
assistance to the GOB 

specific guidance (ref A) that read: The USG will seek to be 
responsive to your government's requests for drug control 
assistance. End note.) 


Get the Big Fish 


3. (U) The COM emphasized that the GOB had to take action 
against major drug traffickers 

Kang as an example 

commitment to counterdrug efforts. The COM suggested that 
arrests of complicit senior officials and convictions under 
money laundering provisions of the law would be important 
steps. She noted that the GOB has implicated former Prime 
Minister (and former military intelligence chief) Khin Nyunt 
for corrupt activities in notorious drug trafficking areas 

but observed that there have been no convictions of any 
senior officials since his October ouster. Minister Maung Oo 
claimed that the GOB was also looking for Wei Hseuh Kang and 
had no idea where he is located. V'Please give us any 
information that you have on him 


Pointing Fingers at the Ousted Guy 
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4. (SBU) Minister Maung Oo said that the Ministry of Home 
Affairs was handling an investigation of the ousted Prime 
Minister. V'We have not yet found anything regarding Khin 
NyuntVs involvement in narcotics 

provide us with any evidence if you have it.V' Contrary to 
SPDC declarations that there would be no policy changes 
following Khin NyuntVs ouster 

an increased focus on combating corruption." Maung Oo went on 
to say "Whether you believe it or not this ministry received 
nothing from the former military intelligence on drug-related 
crimes...now we have to start from zero.\" 


5. (U) Police Colonel Sit Aye 

Financial Investigation Unit (FIU) 

received over 3 

property transaction reports since the implementation of new 
money laundering regulations (ref D). The FIU 

investigating four of the transactions as suspicious 

continuing an investigation of two Burmese banks named by the 
U.S. Treasury Department as probable money-laundering 
institutions. 


Green Light for 2005 Joint Opium Survey? 

6. (SBU) The COM outlined the importance of continuing the 
joint U.S.- Burma opium surveys and urged the ministerVs 
support in obtaining GOB approval for the next survey 
tentatively scheduled for February 2005. Minister Maung Оо\'ѕ 
immediate response was that \"all bilateral issues must now be 
coordinated through the Ministry of Foreign Affairs." 

However 

considerable logistical coordination and pressed for an 
operational point of contact (a role previously played by 

OCMI) 

authorities have already been briefed and they have approved 
the joint survey 

helicopters.\" He added that MAS (as the successor to OCMI) 
will coordinate the 2005 survey and urged contact with the 

new chief 

Minister Maung Oo nodded in agreement. 

Not Our Problem 


7. (SBU) We also raised the issue of the United Wa State 
Army\'s (UWSA) poppy-free deadline of June 2005 and inquired 
what the GOB planned to do if the Wa failed to meet the 
deadline. Minister Maung Oo 

the northern Shan State region 

resolution 

it\'s their problem.\" He noted that the GOB\'s own poppy-free 
deadline is 2014 

with or without international assistance...we will keep our 
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word." 


Comment: Notorious 


8. (C) The apparent go ahead for the 2005 joint opium survey 
is a positive development 

new MAS apparatus is capable of the undertaking. The survey 
is a political and logistical challenge 

negotiations with former insurgent groups in Shan State. 


9. (C) This was our first encounter with Maj Gen Maung Oo 
the former military commander of the Western Command in 
Rakhine State who replaced Khin Nyunt confidant Col Tin 
Hlaing as Home Affairs Minister in early November (ref C). 
Maung Oo 

in his former post 

well-informed. While his appointment has been perceived as a 
turn for the worse by UN agencies and NGOs 

the ability to speak authoritatively on relevant issues (ref 

B) 

or defer to senior SPDC V'decision makers" when discussing the 
most mundane of topics and decisions. End Comment. 
MARTINEZ 
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According to Government sources 

casualties/displaced data reported from Liberation Tigers of 
Tamil Eelam (LTTE) territory. 


4. (SBU) U.S. Assistance: USAID/OFDA in Colombo has 
received a fund cite for an additional USD 10 million for 
livelihood restoration 

water/sanitation activities. A second planeload of OFDA 
emergency relief supplies is expected to arrive early January 
4. 


5. (U) American Citizens: 7 Americans are confirmed 
killed. The Consular section has fielded over 1 
inquiries 

Matara 

Central Province 

citizens. 


6. (SBU) Maldives Needs/Requests: As in the case of Sri 
Lanka 
equipment and heavy-lift capability to move that equipment. 
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A combined U.S. assessment team (see para 8 below) reports 
that on some islands 

destroyed and entire populations have had to relocate to 

other islands. A representative of the Maldivian High 
Commission telephoned the Embassy on January 3 to request 
U.S. assistance in obtaining body bags. 


8. (U) U.S. Assistance: A five-person combined team 
(Embassy 

Maldives early January 4. The first planeload of OFDA 
emergency relief supplies and the first planeload of military 
relief supplies were expected to arrive in Maldives January 3. 


9. (U) Casualties: According to the Maldivian state-owned 
media 
an estimated 12 


10. (U) American Citizens: No Americans have been 
confirmed killed in the tsunami 

unaccounted for. 

LUNSTEAD 
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intimate that corrupt immigration and police officials in 
Nampula 

issuance of the entry visas and the subsequent detention of 
the Bangladeshi nationals. Post understands that immigration 
by South Asians into and through Mozambique continues to 
increase. End Summary. 


2. (U) The group of Bangladeshis flew into Nampula city 
airport on an aircraft belonging to Servico Aereo Regional 
(Regional Air Service). When contacted later by a 

journalist 

said the airplane had been chartered by a Comoros Islands- 
based company called Royal Aviation. 


3. (U) All 34 Bangladeshis obtained visas from immigration 
officials at the Nampula airport. It is not known if Satar 

had a hand in arranging for the visas in advance of the 
Bangladeshis\' arrival 

immigration officials may have been bribed. According to 
news reports 

that this was not the first time he had trafficked 
Bangladeshi laborers to South Africa 

commission for delivering such groups. 


4. (U) Satar had arranged to transport the group of 
Bangladeshis south towards the South African border in 
rental cars. It is not clear how or under what 
circumstances the detentions occurred 
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was detained in Nampula city 

apprehended in Inhambane province 

from the South African border 

How the group was planning to cross into South Africa is 
unknown 

International Organization for Migration 

have been reported to either be smuggled across the border 
in vehicles or boats 


5. (U) After one week of detention in a Nampula city prison 
facility 

Islands on the same charter aircraft that had earlier flown 
them to Mozambique. The other half was waiting for resources 
to be made available to fund a second flight. A newspaper 
report said that Mozambican officials were considering 
sending the 17 remaining Bangladeshi nationals to Malawi 
where the Bangladeshi Embassy could assume responsibility 
for repatriating them. Post has been unable to find out what 
became of the 17 Bangladeshis remaining in Nampula city. 


6. (U) The key questions underlined by press reports are why 
and how the Bangladeshi nationals were detained by police 
when Mozambican Immigration had granted the group valid 
entry visas. Both the Mozambican National Police and 
Immigration are refusing to comment 

that the other is responsible for the situation and should 
therefore be releasing to the public an official account. 

One newspaper report suggests that the police detained the 
Bangladeshis despite their being in possession of valid 

visas after the group refused to pay a bribe. 


7. (SBU) Recent telephone conversations with a contact in 
the Office of Immigration in Maputo and an informal contact 
in Nampula city confirm what Post wrote in a January 2004 
cable (04 Maputo 112) regarding immigration trends of South 
Asians in Mozambique: the numbers of Pakistani 
Bangladeshi nationals coming to Mozambique are rising. While 
there are many established South Asian communities in 
Mozambique - particularly in Nampula province - significant 
numbers of these nationals continue to seek ways to 

illegally enter South Africa. The South Asians who are not 
able to obtain a visa to enter Mozambique generally enter 
the country through land routes in Malawi and Tanzania 

also use boats (embarking from Tanzania) to go ashore in 
Cabo Delgado and Nampula provinces. 


8. (SBU) PostVs contact in the office of immigration in 
Maputo acknowledges the problem of corruption among visa 
officials in general 

of Mozambique. For the right sum 

third country nationals to obtain either a Mozambican 
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passport or residency permit. This is apparent on the visa 
line 

visas using genuine Mozambican identity documents. 


9. (U) A recent article published on December 21 

attention to the growing misuse of 30-day Mozambican tourist 
visas 

officials both at the land borders and at airports 

with minimal scrutiny or interviewing. In the same article 
Permanent Secretary of the Ministry of Tourism Vitoria Dias 
Diogo acknowledged that the ease with which foreigners can 
obtain Mozambican visitors visas may create opportunities 
for gain and profit for those harboring ill intentions 

regarding immigration law 

reexamined by the Tourist Commission. 
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and invited USAID to continue to send representatives to meet 
with the LTTE at Tiger \"headquarters\" in Kilinochchi. U.S. 
Mission representatives reiterated that while U.S. relief 

supplies would be distributed equitably to all Sri Lankans in 
need 

would enter LTTE-controlled territory. The Tigers clearly 

are hoping for a USG presence on the ground in LTTE areas as 
a way to garner international repectability and legitimacy. 

End summary. 


2. (C) On January 2 USAID Mission Director Carol Becker 
USAID/OFDA DART leader Bill Berger and poloff met with S. 
Puleedevan 

(LTTE) Peace Secretariat 

Hans Brattskar. Brattskar had suggested the meeting as a way 
to allay possible Tiger concerns at media reports of the U.S. 
military being deployed to assist in the relief effort. 

After concurrence from Washington 

the meeting on the condition it be kept confidential. 

Puleedevan agreed to these terms. 


3. (C) Poloff opened the meeting by expressing condolences 
and noting that the horrific tragedy provides fresh 

opportunities for the LTTE and the Government of Sri Lanka 
(GSL) to work together. Puleedevan enthusiastically agreed 
noting that the LTTE found Wencouragingl UN Secretary General 
Kofi Annan\'s comments that the diaster offers a chance for 

both parties to cooperate. Puleedevan expressed appreciation 
for U.S. disaster assistance and commended the AmbassadorVs 
remarks at a January 1 press conference (a copy of which he 
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had brought with him) that U.S. aid would help all affected 
populations. Berger then explained the role of the Office of 
Foreign Disaster Assistance (OFDA) worldwide 

Disaster Assistance Response Team (DART) concept. He added 
that in disasters of tremendous magnitude--such as the 
December 26 tsunami--or where affected locations are 
inaccessible--again 

upon other U.S. agencies 

Defense 

remains the lead agency in such cases. Berger emphasized 
that DART is working with other bilateral and multilateral 
donors 

of relief to all affected areas. Thus 

personnel will actually be present in LTTE-controlled areas 
U.S. relief supplies can be directed to LTTE-controlled areas 
for distribution by INGOs or other bilateral donors 

stressed. 


4. (C) Puleedevan expressed disappointment that no USG 
personnel would be present in LTTE areas to assist in relief 
efforts. In particular 

hearing that U.S. military personnel would not be deployed in 
LTTE-controlled areas. The Tamil diaspora in the U.S. is 
anxious to see that American aid is equitably distributed; 

the GSL and some NGOs cannot be trusted to do so 
Moreover 

government-controlled areas would give the wrong impression 
he suggested. The lack of communication between the U.S. and 
the Tigers leads to V'miscommunication 

USAID and/or the Embassy to send a representative to Tiger 
\"headquarters\" in Kilinochchi as a first step to clear up 
mutual misunderstanding. \"This is not the time for 

politics 

happen; instead 

well-established contacts and long-standing experience in the 
area--to oversee the distribution of U.S. aid in the area. 

AID Mission Director Becker noted that a representative had 
been sent to Kilinochchi well before the December 26 tsunami 
to try to resolve the problem posed by LTTE efforts to tax 
USAID vehicles traveling to Jaffna 

clarity or understanding had emerged from that meeting 
(Reftel). Dodging the issue 

vehicles 

supplies 


5. (C) Puleedevan 
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presentation 

of the tidal wave 

evacuate affected populations and to perform 
search-and-rescue operations 

Rehabilitation Organization (TRO) was immediately engaged to 
provide medical care and potable water. The LTTE\'s quick 
response V'saved lots of lives 

Kilinochchi has established district secretariats in each of 
the five tsunami-affected districts claimed by the LTTE as 
part of the Tamil homeland (Jaffna and Mullaitivu in the 
north; Trincomalee 

Headed by a representative of the LTTE Planning and 
Development wing 

of the LTTE district political wing; LTTE district 
administrative wing 

civil society; and INGOs 

CARE 

provides a working link with the GSL 

offered as proof that the LTTE can and is coordinating with 
the Government on the relief effort. (Note: His description 
of parallel disaster relief units run by the GSL and 
LTTE--with the only common link the GA--tracks closely with 
observations made by UNDP ResRep Miguel Bermeo. End note.) 


6. (C) The most immediate need 

well-cleaning equipment to pump out salt water from wells 
well as temporary shelter. (Note: Not surprisingly 

also the GSL\'s priority.) Resettlement of displaced persons 
and reconstruction work would occur in the next phase of the 
relief effort 

with displaced populations." Livelihoods is a key concern 
he said; most people in these areas are fishermen who have 
seen their boats wrecked and their earning capacity plummet. 
The Norwegian government has already donated 5 million 
kroners to the TRO for emergency relief 

in the national media that the Tigers had turned back aid 
trucks were untrue 

chauvinist Janatha Vimukthi Peramuna party had in fact 
commandeered goods intended for Tamil communities in 
Trincomalee to divert to Sinhalese communities further 
inland. (Note: It is difficult to determine the veracity of 

either version. The local English press on January 3 carried 
another report of the LTTE turning back Russian aid workers 
in the north. End note.) 


7. (SBU) A total of 367 welfare centers are operating in the 
five districts accommodating 577 

Puleedevan reported. (Note: This tally likely includes 
statistics from Government-controlled areas as well that the 
LTTE claims as part of its "homeland." There is no reliable 
way to disaggregate the statistics.) He offered the 
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following data for the five districts as of December 30: 
Jaffna: 675 dead; 59 missing; Mullaitivu: 1 

missing; Trincolmalee: 855 dead; 325 missing; Batticaloa: 


8. (C) In closing 

emphasize that the \" ТТЕ considers the U.S. our good friend 
adding that throughout the course of the insurgency \"the LTTE 
has never thrown a stone at the American people.\" 
Distribution of aid supplies should not be V'Government-driven 
or LTTE-driven 

that the tsunami had caused the shifting of mines in the area 
and suggested that the U.S. military advise the LTTE in 
advance of any ship movements up the eastern/northern coasts 
so that the Tigers could warn of any sea mines in the area. 
The U.S. representatives thanked him for the presentation 
reiterated that U.S. aid would be equitably distributed 

if U.S. personnel were not in LTTE-affected areas 

being asked 

Norwegian Ambassador 

intermediary should the need for subsequent communication 
arise. 


9. (C) From the LTTE political wing 

well-practiced V'barbarian handler 

of the more polished and suave public face (in comparison to 
the military wing) that the Tigers like to present to 

foreigners. That said 

that U.S. personnel 

actually be in Tiger territory is somewhat surprising. The 
U.S.Y long-standing to refusal to deal with the Tigers on a 
political level has always rankled them since it so clearly 
undercuts their claims of legitimacy on a par with the GSL. 
The Embassy/USAID representatives made clear at this meeting 
that that policy has not changed. Nonetheless 

obviously are hoping that USG personnel will operate in Tiger 
areas as a way of gaining international respectability. 
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been arranged with only two day 

individual was not sure who in TGS was supposed to be 
notified but that he thought that some type of coordination 
was to have taken place. Tolon 

look into it and report back to the First Army commander. 


7. (C) Tolon thanked the ODC Chief for coming to him 
personally to discuss the security police convoy situation 
and apologized again for his statements which he said were 
based on a false assumption. He emphasized that he was 
incredulous at the likely total breakdown in coordination 
within his government 

would over the next weeks 


8. (C) Comment: When the Charge raised Tolon\'s statement 

with DCHOD GEN Basbug and PolMilCouns subsequently raised it 
with TGS/J5 Strategy Chief MG Cengiz Arslan 

that Tolon was speaking from emotions and with a lack of 
information. This appears to have been the case. In fact 

Tolon has a reputation of being an outspoken hardliner. 
Nonetheless 

TGS got the message that we do not view such irresponsible 

and ill-informed statements as appropriate behavior by people 

in positions of authority. End comment. 


9. (U) Baghdad minimize considered. 
EDELMAN 
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export to that market. 


6. (SBU) Prime Minister Fayez faced strong criticism in the 
Lower House of Parliament on December 26 

Islamic Action Front deputies. Fayez emphasized that signing 
the agreement stems from the government 

bolstering the national economy 

13 QIZs have created thousands of job opportunities for 
Jordanian citizens. (NOTE: Nine QIZVs are currently active. 
END NOTE.) During the session 

that Jordan 

Israel to penetrate Arab markets. Eventually 

moved beyond the merits of the agreement itself and devolved 
into a low-toned controversy over semantics 

declared that he would V'deal with the devil in the interest 

of Jordan. IAF MP Ali Abu Sukkar criticized the PM 
comments as impious and unconstitutional 

such talk is unacceptable because Jordan 

Islam. Al-Rai columnist Sultan Hattab defended the PM\'s use 
of the phrase as merely figurative 
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who attacked the PM as more or less ignorant. 


More Regional Accumulation; A Precursor to MEFTA? 

7. (SBU) MOIT senior official Amer Hadidi explained that 
the EU had for some time signaled that it would move on the 
QIZ concept once the Jordan-Israel agreement had been beefed 
up into a more equitable 

pact. (The original 

weighted in favor of Jordan.) The agreement also took into 
account the Pan-Euro-Med rules of origin 

three-way coordination of trading rules 

officials noted that EU rules of origin were quite complex 
often outlined item by item in the list of thousands of 
products delineated by harmonized system of tariffs (HS) 
codes. The textiles rules 

\"yarn-forward\" and thus not as easy to meet as the U.S. 
minimal content rules. Nonetheless 

was just 1 percent beyond defined V'minimal operations" there 
was great flexibility for Jordanian manufacturers to mix 
content from Israel and eventually the region. Jordan\'s 
Agadir trade agreement with Tunisia 

also built on the Pan-Euro-Med system (but it has still not 
been ratified in all countries 


COMMENT 


8. (SBU) The Israel-Jordan agreement aimed at the EU offers 
the first opportunity to demonstrate the cumulation of 
content between two nations in the region outside the 
fixed-content formula seen in the U.S.-Israel-Jordan QIZ 
agreement. In that sense 

has to date remained only a promise under the Middle East 
Free Trade Area (MEFTA) proposed by the U.S. in 2003. (In 
Ref B 

formulae of the U.S.-sanctioned QIZ agreement made Israeli 
inputs 2-3 times more expensive than in the world market. 
This causes trade diversion 

higher than would be seen in the more flexible 

cumulation arrangement seen in the EU agreement; it also 
makes Jordanian QIZs less competitive in the U.S. in the 
post-quotas global textiles market.) Hadidi reminded Acting 
Econ/C that Jordan is anxious to pursue a similar formula for 
content cumulation with the United States under the 
U.S.-Jordan FTA and promised that a concept paper on such 
cumulation 

Committee meeting 
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out 

Indian forces already in Sri Lanka (which he put at 1 

plus multiple ships and aircraft) 

Delhi to be aware of US military planning. In this context 
Saran welcomed the US military briefing that DAO provided 
earlier that day to the Indian armed forces. 


3. (C) Contrary to reports appearing in the Sri Lankan press 
(now repeated in Indian media) Saran did not convey any sense 
of unease about the US military presence in Indias 
neighborhood. To the contrary 

appreciation for IndiaWs involvement in the tsunami core 

group and the recognition that implied of the GOIVs 

contribution to reconstruction and recovery in Sri Lanka and 
the Maldives. He added that the daily teleconference was Yan 
extremely useful exercise." He was gracious in acknowledging 
the United StatesV early statement of sympathy and support 

for the Indian victims of the tsunami. 


4. (C) The Ambassador flagged the US military interest in 
developing further channels of US-India information sharing 
in the Bay of Bengal region. Saran agreed this would be 
useful 

instructed to reach out to US counterparts 

that the Indian defense attache in Bangkok had been tasked to 
Vlook into coordination with the USJTF\" at Utapao. With 
USAID efforts now turning to the question of long term 
reconstruction 

be a mutually beneficial area of US-India information 
sharing. Saran did not respond specifically 

the GOI expectation that the UN will play an increasingly 
prominent role as the focus turns from Tsunami relief to 
long-term reconstruction in the Bay of Bengal region. 


5. (C) Septel covers Saran\'s concerns regarding the potential 
for upcoming Codel visits to disrupt ongoing relief efforts 

in tsunami-affected regions of southern India. 
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meeting 

free of acrimony\" and \"very friendly." Although Saran sensed 
continued ambivalence on the Pakistani side about the 

relative priority of confidence building and Kashmir within 

the Composite Dialogue 

that the two sides agreed on a series of steps forward. 


2. (C) Enumerating specific deliverables from the December 
meetings 
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-- commitment to the immediate consular notification of 
civilian detainees which will avoid the current situation in 
which official notification is not provided and citizenship 
is not confirmed until the indictment phase of criminal 
proceedings; 


-- agreement on the informal V'push back" of Kashmiris 
especially children 
accomplished without any kind of legal delay; 


-- an accord for regular meetings of local military 
commanders along the LOC; 


-- conclusion of a calendar for official meetings that will 
run through August/September 2005; 


-- Pakistan\'s proposal to open up religious shrines (which 
Saran lauded as \"an important development); 


-- and \"progress\" on pre-notification of missile tests. 

Saran said the two sides \"narrowed differences considerably\" 
and should be able to sign a final agreement in “опе or a 
few\" more rounds. 


3. (C) Saran was similarly upbeat about his meetings with 
Foreign Minister Kasuri and Prime Minister Aziz. Asked 
about transit rights to Afghanistan 

issue came up in the context of the Iran gas pipeline. 
Responding to Prime Minister AzizVs point about the economic 
benefits of the pipeline 

arguments also apply to other goods that could be moved 
through Pakistan to/from Afghanistan. Saran also noted 
Petroleum Minister Mani Shankar Aiyer\'s invitation to his 
Pakistani counterpart for talks in New Delhi on energy trade 
and indicated that he had urged Islamabad to respond 
favorably to this Indian proposal. 


4. (C) Comment: Saran referred briefly to the January 3 death 

of NSA (and back channel envoy) JN Dixit -- warning this 

would leave a V'gaping hole" in IndiaVs foreign policy 

line-up. Although Indo-Pak relations are too important in 

Indian domestic politics to be controlled by any single 

individual 

rapprochement. With this fact in mind 

more detailed MEA assessment of where the Composite Dialogue 
process now stands. End Comment. 
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government officials 
generate similar headlines. Should Congressional visitors 
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decide to travel to South India 

whatever support is required for a successful visit. But our 
best advice is to avoid such travel in deference to the 
strong views expressed by the Government of IndiaVs 
leadership. End Summary. 


GOI Strongly Discourages VIP Travel to Tsunami Areas 


2. (SBU) In a January 3 meeting with the Ambassador 
Secretary Saran indicated that the PM had directed all 


SIPDIS 

Ministers and VIPs to avoid the tsunami-affected regions 
suggested that visiting US Codels receive an Indian 
military/interagency briefing on Indian relief activities in 
New Delhi 

noted that every time a VIP visits the region 

bureaucracy and security forces have to shift their focus 
from relief activities to visitor support. He noted that VIP 
overflights would interrupt the airflow at a time when the 
Indian military is involved in intense operational 
activities. In this context 

appreciates the many expressions of condolence and support 
that it has received 

Congressional visitors not/not travel to South India. 


3. (SBU) On January 2 

Jaishankar offered a similar view 

GOI was V'strongly discouragingW US Congressional travel to 
tsunami-damaged areas in India. He noted that PM Manmohan 
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Singh had only flown over devastated areas so as not to 
hinder relief efforts there. Jaishankar noted that this was 
\"non-discriminatory discouragement 

requesting that all VIP visitors 

forego travel to disaster areas. A senior Congress Party MP 
also expressed GOI disapproval of VIP travel to the region 
noting that such visits could fuel the growing political 
struggle between the UPA coalition at the Center and the 
NDA-affiliated government of Tamil Nadu (Reftel). 


India: We Can Handle This Ourselves 


4. (SBU) Through press reports and statements 
government has emphasized its intention to deal with the 
effects of the tsunami through its own resources. 
Demonstrating this point 

to affected neighboring countries 
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the Maldives 

population. In so doing 

an emerging global power 

domestic needs and those of the region. 


Major Logistical Difficulties 


5. (U) Codels Frist 

led by Senator Brownback 

touring disaster sites in South India. Given the high number 
of proposed visitors 

have been affected 

various Codels would probably visit the same areas multiple 
times. This could provide a substantial drain on relief 
operations as government officials turn their attention to 
coordinating details of official US visits to the region. 


6. (U) South Indian and military airfields are currently 
operating at over-capacity in an attempt to provide relief to 
the survivors. As a result 

discouraging all foreign aircraft from landing in the state. 
While it might be possible to arrange milair transport to 
Chennai 

currently unavailable. Congressional visitors would 
therefore have to drive approximately 6 hours (each way) 
along difficult roads to reach relief sites. Ensuring that 
Congressional delegations have proper food 
transportation as they tour disaster areas will also pose a 
logistical challenge. 
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troops without consulting New Delhi 

appreciation for the January 3 briefing on relief in the 
region that DAO provided to Indian defense staff. (Reftel 
provides fuller details.) 


Indian Casualties 


5. (SBU) The Ministry of Home Affairs reported that through 
January 2 

compared to 8 

USAID India believes these figures are low 

ConGen Calcutta\'s economics specialist has estimated six to 
seven thousand are missing in the hard hit Andaman and 
Nicobar Islands alone. 


Relief for the Neighbors 
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6. (U) On January 3 

DAO on Indias relief operations for Sri Lanka 
Indonesia. The GOI expects the survey ship Nirupak 
has been outfitted as a 46 bed hospital 

frigate Khukri to arrive in Aceh early on January 4. The 
Indian Navy now has three ships in the Maldives with the 
addition of the INS Sagar 

in Sri Lanka. 


Upcoming: Ambassador\'s Press Conference 


7. (U) On the afternoon of January 4 

meet with Indian foreign affairs correspondents to discuss 
the tsunami 

assist the affected nations. 
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English Channel. An informal translation of the diplomatic 
note accompanying the report is in para 2. Embassy has 
mailed the hardcopy original of the report and supporting 
documentation provided by the Foreign Ministry to State - 
EB/TPP/OTP and requests it handle the report as necessary. 


2. (U) BEGIN INFORMAL TRANSLATION OF DIPLOMATIC NOTE: 


Ministry of Foreign Affaires 
French Republic 
No 2864/DE/ETI 


The Ministry of Foreign Affairs presents its compliments to 

the Embassy of the United States of America and has the honor 
to transmit the attached report of an infraction involving a 
American-flagged ship that was caught in violation of 
international rules of maritime traffic. 


The Ministry of Foreign Affairs would be grateful to the 
Embassy of the United States of America if it would transmit 
these documents to the relevant authorities and keep it 
informed of the eventual action taken as a result of this 
notification. 


The Ministry of Foreign Affairs takes this opportunity to 
renew to the Embassy of the United States of America the 
assurances of its highest consideration. 


Paris December 1 


Attachment: Report of violation (vessel \"Ascencion\") 
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END INFORMAL TRANSLATION" 
Wolff 
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and $200 a month in its members\' pockets 

attractive option. Saddam Hussein fed the people; so far 

new government in Iraq has failed to do so. Majali also 

stated that with its porous borders 

opportunity to \"fight the Americans to anyone who so 
desires. His suggestions: food and security. With these 

Iraqi public will embrace the coalition\'s efforts and the new 
governments legitimacy. Without them 

continue to present a more attractive option. 

8. (C) On Jordan\'s role in Iraq 

Marwan Muasher remarked in a lunch meeting that Iraq does not 
want Arab countries involved in domestic matters. Muasher did 
comment 

forces in a V quiet way". Muasher expressed concern that 
Jordan\'s assertion that a Shia\' 

government will turn Iraq into the next Iran is being poorly 
received in the U.S. He stated that this scenario is not an 
exaggeration. 


9. (C) The King had expressed optimism about reform efforts 
in Jordan. The problem 

action 

commented that U.S. support has been instrumental to JordanVs 
success. Reform efforts are three-tier: social 

political. Political reform is only possible once social and 
economic issues have been dealt with. Echoing his sentiments 
on Iraq 

hungry 

reform impossible. The King was hopeful 

will achieve political reform in the near future. 
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editorial on December 30 under the title You Too\": 


“Тһе United States is not insisting on the death penalty as 
punishment for the crimes against humanity perpetrated by Saddam 
Hussein. Yet Iraqi judges intend on prosecuting him to the 

fullest extent of the law on all charges brought against him. 

Despite insurmountable evidence of his crimes against the Iraqi 
people 

Saddamvs lawyers will argue that his intention was to stave off 
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rebellion -- not to destroy the lives of his people. Saddam\'s 
defense is a controversial issue being debated in the 

international arena 

the legality of America\'s invasion of Iraq. If SaddamVs defense 
attorneys get UN Secretary-General Kofi Annan to admit the war in 
Iraq began illegally 

against him 

culpability by shifting the blame to his sons Udai and Qusai.\" 


2. On December 31 
carried an editorial entitled \"Holding Children Responsible": 


\"Israel recently passed a law that holds Palestinian children and 
immediate family members accountable for the political actions of 
the parents 

The law stipulates that any aid provided to Palestinian families 
can be revoked or discontinued if the parents are found to have 
been activists against Israel. This law 

human rights 

Palestinians by withholding basic necessities such as food and 
medicine from children. Inhumane practices like these are 
unprecedented 

Palestinians to bow to the will of the Israelis. V" 


3. \"Oman\" published an editorial on January 1 entitled \"Terrorist 
Events Prevail In 20041": 


V'The year 2004 was characterized primarily by terrorism 
violence 

American) to combat these ills. In the past year 

witnessed 22 acts of terrorism 

consulate in Jeddah. Middle Eastern conflicts remain unsolved 
and all attempts at reform were frustrated. Joint Arab 
cooperation remains tenuous; the Arab Summit was postponed 
indefinitely. Iraq is still beset by violence 

transition of power to the Iraqis in June. In the Darfur region 

of Sudan 

the international community forced the UN Security Council to 
intervene. Finally 

wiped out thousands across Asia. Can things get any worse in the 
world A" 


BALTIMORE 
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Company Belvedere Dystrybucja purchased the alcohol company 
VVilniaus DegtineW for USD 7.6 million. In 2003 

government halted the privatization of the Eastern Power 

Grid 

state-owned power company V'Eesti Energia 

that the prospective buyer had excessive debt liabilities. 


9. The government established the State Property Fund to 
manage and privatize state assets. It commonly screens 
companies according to size and performance criteria when 
privatizing state or municipal property and during public 
procurement. The privatization of state property is 

carried out by the following methods: 


-- Public share subscription (for large and medium scale 
enterprises); 


-- Auctions (for small enterprises or their divisions); 
-- Tenders or auctions for convertible currency; 


-- Direct negotiations; 
-- Leases with the option to purchase; and 


-- Combinations of the above methods. 


10. Lithuanian law requires that all transactions in the 

country be made in the national currency 

February 1 

euro at a rate of 3.45:1 

arrangement. The Bank of Lithuania ties the amount of 
currency in circulation to the size of reserves. There are 

no restrictions on the transfer or conversion of the Litas. 
Lithuania is interested in joining the European Monetary 

Union and acceded to the Exchange Rate Mechanism II in June 
2004 as a step towards joining the euro. LithuaniaVs 

strong macroeconomic performance and stable monetary policy 
may enable it to be among the first wave of countries to 

join the eurozone. 
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11. Lithuanian law permits expropriation 

public need 

convertible currency. There have been no cases of 
expropriation of private property by the government since 
1990. Moreover 

and returning private property seized by Soviet authorities 
during the occupation. 


12. Lithuania provides special incentives to investors 
whom the national or municipal governments designate 
strategic investors 

a strategic investor varies from project to project. In 
general 

investor invest USD 50 million or more. Municipalities may 
tie the designation to different criteria 

number of jobs created and the environmental benefits 
involved. Strategic investors may be rewarded with special 
business conditions 

up to ten years. Significant tax incentives apply to 

foreign investments made before 1997. Municipalities may 
grant special incentives to induce investments in municipal 
infrastructure 


13. The government applies performance requirements 
uniformly to domestic and foreign investors. Government 
Resolution No. 918 of July 15 

agreements as a condition for awarding contracts to procure 
military equipment valued at more than LTL 5 million (USD 
1.9 million). Offsets are obligations the government 
imposes that require companies to provide services 

jobs 

contracts award. The Embassy has not 

any Letters of Request (LOR) for military equipment or 
Services exceeding this ceiling since the resolution went 

into effect. Foreign investors have the same rights as 

local firms to participate in government-financed and - 
subsidized research and development (R&D) programs. There 
are few such opportunities 

financing is awarded to state-owned institutes. 

LithuaniaVs external tariffs are aligned with EU 
requirements. The requirements that labels must be 
translated into Lithuanian may pose a non-tariff barrier to 
trade. 


14. There are no requirements for local content or 
purchasing from local sources as a condition for investment 
or public purchases. Municipalities have the right to ask 
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investors to develop roadways or other infrastructure 
adjoining their project 

to negotiations. Lithuania\'s EU membership has given 
foreign firms the additional right to appeal adverse 
governmental rulings to the European Court of Justice. 
Lithuania\'s modified Law on Public Procurement 
came into effect on March 1 

with the EU Acquis Communautaire. 


Difficulties with residency permits 


15. Americans and citizens of the EU can stay in Lithuania 
no more than 90 days without a visa (and no more than 180 
days per calendar year). Those who stay longer face 
criminal sanctions and deportation. The current residence 
permit process is not user-friendly. Though Lithuanian law 
mandates that permits be available through its embassies 
abroad 

Lithuania. Decisions by the Migration Office regarding 

the issuance of residency permits may take up to six 
months. The Embassy has learned of instances where 
American Citizens have either been trapped in Lithuania or 
asked to leave solely because their application for a 
residency permit was not processed in a timely manner. By 
law 

varying and sometimes capricious demands regarding the 
documentation required for a residency permit. Companies 
wishing to hire citizens of former Soviet republics may 

face even more restrictive requirements. 


16. The law places no limits on foreign ownership or 
control over investments. Foreign investors have the right 
to repatriate profits 

of taxes 

limitation. Lithuania introduced a law restricting 

monopolies in 1993 

anti-monopoly committee oversees implementation of these 
laws. 


17. Lithuanian law protects foreign investments and the 
rights of investors in several ways. 
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-- The Constitution and the law on Foreign Capital 
Investment protect all forms of private property against 
nationalization or requisition. 


-- International agreements offer protections 
1958 New York Convention on the recognition and enforcement 
of foreign arbitral awards. 


-- Bilateral agreements with the United States and other 
western countries on the mutual protection and 
encouragement of investments reinforce these protections. 


-- The law on capital investment in Lithuania and other 
acts regulate customs duties 

financial and inspection authorities. This law also 
establishes the order of dispute settlement. 


-- In the event of justified expropriation 
entitled to compensation equivalent to the market value of 
the expropriated property. 


-- Foreign investors may defend their rights under the 
Washington Convention of 1965 by applying to either 
Lithuanian courts or directly to the International Center 

for the Settlement of Investment Disputes. To date 
Lithuania has not been involved in any investment disputes 
with American or other foreign investors. 


-- State institutions and officials are obliged to keep 
commercial secrets confidential and must pay compensation 
for any loss or damage caused by illegal disclosure. 

The laws did not change significantly 

reform of the enforcement system in 2003 

possible to hire private bailiffs to enforce court 

judgments. 


Company law conforms to EU requirements 


18. Lithuania has harmonized its company law with EU 
standards 

establishment of companies 

creditorsV rights 

registration procedures. The following Lithuanian laws 
address company law: the 'Company Law\" and \"Law on 
Partnerships" (both modified January 1 

Personal Enterprises" of January 1 

Investments of 1999 

of 2001 

2001." 
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19. The Civil Code of 2000 governs commercial guarantees 
and security instruments. It provides for the following 

types of guarantee and security instruments to secure 
fulfillment of contractual obligations: forfeiture 

guarantee 

procedures 

of Enterprises 

establishes the following order of creditors claims: 


-- Claims by creditors that are secured by a 
mortgage/pledge of debtor; 


-- Claims related to employment; 


- Tax 

claims 

on behalf of the Republic of Lithuania or its Government; 
and 


-- Other claims. 


Lithuania remains on the Special 301 Watch List 


20. Lithuania observes international standards and 
subscribes to international conventions on the protection 

of intellectual property. Lithuania is a member of the 

World Intellectual Property Organization (WIPO) and became 
a member of the World Trade Organization (WTO) on May 31 
2001. Itis a signatory to the following IPR-related 

treaties and conventions: 


-- The Paris Convention for the Protection of Industrial 
Property in 1990 (effective May 22 


-- The Berne Convention for the Protection of Literary and 
Artistic Works of 1886 (effective December 14 


-- The Rome Convention for the Protection of Performers 
Producers of Phonograms and Broadcasting Organizations of 
1961 (effective July 22 


-- The Nice Agreement Concerning International 
Classification of Goods and Services of 1957 (effective 
February 22 


-- The Madrid Protocol of 1989 (effective November 15 
1997); 


-- The Patent Cooperation Treaty of 1970 under the auspices 
of WIPO (effective July 5 
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-- The WIPO Copyright Treaty of 1996 (effective March 6 
2002); 


-- The WIPO Performances and Phonograms Treaty of 1996 
(effective May 20 


- The Trademark Law Treaty of 1994 (effective April 27 
1998). 


Lithuania 
confidential test data that pharmaceutical firms submit for 
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patent and trademark registration. Lithuania\'s parliament 
is expected to ratify the 1973 and 2000 Conventions on the 
Grant of European Patents. 


21. Following EU accession 

to Community trademarks 

the issue is under review by the Ministry of Culture 
Lithuania has not yet brought its national law protecting 
biological inventions into compliance with EU Directive 
98/44. 


22. Lithuania remains on the 2004 Special 301 Watch List. 
The country remains a transshipment point for pirated 
optical media products from the East 

to Europe. Although Lithuania amended its Copyright Law in 
2008 to bring it in line with the EU copyright directive 
penalties for confiscated pirated software and media worth 
less than LTL 12 

CD piracy in 2003 

all sales 

percent) was also high. Law enforcement efforts against 
pirates improved in 2004 

CDs increasing fourfold. The Lithuanian Music Industry 
Association reported that the Criminal Police closed six 
Internet sites in 2004 for illegally distributing films 
computer games 

retail outlets. 


23. Business in Lithuania is still fairly heavily 

regulated. More than 50 agencies regulate the business 
environment and possess the legal standing to close a 
business. Investors and lawyers complain that many laws 
and regulations are vague 
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contradictory. A U.S. executive noted that government 
officials are not held accountable for the untimely or 
incorrect implementation of regulations or ministerial 
decrees 

to appeal these decisions. U.S. executives have complained 
about a lack of clarity in the government\'s procurement 
rules 

transparency in licensing rules. 


24. U.S. corporate representatives have noted lengthy 
bureaucratic procedures to obtain customs clearances and 
other certifications. The Executive Director of the local 
InvestorsY Forum noted that it takes approximately 20 days 
to start a business in Lithuania. 


25. The government gives the business community little 
advance notice of new legislation 

opportunity for comment. It usually does not publish new 
laws in draft form 

responses to public commentary. A U.S. company executive 
noted that the government does not engage in active or 
constructive dialogue with industrial and trade 

associations to solicit their views before enacting 

legislation. 


26. Labor 

because strict labor laws governing working hours do not 
afford companies needed flexibility. Companies have also 
complained about burdensome health and lighting 
requirements. 


Tax Burden 


27. The government reduced the corporate profit tax on 
January 1 

turnover tax 

also considering reducing the personal income tax from the 
current 33 percent to 30 percent. Local analysts have 
drawn our attention to the fact that while the corporate 

tax is low 

companies must pay a 31 percent social security tax on 
wages. The government is considering a proposal from the 
Investors\' Forum to limit payment of social security tax to 
the first LTL 5 

Analysts have noted that a foreign bank extending a loan to 
finance a company would need to pay a ten percent 
withholding tax 

have to pay. 
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EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 


28. Government policies do not interfere with the free 
flow of financial resources or the allocation of credit. 
Commercial credit and short-term 

readily available. Demand for credit is high due to low 
interest rates 

in 2003. Interest rates will likely rise in 2005-2006 

after Lithuania adopts EU requirements that tax interest 
from deposits. A recent IMF delegation on an annual 
Article IV consultation mission to Lithuania noted that 
inflation 

will likely exceed 2.5 percent in 2005. The mission noted 
several signs that point to an increased risk that the 
economy will overheat in 2005 including: 


-- High capacity utilization; 

-- Continued robust growth of credit 

interest rates; 

-- Declining unemployment; 

-- Acceleration in wage growth; 

-- Increases in property prices; 

-- Rapid growth in the current account deficit; and 
-- Output exceeding potential. 


29. The banking system is stable 

conforms to EU standards. The privatization of all state- 
owned banks was completed in 2002. Foreign banks may 
operate in Lithuania through branches 

offices 

shares in local banks. Any acquisition involving ten 
percent or more of a local banks share capital requires 
approval by the Bank of Lithuania. The total assets of the 
country's largest banks on October 31 

3.19 billion (USD 1.24 billion). Commercial banks have 
dramatically expanded their range of services 

leasing 

banking. Credit cards have become increasingly popular in 
Lithuania. Lithuania\'s response to the 1998 Russian 
financial crisis included the restructuring of the banking 
sector and increased governmental oversight. 


30. There are no restrictions on portfolio investment. 
Portfolio investment 

foreign investors due to the small number of companies 
listed on the National Stock Exchange 

capitalization 

LTL 20.221 billion (USD 7.84 billion). In May 2004 
government privatized 44.3 percent of the National Stock 
Exchange\'s shares and 32 percent of the Lithuanian Central 
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Depository\'s shares to OMHEX 

stock exchange operator. Three different authorities 
supervise the financial market -- the Bank of Lithuania 
supervises commercial banks and credit unions 

Securities Commission supervises the securities market 
the Insurance Supervisory Commission supervises insurance 
companies. The law requires these institutions to 
cooperate with the respective EU authorities. The Embassy 
is not aware of any cases of local Vstable Shareholder" 
arrangements that would restrict foreign investment. 


31. Lithuania has not witnessed any recent incidents 
involving politically motivated damage to projects and/or 
installations. There have been no nascent insurrections 
belligerent neighbors 

activities. 


32. Most large foreign investors report that senior 

officials are often very helpful in solving problems. The 
Investors Forum 

members 

The small and medium enterprise (SME) sector holds a 
different perspective on the Lithuanian bureaucracy 
however. These businessmen describe lower level 
bureaucrats as rigid 

and sometimes displaying an anti-business attitude. The 
Lithuanian press is replete with stories of tax inspectors 
economic police 

unreasonable demands on small businesses. Many companies 
agree that the government appears to be biased in favor of 
big business 

and employment 

official programs to promote SMEs. 


33. The Special Investigation Service (Specialiuju Tyrimu 
Tarnyba or STT) was established in 1997 

of the President of the Republic 

law treats bribery in any form (giving or receiving) as a 
criminal act. Lithuania is a signatory to the OECD 
convention on combating bribery and hosts a representative 
office of Transparency International. The government 
stepped up oversight of the administration of EU transfers 
and fought corruption in the State Border Protection 
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Service and Customs. Efforts to combat corruption 
however 

protracted disputes among politicians 

STT about how to proceed. In September 

resigned as a result. Parliament also failed to pass a 
Code of Ethics for either Civil Servants or Politicians. 


34. Transparency International\'s Global Corruption 
Barometer survey 

in three Lithuanians admitted paying a bribe during the 

past twelve months. Those polled indicated that the 
customs service is the most corrupt element of society 
followed by political parties and the parliament 

courts 

Embassy has funded ethics training for government officials 
in procurement and other areas. 


35. Lithuania has commercial relations with more than 160 
countries 

partners. It has concluded \"Agreements Concerning the 
Promotion of Mutual Investment" with all EU member states 
(except Ireland) 

Iceland 

Kazakhstan 

European countries. It has signed Most Favored Nation 
agreements with 22 countries 

The United States and Lithuania have signed and ratified 
the following agreements: 


-- Charter of partnership between the USG 
and Lithuania; 


- Agreement on reciprocal investment protection and 
encouragement (recently amended to avoid incompatibilities 
with obligations arising out of EU membership); 

-- Treaty on avoidance of double taxation; 

-- Treaty on legal assistance in criminal matters; 


-- Treaty on extradition; and 


-- Treaty on mutual assistance in Customs matters. 
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36. Coverage from the Overseas Private Investment 
Corporation (OPIC) is available for U.S. investments in 
Lithuania. Lithuania is a member of MIGA (the Multilateral 
Investment Guarantee Agency). The embassy purchases local 
currency at an exchange rate that varies on a daily basis. 

On December 28 


37. Lithuania has concluded V'Agreements on the Avoidance 
of Double Taxation of Income and Capital and the Prevention 
of Fiscal Evasion\" with Armenia 

Belgium 

Denmark 

Greece 

Moldova 

Romania 

Sweden 

the United States 


38. Lithuania is a member of the International Labor 
Organization (ILO) and adheres to its conventions. 
Lithuanian work requirements are stricter than in other EU 
countries. By law 

workweek and blue-collar workers a 48-hour workweek 
premium pay for overtime. Minimum workplace health and 
safety standards are in place 

ignored. A U.S. company executive told us that the labor 
regulations lack flexibility and preclude him from hiring 
seasonal labor. The average monthly wage is USD 470. The 
unemployment rate 

2004 

minimum wage 

since many workers migrate abroad seeking better wages. 
Structural unemployment in the health care system 
LithuaniaVs least reformed sectors 

government decides to close one or more hospitals. 


39. Lithuania\'s EU accession has led to a migration of its 
labor to other EU countries. The Ministry of Labor expects 
that as many as 360 

country's working-age population 

by the end of 2004. According to government data 
emigration increased by 64 percent in the first half of 

2004 as compared to the same period in 2003. The impact of 
emigration varies by sector. In September 2004 

Lithuanian Trucking Association 

shortage of 3 
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have also reported some difficulty in filling positions. 

The construction sector anticipates shortages in the 

future. Industry analysts expect that foreign workers that 
speak Russian (and can therefore operate in the Lithuanian 
labor market) will increasingly fill the shortages in 

sectors as diverse as textiles and medical services. The 
government will likely begin increasing foreign worker 
quotas to enable individuals from Belarus and Ukraine to 
fill areas of labor shortage. 


40. Emigration has led to salary increases in certain 
sectors 

anticipated that salaries in these two sectors will 

increase by 25 percent in 2005. A recent study projected 
that Lithuania\'s salary growth in 2005 

9.9 percent nominal increase and 7.7 percent real increase 
will likely be the highest in the world. Government plans 

to raise the minimum wage to LTL 600 (USD 230) from the 
current 500 (USD 190) are likely to negatively affect the 
textile industry and other sectors that rely upon 
inexpensive labor. 


41. Since unions do not have a very large membership base 
the labor movement is weak. The unpopularity of unions is 

a legacy from Soviet times 

Soviet regime. Unions are often reluctant to exert 

pressure on management for fear of jeopardizing jobs in a 
job market characterized by high unemployment. There have 
been no major industrial strikes since independence. There 
were no reports of political violence or politically 

motivated damage to property from 1991 through 2003. Civil 
disturbances are unlikely. 


42. Lithuania has Free Economic Zones (FEZ) in the cities 
of Klaipeda 

country's largest seaport 

hub 

Business conditions in the zones favor investment in 
manufacturing and exports. Companies operating within the 
zones enjoy: 


-- 80% corporate tax reduction for the first five years of 
operation 


-- Exemption from customs taxes; 


-- Exemption from Value Added Tax; and 
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-- A 50% discount on land leases. 


There are currently four businesses operating in the 
Klaipeda FEZ. This largest of Lithuania\'s zones 
million euros (USD 174 million) in total foreign 
investment 

to begin operations in 2005. 


43. Companies operating in the FEZ receive the same legal 
guarantees as those operating elsewhere. Parliament 
approved a law on the fundamentals of free economic zones 
on June 28 

establishment of free trade zones and the legal status of 
firms operating in such zones. Lithuania\'s EU Accession 
agreement permits the indefinite operation of existing 

FEZs 


44. Lithuania is an attractive location for foreign 
investors 
the region. The country has: 


-- A highly skilled 
attractive production alternative to the West; 


-- Strong production potential to serve both the Russian 
and EU markets; and 


-- Economic growth 
business environment. 


45. The U.S. is the sixth largest investor in Lithuania. 
American companies have invested USD 481 million 
constituting 8.596 of total FDI 

There are 584 companies with American capital registered in 
Lithuania. Total FDI was LTL 14.65 billion (USD 5.68 
billion) on July 1 

More than 60 percent of incoming FDI is from the EU-15 
countries. FDI from the EU-15 increased by ten percent in 
2003 

constituted 26 percent of GDP on January 1 

flow 

3.8 percent in 2001. The most attractive sectors for 
foreign investment in 2003 were: 


-- The processing sector 


Column 3 
- The trade sector 


-- Transportation and communications 
-- Financial mediation 


46. LithuaniaVs top five foreign investment sites (2002 
data) are: 


-- Latvia 

-- Estonia 
-- Russia 
-- Bosnia 
-- France 


Total Lithuanian investment abroad amounts to USD 73 
million. 


47. The top ten foreign countries investing in Lithuania 
(2004 data) are: 


-- Denmark (FDI: USD 827 million as of January 1 
from USD 788 million as of January 1 


-- Sweden (FDI: USD 700 million as of January 1 
from USD 702 million as of January 1 


-- Germany (FDI: USD 465 million as of January 1 
from USD 440 million as of January 1 


-- United States (FDI: USD 405 million as of January 1 
2004; up from USD 398 million as of January 1 


-- Estonia (FDI: USD 401 million as of January 1 
down from USD 539 million as of January 1 


-- Finland (FDI: USD 408 million as of January 1 
from USD 204 million as of January 1 


-- Russia (FDI: USD 277 million as of January 1 
from USD 239 million as of January 1 


-- U.K. (FDI: USD 236 million as of January 1 
from USD 237 million as of January 1 


-- Netherlands (FDI: USD 163 million as of January 1 
up from USD 83 million as of January 1 
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-- Norway (FDI: USD 146 million as of January 1 
from USD 135 million as of January 1 
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and Elimination of Activities Violating Intellectual 

Property. А draft of the plan has been provided to industry 
and other stakeholders who have until January 20 to provide 
comments. The Culture Ministry has issued a press release 
with the Plan\'s major elements. They include: 


a) The creation of an InterMinisterial Commission (11 
ministries are involved; private sector represenatives will 
also participate 

attend Commission meetings). 


b) Preventive actions against piracy (not enumerated). 
c) Public campaigns against piracy. 


d) Analysis of the efficacy of existing Spanish legislation. 
There is an emphasis on more effective police action 
prosecution of street piracy. 


€) The establishment of mechanisms for training of officials 
involved in combatting intellectual property rights 
violations. 


2. The plan was welcomed by General Society of Authors and 
Writers (SGAE) 

Association of Composers and Authors of Music (ACAM) 
Artists Management Society of Spain (AIGE) 

Roundtable 

Alliance (BSA) representative told EconOff that this was a 
positive step. He had discussed with Charge (reftel) the 
need for a French-style plan including all the relevant 
stakeholders to combat piracy 

gotten what it wanted. 


3. Comment: This initiative tracks with some of the copyright 
industry\'s desires (reftel) 

usually the case with intellectual property protection 

what extent good intentions are implemented. We will be 
consulting with the GOS and industry over the coming weeks 
and months regarding the propects for this plan. With 

respect to possible USG assistance 

with U.S. Customs and relevant Spanish authorities to see if 
there is interest in having a U.S. Customs official exchange 
experiences with Spanish authorities on how to track blank CD 
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imports. 
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all charges in interviews with the press 
Dochnal \"lent\" Peczak the Mercedes. 


3. (U) Prosecutors are also investigating allegations that 
опе of DochnalYs companies 

to influence the privatization sale of PHS to LNM. 
Larchmont earned substantial fees for its role in this 
privatization (in which US Steel was an unsuccessful 
bidder). Polish papers have also reported that Larchmont 
was actively involved in a proposed sale of a second Polish 
steel mill 

company were bidding. Polish papers have reported that 
Dochnal was involved with LNM\'s Ukrainian competitor for the 
sale 

the impression of competition. An LNM spokesman told the 
press the company \"had no knowledge" of the allegations 
against Dochnal. 


4. (U) Meanwhile 

extensively on DochnalVs elaborate social connections 
having spent more than 5 million pounds over five years to 
become a leading figure in British polo. Polish papers have 
asserted that Dochnal pursued such social connections as a 
way of gaining influence with top government leaders. 


5. (SBU) Comment: We will continue to follow this case in 
the press 

on the ongoing investigation into the commercial activities 
of Poland\'s largest refinery 

the district court in Lodz ruled that Dochnal would remain 
in custody for a further three months to give prosecutors 
more time to investigate the various aspects of this case. 
We will watch carefully to see if Polish prosecutors file 
any formal charges related to bribery of Polish officials on 
behalf of foreign companies. 


Ashe 
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and then 
(Note: Local press reports indicated that Shalom will visit 
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Jordan on January 12.) Abu Tayeh said specifics of ShalomVs 
agenda were still being worked out 

IsraelisY interest in another Aqaba conference (ref). 


4. (C) Meanwhile 

Vpolitical sources" as saying that at the time of ShalomVs 
visit 

released. The sources ruled out that the four accused of 
killing Israelis before the peace treaty will be among those 
set free. Meanwhile 

dv Affaires to Tel Aviv 

January 2 to assume his new post. Foreign Minister al-Mulki 
has discussed with Charge his contacts with the Egyptians 
about coordinating the return of their ambassadors to Tel 
Aviv. Mulki said both states wish to make the move quickly 
after the Palestinian election 

favorable moment. He said the Egyptians would like to have 
the initiative come from Abu Mazen 

post-election statement to the effect that the Palestinian 
cause would be better served if Egypt and Jordan were engaged 
with Israel with resident ambassadors. Mulki acknowledged 
that Jordan had \"boxed itself in\" by insisting publicly on a 
prisoner release as a precondition; he was searching for some 
unspecified face saving way for Jordan to get around this 
self-imposed obstacle. 


5. (U) Baghdad minimize considered. 


Please visit Embassy Amman\'s classified web site at 
http://www. state.sgov/p/nea/amman/ or access the site through 
the Department of States SIPRNET home page. 

HALE 


24869 

independent Basque state 

Government near total authority within its territory 

Basque representation at the international level 

official recognition of the Basque people as a separate 
nation. Plan Ibarretxe was not expected to win the necessary 
majority in the Basque Parliament 

three deputies affiliated with the outlawed ETA political 

front group Batasuna carried the day for the Basque 
nationalists. The plan now moves to the national Parliament 
for consideration. If approved at the national level 

in the Basque Region would have to approve or reject the plan 
via a referendum. Both the ruling Socialists (PSOE) and the 
opposition Popular Party (PP) have signaled their intent to 
reject Plan Ibarretxe in Parliament 

further action on the PNV proposal. However 

Government claims it will follow through with a popular 
referendum on its plan regardless of the vote in Madrid 
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setting the stage for a major constitutional crisis. 


2. (SBU) President Zapatero has thus far ignored calls by the 
PP to terminate Plan Ibarretxe on legal grounds by bringing 
it before the Constitutional Court 

allowing the political process to play itself out he can 
undermine Basque nationalist claims that Madrid is intolerant 
and undemocratic. The PSOE hopes to parlay Ibarretxe\'s 
defeat in the national Parliament into electoral gains during 
Basque Region elections in May. The PNV 

coalition with two small leftist parties 

political defeat in Madrid to stoke nationalist sentiments as 
part of its effort to win an outright majority in the Basque 
legislature. Apart from being an enormous political 
challenge for Zapatero 

likely to further widen the deep rift between Basque 
nationalists and Basque supporters of the current autonomy 
statutes. End Summary. 


//PLAN IBARRETXE: SEEKING BASQUE V'FREE ASSOCIATIONY WITH 
SPAIN// 


3. (U) Plan Ibarretxe 

Regional President Juan Jose Ibarretxe 

creation of an independent Basque state. It is a call for 

the re-negotiation of the existing autonomy statute (the 

\"Statute of Gernika 

democracy) to convert the Basque Region from an V'autonomous 
community" such as Catalonia or Galicia into a region in 

Vfree association" with Spain. It would enjoy near total 
autonomy on internal political and social matters 

limited representation at the international level. 


Key points include: 


- A definition of the Basque people as a \"nation\" residing in 
the nation-states of Spain and France. 


- The declaration that the Basque \"nation\" has the right of 
self-determination 

of Basque Country 

region). 


- The recognition by Spanish and Basque authorities of both 
Spanish and Basque nationalities. 


- Increased Basque representation in EU institutions. 
- Control by the Basque Government over: education 


collection 
and implementation of national (Spanish) laws. 
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- The central government would retain control over: national 
defense 

legal jurisdiction in criminal matters 

cases 


//A SURPRISE VICTORY// 


4. (U) The conventional wisdom among political observers was 
that the PNV would fail to win a vote on Plan Ibarretxe in 

the Basque Parliament 

challenge the nationalist credentials of its opponents in 
Basque elections in May. This view was predicated on the 
fact that three deputies affiliated with the banned ETA 

political front group Batasuna had stated their opposition to 
Plan Ibarretxe as insufficient and unlikely to prevail in 

Madrid. (NOTE: Batasuna was disbanded in 2002 under the Law 
of Political Parties 

assemblies were allowed to retain their seats as members of 
VSozialista Abertzaleak 

Batasuna. END NOTE.) However 

Ibarretxe in a procedural vote in early December raised 
suspicions that the PNV had secretly negotiated Batasuna\'s 
support for the key vote on December 30. This was confirmed 
when the measure passed by a 39 to 35 vote after hours of 
emotional debate. Batasuna leader Arnaldo Otegi said that he 
had backed Ibarretxe despite his personal misgivings because 
of \"the desire of the Basque people to be heard." 


5. (U) Under the terms of the current autonomy statute 
Ibarretxe now goes to the national Parliament to be debated 
and submitted to a vote. The debate will likely begin in 

late February. If the measure were approved at the national 
level 

referendum on Plan Ibarretxe. However 

chance Ibarretxe will reach this next step 

PSOE and the PP strongly oppose PNV efforts to increase the 
Basque Region\'s already considerable independence. If the 
plan is rejected by the national Parliament 

recourse for the PNV and the project would have no legal 
standing. However 

Government would proceed with a referendum regardless of 
whether the plan is approved or rejected in Madrid 

that it would be undemocratic to deny Basque voters the 
opportunity to determine the nature of their relationship 

with the GOS. Calling a referendum without the approval of 
the national Parliament would be a criminal act punishable by 
imprisonment or other penalties. 


//NEGATIVE REACTIONS// 
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6. (U) Both the PSOE and the PP responded to the passage of 
Plan Ibarretxe by reiterating their determination to preserve 
the existing autonomy statutes and attacking the PNV for 
accepting the support of Batasuna deputies who have refused 
to renounce ETA terrorism. Basque President Ibarretxe 
retorted that he had accepted Batasuna\'s support for his plan 
just as the РР and PSOE would have accepted Batasuna\'s vote 
against the PNV proposal. PP leaders called on the GOS to 
sidetrack Plan Ibarretxe before it reached Parliament by 
referring the matter to Spain\'s Constitutional Court 

claiming Ibarretxe was secessionist and therefore 
unconstitutional. Zapatero rejected the PP recommendation 
saying his Government would refuse to negotiate with the PNV 
on the autonomy statutes 

proceed to the national Parliament in line with existing 

legal provisions. 


7. Although Zapatero agreed to meet Ibarretxe in early 
January 

Vgovernment to government" talks on Ibarretxe requested by 
the PNV. He told journalists on January 1 that V'there is no 
space for this plan within the Spanish Constitution. It is a 
thing of the past and should have been withdrawn long ago. 
GOS Minister for Public Administration Jordi Sevilla told 
journalists that the Governments aim is for \"the Basque 
people to defeat the plan themselves!" by rejecting the PNV in 
the May regional elections. Zapatero thereby hopes to 
undermine Basque nationalist claims that the central 
government is both undemocratic in its actions and deaf to 
the legitimate aspirations of the Basque people. However 
Zapatero said the GOS would consider legal action if the 
Basque Government chose to proceed with a referendum after 
Plan Ibarretxe had been considered (and rejected) by the 
national Parliament. Perhaps to show the GovernmentVs 
mettle 

would pursue charges against Batasuna leaders 

Arnaldo Otegi 

group in November during which participants expressed support 
for dead or jailed ETA members. 


//A DANGEROUS COURSE// 


8. (SBU) This is the most significant domestic political 

crisis faced by Zapatero since he took office in April 2004. 
He is gambling that by giving the proposal a hearing in 
Parliament that Plan Ibarretxe will fail due to its legal and 
political contradictions without undue intervention on the 

part of the GOS. However 

the national Parliament and carries out a referendum on Plan 
Ibarretxe as threatened 

serious constitutional crisis and expose Zapatero to 
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opposition recriminations that he should have acted more 
forcefully. Moreover 

central authority calls into question GOS plans to \"review\" 
and possibly reform autonomy statutes with other regions 
move widely interpreted as a GOS concession to PSOE-allied 
regionalist parties in Catalonia and elsewhere in Spain. 


9. (SBU) Basque civil society faces an even greater challenge 
than Zapatero. With radical Batasuna openly backing an 
initiative of the moderate PNV 

nationalists and their Basque \"consitutionalist\" opponents 
are greater than ever. The Basque electorate is divided 
roughly in half between the two groups. The 

constitutionalists believe that Batasuna\'s role in the 

approval of Plan Ibarretxe has exposed the PNV as apologists 
for violent radical nationalists and that Plan Ibarretxe is 

only the first step in a move toward eventual secession from 
Spain. Already 

stronghold of Alava have said they would not accept the 
implementation of Plan Ibarretxe. Meanwhile 

that by coopting part of ETAVs political message 

siphoning off the terrorist\'s political support and drawing 
would-be radicals into the legitimate political arena. The 

legal and political sparring over Plan Ibarretxe is likely to 
dominate the Spanish political scene through the May regional 
elections. 
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small international transfers for the immigrant community 
continue to be used to move money in and out of Spain. 
Regulators also suspect the presence of \"hawala\" like networks 
in the Islamic community. 


Tax evasion in internal markets and smuggling of goods along the 
coastline continue to be a source of illicit funds in Spain. 

Spanish authorities believe that tax evasion in the cell phone 

and property industries are the most serious problems. The 
smuggling of electronics and tobacco from Gibraltar remains an 
ongoing issue. 


Although little of the money laundered in Spain is believed to 
be used for terrorist financing 

businesses in the Basque region is moved through the financial 
system and used to finance the Basque terrorist group ETA. 


The Spanish government is aware of all of these problems. 
Unfortunately the scale of the money laundering industry and the 
sophisticated methods used create a very large law enforcement 
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problem. The government makes every effort to eliminate 
financial crime in Spain. 


There have been no cases of Spanish officials involved in money 
laundering in Spain. 


The Government of Spain (GOS) remains committed to combating 
narcotics trafficking 

continues to work hard to tighten financial controls. The 
criminalization of money laundering was added to the penal code 
in 1988 when laundering the proceeds from narcotics trafficking 
was made a criminal offense. In 1995 the law was expanded to 
cover all serious crimes that required a prison sentence greater 
than three years. All forms of money laundering were made 
financial crimes in amendments to the code on November 25 
which took effect on October 1 


The penal code can also apply to individuals in financial firms 

if their institutions have been used for financial crimes. An 
amendment to the penal code in 1991 made such persons culpable 
for both fraudulent acts and negligence connected with money 
laundering. 


Businesses and financial service suppliers operating in Spain or 
targeting Spanish markets are subject to the law 

Servicios de la Sociedad de Informacion y de Comercio 
Electronico (LSSICE) 

for Internet marketing and distribution. The new law requires 
businesses to register their domain names 

physical address 

businesses such as online banks must still send written 
contracts to new customers for signature and obtain physical 
proof of their identity 

banking regulations. 


Royal Decree 998/2003 of July 5 

the Ministry of Interior to facilitate more active combating of 

drug trafficking. This law creates an Advisory Committee on 
Observation that will attempt to follow the use of technologies 

by criminal organizations and money launderers and take measures 
to ensure that Spanish law enforcement authorities are able to 
meet the new challenges. 


Specific measures to prevent money laundering were written to 
regulate the legal entities in the financial sector and 

individuals moving large sums of cash 

19/1993) 

applied only to physical persons. The regulations for enactment 
were established by Royal Decree 925/1995 

standards for regulation of the financial system. The 

regulations were amended in 2003 and cover money laundering 


Column 3 

linked to illicit drugs 

financial sector is required to identify customers 

of transactions 

The money laundering law applies to most entities active in the 
financial system 

credit companies 

brokerage and securities firms 

exchange outlets 

financial institutions exchanging or transmitting money 
(alternative remittance systems). The 2003 amendments add 
lawyers and notaries as covered entities. Previously 

and lawyers were required to report suspicious cases 

they are considered part of the financial system that is under 
the supervision of appropriate regulators. 


Law 19/2003 obligates financial institutions to make monthly 
reports on large transactions. Banks are required to report all 
international transfers greater than 30 

requires the declaration and reporting of internal transfers of 
funds greater than 80 


In addition to suspicious transactions 

internationally are required to report the importation or 

exportation of currency greater than 6 

allows the seizure of up to 100 percent if illegal activity 

under financial crimes ordinances can be proven. Spanish 
authorities claim they have seen a drop in cash carriers since 

the laws enactment in July 2003. For cases where the money сап 
not be connected to criminal activity 

declared 

depending on the amount of the currency being carried. 


The Commission for the Prevention of Money Laundering and 
Financial Crimes (CPBC) coordinates the fight against money 
laundering in Spain. The Secretary of State for Economy heads 
the commission and all of the agencies involved in the 
prevention of money laundering participate. The representatives 
include the National Drug Plan Office 

the Federal Prosecutors (Fiscalia) 

National Police 

SEC) 

of Insurance and Pension Funds. Any member of the Commission may 
request an investigation 

to his or her attention. 


The CPBC delegates responsibility to two additional 
organizations. The first is a secretariat in the Treasury 

located in the Ministry of Economy. Following investigation and 
a guilty verdict by a court 

penalties. Sanctions can include closure 

freezes 
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assets of third parties in criminal transactions 

of real estate in an amount equivalent to the illegal profit. 
One weakness that remains in financial sanctions is that the 
joint owner may access joint accounts if he or she can show 
financial need. 


The second organization is the Executive Service of the 
Commission for the Prevention of Money Laundering (SEPBLAC) 
which serves as Spain\'s financial intelligence unit. SEPBLAC 
receives and analyzes suspicious activity reports (SARs) and 
currency transaction reports. SEPBLAC has the primary 
responsibility for any investigation in money laundering cases 
and directly supervises the anti-money laundering procedures of 
banks and financial institutions. Incriminating information is 
turned over to the Federal Prosecutors for prosecution. Spanish 
banks are required by law to maintain fiscal information for 

five years and mercantile records for six years. 


The Fund of Seized Goods of Narcotics Traffickers receives 
seized assets. This agency was established under the National 
Drug Plan. The proceeds from the funds are divided 

going to drug treatment programs and half to a foundation that 
supports the officers fighting narcotics trafficking. 


Terrorist financing issues are governed by a separate code of 
law and commission 

Finance Activities (CVAFT). This commission was created under 
Law 12/2003 on the Prevention and Blocking of the Financing of 
Terrorism. The commission is headed by the Ministry of Interior 
and includes representatives from the Fiscalia and Ministries of 
Justice and Economy. Currently 

request information in terrorist financing cases 

members must rely on the commission head to begin an 
investigation. 


Crimes of terrorism are defined in Article 571 of the Penal 
Code 

Sanctions range from ten to thirty years\' imprisonment with 
longer terms if the terrorist actions were directed against 
government officials. Their ability to freeze accounts in the 
most recent law is more aggressive than that of most of their 
European counterparts. Though many laws are transposed from EU 
directives 

the implementing regulations for this law have not been written 
and it has not been used. Once in full effect 

allow administrative freezing of suspect assets without a 
judge\'s order. 


All legal charities are placed on a register maintained by the 
Ministry of Justice. Responsibility for policing registered 
charities lies with the Ministry of Public Administration. If 
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the charity fails to comply with the requirements 
other criminal charges may be levied. 


Spain is a member of the FATF 

finance working group. Spain is a participating and cooperating 
nation to the South American Financial Action Task Force 
(GAFISUD) 

Caribbean Financial Action Task Force (CFATF). Spain is a major 
provider of counterterrorism assistance. The GOS ratified the UN 
Convention against Transnational Organized Crime on March 2 
2002 

the Financing of Terrorism on April 9 

party to the 1988 UN Drug Convention. SEPBLAC is a member of the 
Egmont Group. 


The GOS has signed criminal mutual legal assistance agreements 
with Argentina 

Republic 

SpainVs Mutual Legal Assistance Treaty with the United States 
has been in effect since 1993. Spain also has entered into 
bilateral agreements for cooperation and information exchange on 
money laundering issues with Bolivia 

France 

Turkey 

actively collaborates with Europol 

information on terrorist groups. U.S. law enforcement agencies 
reported excellent cooperation with their Spanish counterparts 

in 2004. U.S. customs works closely with Spanish customs 
Spanish prosecutors 

Guard. The Drug Enforcement Administration works closely with 
SEPBLAC 

organizations regularly share information. Official documents 
however 


Seizures of assets involving more than one country and the 
division of the assets depend on the relationship with the third 
country. EU working groups will determine how to divide the 
proceeds for member countries. Outside of the EU 

commissions are formed with countries that are members of FATF 
FATF-like bodies and the Egmont Group 

of seized assets. With other countries 

conducted on an ad hoc basis. The U.S.-Spain MLAT provides for 
sharing of seized assets 

Spanish court hearing the case 
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concluded that the Honduran banking system is V highly 
fragile at a systemic level 
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growth 

the system. These reforms were then incorporated into the 
Letter of Intent signed by the GOH and the IMF in February 

2004 (ref D) 

sector reform bills: the Deposit Insurance Law; the Central 

Bank of Honduras Law; the Banking Commission Law; and a new 
Financial Institutions Law. 


4. (U) Specific to the Banking Commission 

that the existing legal and institutional framework for 
managing banking crises was inappropriately designed 
costly 

was one of the four key recommendations of the report. 
Until the recent reforms 

distressed banks was the responsibility of the national 
deposit insurance agency 

failure in Honduras in May 2002 

capitalized two small banks 

Sogerin 

The hope was that the injection of capital and some time 
under FOSEDE\'s administration would reverse the banks! 
deterioration. While Sogerin was made solvent and 
subsequently sold 

before the end of 2002 

recapitalizing the bank in the first place. 


5. (U) The Banking Commission reform law and the FOSEDE 
reform law transfer the responsibility for the restitution 

of troubled banks from FOSEDE to the Banking Commission 
recommended by the World Bank/IMF assessment report. As 
discussed in ref A 

mission and remove a major financial burden 

intervention by FOSEDE on behalf of Banco Capital and Banco 
Sogerin in 2002 drove FOSEDE deeply into debt with the 
Central Bank. Furthermore 

prudential measure: it is the GOH hope that transferring 
responsibility for the restitution of troubled banks to the 
Banking Commission will counter the temptation to keep a 
weak bank alive with costly injections of capital in cases 
where the best course is to accept the inevitable and move 
directly to the closure and liquidation of a weak bank. 


6. (U) The law also makes various changes to the 
organization of the commission - modest but positive steps 
in the establishment of a modern 

commission. Previously 

made up of three members and two alternates; the new law 
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removes the alternates 

Commission official 

nothing. The new law also tightens the requirements for who 
may serve on the commission 

of banks or other financial institutions 

performing loans 

guilty of any financial crimes. 


7. (U) Over the past several years 

the weaknesses in the banking system has grown 

have increasingly concentrated their deposits in the largest 
banks. Deposits in the top five banks operating in Honduras 
(Banco Atlantida 

Bamer) accounted for 55 percent of deposits in 1999 
percent in 2002 


table below). 
Total Total Total 
Bank Assets Loans Deposits 
Banco Atlantida 15 
BGA 15 
Banco de Occidente 12 
Ficohsa 12 
Banco Mercantil (Bamer) 10 
Banco del Pais 9 
BAC Honduras 6 
Banco Uno 2 
Banco Continental 2 
Banhcafe 2 
Banco Promerica 2 
Ficensa 2 


Banco de los Trabajadores 2 
Banco de Honduras 


(Citibank) 1 
Lloyds (Cuscatlan) 1 
Banco Futuro 1 
TOTAL 100 


All figures in millions of Lempiras 
2004. (At that time 


Source: National Banking and Insurance Commission. 


A More Stable Framework 


Column 3 


8. (SBU) Comment: There is a widespread consensus among both 
private bankers and government officials that the Honduran 
banking sector 

banks operating in a country of just seven million people 

is overcrowded and ripe for further consolidation. However 
the elimination of two very minor banks in 2002 was handled 
in a manner that was both inefficient and costly. Under the 
new legal framework established by the September laws 
hope is that some consolidation can be allowed to take 
place 

in 2002 

or liquidation would spread a panic through the system. End 
Comment. 


Palmer 


24874 

was a recent and controversial decision by Abulhassan -- 
which some assert came from the Prime Minister -- to nullify 
a Supreme Court ruling calling for the liquidation of the 
assets of a prominent Kuwait daily that galvanized many 
non-Islamists against him 

downfall. This resignation 

liberals 

their ability to influence the GOK. Speculation about the 
extent of the cabinet reshuffle is growing as press contacts 
also shared unconfirmed rumors reporting the acceptance of 
Finance Minister Mahmoud Al-NouriVs resignation -- Al-Nouri 
tendered his resignation in early 2004 

accepted by Shaykh Sabah. Social Affairs and Labor Minister 
Faisal Al-Hajji will temporarily assume the Information 
Ministry portfolio. End Summary. 


A Political Win for the Islamists 


2. (SBU) Prime Minister Shaykh Sabah accepted the resignation 
of Information Minister Mohammed Abulhassan on January 2. 
Abulhassan wrote in his resignation letter that he was 

stepping down to end political infighting and to preserve 

national unity. In resigning 

was certain to be a damaging grilling for the PM\'s cabinet 

and a possible upsurge in sectarian arguments -- something PM 
Shaykh Sabah was keen to avoid. News dailies and pundits 

all political stripes 

for the Minister\'s resignation 

\"courageous\" and a V brave step 

removed a point of contention from Islamists and liberals 

alike. Social Affairs and Labor Minister Faisal Al-Hajji is 
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expected to act as the interim Information Minister until a 
permanent replacement is made. 


3. (SBU) Although it was not the rhetorical attacks from 
Islamists that finally led to AbulhassanVs resignation 
stepping down is clearly seen as a victory for the Islamic 
bloc. Several Salafi Islamist MPs have been colluding to 
grill Abulhassan 

Cabinet 

B). Their efforts 

after a series of television programs such as VStar Academy! 
and VSuper Star were aired 

May 2004 music concert in Kuwait featuring celebrities from 
the Star Academy program. (Note: After extensive Islamist 
pressure in 2004 

drafted new concert regulations which prohibit vulgar 
language at concerts 

prevent female musicians from singing in front of men and 
from wearing \"indecent\" clothes. Additionally 

of Information on January 1 

live concerts in all hotels in Kuwait. Prior to the decree 
hotel venues were seen as a way to bypass the Islamist 
concert prohibitions. End Note.) 


4. (SBU) The most recent controversy surrounding the 
Information Minister was his decision to ban local hotels 
from holding New Year\'s celebrations 

the Islamists which came under fire from moderates and 
liberals. (Note: Although GOK offices are closed on New 
YearWs day 

publicly acceptable. Most parties held by Kuwaitis and 
expats are private functions designed to draw neither public 
attention nor criticism. End Note.) In the press 

Kuwaiti liberals have accused the GOK of making V'secret deals 
with the Islamists at the cost of freedoms guaranteed by the 
Kuwaiti constitution." 


AbulhassanVs Fatal Misstep... 


5. (SBU) What was anticipated to be a feckless grilling of 
the Information Minister by Islamists quickly turned into a 
genuine imbroglio that led directly to AbulhassanVs decision 
to step down. The MinisterVs late 2004 decision to nullify a 
Court of Cassation -- KuwaitVs Supreme Court -- ruling 
regarding the ownership of a Kuwait newspaper provoked 
widespread outrage 

MPs. The controversial decision led to a lawsuit against the 
Information Minister for his decision to overrule the Supreme 
Court\'s judgment calling for liquidating the assets of the 
publishing house of prominent Kuwait daily \"Al-Rai Al-Aam.\" 
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The Ministers decision prevented the liquidation of the 
company 

ownership disputes between majority shareholder 
editor-in-chief Jassem Boodai 

shareholders. 


6. (SBU) The Council of Ministers reportedly froze the 
Information MinisterVs controversial decision 

move by Abulhassan netted him many non-Islamist detractors 
only weeks before his Parliamentary grilling was scheduled to 
take place. Many non-Islamists 

liberals 

the scandal 

vote of no-confidence and oust the minister. A number of 
MPs 

Islamist charges of V'moralV corruption 

against him because of his decision. 


...May Have Been PM\'s Mistake 


7. (C) A senior contact at Al-Rai Al-Aam informed the Embassy 
that PM Shaykh Sabah insisted that the paper remain 
controlled by his close friend Jassem Boodai. The contact 
regarded this information as well-known and also said that 

the PM was growing tired of Abulhassan. (Comment: While we 
cannot confirm Shaykh Sabah\'s role in this matter 

Kuwaitis do believe 

contacts during a January 3 visit to the National Assembly 

that the Information Minister would never have taken the 
decision on his own to nullify a supreme court ruling and 

that it was indeed directed by PM Shaykh Sabah. This belief 

is feeding rumors throughout Kuwait that Shaykh Sabah 
accepted Abulhassan\'s resignation to protect himself from his 
own mistake. End Comment.) 


Finance Minister Out and Other Rumors 


8. (C) The turmoil caused by the Information MinisterYs 
latest actions may have opened the door for other ministerial 
changes. Press contacts claim 

confirm 

has also been accepted. Al-Nouri 

March 2004 

Sabah 

escaped being ousted (ref C) 

contacts report that he has wanted to step down for health 
reasons 

request that he stay on. 


Column 3 

9. (C) Word is also already spreading regarding the extent of 
the possible cabinet changes. Some Embassy contacts expect 
up to five ministers to be replaced in a reshuffle 

Education Minister Dr. Rashid Al-Hamad. Another contact 
mentioned three names as possible replacements for 
Abulhassan: the PMVs media advisor Sami Al-Nisf 

and university professor Dr. Anas Al-Rashid 

General of the Kuwait Journalists Association Faisal 
Al-Qinaei. Some news dailies have further speculated that 
Shaykh Mohammed Abdullah Al-Mubarak Al-Sabah 

influential ruling-family member (ref A) and prominent 

Kuwaiti intellectual and Professor of sociology Dr. Mohammed 
Al-Rumaihi are also on the short-list for elevation to 

cabinet posts. 


Comment 


10. (C) Shaykh Sabah 

resign 

irredeemable. Even if he could have saved the Information 
Minister from an almost certain vote of no-confidence 
likely to have determined that it would have cost too much 
political capital to do so. Additionally 

only ShiVa Minister 

from the Islamists 

to all of his activities. The PM\'s decision to accept the 
resignation may also be an indicator that he is tiring of the 
unyielding efforts by the National Assembly to grill his 
ministers. 


11. (C) Even though it was liberal outrage -- outrage 

possibly caused by the PM and not his minister --- that 
clinched Abulhassan\'s political demise 

to be emboldened to pursue an even greater social agenda as a 
result. There is much speculation that Sabah Al-Ahmed also 
feared that this grilling would lead to great sectarian 

upheaval and chose to accept Abulhassan\'s resignation rather 
than face a firestorm from Islamists and liberals in 

Parliament 

sectarian lines. Although many regard this resignation as 
good for the country 

political victory for the Islamists and it is unlikely that 

the next information minister 

will escape the attacks of the conservative Islamists in 
Parliament. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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LEBARON 


3. (SBU) Yermegiyayev informed the Ambassador that Otan\'s 
membership had increased to 450 

that members joined voluntarily out of a personal choice to 
support the party\'s ideology. He added that the party had 
instituted monthly dues 

to $.38) according to income 

enrollments at institutions. The party leader said that 
Otan has 9 

(i.e. institutions) 

staff members in each raion (subdivision of an oblast) 

an office staff by five professional staff members in each 
oblast. Yermegiyayev explained that oblast party leaders 
are selected locally and then approved by the national 
organization 

structure. 


4. (SBU) With the formation of the new Mazhilis and the 
adherence of several independent candidates to Otan 
party now holds 53 of the 77 seats in the lower house. 
(Note: Mazhilis speaker Uraz Mukhamedzhanov and deputy 
speaker Sergey Dyachenko 

count as part of the party bloc. End note.) Yermegiyayev 
remarked that political parties do not have offices or 

staff in the Parliament 

implying that this was a shortcoming of the system. He 
said that Otan favored a greater role for parties and had 
\"posed the question. V 


5. (SBU) At the party's 7th congress 

members had agreed on a number of changes to the party 
platform; according to Yermegiyayev 

program would essentially be the partyVs presidential 
campaign platform. He insisted that the party\'s views do 
not always match the government's policies 

President Nazarbayev makes a clear distinction between his 
role as head of state and his job as party chairman. To 
support his argument 

proposal to increase the Mazhilis from 77 to 120 seats 
with half elected from party lists and half in single- 
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member districts. He described this as a way to make the 
situation fairer for smaller parties. Yermegiyayev also 
underscored his vision for Otan as a party of ideas 

one person 


6. (SBU) Other elements of OtanVs platform 
Yermegiyayev 

the implementation of the national budget; equalizing the 
power of local elected bodies (maslikhats) with local 
executive authorities; giving maslikhat secretaries the 
right to run sessions on a continuous basis; and 
instituting the direct election of local leaders 

indirect election of raion leaders via the maslikhats. 
Yermegiyayev stressed that it would be dangerous!" to 
change the current practice of presidential appointment of 


oblast leaders 

different parts of the country. He noted Russia\'s recent 
decision to do away with the election of governors as a 
relevant precedent. Yermegiyayev said that Otan was 
carefully considering the question of the formation of the 
government; at its next congress 

that the parliamentary majority should select all the 
ministers and form the government. 


7. (SBU) Without going into detail as to how Otan would 
accomplish its objectives 

ambitious goals to improve the quality of life of the 

average citizen. By 2009 

of the average wage; the current figure is approximately 
2896. Salaries of teachers and doctors should be doubled. 
GDP per capita should double to $4000. Spending on science 
should be raised from the current .16% to 196 of the budget. 
The government should institute a pro-natal policy with the 
goal of increasing the population to 20 million from its 
current level of 15 million. The industrial base should be 
diversified. 


8. (SBU) Given the GOK's recent allegations that U.S.- 

funded democracy NGOs concentrated a disproportionate 
amount of their efforts on the opposition (ref C) 

Ambassador asked Yermegiyayev about OtanVs cooperation with 
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the International Republican Institute (IRI) and the 
National Democratic Institute (NDI). Yermegiyayev and 
Kazkenov indicated that the party enjoyed good relations 
with both organizations 

mentioned a recent IRI training program for young party 
members as an example of successful cooperation 

that Otan had proposed organizing joint events open to all 
parties in oblast capitals to both NDI and IRI. 


9. (SBU) Turning to the Kazakhstani political opposition 
Yermegiyayev\'s voice began to rise as he underscored what 
he described as the inherently hypocritical position of 
parties such as Ak Zhol and Democratic Choice of Kazakhstan 
(DCK). He asked rhetorically what ideology could possibly 
unite the ultra-liberal DCK with the Communists 

formed a voting bloc for the parliamentary elections. 

VOnly the desire for power 

before becoming leader of Otan he himself had been a 
private businessman 

opposition leaders such as Zhandosov 

Kazhegeldin had been in the government at the time of 
flawed privatizations and had \"created this problem with 
corruption." He claimed that they had all benefited 
personally from crooked privatization deals and had fought 
viciously over the booty. Yermegiyayev also singled out 
Zhandosows call for the National Fund to be distributed 
directly to the people as a shockingly disingenuous 

populist move for a former Finance Minister. Yermegiyayev 
reminded the Ambassador that Ak Zhol had also called for 
the reexamination of contracts signed with foreign 

investors in the early 1990s 

understood the need to respect contracts. 


10. (SBU) Yermegiyayev told the Ambassador that the 
leadership of first daughter Dariga Nazarbayeva\'s Asar 
party had approached Otan before the parliamentary 
elections with a proposal to form a voting bloc. Otan had 
refused. Yermegiyayev described his party's attitude 
toward Asar as mixed; while they did not view Asar as a 
serious competitor 

main pro-presidential party stood for. He contrasted the 
two parties\' programs 

specific proposals while Asar had made only vague 
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statements such as support for raising pensions and more 
support for science. Yermegiyayev remarked that time would 


show which party had a real program and represented the 
interests of the people. (Comment: While Yermegiyayev may 
well have genuine antipathy toward Asar 

believe that the parties are deliberately trying to 

distance themselves from each other in order to appeal to 
different groups of voters and increase their overall vote 
share. End comment.) 


11. (SBU) Bio note: Yermegiyayev was chairman of Otan from 
2002 to March 2004 

deputy chair at the 6th Otan party congress. He is thought 

to be close to President Nazarbayev 

him to be chairman of Otan even though Yermegiyayev had no 
history as a party activist. His demotion was seen by some 
local analysts as part of a Nazarbayev strategy to mobilize 

the rank and file; Yermegiyayev was thought to be too much 

of a functionary to carry out that role. (Note: 

Tuyakbay\'s subsequent resignation likely upset the overall 
strategy 

was born June 14 

Ata Oblast. He graduated from Moscow\'s V. Kuybyshev Civil 
Engineering Institute in 1968 with a degree in industrial 

and civil construction. After military service 

in the construction industry until 1988 

appointed Deputy Chairman of the Executive Committee of the 
Almaty City Soviet of PeopleVs Deputies. He returned to 

the private sector in 1990 as president of the 

Almatykurylys construction holding company 

still holds. 


12. (U) Dushanbe minimize considered. 


ASQUINO 
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team on New Year's Eve to react immediately as any 
problem occurs during the transition. Central Bank vice- 
governor Sukru Binay 

project 

time January 3 

currency -- the CBT has not observed any significant 
problems in any markets about applicability of the New 
Turkish Lira. Press reports also describe a generally 
problem-free weekend conversion 
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and retail points of sale changing over to YTL. 


4. (SBU) Markets were quiet on the first working day of 
the New TL 

markets waited for 2004 inflation figures to be announced 
today after markets closed. Neither currency nor 
government securities markets have moved significantly 
today 

bank market 

around 20.31 percent. The more volatile stock market 
(IMKB-100) is up almost 2 percent. 


2004 Inflation Lowest since 1975 


5. (U) After financial markets closed 

Statistics Institute (DIE) announced the December 
inflation data that put the CPI and WPI inflation at 9.32 
percent and 13.84 percent respectively for 2004. CPI 
increased 0.45 percent 

core (private sector Manufacturing index) increased only 
0.2 percent in December -- lower than markets\' 
expectations. The CPI number was better than the 10 
percent target (originally 12 percent) for 2004. Reuters 
reported a Central Bank source saying the 9.32 percent 
annual CPI inflation was the lowest since 1975. 


Comment 


6. (SBU) Though only a symbolic and practical step 
rather than one of fundamental macroeconomic importance 
the apparently successful changeover to the New Lira 
symbolizes Turkey\'s transition to a more stable 
inflation economy. Coming at the same time as 2004 
inflation came in at record low single digits 

another feather in the cap of the GOT and 

the independent Central Bank. Though the GOT had 
responsibility for minting new coins 

had the more critical responsibility for banknotes. 
Edelman 
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ammunition and some agricultural products. These items can 
only be imported under special circumstances 

importation is effectively banned. 


8. Agricultural and Fish Products: Prior to WTO accession 
Taiwan banned or restricted imports of 42 agricultural and 
fish items. In January 2002 

18 of these agricultural and fish categories and implemented 
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TRQs on the remaining 24 items. TRQs on a number of products 
of interest to the United States (chicken meat 

and offal 

1 


9. Rice: Before Taiwan\'s WTO accession 

were banned. During 2002 

minimum market access quota that covered both public- and 
private sector imports. In 2003 

import regime from a minimum market access quota to a tariff- 
rate quota without consultation with its trade partners. As 

a result 

Australia and Thailand 

proposed rice import system at the WTO. Since then 
United States has also raised concerns regarding Taiwan 
implementation of its rice import system 

cancellation of mark-up price reductions for several private 
sector tenders 

sector tenders. Despite these difficulties 

were able to gain a majority of the rice import market in 
2002 and 2003. In 2004 

import commitments improved significantly 

United States to secure the largest import market share. At 
the same time 

resolving outstanding bilateral differences in 2004 

the way for final resolution of the issue. 


10. Tobacco and Alcohol Products: As a condition of 
Taiwan\'s WTO accession 

and tax system went into effect on January 1 

place of the previous tax on imports administered by the 
former monopoly authority 

Monopoly Bureau (TTWMB) 

tax and to eliminate tariffs on imports of most spirits. In 
2003 

added cooking wine 

but these legislators failed. 


11. Taiwan also liberalized private alcohol production upon 
its accession to the WTO and private cigarette manufacturing 
in 2004. TTWMB became a state-owned corporation 
Tobacco and Liquor Corporation (TTLC) 

However 

privatization of the TTLC has been postponed until 2005. 


12. Wood Products: Taiwan has revised building codes in 
line with international practices. However 

yet completed a companion fire code. This delay means that 
while a wood frame structure may be built 

inspection authorities is contingent on review and comment 
by a special committee on details 
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U.S. wood products companies have raised concerns that this 
practice is restrictive and does not encourage wood use in 
construction. The continued use of a special committee 
unnecessarily delays construction of wood structures and 
raises the cost of using wood materials significantly beyond 
that of other materials such as concrete and steel. 


13. Automobiles and Motorcycles: Local content requirements 
in the automobile and motorcycle industries were lifted as 
part of Taiwan\'s WTO accession. The importation of 
motorcycles with engines larger than 150 cc was liberalized 
in July 2002 as part of TaiwanYs WTO commitments. In mid- 
2003 Taiwan agreed to set emissions standards for 
motorcycles over 700 cc in line with international 

standards 

supported. The U.S. Government remains concerned with 
Taiwan\'s tariffs and other taxes on large motorcycles as 
well as TaiwanWs restrictions on motorcycle access to 
highways. 

STANDARDS 


14. Industrial and Home Appliance Products: Industrial and 
home appliance products (such as air-conditioning and 
refrigeration equipment) are subject to safety and 
electromagnetic compatibility (EMC) testing requirements 
before clearing customs. The manufacturers or importers can 
choose tests on each shipment \"batch-by-batch inspection" 
(ВВІ) with Type Approval or apply \"registration of product 
certification (RPC)V'. All safety testing for end products 

must be done in Taiwan by-Taiwan accredited laboratories. 
Taiwan accepts EMC testing by NIST accredited laboratories 
if they are in the U.S. only for IT equipment based on the 

1999 EMC Mutual Recognition Agreement (MRA) signed between 
the American Institute in Taiwan (AIT) and the Taipei 
Economic and Cultural Representatives Office (TECRO) in the 
United States. For those products that adhere to the ISO 
9000 quality management system 

inspection module was introduced. The manufacturers or 
importers may choose the module most appropriate to them 
when applying for registration under the RPC scheme. 


15. Sanitary and Phytosanitary Measures: As a member of the 
WTO 

Application of Sanitary and Phytosanitary Measures 

(including notification of such measures). In 1998 

agreed to accept meat and poultry imports from plants 
approved by the USDA Food Safety Inspection Service. In 1999 
and 2000 

pesticide residue standards for some chemicals used on 
imported fruits and vegetables. However 
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continues to be concerned that some Taiwan plant and animal 
quarantine measures are not always based on sound science 
and are not the least trade-restrictive measures available. 


16. Alcohol Beverage Products: On December 31 
immediately before its WTO accession 

regulations requiring major ingredient labeling for alcohol 
beverages. Although these regulations relate to 
international trade 

Taiwan in advance of their implementation. Bilateral 
meetings were conducted in 2002 to discuss this requirement 
and as a result 

requirement was delayed until July 2003. In December 2003 
TaiwanVs legislature passed the Tobacco and Alcohol 
Administrative Law (TAAL) 

Finance (MOF) to eliminate ingredient-labeling requirements 
for alcohol beverage products. Beginning July 1 

alcoholic beverage product labels do not need to include a 
list of ingredients. 


17. Agricultural Biotechnology Products: Taiwan authorities 
generally have taken a cautious 

approach to trade in agricultural biotechnology products. 
Risk assessment documentation on agricultural biotechnology 
corn and soybeans were required to be submitted to DOH 
before April 30 

corn and soybean products commenced in 2003. In October 
2003 

agricultural biotechnology products other than corn and 
Soybeans in 2004 

Science companies to obtain interim approval for those 
products currently commercialized. No disruptions to trade 
have resulted from Taiwan\'s biotechnology regulations. 
However 

approval pipeline and a lack of investment in a strong 
regulatory infrastructure 

more frequent. 


18. Labeling of Genetically Modified (GM) food: TaiwanVs 
bioengineered food safety approval and labeling regulation 
took effect on January 1 

bioengineered food was phased in over a two-year period 
beginning with certain soybean and corn products. By 2005 
the label will be required for all processed corn and 
Soybean products. Taiwan uses a 5 percent tolerance for 
bioengineered food labeling. All food products containing 5 
percent or more bioengineered soybean or corn ingredients by 
weight must be labeled as V'Genetically Modified (GM)\" or 
\"Containing Genetically Modified". 


19. Medical Devices: Registration and approval procedures 
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for medical device imports are complex and time-consuming 
and have been the subject of long-standing complaints by 
U.S. firms. The registration process requires redundant 
testing 

products even though they are based on previously approved 
devices. In addition 

trials are required for the review process or whether 

industry is allowed to provide additional input in response 

to questions posed by DOH officials reviewing the clinical 
trial submissions. The adoption of the U.S. Food and Drug 
Administration\'s medical device classification system in 
June 2000 was welcomed by industry. However 
implementation of this system in 2004 was faulted by 
industry for requiring re-registration of previously 

approved products. Taiwan has identified both the medical 
device and pharmaceutical sectors as priorities for local 
development 

the interests of local companies over foreign firms. 


20. Pharmaceuticals: TaiwanVs lengthy pharmaceutical 
registration process slows market entry for new drugs that 
have already been approved in other economies and also 
imposes unnecessary costs on drugs that have been approved 
in Taiwan. In May 2001 

firms to submit voluminous amounts of proprietary 
manufacturing data as part of the registration and approval 
process for both new drugs and those already on the market. 
The amount of such \"validation\" data requested by Taiwan far 
exceeded international norms. In response to concerns 
raised by the United States and its industry 

postponed implementation of this requirement. In December 
2002 

which Taiwan affirmed its commitment to adhere to 
international practices as applied in advanced economies 
and agreed that firms can demonstrate validation status by 
providing documentary evidence 

registration applications. In August 2003 

industry reached agreement on validation data resolutions. 
However 

\"priority numbers\" that will be used to determine which 
manufacturers are inspected by DOH. US industry is 
concerned that these risk priority numbers are based on non- 
transparent criteria and inspections will unfairly target 
manufacturers that provide abridged data. Discussions 
between the United States and Taiwan to resolve remaining 
issues are ongoing. 


21. Taiwan uses various methods to lower assigned prices on 
innovative drugs 

lower price when a drug is approved for an additional use) 
and lowering assigned prices without a transparent process. 
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In addition 

and limit U.S. market access through disproportionate 
reimbursement of domestically manufactured generic drugs. 
To address these outstanding concerns of foreign 
pharmaceutical firms 

pricing plan in March 2003. In this plan 

Bureau of National Health Insurance agreed to find ways to 
include a \"reward for innovationW component in its pricing 
mechanism for new drugs. However 

have criticized the new drug pricing mechanism as non- 
transparent and believe the reimbursement prices will not 
achieve the stated objective. Discussions between the 
United States and Taiwan on this issue are ongoing. 


22. In July 2002 

system in which hospitals receive lump sums from the 
National Health Insurance system to cover the cost of 
providing all services. The goal is to increase efficiency 

and encourage cost-cutting measures 

that the global budget system primarily encourages hospitals 
to seek discounts on pharmaceuticals in order to make up for 
losses in providing medical services. In addition 

say the system discourages use of innovative drugs. 


23. Other issues: Taiwan banned imports of U.S. beef in 
December 2003 with the detection of one positive case of 
Bovine Spongiform Encephalopathy (BSE) in the State of 
Washington. As of the publication of this report 
government is taking aggressive action and is working 
intensively to re-open the market as quickly as possible. 
Non-ruminant products for feed use 

poultry and porcine meal are banned with few exceptions that 
are only approved after a very slow case-by-case review or 
plant clearance process. A few products such as bovine 
serum and pet food are allowed entry. 

GOVERNMENT PROCUREMENT 


24. Taiwan committed to accede to the WTO Agreement on 
Government Procurement (GPA) as part of its WTO accession. 
While Taiwan has applied for accession to the GPA 

accession has not yet been completed due to differences 
regarding nomenclature issues. To prepare for accession 

Taiwan implemented a new Government Procurement Law in mid- 
1999. This was an important first step toward establishing 

a transparent and predictable environment for TaiwanVs multi- 
billion dollar market for public procurement projects. In 

August 2001 

Memorandum of Understanding on Government Procurement. The 
MOU calls for Taiwan to implement certain procedural 
commitments immediately 
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upon accession to the GPA. Taiwan agreed to establish new 
procedures providing for the independent review of 
complaints that arise during the tendering process 
encourage its procuring entities to make use of mediation 
procedures 

invoked. Despite these commitments 

continued to incorporate provisions in its public 

procurement tenders that appear to be inconsistent with the 
GPA 

Further 

procurement process as well as the review process for 
complaints remains a serious issue. U.S. participation in 
Taiwan\'s government procurement market continues to decline 
as a result of these practices. The United States continues 
to remain concerned with the government procurement 
environment. 


EXPORT SUBSIDIES 


25. The Taiwan Government provides incentives to industrial 
firms in export processing zones and to firms in designated 
Vemerging industries.\" Some of these programs тау have the 
effect of subsidizing exports. Taiwan has notified the WTO 

of these programs and 

committed to amend or abolish any subsidy programs 
inconsistent with WTO rules. Amendments of relevant laws 
such as the Statute for Establishment and Management of 
Economic Processing Zones and the Statute for Establishment 
of Scientific Industrial Parks 

subsidies 

The United States continues to monitor Taiwan\'s compliance 
with the commitments it undertook as part of its WTO 
accession 

Agreement on Subsidies and Countervailing Measures 


INTELLECTUAL PROPERTY RIGHTS (IPR) PROTECTION 


26. IPR protection continues to be an important and serious 
issue in the US/Taiwan trade relationship. In 2004 
continued to take measures to improve enforcement of IPR 
including stepping up raids against manufacturing and retail 
outlets 

passing important revisions to the copyright law that 
increase penalties for counterfeiters. The U.S. 

International Intellectual Property Alliance estimates that 
Taiwan\'s IPR infringements caused trade losses to the United 
States of USD464 million in 2003. Despite several large 
raids against manufacturers and passage of amendments 
strengthening the pharmaceutical law 
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continues to be concerned with the prevalence of 
counterfeits in the Taiwan pharmaceutical market and the 
lack of adequate data protection for innovative 
pharmaceuticals. U.S. industry has complained about delays 
in court cases and the difficulty TaiwanVs judiciary has in 
handling technical cases. In April 2004 

on the U.S. Special 301 Priority Watch List for the fourth 
year in a row 

end of 2004. 

27. To improve Taiwan\'s ability to protect IPR 

government formulated a three-year (2003-2005) IPR Action 
plan. Measures included the establishment of the Integrated 
Enforcement Task Force (IETF) with a force of 220 police 
officers in January 2003; opening of three warehouses for 
counterfeiting seizures; the raising of the informant reward 
to up to NT$10 million per counterfeiting seizure; 
strengthening of border control inspection for CD exports; 
and increasing day/night inspection on disc plants 

markets 

counterfeit goods seized by the U.S. Customs dropped from 
US$26.5 million in FY2002 to US$610 

US$60 

Software Alliance (BSA) also announced that software piracy 
rate in Taiwan fell from 54 percent in 2002 to 43 percent in 
2003. 


28. Amendments to the Copyright Law passed by the 
Legislative Yuan in June 2003 lifted the requirement that 
rights-holders file a complaint before police can conduct 
enforcement actions. But provisions to allow ex officio 
seizure by Customs officials and prohibiting the 
circumvention of technical protection measures were 
eliminated and minimum sentences were repealed. In 
addition 

from the final bill. After concerted lobbying by industry 
and the Taiwan Executive Yuan 

August 2004 passed additional amendments to the Copyright 
Law including a) technological protection measures 
heavier penalty for infringement 

authority to take ex officio action. 


29. Internet piracy and illegal peer-to-peer downloading 

are becoming serious concerns for IP enforcement in Taiwan. 
Infringers are using the Internet to market illegal goods 

and illegally download music 

indicted peer-to-peer Internet service providers (ISC). 

Efforts to use the legal system to shut down or restrict the 
activities of P2P platforms has met with limited success 

thus far. 


30. In response to U.S. and industry requests to improve 


Column 3 

protection of optical media products and curtail the illegal 
manufacture of such goods 

law on October 31 

production licenses and report any changes to the 
authorities. Violators face a maximum three-year jail 
sentence and a fine of approximately $86 

fully implemented effective May 2002. The Optical Media Law 
and IETF\'s night/day inspection has led to a dramatic 
decrease in large-scale factory production of counterfeit CD 
products produced by CD plants. 


31. The U.S. Government also is concerned with the growing 
incidence of counterfeit pharmaceutical products in the 

Taiwan market and the lack of adequate data protection for 
these products. The Taiwan government in March 2004 revised 
the pharmaceutical affairs law to increase penalties for 
pharmaceutical counterfeiting. Nevertheless 

products continue to pose a threat to public health and 
Taiwan\'s Department of Health enforcement mechanism is not 
strong. Although a bill is pending in the Legislative Yuan 
Taiwan has not yet fully provided data exclusivity for 
pharmaceutical products 

disincentive for pharmaceutical producers to introduce new 
products into the Taiwan market. 


32. The lack of adequate protection for the packaging 
configuration 

of IPR known as V'trade dress 

Despite provisions in TaiwanVs Fair Trade law designed to 
protect unregistered marks and other packaging features 
misleading copying of U.S. products by local manufacturers 
remains a problem. 


33. TaiwanWs judiciary continues to experience difficulties 
in handling technical cases 

complained about long delays in court cases. Often 
conflicting or unclear lines of bureaucratic authority 

stymie IPR enforcement efforts. Generally 

find that judges and court procedures themselves constitute 
barriers and that penalties for intellectual property 

violations are inadequate to deter violators. The United 
States continues to assist in remedying the weaknesses of 
the judicial system by holding seminars on criminal 
enforcement and encourages Taiwan to set up IP courts with 
experienced judges to handle the case. 


SERVICES BARRIERS 
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34. Taiwan continues to liberalize its financial market 
beyond its WTO accession commitments. In January 2001 
Securities and Futures Exchange Commission (SFEC) lifted the 
restriction on employment of foreigners by domestic Taiwan 
securities firms. Also in January 2001 

the 50-percent foreign ownership limit on listed companies. 
In June 2003 

for foreign holders of global depository receipts (GDRs) to 
exchange GDR for equity stocks after the GDR is issued. In 
July 2003 

on inward remittances by a qualified foreign institutional 
investor (QFII). It also abolished the requirement for а 

QFII to inwardly remit its investment fund within two years 
after it receives approval. In early October 2003 

Taiwan government voluntarily abolished the QFII system. 
Foreign portfolio investors are required to complete 
registration rather than seek advance approval 

December 2003 

Internet. In late 2003 

investors to trade in the futures and money markets as a 
part of financial management prior to actual portfolio 
investment. However 

deposits are subject to a limit of 30 percent of total 

inward remittances. All offshore foreign portfolio 

investors may trade in TaiwanVs stock market regardless of 
their size 

investors from the PRC. However 

investors are still subject to an investment limit. Onshore 
foreign individuals and institutional investors are also 
subject to annual inward/outward limits. 


35. Taiwan continues to work towards fulfilling its May 
1997 commitment to liberalize insurance premium rates and 
policy clauses. It voluntarily opened the reinsurance 
market. In November 2001 

companies to sell investment-linked products. Taiwan began 
to allow life insurance companies to set their own premium 
rates in January 2002 if the companies had their own 
actuaries to determine such rates. Taiwan adopted a three- 
stage premium rate liberalization program for non-life 
insurance. Effective January 1 

allowed to set premium rates for large face-value fire 
insurance policies and fire insurance policies sold to 
multinational corporations. The target date for total 
liberalization is January 2008 

for an individual insurance firm can be advanced if it has a 
good credit reputation and its capital adequacy ratio 
reaches 300 percent. 


36. Taiwan adopted a transparent approval procedure for 
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insurance policies in January 2001. Prior approval is not 
required for products whose policy clauses are identical or 
very similar to existing products of other companies. New 
products are subject to prior approval. Taiwan\'s Insurance 
Bureau will adopt a negative list system in January 2005. 
Under the new system 

will be deeply cut 

for life insurance and to 10-20 percent for non-life 
insurance. The processing time will be cut from 90 days to 
75 days for life insurance and 60 days for non-life 
insurance. The Department of Insurance has opened its 
reinsurance market 

Statute was revoked in June 2004. The Central Reinsurance 
Corporation 

privatized in July 2002. In August 2002 

the capital requirement for entering the reinsurance market 
strongly in favor of foreign reinsurance firms over domestic 
competitors. In response to the liberalization 

Reinsurance Co. became the first foreign reinsurance firm to 
set up a branch in Taiwan in early 2004. 


LEGAL SERVICES 


37. Following TaiwanVs accession to the WTO 

lawyers are permitted to practice law in Taiwan either by 
setting up individual practices (single lawyer) or entering 
into partnerships with local counterparts. In order to 
practice domestic law 

bar examination and use the Chinese language when appearing 
before the court or submitting written briefs. If the 
foreigner does not meet these qualifications 

working for 

represent the foreign lawyerVs interests on domestic law 
issues. When practicing international or foreign law 
foreign lawyers do not need to pass the language or bar 
examinations and are not required to hire or partner with 
local lawyers. 


TELECOMMUNICATIONS SERVICES 


38. Following the issuance of licenses to three fixed-line 
telecommunications service providers in 2000 

Directorate General of Telecommunications\' (DGT) again 
opened applications for integrated network licenses in 
September 2004. The capital requirement for integrated 
network service was reduced to NT$16 billion from NT$40 
billion and system capacity requirements were lowered from 
one million to 400 

September\'s open season failed to generate any bids. DGT 
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also announced in September 2004 that it would launch a 
biannual licensing schedule in March and September beginning 
this fall. According to DGT\'s plan 

and international call businesses will be added to the 
licensing schedule under less restrictive conditions in 

March 2005. A new formula based on local population will be 
used to calculate the capital requirements for each of the 
new service license. As low as NT$1.2 billion may be 
required for a local call license in Taipei City and NT$2 

billion for long-distance and international service 

licenses. 


39. Existing fixed-line operators still face serious 

difficulties in negotiating reasonable interconnection 
arrangements at technically feasible points in the network 

of the dominant carrier 

its announcement in May 2004 to share the local loop with 
the three private providers 

change to allow non-CHT service providers access to CHTVs 
local loop can only be initiated by end users. Only voice 
service in three metropolitan areas is open to non-CHT 
operators. The Premier announced in November 2003 that the 
government would invest a total of NT$35 billion in the next 
five years to help local governments resolve \"last mile\" 
problems for telecommunications end-users. This \"Mobile 
Taiwan plan will also include the construction of a second 
broadband network around Taiwan to be jointly used by 
telecommunications service companies. These new investment 
projects are expected to help break the monopoly of the 
telecommunications network by state-owned CHT. Taiwan\'s 
telecommunications regulatory body 

former monopoly CHT are under the purview of the MOTC 
creating a potential conflict of interest. DGT lacks the 

full authority 

resolve telecommunications-related disputes. Two draft 

laws 

statute for the organization of the proposed Cabinet-level 

V National Communications and Broadcasting Commission (NCC)\" 
have been introduced by the Cabinet. The Basic Law was 
passed in December 2003 and the reorganizing statue is 
currently pending in the legislative process. The NCC will 

be an independent regulatory body that will unify regulatory 
authority now split between DGT for wired or wireless 
communications and the Government Information Office for 
radio and television broadcasting. 


40. TaiwanWs telecommunications market is transforming. In 
June 2003 the DGT announced regulations governing equal 
access service 

long distance and international network service of other 
providers. In August 2003 the DGT amended regulations to 
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open Taiwan\'s mobile virtual network operator (MVNO) market 
and began licensing in September 2003. The MVNO opening 
offers an alternative third-generation (3G) wireless service 

to local consumers and allows service providers to operate 
without a 3G license by partnering with existing 3G 

operators. In November 2003 the DGT announced the 
regulations governing number portability service 

subscribers to retain their existing telephone numbers when 
switching from their original Type | enterprise to another 

Type | enterprise engaging in the same business. Actual 
implementation of the number portability service is likely 

to be postponed from January to December 2005 due to delay 
by an industrial alliance in completing a central database. 

In November 2004 DGT began to solicit comments for a 
proposal to facilitate development in the voice over 

Internet protocol (VoIP) services. DGT plans to adopt the 

E. 164 numbering plan and help safeguard the 
interconnectivity between VoIP providers and fixed-line 
operators as given by the Telecom Act 

the interconnectivity between VoIP providers. Legislative 
amendment to the Telecom Act would be required for 
compulsory interconnectivity between VoIP providers. 
Supported by the central governments V'Mobile Taiwan" plan 
toward a wireless island 

Seen progress in the wireless network infrastructure in 

2004. Taichung City currently leads Taipei City and 
Kaohsiung City in reaching the goal of 80 percent coverage. 
International submarine cable firms remain limited to only 
one gateway for their links from the cable-landing site to 
network providers while they are permitted to build their 

own backhaul facilities. 


41. Taiwan\'s telecommunications market saw a merger of KG 
Telecom and Far EasTone in October 2003. The merger has 
created a mobile service market equally divided between Far 
EasTone 

continues to monitor TaiwanVs progress in the 
telecommunications sector. 


INVESTMENT BARRIERS 


42. Taiwan continues to relax investment restrictions in a 
host of areas 

a handful of industries such as agriculture 

broadcasting 

public utilities 

the telecommunications sector are subject to a 60 percent 
ownership limit 

raised from 20 percent to 49 percent in 2002. In February 
2003 
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production 

in January 2004 

cigarette production were removed 

required. Foreign ownership in airlines is limited to 38 
percent. The 50 percent foreign ownership limit on air 

cargo forwarders and air cargo terminals was eliminated when 
Taiwan became a WTO member. Foreign ownership on power 
plants has been removed 

electricity transmission and distribution remains subject to 

a 50 percent ownership limit and approval by the Executive 
Yuan. Imports of gasoline and liquid natural gas were 

opened to the private sector in January 2002. In October 
2003 

high-speed railway transportation. 


ANTICOMPETITIVE PRACTICES 


43. In the cable TV market 

that the island\'s two dominant multi-system operators (MSOs) 
frequently collude to inhibit fair competition. Control by 

the two MSOs of upstream program distribution deterred U.S. 
program providers from negotiating reasonable program fees. 
In December 2003 

broadcasting law combining the Radio and Television 
Broadcasting Law 

the Satellite Television Broadcasting Law. Following the 
legislative passage of the law 

to eliminate political interference in the television 
broadcasting industry by monitoring public releases of state- 
owned and party-owned stocks. 


ELECTRONIC COMMERCE 


44. TaiwanWs approach to e-commerce and related issues is 
still evolving. A law protecting personal on-line data was 
approved in 2001. The Electronic Signature Law 

the Legislative Yuan in late October 2001 

principles of the United Nations Commission on International 
Trade Law\'s Model Law on Electronic Commerce and recognizes 
the legal validity of electronic contracts 

signatures. Still under discussion is a proposal to assess 
duties for software sold and downloaded over the Internet. 

If implemented 

the Doha Declaration that WTO Members would maintain their 
current practice of not imposing customs duties on 

electronic transmissions. Taiwan has refused to join the US 

at APEC in advocating for a permanent moratorium on taxation 
of Internet transactions. 
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currently serving in harmVs way together with U.S. 
troops 

soldiers. 
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all sides of the political spectrum here have done the same. 
If there was a DPP V'defeat 

combination of exaggerated expectations and poor tactics. 
Conversely 

Pan-Blue majority was largely due to its tactical and 
organizational success. Chen Shui-bianVs attempt to energize 
voters with his controversial rhetoric failed to win votes 

but it did make him the issue and consequently made what 
might have been a tactical setback into a national issue. If 
nothing else 

it broke a string of three successive DPP electoral 
Successes 

DPP may be perceived to have lost the election 

the initiative over its opponents. Chen continues to dominate 
both Taiwan 

mean continued domestic gridlock and cross-Strait tension. 
End Summary. 


Proclaiming Defeat 


2. (C) Both local and International press coverage of 
TaiwanVs LY election immediately proclaimed that the election 
was a defeat for the DPP and a rejection of President Chen 
Shui-bian. Both the Green and the Blue camps publicly 
delivered the same message. On the evening of the election 
President Chen somberly announced that he was resigning as 
DPP Chairman to show that he accepted responsibility for the 
DPP falling short of his forecasts. The party Secretary 
General Chang Jun-hsiung and Deputy Secretary General Lee 
Ying-yuan promptly submitted their resignations as well. KMT 
Chairman Lien Chan reveled in his first election victory 

LY President Wang Jin-pyng immediately began talking about 
what the Pan-Blue agenda for the next three years would look 
like. At a post-election conference in Taipei 

Shelley Rigger 

that depictions of the LY election outcome as “а defeat for 
the DPP and a popular rejection of President ChenYs moves 
toward independence" were V'too simple. Dr. Lo Chih-cheng 
Executive Director of the Institute for National Policy 
Research agreed with Dr. Rigger 

election should not be overstated. This was not necessarily 

a VdefeatV for the Pan-Green camp. 
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DPP Made Gains 


3. (C) Numerically 

the DPP as a loser in this election. The DPP once again took 
more seats and a greater share of the vote than any other 
party 

share of the vote was the highest in any legislative 

election 

three elections 

2001 to 35.7 percent in 2004. The perception that the DPP 
\"lost\" the election was not a product of vote count 
Academica Sinica election researcher Hsu Yung-ming told AIT 
but rather a failure of expectations: \"They set the bar too 
high 

success in this election 

compared to 2001 

excessively pessimistic predictions. 


Strategy and Tactics Matter 


4. (C) The DPP\'s high expectations affected more than just 
the way the outcome was perceived 

outcome itself. DPP over-optimism caused it to nominate too 
many candidates which distributed the DPP vote too thinly in 
some districts (see Ref A for a more detailed explanation of 
the importance of vote distribution in Taiwan\'s single 
non-transferable vote multi-member district electoral 
system). In Taoyuan County 

of twelve seats in 2001 

seats this year. The reason was not a fall in support -- DPP 
vote share this year (34.2 percent) was virtually unchanged 
from 2001 (33.4 percent) -- but rather that the DPP nominated 
six in 2001 and seven this year 

thinly. The three DPP candidates who lost received about 

30 

victory. Had the DPP stayed with six nominees 

almost certainly kept its five seats and very likely taken a 
sixth. Similar over-nomination probably cost the DPP one 
seat each in Taichung and Changhua Counties and in Taipei 
City. 


5. (C) Conversely 

11 can be partially attributed to its conservative nomination 
strategy stemming from its memory of its losses in 2001. 
Whereas in 2001 the KMT heavily overnominated 

53 of its 97 district candidates to win 

nominated only 74 candidates 
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LY Politics: Almost Everything is Local... 


6. (C) The contrasting nomination strategies led to 

contrasting slates of candidates. Most KMT candidates were 
veteran politicians 

networks of their own. The DPP 

packed with newcomers 

and replace the many veteran legislators who now encumber 
senior government positions. Local DPP campaign headquarters 
that supported these newcomers 

little more than a handful of volunteers in small 

rudimentary 

the KMT was able to utilize its local organizational 

advantage to mobilize supporters behind its candidates in a 

way the DPP was unable to match. The widely rumored impact of 
DPP targeted distribution of government largesse does not 
seem to have swung the balance as some had expected. 


... National Issues Misfire 


7. (С) Chen Shui-bian attempted to run a national campaign 
for a \"Pan-Green majority" that he hoped would mobilize the 
50.11 percent of voters who had supported him in the March 
2004 Presidential election and discourage pro-independence 
DPP voters from defecting to the more fundamentalist Taiwan 
Solidarity Union (TSU). At campaign rallies around the 

island 

\"national sovereignty" that had galvanized his supporters in 
March. This Chen-led campaign strategy may have contributed 
to the poor TSU showing 

middle-of-the-road voters 

are crucial to the DPP 

majority party. Some in the Pan-Blue camp have seized on 
Chen 

popular rejection of Chen and his policies 

for a greater Pan-Blue role in forming the government (Ref 
B). Moderates in the New Tide faction of the DPP have also 
criticized ChenVs risky campaign rhetoric in an attempt to 
steer the party toward their positions and to increase the 
faction\'s leverage in formation of the new government (Ref 
C). They argue ChenVs move to dominate the electin resulted 
in a depressed turnout that hurt the DPP without hurting the 
TSU. 


SIPDIS 


Centrists Sat Out the Election 
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8. (C) Yu Ching-hsin 

University's Election Study Center 

hasty conclusions 

to do with these (national) issues." Despite the prominence 
given to ChenWs rhetoric by the media 

candidates even mentioned issues of sovereignty or 
independence in their own campaigns 

their decision on local 

speculation by some commentators that ChenVs rhetoric had 
driven large numbers of nervous centrists to vote for 
Pan-Blue candidates. Pan-Blue vote share was actually at an 
all-time low in this election 

gains were at the expense of the People First Party (PFP) 

its Pan-Blue ally 

record low turnout (59% 

presidential election and 6696 in the 2001 LY election) 
suggested that alienated centrist voters instead decided to 
sit out this election altogether. \"On both sides 

voters who came out were core supporters 

Yung-ming offered a similar assessment 

DPP\'s failure to achieve its oft-repeated goal of attaining a 
Pan-Green legislative majority was due 

voter sentiment 

mobilize its own supporters. He suggested that part of the 
reason for DPP voter apathy was 

domination of the campaign agenda and media spotlight. \"(KMT 
Chairman) Lien Chan never appeared on TV 

there was nothing to get them (DPP voters) riled up.\" 


Reversing Expectations 


9. (C) If the DPP numbers were up 

that the DPP lost? President Chen may be largely to blame. 
Beginning immediately after March 20 

legislative election into the second half of the presidential 
election 

majority in the LY so that he could push his program through 
the legislature. He reminded voters that the KMT had held 
both executive and legislative power for fifty years and 

called on them to give him three years of that power to show 
what the DPP could do. He then made himself the primary DPP 
campaigner 

Taiwanization and his predictions that the Pan-Green would in 
fact secure effective control of the LY. KMT supporters 
during the LY campaign had persuaded themselves that they 
were about to lose. A variety of KMT candidates told AIT that 
they were de-emphasizing their party ties in their campaigns 
and discouraging Lien Chan from visiting their districts. 
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Senior KMT politicians 

Taoyuan Magistrate Eric Chu were openly discussing the 
long-term benefit to the KMT of its expected defeat. As a 
result 

Pan-Blue 

triumphing in two presidential elections and one LY election 
the DPP and the Pan-Green had stumbled. 


10. (C) While the DPP seems momentarily in disarray 

KMT is still celebrating its victory 

in control of Taiwan 

While his resignation from the DPP Chairmanship and the 
anticipated resignation of Premier Yu Shyi-kun may both 
appear to acknowledge defeat 

resignations into an opportunity to orchestrate competition 

for the DPP presidential nod in 2008 

of Presidential Office Secretary General Su Tseng-chang as 
new party chairman and perhaps Kaohsiung Mayor Frank Hsieh 
(Chang-ting) as the new premier. When the PRC announced its 
plans to enact an anti-secession law 

this as an opportunity to remind Taiwan that this was another 
example of mainland animosity toward Taiwan and its 
self-respect. Chen may have expressed humility and urged 
cross-party reconciliation and cooperation in his New Year\'s 
Day speech 

threatening Taiwan and regional stability. 


11. (C) In the waning days of the current LY session 

had hoped to seize the initiative 

more fighting within the terms of the DPP agenda. The ten 
major economic projects 

acquisitions 

cross-Strait relations all play to DPP themes. If these 
trends continue 

the appearance of political defeat to continue to dominate 
Taiwan 

Chen may well decide to continue his accustomed 
confrontational and divisive approach 

continuing internal political deadlock and increased 
cross-Strait tension. 
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hunting accident; elimination by economic rivals; and 
politically-motivated killing. Controversy 

surrounded Tatishev long before the accident 

membership in opposition political party Democratic Choice 
of Kazakhstan (DCK) and his ties with exiled DCK leader 
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Mukhtar Ablyazov. The results of a criminal investigation 
standard procedure in such deaths 

to convince skeptics. End summary. 


2. (U) On Sunday 

hunting accident in Zhambyl Oblast 

east of Almaty. According to a preliminary police 
investigation Tatishev was allegedly shot in an accidental 
discharge while trying to pass a 12-gauge shotgun to a 
passenger. Supposedly 

passing in the distance. 


3. (U) Police 

investigation 

Within hours of Tatishev\'s death 

BTA Board of Directors appointed Deputy Chairman of the 
Board 

20 press conference 

Ualiev said that he and the board \"completely exclude any 
political motivation\" behind the tragedy. Furthermore 
rejected business rivalry as the cause behind the death: \"Of 
course he had rivals and those who thought ill of them 

we cannot and do not want to link that with this tragedy.\" 
In a further statement 

present business strategy. 


4. (U) Police 

incident as negligence 

Authorities are conducting their investigation under Article 
101 


5. (SBU) Nevertheless 

baffled by the sheer negligence that allegedly led to the 
death. Colleagues of the deceased told Kazinform 

news agency 

spent every free weekend hunting. In addition 
representative of a Western bank in Kazakhstan 

hunted with Tatishev 

unlikely. He told Econoff that Tatishev handled weapons 
safely and professionally. According to the Western banker 
it was unlikely Tatishev would have been so reckless in 
handling a loaded firearm. 
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6. (SBU) Various print sources claim that business rivals 
removed Tatishev because of the growing presence of BTA. 
The web paper \"Navi.Kz\" writes that 

CIS could not but put the banking structures of the CIS on 
their guard." Under Tatishev 

Kazakhstan and expanded its activities throughout the CIS. 
In addition to existing branches in Moscow 

Bishkek and Shanghai 

Yekaterinburg 

December 16 

financing deal with Leningrad Oblast. 


7. (U) Tatishev owned 2496 of BTAVs shares 

apparently be passed to his heirs. When asked at the press 
conference about future management of TatQhev\'s BTA stake 
Ualiev said that V'there are some juridical nuances 

probably it will be handled via proxy by the bankYs 
management. V 


8. (SBU) Others point to TatishevVs links to opposition 
party Democratic Choice of Kazakhstan (DCK). Tatishev had 
long-standing commercial links with Mukhtar Ablyazov 


founder 

and businessman. In 2002 

his post as Minister and later convicted in what most 
observers viewed as a politically-motivated case. Ina 

recent broadcast 

between AblyazowW's May 2004 release from prison and BTAVs 
subsequent increase in activity such as expansion in the 

CIS. In 2002 

participation in a political party was inappropriate for a 
professional businessman. On December 2 

Chairman 

a statement that the banking sector should not be involved 
into politics. 

9. (SBU) Controversy and rumors swirled around Tatishev even 
before his death. In May 2003 

Kompromat.ru web site reported that Tatishev had absconded 
to the U.S. with the bankVs funds. BTA denied the rumor 
stating that the Chairman was on a business trip to the U.S. 
The rumor\'s authors linked Tatishev\'s trip with the early 
release of Ablyazov. In addition 

the bankers life in June 2002 when gunmen attacked his 
official car. Fortunately for Tatishev 

car at the time. Following the incident 

the attack had been due to political motives. 
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10. (SBU) Comment: Given the penchant here for conspiracy 
theories 

unlikely to clear the air around Tatishev\'s death. Few in 
Kazakhstan 

result of a brief moment of bad judgment. The alleged 
circumstances of the accident - passing a loaded shotgun 
while driving a jeep - are close to incomprehensible 
particularly in light of Tatishev\'s renown as a hunter. The 
fate of BTA and of Tatishev\'s 24% share will 

prove the best explanation to his untimely death. End 
comment. 

11. (U) Dushanbe minimize considered. 
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solidarity" in the face of China\'s \"escalating belligerent 
rhetoric and military intimidation.\" He pledged that Taiwan 
will continue to stand firm and seek peace and stability 

said he would form a V'Committee for Cross-Strait Peace and 
Development" in order to forge an internal consensus in 
Taiwan. Despite his theme of reconciliation 

politicians continue to doubt Chen\'s sincerity. Given this 
atmosphere of mistrust and contention 

imagine anything constructive being achieved in the next 
three weeks before the end of this LY session. End Summary. 


Give Politics a Break 


2. (C) In a New Year's Day address entitled 

and Stable Environment for Consultation and Dialogue 
Shui-bian stressed the need for reconciliation and 
cooperation between the ruling and opposition parties in 
order to stabilize politics 

foster ethnic harmony 

domestic politics 

presidential and legislative election over the past year 

Chen urged Taiwan to accept the outcomes as part of the 
process of democracy. He called for \"calm and rest" for the 
people and V'solidarity and stabilityV for the nation. 
Acknowledging that the Taiwan people had sent a clear message 
in the December 11 legislative election that V'the governing 
party must rule with humility while the opposition parties 
must be rational in providing oversight 

Taiwan does not need bifurcation and ongoing confrontation 
between the Pan-Green and Pan-Blue. 


Starting with Domestic Legislation 
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3. (C) Stating that \"politics is an art of possibilities 

Chen promised to listen attentively to the voices of the 
people and to the opinions of the ruling and opposition 
parties in his decisions on the new Cabinet. He proposed 
that the two camps work toward reconciliation by starting 
dialogue on the areas on which the two sides had already 
reached consensus 

Major Law 

Pan-Green and Pan-Blue coalitions 

campaign for the December 11 LY election. Chen invited 
leaders from each camp 

executive and legislative branches 

possible to negotiate the legislation. He followed up on 
January 3 by convening a meeting of DPP leaders to establish 
internal party consensus in support of his call for 
inter-party cooperation. 


Forging Consensus on Cross-Strait Peace 


4. (C) In the portion of the speech that addressed 

cross-Strait relations 

election was over 

Pan-Blue divide\" in order to V'stand in solidarity" in the 

face of Chinas \"escalating belligerent rhetoric and military 
intimidation.\" He noted that Taiwan had extended many olive 
branches over the previous four years and sought to establish 
a new basis for dialogue 

military intimidation 

Vlegal basis\' for its military invasion of TaiwanW through 

the proposed \"anti-secession law. Chen urged that PRC 
authorities V'not under-estimate the will of the Taiwan people 
to defend the sovereignty 

Republic of China. He then pledged that Taiwan would 
continue to stand firm and seek peace and stability 
announced that he would form a V'Committee for Cross-Strait 
Peace and Development\" in order to forge an internal 
consensus in Taiwan. 

5. (C) Chen then thanked TaiwanWs \"international allies 
including the United States and Japan 

support 

tacitly 

slanders\" of Taiwan\'s foreign policy and expressed confidence 
in Taiwan\'s friends and the continued prospects for expanding 
TaiwanVs international space. 


Pan-Blue Doubts Chen\'s Sincerity 


6. (C) Despite his theme of reconciliation 
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politicians continue to doubt Chen\'s sincerity. Dismissing 
Chen\'s goodwill statements as \"nothing new 

Party (PFP) Legislator Sun Ta-chien told AIT on January 3 

that the Pan-Blue has come to distrust Chen\'s \"expressions of 
humility.\" Sun asked rhetorically 

supporting Taiwan independence and using the referendum to 
enact a new Constitution 

Investigation Commission with real teeth 

resubmit the Control Yuan nomination list?\" Sun said that he 
doubted Chen would yield on any of these issues. KMT 
Legislator Lee Chuan-chiao agreed that Chen cannot be 
believed 

Lee suggested that Chen could show his sincerity by 
appointing PFP Chairman James Soong as the Straits Exchange 
Foundation (SEF) Chairman 

Chen-fu\'s death on January 3. Soochow University Professor 
Emile Sheng told AIT that the litmus test for the extent of 
Chen\'s willingness to cooperate would be his stance on the 
Control Yuan nominations and Special Defense Budget. 


Comment: Chaos Still Reigns 


7. (C) Despite Chen\'s conciliatory statements in his New 
Years Address 

contentious. The Taiwan High Court dealt KMT Chairman Lien 
Chan and his presidential running mate James Soong another 
defeat on December 30 when it rejected the KMT-PFP lawsuit to 
invalidate the March 20 presidential election. Lien and 
Soong\'s frustration over being deprived of victory on March 

20 continues to drive the Pan-Blue coalition to oppose Chen 
on almost every issue. Tensions exist within the Pan-Blue as 
well 

with financial resources and electoral support in the LY 
election. The same internal mistrust is mirrored within the 
Pan-Green alliance 

the DPP itself 

rest of the party. 


8. (C) There is pervasive discontent among the rank and file 
of all four parties 

primarily concerned with their own self-interest. While most 
political observers predict impasse over the next three 
weeks 

current and highly contentious LY session on January 21 will 
provide an opportunity for the two opposing political camps 
to compromise and begin long overdue cooperation. With the 
same leadership in both camps that produced the current 
deadlock still in place 

shift to generate any mood of reconciliation 

commitment to the greater good. 
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themes of discussion were Paraguayan efforts to prosecute 
traffickers and the development of services for trafficking 
victims repatriated to Paraguay. During the visit 
interlocutors stressed the high profile that TIP has assumed 
among GOP officers over the past 18 months 

acknowledged the deficiencies in Paraguay\'s anti-TIP efforts 
that the GOP must continue to remedy. End summary. 


2. Brown had a number of meetings with various officials and 
NGOs 
combat TIP. 


3. Ambassador Keane 


--The Ambassador reviewed Post\'s engagement of the GOP on 
TIP 

GeneralVs office 

to supply data on arrests and prosecutions and urge 
prosecutors to be more aggressive on TIP cases. 


--The Ambassador also described PostVs $155 

project with the Secretariat for Women and the Secretariat 
for Children and Adolescents 

improving the quality of services available to rescued 
trafficking victims. 


--Brown explained the purpose of her regional visit to 

Brazil 

to review the progress that these Tier 2 countries have made 
since the publication of the 2004 TIP Report. She agreed on 
the centrality of encouraging prosecutions of traffickers 

and pointed out that G/TIP plans to become more aggressive in 
engaging countries on law enforcement. 


4. USAID Mission Deputy Director Sergio Guzman 
Team Leader Steve Marma 
for Maternal Health Josceline Betancourt 


--Guzman and Betancourt work with health programs in 
Paraguay 

Paraguay 

transmitted diseases (including HIV/AIDS) and mental 
disorders. Brown discussed the link between prostitution and 
sex trafficking 

increases the number of women trafficked into sex slavery 
and leads to the spread of these health problems. 


--Marma described NGO activities in Paraguay 
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that NGOs 

successful in working with the GOP 
competitors than as partners. 


5. Foreign Ministry Director of International Organizations 
Julio Peralta 


--Peralta described the interministerial working group on 
TIP 

national action plan on trafficking 

early 2004. He reviewed the visit of Juan Miguel Petit 
UN\'s special rapporteur on child sex abuse. 


--Peralta was the only GOP official to ask directly about 
Paraguay\'s prospective tier placement on the next annual 
report. Brown indicated that tier placements will not be 
contemplated until well into 2005 

a preliminary effort at gathering information for the next 
TIP Report. 


--Не also discussed the Interamerican Development BankVs 
trafficking project with the GOP 

to determine the extent of TIP here and the most common 
routes used by traffickers. 


6. Minister for Women Maria Jose Argana 


--The Minister discussed PostVs bilateral TIP project and the 
timetable the Secretariats for Women and Children and 
Adolescents developed. 


--She noted her working relationship with Phillip Linderman 
(a former G/TIP reporting officer for South America now 
detailed to the OAS 

anti-trafficking program) 

visiting Washington during the first half of 2005 and hoped 
to meet with G/TIP officials while there. 


7. Minister for Children and Adolescents Mercedes Britez de 
Buzo 


- The Minister described efforts to combat the trafficking in 
children 

regional project 

project 


--She hinted at the continued tug of war with WomenVs 
Ministry over leadership of anti- TIP initiatives within the 
GOP 

Paraguayan trafficking victims are younger than 18. 
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-- She spoke of the need to prosecute traffickers but 
conceded 

judge 

to focus on trafficking or children\'s issues. 


8. International Programs Coordinator of the Secretariat for 
Repatriations Luz Gamelia Ibarra 


--The meeting was principally a general discussion of the 
history of the Secretariat for Repatriations and the 
challenges of repatriating Paraguayan women trafficked 
overseas. Gamilia discussed GOP efforts to cooperate with 
Spain and Argentina in specific 2004 cases 

trafficked from Villarica to Spain 

Coronel Oviedo rescued from forced prostitution in Cordoba 
Argentina. She discussed plans to create an \"attention 
center" to serve trafficking victims seeking reintegration 
into Paraguay society. 


--Gamelia described the SecretariatVs cooperation with local 
bus companies especially La Encarnacena in securing free 
transportation of TIP victims from Argentina back to Paraguay. 


--Gamelia noted the SecretariatVs difficulty in repatriating 
victims from Spain because of the cost. 


9. Attorney General Oscar Latorre and Prosecutor Teresa 
Martinez 


--Latorre offered general remarks about the importance of 
stopping trafficking 

for the creation of a specialized unit of anti-trafficking 
prosecutors. 


--Martinez described the history of TIP prosecutions in 
Paraguay 

ago 

She mentioned several ongoing cases 

efforts to prosecute traffickers in the Villarica (which has 
since resulted in two convictions and prison sentences) and 
Coronel Oviedo cases. 


--Brown explained the origins of the USGVs interest in 
obtaining data on prosecutions. Martinez noted that she is 
working on the project in the Attorney GeneralVs Office. The 
task has been difficult because there is no central 

repository for the data. Instead data must be obtained from 
individual prosecutors. Martinez described the difficulties 

in getting victims to cooperate 

lack of legal authority to investigate independently. 
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10. Independent Women\'s Rights Activist and Consultant Andrea 
Cid 


- The discussion primarily dealt with Paraguayan culture and 
the ways in which it complicates both government and NGO 
efforts to fight trafficking. In the eyes of many here 
prostitution is not a bad thing in and of itself. Given the 
levels of stark poverty in the country 

prostitution is a legitimate way to earn a living. Many 
families 

prostitution abroad in the hope that the girls will send 

money home. 


--The legal culture in Paraguay complicates efforts to stop 
trafficking. She described the Penal Code and the entire 
judicial system as lenient 

penalties for crimes such as trafficking. The authorities 
are unable to stop traffickers from threatening victims who 
file complaints with prosecutors. 


11. Comment: Paraguay needs to place emphasis upon law 
enforcement and prosecutions of traffickers. As Brown noted 
other countries have arrested the owners of brothels to which 
Paraguayan women have been trafficked. Paraguay needs to use 
the information acquired in these cases to track down and 
prosecute the traffickers recruiting the girls in their home 
towns 

discussion of trafficking in Paraguay has progressed to this 
level illustrates the higher profile given to trafficking. 

It is a priority across the GOP 

interministerial roundtable indicates. Post is contributing 

to Paraguayan efforts through its bilateral assistance 

program. We appreciate GOP efforts to supply us with data on 
trafficking prosecutions 

conviction and sentencing of the two traffickers in Villarica. 
KEANE 


2. (U) A year-end report from the Federal Competition 
Authority (FCA) has reinforced previous assessments (ref A) 
that there is a lack of competition in Austria\'s electricity 
market. The report also highlighted the difficulties 
potential foreign competitors face in entering the Austrian 
market 

oligopoly. The FCA report concluded that electricity prices 
remain high 

price competition. The report opined that the first steps 
towards market liberalization in Europe have not led to 
trans border competition 
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The report criticized the numerous mergers and cross- 
holdings that followed liberalization of the electricity 
market in 2001 

been to fend off competition from foreign suppliers and 
start-ups. 


3. (U) The report asserted that incumbents maintained high 
prices by demanding \"all-inclusive 

for bulk electricity users 

price. This mitigated any benefits that might accrue from 
subsequent reduced network tariffs 

the overall price. Regarding the household sector 
competition for household accounts remains virtually non- 
existent. In some states 

household prices by as much as 23% this year. 


Business Calls for Full Privatization 

4. (U) Christoph Leitl 

of Commerce 

regional energy suppliers. (Note: A constitutional law 
requires that federal 

percent of shares in existing energy suppliers End Note). 
In press interviews 

because state governments had used energy suppliers to 
\"fatten their budgets.\" He argued that only complete 
privatization would lead to real competition and lower 
energy prices. 


Comment 

5. (SBU) The initial \"liberalization\" of the electricity 
market has not created the anticipated effects -- more 
(foreign) competition and lower prices. A contact in the 
energy regulator 

electricity markets in other EU countries are very similar. 
Unstable energy markets worldwide account for a part of the 
steep price increases in the sector. However 

efforts by incumbent suppliers to fend off competition have 
also contributed to an oligopolistic situation and higher 
prices. 


BROWN# 
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views from the south 

working closely with the egal Department of MPI to develop 
the draft invetment law and will later work with the NA 
Commitee on Economics and Budgetary Affairs to help 


Column 3 
fialize the law. A draft law should be available for 
comment in January. 


-- A new Law on Judgment nforcement. This law will work to 
address a weaness in the court system's ability to enforce 
jugments. This is key for effective implementation f BTA 
requirements on arbitration 

and other commercial dispute settlment. STAR is working 
closely with the Ministry f Justice to develop the basic 
reports and firstdraft of this Law 

concentrated wo-week program on it in January 2005. STAR 
willalso support technical workshops with the Law Commttee 
of the National Assembly and the Central Inernal Affairs 
Committee of the Party and will cotinue to support 
development of the law over thecourse of 2005. 


Legislation for Development late in 2005 and 2006 


6. (SBU) The following are aws and ordinances that will be 
addressed in 200 and 2006 for which STAR has been asked to 
provie technical assistance. 


-- A new Securities Law. This law will upgrade and 
consolidate the curret legal framework for developing and 
energizing apital markets in Vietnam 

and bond markets. It should also address several ey BTA 
requirements involving the access U.S. invstors have to 
Vietnamese capital markets. STAR hs been working closely 
with the State SecuritiesCommission (SSC) on the first 
stages of developmnt of this new law 

do so oer the course of 2005. The SSC hopes to finalize 
the law in the November 2006 session of the Nationl 
Assembly. (Note: STAR is also supporting imlementing 
regulations on unlisted securities traing and over-the- 
counter trading. End Note.) 

-- Amendments to the Ordinance on Procedures for Rsolving 
Administrative Cases. The Supreme Peope\'s Court has asked 
for STAR\'s assistance with aendments to this ordinance 
drafting is closly linked to planned revisions to the Law 

on Comlaints and Denunciations (see separate para below). 
Changes to this ordinance should address severalimportant 
BTA issues including broadening the juisdiction of the 
administrative courts to more efectively deal with IPR 
issues and to strengthenoverall judicial review of 
administrative decisios. 


-- Anew Law on Technology Transfer. This Iw is intended 
to modernize an outdated legal andpolicy framework for 
technology transfer in Vietam. Foreign businesses have 
major complaints abot the inadequacy of the current legal 


Column 3 

framework. he Ministry of Science and Technology (MOST) is 
ocused on developing the new Law on Intellectual Poperty 
Rights in 2005 

Technology Transfer for passage by the end of 2006. MOST 
has asked for STAR support on this Law. (Note: Currently a 
1998 Government Decree governs technology transfers issues 
and includes a cap on royalty payments to owners of foreign 
franchises in Vietnam. Most foreign experts deem the 

current five percent cap too low to allow foreign franchises 

to operate. MOST has circulated numerous draft revisions to 
this Decree 

concerns of the business community. The issue of technology 
transfer was raised at the Vietnam Business Forum meeting in 
December. End Note.) 


-- Anew Law on Lawyers. This law will consolidate and 
simplify the overall legal services system in Vietnam. The 
Ministry of Justice has asked for STAR support but does not 
anticipate starting until 2006. STAR previously provided 
technical assistance for the Decree on Foreign Lawyers. 


New Laws Proposed in this session 
7. (SBU) During the last NA session 
to economic governance were added to the legislative agenda. 


-- Anti-Corruption Law was added on a fast track to be 
commented on in May 2005 and approved in the November 2005 
session. The State Inspectorate(SI) will be in the lead on 

this law. STAR is in close communication with the SI in 

this regard. There are a number of other donors also 

involved with this legislation. STAR currently will only 

review key drafts. 


-- STAR has recommended the GVN undertake a full revision to 
the Law on Complaints and Denunciations (LCD). This law 
currently does not provide an adequate framework for 

resolving complaints or disputes against government 

decisions. The law needs to be revised to respond to 
requirements in the BTA for the right to appeal government 
decisions. Reforms could include establishing a set of 
independent tribunals in the executive branch for resolving 
disputes with right to appeal to the courts for final 

resolution. STAR will work with the State Inspectorate 

Law Committee of the National Assembly and the Central 
Internal Affairs Commission of the Party to advance 
understanding and support for a major revision in 2005. STAR 
has supported a research report issued by the Central 

Internal Affairs Commission of the Party on V'Improving 
Commercial and Administrative Dispute Settlement in Vietnam" 
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that will be released in January. 


Support for Implementing Regulations 


8. (SBU) In addition 
development of implementing regulations for all of the new 
and revised legislation listed above. 


BOARDMAN 
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postponement. Reports also highlight the \"beginnings 
of unrest\" among the Israeli settlers as IsraelVs 
withdrawal nears. Stories continue to report on the 
aftermath of the Asian tsunami. 


Editorial Commentary 
-- VThe Israelis are threatening unrest\" 


Center-left 

editorial comments (01/04): \"Now it becomes apparent 
why Sharon had devised the unilateral plan to withdraw 
from Gaza Strip. He wanted to present the withdrawal 
as a pure Israeli measure agreed upon by the Israelis 
for the higher good and benefit 

that would otherwise indicate a peace agreement with 
the Palestinians or the implementation of the roadmap 
that was formulated by the United States in agreement 
with the European Union 

Nations.. Listening to statements made by Israeli 
settlements heads of counsels shows the depth of their 
rejection and their readiness to wage a real battle 
against the withdrawal plan.. This crisis 

threatening serious divisions 

main purpose is actually to achieve IsraelVs security 
and get rid of the burden of its presence in the Gaza 
Strip. Imagine if the situation had to do with West 
Bank settlements or even establishing an independent 
Palestinian state with Jerusalem as the capital; a 

civil war would very much be possible.. All this is 
because of the political overbidding that took place 

in Israel in recent years 

achieve their popularity at the expense of IsraelVs 

real chance for establishing peace with the 
Palestinians and the entire Arab world. We do not 
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know and we do not care about the cost that the 

Israeli government is going to end up paying in return 
for altering impressions formed among the people of 
this region and the world with regard to the Israelis 
readiness or eligibility for making peace. We do care 
however that the international community would realize 
the lie in claiming that the Palestinians are the ones 
who are obstructing peace." 


-- "The Arabs did not collect donations! V 


Chief editor Taher Udwan writes on the back page of 
independent 

(01/04): V'The majority of victims that fell in the 
Sumatra earthquake are Muslims . and yet there were no 
calls from mosques 

charity organizations in the Arab countries asking for 
donations for these victims.. On the contrary 

heard some speakers take advantage of this disaster 
and channel it towards being redemption and celestial 
anger 

preoccupied with living a life of sin! Of course some 
Arab governments organized assistance 

Jordanian government.. But this is not enough. The 
Arab reaction was deficient and inadequate to the 
scale of the humanitarian disaster that befell Asian 
people very close to Arabs and to Islam. This 
deficiency shows to a large extent the damage 
inflicted upon the Muslim charity organizations in the 
Arab countries that suffered from extensive pressure 
and pursuits by the U.S. administration after the 9/11 
attacks 

organizations that were involved in international 
assistance.. On the other hand 

Arab communities and the absence of any role for the 
civil society institutions in them create a state of 
apathy and indifference 

proliferation of explanations that portray the victims 

of disasters as being punished. V" 


-- VWhat a shame" 


Columnist Nahed Hattar writes on the op-ed page of 
independent 

(01/04): V'Ever since April 2003 

imploring the Jordanian government to envision the 
Iraqi situation and not to slip into a piecemeal view 
its policies vis--vis Iraq and not to follow in the 
footsteps of the Americans without seeing the road 
ahead. We had said that JordanVs strategic interest 
lies in not acknowledging the political formations 
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that were and are being established by the American 
occupation in Iraq.. We said and continue to say that 
the Iraqi resistance is rooted 

organized 

is no political solution without its involvement. We 
had requested so many times that lines of 
communication be open with the resisters 

with the major force behind the Iraqi resistance 
namely Al-Baath party 

with Jordan\'s traditional allies in Iraq continue 

order to safeguard Jordan\'s strategic interests in 
Iraq. The Americans marched from one formula to 
another and from one failure to another 

Jordanian government followed in their footsteps until 
it has finally hit a wall.. The Jordanian government 
could have had great influence in Iraq had it not 
followed the Americans 

initiatives 

support to the Iraqi people 

communications with the Baathists 

But it did not. It did not even condemn the mass 
extermination operations against the people of 
Fallujah at the hands of the occupation and its 
temporary government." 

HALE 
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PIERRE ROUSSELIN REGRETS THE IN-FIGHTING BETWEEN NATIONS AND 
THE RACE TO PROVE WHO IS GIVING MORE: \"PUBLIC OPINION CAN 
UNDERSTAND WHEN GREAT NATIONS FIGHT IN TIMES OF WAR; THEY 
WOULD NOT TOLERATE THIS FIGHTING IN TIMES OF PEACE OVER A 
NATURAL DISASTER." (SEE PART С) 


CENTRIST LA TRIBUNE 

REGION 

SENATOR LUGAR: \"THE DISAGREEMENT THAT OPPOSED THESE TWO MEI 
INDEED REVEALING: THE SENATOR IS ASKING FOR A MUCH GREATER AID 
RELIEF 

WASHINGTON HAS ALREADY PROMISED. BUT AS SOON AS HE SET FOOT II 
THAILAND YESTERDAY 

WAS BRINGING ADDITIONAL AID." 


RIGHT-OF-CENTER LE FIGARO REPORTS ON THE REMARKS MADE BY 
IRAQ\'S DEFENSE OFFICER ON THE POSSIBLE POSTPONEMENT OF THE 
ELECTIONS: V'THE IRAQI GOVERNMENT IS APPARENTLY TRYING A LAST 
DITCH NEGOTIATION WITH THE SUNNIS. IT KNOWS THAT IT WILL NOT 

BE ABLE TO MILITARILY REDUCE THE INSURRECTION IN THE “SUNNI 
TRIANGLEY UNLESS IT HAS A MINIMUM AMOUNT OF SUPPORT FROM THE 
SUNNI COMMUNITY" 


LE FIGARO ALSO CARRIES A REPORT ON THE GUANTANAMO DETAINEES 
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AND THE WASHINGTON POST REPORT CLAIMING THE U.S. WANTS TO 
VHOLD THE DETAINEES INDEFINITELY 

BE TRIED FOR LACK OF PROOF. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
TSUNAMI RELIEF EFFORTS AND CONTROVERSY 
SIPDIS 


VTHE U.S. MORE PRESENT THAN THE EU\" 

FREDERIC ABADIE IN RIGHT-OF-CENTER FRANCE SOIR (01/04): "WHILE 
THE EU IS STILL IN MEETINGS TRYING TO DECIDE WHAT SORT OF AID 
TO BRING TO SOUTH EAST ASIAYS RECONSTRUCTION 

ALREADY ON THE GROUND. AMERICAVS FIREPOWER IS MUCH GREATER А 
HAS ALLOWED PRESIDENT BUSH TO QUICKLY SEND IN AIRCRAFT TO 
ASSESS THE DAMAGE AND THE NEEDS. THE DISPARITY BETWEEN WHAT 
THE U.S. AND THE EU ARE ABLE TO DO ILLUSTRATES THE DIFFERENCE 
BETWEEN A NATION THAT CONSIDERS ITSELF THE SHERIFF OF THE 
WORLD 

WHOSE FINALITY IS NOTHING MORE THAN ECONOMIC 

WHAT SOME MIGHT SAY. ALTHOUGH THE U.S. WAS SLOW IN GETTING 
STARTED 

EMERGENCY AID 

RESPONSE TO THE NEEDS AS THEY ARE IDENTIFIED. \" 


VA GLOBAL RESPONSE TO A GLOBAL DISASTER" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (01/04): “А5 WE 
WAIT FOR SOME SORT OF COORDINATION IN AID RELIEF 

SCATTERED INITIATIVES ARE GETTING UNDERWAY. DOING MORE THAN 
YOUR NEIGHBOR SEEMS TO STEM MORE FROM A DESIRE TO GET 
RECOGNITION THAN FROM A DESIRE TO BE EFFECTIVE. AFTER SOME 
INITIAL DELAY 

AID RELIEF. BUT ISNYT INDONESIA 

THE WORLDVS MOST POPULATED MUSLIM NATION? WHATEVER ITS 
MOTIVATION 

IF THE IDEA OF A “COALITION OF THE WILLINGY IS MORE 

APPROPRIATE TO FIGHT TERRORISM THAN TO BRING AID TO DISASTER 
VICTIMS. THE FACT THAT THIS NEW AD HOC COALITION WITH INDIAN 
OCEAN COUNTRIES HAS 

EXCLUDING THE UN AND THE EU 

TRUE TO ITS PRINCIPLES 

ORDER FOR THE GLOBAL RESPONSE TO THIS GLOBAL DISASTER NOT TO 
FAIL 

UNDERSTAND WHEN GREAT NATIONS FIGHT IN TIMES OF WAR; THEY 
WOULD NOT TOLERATE THIS FIGHTING IN TIMES OF PEACE OVER A 
NATURAL DISASTER." WOLFF 
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high profile cases charging judges with corruption and 
influence peddling are common 

At the end of 2004 

country were under investigation. But the problem goes 
beyond corruption. For years 

notoriously resistant to reform 

leading one government official to dub them the V'black-robed 
mafia. Judges are frequently in the press criticizing 
government policy 


JUDGE JOBIMYS REFORM AGENDA 

3. (SBU) The publicWs perception is colored by the slowness 
of the legal system 

suffocating bureaucracy and outdated procedures. A 2004 
study ordered by Judge Nelson Jobim 

Supreme Federal Court (STF) 

six million cases were in the federal courts alone (the 
volume in the state courts is five times greater) 

2.7 million in the 3rd Federal District that includes Sao 
Paulo state. The V'congestion rate\" in the federal courts was 
8496 

in 2003 

previous year 

took over as Brazil\'s highest judge in May 2004 

bitterly anti-reform predecessor (ref A) 

consulted closely with Congress and the administration as the 
various reform bills have been drafted and debated. Jobim 
has criticized Brazil\'s law schools for turning out 
Vphilosopher judges" incapable of managing their courts 
efficiently 

slowness has created a parallel gray-market justice system 
where parties may agree to settle for a fraction of damages 
rather than spend years tied up in various courts to reach an 
unpredictable conclusion. For investors 

domestic 

transparency and predictability contribute greatly to the 

cost of doing business in Brazil. The economic effects of 
this system are insidious 

notoriously high loan spreads that Brazilian banks charge in 
order to cover the risk that courts will not enforce 

collection efforts. 


4. (U) A 2004 World Bank study using data from 2000 showed 
that (taking into account differences in purchasing power) 
BrazilVs judicial system is the world\'s second most expensive 
(trailing only Italy) at US$33 per citizen per year 

Brazilian judges are the second highest-paid in the world 
trailing only the Canadians (U.S. judges are third). The 

study also shows that as a percentage of government spending 
BrazilVs judiciary is the world\'s costliest at 3.66% of the 
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total public budget. 


REFORMS -- TWELVE YEARS TO PASSAGE 

5. (U) Soon after its passage in 1988 

Brazil\'s Constitution needed to be amended in order to 
modernize a lethargic and insular judiciary that had been 
left essentially unchanged for decades. In 1992 

amend the Constitution was introduced in the Chamber of 
Deputies 

finally passing a floor vote in 2000 and going to the upper 
house. Its passage in the Senate was nearly as languid 
when it reached the floor in early 2003 

Silva 

back to committee for changes. In early 2004 

as the Chief Justices of the two highest courts (STF and 
STJ) 

coincidentally replaced by pro-reform Chief Justices. On 8 
December 2004 

with all the measures already approved in the Chamber that 
came into force immediately as Amendment 45 to the 
Constitution; and a second that includes new elements and 
must go back for a final Chamber vote in 2005. 


CONSTITUTIONAL AMENDMENT 45 

6. (U) Amendment 45 is now in force. It includes reforms of 
the overburdened Supreme Court and certain lower courts. It 
strengthens human rights protections and introduces 
structural and professional reforms 

controversially-- it authorizes the creation of oversight 
councils for judges and prosecutors. Among its measures: 


SUPREME COURT REFORMS: 

- Limited Binding Precedent (Vsumula vinculante\"). Brazil 
has never used a precedent system 

same legal issues over and over 

justice both inefficient and unpredictable. Chief Justice 
Jobim of the Supreme Federal Court (STF) once noted that this 
caused the high court to AVERAGE 85 decisions per day. 
Henceforth 

11 justices must be followed by lower courts. A study by the 
Getulio Vargas Foundation showed that in 2003 

cases entered the judicial system (federal and state) 
meaning that each of BrazilVs 13 

cases that year. In the lower courts 

decisions per month. These numbers could be significantly 
reduced as the precedent system take effect. 


- Supreme Court Discretion. The STF must 
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wide range of cases 

rulings. Under the reform 

discretion to refuse to hear certain cases that lack \"general 
significance". 


OTHER COURT REFORMS: 
- Special Land Courts. Each court must create a special 
panel to hear land disputes. 


- Labor Courts. The Superior Labor Court (TST) will gain ten 
new judges 

locality does not have a Labor Judge 

will be allowed to hear labor cases. 


- Circuit Riders. Establishes circuit judges to address the 
grave problem of localities that go years without a judge. 


HUMAN RIGHTS REFORMS: 

- Federalization. The Federal Prosecutor can step in and 
take over human rights cases from the states. This is 
designed to overcome the not infrequent conflicts created 
when human rights violators are important local-level figures. 


- Treaties. International human rights accords will have the 
weight of \"constitutional law\". Amendment 45 also states 
that Brazil \"submits itself to the International Criminal 
Court 


STRUCTURAL REFORMS: 
- \"Ombudsmen\". Each court will establish an independent 
ombuds office to hear complaints. 


- Procedural Rapidity. Blocks promotion of judges who fail 
to decide cases in a timely manner. 


- Independent State Public Defenders. State public defenders 
will have their own budgets and administrative autonomy. In 
the past they were dependent on the state judiciary for 
resources and oversight 


PROFESSIONAL REFORMS: 

- VProfessional QuarantineW. Former judges and prosecutors 
are prohibited for three years from acting as lawyers in the 
courts where they previously worked. 


- Career Reforms. Promotion decisions for judges and 
prosecutors will take into account their productivity. At 
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least three yearsY prior legal experience will be required of 
new judges. 


- \"Collective Leave\". Courts must begin working as soon as 
the official recesses are over 
entire court taking personal leave to extend the recess. 


OVERSIGHT COUNCILS: 

- Within six months 

will be established over judges and prosecutors. These 
so-called V'external controls" were bitterly opposed by many 
of those affected and their professional associations. The 
new National Justice Council (CNJ) will hear complaints and 
apply sanctions against judges and court employees. It will 
have 15 members: 11 judges and prosecutors 

two members named by Congress. The similar National 
ProsecutorsY Council (CNMP) will be a 14-member body with 
oversight over federal and state prosecutors. 


SECOND BILL TO BE APPROVED BY CHAMBER IN 2005 
7. (U) A second set of reforms --also enshrined in a bill to 
amend the constitution-- passed the Senate in December and 
now goes back to the Chamber for a final vote. It will 

follow up on Amendment 45 and is expected to become law in 
the first half of 2005. It includes: 


- Blocking Appeals. A sort of reverse precedent mechanism to 
combat wasteful appeals and to complement the precedent 
authority given to the STF in Amendment 45. If lower courts 
issue rulings that coincide with prior decisions by the 

second and third highest courts --the Supreme Justice (STJ) 
and Superior Labor (TST) courts-- and if those higher court 
decisions are by two-thirds\' majorities 

prohibited. 


- Independent Federal Public Defenders. Comparable to the 
autonomy given to state defenders in Amendment 45. 


- Arbitration. Brazil has few mechanisms for alternative 
dispute resolution (ADR). The bill will allow parties to 
submit cases to an arbiter for a speedier decision. It also 
creates new types of ADR including conciliation 

and non-judicial arbitration. 


- Privileged Forum. Currently 

members have the right to a \"privileged forum!" 

brought against them are heard by a high court rather than a 
common court. Congress 


Column 3 
this benefit to former 
officials. 


- Nepotism. Prohibits judges from hiring close relatives to 
positions under their authority. 


SUB-CONSTITUTIONAL REFORMS TO COME LATER 

8. (SBU) President Lula is already thinking about next steps. 
On December 15 

Amendment 45 

discussed so-called V'infra-constitutionalV (or 
\"sub-constitutional\") reforms. This is a package of 23 bills 
--some new and some that have sat unmolested in Congress for 
years-- that the administration hopes to pass in the next 
year. It is designed to increase efficiencies through 
changes in civil 

includes greater use of the principle of binding precedent 
limitations on wasteful appeals 

deadlines 

Chief Justice Jobim is hopeful that the bills can be passed 
in early 2005 

the year some results will already begin to be felt\". 


COMMENT - ALOT OF EYES ARE WATCHING 

9. (SBU) It is far too early to tell if these reforms will 

have the desired effect 

reflected in their broad scope 

President Lula 

the sense that Brazil's ossified judiciary has become а 
serious impediment to social and economic growth 

reason to be encouraged that the reforms are at least a good 
first step. But there remain resolutely anti-reformist 

pockets in the judiciary and others whose interests are 
threatened by a modern judicial system. President Lula told 
the press in December that 

accessible 

reform that finally passed is a necessary condition for this 

to take place. But it won\'t work on its own. Now we need to 
put into practice the advances made in the reforms". 
Brazil\'s books are full of unenforced laws 

of political pressure and support from the business community 
and the public suggest that many eyes are watching to see how 
these reforms are implemented --and to ensure that the 
judiciary becomes part of Brazil\'s solution rather than part 

of the problem. 

DANILOVICH 
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manner 

internationally established standards". The EU publicly 
stated that irregularities should be investigated and 
resolved in accordance with the law. The Carter Center 
made similar comments. 


5. (SBU) Although Guebuza reportedly is more nationalistic 
and less flexible than is Chissano 

recently that he is likely to continue current government 
policies. During his trip to the United States in July 

where he attended the Democratic National Convention and 
met with U.S. officials 

maintaining a strong Mozambique-U.S. relationship and 
stressed that he would honor commitments with donor 
communities and international financial institutions 

(IFIs). A businessman himself 

and government positions 

of business and economic concerns and has close ties to the 
private sector community. Guebuza has 

for the \"Mozambicanization\" of businesses (Ref B) 

has sparked some concern among foreign investors both 
existing and potential. Guebuza acknowledges the extensive 
US commitment to helping Mozambique overcome the challenges 
of poverty and HIV/AIDS. He comes across as serious and 
intelligent. 


6. (U) Recovering from a devastating civil war 

MozambiqueYs macroeconomic reforms and success in 
attracting large investment projects have given the country 
an average GDP growth rate of eight percent from 1992-2004 
the highest in Africa over this time period. This growth 

is from a very low base; per capita GNP for 2004 is 

projected at around USD 290. Foreign direct investment 
exports 

increases 

firms 


7. (U) Maintaining this high rate of growth hinges on 
several major foreign investment projects (aluminium 
natural gas) 

the agriculture 

The inflation rate for 2004 was around 11 percent 
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with the levels of recent years. 


8. (SBU) The Mozambican business climate needs improvement. 
Generally sound macroeconomic policies and high-level 
commitment to attracting business mask a bureaucracy that 
remains at times unresponsive to the needs of corporations 
especially small-to- medium-sized enterprises. Obtaining 
permits takes time 

legal system is antiquated and cumbersome. Although 
revisions are being considered 

extremely inflexible and an impediment to foreign 
investment. Land title is granted in the form of leases; 
private ownership of land is not allowed. Donors are 

working extensively with the GRM to modernize and improve 
the commercial code 

process 

reform is moving in the right direction 

several years before significant impediments to investment 
are removed. Mozambique\'s road network is quite limited 
and in poor condition along many stretches 

repair work is underway. 


9. (U) Mozambique offers substantial investment and 
commercial opportunities in energy generation (hydropower 
coal 

port services 

resource extraction (natural gas 

fishing) 

cashews 

light industry) 

Government of Mozambique ratified the U.S.-Mozambique 
Bilateral Investment Treaty (BIT) that was signed in 1998 
and ratified by the U.S. in 2001. 


10. (U) Several mega-projects 

are important contributors to Mozambique\'s rapid economic 
growth. These enterprises include the MOZAL aluminum 
smelter (an Australian investment) 

SASOL gas pipeline (South Africa) 

operational mining and heavy sands projects in Gaza and 
Nampula Provinces (Australia and Ireland). The GRM works 
closely with large investors by creating government- 
investor task forces to address concerns about working in 
the Mozambican business environment. The GRM is very 
responsive to these investors and has created several 
\"special economic zones\" and \"export processing zones 
some located in poor and under-developed areas. 
Mozambique\'s mega-projects account for 2-3 percentage 
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points of the country's GDP growth and a much larger share 
of its export growth. 


11. (U) HIV/AIDS: Mozambique is at a critical stage in its 
efforts to stem the HIV/AIDS epidemic. In Southern Africa 
Mozambique presents both the greatest challenges and 
possibly the greatest opportunity to become the next 
Uganda-like success in turning around the HIV/AIDS threat. 
We have made considerable efforts to ensure that the 
Emergency Plan For AIDS Relief is seen as a collaborative 
approach to addressing the epidemic by working closely with 
the government 

international NGOs. Mozambique is the only country to be 
both a focus country under the Emergency Plan for AIDS 
Relief and eligible to receive FYO4 and FYO5 MCA funding. 
(NOTE: We will send via email a more detailed briefing on 
U.S. activities to combat HIV/AIDS in Mozambique. END 
NOTE.) 


12. (SBU) Mozambican government officials 

leaders 

the MCA and Mozambique\'s ҒҮ04 and FY05 eligibility for the 
program. MCC representatives have visited Mozambique on 
three occasions since Mozambique was selected as part of 
the first group of 16 eligible countries in May 2004 

MCC CEO Applegarth visiting in October. Mozambique 
submitted a concept paper to the MCC in late September that 
is focused on the private sector and the northern region. 

The government entrusted the CTA 

business associations and also the private sector 
representative on Mozambique\'s MCA Technical Group 

the responsibility for drafting MozambiqueVs concept paper. 
Although the CTA and the Mozambique-US Chamber of Commerce 
have circulated the concept paper widely both in public 
meetings around the country and on the internet 

government has not yet officially released it. There has 

been some press coverage 

visits 

the concept paper by the media. The MCC provided feedback 
on Mozambique\'s concept paper in late November 

dialogue has been developing since then with responses to 
the initial feedback now being produced. 


13. (U) In brief 
\"promote business 
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program will reduce poverty and spur growth by lowering 
costs and risks of doing business in Mozambique while 
improving the competitiveness of the private sector. The 
four priority areas are: 

- policy reform to improve the trade and business 
environment 

- business development assistance to increase trade and 
competitiveness of firms 

- infrastructure improvements to facilitate trade and 

reduce transaction costs 

-select education 

improve social conditions in Northern Mozambique. 

The concept paper states that the program has the potential 
to create 5 

and a reduction in poverty from 54 percent to 45 percent 
after 10 years. The budget for the proposed program is USD 
148 million. 

DUDLEY 
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transfer to all poor households required to bring 

them out of poverty. HSRC found that the poverty gap 
has grown from R56 billion in 1996 to R81 million in 
2001 

deeper into poverty. The poverty gap has also grown 
faster than the economy. In 1996 

gap was equivalent to 6.7 percent of the GDP; by 2001 
it had risen to 8.3 percent. 


7. (U) This growth in poverty is reflected in a 

rise in inequality between rich and poor. According 
to the study 

measure of income inequality where zero equals 
perfect equality and one equals perfect inequality) 
had grown from 0.69 in 1996 to 0.77 in 2001. In the 
past inequality in South Africa was largely defined 
along racial lines. The HSRC report 

indicates that inequality within each of South Africa 
four racial groups has grown substantially. For 
African South Africans the Gini coefficient rose for 
0.66 to 0.72 

\"colored\" South Africans from 0.56 to 0.64 and for 
Asian South Africans from 0.52 to 0.60. 


8. (SBU) The HSRC study used a poverty line 
developed by the South African Advertising Research 
Foundation (SAARF) 

most poverty lines. Choosing a different poverty 

line would affect the quantitative results but is 
unlikely to alter the conclusion that poverty has 
increased. Government disputes the HSRC figures 
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because they do not include government transfers or 
private remittances. HSRC\'s Gini coefficient is 
higher than other recent studies. For example 

SAG in its V' Toward Ten Years of Freedom" report 
calculated a coefficient of 0.57 in 2000 

University of Cape Town report estimated 0.60 in 
2003. Whichever figure one uses 

in South Africa remains among the highest in the 
world. 


9. (SBU) Comment: There is no government-accepted 
poverty line in South Africa. Most studies have 

worked on the international definitions of either 

US$1 or US$2 per day. The World Bank estimated 
poverty using $2 per day at 36 percent in 2001 
compared to 34 percent in 1995. The US dollar based 
definitions have unfortunate consequences in an era 

of volatile exchange rates. In South Africa the rand 

has doubled in value against the US dollar in the 

last three years. This means a poverty line of one 
dollar a day was R12.15 in the beginning of 2002 

is R5.65 now; some people whose income halved during 
this period might have actually moved from being poor 
to being non-poor by the usual international 

definition. A major study in 2002 found that 46 

percent of South Africans were poor based on SA\'s 
minimum living standards survey (equal to US$1.60 per 
person per day). The SAARF definition used by the 
HSRC 

have the problem of being based in US dollars. 


10. (U) Government programs that provide grants to 
children 

of several government poverty alleviation 

initiatives 

the number of grant beneficiaries 

are straining both national and provincial budgets. 
Two million people joined the list of grant 
beneficiaries between April and September alone 
pushing the total number of beneficiaries to nine 
million - or one out of every five South Africans. 
Welfare and social security spending constitute the 
fastest growing share of overall expenditures 
increasing from 18.6 percent of total government 
expenditures in FY2004 to 20 percent by FY2007. The 
government now spends R50 billion on social grants 
and current estimates suggest that welfare grants 
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will comprise over 40 percent of the government's 
expenditure increases over the next three years. As 
evidence of the its concern over escalating welfare 
costs 

indemnity to fraudulent grant recipients and began to 
investigate more systematically instances of welfare 
fraud. 

FRAZER 
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after Mossad chief Ephraim Halevy expressed fear that 
one of those countries might have acquired some kind of 
nuclear capability via an illicit weapons trafficking 
network run by Khan. 


All media reported that defying condemnation from Hamas 
and other radical factions in the Gaza Strip 

Chairman Mahmoud Abbas on Monday reiterated a demand 
for an end to rocket attacks against Israeli targets. 

Some media said that AbbasVs remarks were spurred by a 
statement made Sunday by Secretary of State Colin 
Powell that he found Abbas" failure to distance 

himself from the radical al-Aqsa Martyrs\' Brigades 
\"disturbing.\" The media also reported that Monday 
Abbas promised Palestinians refugees that they will be 
able to return home one day 

take up arms against militants. 


All media reported that right-wing activists are making 
use of a 1994 interview in which Sharon urged soldiers 
not to obey orders that go against their conscience. 
The activists have been distributing a recording of 
SharonVs remarks to IDF conscripts. Hatzofe reported 
that Monday the National Religious Party decided to 
offer Shas and National Union the option to join its 
efforts against the disengagement plan. 

Jerusalem Post reported that officials from Pakistan 
Yemen 

without diplomatic ties with Israel 

end of the week to take part in the international team 
monitoring the PA election. The newspaper quoted Amir 
Maimon 

coordination for the election monitors 

will be part of an 80-person team put together by the 
U.S. National Democratic Institute (NDI) 

policy arm of the Democratic Party. Jerusalem Post 
also cited an IDF denial of Palestinian claims that 
Rizik Ziad Musleh 

for Dr. Mustafa Barghouti 
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PA chairmanship elections 
Thursday near Rafah. 


Turkish FM Abdullah Gul was quoted as saying Monday in 
an interview with HaVaretz that Turkey believes that 

Syria is serious about making peace with Israel 

that that Ankara hopes to receive a positive response 
from Jerusalem to the message Gul is bringing with him 
from Damascus. 


Yediot reported that Lakhdar Brahimi 

to the Secretary-General of the UN 

Senate delegation that Sharon is a murderer. The 
newspaper reported that the Foreign Ministry has 
instructed the Israeli Representative to the UN to 
present a strong protest to Secretary-General Kofi 
Annan 

in Washington to raise the issue with the State 
Department. 


Yediot cited the GOIVs confirmation that FM Silvan 
Shalom will visit Jordan this month. Yediot quoted the 
Jordanian newspaper Al-Arab Al-Yawm as saying Sunday 
that during Shalom\'s visit 

Jordanian prisoners. 


Yediot reported that 

threat and concerns about world terror 

requested additional funding from the Knesset\'s secret 
services subcommittee. 


HaVaretz reported that the Foreign Ministry has opened 
a bank account for private contributions for the 

victims of the South Asian tsunami 

considering sending around 20 mobile water purifiers to 
the countries that were hit by the disaster. Leading 
media reported that IsraAid 

Jewish organizations worldwide and NGOs based in 
Israel 

Southeast Asia Disaster 

campaign to aid the victims of the disaster. 


Yediot and Maariv cited the results of a poll conducted 
in the UK by the British newspaper The Daily Telegraph: 
-\"Which country do you hate most?\" Israel: 37 percent 
of respondents; India: 29 percent; Egypt and China: 24 
percent. (Cited in Maariv.) 

-Respondents found the most dangerous country to be: 
U.S.: 37 percent; Israel: 33 percent; Egypt; 21 

percent. (Cited in Yediot.) 
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Jerusalem Post cited a street survey conducted in 
Orlando 

Progress: 63 percent of respondents did not know what 
Auschwitz-Birkenau was. 


Columnist Avraham Tirosh wrote on page one of popular 
pluralist Maariv: "Monday's struggle [at the West Bank 
settlement of Yitzhar] 

settlers ... was not over ... two patently illegal 

trailers.... Kingdoms have already fallen because of 

civil war.V' 


Independent 

\"Israel must ... immediately take steps that will prove 
... that it truly intends the Palestinian Authority 
election to be free and open to all." 


Veteran print and TV journalist Dan Margalit wrote in 
Maariv: "Mahmoud Abbas ... is dancing with the 

wolves.... The thinking on the worst-case scenario 

should already have been done. Withdrawal must be done 
with eyes wide open." 


The Director of the Interdisciplinary Centers Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post: \"[In both Iraq and the Palestinian 
Authority] 

structures are in conflict with democratic processes 
while the big problems and difficult choices remain to 
be confronted after Election Day.\" 


Liberal columnist B. Michael wrote in mass-circulation 
pluralist Yediot Aharonot: What to do 

is a typical Sharon bluff. There indeed is no way but 
to support it 

But thereVs no reason to enthuse about it.\" 
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Block Quotes: 


|. VBlood Is Going To Be Spilled\" 


Columnist Avraham Tirosh wrote on page one of popular 
pluralist Maariv (January 4): VLet it be clear 

Mondays struggle [at the West Bank settlement of 
Yitzhar] 

clashed with the police and the soldiers 

those two patently illegal trailers stuck out there on 
some desolate hilltop. It was over the settlements in 
the Gaza Strip and northern Samaria. And it sent a 
message that is unequivocal 

despair: when the time comes for the big evacuation 
we get there 

going to be spilled 

will collapse. Kingdoms have already fallen because of 
civil war. And 

anyone who is capable of preventing it. Maybe just 

that old rabbi [United Torah Judaism party mentor Rabbi 
Yosef Shalom Elyashiv] 

Jerusalem right now 

life into the Sharon government and the disengagement 
plan 

may even dash the big evacuation and 

plague of fire and blood that threatens us.\" 


II. WFree and Open to АК 


Independent 

(January 4): \"Five days before the Palestinian 
Authority\'s election day 

Israel is uncertain that this is truly its heartVs 

desire.... The elections 

the backing of international monitors 

the fullest sense of the word. What such freedom means 
is that every person must be able to come to the polls 
without fear or pressure in order to exercise his right 
to vote. But it is doubtful that Palestinians fearful 

of IDF gunfire or lengthy delays at checkpoints will 
want to leave their houses to participate in the 
elections. Israel ought to have a keen interest in the 
political legitimacy that Abu Mazen is seeking.... 
Those who are demanding a new diplomatic program from 
the Palestinians -- an end to incitement and the 
disarming of the militias and gangs -- should know that 
this cannot be achieved via a Palestinian leadership 
that lacks public support. To achieve this result 

Israel must cease the political miserliness that has 
characterized it to date and immediately take steps 
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that will prove -- not only to the Palestinians 

also to the Israeli public and international observers 
-- that it truly intends the Palestinian Authority 
election to be free and open to all.\" 


III. Dancing With Wolves" 


Veteran print and TV journalist Dan Margalit wrote in 
Maariv (January 4): Mahmoud Abbas -- a.k.a. Abu Mazen 
-- is dancing with the wolves. He fraternizes with 
Hamas 

terrorists that he will not disarm them. Just the 
opposite 

giving him credit 

PR. When the polls close on January 9 

with terror is meant to come to an end.... After all 

the candidate for the Palestinian Authority leadership 
rejected the armed conflict at the beginning of the 
Intifada in 2000. We have to hope. But we also have to 
ask ourselves what will happen if this doesn't take 
place. Abu Mazen has a biography of weakness in the 
face of Palestinian terror.... In the lack of an 

agreement with Abu Mazen and with terror continuing 
the IDF will not be able to withdraw from the Gaza 

Strip along with the settlers.... To evacuate Gush 

Katif under fire 

the Gush Katif bloc is more of a liability than an 

asset. Will a Likud-headed government 

has already gone a long and dramatic way from what 
Sharon promised in the elections to what he is 
proposing now 

early to know. The chances are still good that Abu 
Mazen will come to his senses and distance himself from 
terror after the Palestinian polling booths close. An 
orderly transfer of Gaza to the Palestinian Authority 
serves the interests of all sides 

terrorists. But when Sharon brings the issue of 
disengagement to his cabinet this month for a decision 
the thinking on the worst-case scenario should already 
have been done. Withdrawal must be done with eyes wide 
open. V 


IV. V Two Arab Elections" 


The Director of the Interdisciplinary Centers Global 
Research in International Affairs Center 

Barry Rubin 

Jerusalem Post (January 4): V'Strange but revealing: the 
two fairest elections in Arab history are about to be 

held due only to foreign pressure and presence. They 
also say a great deal about the direction of Arab 
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politics and likely developments during 2005. In both 
cases the fact that Iraqi and Palestinian leaders will 
be determined via a ballot box is encouraging 
signaling a growing interest in democracy 

rights 

election may lay the basis for a civil war 

heightened ethnic antagonism and strife. The 
Palestinian situation is somewhat parallel. Fatah is 
the dominant party and Abu Mazen will be elected 
because he is its candidate. That powerful (though 
undisciplined) organization is still in the hands of 
hard-liners 

Israel 

Fatah is ready to make deals with other forces -- its 
own young insurgents and Hamas -- that will block any 
real change or hopes for peace.... The possibility of a 
popular regime exists in both cases 

stable government in Iraq and a cease-fire for the 
Palestinians. Yet existing ideologies and political 
structures are in conflict with democratic processes 
while the big problems and difficult choices remain to 
be confronted after Election Day." 


V. VSharon Is Already Reaping Rewards\" 


Liberal columnist B. Michael wrote in mass-circulation 
pluralist Yediot Aharonot (January 4): \"Those who have 
refused to understand by themselves the purpose of the 
disengagement [plan] received another chance to do so. 
In an interview granted by Atty. [Dov] Weisglass to 
HaVaretz 

and pride the truth hiding behind the Sharon plan.... 
Sharon\'s true inclination can be uncovered when опе 
compares the various aspects of his activity concerning 
disengagement. VActivityV in the full meaning of the 
word is taking place in the West Bank: bulldozers are 
crushing 

over 

millions of shekels are being buried among the rocks. 
On the other hand 

(so far) taken care of its verbal ... part.... No 

budget allocated to the settlements has been cut.... 
What to do 

There indeed is no way but to support it 

order to expose the cheat. But thereVs no reason to 
enthuse about it. However 

forbid -- should it be implemented 

whether it would then cause even greater harm. V 


KURTZER 
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criminal defendants in court. End Note.) The law 
creates a Chamber of Advocates 

authority over testing 

advocates. The law codifies ethical concepts such as 
conflict of interest and client privilege 

establishes an ethics committee within the Chamber that 
has the power to elaborate on these basic ethical 
standards. The law separates the public defender\'s 
office from State control but mandates that the 
government will pay public defenders at the same rate 
as prosecutors. The law also seeks to secure the 
Chambers independence and objectivity. The Chamber 
reports to no branch of the government and is almost 
completely supported by member dues. It is subject to 

a yearly external audit 

membership. The law also establishes due process for 
disciplinary procedures and enumerates the rights of 
individual advocates within the organization. 


4. (SBU) The traditions of Soviet law practice 

however 

Armenia and may endanger the effectiveness of the new 
institution. Armenian defense attorneys and judges 
have long followed the prosecutors lead in criminal 
cases 

this arrangement both comfortable and profitable since 
Armenian independence. Furthermore single judges still 
decide most Armenian criminal cases and there is no 
guarantee that decisions will change even if defense 
skills dramatically improve. The law combines two 
previously separate lawyers\' associations 

of the more progressive union 

protecting civil liberties 

members will outvote them in the unified Chamber. 


COMMENT 


5. (SBU) The new Chamber has the potential to improve 
significantly the abilities of advocates to assert 

their clients rights 

to seize control of the Chamber 

opportunities through which dissenters could promote 
human rights. Significant checks and balances within 
the organization prevent a faction from controlling the 
Chamber 
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arbitrary disciplinary procedures. Progressive 
advocates could use structures within the organization 
to advance their agenda 

they are currently forming a watchdog NGO to monitor 
civil rights in criminal trials. The new Chamber could 
be a great force for change 

monitor if the Chamber lives up to this potential. 

This body 

partner for our assistance programs aimed at building 
Armenia\'s democratic institutions. We will work with 
this group as it develops. 
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well as general skepticism that progress on the later phases 
of the NSSP will be hampered by \"nit-picky\" lawyers. We 
should be picking up momentum right now 

along 

argued that \"progress begets progress 

Indian side to avoid creating the impression that New Delhi 
was trying to renegotiate the NSSP 

steps to implement it. Jaishanker nodded his head in 
agreement 

from the Indian nuclear establishment. 


5. (C) We heard a similar message in a January 4 meeting with 
our other key NSSP interlocutor 

Meera Shankar. Responding to PolCouns\' description of the 
Washington desire to maintain forward momentum on the NSSP 
Shankar warned that the Indian nuclear establishment had 
become a real obstacle to steps such as NSG adherence and 
stronger export controls. The scientific community 

claimed 

nuclear relationship 

should not change its own policies. This dynamic 

continued 

flexible US interpretation of matters such as the NSG safety 
exception. Responding to PolCouns warning that some areas of 
nuclear cooperation will remain \"a bridge too far 

suggested that cooperation in areas not restricted by the NSG 
lists might help to change the view of NSSP among India\'s 
atomic establishment. For instance 

support for Indias involvement in the ITER fusion project 

(as proposed at the recent EU-India summit) would be an 
important step forward. Elaborating on this theme 

emphasized the Indian potential to contribute to ITER 

asked whether a letter to this effect from the GOI to DOE 
would be helpful. PolCouns undertook to seek guidance on 
this topic. 


Scheduling the Next NSSP Meeting 
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6. (C) With both Shankar and Jaishankar 

Indians for documentation about progress on India\'s 
commitments under Phase Il of the NSSP. Since most Phase II 
steps involve revising laws and regulations 

India\'s interests to get the texts of these to us early. 
Jaishankar responded that early US identification of a date 

for the next meeting of the NSSP Implementation Group would 
enable him to start pressing the GOI bureaucracy to generate 
the required legislation and related documentation. He 
specifically suggested that the next implementation group 
meeting be set for mid-February in Delhi in conjunction with 
the Aerolndia and the life sciences conference -- adding that 
Vwith МӘР nothing gets decided until a meeting is fixed. V 
MULFORD 


24900 

the US wanted to raise this issue with New Delhi separately. 
He mentioned only Dharamsala\'s wish to explore the 
possibility of resettlement to the US 

discuss US thoughts on the matter. Gyari indicated that a 
significant factor in the Tibetan Government-in-ExileVs 
(TGIEVs) decision to pursue resettlement was NepalVs recent 
push back of several Tibetan refugees and the poor economic 
opportunities for Tibetan refugees in India. 


2. (C) The Ambassador noted his impression that Dharamsala 
had agreed not to raise the issue with the Indian government 
until the US had broached the matter. Gyari said that his 
intention had been V'quite the opposite 

relationship with India is unique 

keep Dharamsala\'s plans from India would therefore be 
inappropriate 

India to misunderstand what we are trying to do.\" Gyari told 
the Ambassador that he had not yet raised the issue with 
Kathmandu 

matter" 


3. (C) Asked how the MEA had received this information 
Gyari stated that Kantha had V'taken the information very 
well 

India were facing economic challenges. 
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(S.A.F.E.)." This is the same course required for employees 
and highly recommended for their eligible family members 
over the age of 18. 


4. It is important that all visitors carefully read the 
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information and instructions provided below. Post wants to 
ensure the best possible service to all official visitors 

and will work closely to arrange details of each visit. 


5. Early morning check-in: For those coming from 
Washington 

arriving at 1005 

check-in at the hotel. Normal check-in time is 1400. 
Although post can request early check-in for travelers 
only way to guarantee a room waiting is to reserve it for 
the preceding night. Travelers who wish to book the 
previous night must request post to make this reservation. 
The traveler is responsible for this expense. Travelers 
should be prepared to go from the airport directly to the 
office/meetings if they have not paid for a room the night 
before. The Embassy has a cafeteria that serves breakfast 
and lunch. 


6. Arrivals: We expect to be able to provide 
transportation for official visitors at the Deputy Assistant 
Secretary level and above upon arrival at the airport. 


SIPDIS 

Other visitors should plan to use taxis. The price of a 

taxi from Athens airport to downtown is approximately 28 - 
30 euros. Depending on traffic 

takes 40 to 60 minutes. 


7. Documents required: Diplomatic and official passport 
holders must have Greek diplomatic visas 

visa or diplomatic ID from any other Schengen country 
addition to their passport 

Embassy will be unable to obtain plane-side visas for USG 
employees arriving in Greece without proper documentation. 
Holders of tourist passports do not/not require visas. USG 
employees who plan to operate a motor vehicle while in 
Greece must be in possession of a valid U.S. drivers\' 
license as well as a valid International DriversY License 
and must carry proof of third party liability insurance 

while operating the vehicle. 


8. Embassy access: Embassy Athens has installed a new 
identification badging system 

Department of State employees bring their Global ID and/or 
Smart Card that will be acknowledged as proper Embassy ID. 
DOS employees will be expected to stop by the RSO Office to 
program their ID to be compatible with the Athens system. 


9. Regional Medical Office: The Health Unit at the Embassy 
is fully staffed. A State Department medical clearance is 
required by all employees of agencies participating in ICASS 
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who will be traveling TDY for more then 60 days a year. 

Health Unit access is not guaranteed without this clearance. 
Family members will not have access to the Health Unit 

unless they аге on employees" travel orders. We strongly 
recommend that TDYers bring with them proof of current 
medical insurance coverage and medevac coverage if obtained. 


10. Currency: Greece is a member of the European Monetary 
Union 

Accommodation exchange is available on a limited basis 
(responsible agency/section signed authorization) at the 
Embassy cashier office - hours are M-F 0900 - 1100 and 1400 
- 1600. However 

country (there is also one at the Embassy); they will accept 
U.S. debit cards. In addition 

provide accommodation exchange services. Post is unable to 
provide reverse accommodation. 


11. Office space/laptops/mobile phones: Office space in 

both classified and unclassified areas is extremely limited. 

For those employees planning on bringing laptops and modems 
to use in their hotels 

can be used for processing unclassified (non-SBU) 
information only. Current here is 220 volt 

outlets are two-pronged. Bring along a plug adapter and 
equipment that can handle the voltage. Laptops are not 
permitted in controlled access areas of the Embassy. 
European GSM mobile phones function normally in Greece. 
12. Presidential Directive - Trafficking in Persons: All 

TDY personnel are reminded that President Bush has signed a 
National Security Presidential Directive to advance the 

fight against trafficking in persons. The United States is 
committed to eradicate trafficking both domestically and 
abroad. Trafficking in persons exists in Greece. A 

significant number of the people involved in prostitution 
pornography and the sex tourism phenomenon 

They are compelled by force 

sexual exploitation. TDY personnel are advised that any 
involvement with the commercial sex industry is unacceptable 
in light of the diplomatic and foreign policy goals of the 

United States and the ethical standards of the Department of 
State and this Mission. Embassy Management will not tolerate 
any such involvement by Mission personnel and 

regard 

conduct and suitability of U.S. Government employees 
stationed abroad. 


13. Security information: 


A. Embassy Athens is designated \"critical\" for indigenous 
terrorism. In the past 
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targeted prominent Greeks as well as certain non-Greek 
Officials 

to official US Government personnel on short-term 
assignments to Greece or visiting for tourism is relatively 
low. The indigenous groups historically have engaged in 
extensive operational surveillance over long periods of 

time. In 2003 and again in 2004 

significant progress to combat domestic terrorism by 
successfully convicting the leader and key hit men of the 
November 17 terrorist organization and of the ELA. 17N was 
responsible for assassinating prominent Greeks and five 
members of the US Mission over the course of its 30-year 
history. Convicted ELA members were responsible for several 
bombings 

one assassination. While these convictions likely impacted 
on the operational capabilities of 17N and ELA 

soon to assess whether the threat from domestic terrorism is 
completely eliminated. We urge vigilance and caution 

the worldwide threat from other terrorist groups against 
Americans in general remains high. Official Americans 
should assume they are potential targets. 


B. Over the past year the U.S. Embassy has experienced 
numerous bomb threats 

demonstrations. These protests are generally peaceful 
though a few provoked random acts of violence. Travelers to 
Greece are advised that protests or demonstrations could 
occur at any time; unwitting observers or bystanders might 
be identified 

recommends that official U.S. travelers in Greece remain 
alert when moving about in public places and avoid certain 
places where demonstrators frequently congregate. These 
places include the Polytechnical University area 

28 October (Patission) Street between the National 
Archeological Museum and Omonia Square; Exarchion Square 
located near Kolonaki; Omonia and Syntagma Squares 

are often used as launch sites for large demonstrations; and 
Mavili Square 

should keep abreast of news about large demonstrations and 
avoid these areas and metro stops. 


C. Crime is rated medium!" in Greece. For ΤΟΥ visitors 
pick-pocketing and purse snatching are the most common 
crimes. Taxis are generally safe though metered cabs are 
recommended. Taxis too will often pick up more than one 
passenger unless prior arrangements are made. Crimes of 
opportunity - thefts 

on the rise. Travelers should be especially cautious with 
wallets 

streets 

been several instances of motorcyclists approaching cars 
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stuck in traffic 

closed ones 

also recently learned of a new scenario in which 

motorcyclists open the trunk of a vehicle and remove the 
contents. The Embassy recommends keeping purses 
handbags 

of the car. Windows should be kept closed and doors locked. 
Pedestrians may also be confronted by beggars and other 
street people who may attempt to divert attention 

steal unprotected valuables - either by pick-pocketing or 
snatch-and-grab techniques. Women are generally safe from 
violent crime in Greece. Men are aggressive by American 
standards however when pursuing women. 


D. Traffic in Greek urban areas 

Thessaloniki 

in traffic fatalities. Road rage is common. Accidents 

often lead to fist fights. Drivers in Greece should 

exercise caution and common sense. Drivers and pedestrians 
alike should exercise extreme caution when operating motor 
vehicles or when walking along roadways. Moreover 

who rent motorbikes either on the Greek mainland or its 
islands must wear helmets and must take special precautions 
on the local roads that are typically poorly maintained and 
frequently pothole-ridden. Greece also leads the European 
Union in motorcycle deaths. 
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preliminary survey) in the Nicobar Group of Islands." 
According to that report 

persons India-wide was 5 
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postpone the date to let all Iraqis go to the polls in one 

day.V To both Ministers 

no plan to delay the elections and that 

was no evidence of any Sunnis coming forward to say that they 
would participate if there were a delay in the elections. 


3. (C) Abdel Ghaffar stated that DPM/FM Sheik Mohammed 
Al-Khalifa would represent Bahrain at the Iraq Neighbors 
Conference in Amman 

Bahrain at the Arab League meeting. He said that at these 
meetings Bahrain would maintain its support for the elections 
and stability in Iraq 

there. On that latter point 

Khalifa) went on at some length 

example 
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intelligence services in southern Iraq and flooded the region 
with Iranian-based voters. Asked what the Bahraini 

leadership thought of the relatively moderate message SCIRIVs 
Abdel Aziz Al Hakim brought during his recent visit to 

Bahrain 

indeed moderate but that he did not like the idea of clerical 
leadership ruling Iraq. 


4. (C) Comment: While fully supportive of our policy on Iraq 
including the need to move forward with elections 

would be sympathetic to a delay in the elections if that 
would help check post-election Iranian influence in Iraq. 


4. (U) Baghdad minimize considered. 
MONROE 
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claims because it would be based on the unfulfilled portion 
of a preexisting agreement. The working group also expects 
to call for renewed GOI efforts to resolve Holocaust-era 
pension issues within five years and to settle all unresolved 
property and asset issues. End summary. 


2. (C) Mor 

Office on Restitution of Rights and Jewish Property 
informally previewed elements of the GOI 

&five-year action plan8 on Holocaust-era reparations 
pensions and restitution 

emboff. (Strictly protect Mor 

emphasized that the action plan 

claims against Germany and Poland 

being vetted with major Holocaust survivor organizations. It 
has not yet 

created Ministerial Commission on Restitution for Jewish 
Rights and Property 

adoption as official policy. 


3. (U) The text of the GOI Cabinet decision that 
established the Commission is at: 
http://www.mfa.gov.il/mfa/government/communig ues/2003 
/cabinet communique - 28-dec-2003.htm 


4. (C) Mor said that a working group including himself and 
Nimrod Barkan 

was tasked in late 2003 with drafting and submitting to the 
Ministerial Commission a &five-year plan of action8 on 
Holocaust restitution and related issues. The draft 
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is nearing completion 

Ministerial Commission as early as January/February 2005 
said. The report is likely to recommend that the GOI: 


-- Work to close all outstanding Holocaust-era reparations 
issues within the next five years 

what Mor said is a still-unpaid sum from the 1953 West 
Germany)lsrael agreement. 


-- Work to complete all issues related to Holocaust-era 
pensions within the next five years 
still living. 


-- Continue the strongest possible diplomatic action on all 
fronts to secure full restitution of property and assets 

including heirless property and assets. Mor said that no 

time limit would apply to this effort 

continue work on the issue until it accounts for every asset. 
(Note: In previous discussions and e-mails 

Emboff and EUR/OHI that his draft paper would also include a 
recommendation for the GOI to press for restitution for 

Jewish property and assets in Arab lands from which Jews 
fled.) 


5. (C) Regarding Germany 

working group 

1953 Holocaust reparations agreement with West Germany. He 
said that the amount is one-third of the $845 million agreed 

to in the deal 

reportedly said East Germany would be responsible for paying 
but that East Germany never paid. Most of the amount paid to 
Israel under the 1953 agreement was in the form of goods 
transferred from West Germany to Israel. In this case 

Israel is considering a request for military goods 

two submarines 

Mor was undoubtedly referring to Dolphin-class submarines 
three of which the GOI received in the early 1990s from 
Germany. The model now sought by the Israeli Navy costs 
about $350-500 million per submarine.) 


6. (C) &This does not constitute a new claim 

pains to point out. Rather 

incomplete implementation of an existing agreement 

such 

the United States not to raise new reparations claims against 
Germany. He noted that he reviewed his analysis with Amb. 
Stuart Eizenstat 
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Holocaust-era property claims 

in November. According to Mor 

nothing in the U.S. closure agreement with Germany in 2000 
would preclude Israel from independently seeking redress of 
an issue stemming from a preexisting agreement. Mor said he 
hoped that the U.S. would not do anything that could be seen 
as opposing or undermining Israel 

Germany. Mor agreed to emboffVs request to keep the embassy 
and U.S. Special Envoy O\'Donnell apprised of working group 
deliberations and other matters of potential U.S. interest 

and to brief the Ambassador on the restitution plan as it 

nears completion. 


7. (C) Finally 

next area of focus of the GOI restitution efforts 

the GOI would work in close coordination with the World 
Jewish Restitution Organization (WJRO) and the other main 
survivor and restitution bodies in Israel and abroad. All of 
the above are in addition to the GOI Ministerial Committee 
continuing research into expanding pursuit of restitution 
claims for Jewish property and assets from Arab lands. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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University of the West Indies\" (UWI) leaves the Jamaica Labor 
Party (JLP) without an MP in Western Kingston 

opposition leader for the upcoming session of the House of 
Representatives 

party scrambles to resolve a somewhat awkward situation 
there is much public speculation as to who will likely 

replace Seaga. End Summary. 


2. At a meeting of JLP delegates on December 29 

leader and former prime minister Edward Seaga 

represented his Western Kingston garrison community as MP 
continuously since 1962 

give up (his) involvement in active politics\" to make himself 
available for selection to a top position at the University 
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of the West Indies. The academic appointment 

confirmed by the end of January 

the Department of Government at UWI. Seaga had announced in 
June 2004 that he would step down as party leader 

widely expected that he would remain as MP for Western 
Kingston 


3. The annual JLP conference 

was to be the venue for electing SeagaVs successor to the 
party leadership. However 

leadership contender Pearnel Charles took the party to court 
challenging the constitutionality of the process. The issue 
was resolved 

take place on February 19 

will choose its new leader 

prime minister in the next general elections 

2007. Seagavs earlier-than-expected departure 

leaves the JLP with two immediate vacancies to be filled. 
First 

Parliament resumes on January 11. In addition 

Kingston constituency needs a new parliamentary 
representative. 


4. Party watchers suggest that Ken Baugh 

Central St. Catherine and opposition spokesman on health 
the likely favorite to serve as opposition spokesman in 
parliament until the JLP elects a new leader in February. A 
source told Poloff that Baugh is not known to have political 
aspirations beyond his current position 

safe interim spokesman who will not V'rock the boat." 


5. SeagaWs choice to succeed him as MP for Western Kingston 
is reported to be Olivia \"Babsy\" Grange 

Central St. Catherine. Major news outlets indicated that 

Seaga proposed to Grange that she should take over West 
Kingston and that Senator Bruce Golding should take over 
Grange\'s current Central St. Catherine constituency. 

Golding 

February 

does not currently hold a parliamentary seat. 


6. Contrary to Seaga 

Western Kingston constituency committee on January 2 
expressed its preference for Kingston Mayor and deputy 
chairman of the constituency 

Seaga as MP. To date 

nomination 

of the capital. Seaga has called a meeting on January 3 to 
review the applications of all candidates for MP 
attorney-at-law Tom Tavares-Finson 

interest in representing Western Kingston in parliament. 
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7. Comment: JLP general secretary Karl Samuda described this 
as &an awkward period for the party.8 With a national 
conference postponed first by Hurricane Ivan and then by a 
court battle between the two leading contenders for party 
leadership 

months. An interim opposition leader in parliament and the 
possibility of up to two vacant parliamentary seats threaten 
the party 

of the impending general election. Also problematic is that 
when Seaga resigns from his position as MP for Western 
Kingston in mid-January 

until the sitting government calls for a by-election in the 
region. However 

calling by-elections in a JLP stronghold like Western 
Kingston. Some observers therefore find it unlikely that the 
PNP government will choose to call by-elections in the 
immediate future. Even without intentional foot-dragging on 
the part of the government 

money to organize 

will be elected to replace Seaga. 
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Speaker Bulent Arinc on recent statements made by 
Parliamentary Human Rights Committee Chairman Mehmet 
Elkatmis in which the US operation in Fallujah was 
characterized as a 'genocide.V Arinc said that he did not 
agree with ElkatmisV statement 

cannot understand how the United States occupation 

was intended to bring democracy to Iraq 

deaths of 100 

Arinc why the Turks did not speak out more forcefully 
against Saddam\'s regime. Arinc replied that the Turkish 
parliament "had not remained silentV after the massacre of 
Kurds in Halabja. `We have always said that Saddam was a 
dictator 

urged Armitage to ensure additional US steps to break the 
isolation of Turkish Cypriots 

direct flights to Ercan airports. Gul later noted that the 

US had "taken some positive steps in this direction. 


FM Gul due in Israel 

left for a four-day trip to Israel 

an effort to discuss ways in which Ankara can help the 

stalled peace process. The visit is aimed at mending ties 
harmed by Turkish PM Erdogan\'s strong criticism of Israeli 
policies against the Palestinians. “It is an important duty 

for Turkey to contribute to the Middle East peace process 

Gul told the Turkish press before his departure. "Turkey 
wants Syria and Lebanon to take part in the peace process as 


Column 3 

well 

play a mediating role. Gul voiced hope that the January 9 
Palestinian elections will be ‘transparent 

successtul.Y Gul is scheduled to meet Israels President 
Moshe Katsav 

Tuesday and Palestinian leaders on Wednesday. Papers expect 
Gul to focus on bilateral ties between Turkey and Israel 
which cooled last year after PM Erdogan blamed the Israeli 
leadership for applying ‘state terrorismV against 
Palestinians. After wrapping up talks with Israeli and 
Palestinian leaders 

January 6 conference of IraqVs neighbors. Before departing 
for Israel 

Palestine have asked for a more proactive Turkish role in 
the peace process. ‘There is a positive atmosphere for 
peace for the first time after Camp David - now is the time 
for everybody to work for peace 

emphasized that his hopes were fueled by the Israeli 
decision to withdrawal from Gaza and the prospect that 
Shimon Peres will join the Israeli government. 


US-PKK "bargaining in northern Iraq: The pro-Kurdish 
\"Newroz\" webpage claimed that a US delegation met with 
members of the PKK in Kaladiza near Kandil Mountain in 
northern Iraq last week. US soldiers reportedly flew to the 
meeting site in three US helicopters. According to the 
website 

Americans reportedly asked the PKK not to harass American 
planes during reconnaissance flights over the region. The 
websiteVs report showed up as front-page news in today\'s 
left-leaning \"Cumhuriyet.\" 


Turkey 

and the United States are to hold a joint naval search and 
rescue exercise in mid-January 

result of the exercises 

that regularly operate in the Mediterranean will be able to 
provide humanitarian aid and more effective responses to 
actual maritime emergencies. 


Turkish military warns about "missionary activities: The 
Turkish military has prepared a report on missionary 
activities in Turkey 

report claims that Protestant missionaries aim to make the 
country 10 percent Christian by 2020 

attention mainly on Kurds and Alevis in Turkey. 


Gul will ask Jordan to deport Uzans: On the last stop of 

his current Middle East tour 

reportedly ask Jordan to deport Turkish businessmen Kemal 
Uzan and his son Hakan 
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Jordan. Gul will ask Amman to hand the Uzans over to 
Turkey 

fraud 

in the banking sector. 


Battle for CHP Leadership Heats Up: The opposition CHP 
disciplinary board voted 8-7 yesterday to reject a proposal 
supported by party leader Deniz Baykal to expel Sisli 
(Istanbul) Mayor Mustafa Sarigul from the party. Sarigul 

has been campaigning for months urging the CHP to replace 
Baykal as party leader. Baykal charged that the vote in the 
disciplinary board had been the result of bribes paid to 

some of the members. He said that the CHP would hold an 
extraordinary party conference before the end of January to 
determine the leadership of the party. 


Pharmaceutical giants press Turkey to comply with 
international rules: Turkey is under growing pressure from 
the EU and the US over the generic production of medicines 
by Turkish firms 

firms believe that ending generic medicine production in 
Turkey 

skyrocketing prices and disruptions to Turkey\'s health 
system. International pharmaceutical giants operating in 
Turkey suffer $140 million in losses every year 

to a 2003 study by McKinsey research. 


EDITORIAL OPINION: 


2 lraq/Armitage Visit 
? Ukraine 


VProblematic Relations with the US\" 

Mustafa Balbay wrote in the social democrat-opinion maker 
VCumhuriyetV (1/4): VEven though Armitage denied speculation 
that the US gave special assurances to northern Iraqi groups 
in a letter from Presidnet Bush 

about northern Iraq which cannot possibly be ignored. The 
north of Iraq constitutes the most secure area for the US 

and American forces are now in the process of moving there. 
The work on the infrastructure for a military base near 

Kirkuk has been concluded. Groups in northern Iraq have 
been helpful in encouraging the US to take such steps. 
Ensuring the safety of northern Iraq 

view 

the Kurds. This is the basic reason behind recent American 
operations in and around Mosul. The Armitage visit took 
place in this atmosphere. .. Armitage made certain demands 
from Ankara. He asked that Turkey exert its influence over 
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Sunni groups for greater participation in the election 
process 

"neighborsV of Iraq. The visit of the Turkish Foreign 
Minister to Israel and Palestine is a positive step that 
should be extended toward other neighbors as well. All of 
this brings a worry to my mind. For years Turkey has played 
a role in efforts to `decoupleV northern Iraq from Baghdad. 
The US has used this opportunity to station its troops in 
northern Iraq. Now Turkey has been asked to play a role to 
create a permanent structure for the American occupation. 
Turkey has saved itself by opting out of the occupation 

let\'s hope it can also save itself from being a caretaker 

for the United States. V 


\"The Winds of Separation in Ukraine V" 

Fikret Ertan wrote in the Islamist-intellectual \"Zaman\" 
(1/4): V The election victory of Yushchenko brought back the 
long-standing issue of separatism in Ukraine. The 
possibility of a newly emerging state remains a question. 
Along with Crimean separatism 

with Russia 

south and the east. . Yushchenko will likely face strong 
opposition in his new term on a series of important 
political and economic issues. The strong winds of 
separatism 

with Russia 

for certain regions in Ukraine remains a distinct 
possibility. Crimea will most likely benefit from such an 
autonomous arrangement. V 
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4. GoG financial assistance to the Maldives and Sri Lanka (300 
WALLES 
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According to De Mel 

persons from LTTE-controlled territory is still 'sketchy.V 
She reported that the ICRC 

taking relief supplies into LTTE areas. 


4. (SBU) U.S. Actions/Assistance (cont.): Two C-5s carrying 
trucks 
equipment are expected to land later January 4. 
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MALDIVES 


5. (SBU) The combined Embassy/DAO/DART/CSGSL team returned 
from Maldives on January 4. Specific immediate needs include 
water availability and distribution 

shelter 

generators and fishing vessels. An overriding need for all 

relief efforts is logistical support to distribute resources 

and expertise to the affected islands. Sitrep on Maldives 

will follow septel. 
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the greatest legislative representation; V' the first 
vice-presidency belongs to the second-ranking organization 
(with minority parties owning the second VP slot). At the 
two-year mark 

organization inheriting CongressVs top job. The Social 
Christian Party (PSC) won 26 of the legislature\'s 100 seats 
in Ecuador\'s October 2002 elections 

(16) and PRE (15) totals. For reasons still unclear 
elections\' aftermath PSC leader and Congressional Deputy Leon 
Febres-Cordero refused the leadership position entitled to 
his party. 


3. (U) The presidency thus fell to the second-most voted 
party 

out that two of the IDVs deputies won office in alliances 

with other parties and should not count toward the IDVs 

total. The PRE\'s 15 were \"pure PRE 

Coast-based 

Bucaram to the presidency. In response to pleas from both 
groups 

the matter in late 2002 

The controversy diminished only after Congress itself passed 
a resolution proclaiming the ID Ecuador\'s second political 
force and allowing Deputy Guillermo Landazuri to assume the 
presidency. 


4. (U) Until barely two months ago 

could challenge the ID for Congressional leadership. 
Bucaram\'s forces enjoyed few legislative allies apart from 
President Lucio Gutierrez\'s Patriotic Society Party 
president 

was fighting for his political life. Removal proceedings 
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faltered November 9 

backing 

majority in Congress 

legislature purged Ecuador''s highest courts of most PSC 
influence. They have now turned sights on Congress 
leaders demanding the top legislative job for 2005-2007. 


5. (SBU) They continue to trumpet the \"pure vs. alliance!" 
argument to justify the party\'s standing as Ecuador\'s 
second-ranking political party. In addition 

claim that two defections have reduced the IDVs total deputy 
count to 14 

presidency. Ecuador\'s imprecise constitution and a 
characteristic of the Spanish language -- heavy use of the 
subjunctive -- lend weight to second point 

states that \"for the second two years 

president will be elected from the parties and movements that 
have obtained (hayan obtenido) the second and first 
majorities 


6. (U) From self-imposed exile in Panama 

27 announced that Deputy Omar Quintana should take CongressVs 
reins at the January 5 election. Quintana 

businessman and the brother-in-law of PRIAN party founder and 
presidential candidate Alvaro Noboa 

and PSP support. However 

current majority in Congress 

and MPD 

December 30 they favor a different PRE candidate 

Proano 


7. (U) Dissension appeared to plague ID ranks as well. 
Rather than one 

\"pre-candidates\" for the presidency of Congress: Carlos 
Gonzalez 

Guayaquil daily El Universo claimed January 4 that ID 
leadership 

legislator and member of the International Relations 
committee. Lucero\'s staff later confirmed the El Universo 
account. 


8. (U) Pablo Santillan 

and currently director of legislative services 

Poloff December 30 his analysis of the PRE-ID dispute and a 
possible scenario of January 5 events. Blame for the impasse 
lay with the TSE for not issuing a definitive ruling naming 

the PRE or ID Ecuador\'s second party for the full 2003-2007 
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term. The legislature\'s subsequent 

politically motivated and thus open to challenge from 
Congress itself 

votes to do it. 


9. (U) He foresaw lame-duck Congressional President 
Landazuri opening the legislative session by referring to the 
earlier resolution favoring the ID. Landazuri would announce 
the ID\'s candidate and open the floor to debate. Santillan 
doubted sufficient support existed 

Landazuri would have to accept the PRE demand to open 
discussion on Omar Quintana. Quintana had support from the 
PRE 

would support him after its political wish list was met. It 

still did not sum to 51 

loud 

Torres predicted a similar scenario in a December 29 
conversation with Poloff. 


10. (SBU) PRE Deputy Ernesto Valle provided us the party 
line December 29. The PREVs right to the legislative 
presidency lay in Article 129 of the constitution 

argued. His party was determined not to allow the ID to 
steal it again. Omar Quintana enjoyed the support of both 
Bucaram and grassroots PRE leaders 

parties 

Valle 

leaders obtained PRE promises for a stronger MPD presence in 
the Legislative and Codification Commission 

backstopped Congress when it was out of session. The 
Socialists were demanding control over Ecuador\'s Social 
Security program (IESS) 

believed 


11. (U) Edy Suarez 

Serrano 

to determine how to cast its votes. It did not see itself as 
a government ally nor opponent 

ID and PRE candidates. A fellow minority party 

done well to link its vote to promises to share political 
riches; the Socialists might do the same. Surprisingly 
Suarez considered his party ideologically closer to the 
populist PRE than the left-center ID 

to choose 


12. (SBU) Electing a PRE deputy president of Congress was 
unconstitutional 
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December 30 

earlier resolution favoring his party. Worse 

an additional step toward a Gutierrez V'dictatorship 
dangerous as December\'s judicial purge. The ID had but 42 
Secure votes and securing nine more looked difficult 

added. 


13. (C) Ecuador''s rapidly shifting alliances and general 
political cannibalism make us expect a messy and 
unpredictable legislative battle January 5. The most likely 
outcome 

Gutierrez\'s remarkable and rapid comeback 

flanks against future Congressional attempts to remove him. 
It might also raise concern and protest 

opposition groups perceiving a dangerous concentration of 
government powers. 


14. (C) The legislature faces a daunting agenda in 2005. 
Many projects involve U.S. interests 

Andean Free Trade Agreement (if signed) to approving 
bilaterally beneficial civil aviation 

anti-money laundering legislation. We stand to benefit 
should a workaholic 

presidency. Neither Lucero nor Quintana are standouts in 
this regard 
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opinion that CP Abdulla believes the U.S.-Bahrain Free Trade 
Agreement (FTA) and FTA negotiations with other Gulf States 
could lead to the break-up of the GCC. The King said that 
Saudi Arabia did not like direct contact between other GCC 
members. He explained that after spending $700 million to 
expand production of the joint Bahraini-Saudi Abu Saafa 

field 

Arabia than before. He noted that FTA ratification was on 
track in the Bahraini parliament 

confidence that Bahrain\'s Shia would participate in elections 
in 2005 and 2006. The King hoped that the President would 
make a push on the roadmap following Palestinian elections. 
End Summary. 


2. (C) King Hamad told the Ambassador January 3 that he was 
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happy to have met with the President so soon after the U.S. 
election 

a big role in the region. He said that Bahrain is proud of 

its friendship with the United States and has been with the 
U.S. \"from the beginning." The U.S. role in the region has 
been very positive: the U.S. freed Iraq and deters Iran. 

The King complimented the Ambassador on his interview that 
appeared in the December 29 edition of the Bahrain Tribune 
and Al Ayam newspapers. 


3. (C) The Ambassador raised our joint counter-terrorism 
efforts 

surveillance of the four terrorist suspects currently on 

trial. The United States 

the GOB to pursue the prosecution energetically. The King 
replied that Minister of Interior Shaikh Rashed bin Abdulla 

Al Khalifa is close to him and is doing well. Shaikh 

Rashed\'s goal is to develop a relationship between the MOI 
and the United States that is as close as the relationship 
between the Ministry of Defense and the U.S. The Ambassador 
responded that the USG is supporting Shaikh Rashed\'s efforts. 


4. (C) The Ambassador praised the King for his handling of 
the December 20-21 GCC Summit in Manama 

for his thoughts on Saudi Arabia. The King replied that he 
had visited Crown Prince Abdulla shortly after the summit. 
He said that Bahrain had always provided counsel to Saudi 
Arabia 

people who are honest with the Saudis. He reported that he 
told CP Abdulla that he was not happy with Saudi ArabiaVs 
Vunusual behavior" at the GCC Summit. Saudi Arabia is the 
backbone of the GCC 

could go wrong. The King told CP Abdulla that Saudi Arabia 
Will not get what it wants from the world because of the way 
the SAG runs the country. Saudi Arabia needs the Gulf States 
as an outlet to the world. Saudi Arabia relies on Bahrain 

for much of its banking and insurance requirements 

is the destination for Saudi investments in construction and 
real estate. 


5. (C) The King said that he told CP Abdulla that the United 
States appreciates what Saudi Arabia is doing in the fight 
against terrorism 
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leaning in explaining its views. President Bush is a friend 
of Saudi Arabia 

King commented that CP Abdulla is a national guardsman 
politician or economist 

media to his advantage. 


6. (C) The King continued that CP Abdulla believes that the 
U.S.-Bahrain Free Trade Agreement (FTA) and FTA negotiations 
with other Gulf countries could lead the GCC to break-up. 

The King related that he told CP Abdulla that all GCC 

countries are now members of the World Trade Organization 
(WTO) except Saudi Arabia 

they joined the WTO 

Ambassador noted that U.S. officials had briefed Saudi Arabia 
on our FTA plans before announcing our intention to negotiate 
with Bahrain 


7. (C) The King said that he told CP Abdulla that whoever 
was advising him regarding FTAs was not a friend of the 
United States. The Gulf States are independent and benefit 
from their relationships with the U.S. 

should do the same. The King asked CP Abdulla how Saudi 
Arabia would market its Jubail industrial complexes if it did 
not promote trade with the U.S. and others. Saudi Arabia 
the King continued 

the United States. It also views BahrainVs improved 
relations with Qatar 

linking the two countries 

picture. Saudi Arabia does not like direct contact between 
the Gulf States; it prefers to be the broker. The King 

stated that he had met with Qatari Emir Hamad and joked that 
the two countries previously had to fight over Hawar Island 
but now that this was settled 

between them. 


8. (C) The King told the Ambassador that neither Saudi 
Prince Bandar nor any other representative of the Saudi 
Embassy had met him upon his arrival in the United States 
whereas all the other Arab embassies were present. He met 
later with Bandar 

frustrated man in the world.\" He is welcomed by the White 
House 

the President asks him questions. The King commented that 
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the Saudi leadership is tough in fighting terrorism but does 
not see the global picture or how to engage internationally. 


9. (C) Turning the discussion to petroleum 

that Saudi Arabia is playing a role in stopping inter-GCC 
trade. Qatar wants to export natural gas to Bahrain and 
Kuwait 

pipeline to go through its territory. The King said that he 
complained to CP Abdulla that Saudi Arabia had cut off a 50 
thousand barrel per day (bpd) allotment that it had given to 
Bahrain for five years against BahrainVs share of the Abu 
Saafa oil field. He explained that Saudi Arabia and Bahrain 
split production from the Abu Saafa field (under а 1950\'s-era 
treaty). Output had been 150 thousand bpd 

received 75 thousand bpd. In the mid-1990\'s 

Arabia donated its share to Bahrain 

150 thousand bpd. And in 1999 

additional 50 thousand bpd drawn against its share of future 
production from the Abu Saafa field 

thousand bpd. 


10. (C) The two countries 

boost production of the Abu Saafa field from 150 thousand to 
300 thousand bpd. This additional amount would provide 
important revenue for the GOB budget and pay for the 
government's plans for economic development. The King 
claimed that Bahrain borrowed $700 million for the expansion 
of the field. Now that the field is producing at the higher 

rate 

share (150 thousand bpd) and has stopped the 50 thousand bpd 
loan. So Bahrain is receiving less oil than before (150 

versus 200 thousand bpd) and must pay off its investment of 
$700 million. The King said that Saudi Petroleum Minister 
Nuaimi announced recently that Saudi Arabia has 2 million bpd 
of extra capacity. He complained that Bahrain wants only 50 
thousand of this 2 million 

that some years ago the American Ambassador in Riyadh had 
intervened on Bahrain\'s behalf 

could get involved now. 


11. (C) The King noted that Saudi Arabia had stopped its 
exports of sand (used in construction) to Bahrain 
and Qatar because of Bahrain\'s reforms and the FTA. (Note: 
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The Saudi Ambassador in Bahrain told the Ambassador 
previously that the sand exports stopped because of a dispute 
over contracts and concerns about environmental degradation 
at sand \"quarries.\" End Note.) When Bahrain asks Saudi 
Arabia about the oil 

gets only \"radio silence.\" 


12. (C) The King told the Ambassador that the Bahraini 
parliament will soon take up ratification of the FTA and will 
approve it. The Bahraini people are happy with the FTA. 


13. (C) The Ambassador noting that Lebanese Shia cleric 
Mohammed Hussein Fadlallah had given an interview to Al Wasat 
newspaper and advised Bahrain\'s Shia to participate in 

elections 

participating in the next elections. The King expressed 
confidence that the opposition parties would participate in 

the elections. The majority had done so in 2002 

but the government wants all Shia to do so in the future. 

(Note: Municipal elections will take place in fall 2005 and 
parliamentary elections in fall 2006. End Note.) 


14. (C) The King said that the best Bahrainis who had been 
in exile in London had returned. He spoke highly of Al Wasat 
editor-in-chief Mansour Al Jamry 

and says what is right and wrong.\" Majid Al Alawi 

Minister of Labor and Social Affairs 

oppositionists are upset with him because he is \"one of the 
family.\" The King said that he had met Saeed Al Shehabi of 
the Bahrain Freedom Movement in London and invited him to 
return to Bahrain 

The Shia boycotters are not those who were in the UK 

those who follow Iran\'s orders. He noted that Shia 
opposition society Al Wifaq had organized a conference to be 
held January 4 \"with the support of the government.\" Al 
Wifaq had invited former Lebanese PM Salim Al Hoss and 
Kuwaiti thinker Al Rumaihi to participate 

kinds of people the government wants involved 

from Qom.\" 


15. (C) The King noted that Iranian President Khatemi\'s wife 
would visit Bahrain soon at the invitation of the King\'s wife 
Shaikha Sabika 
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cosmopolitan than that in Iran. The King joked that Khatemi 
is a moderate 

cleric 

a terrorist. 


16. (C) The King noted that he would travel to Kuwait 

January 4 to have lunch with Shaikh Jaber and brief him on 

the GCC Summit. He commented that Kuwait is under pressure 
from the Salafis in parliament and because of the presence of 
American troops 


17. (C) The King stated that he had just returned from 
vacation in Sharm El Sheikh 

President Mubarak and UK PM Blair 

there 

had all discussed the opportunity for movement on the 
Palestinian situation. The King hoped that following the 
Palestinian election 

roadmap. The King recounted that he had told Blair that the 
Palestinians had supported Saddam\'s invasion of Kuwait and 
Vlike President Bush 

However 
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solution which meets both our needs." 


See paragraph 3 for complete dipnote text 
for complete text of PM Patterson\'s letter. Post will send 
the original documents via pouch to WHA/CAR. 


2. Begin text of dipnote: 
50/130/77 

The Ministry of Foreign Affairs and Foreign Trade 
presents its compliments to the Embassy of the United States 
of America and with reference to the latter\'s Note No. 355/04 
of 22 November 2004 


the Most Honourable Prime Minister of Jamaica to the US 
Secretary of State. 


SIPDIS 


The Ministry of Foreign Affairs and Foreign Trade of 
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Jamaica avails itself of this opportunity to renew to the 
Embassy of the United States of America the assurances of its 
highest consideration. 


The Embassy of the United States of America 
Kingston 

December 28 

End text of dipnote. 

3. Begin text of letter: 


Office of the Prime Minister 
Jamaica House 
Kingston 


10th December 2004 
Dear Secretary Powell 


| thank you for your letter of 22nd November in which 
you addressed an issue of interest to the United States. 
Jamaica also values greatly the long and close relationship 
which it has enjoyed with the United States. 


My Government is fully aware of the United StatesV 
concerns regarding the International Criminal Court and 
desire to conclude Article 98 agreements with Jamaica and 
other CARICOM Member States. | note that discussions have 
been held on this subject at both the techincal and political 
levels. The Government of Jamaica is contineuing to study 
the matter carefully 
government places on the conclusion of these agreements. 
Historically 
the time when our fellow CARICOM Member State 
Tobago first proposed the idea of an international criminal 
court to deal with drug trafficking offences. The concept 
has evolved significantly since then but our support has not 
waned. 


However 
Court poses a major obstacle to resolving the concerns which 
exist. | am confident that 
find a solution which meets both our needs while maintaining 
levels of cooperation in fields such as disaster 
preparedness 
security in the region to combat the threat of terrorism. 
The United States has always supported the efforts aimed at 
social and economic development in the Caribbean which we 
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welcome and greatly appreciate. 


We look forward to the continuation of our countries 
working closely together in agreas of mutual concern 
strive to create in this hemisphere 
the world 
achieve sustainable economic advancement 
collective decision of their people. 


Yours sincerely 


P.J. Patterson 
Prime Minister 
End text of letter. 
TIGHE 
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(presumably a reference to the concern that neighboring 
countries 

as \"independent\" monitors) 

logistical support for the effort. He said he has inquired 

with colleagues in other ministries about the matter and 
promised to get back to us when he had more information about 
Jordan\'s precise plans regarding the IMIE. 


2. (C) Separately 

Glauser about preparations underway to support election 
monitoring activities from Jordan. He confirmed that the 
Canadians have been in contact with the GOJ and UN 
representatives about facilitating IMIE support activities in 
Amman. Glauser said they had not received the formal \"green 
light\" from the Jordanian Prime Minister 

soon. He hoped to have more information after a meeting with 
GOJ officials later this week. In anticipation of a positive 
response 

logistical requirements as conveyed from Ottawa 

securing office space. Once they have official GOJ approval 
Glauser expected things to fall into place very quickly 
promised to keep us apprised of developments. 


3. (U) Baghdad minimize considered. 
HALE 
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reported that all of the Palestinians killed were Hamas 
militants. UNRWA and Palestinian sources reported that all 
of those killed were between the ages of 11 and 17 (see 
VIncursions/Demolitions V") 

were civilians. 
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-- Death: Israeli media reported that IDF soldiers shot and 
killed one Palestinian militant January 3 during the IDF 
incursion into Bayt Lahiya and Bayt Hanoun. 


-- Injuries: One Israeli child was lightly wounded January 4 
when Palestinian militants fired mortars at a school bus near 
the Erez Industrial Zone 


-- Injury: UNRWA reported that two Palestinians were injured 
one of them a 10-year-old boy while at school 

the Rafah refugee camp during an exchange of fire between 
Palestinian militants and IDF soldiers. 


-- Catch-up item: Israeli media reported that one of those 
shot and injured in exchanges of fire near Bayt Lahiya 
January 2 was a Palestinian journalist reporting for Israel 
Channel 10. 


-- Mortars/Rockets: The IDF reported that Palestinian 
militants fired a total of five mortar shells at IDF soldier 

and Israeli settler targets January 4-5. Militants also 

fired two Qassam rockets towards the Israeli town of Sderot 
January 4 

according to Israeli media. No injuries were reported from 
any of these attacks. 


-- Explosions: Israeli media reported that IDF soldiers found 
and safely detonated a 30-kilogram explosive device January 4 
along the Rafah-Egytpian border. 

4. (SBU) INCURSIONS/DEMOLITIONS: 


-- The IDF largely re-deployed outside the borders of Bayt 
Lahiya and Bayt Hanoun January 3 

shell at a group of Palestinians 

all Hamas militants 

between the ages of 11 and 17 and wounding six others. IDF 
armored vehicles remained on the outskirts of the area 
January 4 


5. (SBU) BORDER CROSSINGS: 


-- Route Four (Salahadeen Road) 
artery 
Junction. 


-- Erez Crossing was open for internationals and for a 

limited number of Palestinian merchants January 4. UNRWA 
reported that the IDF allowed Palestinian pilgrims to exit 
Gaza at the Erez Crossing for the Hajj. The Palestinians 

left Erez in Israeli buses 
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Egyptian side of the Rafah Crossing via Kerem Shalom 
where they then traveled to Cairo for flights to Saudi 
Arabia. 


-- The Erez Industrial Zone remained closed January 4. 


-- Sufa Crossing was closed for Palestinian laborers January 
4 
construction. 


-- Karni Terminal was open January 4. 
-- Rafah Terminal remained closed January 4. 


-- Tel al-Sultan checkpoint remained closed January 4. 
Toufah checkpoint was open for female residents of al-Mowassi 
and males over age 50. 


6. (SBU) POLITICAL DEVELOPMENTS 


-- Abu Mazen concluded his Gaza campaign trip on January 4 
and returned to the West Bank. Several militant groups 
including Hamas and PIJ 

Mazen 

Abu Mazen said he would not take up arms against Palestinian 
militants 

agreement with Israel until all Palestinians held in Israeli 
prisons are released. GOI FM Silvan Shalom criticized Abu 
Mazen for remarks he reportedly made in Khan Yunis January 4 
vowing to continue resistance against the \"Zionist enemies 
according to Israeli media. Abu Mazen broke his finger 
January 3 when a guard accidentally slammed it in his armored 
vehicle 


7. (SBU) Attacks: 


- Deaths: The Israeli police found the body of a male IDF 
soldier in Be 

investigation 

Martyrs\' Brigades claimed responsibility for killing the 
soldier 

however 

death as a criminal act rather than an act of terrorism. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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who were known to be in the areas struck by the tsunami. 
There are an additional 55 \"low-risk cases\" involving persons 
who were believed to be in the countries affected 

family members have not contacted the DFA. Brady noted that 
Ireland planned to send two forensics experts from the 
National Police (Garda) to the region in the coming days to 
assist with the identification of remains. The Garda and DFA 
have also offered to take DNA samples from family members of 
missing citizens to check against recovered bodies in 

Thailand 

added that Irish Ambassador to Malaysia 

responsibility for Thailand 

and Israeli Government personnel in Phuket regarding missing 
Irish citizens. 


3. (U) In response to ref B demarche 

Irish Government had increased its pledge for relief efforts 
from euro 2 million to euro 10 million. The original euro 2 
million has already been allocated to the international Red 
Cross 

scheduled to meet with leading Irish aid NGOs on January 4 to 
discuss coordination on the disbursement of the additional 
euro 8 million. These NGOs 

8.5 million 

(euro 750 

Irish Catholic Church development organization (euro 1.8 
million); and 

these organizations have begun to send personnel to 
tsunami-affected areas. On January 3 


SIPDIS 
in a charity walk in Dublin sponsored by GOAL 
euro 45 


4. (U) The Irish Government continues to be constrained in 
its relief efforts by communications difficulties and by the 
limited number of Irish Embassy personnel available in the 
region 

additional government staff 

First Secretary for Asian Affairs. Brady told Post that the 
GOI was relying on the seven (total) diplomats stationed at 
the Irish Embassies in Singapore 

to manage IrelandVs consular caseload in Indonesia 

and Sri Lanka 
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was vacationing in Thailand at the time has also stayed on in 
Phuket to assist. Brady mentioned that Prime Minister Ahern 
is scheduled to visit China in late January and may add one 
of the affected Asian countries to his itinerary. Brady 

added that Ahern was planning to take a holiday the week of 
January 10 

short-term assistance plans this week. 


5. (C) On January 4 

notified Embassy\'s DAO that it had formed a planning group to 
consider possible 

tsunami-affected areas (ref C). The Department of Defense 


SIPDIS 

requested risk assessments 

regarding possible areas of cooperation with U.S. military 
forces already deployed. The lrish Defense Department 
reported that Prime Minister Ahern would consult with his 
Cabinet on January 5 about the possibility of committing 
Irish troops. (The Irish Government has capped at 850 the 
number of troops that can be deployed to overseas missions 
and currently there are roughly 750 troops so deployed. On 
December 31 

press that the Government was prepared to exceed the 850 
limit to meet the needs of tsunami-stricken countries.) 


6. (U) Comment: Generally 

satisfied with the Irish GovernmentVs response to the 
disaster 

Governments decision to increase its assistance pledge to 
euro 10 million. Representatives of opposition parties have 
used the tsunami aid issue to highlight the fact that the 
Government is only contributing 0.45 percent of GNP to 
official development assistance 

Millennium commitment of 0.7 percent. 

BENTON 


24922 

such as reduced or prolonged payment of ICMS taxes 

as 1991; at the time 

could afford to engage in this so-called \"fiscal warfare.\" 
The Pro-Bahia program 

the southeast consumers 

investments throughout the 1990\'s. Over the last few years 
the program has progressed from a generic incentive program 
to a targeted sectorally based program 

differing levels of success in developing an informatics 

pole in Ilheus and an automotive sector in Camacari. 


5. The State currently has a plan called Bahia 2020 
is a statewide program for meeting certain Human Development 
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Index goals. Another key plan for the States economic 
development is \"the State Plan for Transport Logistics 
which is based on a study on the flow of goods throughout 
the state and is meant to be a basis on which state economic 
authorities can rationalize scarce resources to better 
target infrastructure projects that will benefit the State 
most. The idea is that the private sector would most 
readily partner with the State in these priority areas 

or without public-private sector partnerships (PPPs); Bahia 
also has approved a law regulating PPPs. 


Ford Plant Was Worth Every Penny... 


6. The most obvious example of the success of Bahia\'s 
incentive programs is the location of the Ford plant in 
Camacari 

state of Rio Grande do Sul and then Governor Olivio Dutra. 
Most interlocutors in Bahia told econoff that the financial 
sacrifice that Bahia made to attract the Ford plant was well 
worth it for the positive impact on the State\'s image alone 
which should allow the State to attract future investments 
at a much lower cost. In addition 

operation 

a considerable socioeconomic impact on the surrounding area 
exceeding initial expectations and creating 7 

jobs and 70 

received a Ford Design Center as a result of contractual 
commitment for engineering services 

from Sao Paulo and abroad. (Note: This is FordVs only 
design center in Latin America; there are only four others 
in the world.) 


7. However 

plant to Bahia 

private port for 20 years 

interest rate stability 

deferments 

Ford for a minimum quality of life for its workers. The 
burden got to be too much with the unforeseen spike in 
interest rates in 2002 and 2003 and Bahia was forced to 
\"renegotiate\" with Ford in 2003 

number juggling and adjusting the payment calendar 
allowed the State to evade mandatory spending and transfers 
to municipalities with the stroke of a pen. 


New Investments on Horizon 


8. Indeed 
paying off in other areas 
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coming on-line in 2006. A newly announced Bridgestone tire 
plant 

million 

in southern Bahia by Veracel in conjunction with a Swedish 
company also is expected to come online the same year. 
Additionally - to the annoyance of Rio state authorities - 
Bahia will get a brand new shipyard 300-400 km south of 
Salvador courtesy of the Bahian construction company 
Odebrecht 

construction of deep-water production platforms for 
Petrobras. 


9. That said 

State still lacks a deliberate articulation of its 

priorities. Jobs are a high priority for the State 

many of the large companies installed in Bahia do not create 
a lot of local jobs; the StateVs principal industries 

contribute 4096 of the GDP but only 17% of the jobs in the 
market. Menezes thinks the State needs to focus on the 
creation of local Small and Medium Enterprises (SMEs) around 
these \"anchors\" to employ more Bahians 

has the highest unemployment (15.896) of BrazilVs six 
principal metropolitan areas 


Despite Focus 


10. State and city authorities alike also are focusing hard 
on the potential economic impact of increased tourism 
despite the fact that it still represents a relatively small 

part of the state\'s economy -- estimated at 496-896 of the 
States GDP. (Comment: Menezes estimates the real number 
is closer to 4% and blames the lack of English speakers and 
qualified workers for the industry 

advertising. End Comment.) That said 

definitely on the rise; spending by tourists was up 1096 year- 
over-year in the first 9 months of 2004 and there has been a 
significant increase in the number of tourists traveling to 
Bahia in the last 6-8 years. A number of joint ventures 
between local and international hotels have raised the 
overall quality level of lodging available; Menezes also 

sees this as positive because he opines that Bahia will get 
more attention from tourists as part of the information 
channels of big hotel chains. 


11. State authorities recently decided that the State 
tourism agency was too focused on Carnival 

of general tourism 

tourists all year round. Authorities also are focusing on 

the Unites StatesY African-American community as a target; 
Bahia has one of the most vibrant Afro-derived cultures in 
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the world and has a multimillion-dollar marketing campaign 
aimed at African-Americans who want to get closer to their 
African roots but may find Africa too distant 

dangerous. BahiaVs state tourism agency estimates that 6096 
of the 45 

African-American. 
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investigations of kidnappings 

terrorist-related crimes 

tapes or recorded telephone calls are obtained as evidence 
for introduction at trial. 


3. (U) During the month of December 

Reform Program (JSRP) intensified its assistance to the GOC 
in preparation for the implementation of the new Criminal 
Procedure Code. This Code will come into effect in Armenia 
Bogota 


4. (U) DOJ provided training in the new Code to: 360 police 
investigators in 6 different cities through its two-week 
\"Investigator as a WitnessV course; 120 prosecutors in Bogota 
through its two-week criminal trial advocacy course; and 120 
judges in three courses with respect to the implementation of 
the new Code. In CY 2004 

police investigators 

judges. DOJ has also assisted both the Prosecutor GeneralVs 
Office (Fiscalia) and the Police with establishing monitoring 
groups to mentor and assist with the implementation of the 
new Code 

implementation. 


5. (S) The new Joint Task Force Omega Commander 

General Carlos Alberto Fracica Naranja 

take the reins and imprint his leadership style on the task 
force. MG Fracica is much more reliant on 

his staff than was MG Reinaldo Castellanos Trujillo 

quick to bring in his field commanders to define his 

strategy 

Castillanos was in command ten months before he brought his 
subordinate commanders to meet at a single location. End 
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note.) Indications are that MG Fracica will be aggressive 
and results oriented. MG Fracica has emphasized mobility 
(both air and ground) 

and psychological operations as being key to defeating the 
FARC in the Plan Patriota 2 


6. (U) SOUTHCOM J3 

the culminating exercise for the six-month Joint Operations 
and Intelligence Center project during the week of December 
5. The exercise and associated training greatly improved 
COLMIL staff procedures and functions 

integration of intelligence. It also identified systematic 
problems/improvement areas. USMILGP/SCJS anticipates follow 
on exercises to further enhance participating nation 

capability after the installation of the 
communications/intelligence hardware and software packages 
supporting Plan Patriota 2 


7. (U) December 18 

additional DC-3 aircraft. This is the first of three such 

aircraft that will complement the CNP\'s anti-narcotics 

programs. These aircraft -- vintage 1940s -- are totally 

rebuilt 

for operation at locations with unimproved airstrips. 

8. (U) NAS personnel participated in DODVs annual Plan 
Colombia Helicopter Program Interim Review. Among the topics 
discussed was the refinement of objectives and milestones for 
helicopter nationalization. 


9. (U) Anti-Kidnapping Initiative: The next six-week crisis 
response training (CRT) for GOC anti-kidnapping officers 
(Grupo de Accion Unificada para la Libertad Personal 
GAULA) will begin on January 24 

searching for a full-time program manager. A temporary 
program manager is in place and doing an outstanding job. 
RSO will propose to DS/ATA that the temporary manager be 
given the position on a trial basis for six months 

equivalent of two CRT courses. 


10. (U) VIP Personal Protection Training Program: Twenty new 
members of the President\'s protective security detail 
graduated on December 17th. Training will begin again in 
early January. 
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11. (U) President Uribe visited the Agro-Industrial Center in 
Villagarzon (Putumayo) to publicly recognize USG economic 
social and humanitarian assistance to Putumayo and Colombia. 
Since 2001 

to implement democracy 

humanitarian assistance programs nationwide. In Putumayo 
$57.4 million has been invested to transform the departmentVs 
socio-economic landscape. USAID program activities there 
have supported the improvement of 130 kilometers (80 miles) 
of roads 

livestock and poultry production. In addition 

cultivation of nearly 30 

cassava 

has provided socioeconomic benefits to roughly 20 

families. The departments illicit coca-based economy has 
been dramatically reduced from 66 

less than 10 


12. (U) On December 17 

the new joint USAID/GOC rubber projects in El Bagre 
(Antioquia). The projects are part of an agro-industrial 
development program being implemented in alliance with the 
private sector. USAID\'s contribution of nearly US $1.8 
million to the total US $6.4 million cost of this project 
leveraged 72.6 percent in complementary funding from the 
private sector. The projects will benefit 343 families 
through the cultivation of 1 

municipalities in northern Antioquia and one in Cordoba. 
With these projects 

sustainable economic growth opportunities to rural 
populations that are vulnerable to illicit crop production. 


13. (U) The governors of Caldas 

publicly recognized the USAID V'Economic Assistance Program" 
serving Colombia\'s large internally displaced persons 
population. The program generates new employment and 
promotes sustainable economic growth through activities such 
as technical training 

micro-enterprises. To date 

roughly 3 

nationwide. In addition 

US $700 

organizations in the region and over US $6 million nationwide. 
WOOD 
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negotiate on a bilateral basis. 


14. (U) Honduras\' open primary election for national and 
local races is scheduled for February 20 

elections set for November 27. Under a new Electoral law 
reform passed early in 2004 

select candidates for the National Congress in the elections 
based not only on their names but also on their photographs 
a process without precedent in Honduras. This new method 
for the direct election of congressional (and city council) 
members contrasts with the old system whereby candidates 
were elected on party rank-ordered congressional lists. 
Only the National and Liberal Parties will participate in 

the primary election - the other three small parties will 

just participate in the general election. USAID and other 
international donors will support the elections with about 
USD four million. A Supreme Electoral Tribunal 

political party appointees 

the elections. 


15. (SBU) The race has tightened for presidential nomination 
on the Nationalist\'s side 

Porfirio Pepe Lobo pulling closer to the leader 
Tegucigalpa Mayor Miguel Pastor. The race will likely come 
down to the wire. On the Liberal side 

Zelaya is pulling away from the rest of the pack and looks 
likely to win the nomination. Pastor is running as the 

leader of a new generation and is in command of the media 
aspects of politicking 

purposes the current administrations candidate 

the GOH has not said so publicly or in private 

support of the traditional National Party machine. Formal 
campaigning began in January 

candidates that project well in TV spots or small meetings 
can rouse support from the electorate at campaign events. 
All major candidates support CAFTA and have made clear that 
the U.S. is the key partner for Honduras. 


16. (SBU) The GOH is very supportive of U.S. foreign policy 
goals 

Operation Iraqi Freedom (OIF) 

troops to the vicinity of An Najaf as part of the Spanish 
Brigade operating under the Polish Division. However 
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following SpainVs decision to withdraw its troops in April 
2004 

was not linked to the Spanish decision. Previously 
Secretary Powell 


SIPDIS 

visited Honduras in 2003 to thank the GOH for its support of 
OIF. Their visits were well received and provided important 
political support for Maduro\'s Iraq policy. As in most of 

the region 

Honduran deployment. While Honduras has left Iraq 

is considering deploying troops to Haiti in support of UN 
peacekeeping operations there. Honduras is also very 
supportive at the UN 

covering such key issues as human rights 

the Middle East. Honduras also introduced a UN Commission 
on Human Rights (UNCHR) resolution on Cuba 

April 2004. 


17. (SBU) About five hundred U.S. service men and women and 
fourteen civilian DOD employees are currently stationed at 
Honduras\' Soto Cano Air Base under the command of the 
Combatant Commander 

Joint Task Force Bravo. In 1954 

Bilateral Military Assistance Agreement that set forth their 
intention to work closely together to foster peace and 
security in the western hemisphere. The ICC Article 98 
Agreement with Honduras is therefore a particularly 
important accomplishment and enables our military forces to 
continue to work together in such areas as disaster relief 
joint training exercises 


18. (U) HondurasY geography places it squarely in the middle 
of a major illegal drug trans-shipment zone 

shipment of cocaine through Honduras by air 

maritime routes continues. However 

begun to face significant disruptions. In 2003 

seizures in Honduras of approximately 6 

higher than the past five years combined 

Honduras seized approximately 3 


19. (SBU) Corruption within the police 
(prosecutors) 
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impediment to successful law enforcement cooperation. The 
National Council for the Fight Against Drug Trafficking 
(CNCN) has renewed its commitment to lead the country\'s 
counternarcotics efforts. Available funds to implement a 
government approved master counternarcotics plan 

remain severely limited. 


20. (SBU) Honduras has land border disputes with El Salvador 
and Nicaragua and some of its seven maritime neighbors. 
Maduro has been personally engaged with his Presidential 
counterparts to address these issues. The Gulf of Fonseca 
on the Pacific coast has been a particularly difficult area. 

A 1992 International Court of Justice (ICJ) ruling laid out 

a shared area of control in the Gulf of Fonseca and 
established the land border between Honduras and El 
Salvador 

the ruling. In September 2002 

revision of the 1992 ICJ ruling. In December 2003 

ruled against the Salvadoran appeal 

case. The Organization of American States (as a neutral 
third party) is providing both nations technical assistance 

to help them implement the non-disputed elements of the 
ICJVs ruling. 


21. (SBU) On the Caribbean coast 

have a long-standing maritime border dispute over the 15th 
parallel. In the past 

trilateral counternarcotics operations. In 1999 

provoked Nicaraguan retaliation when it signed a maritime 
treaty with Colombia recognizing the 15th parallel as its 
maritime border. Nicaragua subsequently filed an ICJ case 
over the maritime border and 

slapped a punitive 35 percent tariff on Honduran goods. 

This tariff remained in place until April 2003 despite a 
Central American Court of Justice ruling that it was 

illegal. Only after Honduras responded with a retaliatory 
tariff 

the tax. Cuba suspended negotiations with Honduras over a 
maritime boundary agreement near completion due to the GOH\'s 
introduction of the UNCHR resolution on Cuba in 2004. 


22. (U) The GOH has taken a very pro-active stance in 
addressing port security issues 
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Maritime Organization\'s (IMO) July 1 

certify its ports as meeting the new 

security standards under the International Ship and Port 
Facility Security Code (ISPS) and Maritime Transportation 
Security Act of 2002. Puerto Cortes is the largest port on 
the Caribbean side of the Central American isthmus and 
currently provides container service to the U.S. market 
just for Honduran exports 

Guatemala 

Authority (ENP) has invested almost $10 million in port 
security enhancements (the bulk of the sum was in severance 
payments to its aged and unqualified union security 
workforce). 


23. (U) The GOH hosted a successful visit (the first in the 
Western Hemisphere) of a U.S. Coast Guard (USCG) port 
security program team June 2004. The team came to assess 
Honduras\' implementation of the ISPS. It reviewed security 
practices at five national ports 

commission on port security 

security regulations with the newly created (per the ISPS) 
national port security authority. The USCG team reported 
that it had identified several very innovative and efficient 
security practices that it would carry back to the port 
facilities in the U.S. as \"best security practices V". 


24. (SBU) Upon taking office in January 2002 

Madurovs first act was to fulfill his main campaign promise 
-- a zero tolerance campaign against the country's 
intolerably high crime situation. He deployed more than 

5 

public responded enthusiastically. However 

success of establishing a visible police presence 

crime 

December 23 

equal number on a bus in Chamelecon (near San Pedro Sula in 
northern Honduras). Police believe that the Mara 
Salvatrucha gang was responsible for the massacre. The U.S. 
is helping the Maduro government establish an anti- 
kidnapping unit 

recruits 

counternarcotics efforts 

improve prosecutorial and forensic capacities. The 
country\'s geographic position makes it an obvious strategic 
transit point for narcotics trafficking 

operations 

crime activities. 
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25. (SBU) Extrajudicial killings 

young adults since 1998 

concern 

to investigate the hundreds of unsolved cases. Human rights 
groups regularly accuse former security force officials and 
the business community of colluding to organize \"death 
squads\" to commit these summary and arbitrary executions. 
In April 2003 

killed in a violent incident at El Porvenir prison near La 
Ceiba. Reports produced by the Public Ministry 

Commission of the Honduran National Council for Internal 
Security (CONASIN) 

the blame for the vast majority of deaths on government 
security forces (police and military under police command) 
and non-gang member inmate trusties. In May 2004 

Public Ministry filed criminal charges against 51 people for 
alleged involvement in the deaths. The Deputy Warden 

was in charge at the time of the incident 

December 2004 of murder and attempted murder and faces a 
minimum sentence of 25 years in prison. In a separate 
incident in May 2004 

San Pedro Sula claimed the lives of 104 gang members. 
Although it appears GOH authorities were not complicit in 
this event 

prevented many deaths was withheld due to security concerns. 


26. (SBU) While Honduran labor law is deficient in some 
areas with respect to International Labor Organization core 
conventions 

rights 

bargaining 

There are serious problems with child labor in several 
industries 

not in the maquila sector) 

economy 

for commercial sexual exploitation in the U.S. 

America 

involved in HIV/AIDS prevention. 


27. (SBU) Honduras remains one of the most corrupt countries 
in the Western Hemisphere and was recently ranked 114 out of 
146 countries surveyed by Transparency International 

that tracks international corruption issues. Only Bolivia 
Guatemala 

Hemisphere. U.S. policy to combat endemic corruption has 
struck a nerve in Honduras 
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visa revocation authorities. Maduro has stated he is 
willing to address corruption 

political support within his party 

date have been few. Of particular concern are individual 
judges and prosecutors who solicit and/or remain open to 
offers of bribes. The Attorney GeneralVs office has been 
unwilling 

the notable exception of several sitting congressmen 
recently accused of drug trafficking and other offenses. 
Until recently 

officials precluded action again senior officials. Given 
the scope of the problem 

country\'s pervasive corruption is a positive development. 


28. (SBU) The USAID Central America and Mexico (CAM) 
Regional Strategy focuses bilateral and regional USAID 
investment on the three performance arenas of Ruling Justly 
Economic Freedom 

aligned with the goals of the Millennium Challenge 
Corporation (MCC). USAID supports the Ruling Justly 
objective by increasing the responsiveness and 
accountability of public institutions 

on successful municipal development programs to create 
better models for governance 

transparency and participation. In the arena of Economic 
Freedom 

preparations to ready HondurasY participation in the CAFTA 
and FTAA. USAID strives to bridge agricultural production 
in rural areas with relatively higher value processing and 
marketing enterprises in urban centers. The integrated 
natural resource management program emphasizes sustainable 
land and water-use 

vulnerability. Also 

objective 

reproductive health 

prevention of HIV/AIDS and other infectious diseases 
household food security. Seeking a better-educated Honduran 
work force through expanded access at the pre-school 
school 

using alternative delivery systems and implementing the 
Centers for Excellence in Teacher Training (CETT) 
Presidential Initiative. USAID is also assisting GOH 

efforts to develop quality education standards 

evaluation. 


Consular Issues 
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29. (SBU) An estimated 800 

both legally and illegally 

issues high on the bilateral agenda. (The population of 
Honduras is about 7 million.) Approximately 82 

Hondurans currently enjoy Temporary Protected Status (TPS) 
which was granted to certain Hondurans who were in the 
United States at the time of Hurricane Mitch in 1998. In 
October 2004 

TPS for these Hondurans until July 2006 

deeply appreciated. The GOH is also very interested in any 
possible U.S. Congressional action on immigration reform. 


30. (SBU) With approximately 11 

residing in Honduras (this includes American citizens that 
also hold Honduran citizenship) and many thousands visiting 
Honduras annually for tourism and business 

Services аге a key part of the Embassy\'s work. Since 1995 
40 American citizens have been murdered in Honduras. There 
was not much progress on most of these cases until 2003 
there have now been 26 convictions in thirteen cases. Some 
progress has been made on extradition cases involving 
American citizens residing in Honduras who are wanted for 
felonies in the United States. 


31. (SBU) Embassy Tegucigalpa is a medium-sized post 
employing 119 U.S. citizens and 281 Hondurans among 20 USG 
agencies. The Peace Corps program 

one of the world's largest 

budget of $40.6 million. The Mission maintains a Consular 
Agent in Honduras second city and industrial center 

Pedro Sula. 
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6. (C) On January 4 

Service (IPS) reports 

Governor's three-car convoy when it left his office in West 
Baghdad\'s Mansour District. Two blocked the path of the 
lead vehicle 

(NOTE: This is unusual 

Division rents an armored BMW for the Governor's use 
principals rarely ride in the lead vehicle. The Governor 
may have been trying to throw off his potential assassins. 
However 
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attackers seemed to know to stage their attack when the 
principal was atypically riding in an unarmored car. END 
NOTE) The AIF vehicles began firing on the lead vehicle 
while a third car pulled along side and engaged the two 
follow cars 

(PSD) returned fire and a gun battle ensued. Reportedly 
the Governor was rushed to nearby Yarmouk Hospital 
he died of his wounds at approximately 1030 local time. 


7. (C) Post had sought suitable housing for the Governor in 
the Green Zone/International Zone since CPA days. While 
the Governor had briefly used two rooms at the al-Rasheed 
Hotel 

and he chose to remain with them at his residence in the 
Adil neighborhood. After months of urging 

Interim Government (IIG) finally recognized the need to 
address the Governors safety concerns. On December 27 
Interim Deputy Prime Minister (DPM) Barham Salih and the 
Interim Prime Ministers Chief of Staff Zuhair signed a 

letter authorizing the Governor to use a private home in 

the International Zone. Governor al-Haidary told PolOff on 
December 30 

possession of the house Ministry of Defense (MoD) Inspector 
General Layla Jassim rebuffed him and approximately 60 
armed Iraqi National Guardsmen (ING). He said the MoD IG 
claimed ownership of the property and tore the DPMVs letter 
to shreds. The Governor told PolOff that he left after 

being physically threatened by the IG and ING. 


8. (C) The Baghdad Regional Council 

areas of the province outside the city limits 

meet on January 5 to elect a new Deputy Governor. The 
former Deputy 

contact 

ambush similar to the attack on Governor al-Haidary. The 
Regional Council leadership has advised EmbOffs for several 
months that they are concerned for their own safety. They 
have been meeting at various locations that remain 
unannounced until immediately beforehand. If the Regional 
Council leadership decides to go ahead with their January 5 
meeting despite al-Haidary\'s assassination 

both have a quorum and elect a new Deputy Governor as 
scheduled 
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serve as acting Governor of Baghdad Province. If this does 
not occur 

whole province) might elect an interim Governor to serve on 
an emergency basis until after the January 30 elections. 
(NOTE: In accordance with the Charters adopted by the 
Baghdad Councils in June 2004 

utilize competitive 

executive positions; it would normally take 4-6 weeks for 
the public announcement 

selection meetings for the Provincial Council to choose a 
new 

month there is not sufficient time to do that. END NOTE) 


9. (C) Executive branch officials like Kamil and al-Haidary 
are only the most prominent Baghdad provincial leaders at 
risk in an intensifying terrorist campaign. In response to 
explicit threats and continuing attacks 

Baghdad Provincial Council have chosen to cancel their 
meetings for the last two weeks. The Chairman of the 
Provincial council told PolOff on January 4 that he is 

being surveilled and is taking precautions by shifting his 
residence periodically. The Chairman is also a 
representative of the Baghdad Independent CitizensV 
Gathering 

members. He said the group will not be able to campaign in 
Mansour 

the threat level. In the Governor\'s final conversation 

with Embassy FSN 

is especially tracking all females working for the USG. 


10. (C) COMMENT: Many Embassy employees and former CPA 
officials working in Baghdad had come to know and respect 
Governor al-Haidary as a colleague and friend. His 
commitment to democracy 

approach to the difficult tasks ahead were an inspiration 

to many. Al-Haidary\'s assassination follows the slaying 

not only of Deputy Governor Hatim 

Faris abd al-Razzak 

and an estimated 26 Baghdad Council members at all levels 
over the past 14 months. With elections less than a month 
away 

disturb an already terrorized local administration. In 
conjunction with all the other attacks 

further chilling effect on candidates and election workers. 

It demonstrates that even the most tenacious public 

official -- willing to withstand seven assassination 

attempts -- will eventually be killed by terrorists or 
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driven away. The GovernorVs killing appears to have been 
meant by the insurgents to demonstrate to the seven million 
citizens of Baghdad province that even the most heavily- 
protected local official is not safe 

and the IIG cannot ensure security 

within the insurgentsV reach. Although we have not seen a 
claim of responsibility for the Governor's assassination 

the modus operandi of the killers was similar to that used 
to kill the Deputy Governor 

by the insurgent group Ansar al-Sunna. END COMMENT. 
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officials in the MFAVs Directorate General for Treaties and 
legal advisors to Cosenza. 


СОН Ratified Two OAS CT Conventions in 2004 


3. The following two Organization of American States (OAS) CT 
conventions were approved by Congress in December 
2003/January 2004 

respectively for the decrees to be finalized 

President Maduro 

equivalent of the Federal Register): 

-- 1971 OAS Convention to Prevent and Punish the Acts of 
Terrorism Taking the Form of Crimes Against Persons and 
Related Extortion that are of International Significance 
(signed by the GOH February 2 

-- 2002 OAS Convention to Prevent and Punish Acts of 
Terrorism (signed by the GOH June 3 


Near Ratification of IMO CT Convention and Protocol 


4. The following International Maritime Organization (IMO) CT 
convention and protocol were approved by Congress in February 
2004 

completed by the Executive Branch and until late December for 
the decrees to be approved by Congress. The decrees are 
currently pending signature by congressional leadership and 
then will be forwarded for signature by President Maduro and 
publication in La Gaceta. The convention and protocol are: 

-- 1988 Convention for the Suppression on Unlawful Acts 
Against the Safety of Maritime Navigation (SUA Convention) 
and 

-- 1988 Protocol for the Suppression on Unlawful Acts Against 
the Safety of Fixed Platforms Located on the Continental 

Shelf (SUA Protocol). 
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Honduras Soon to be Party to All CT Conventions/Protocols 


5. The GOH was already a party to the following 10 
international counterterrorism conventions: 

-- 1963 Tokyo Convention on Offenses and Certain Other Acts 
Committed Onboard Aircraft 

-- 1970 Hague Convention for the Suppression of Unlawful 
Seizure of Aircraft 

-- 1971 Montreal Convention for the Suppression of Unlawful 
Acts Against the Safety of Civil Aviation 

-- 1973 Convention on the Prevention and Punishment of Crimes 
Against Internationally Protected Persons 

-- 1979 Convention Against the Taking of Hostages 

-- 1980 Convention on the Physical Protection on Nuclear 
Materials 

-- 1988 Protocol for the Suppression of Unlawful Acts of 
Violence at Airports Serving International Civil Aviation 

-- 1991 Convention on the Marking of Plastic Explosives for 
the Purpose of Detection 

-- 1997 Convention for the Suppression on Terrorist Bombings 
and 

-- 1999 Convention on the Suppression of Financing of 
Terrorism. 


6. With the addition of the two aforementioned OAS CT 
conventions and the upcoming addition of the IMO convention 
and protocol 

international CT conventions and two regional CT conventions. 
Post will continue to urge the GOH to rapidly sign and 

publish the last two decrees to bring this process to a close. 
Palmer 
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for Families and Employees" (SAFE) 

certify to the Department of States Bureau of Diplomatic 
Security that the employee has undergone equivalent security 
training. The contact for this training is Assistant 

Director for Training at (703) 205-2617. Country clearance 
Will not be granted for any traveler with planned TDY in 
excess of 30 days if this information is not 

stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as low. 
There are no terrorist groups or support groups believed to 

be operating in New Zealand at this time. In light of the 
worldwide security alert all visitors should heighten their 
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security awareness and report any unusual incidents to the 
Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions 

various groups in New Zealand have demonstrated occasionally 
at the Embassy in Wellington and at the Consulate in 

Auckland. These demonstrations are usually small and are 
peacefully conducted. During these demonstrations 

country police and protective services normally provide 
adequate protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 

are usually non-confrontational in nature. However 

invasion robberies and assaults 

more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland 

Wellington 

street crime 

occurrence in these cities. Common sense precautions should 
be taken 

opportunity. 


e. (SBU) Generally 

role in the world drug situation; however 

that New Zealand has been utilized as a transit point for 
shipments of Ecstasy 

most abused drugs in New Zealand are locally produced 
methamphetamine and cannabis. There have been increased 
amounts of lab seizures and violent crime associated with 
groups attempting to control this market. 


f. (0) All forms of public transportation are generally safe 

at all times of the day; however 

use common sense precautions so as to not become a target of 
opportunity. 

g. (U) The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however 

rush hour moderate delays can be expected. Visitors are 
advised that traffic drives on the left-hand side of the 

road. Visitors are advised that traffic accidents are common 
and that it is safe to pull over so that police may take an 
accident report. However 

or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (U) Precautions should also be taken to not discuss 
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sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive information 
at the Chancery and not at hotels or residences. 


i. (U) Visitors should also be aware of the State 

DepartmentVs Consular Information sheet for New Zealand and 
the most recent Worldwide Caution Public Announcements 

are available via the Internet at http://travel.state.gov 


j. (U) In essence 

appropriate caution and be alert to their surroundings with 
regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


Swindells 
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EVRENSEL: Allegations about corruption and allegations that 
the cadres are being taken over by employees loyal to the AKP 
(Justice and Development Party) are on the agenda of the 
Diyarbakir Provincial Directorate of Education. Within one year 
three directors have been removed from office at the 

Directorate. According to Egitim-Sen (Education Union) 

hundred AKP supporters have been assigned to Principal or 
Assistant Principal positions in forty schools. 


EVRENSEL: The Tunceli Prosecutor started an investigation 
against Huseyin Tunc 

(The Party of Labor) 

in an activity that young people had organized in order to 

protest guards who had instigated provocation during the 
celebration of Turkish Republic\'s Foundation on October 29. 


OZGUR GUNDEM: The Viransehir Court of Peace convicted a 
member of DEHAP (Democratic PeopleVs Party) Provincial Youth 
Branch at Urfa on charges of showing resistance to police 
yesterday. 


OZGUR GUNDEM: "Assembly Initiative of Free Citizens 
Movement" in Mersin declared that it is supporting the 
Democratic Society Movement. 


MILLI GAZETE: A group of terrorists (allegedly) were trying 
to cross the (Turkish-lraqi) border at Sirnak in order to carry 
out terrorist activities in Turkey. During the armed conflict 
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between the security forces and terrorists 

are (allegedly) members of the illegal terrorist organization 
PKK 


HURRIYET (CUKUROVA): Hulusi Kilic 

Syria says that he is very pleased with the establishment of the 
recent amicable relationships between Syria and Turkey. Kilic 
says that he is full of hope about the latest developments 
between the two countries and points out that the presence of 
the Turkish consulate in Halep (Aleppo) is very significant with 
regard to the future of the relationships both countries. 


ECONOMIC DEVELOPMENTS 


1.  EVRENSEL: Cotton prices have sharply fallen since last 
year. The farmers could not harvest the cotton on the fields due 
to the high costs of fuel oil they need for trucking. Although 

the cotton produced in Diyarbakir is the highest quality cotton 

in world markets 

Chamber of Agriculture 

ineffective agricultural policies 

from this product V. 
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VLEGAL ACTION" 


REF: A. 04 RANGOON 1628 
B. 04 RANGOON 1563 


Classified By: CDA a.i. Ron McMullen for Reasons 1.4 (B 


1. (C) Summary: Democratic opposition groups held their 
annual January 4th Independence Day celebrations despite a 
negative SPDC response to a December demand for dialogue 
before the holiday. The observances were well attended and 
seem to indicate a unity of purpose among the different 
groups. With the opposition\'s private threat of forming a 
parallel government and the SPDC\'s public threat of legal 
action looming 

unity of action. End summary. 


The SPDC Responds to Ultimatum 


2. (SBU) To mark Burma\'s 57th Independence Day on January 
4th 
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importance of the militaryVs role 

towards V'a modern 

democratic nation with the seven step policy.\" It also 

issued a response 

5-11 edition of newspaper V'The Flower News 

2004 NLD ultimatum to Senior General Than Shwe (ref B) to 
begin a dialogue with the NLD by January 4th 

ultimatum noted that the Committee Representing the PeopleVs 
Parliament (CRPP) -- a loose consultative group of opposition 
groups -- had endorsed the NLD\'s position. 


3. (SBU) The SPDC response was predictably dismissive. The 
article accused the NLD once again of \"destructionist\" 

tactics and of threatening to use the \"outlawed\" CRPP as Va 
weapon.\" It continued by noting the SPDC had generously 
allowed the CRPP to exist despite its legal status 

the regime would have no choice but to take legal action V'at 
any time\" if the CRPP and NLD moved to form a parallel 
government (ref A). Furthermore 

V People would never accept!" such a move. 


Opposition Reiterates Call for Dialogue 


4. (SBU) The NLD and the Veteran Politicians group held their 
separate annual Independence Day events as scheduled. The 
NLD marked the holiday at its headquarters in Rangoon. A 
crowd of perhaps 200 members attended the function 

the dilapidated building and spilling out onto the sidewalk 

and street. NLD Secretary U Lwin gave a keynote address that 
was moderate to gentle in tone. The NLD and allied partiesV 
ultimatum to the SPDC 

response produced no follow-on call for action. Six 

diplomatic missions attended the NLD event (United States 
Australia 

function diplomats spontaneously lined up for a group pose 

for the bevy of Military Intelligence paparazzi engaged in a 
snapping frenzy across the street. The NLD crowd roared with 
laughter and applauded the move. 


5. (SBU) The Veteran Politicians 

the original independence movement and first (and last) 
democratic government in the 1950s 

across town with speeches on the history of Burma\'s 
independence movement -- both pre and post-1948. The keynote 
address publicly endorsed the NLD/CRPP position that a \"clean 
slate\" and open dialogue between the government and the 
democratic parties were needed to break the political 

deadlock. Despite the large crowd in attendance 

States was the only diplomatic mission to send a 

representative -- much to the excitement of the three still 

and one video photographer sent by MI. 
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Comment: Unity of Purpose 


6. (C) Despite no inclination from the SPDC to sit down with 
the NLD 

Veteran PoliticiansY ceremony 

unity of purpose to push the regime for dialogue. Both 
observances were better attended than in previous years by 
the various opposition \"factions:\" the NLD leadership 
more aggressive NLD youth movement 

political leaders. With the deadline passed for a positive 
SPDC response to the ultimatum 

action" looming 

purpose engenders unity of action. End comment. 
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Must Be Based on Human Rights and Also Serve Diplomatic 
Purposes in Order to Win the [International 

Communitys] Respect" 


The pro-independence V'Taiwan Daily" said in an 
editorial (1/5): 


V. The United States" relief efforts [for the tsunami 
disaster in South Asia] are also a demonstration of its 
political strength. Washington has not only increased 
its relief fund from USD35 million to 350 million - an 
amount that exceeds that donated by China - but has 
also sent battleships to the devastated areas in 
Indonesia 

food and other major supplies to the tsunami victims. 
Another U.S. fleet carrying 1 

has also arrived in Sri Lanka for relief operations. 
U.S. influence 

rapidly some time earlier 

because of this natural disaster. In the meantime 
United States is acting proactively in an attempt to 
use this opportunity to mend its deteriorating 
relations with the Muslim countries. .\" 


2. U.S.-China-Taiwan Relations 
\"Stability Offers Hope for Better Cross-Strait Ties\" 


The pro-independence 
editorialized (1/5): 


\", Although the U.S. has upheld what it calls "our one- 
China policy for over 30 years 
clearly defined what this 'our one-China policyV 
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actually is and has stressed its hope that no side will 
take actions to arbitrarily change the so-called 
"status quo.V 


\"In effect 
but strategically in the U.S. sphere of influence" 
stance regarding the position of Taiwan. 


\"In the future 

Beijing will probably continue to develop on the basis 
of this principle 

arbitrarily by any one person or political party. . 


VOwing to the improvement in U.S.-PRC ties 
situation in cross-strait relations should also tend to 
become more stable and predictable. 


VWashington is very anxious to encourage both Beijing 
and Taipei to resume dialogue in order to ease cross- 
strait tensions and open the possibility for more 
positive mutual interaction. 


\"The statement made by President Chen Shui-bian in his 
October 10 National Day Address that such dialogue 
could resume on the foundations of the September 1992 
talks in Hong Kong between TaipeiVs semi-official 

Strait Exchange Foundation and Beijing\'s counterpart 
Association for Relations Across the Taiwan Strait 
offered a ‘new element to the picture that can act as 

a lever to prepare the way for new talks. 


VWhether the two sides can succeed in arranging lunar 
new year holiday charter flights for Taiwan 
businesspersons in China may provide a crucial test to 
see whether cross-strait relations will worsen or 
improve in the new year." 
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Eleven 

plotting against the government (his sentence was reduced in 
May 2004 to 3 years). In reality 

arrested because he reported about GOB misuse of 
international sports funds. According to the NLD 

following political prisoners were freed in the latest 

tranche: 


From Rangoon\'s Insein Prison: 


-- Zaw Thet Htwe 
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-- Aung Myint (aka Pyapon Ni Lone Oo) 
from Mandalay arrested in 2000. 

-- Mya Soe (aka Shwe Gyo) 

arrested in 2003. 


From Magway Division\'s Thayet Prison: 


-- Kyaw Khin 

-- Thein Tan 

member arrested in 1991. 

-- Myint Soe (aka Johnny 

from Rangoon arrested in 1990. 


From Sagaing Divisions Shwebo Prison: 


-- Aung Myint 

aftermath of the regimeVs attack on Aung San Suu Kyi and her 
convoy on May 30 

-- Khin Maung Latt 

aftermath of the May 30 


From Bago Division\'s Taungoo Prison: 


-- Ohn Kyaing (aka Aung Wint) 
and well-known journalist arrested in 1991. 


From Mandalay\'s Myingyan Prison: 


-- Soe Thaung 

-- Aung Myat (aka Aung Myat Htut) 
student arrested in 1989. 

-- Maung Maung 

1989. 


From Bago Division\'s Shwedaung Prison: 


-- Pho Paw (aka Than Tin Oo) 
demonstrations on September 9 

-- Maung Maung (aka Hein Htet Aung) 
9/9/99. 

-- Bala (aka Ye Kyaw Lin) 


From Sagaing Division\'s Katha Prison: 


-- Than Aung 
for Aung San Suu Kyi during her travels. 
From Kachin StateVs Myitkyina Prison: 


-- Myo Nyunt 
-- Thein Lwin 
-- Than Naing 
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The GOB also released Saw Tin Soe 

member from Karen State arrested in 1983 and sentenced to 
death (later changed to 25 years) for attempted hi-jacking. 
McMullen 
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REF: A. RANGOON 9 AND PREVIOUS 
B. 04 RANGOON 959 


1. (SBU) Summary: Contravening recent press reports 
questioning the low number of reported dead and missing in 
Burma 

it appears Burma was largely \"spared.\" According to the 
report UN 

have not found widespread death and destruction but estimated 
that more than 10 

assistance. There have still been no reports of American 
Citizen casualties or verified cases of missing Americans in 
Burma. End summary. 


UN Report: Initial Assessments Complete 


2. (SBU) The United Nations Country Team (UNCT) in Burma 
released a report on January 5th compiling results from 

various field missions in tsunami-impacted regions of Burma. 

UN agencies 

have conducted and are conducting a number of assessments in 
the Irrawaddy River delta (southwest of Rangoon) 

Division (in the far southeast 

and Rakhine Division (on the Bay of Bengal west and northwest 
of Rangoon). Initially the missions sought to collect 

figures on casualties and damage but are now beginning to 
focus more on determining V'immediate to medium term needs." 


3. (SBU) There was no update to the International Federation 
of the Red CrossVs (IFRC) December 30th assessment of 
casualties (ref A). However 

earthquake and tsunamis affected 10 

Irrawaddy River delta and V'several thousand more" in 
Tanintharyi Division. These people are in V'immediate need of 
food 

hundred more villages along Burma\'s southern coast may 
require aid to repair some V'economic impact" of the tsunamis. 
Additionally 

Burmese fishermen in Thai waters will have negative economic 
consequences for their families in Burma. 
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4. (SBU) The UN analysis was clear that with the information 
available to date 

suggested that the Andaman Islands and BurmaVs own sparsely 
populated barrier Myeik Archipelago absorbed the brunt of the 
waves before they came ashore on the mainland. The UN 
Resident Coordinator in Burma 

readers of the report to resist \"misreporting\" and 
exaggerating the extent of the damage lest the GOB 

sensitive to how events in Myanmar are portrayed by the 
international community 

this and other humanitarian operations around the country. 
Though the GOB is downplaying the affects of the tsunamis 
has been much more transparent during this crisis (issuing 
regular updates on casualties) than it was during massive 
flooding in July 2004 when it made no public announcements 
and arrested people for filming the devastation (ref B). 


Assistance is Needed 


5. (SBU) For now 

international community\'s response. Assessment missions are 
continuing in the impacted areas and UNCT members have begun 
to re-allocate existing country resources for use in the 
tsunami-impacted parts of the country. These efforts will 


SIPDIS 

focus on water and sanitation 

shelter 

Though the GOB has still not made any request for 
international aid 

resources through \"their respective regional appeal 
mechanisms. V 


6. (U) Embassy Rangoon\'s Consular Section continues to work 
through about 50 welfare/whereabouts inquiries. 

There have still been no reports of American Citizen 

casualties or verified cases of missing Americans. 

McMullen 


24939 

24940 

Embassy\'s security posture prior to the local weekend. The 
meeting opened with a discussion of the local and regional 
security situations; the EAC continued to characterize the 
former as stable. Likewise 

reporting specific to Oman. RSO reiterated 

members of the EAC must continue reinforcing to both their 
staffs and family members the need for vigilance regarding 
all aspects of personal security 

maintain a low profile and to remain unpredictable. RSO 
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further re-emphasized the importance of immediately reporting 
suspicious activity or security-related incidents 

those involving suspected surveillance 


3. (SBU) RSO briefed the EAC on property thefts that 
occurred from the yards of two Embassy-leased residences the 
evening of January 4. In a scenario not typical for Embassy 
neighborhoods 

yards of the adjacent residences. While the residences do 
meet current security standards 

re-survey both in an attempt to identify areas that may have 
aided the perpetrator(s). RSO is also in the process of 
filing reports with the Royal Oman Police and publishing an 
Embassy-wide notice urging employees to secure personal 
property at their residences. The roving patrol was notified 
and responded immediately upon initial report of the 
incidents to Post One. 


4. (SBU) A/MGT (IMO) raised the inter-agency meeting held 
yesterday to discuss both emergency communications and COMSEC 
destruction. The meeting 

position each agency's equipment 

EAC\'s previous discussions on lessons learned from the 

December 6 terrorist attack on U.S. Consulate General Jeddah 

and in conjunction with the Embassy\'s annual update to its 
Emergency Action Plan. 


5. (SBU) Prior to concluding the meeting 

members to ensure that their sections are thoroughly familiar 
with the Embassy\'s updated mail handling policy 

effect January 5 

new external mail screening facility. The updated policy 
prohibits personnel from introducing into the Chancery 
building any unopened mail now distributed at the new 
screening facility. 


6. (SBU) RSO also provided an update on Soft Target Working 
Group-funded upgrades to the Muscat Employee Association\'s 
recreational facility. Specifically 
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Engineering Services Office staff began installation earlier 
in the week of a SelecTone emergency notification system. 


7. (S/NF) The EAC concluded that there have been no 
substantive changes in previously reported assessments of the 
local security environment since the last meeting held on 
January 2 (reftel) 

heightened security posture remain appropriate. Nonetheless 
the EAC remains acutely aware of the need to monitor both the 
regional and local security and threat environments 

prepared to take the necessary countermeasures should changes 
to either occur. AMB 

S/GSO (Duty Officer) 

participated in the meeting. 

BALTIMORE 
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increase in actual oil output. Such shifting baselines call 
PDO\'s methodologies into question and cast doubts over its 
ability to deliver on lofty promises. 


5. (C) While PDO is by far the largest player in the Omani 

oil patch 

production 

additional ground in Oman. Several American firms (Hunt Oil 
and Occidental) seek to expand their operations in the 
Sultanate 

increasingly aggressive in seeking (and winning) concessions 
on the margins of Block 6 (PDOVs crown jewel 

most prospective block in central Oman). Meanwhile 

only attempt at opening Block 6 itself consists of bringing 

in small-to-mid size international firms on a contract basis 

to rehabilitate marginal fields. (Note: According to an 
executive from one such American firm 

appears to be in drilling wells 

production. End Note.) Oilfield equipment suppliers told 
Econoff in late December that PDO\'s production costs range 
from $9-11 per barrel -- somewhat less in northern Oman 

in the south with its difficult terrain and heavy 

crude. The suppliers went on to say that PDO is earmarking 
over $6 billion for the development of the Mukhaizna 

oilfields in southern Oman 

Occidental\'s expansion plans (reftel). These high lift costs 
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and massive investment plans underscore the challenge facing 
PDO. 


6. (C) In announcing the state budget for 2005 

Minister of National Economy Ahmed bin Abdulnabi Macki 
January 2 revealed that the government used a revenue figure 
of $23 per barrel and an estimated average daily production 
of 753 

significantly from the Sixth Five Year Plan endorsed by the 
government 

bbl/d at an average price of $18 per barrel. The chairman of 
the State Council's Economic Committee (a close Embassy 
contact) claimed that if oil prices were to collapse to 

levels last seen as late as 1998-99 ($10-15 per barrel) 
government could not even meet its payroll. In light of 
recent global price increases and oil revenue windfalls 

a warning falls on largely deaf ears in the government. The 
official budgeted price of oil remains conservative 

is definitely trending upward along with public spending. 


7. (C) This signing represents perhaps the only good news for 
Shell in Oman all year. Given its global and local 

difficulties with overstated reserves estimates and PDO\'s 
continuing production woes 

salvaged an otherwise gloomy year for the SultanateWs oil 
giant. Sultan Qaboos remains loyal to Shell 

sentiment reportedly does not extend universally throughout 
the government. PDO faces an uphill climb to restore 
production and the publics confidence 

the shifting statistical baselines won\'t be enough to stop 

the leaks. Huge investments in enhanced oil recovery (EOR) 
technologies are expensive 

full foreign partners into Block 6 could prove even more 
costly in the long run. While PDO is holding its head high 
following the recent signing of its concession agreement 
extension 

celebratory in Oman. 
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simply \"Al-Sablah\" -- is the liveliest and most comprehensive 
Arabic-language forum for political and social discourse in the 
country 
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the conventional media. While not totally free 

reflective of Omani public opinion 

a worthwhile window into the hot topics and unvarnished views of 
the day. This edition of Oman Online contains the following 
topics: 


-- Call To Publish Al-Sablah Topics In Omani Newspapers 
-- Criticizing The New Educational System 


End summary. 


2. With the continued growth of Al-Sablah 

recently the addition of regular contributions from two banned 
Omani journalists 

that the forum is gaining credibility and becoming a potential 

news source. One member proposed that the forum discussions -- 
specifically those relating to politics 

issues -- should be published in local Omani newspapers. Several 
contributors embraced this idea. One member noted 

newspapers already deal with the issues we discuss in the forum. 
However 

poorly reported." Another offered 

press in Oman 

skeptical members wrote 

that it is virtually impossible for the government to grant 

people 

their thoughts in the news media 

thoughts/sentiments go against the Sultan and the Majlis.\" The 
discussion concluded with the following comment: \"The newspapers 
published in Oman do not belong to the Omanis. We think they 
actually belong to other countries 

not discuss the needs 

It appears they would rather get news topics from other places in 
the world 


3. Another topic that generated a large number of responses was 
the creation of a new educational system for Omani high schools 
under which students choose certain subjects to prepare for 
higher education 

Initially introduced as a pilot program in a few select schools 

it is now being implemented nationally. Al-Sablah members 
criticized the new system 

system is confusing for people who were brought up through the 
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old system. This system hasn't been fully reviewed 

already imposing it on the students 

last curriculum change.V' Another contributor responded 
teachers and school administrators were not properly trained for 
such a sweeping change to occur so suddenly. Now the students 
have no real resource with which to clarify any doubts or 
questions they may have about the new system." One Sablah 
member 

wrote 

How does it really help us when it comes time for us to prepare 
for entrance into higher education?" A respondent summed up the 
general feeling of forum members by observing 

even faultier than the previous one. What is the Ministry of 
Education doing to Oman?" 
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democracy in Iraq and to support the steps taken by the 
Interim Government of Iraq to hold elections on 30 January 
2005." The communiqu also urges “а! segments of the broad 
spectrum of the Iraqi people to take up their duty in the 
forthcoming polling process; thus contribute to the shaping 

of their future 

opportunity in sight along the path of democracy and 
freedom." There is no other language in the draft that could 
be viewed as qualifying this message. The Government of 
Jordan is also committed to ensuring maximum participation in 
polling held in Jordan for the 300 

majority of whom are Sunni. They see in it an opportunity to 
boost Sunni participation. 


2. (C) The King has continued to emphasize to visitors and 
Charge the importance of being vigilant in the post-election 
phase to protecting minority rights 

constitution reflects the interests of all sects 

Sunnis 

Jordanian statements about a monolithic 

hostile Shia \"crescent\" potentially emerging from a Shia 
\"victory\" in the elections lack nuance 

centuries-old fears of a Persian menace 

IraqVs present incapacity to play its traditional role as the 
Arabs 

officials have begun to recognize the damage these statements 
have made to their standing with Shia ) including those who 
will come out on top in Iraq 

to fashion a relationship. This recognition has led to a 
not-so-convincing shift of rhetoric 

Iraqvs election results should reinforce the \"Arab\" nature of 
the Iraqi republic 
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3. (C) The Jordanians have only just begun to adjust 
themselves mentally to the reality that the composition of 
Iraqvs future government will reflect the nation\'s Shia 
majority. However 

importance of helping moderate 

build alliances with Sunni elements. We should not 
overestimate Jordan\'s capacity to help in this regard 
can count on them to do what is within their reach. 
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in the Middle East\" conference in Istanbul 

Director for Bilateral Affairs Dhafer Al Umran. Al Umran 
recalled previous invitations to Track Two conferences and 
stated that no Bahraini military officers had participated in 
the past. He accepted the information but did not expect the 
Ministry of Defense to pursue the invitation. 
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CANNOT BE A SUBSTITUTE FOR THE LACK OF HELP FROM GOVERNMENTS 
AND WE MUST REMEMBER THAT THERE ARE OTHER DISASTERS THAT NE 
OUR ATTENTION: DARFUR 

TO THE NGOS IS CASTING OUR BALLOTS TO ELECT GOVERNMENTS THAT 
WILL IMPLEMENT LONG-TERM ASSISTANCE POLICIES.\" ALSO IN 
LIBERATION A ONE-PAGE REPORT BY MICHEL TEMMAN RELATES THE U.S. 
EFFORTS IN BANDA ACEH. THE REPORT EMPHASIZES THE DIFFICULTIES 
THE GIS ARE FACING AS WELL AS THE COOPERATION BETWEEN THE 
AMERICANS AND OTHER FOREIGN TEAMS 

ALSO WRITES: \"FOR THE PAST 24 HOURS THE AMERICANS HAVE 
CONSIDERABLY REINFORCED THEIR PRESENCE ON SUMATRA 

ISLAND LIKE MOST OF INDONESIA 

AMERICANS ARE BEING WELCOMED LIKE HEROES." 


THE ASSASSINATION OF BAGHDAD\'S GOVERNOR ELICITS SEVERAL 
REPORTS ON THE LEVEL OF SECURITY IN BAGHDAD AND ITS IMPACT ON 
THE COMING ELECTIONS. (SEE PART C) 


RIGHT-OF-CENTER LE FIGARO CARRIES AN OP-ED BY COLUMNIST 
ALEXANDRE ADLER ON THE FUTURE OF TRANSATLANTIC RELATIONS AND 
THE PRE-REQUISITES FOR THE U.S. - EU GAP TO BE BRIDGED. (SEE 

PART C) 

(C) SUPPORTING TEXT/BLOCK QUOTES: 

IRAQ - VIOLENCE AND COMING ELECTIONS 


\"TERRORIST THREATS ON ELECTIONS\" 
RENAUD GIRARD IN RIGHT-OF-CENTER LE FIGARO (01/05): 
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VINSECURITY IN IRAQ CONTINUES TO WORSEN. IT APPEARS THAT THE 
ANTI-AMERICAN INSURGENTS WHO ARE BEING RECRUITED ESSENTIALLY 
FROM THE SUNNI COMMUNITY ARE INCREASING THEIR MILITARY EFFORT: 
IN ORDER ТО DERAIL IRAQ\'S ELECTIONS. INSECURITY IN BAGHDAD IS 
SUCH THAT IT IS DIFFICULT TO IMAGINE HOW UN OBSERVERS MAY BE 
ABLE TO DO THEIR JOB. THE NEWLY TRAINED IRAQI POLICE AND ARMY 
WHICH ARE NOT VERY MOTIVATED 

INFILTRATED BY ISLAMIC TERRORIST ORGANIZATIONS 

TO BE IN A POSITION TO BRING BACK SECURITY TO IRAQ. THE 
AMERICANS RARELY COME OUT OF THEIR PROTECTED ZONES 

THE ADVANTAGE OF LIMITING U.S. CASUALTIES BUT THE 
INCONVENIENCE OF CREATING A CLIMATE OF INSECURITY WHICH MAY 
LEAD TO A HIGH DEGREE OF ABSTENTION.\" 


TRANSATLANTIC RELATIONS 


VTRANSATLANTIC QUARRELS ON THE WANE\" 

ALEXANDRE ADLER IN RIGHT-OF-CENTER LE FIGARO (01/05): “ІТ MAY 

BE THAT IN 2005 THE TRANSATLANTIC QUARREL WILL DIMINISH. FOUR 
EVENTS MAY HELP TO PAVE THE WAY. THE FIRST IS THE LIFTING OF 

THE CHINESE ARMS EMBARGO. THE EUROPEANS CAN ANSWER EVERY U.. 
CONCERN IN THIS DEBATE. IF THE AMERICANS AND THE EUROPEANS 
FIND SOME GROUNDS OF UNDERSTANDING OVER THIS ISSUE 

BE BETTER EQUIPPED TO DEAL WITH THE GEO-POLITICAL CHALLENGES 
OF A GREATER MAGNITUDE 

AMERICANS MAY HAVE TRIGGERED A CHAIN REACTION WITH THE 
ELECTION SEASON IN THE ARAB WORLD 

FOOLHARDY OR BECAUSE THEY BELIEVE IN A HIGHER MORALITY. AFTER 
THE ELECTIONS A NEW ERA WILL BEGIN. THIS MAY BE THE TIME FOR 

THE EUROPEANS TO BURY THE HATCHET AND BRING THE NEWLY ELECTE 
IRAQI GOVERNMENT THE HELP IT NEEDS. SUCH COOPERATION WOULD 
ALLOW GEORGE BUSH TO ENTER INTO A SPECTACULAR RAPPROCHEMEN 
WITH BERLIN AND PARIS 

WHILE AMERICA IS IN A POSITION OF EXPECTATION WHEN IT COMES TO 
IRAQ 

PALESTINIAN ISSUE. HERE THE EUROPEANS WOULD UNDOUBTEDLY 
APPRECIATE HELP FROM THE AMERICANS WITH THE ISRAELIS SO THAT 
THEY MAY RETURN TO THE FOREFRONT ON THE SEARCH FOR PEACE. 
ABOUT IRAN 

PRESENTING A UNITED FRONT. AS FOR RUSSIA 

TO TALK ABOUT A QUICK INTEGRATION OF UKRAINE IN EITHER THE EU 
OR NATO. WHAT IS IMPORTANT NOW IS TO TRY TO RECONCILE KIEV 
WITH MOSCOW. BUT ALL WILL DEPEND ON WASHINGTONYS APPROACH T! 
THE FALLING DOLLAR. WITH THE PRESENT ATMOSPHERE OF ACUTE ANTI 
AMERICANISM IN EUROPEAN OPINIONS 

GESTURE BY WASHINGTON WOULD NOT BE FORGIVEN 

WASHINGTONVS BEST FRIENDS. CONVERSELY 

LIKE THE ONE DECIDED BY THE PLAZA ACCORDS OF 1985 WOULD CREATE 
A SYMBIOTIC CLIMATE THAT WOULD HELP CARRY THE PREVIOUSLY 
MENTIONED ISSUES.\" LEACH 
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VTHE YEAR 2004 WAS A YEAR OF GREAT FAILURE IN THE ARAB WORLD. Г 
WAS A YEAR OF BLOODSHED AND KILLING FROM IRAQ TO SUDAN AND FR 
PALESTINE TO SOMALIA. IT WAS ALSO A YEAR OF FAILURE WHERE THE 
ARAB NATION ACHIEVED NO DEMOCRATIC PROGRESS AND FINDS ITSELF 
FURTHER AWAY FROM ITS DESIRED REFORMS AND HUMAN RIGHTS THAN 
WAS AT THE BEGINNING OF THE YEAR.. THE ULTIMATE OUTCOME OF THE 
YEAR 2004 IS THAT AMERICA HAS RISEN SUPREME UNDER THE EXTREME 
POLITICAL AND RELIGIOUS LEADERSHIP OF PRESIDENT BUSH.ALONG WIT 
SQUADRON OF RIGHT WING HAWKS WHO HAVE AN APPETITE FOR KILLIN( 
THE NAME OF GOD." 


VIF WE WANT TO SUM UP THE PAST YEAR 

THE U.S.: ONE 

NATIONS AND PEOPLE 

MAYBE IN SYRIA 

SUPPORT FOR ISRAEL 

POLICIES AGAINST THE ARABS. THREE 

ROLE IN GLOBAL AFFAIRS AND AN ATTEMPT TO NEUTRALIZE THAT ROLE I 
FAVOR OF A STRONGER U.S. ONE. FOUR 

MISSIONARIES ALL OVER THE WORLD 

VALUES 

PEOPLE WITH A "HEAVENLY ORDER\". FIVE 

AND ORDINARY FREEDOMS 

PRETEXT OF COMBATING TERRORISM CONTRARY TO THE ADMINISTRATIC 
CALLS TO PROMOTE FREEDOM AND REFORMS.\" 


3. COMMENTING ON DELIBERATIONS AT THE ARAB STRATEGIC FORUM 
WHICH TOOK PLACE IN DUBAI DECEMBER 

ABDULKHALEQ ABDULLAH WROTE IN AL-KHALEEJ (CIRCULATION 85 
12/28: 


V... IN THE YEAR 2020 THERE WILL BE 400 MILLION ARABS 

WHOM WILL BE POOR AND ILLITERATE 

ANGRY AND INCLINED TOWARDS EXTREMISM.IN THE YEAR 2020 THE NUM 
OF ILLITERATE ARABS WILL BE 130 MILLION AND THE NUMBER OF THOSE 
WHO LIVE UNDER THE POVERTY LINE WILL BE 110 MILLION. BY 2020 

WILL ALSO HAVE 100 MILLION UNEMPLOYED 

ARAB WORLD.WHAT CAN WE DO REGARDING ALL OF THIS? IF 
AUTHORITATIVE REGIMES AND THE ABSENCE OF DEMOCRACY CONTINUE 
THE NORM 

THEREFORE 

SHAPE 

TOTALITARIANISM 

RIGHTS AND FREEDOM. FOR A BRIGHTER FUTURE WE WILL NEED FURTH 
PARTICIPATION 

FREEDOM.\" 


4. DR. ALI AL-TARRAH WROTE IN \"AL-ITTIHAD\" (CIRCULATION 65 
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12/29: 


V.ARAB CRISES ARE OLD AND INTERRELATED. THE MOST PROMINENT IS 
THE ARAB-ISRAELI CONFLICT THAT USED UP MOST OF OUR POTENTIAL Al 
PUSHED US INTO MARGINAL CONFLICTS THAT DIVERTED US FROM VITAL 
ISSUES. IT IS ALSO REMARKABLE HOW THE ARAB-ISRAELI CONFLICT GAV 
CERTAIN ARAB GOVERNMENTS THE JUSTIFICATION TO POSTPONE 
DEVELOPMENT PROJECTS.AFTER THE 1967 WAR 

TO LIBERATING THE PALESINIAN TERRITORIES AND CAME UP WITH THE 
PLO 

STRUGGLES AND CONTINUOUS DEFEATS. THE SPIRIT OF REVENGE HAS 
BECOME A MOTIVE OF OUR BEHAVIOR AND THE AVERAGE ARAB MAN HAS 
BECOME SO DESPERATE THAT HE WOULD ACCEPT ANYTHING POSITIVE 
IF IT WAS BROUGHT BY THE DEVIL HIMSELF.\" 


5. UNDER THE HEADLINE 
MUHAMMAD AL-HAMMADI WROTE IN \"AL-ITTIHAD\" ON THE SAME DAY: 


VTWO DAYS AND WE WILL ENTER THE FIFTH YEAR OF THE NEW MILLENNI 
BUT WE ARE LOST 

SORRY FOR OUR DEFEATS 

FUTURE.LET\'S BE HONEST WITH OURSELVES FOR ONCE AND ADMIT THA’ 
MOST ARAB PEOPLE DO NOT TRUST THEIR GOVERNMENTS. ARABS LOOK 
INTELLECTUALS WITH AN EYE OF SUSPICION 

WHETHER THOSE IN OFFICE ARE IN THE APPROPRIATE PLACE. THEY LOC 
AT THE FUTURE THROUGH BLACK GLASS AND THUS THEY VIEW THE FUTI 
AS BLACK. MANY ARABS HAVE BEGUN TO VIEW THEIR ARAB IDENTITY AS 
SHAMEFUL. THIS FEELING IS NATURAL IN LIGHT OF BAD GOVERNMENTS 
TRANSFORMING THEMSELVES INTO WORSE ONES AND SIMPLE DEFEATS 
BECOMING LARGER ONES. THE AVERAGE ARAB HAS A LACK OF FREEDOT 
AND SUFFERS WHEN HE WATCHES OTHER PEOPLE LIVE AND EXPRESS TI 
OPINION FREELY. MOST ARABS BELIEVE IN CONSPIRACY THEORIES THAT 
HAVE NESTED IN THEIR MINDS. THEY BELIEVE THAT THOSE IN THE EAST 
AND THE WEST ARE TARGETING US 

OUTSIDE AGITATOR. ALL OF THIS SHOWS THAT THE ARAB NATION IS A 
MELANCHOLY NATION IN NEED OF A SPEEDY RECOVERY IF IT WANTS TO 
BECOME A MEANINGFUL PART OF THE WORLD. THE FIRST STEP OF THE 
PROCESS IS TO ADMIT WE ARE A DEFEATED NATION AND THEN FORGET ( 
DEFEATS. WE HAVE TO ADMIT THAT WE ARE NOT THE BEST NATION AND 
LOOK AHEAD TO BECOME A NATION THAT CAN WORK AND LIVE WITH 
OTHERS. 


SISON 


24949 

Prophesy\" and Yediot: "Nightmare Scenario.\" Dichter 
envisaged 

which armed settlers would fake shooting by soldiers 
during the evacuation of a settlement in order to 

create panic 

live shots at IDF soldiers. Israel Radio reported that 
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Sharon and Defense Minister Shaul Mofaz have called for 
punishing people who would harm or threaten members of 
the security forces. HaVaretz and Jerusalem Post 
reported that right-wing extremists 

are close to the outlawed Kach movement 

reserve soldiers Tuesday to help thwart the 
disengagement planned for this summer. HaVaretz 
reported that Deputy Defense Minister Zeev Boim asked A- 
G Menachem Mazuz to look into indicting the extremists. 
HaVaretz reported that the residents of the Katif Bloc 
(Gush Katif) have adopted the color orange as the 

symbol of their fight 

want to generate to the Orange Revolution in Ukraine. 


The media also quoted Dichter as saying that abandoning 
the Philadelphi route would turn the Gaza Strip into a 
new South Lebanon. 


Leading media quoted senior IDF officers as saying that 
organizers of petitions against the disengagement plan 
being circulated among soldiers should be arrested. 
However 

saying that arrests of opponents of disengagement -- 
Dichter was asked about a group planning to attack the 
Temple Mount -- might not meet legal requirements. 


All media reported that PLO Chairman Mahmoud Abbas (Abu 
Mazen) branded Israel the \"Zionist enemy" Tuesday 

during an election tour of the Gaza Strip. Abbas was 
responding to the killing of seven Palestinians in the 

northern Strip Tuesday by fire from an IDF tank. 

Nonetheless 

the Prime Ministers Office as saying that Sharon hopes 

to meet Abbas soon after his expected election as 
Palestinian leader on January 9. 


Israel Radio reported that a terrorist who infiltrated 

the Erez Crossing this morning was killed and that his 
companion escaped. Hamas and Islamic Jihad jointly 
claimed responsibility for the action. Leading media 
reported on continued shelling of Israeli targets in 

the western Negev and the Gaza Strip Tuesday and this 
morning. (Israel Radio and leading Israeli web sites 
reported that 12 IDF soldiers were wounded this morning 
in a Qassam rocket attack on a northern Gaza Strip 
outpost.) Leading media reported that Tuesday the army 
closed Ramallah following unconfirmed reports of 
soldiers\' abductions. 


Israel Radio cited a statement released by \"Free People 
of the Galilee 
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have kidnapped AmCit Dana Bennet in the summer of 2003. 
The group allegedly wants Israel to release 1 

Palestinian prisoners in exchange for information about 
Bennet\'s fate. 


Jerusalem Post cited an announcement by the \"cash- 
strapped\" Jerusalem Municipality Tuesday that it has 
set up 15 bulletin boards in East Jerusalem at a cost 
of 20 

for the PA election to post ads. Leading media 
reported that 

international organization One Voice 

broadcasted starting today on Palestinian TV and Arabic 
satellite channels 

urges Palestinians on behalf of the V'entire world" to 
participate in the elections. 


Leading media reported that Sharon associates warned 
United Torah Judaism (UTJ) on Tuesday that if UTJ does 
not join the coalition soon 

instead and a secular national unity government could 

be formed. 


Jerusalem Post reported that no date has been set for 
FM Silvan Shalom\'s planned visit to Jordan. The 
newspaper quoted Israeli officials as saying that one 

of the obstacles to the visit and to a warming up of 

ties with Amman is Jordan\'s demand that Israel release 
some two dozen Jordanian prisoners in Israeli jails 
including four V'with blood on their hands. V 


Yediot 

diplomats at the International Atomic Energy Agency 
(IAEA) have told AP that Egypt conducted a series of 
secret nuclear tests -- mostly in the 80s and 90s -- 
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which continued until six months ago. Yediot quoted a 
spokesman for the Egyptian government as saying that 
Egypt\'s nuclear program is for civilian purposes only. 


Israel Radio reported that the U.S. administration is 
considering imposing new economic measures against 
Syria over its reported assistance to the Iraqi 

opposition. Jerusalem Post reported that visiting 

Turkish FM Abdullah Gul will take a message from Sharon 
to Syrian President Bashar Assad that Israel will 

negotiate with Syria once it takes concrete steps to 

stop supporting anti-Israel terror. Yediot reported 

that Assad has recently rejected Israel\'s request to 

return the remains of Israeli spy Eli Cohen as a 
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confidence-building measure. 


HaVaretz and Israel Radio reported that today the State 
Department will publish its first report ever on anti- 
Semitism around the world 

of anti-Semitism in Europe. 


Israel Radio reported that Israel has acceded to Sri 
Lanka\'s request for physical and mental health teams 
following the tsunami disaster. Jerusalem Post 

reported that Israelis have come out in full force" 

for a four-day nationwide campaigning at the nationVs 
supermarkets to collect food to be sent to the tsunami 
disaster zone in South Asia. The mobilization was 
organized by Magen David Adom (MDA) with backing by 
MDA\'s American support organization 

David for Israel. Jerusalem Post reported that the 
Indian military has been using Israeli-made drones 
around the clock to search for victims and survivors of 
the tidal waves that swept their coast last week. 
Jerusalem Post printed a Letter to the Editor by the 
editorial secretary of LVOsservatore Romano saying that 
on December 29 

Vatican\'s newspaper 

initial refusal to receive an Israeli assistance 

delegation. 


Tel Aviv University's Peace Index poll: 

-75 percent of respondents favor the resumption of 
negotiations with the Palestinians; however 

percent of respondents believe that there are good 
chances of reaching an agreement with an Abbas-headed 
government. 

A"Do you believe that other settlements will be 
evacuated after disengagement is implemented A" 67 
percent: Disengagement is only the first step; 19 
percent: no more settlements will be evacuated; 14 
percent are undecided. 

-\"Do left-wing soldiers have the right to refuse 
service in the territories? ' No: 68 percent; yes: 27 
percent; 5 percent are undecided. 

-\"Do right-wing soldiers have the right to refuse 
service in the territories?\" No: 76 percent; yes: 18 
percent; 5 percent are undecided. 

-8 percent of Israeli Jews support the right to a 

violent civilian rebellion. 


Summary: 
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Veteran op-ed writer and the late prime minister 
Yitzhak RabinVs assistant Eytan Haber opined in the 
lead editorial of mass-circulation 

Aharonot: “Тһе opponents [of disengagement] believe 
that ... chaos will topple Sharon 

saved.... We тау be facing a great disaster. V 


Senior op-ed writer Uzi Benziman opined in independent 
left-leaning HaVaretz: “Тһе struggle of the Yesha 
Council [of Jewish Settlements in the Territories] is 
hopeless. It will not succeed in torpedoing the 
disengagement plan 

responsible for the collapse of law and order and the 
shattering of the stateVs authority. V" 


Conservative 
\"Sharon is right. Some of disengagement\'s opponents 
are playing a very dangerous game." 


Settler leader Pinchas Wallerstein wrote in Jerusalem 
Post: \"Nonviolent civil protest against immoral actions 
on the part of our government is the democratic right 
of all those privileged enough to live in a democratic 
country.\" 


Conservative columnist Yosef Harif wrote in popular 
pluralist Maariv: \"Abbas is the prisoner of a delusion 
that the U.S. 

influence in Iraq 

East 

to the Palestinians. V 


Block Quotes: 


|. \"Israel\'s Tsunami 


Veteran op-ed writer and the late prime minister 
Yitzhak RabinVs assistant Eytan Haber opined in the 
lead editorial of mass-circulation 

Aharonot (January 5): V The riots on Monday against the 
security forces in Shalhevet 

settlement of Yitzhar 

Israeli tsunami 

seismologists. They will be followed by the deluge. 
One can understand the settlers: for 30 years they were 
deceived 

luxurious houses were built for them 

were met 
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fire before the camp -- and they 

followed the voices.... The settlers whose world (and 
home) has been ruined 

everything! -- to demolish Ariel SharonVs rule. They 
learned from the sad experience of Yitzhak RabinVs 
death 

Israel everything depends on one person: the prime 
minister. His removal from office also means the 
elimination of the nightmare of VdisengagementV... The 
opponents believe that ... chaos will topple Sharon 
and they will be saved. Sharon and others also know 
that the first reactions by him and the security forces 
will be what will determine the nature of the battle in 
future. Sharon knows that his opponents are lying in 
wait for a moment of weakness. Therefore 

that he will make no concessions and compromises 
already from now. The single gunshot fired on Monday 
in Yitzhar is a bad harbinger. The coming period may 
bring violence with it 

that read this -- bloodshed as well. We may be facing 
a great disaster 

January 2005 


II. \"Kiev and Jerusalem" 


Senior op-ed writer Uzi Benziman opined in independent 
left-leaning HaVaretz (January 5): VThe role that the 
settlersV leaders are playing these days is dubious and 
dangerous. They organize -- with funding deriving from 
the state treasury as well -- a sit-down strike 

opposite the Knesset under the slogan: We will do in 
Jerusalem what the Ukrainians did in Kiev. That is to 
say 

the system Ariel Sharon is using to make the cabinet 
and Knesset decide in favor of the disengagement plan. 
This is a groundless comparison. The situation is 
actually the other way around: the settlers are the 
minority that has been imposing its will on the 

majority for 37 years.... The struggle of the Yesha 
Council [of Jewish Settlements in the Territories] is 
hopeless. It will not succeed in torpedoing the 
disengagement plan 

responsible for the collapse of law and order and the 
shattering of the stateVs authority. The settlers must 
internalize the fact that they are perceived as a 
minority group that is enforcing its whims on the 
majority. The Yesha council must realize that it 

cannot coerce the state to keep the Gaza Strip 

it could 
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Ш. VA Dangerous Game" 


Conservative 

(January 5): V'Our democracy is facing a supreme test. 
We can see as well as anyone the tortuous and 

sense 

has reached its current stage 

that decisions approved by the cabinet and the Knesset 
are illegal.... Sharon is right. Some of 

disengagementVs opponents are playing a very dangerous 
game.... The irony is that 

resistance grows 

they won\'t stand up to are driving all of us 

people of Israel 

choice between anarchy and democracy. And they are 
drowning out legitimate questions about disengagement 
such as [Shin Bet head Avi] Dichter\'s warning this week 
that Samaria [the northern West Bank] could become like 
Gaza in the wake of a withdrawal. Even if democracy 
ultimately wins out 

choice could be that we will all lose. V" 


IV. "Why We've Chosen Civil Disobedience\" 


Settler leader Pinchas Wallerstein wrote in Jerusalem 
Post (January 5): Were anyone to suggest a transfer of 
Arabs from the tiniest of villages for the most 

important of security reasons 

immense outcry 

who consider themselves the guardians of human rights 
seem to exempt Jews in Judea 

the territories] from their patronage. IVve called 

the VEvacuation and Compensation Law\' immoral. Let me 
explain why. This draconian law was pushed through 
the Knesset using Stalin-like methods. It provides for 
refusing compensation to any Jews who protest being 
uprooted from their homes; it calls for three years\' 
imprisonment for anyone who remains in his or her home 
once the evacuation call has been made. This law is 
immoral 

legalize a crime which should never be repeated: the 
expulsion of Jews from their homes.... It is my opinion 
that thousands of soldiers will not find it within 
themselves to be partners in this endeavor. The damage 
Sharon and his government will have inflicted on 

Israeli society by placing them in this untenable 

position will require decades to repair. Nonviolent 

civil protest against immoral actions on the part of 

our government is the democratic right of all those 
privileged enough to live in a democratic country. V" 
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V. \"Still No Partnern" 


Conservative columnist Yosef Harif wrote in popular 
pluralist Maariv (January 5): “Іп a recent discussion 

of Middle East affairs at the National Security Council 
in Washington 

be strong enough to make compromise possible. Can 
anyone view Abu Mazen as a strong man? I am talking 
about a compromise acceptable to Sharon and the Likud 
not just about to Peres and most of his friends 

are prepared for a withdrawal almost to the 1967 lines 
and to the division of Jerusalem. In the meantime it 

is becoming clear that the Palestinians believe that 
time is on their side and that they therefore won\'t 
compromise. Abbas is the prisoner of a delusion that 
the U.S. 

influence in Iraq 

East 

to the Palestinians. Washington has promised Abu Mazen 
a visit to the White House after he is elected as the 
PalestiniansV leader. This will be a proper 

opportunity to check his true intentions and to let 

them face reality. V" 
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part of the Core Group 

was that he did not want this to be some sort of Indo-US 
condominium. | assured him that we coordinate with the 
Indians 


3. (C) On the ground here 

relationships with the Indians 

assert their own independence. The High Commissioner has 
made it plain that on the civilian side 

share information 

cooperation/coordination than that. When a number of 
bilateral donors formed a coordination group and nominated 
one member to be their liaison with the GSL 

stated that WIndian will not let anyone represent us." 


4. (C) It has been an extremely arduous task to get our own 
military relief effort up and running. We have now agreed 
with the GSL on how to proceed 

their equipment 

able to move forward quickly as soon as the ESG gets here. 
We have excellent communication and coordination with the 
Indians and other countries with military forces here. 
Attempts to turn this into some sort of joint (as opposed to 
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cooperative) effort would mean starting all over again. And 
| do not know if the GSL would think favorably of that 
concept. 


5. (C) The bottom line is: things are working well here. 
We and the Indians are good buddies and share all 
information. Our mil program is about to get off the ground. 
LetVs not try to fix something that is not broken. 
LUNSTEAD 
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that it contain a clause wherein the USG pledges not to 
stockpile in Oman nuclear 

The MFA likewise requests information on any Middle East or 
other states with whom the USG has concluded an HCA. The 
Ministry requests a revised text reflecting its proposed 
amendments before entering into direct negotiations. End 
summary. 


3. (C/NF) A/DCM met January 5 with Ambassador Talib Miran 
al-Raisi 

Conferences Department 

Country Agreement (reftels). Talib Miran 

primary interlocutor on the HCA issue back in 1999 before it 
went dormant 

Responsible for Foreign Affairs Yusuf bin Alawi to review the 
U.S. text. With his disarmament issues desk officer Abdullah 
al-Amri taking notes 

three changes the Minister requested 

additional question. 


4. (C/NF) On format 

prefers that the agreement be executed as an exchange of 
letters rather than MOU. He pointed out that Bin Alawi had 
made the same request in the successful Article 98 
negotiations with the USG in 2004, 


5. (C/NF) Regarding terminology 

of the term challenge inspection" in the HCA. A/DCM pointed 
out that the term comes directly from the text of the 

Chemical Weapons Convention 

a fundamental principle of the verification regime. Talib 

Miran understood perfectly the provenance of the term and had 
explained its relevance to the Minister 

nevertheless finds the term offensive. Talib Miran asked if 

it might be possible to use the term V'verification 

inspection 
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(Note: The Minister had a similar arbitrary objection to a 
key phrase in the Article 98 negotiations that required 
exceptional efforts to overcome. End note.) 


6. (C/NF) The third amendment sought by the Minister is 
addition of a clause in which the United States pledges never 
to V'stockpile chemical 

Oman" (Talib Miran\'s terminology). The Ambassador said Bin 
Alawi\'s reasoning behind the statement is that U.S. military 
assets are far less likely to be subject to a challenge 

inspection if there were nothing in the country that might 

attract unwanted attention. 


7. (C/NF) A/DCM inquired whether and when the Omanis would be 
willing to engage in direct negotiations with USG 
counterparts on the text (ref A 

replied that MFAVs preference is to receive a new text 
containing as much of the revisions requested above as 
possible. Once provided 

and seek to obtain permission to enter into direct 
negotiation (were further negotiations deemed necessary). 
Along with a revised draft 

helpful to provide Oman with information on which other 
states have signed HCA\'s. A/DCM pointed out that 
confidentiality provisions were a key element in our HCA\'s 
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as evident in the draft text provided. The Ambassador 

replied that any information would be better than none 

if it were simply a count of the existing agreements and 
indication of their geographical distribution. Obviously 

said 

states in the Middle East have concluded HCA\'s with the U.S. 
before Oman. 


8. (C/NF) A/DCM inquired whether Ministry of Defense (MOD) 
officials had participated in the 1998-99 deliberations on 

the HCA and whether they would participate in any future 
negotiations. Talib Miran replied that the MFA is the 
responsible authority for the CWC and 

had not shown interest in participating. He cited MODYs 
ambivalence as being a contributing factor for why the HCA 
negotiations slipped to the back burner in 1999. A/DCM 
pointed out that any challenge inspection on Omani territory 
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would almost certainly involve MOD facilities 

involvement in the HCA process a key element. Talib Miran 
replied that he would encourage MOD involvement and 
minimum 

Implementation of any HCA would be problematic without the 
full cooperation of the Ministry of Defense. End note.) 


9. (C/NF) The Embassy would appreciate the DepartmentVs 
response to the Omani suggestions and question raised above. 


BALTIMORE 
24952 


4. (U) Ministry of Education officials have told post that 

they will make a presentation on the program at the March 
conference of TESOL Arabia 

professional association 

benefits of the microscholarship program. Abu Dhabi 
Education Zone officials told post that they would submit a 
special portfolio on the Microscholarship Program to compete 
for an annual distinguished educational program award. 


5. (U) The English instruction for the special scholarship 
program is provided by ELS Language Centers. The teachers 
are all native speakers who employ current communicative 
language teaching methodologies 

activities to offer students a motivating alternative to 

more traditional approaches. The textbook used is V'About the 
USA 

publications that post provided to ELS for this program. 


6. (U) On October 16 Ambassador presented Microscholarship 
award certificates to students from the Abdul-Kader Al- 

Jazaeri Secondary School for Boys in Al-Mafraq and the AI- 
Mafraq Secondary School for Girls in Al-Shahama 

secondary schools located in outlying areas of the Abu Dhabi 
Emirate. 


7. (U) Comments from students: One girl told the Ambassador 
VWe feel important that the US government cares for us.\" One 
of the boys told the Ambassador 

there are more opportunities in the future to get similar 
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microscholarships because they were not selected. V" 


8. (U) As part of the Microscholarship guest speaker 
program 
discuss US holidays and similarities with local holidays. 


9. (U) On November 29-30 the Public Affairs Section invited 
the Abu Dhabi emirate scholarship students to the embassy 
for sessions on the history of U.S. immigration 

embassy and lunch. Four officers from the embassy assisted 
in facilitating the discussion. The background of the 

officers provided the boys and girls with examples of the 
diverse nature of America. The group consisted of junior and 
mid-level officers 

married to a Sudanese Muslim 

first generation Muslim-American born in Kabul. The students 
toured the embassy to learn about the buildingWs cutting- 
edge environmental features and had lunch in the cafeteria. 
A few days after the event post received a package of thank 
you cards and posters from each of the schools. 


10. (U) On December 7 PAO and NEA/PD Desk Officer presented 
Certificates of Award of Microscholarships for English 

Language study to twenty-five UAE girls at the Sawdh Bint 

Zamaa girls school and twenty-five UAE boys at the 

Scientific Islamic Institute 

Families of the students and officials from the Ajman 

Educational Zone were present as well. The partnership with 

the Scientific Islamic Institute is noteworthy as it is the 

first USG funded program of this type operating in the UAE 

at an Islamic educational institute for boys. 


11. (U) Comments from Ajman: The Islamic Scientific 
Institute Principal gave a warm welcome speech at the 
opening of the ceremony. In his remarks to the students 
selected from five Ajman schools 

learning English will allow the UAE people to better 
understand US society and culture 

educate Americans about Islam and Arab culture. 


12. (U) BPAO Dubai will visit both schools as guest teacher 
and try to arrange a visit to the consulate for the 
students. BPAO is arranging for UAE teachers that are part 
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of the Ajman Microscholarship Program to attend an upcoming 
teacher-training workshop in the UAE conducted by the RELO. 


13. (U) Post welcomes the opportunity for participating in 
subject program during the 2005/2006 academic year and would 
like to expand the program to include more students from 

other emirates. 


Sison 


24953 

with its perceived obligation to provide aid to both its 
VMuslim brethren\" in the tsunami-hit region and to the home 
countries of the majority of its expatriate workforce. End 
Summary. 


2. The GOK initially responded to the tsunami by pledging $1 
million in aid on December 26 

on December 28. On January 2 the GOK raised its pledge of 
aid to $10 million 

Qatar and Saudi Arabia. The GOK has not said if any 
additional aid is forthcoming. 


3. Aid to the tsunami victims has come from other sources in 
Kuwait 

societies representing the many expatriate workers in Kuwait 
who come from the affected region. Some examples include: 
Wataniya Telecoms pledge of 24 tons of aid to the Maldives 
Kuwait Airways CorporationVs assistance with transport of 
relief supplies 

Company and Al-Mullah Company 

donations 

and community groups such as the Kuwait Malabar Pravasi 
Congress and others. 


4. A January 3 Al-Qabas editorial took the GOK to task for 
being \"cheap\" with its aid 

commentary reflected the view that the GOK was not properly 
responding to a disaster that had affected so many of the 
people who have V'formed the workforce (in Kuwait) for the 
past 40 years." While some individuals have been reportedly 
reluctant to donate to Muslim charities for fear of being 
\"added to America's list of terror-supporting groups 

Kuwait Joint Relief Committee (part of the International 
Islamic Charitable Organization) had put together $100 

aid donations by January 5 and expects much more. 
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Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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(generators that came on-line before January 1 

Vnew energy (future generators and those that came on-line 
after January 1 

projects came on-line after the cut-off date for V'old 

energy" are sometimes referred to as V'Energia de Botox V" - 
i.e. 


THE FIRST TEST OF THE NEW MODEL 


5. (U) The December 7 \"old energy mega-auction 
newly-created Electrical Energy Commercialization Chamber 
(CCEE) 

GoB energy model. The 17 

VcaptiveW consumers -- primarily households and small 
businesses -- who represent a little over 6096 of current 
power demand 

distributors. (Note: Large industrial and commercial power 
consumers may negotiate power-supply contracts directly 
with the energy producers 

who did not sell their energy at the auction 

Free Contract Market (ACL). End Note.) 


6. (U) Brazilian Minister of Mines and Energy Dilma 
Rousseff publicly called the auction a V'success 

declared it would bring stability to the energy sector 

through longer-term contracts and lower consumer prices. 
The national average price for energy at the time of the 
auction was R$61/MWh. For the 8-year contracts auctioned 
the average results were as follows: 


Year Price %-of-Demand Contracted 
2005  R$57.51/MWh 98.9% 

2006  R$67.33/MWH 91.795 

2007  R$75.46/MWh 10096 


7. (U) Although there is currently a surplus of energy -- 

in part because recent rains have replenished the country's 
hydro reservoirs -- the auction resulted in even lower 

prices than either analysts or the GoB expected. Investors 
and analysts responded negatively immediately after the 
auction and stock prices for many energy companies plunged; 
in the three days after the auction 

Eletrobras (a parastatal and also the country's largest 
electricity generator) fell 21.596 and the electric power 
index on the Bovespa stock exchange fell 7.9%. Many 
analysts expressed concern that the prices were too low for 
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the state-owned companies to invest in future generating 
capacity and that the low prices would not attract private 
sector investment. Other analysts believe 

the Bovespavs quick return to pre-auction levels indicates 
that the market initially over-reacted to the results. 

They note that the prices were still substantially higher 
than the current spot price (Reais 18.59) 

adjusted for inflation 

bounds of the system\'s marginal cost of expansion (at 
current exchange rates). 


TWEAKING THE AUCTION RULES 


8. (SBU) One of the Directors of ANEEL (the Brazilian 
Electricity Regulatory Agency) 

Brasilia EconOff the low prices were the result of GoB 

rules for the auction. Averbuch does not consider it to 

have been a true auction since the rules created a 
Vpermanent imbalance" between supply offered by generators 
and demand. Indeed 

energy" from \"new energy 

the primarily state-owned companies whose debts were 
amortized and could thus offer lower prices. 


9. (U) The state-owned companies also did not face the same 
pressure as private companies in terms of bottom-lines and 
investment returns. During the auction itself 

participating producers reportedly dropped out after the 

first round of bids. We are not aware of any state-owned 
companies that withdrew from the pool even as the prices 
continued to drop. To the contrary 

subsidiaries were reportedly responsible for 65% of the 
energy auctioned. Although the GoB plays a central role in 
the auction 

directly with the generators. 


10. (SBU) During the auction 

a certain level 

withdraw their energy offer from the auction. Under more 
traditional rules 

forcing the price to rise again until enough power was 
offered to meet the demand. However 

mechanism that allowed it to keep forcing prices down. 
According to Averbuch 

keep demand less than the supply so that prices would 
continue to drop. The energy demand removed from the 
auction would then be met with power sold on the spot 
market rather than the long-term contract auction. 
PRIVATE SECTOR PERSPECTIVE 
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11. (SBU) U.S.-owned energy firms Duke Energy and AES told 
Sao Paulo EconOff they believe the GoB conducted the 
auction in a manner that favored state-owned generators and 
distributors. Duke Energy Director for Regulatory Affairs 
Paulo Born lends support to Averbuch\'s assertion of GoB 
manipulation of the auction rules. Born said that 

second phase of the auction 

demand while state-owned generating firms offered a 
consistent supply. This resulted in a downward pressure on 
bid prices that private companies found difficult to match. 
(Note: Although it is not clear how much of the energy 
demand was removed from the auction through this method 
many companies withdrew their energy supplies from the 
auction as the prices dropped and not all of the demand was 
met for contracts beginning in 2005 and 2006. End Note.) 
Born described the auction as a GoB play for political 
advantage and \"popular support\" by holding energy prices 
down. AES Vice President for Business Development Ricardo 
Lima told us that 

than anticipated prices 

distributors has improved 

distribution companies under the new energy model. He said 
the prospects for energy generation firms were still 
worrisome 

the country will be able to attract new investment. 


SHORT-TERM VS. MID-TERM PROGNOSIS 


12. (SBU) The Minister of Mines and Energy has publicly 
stated that the auction results will mean lower prices for 
the consumer. Many reporters have repeated the same 
prediction 

predicts that prices may drop 2.5%. Averbuch 

says the prices will probably not go down so much as they 
may just not rise as quickly. 


13. (SBU) Averbuch 

predict that Brazil faces a possible shortage of energy in 
the short-term (2008-2009) similar to the crisis the 
country suffered in 2001. This may be the case given the 
approximately 4 years a new hydroelectric plant -- the 
GoB\'s preferred type of power plant -- takes to progress 
from concession to operation 

drought leads to water shortages at the main reservoirs. 
The GoB did not solicit bids for the construction of new 
power plants during 2003 and 2004 

that of the 45 hydroelectric plant concessions auctioned 
between 1997 - 2002 

projects are delayed because of environmental licensing 


Column 3 

problems. While a new thermal power plant can be built in 
2 to 3 years 

as emergency back-up. 


14. (SBU) In the medium-term (2010-2012) 

predicts precisely the opposite problem 

model the GoB has reserved for itself the role of 

predicting how much new generation capacity is needed. 
These predictions will be made by a newly formed and 
purportedly independent Energy Research Enterprise (EPE). 
The GoB plans to auction concessions for new power plants 
to supply energy based on the EPE energy consumption 
projections. Averbuch fears that because the GoB will 

likely over-estimate the energy needs based on overly 
optimistic economic growth projections 

energy surplus by 2010 that will lead to a ballooning bill 

for contracted energy. 


UPCOMING “NEW ENERGY" AUCTION 


15. (U) Although there is considerable concern over the 
results of the December auction 

upcoming auction of V'new energy" even more closely. The 
Vnew energy" auction is expected in March or April for 
contracts beginning in 2008 and 2009 

conduct up to four additional auctions during 2005 for 
contracts to supply estimated new future demand. Wary of 
the timeframe to bring new generation capacity on-line 

the new auction the GoB will only solicit bids from 
companies with already-approved environmental licenses. 
However 

with approved licenses 

whether to construct the new plants is pending the results 
of the next auction. 


COMMENT 


16. (SBU) While the results of the December \"old energy" 
auction were less than encouraging 

little option but to minimize their losses and make their 
peace with the new model. Beyond the lower than expected 
prices 

manipulation of the auction rules and the influence of the 
large 

outlook for private investment hinges more on the results 

of the V'new energy" auction 

much confidence private investors have in the new model. 


DANILOVICH 
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of Indian deaths continues to increase. End Summary. 


Consular: India-Wide Effort to Locate Americans 


2. (0) All consular officers across India have been engaged 
in a nightly 

US who have inquired about loved ones 

locate the missing. As a result of this country-wide 

approach 

the last 48 hours 

down to less than 200 by Thursday morning 

Delhi will transfer responsibility for all open cases back to 
ConGen Chennai. Reconsolidating responsibility should help 
focus consular\'s efforts and avoid potentially dropped-balls 
as officers work to account for the remaining missing. All 
New Delhi consular officers lent to other posts in the region 
(including one who was vacationing in Phuket and stepped in 
to provide ACS support) are expected back on the visa line by 
Monday 


Tsunami Science 


SIPDIS 


3. (U) At the Ambassador\'s January 4 briefing 

demonstrated considerable interest in tsunami alert/warning 
systems and US collaboration with India to develop sea level 
monitoring systems (reftel). The \"Times of India" misquoted 
SciCouns stating that V'we had a proposal from India to set up 
a network of tidal ocean level gauges in the Bay of Bengal 

but in fact we have not yet received any formal Indian 
proposals for cooperation in this area. On January 6 

Mission expects to learn more about the team of experts that 
Department of Science and Technology Secretary V8 Ramamurthy 
plans to call together to advise the GOI on monitoring 
systems. 


Watching Where the Aid Goes in Sri Lanka 


4. (U) While GOI disaster relief for Sri Lanka has been a 

source of pride for Indians 

Subramanian Swamy has expressed concern over which parts of 
the country New DelhiVs assistance reaches. On December 30 
Swamy reportedly requested the GOI to ensure that its aid 

does not make its way to the LTTE or the Tamil Rehabilitation 
Organization (TRO) 
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also urged the US to look into the role of the TRO in the 
United States as a conduit for aid to the LTTE. 


Death Toll in India Climbing 


5. (U) The Ministry of Home Affairs (MHA) reported that 
through January 4 
tsunami 


SIPDIS 

The MHA also revised the number of missing to 5 
5 

Nicobar Islands. 


Andaman and Nicobar: \"98% Done" 


6. (U) Despite the number of individuals still missing 

Admiral Raman Puri 

(IDS) 

that 98 percent of immediate relief work in the Andaman and 
Nicobar Islands had been completed. The GOI noted that 
search and rescue and relief operations are coming to an end 
and the next phase of recovery and reconstruction operations 
are underway. International NGOs are still prohibited from 
operating in the Nicobar Islands 

sensitive. 


The Neighbors Pitch in For India 


7. (C) On January 4 media reports indicated that Indian 
helicopters 

country to the Andaman and Nicobar Islands alone 

via Burma. The GOI confirmed this to DAO 

MI-17 helicopters stopped for refueling in Rangoon before 
proceeding to the Islands. India has also reportedly 
received similar support from Bangladesh for helicopter 
operations from Bangladesh. 


Only the Beginning in Indonesia 


8. (C) India\'s relief for Indonesia 

just getting underway 

Two Indian Navy vessels 

which the GOI converted to a hospital 

which left from Chennai on December 31 carrying tents 
blankets 

have reached or will soon arrive in Aceh 
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Defense officials told DAO that Indian assistance for 
Indonesia will be expanded. 

MULFORD 
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understood the GOI could not provide entirely. Brauzzi 
expressed concern over the impact of SOF training on local 
populations and infrastructure in Sicily. DoD advised that 
Sicily\'s existing ranges do not fulfill SOF requirements 
there may be a requirement for modifying existing rules 
creating new facilities. Brauzzi reminded the US that Italian 
forces are subject to flight ceilings for training purposes 
and that our proposals for low-level flight training (50 


100 

concerned with proposals for over-the-beach assault training 
with live-fire 

alternative location for some proposed SOF training. Brauzzi 
questioned whether areas around Sigonella and Augusta Bay 
could accommodate an increase in personnel 

the MFA and MOD would need to consult with local authorities 
on an increased US presence. He raised a number of questions 
on the geographic scope of SOF projection 

with NRF objectives 

non-combatant evacuation 

will need 

would be EUCOM or SOCOM. 


IMPORTANCE OF NATO & NEED FOR A CLEAR CHAIN OF COMMAND 


12. (S) The US side welcomed Italian views on how to 
strengthen NATO transformation through GDPR 

that U/S Grossman kicked off US GDPR consultations in 
December 2003 at the NAC 

transformation and our defense realignment were mutually 
reinforcing. Brauzzi acknowledged the possible NATO aspects 
of the US proposal as a \"plus 

potentially confusing chains of command vis a vis US SOF 
forces in Italy 

EUCOM 

his experience during OEF of not knowing whether EUCOM or 
CENTCOM was his appropriate interlocutor for a given mission. 
Italy now knows how to better manage that process 

GOI needs a familiar and consistent interlocutor. The 

Italians assume EUCOM will always have say in whatever SOF 
operations might be launched from Italian territory. 


13. (S) Pavel stressed DoD is working to eliminate rigid 
lines between commands and to reinforce relationships among 
commanders. EUCOM is working to tailor capabilities to deal 
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with challenges emanating from other theaters 

helping European allies to deal with security challenges in 
those regions. However 

able to eliminate all seams between SOCOM 

for Sigonella-based operations. To address BrauzziVs point 
about ltalyVs interest in Africa 

to develop a series of access points in sub-Saharan Africa to 
build mobility in an East-West fashion. The proposed network 
of CSLs in sub-Saharan Africa would provide greater access 
for C-130s to respond to humanitarian crises and other 
contingencies. With respect to non-combatant evacuations 
US side acknowledged that we are sensitive to host country 
needs wherever we have forces. 


MORE DATA AND DISCUSSION WELCOME 


14. (S) The Italians were pleased at the level of detail 
provided by the US side 

details on chain of command 

range of requirements for Sigonella once those details have 
been worked out. Pavel and Bue promised to provide US 
positions on those key issues in writing in advance of the 
next meeting 

response. Brauzzi suggested the working group reconvene in 
Rome at the end of January 

and IT MOD technical experts meeting in the interim to work 
out some technical issues 

briefed to the full working group in January. He also 
suggested the working group visit Sigonella during the next 
visit. Brauzzi described the discussions as fruitful and 
noted he is now in a better position to report to his 
authorities. When asked if our proposals were realistic 
Brauzzi said the GOI needs to fully consider important local 
dimensions and the US proposal will require strong bipartisan 
support in Italy 

in Italian governments. He believed that there was 
sufficient bipartisan consensus to move forward with 
discussing US proposals 

remain focused on the issue as talks continue. 


15. (5) Comment: This first working group meeting on the SOF 
consolidation aspects of the GDPR was viewed as successful by 
both sides. The Italians appreciated the consultative spirit 


of the US presentation and welcomed the level of detail on 
what the US is looking to do at Sigonella. As we move 
forward with this process 

the spirit of partnership and to keep the Italians fully 
informed of our thinking. As long as our Italian 
interlocutors feel they are a partner in this process 
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we are responsive to their concerns 

agreements like the 1954 BIA remain the unchallenged basis 
for discussion 

requests. They have already contacted Post to inquire about 
the US paper (including discussion of political and legal 
aspects of SOF consolidation) to set the stage for the next 
Working Group meeting 

to be addressed. End comment. 


16. (SBU) Participants: 


Italy: 

Claudio Bisogniero 
Bureau 

Giovanni Brauzzi 

Pier Mario Dacco 
Francesco Tafuri 

Felice Soldano 

Captain Giovanni Gumiero 
Relations Office 

Major Vincenzo losca 
Brigadier General Marco Bertolini 
MoD 


U.S.: 

PM DAS Kara Bue 

OSD Principal Director for Strategy Barry Pavel 
Bill Roege 

Anne Bonfante State/PM 
Nathaniel Heller State/EUR 
Anthony Aldwell 

Lt Col Alan Bridges 

Maj Brian Bruckbauer 
Chris Kinsley 

Jonathan Cohan 

Susanne Rose 

Col. Roy Panzarella 

Capt. Patricia Battin 


(U) This cable has been cleared with DAS Bue and Principle 
Director Pavel. 
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it\'s Islamic but doesn\'t make any money 

admitted 

Chairman said that the most difficult part of running an 
Islamic bank was finding staff who understood principles of 
banking and of Islamic law (sharia). He said the bank 
provides internal training to address this problem. 


Sukuk: Islamic Bonds Used for Project Finance 


4. (U) The KFH officers described the growing trend of using 
Islamic bonds 

bonds are generally being used for projects with long-term 
medium-to-high rates of returns. The individual bond-holders 
have an ownership in the asset and the bonds can be traded as 
a receivable. KFHVs Bahrain-based subsidiary just 
participated іп a sukuk issue for the \"Durrat Al-Bahrain\" 
island resort project 

for other projects in the region. Al-Mukhaizeem said the 
Bahraini government has used sukuk bonds for government 
project and that KFH has worked with the governments of 
Bahrain 

spoken with the Central Bank of Kuwait about sukuk financing 
according to Al-Mukhaizeem 

The KFH officers said that the project financing 

opportunities in Kuwait were limited due to the amount of 
bureaucracy involved in any project. 


KFH Talks the Talk on Terror Finance 


5. (C) Ambassador raised USG concerns about terror financing 
and the KFH officers said that KFH takes its responsibilities 
very seriously and coordinates with the Central Bank 

and U.S. financial institutions such as Citibank to make sure 
itis in compliance with all terror finance and anti-money 
laundering legislation. Al-Omar said that all transfers in 

and out of Kuwait were closely regulated. With no personal 
taxes in Kuwait 

underground economy and thus no reason to hide assets or move 
cash across borders. With Know Your Customer (KYC) 
regulations 

information from customers than they traditionally wanted to 
give 

regulations 

Visit Embassy KuwaitVs Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Column 3 
LEBARON 


24961 

24962 

Dubai businessmen were not against the FTA; rather 

wanted to ensure that the final product was a good one. 
Al-Tayer highlighted several concerns that he said were being 
raised by Dubai merchant families. Among them: inadequate 
information sharing by the UAEG negotiators; a perception that 
the USG position was inflexible; fears that a bilateral FTA 

might endanger DubaiVs access to the Saudi market and further 
isolate Saudi Arabia; concerns about the agency law; and worries 
that an FTA might lead to even greater numbers of Indians and 
Pakistanis moving to Dubai. End Summary. 


Buy-In from Businessmen 


2. (C) DCCI President Obeid Al-Tayer expressed concern to Consul 
General December 29 that the concerns of Dubai businessmen and 
merchant families were not being taken into account by the UAE 
negotiating team. \"When we tell them we want to be a part of 

the process 

government officials can be a part of the negotiations. But we 

are concerned that our bureaucrats may not be our best 
negotiators and may not have sufficient knowledge of what is 
important to our business community." Warning that \"these 
negotiations are not going to be easy 

be very important to secure the buy-in of the business 

community 

whatever agreements were signed. CG pointed out that while it 
might not be possible for business to be present at the 

negotiating table 

the UAEG with input on their views and concerns. It would be 
natural for the views of businessmen to be taken into 

consideration. 


3. (C) AI-Tayer said he thought the businessmen were being cut 
out because UAEG officials believed they were against the 
agreement. This was not true: as he himself had recently told 
Dubai Crown Prince Mohammed bin Rashid (MbR) and UAE Minstate 
for Foreign Affairs Hamdan bin Zayid (HbZ) 

there has been a political decision to go ahead with the FTA 

and we are not against that decision; we just want to ensure 

that the final agreement is in the best long-term interests of 

the ΠΑΕ. Asked how МБВ and HbZ had responded 

they had been supportive 

there was little point in discussing the concerns of the 
businessmen because the U.S. had a standard FTA that it signed 
with every country that couldnt be altered. If Ambassador 
ZoellickVs comment during his visit that the U.S. \"doesn\'t take 
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a Vcookie-cutter approach is true 
have misinformed the Sheikhs.\" 


GCC Concerns: Don\'t Alienate Saudis 


4. (C) Al-Tayer asked why the FTA could not be negotiated with 
the entire GCC rather than bilaterally with each country. There 
was a perception 

countries into doing it bilaterally in order to divide and 

thereby weaken the GCC. Assuring Al-Tayer that there was no 
truth to that conspiracy theory 

understanding that the decision to negotiate bilaterally had 
been strongly supported by the UAEG because it was the only 
realistic way of getting an FTA in a timely fashion. Weren\'t 
those in Dubai who talked about the need to go through the GCC 
essentially saying that they were opposed to the FTA in 
principle 

doing so would delay the agreement indefinitely? 


5. (C) Acknowledging that there might be some truth to this 
perception 

to it than that. The biggest concern in Dubai was to avoid 
endangering DubaiVs access to the Saudi market. Whatever 
happened with the FTA 

manage the Saudi reaction. Dubai was extremely vulnerable in 
this regard; Saudi Arabia was DubaiVs second biggest export 
market after Iran. According to certificates of origin issued 

in Dubai 

10.5 billion 

reached UAED 13.5 billion -- and that didn\'t even include 
\"national products 

added in Dubai (according to the GCC customs union rules 
\"national products\" are allowed duty-free entry to other GCC 
countries 

collected by the receiving country.) Dubai had a manufacturing 
sector that was dependent on the Saudi market for up to 70 
percent of its sales 

Saudis were to retaliate to a bilateral FTA by requiring their 
imports to go through Saudi ports 

would be finished 


6. (C) There were other reasons why it made sense to \"work with 
the Saudis rather than pushing them to close up 

proposed. \"We want the Saudis to be more integrated with us 
less; we believe that through engagement with them we can slowly 
change their culture -- just as we have become more tolerant and 
cosmopolitan through our history of interaction with other 
cultures." 


Agency Law 
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7. (C) Al-Tayer said there were many misperceptions regarding 
DubaiVs concerns about the Agency Law. First among them was 
that this was a VDubai only" issue. In reality 

percent of registered agency relationships were in Abu Dhabi. 
Secondly 

\"scrap\" the Agency Law altogether 

the UAEG negotiators seemed willing to consider. It would be 
one thing to offer a waiver to US companies as part of the give 
and take that the FTA would bring. But why should negotiations 
with the U.S. lead to instant benefits 

to European or Indian companies? That is what would happen if 
the Agency Law were \"cancelled\" as part of the FTA negotiating 
process. In response to a direct question 

CG\'s impression that there was essentially no one in Dubai who 
was opposed to granting new-to-market US companies wanting to do 
business in Dubai an exemption to the Company and Agency Laws in 
the context of an FTA; the only concern was finding a mechanism 
for protecting existing agency and company relationships. Even 
in those cases there was no desire to force an unsatisfied 
company to remain with agent that was not providing acceptable 
service; rather there was a desire to find a mechanism for 
ensuring that the relationship was being broken due to genuine 
failure on the part of the agent rather than something more 
\"arbitrary.\" 


Immigration Concerns 


8. (C) A final concern raised by Al-Tayer was a fear among 
Dubayyans that an FTA with the U.S. might lead to a huge influx 
of Indians moving to Dubai from their home country. The danger 
as he saw it 

mechanism for moving their extended families from their home 
countries to Dubai. \"It is one thing if we are talking about a 
manufacturing operation 

Indian descent will open grocery stores and shops and then bring 
all of their cousins and nephews to staff them...this 

(immigration from India) is a very sensitive matter for us.\" 
When CG questioned why an FTA with the U.S. would have any 
bearing on UAE policies regarding admission of guest workers 
from India 

businesses here had the right to bring in guest workers 

that it was his understanding that granting \"national treatment\" 
to US companies would allow them to do the same. 


Comment 


9. (C) Some of Al-Tayer\'s concerns appear to reflect a 
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fundamental misunderstanding of a bilateral FTA (namely that the 
U.S. would negotiate market access on behalf of other countries 
and that national treatment equates to an unrestricted 
immigration right). USG officials have addressed both questions 
in informal conversations with the UAEG 

they understand that neither is the case. Given the UAEGVs 
concerns about demographic imbalances 

they will -- even inadvertently -- assume that national 

treatment equates to an unlimited immigration right. 

Al-Tayer\'s comments about access to the Saudi market demonstrate 
the effectiveness of the Saudi campaign in raising tension among 
Dubai businesses. In our conversations with the UAEG 

they have stressed their intention to move forward with a FTA 
and their belief that the Saudi problem" is one that can and 
should be addressed at the technical level and for which there 
are reasonable solutions. 


10. (U) This message was coordinated with Embassy Abu Dhabi. 
DAVIS 
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political liberty -- all freedoms are connected." 


3. (C) Lajolo made clear that China is the Holy SeeVs 
priority religious freedom concern. He pointed out that 

the Holy See had repeatedly made known to China that they 
had nothing to fear from greater freedom for Catholics. 

He noted that the Chinese often cite Poland as an example 
of how the Church helped topple a communist government 
that the two cases were completely different. The Vatican 
has pointed out that the percentage of Catholics in China 
is minuscule compared to Poland -- 8-30 million in a 
country of well over a billion people -- but this has yet 

to assuage Chinese anxieties. 


4. (C) Ambassador Hanford observed that he has devoted 
considerable focus to China and has visited the country 
twice 

Chinese authorities. Hanford said he has heard a standard 
litany of four reasons why no progress in possible: Holy 
See relations with Taiwan 

Chinese saints on a sensitive day for the Chinese 
government 

for this decision 

gesture toward the Chinese government. Hanford said he 
understood that in regard publicly stated its willingness to shift relations from 
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Taiwan to the PRC swiftly should the Chinese open up that 
possibility. He said he also emphasized to Chinese 
authorities that the PopeVs apology for the date of the 
canonization had been strong and was more than might have 
been expected. 


5. (C) Lajolo noted that the Vatican receives occasional 
signals from the Chinese that they want to get in touch and 
begin a dialogue with the Embassy in Rome 


never sure who they will be dealing with and whether the 
contact would be authorized or could be a trap in which the 
Chinese authorities could accuse the Vatican of trying to 
work through sec ret channels. Lajolo said the Holy SeeVs 
impression was that attitudes at the top of the Chinese 
hierarchy were more open to contact 

and lower levels 

Ambassador Hanford noted that senior officials with whom he 
had met often displayed a naive view of Christianity and 

the differences among various Christian groups. Overall 
Hanford noted that he had been disappointed with the 
Chinese response to the concerns the U.S. had raised. 
Lajolo shared Hanford\'s disappointment 

Church\'s responsibility to V'try and try again.V In a 

separate meeting 

Justice and Peace noted that the Chinese are aware of the 
presence of Catholic priests in China for professional 
reasons. For example 

currently serve on Chinese university faculties 

presence offers the Holy See a small window into the country. 


6. (C) Asked about the situation in Saudi Arabia 

inclusion on the list of countries of particular concern 
(CPC) was welcomed by the Holy See 

wanted to nudge the government even though they were taking 
some positive steps. He cited the SaudisY efforts to 
replace school books that described other faiths in 
VhorribleV' ways. Hanford noted that he had met with the 
Italian ambassador to Saudi Arabia 

working with Catholic communities in Saudi Arabia to 
facilitate private Catholic services. He said the Saudis 
know Masses are taking place and that there are priests in 
the country; they are willing to tolerate this as long as 

no further effort is made to regularize their presence and 
activities. Lajolo said he appreciates that the Saudi 

royal family is under pressure 
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vital for Catholics and other Christians to be able to 
worship without fear in the kingdom. 


7. (SBU) In separate meetings with Under-Secretary Frank 
Dewane of the Pontifical Council for Justice and Peace and 
the Vatican-linked Sant 

that although the situation in some countries may look 
acceptable on paper 

priests and religious communities is frequently much 

worse. Dewane said he had reviewed the most recent IRF 
report and found that the assessments were not always as 
\"crisp\" as they could be. He feared that international 
political pressures came into play in some country 

reports. He suggested that the Holy See might be more 
critical of certain countries 

that of Pakistan and India. Hanford responded that the U.S. 
strives for complete accuracy and honesty in drafting the 
report and would welcome Vatican information and feedback 
if officials felt the report was at all WwhitewashingW a 
country\'s record. 


8. (C) Using virtually identical language 

and Sant 

emphatically \"not to let Pakistan off the hook.\" Citing 
Pakistan\'s blasphemy laws and persecution of Christians 
Dewane said many Pakistanis who had been charged under the 
blasphemy ordinances were forced to flee the country in 


fear of their lives rather than fight the charges in 
Pakistan. In the broader Middle East 

that the U.S. must recognize the growing flight of 
Christians from the Middle East. \"Parents do not see a 
future for their children there 

(Catholic) Bishop El-Hachem in Lebanon recently told 
Dewane that \"soon there\'ll be no one left.\" 

Dewane pointed out that it is a human rights violation 

to be driven out of oneVs country. 


While the Holy See continues to have problems in India 

said the Vatican views the IRF country report on India as 
encouragement to the new Indian government to go further in 
protecting its religious minorities and continuing the 
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repeal of non-conversion laws as was recently seen in Tamil 
Nadu. 


Juridicaaries and 

thus the growth and reach of the church. Sant'Egidio reps 
pointed to problems in Sudan 

working for several years to protect churches and 

Christians. Sant\'Egidio\'s Fabio Riccardi cited two 

instances where his direct appeal to contacts in the 

Sudanese government had saved Christian churches from the 
bull-dozers. 


10. (C) Ambassador Hanford\'s participation in Embassy\'s 
conference on religious freedom and his meetings with 
Vatican officials reinforced a crucial area of common 

interest between the USG and the Holy See and helped focus 
attention on problem areas. Rooted in its interest in 
ensuring freedom for Catholics to worship worldwide 

Holy See has become a strong advocate for freedom for all 
faiths. Embassy greatly appreciates Ambassador Hanford\'s 
engagement and will maintain a close dialogue with the Holy 
See to share perspectives on areas of concern where the 
Holy SeeVs Won the ground" perspective may offer insights 
on ways forward. 


HARDT 
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sure this argument would override Elyashiv\'s other concerns. 


2. (C) If Elyashiv decides against UTJ joining the coalition 
-- a decision he could reach January 6 -- Sharon could 
re-open negotiations with Shas 

that party into the coalition are poor since it remains 

firmly opposed to the disengagement plan. Sharon could ask 
former coalition partner Shinui to return to the fold 

would face strong opposition within his own party to an 
entirely secular Likud-Labor-Shinui coalition 

Likud rejected August 18. Sharon would face similar 
opposition from his party if he tries to advance a simple 
Likud-Labor coalition. Sharon could call for early 
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elections 

disengagement plan by at least the minimum 111 days required 
by law to hold elections 

In addition 

elections. Finally 

his minority one-party government 

support from informal coalitions for his budget and the 
disengagement plan. 


3. (C) The senior official highlighted that Sharon had made 
a serious tactical error in using an attorney inexperienced 
with the Haredi community to negotiate with the UTJ. The 
lawyer 

for sharp budget bargaining notwithstanding 

actually have religious and moral concerns that transcend 
finances. The official 

Haredi community 

he assist in the coalition negotiations with the UTJ. The 

UTJ MK added separately that broken trust between Elyashiv 
and Sharon is so deep that even a face-to-face meeting now 
would not help. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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to criticize. We must look at positive things 

Israel's \"Haaretz\" daily in an interview published on 
Tuesday. “In my estimation 

their intentions are good 

"they want to take part in the peace process 

to resume talks without preconditions 

positive Israeli response.V Papers report that the Israelis 
gave a cool response to the TurksV proposal for mediation 
urging Turkey to first help in bringing an end to terrorism 
supported by Syria and Palestinians. The Israeli side also 
reportedly rejected the idea of short-term talks with Syria 
preferring instead to concentrate efforts on the 
"Palestinian track The Israeli side ecouraged Turkey to 
play an active role in Gaza following the planned withdrawl 
by Israeli forces. According to V'Sabah 
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could include training 

security reforms 

force. In a joint news conference with his Israeli 
counterpart 

already very good. Our trade volume has reached $2 
billion. Gul noted that Turkey is the second most popular 
destination in the world 

last year. `The friendship between the two countries is 
solid 

large delegation of Turkish businessmen and lawmakers. On 
Wednesday 

FM Nabil Shaath 

Organization (PLO) leader Mahmud Abbas 

expected to win next Sunday's presidential election. The 
FM\'s visit to Israel is expected to pave the way for a visit 
to the region by PM Erdogan later in the year. Meanwhile 
Islamist-oriented \"Zaman\" reports State Department 
Spokesman Adam Ereli\'s comments calling for Turkey to 
contribute to ensuring the end of attacks by terrorist 
groups operating in areas under Palestinian control. 


US-Turkey-lraq security meeting to take place in Ankara: US 
State Department Undersecretary William Burns told Turkish 
officials during his recent visit that there are options 

other than a military operation that could diminish the PKK 
terrorist threat in Iraq 

American and Iraqi officials are to meet in Ankara January 

11 to discuss ways to address the terrorist presence in 
northern Iraq. A large US delegation is expected to visit 
Ankara for the meetings next week 

\"Cumhuriyet.\" 


Turkish truck driver killed in Iraq: A Turkish truck driver 
was killed in an ambush north of Baghdad on Tuesday 
report. The Turkish trucker 

immediately available 

with the US military. Thus far 

lives in Iraq in ambushes or at the hands of hostage takers. 


Possible Cabinet Revision: The press continues to circulate 
reports that PM Erdogan intends to shuffle his cabinet 
perhaps even as early as today. \"Cumhuriyet\" speculates 
that four ministers 

leave the Cabinet 

switch positions. Some predict that the Prime Minister will 
present a new Cabinet list to President Sezer in a meeting 
scheduled to take place this afternoon at the Presidential 
Palace. 


New Turkish penal code brings jail terms for politicians 
speaking in Kurdish: Recent amendments to the Turkish Penal 
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Code (TCK) 

in December 

sentence of up to 20 years for politicians who speak in 
Kurdish during election campaigns 

Some articles in the new penal code constitute a violation 
of the European Convention on Human Rights 

report. 


Debates on a presidential regime for Turkey: The ruling AK 
Party has come under fire in the press for backing a shift 

to a semi-presidential form of government. \"Cumhuriyet\" 
quotes critics of the proposal 

could bring a more authoritarian form of government to 
Turkey. 


US Embassy in Sofia "saves\' fugitive Turkish businessman: 
Turkish police are expected to demand from Bulgaria the 
extradition of Yahya Murat Demirel 

who had been on trial for embezzlement. Demirel 

under a travel ban because of his ongoing court case 
detained in Bulgaria over the weekend for illegally entering 
the country. Islamist-oriented \"Yeni Safak\" claims that the 
US Embassy in Sofia intervened to secure the release of 
Demirel\'s wife 

citizen. 


EDITORIAL OPINION: 


2 US-Turkish Relations 

? The US and Tsunami Relief 

? The Ukraine Election 

VAdjustments and Common Interests With the US\" 

Sami Kohen observed in the mass appeal \"Milliyet\" (01/05): 
\"Turkey-US relations need to be adjusted based on the two 
countries common interests. We should be aware that Turkey 
and the US are currently not on the same frequency. In 

fact 

during the Cold War. New problems surfaced (the Kurdish 
establishment in Northern Iraq 

for example) that pushed Turkey and the US apart. How could 
the needed adjustments be made? There needs to be dialogue 
of course. But first 

points. The US should accept the fact that many things have 
changed in Turkey. These changes include Ankara\'s 
unhappiness with US policies 

level 

Turkish people. Turkey should accept the reality of US 
interest and activity in this region and try to solve 

problems with the US as an ally rather than by showing its 
constant displeasure. The visit of the US Deputy Secretary 

of State to Ankara can be considered as a step on this path. 
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Although no concrete result came out of the visit 

decision to continue to meet and discuss gives us hope that 
a new process - that will be based on common interests -- is 
on the way." 


“The Tsunami is more Photogenic than Fallujah\" 

Мега! Tamer wrote in the mass appeal \"Milliyet\" (01/05): 
“Тһе numbers roll across the bottom of the screen - 94 
dead in Indonesia 

India 

that the numbers can always go higher! In recent days there 
has been a rush for TV ratings in coverage of the tsunami. 
Television around the world continues to show the same 
images -- the bloated bodies 

orange crates.If someone is looking for swollen bodies 

have more than we could possibly want in Fallujah - bodies 
that lay in the streets like that for weeks. But Fallujah 

isn't as photogenic as South Asia. It doesn\'t give good 
pictures. Even their outfits aren\'t as colorful as they are 

in Asia - so monotonous and dreary! And what can we say 
about the assistance comedy? The US administration 

9.0 earthquake 

private donations. How quickly has it been forgotten that 

13 billion dollars were sent to the state of Florida 

following the three hurricanes that struck there last year? 
After pressure from the UN and international aid 
organizations 

would raise its assistance to 15 million 

dollars. Then the braintrust of the Bush administration got 

a bright idea. According to an article in \"The New York 
Times 

may be able to repair the negative and shocking images it 
has created for itself in Iraq. The US Administration 

leaving the UN out 

Assistance Team and 

Marshall Plan 

Bush Administration started throwing money around 

its assistance contribution to 350 million dollars. In 

coming days 

screen the image of tender-hearted American soldiers 
lowering assistance packages to victims. Be prepared for TV 
images of US soldiers springing out of the American naval 
fleet to bandage the wounded and give milk to little babies 
and for assistance packages with US flags to be dropped from 
US planes. Wevre in the media age! Images are everything! 
Looking at it from the humanitarian perspective 

kind of universal disaster that calls for a blank check for 
unlimited assistance 

human being has come out immediately. There were even those 
who were inconvenienced by the fact that this natural 
disaster fell during the New YearVs holiday. Because US 
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President Bush and his sidekick 
holiday 

after a delay of 3 days.V 


VA Troublesome Election" 

Zafer Atay commented in the economic-political \"Dunya\" 
(01/05): \"Moscow has not yet let go of Ukraine 

it has been an independent country for more than 10 years. 
The reasons for this are obvious. Ukraine has valuable 
resources for Russia 

Eighty percent of the natural gas Moscow sells to Europe 
including to Turkey 

far 

good relations with Russia. Yushchenko also kept these good 
relations with Russia during his time in the Ukrainian 
government. Sensing the public resentment against Russia 
however 

promised to move Ukraine closer to the west and to apply for 
NATO and EU membership. Naturally 

the Kremlin. There was even an attempt to kill Yushchenko 
by poisoning him. In short 

many of its former republics to NATO and the EU 

want to lose Ukraine as well. In order to melt the ice with 
Russia 

visit after he is sworn in will be to Moscow. But even this 
announcement has not managed to soften up Putin." 


EDELMAN 
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praised China as a big country that does not act like an 
empire. End Summary. 


2. (U) President Hugo Chavez visited China December 21-26 
meeting with Chinese President Hu Jintao 

ex-president Jiang Zemin 

officials. Chavez signed eight agreements in Beijing that 

will reportedly lay the foundation for giving Chinese oil 
companies preferential access to oil and gas projects in 
Venezuela as well as in the development of infrastructure 
projects. (Note: The Chinese National Petroleum Corporation 
(CNPC) currently operates two oil fields in Venezuela.) The 
press has reported that China and Venezuela also reaffirmed a 
commitment to the development of a second orimulsion (a 
water/extra heavy crude mixture used for electrical 


Column 3 
generation) plant by the Chinese in Venezuela. 


3. (U) With respect to oil exports 

would look to build an oil pipeline through Panama to 
facilitate oil exports to China. After 100 years of U.S. 
domination 

exports at ChinaVs disposition 

become the world\'s second largest importer of crude oil. 
Chavez said Venezuela would continue selling oil to the U.S. 
Vbut not only to them.\" (Foreign Minister Ali Rodriguez 

later told reporters that Venezuela would increase production 
to accommodate increasing sales to China so as not to disrupt 
service to its V'traditional partners. V") 


4. (U) China\'s Minmetal and Venezuela\'s Corpozulia also 
agreed to increase coal production in Zulia State and to 
explore the possibility of an alliance to expand the iron and 
steel industry in Guayana. Separately 

credit for USD 40 million to buy Chinese farm tools and 
machinery for small- and medium-sized farms in Venezuela 
while the Chinese agreed to loan Venezuela USD 700 million 
for house construction. The Chinese also agreed to 
increased investment for the construction of a Venezuelan 
national railroad. 


5. (U) Speaking at a press conference 

national heroes Mao Tse Tung and Simon Bolivar would have 
been friends if they had known each other V'because their 
thoughts 

from the same source. If Bolivar had lived a few more 
decades 

Citing Mao\'s dictum about every country learning to walk on 
its own two feet 

price to be free and not follow the decisions coming from the 
Washington consensus and the International Monetary Fund 
(IMF). He again criticized U.S. \"imperialism\" and called 
capitalism \"the path to hell 

being a big country without being imperialistic. Chavez 
described himself as \"Bolivarian 

also reaffirmed Venezuela\'s \"one China\" policy and opposition 
to Taiwanese independence. 


6. (C) In trying to follow his \"multi-polar world\" foreign 
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policy 

sympathetic to his anti-U.S. message. He is also playing his 
oil card. While Chavez clearly wants to diversify 
Venezuela\'s oil export market away from the U.S. 

that China would be the optimal partner from a strictly 
business point of view. The cost of shipping heavy 
Venezuelan crude to China 

with tooling Chinese refineries to receive it 

large. However 

figure less and less in the policy decisions of the GOV. The 
future of Venezuela\'s patented orimulsion fuel is a case in 
point. Stating that it wished to optimize the stateVs return 
on each barrel of extra heavy crude produced 

in the past year to terminate orimulsion expansion deals with 
the Canadians and the Italians. Despite this 

above 

second orimulsion plant by the Chinese. If this project 
moves ahead 

bent of Venezuela\'s energy policy. 

Brownfield 


24970 

to pass a first Knesset reading also leaves the option open 
for the GOI to quickly move along with the law as currently 
drafted should negotiations with the U.S. fail. An initial 
reading of the Budget and Economic Arrangements Law is 
expected as soon as coalition talks have been finalized. 
MOITL staff estimate that the third and final reading of the 
law would not occur until the end of February. 


6. (S) Comment. While Olmert has modified the terms of his 
proposal he is still predisposed to getting back to the 
bargaining table. Olmert\'s reformulating of his own offer to 
\"withhold\" the bill shields him from criticism by domestic 
industry. Motivation for moving ahead with the legislation 

as currently drafted may be based on the Ministry of Justice 
legal opinion that the legislation fulfills all TRIPS 
commitments and thus avoids potential WTO trade disputes. 
End Comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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before. End Note.) Although the move mostly affected the 

six ministers who were suspended in November 2004 after being 
cited by a parliamentary report on official corruption (Ref 

A) 

(PPRD) and the Congolese Rally for Democracy (RCD-Goma) made 
additional changes. Post will provide bio information on key 
ministers septel. 


REPLACEMENTS DUE TO PARLIAMENTARY REPORT ON CORRUPTION: 


Minister of Mines - Ingele Ifoto (political opposition) 
replaces Eugene Diomi 


Minister of Energy - Pierre Muziumba Mwana Hembe (PPRD) 
replaces Kalema Lusona 


Foreign Trade - Chantal Ngalula Mulumba (RCD-N) 
Roger Lumbala (Note: Ngalula is reportedly LumbalaVs wife. 
End Note.) 


Public Works and Infrastructure - left vacant (MLC) 
pending replacement of Jose Endundo. End Note.) 


Transport - Eva Mwakasa (political opposition) 
Joseph Olengankhoy 


University and Higher Education - Jean-Pierre Lola Kisanga 
(RCD-Goma) 


REPLACEMENTS DUE TO RCD-GOMA RE-DESIGNATION OF MINISTERS: 


Minister of Defense - Adolphe Onusumba (RCD-Goma) 
Jean-Pierre Ondekane 


Minister of Economy - Floribert Bokanga (RCD-Goma) 
Emile Ngoy 


Labor - Boniface Balamage Nkolo (RCD-Goma) 
Jean-Pierre Lola Kisanga 


REPLACEMENT DUE TO PPRD RE-DESIGNATION OF MINISTERS: 


Health - Emile Bongeli ye Ikelo (PPRD) 
Moleko Moliwa 


REPLACEMENT DUE TO VACANCY: 


Social Affairs - Laurent Otete Omanga (political opposition) 
replaces Ingele Ifoto 


COMMENT 
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3. (SBU) The shuffle came as no surprise to Kinshasa 
observers 

corruption 

leaders. It is unclear whether the continued vacancy at 

Public Works (a slot reserved for Vice President Jean-Pierre 
Bembavs Congo Liberation Movement) means Bemba is still 
trying to keep Jose Endundo 

and adviser 

not yet decided on a replacement. The outgoing PPRD Health 
Minister was widely perceived as ineffective. The new 
RCD-Goma Ministers of Defense and Economy are closer to Vice 
President Ruberwa than were their predecessors 

remained in Kinshasa in August when Ruberwa and other 
RCD-Goma officials temporarily suspended their participation 
in the transitional government. END COMMENT. 

MEECE 
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with the 0.6. The UAE Gulf News also covered remarks by the 
Saudi Finance Minister on January 4 by citing the minister as 
saying 

some GCC states with countries outside the council undermine 
the GCC and weaken its negotiating position. This echoes 
comments made by Saudi Foreign Minister Saud AI Faisal at the 
December 3 - 5 V'Gulf Security Dialogue conference in Manama 
(Ref B). 


3. (U) GOB officials and representatives were quick to 
respond to the Saudi accusations. In a January 5 Gulf Daily 
News article 

VArticle 31 of the GCC law regulating economic co-operation 
fully supports Bahrain\'s right to sign a bilateral agreement. 
(Bahrain) has every right to ratify the agreement and | urge 
members of the parliament and Shura Council not to be 
influenced by others who try to stop the deal.\" On January 

5 

Vfive of the six GCC countries have agreed that after the 
refusal by the U.S. of collective negotiations with the GCC 
bloc 

in order to ensure the common interests of the region. The 
accord to consider such conditions in free trade agreements 
between GCC states and the U.S. as exceptional was reached by 
the GCC financial and economic committee at its 66th meeting 
in Manama on December 18.1" 


4. (C) Director of Economic Planning at the Ministry of 

Finance and National Economy Youssef Hamoud told Econoff on 
January 5 that Bahrain understood going into the negotiations 
that re-exporting U.S. goods to other GCC states would result 

in application of a tariff. He stated Bahrain signed the 
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agreement to increase foreign direct investment 

re-export goods tax free. He said there is misunderstanding 
and misquoting taking place in the newspapers. When asked to 
comment on the Saudi reaction 

understandable as they are feeling left out especially since 
Oman and UAE also plan to start FTA negotiations soon with 
the U.S. Hamoud urged Econoff to inform appropriate USG 
officials that Washington should support Saudi ArabiaVs bid 

to become a member of the WTO. 


5. (U) Business leaders appear unfazed by the Saudi reaction. 
One banker told Econoff that a Saudi lack of economic 
liberalization could benefit Bahrain as foreign companies 
might be more apt to relocate to Manama from the eastern 
province. Other business representatives are urging 
immediate ratification of the FTA in order to get a head 

start on their neighbors in Oman and the UAE. 


6. (C) Comment. Bahrainis from both the public and private 
sector reaffirm their commitment to proceeding expeditiously 
with ratification and implementation of the FTA. In fact 

the King said so directly to the Ambassador January 3 (Ref 
A). However 

their large neighbor to the west. Many Bahrainis have taken 
up a call for closer U.S. engagement with the Saudis on WTO 
accession 

Saudi ArabiaWs more local concerns. 


MONROE 
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REF: (A) VIENNA 4198 (B) VIENNA 4200 


1. SUMMARY: AUSTRIAN COURTS HAVE AGAIN ORDERED THE 
RETURN OF A CHILD UNDER THE HAGUE CONVENTION 

TO HER FATHER IN POLAND. THIS MARKS THE THIRD TIME IN 
2004 THAT THE AUSTRIAN GOVERNMENT HAS ORDERED THE RETURN 
OF A CHILD UNDER THE HAGUE CONVENTION 

OF ARTICLE 13B 

WHICH COULD OCCUR BECAUSE OF A RETURN. THIS IS ALSO THE 
SECOND TIME IN AS MANY MONTHS THAT A LITTLE GIRL WAS 
ORDERED RETURNED TO HER FATHER. THIS MAY BE THE LAST 
HAGUE RETURN CASE IN AUSTRIA TO BE HEARD BY A REGULAR 
COURT ?S OF JANUARY 1 

DESIGNATED COURTS WHICH HAVE RECEIVED SPECIAL TRAINING 
WILL HANDLE HAGUE RETURN CASES. END SUMMARY 


2. ACCORDING TO THE SUPREME COURT DECISION 
VANITA J.\" WAS ABDUCTED BY HER MOTHER IN JULY 2003 
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BROUGHT TO AUSTRIA 

WORKING. THE PARENTS HAD BEEN LIVING APART WHILE THE 
MOTHER WORKED ABROAD. ANITA WAS BEING RAISED BY HER 
FATHER 

FOR A SHORT VISIT AND WHILE THE FATHER WAS TEMPORARILY 
AWAY 

DIVORCE IN POLAND IN SEPTEMBER 2003 

GRANTED CUSTODY 

FINALIZED. 


3. THE CASE MOVED EXTRAORDINARILY QUICKLY COMPARED TO 
OTHER HAGUE CASES IN AUSTRIA. THE FATHER DID NOT FILE 

FOR RETURN UNDER THE HAGUE CONVENTION UNTIL SOME TIME 
AFTER THE MOTHER FILED FOR DIVORCE 

CUSTODY DECISION BECAME FINAL IN JANUARY 2004. THEN 
JANUARY 28 

A RETURN 

THAT THE FATHER ABUSED ALCOHOL AND THREATENED THE CHILD. 
THE FATHER WAS NOT HEARD IN COURT 

THE CHILD WAS THE CHILDYS OWN MATERNAL AUNT. AN APPEALS 
COURT NONETHELESS UPHELD THIS DECISION ON MARCH 3 

AND DISMISSED THE FATHER\'S ASSERTION THAT HE HAD NOT BEEN 
HEARD IN COURT. ON OCTOBER 29 

SUPREME COURT RULED IN FAVOR OF AN EXTRAORDINARY APPEAL 
(THE APPEALS COURT HAD INITIALLY RULED OUT FURTHER 
APPEALS) AND ORDERED THE LOWER COURT TO REVIEW THE CASE 
AND TO VERIFY THE MOTHERVS CLAIMS 

FATHER. 


4. THE SUPREME COURT RULING EMPHASIZED THAT THE 
CONVENTION IMPLIES THAT THE RETURN IS IN ITSELF GOOD FOR 
THE CHILD\'S WELL-BEING 

CANNOT ITSELF BE GROUNDS FOR INVOKING ARTICLE 13B. IT 
ALSO CITED THE PURPOSE OF THE CONVENTION IN DETERRING 
ABDUCTION BY FACILITATING THE RETURN OF THE ABDUCTED 
CHILD. THE SUPREME COURT CONCURRED WITH THE FATHER\'S 
REQUEST THAT THE MOTHER\'S ALLEGATIONS SHOULD FIRST BE 
VERIFIED. THE FATHER CLAIMS THE MOTHER IS LIVING 

ILLEGALLY IN AUSTRIA 

WAS ULTIMATELY REMANDED TO THE LOWER COURT FOR SOCIAL 
CIRCUMSTANCE REPORTS ON BOTH PARENTSY LIVING CONDITIONS 
AS PROVIDED FOR IN ARTICLE 13. THE AUSTRIAN SOCIAL 
WORKERS HAVE ALREADY COMPLETED THEIR REPORT; THE POLISH 
REPORT IS PENDING. IT IS POSSIBLE THAT BY THE TIME THAT 
REPORT IS COMPLETED THE POLISH DIVORCE DECREE GIVING THE 
MOTHER CUSTODY WILL ALREADY HAVE BECOME FINAL 

THE MOTHER TO TRAVEL TO POLAND AND TAKE BOTH LEGAL AND 
PHYSICAL CUSTODY OF THE GIRL. 


5. EMBASSY COMMENT: IT IS INTERESTING THAT THE AUSTRIAN 
SUPREME COURT HAS FINALLY STATED CLEARLY FOR THE BENEFIT 
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OF LOWER AUSTRIAN COURTS THAT ARTICLE 13B ?HICH 

PROVIDES THAT A RETURN MAY BE DENIED IN CASES WHERE THE 
CHILD WOULD BE PUT IN GRAVE RISK IF RETURNED ?OES NOT 
APPLY MERELY BECAUSE THE CHILD WOULD BE (ONCE AGAIN) 
UPROOTED FROM HIS/HER CURRENT HOME (THUS OTHERWISE 
REWARDING THE ABDUCTOR FOR CREATING THE STATUS QUO). WE 
NOTE THAT AS OF JANUARY 1 OF THIS YEAR ALL HAGUE RETURN 
CASES ARE CONSOLIDATED INTO 16 COURTS 

RECEIVED SPECIAL TRAINING ON THE HAGUE CONVENTION. 


6. EMBASSY COMMENT CONTINUED: THE REPORTING IN THIS 

CABLE WAS FACILITATED BY THE EXTRAORDINARY COOPERATION WE 
RECEIVED FROM THE AUSTRIAN COURTS. THE SUPREME COURT 
FAXED US A COPY OF THE COURTS DECISION UPON OUR REQUEST 
AND THE LOWER COURT READILY PROVIDED US WITH AN UPDATE ON 
THE STATUS OF THE CASE WHEN WE CALLED. END COMMENT. 


BROWN 
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the MFAVs technical studies of the two texts were finished 
and that they had been forwarded to the Ministry of Legal 
Affairs for review. V'They are out of our hands 


2. (C) A/DOM pointed out that the G-8 Counterterrorism Action 
Group (CTAG) was going to focus on the Middle East region in 
its April meeting (according to the local UK Embassy) 

that the resident G-8 Ambassadors would be strongly 
encouraging Oman\'s bringing the two outstanding conventions 
into force as soon as possible. Noting that a collective G-8 
demarche on the Legal Affairs Minister could be in order 
A/DCM urged the MFA\'s support in concluding Omani government 
action on the Convention for the Suppression of the Financing 
of Terrorism and the Convention of the Suppression of 
Terrorist Bombings. 


3. (SBU) The Embassy will report any further developments on 

these conventions 

conversation with interested G-8 embassies (particularly the 

UK as current CTAG chair). 

BALTIMORE 
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4. It is important that all visitors carefully read the information and instructions prov 
5. Early morning check-in: For those coming from Washington 


6. Arrivals: We expect to be able to provide transportation for official visitors at the 


7. Documents required: Diplomatic and official passport holders must have Greek 


Column 3 
8. Embassy access: Embassy Athens has installed a new identification badging : 


9. Regional Medical Office: The Health Unit at the Embassy is fully staffed. A Sta 
10. Currency: Greece is a member of the European Monetary Union 

11. Office space/laptops/mobile phones: Office space in both classified and uncla 
12. Presidential Directive - Trafficking in Persons: All TDY personnel are reminde 
13. Security information: 

A. Embassy Athens is designated \"critical\" for indigenous terrorism. In the past 
B. Over the past year the U.S. Embassy has experienced numerous bomb threats 


C. Crime is rated medium!" in Greece. For ΤΟΥ visitors 


D. Traffic in Greek urban areas 
Walles 
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contact V" with Iraqi officials in Baghdad if they want to 

get their foot in the door. He encouraged the Bulgarians 
to restore their non-military presence in Baghdad as soon 
as possible. He told Shuleva that after the January 
elections the GOB should invite high-level Iraqi officials 
and ministers to Sofia in order to establish contact with 
their Iragi government counterparts. 


4. (C) COMMENT: This meeting was one more example of 
Bulgarian eagerness to land serious contracts for Iraqi 

which several high-level Bulgarian officials have expressed 
to us in recent months. We have encouraged the Bulgarians 
to take advantage of their commercial competitiveness 
especially in the defense sector 

cautioning them that Bulgarian firms cannot expect to be 
handed contracts on a platter. 
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-- Death: Israeli troops killed one Palestinian militant 
January 5 near the Erez Crossing between Israel and Gaza 
after he reportedly fired at IDF troops patrolling in the 

area. 


-- Injuries: Israeli media reported that eight Palestinians 
were injured in Bayt Lahia on January 4 by an IDF tank shell 


Column 3 
(see \"deaths\"). 


-- Injuries: According to Israeli news sources 
soldiers were injured by Qassam rockets fired near the 
Gaza-Israel border on January 5. 


-- Shootings: According to the IDF 
incidents January 4-5 in Nisanit 
crossing 


-- Explosions: The IDF reported that it found an explosive 
device in Rafah on January 4 

Israeli troops also reportedly discovered another explosive 
device and several hand grenades overnight near the Erez 
Crossing. At least one device exploded overnight January 
4-5. 


5. (SBU) INCURSIONS/DEMOLITIONS: UNRWA reported that on 
January 5 

road in Northern Gaza and are reportedly bulldozing the area 
around the Palestinian checkpoint at Erez. 


6. (SBU) BORDER CROSSINGS: 


-- Route Four (Salahadeen Road) 
artery 
Junction. 


-- Erez Crossing was closed for both internationals and for 
Palestinians January 5. 


-- The Erez Industrial Zone remained closed January 5. 


-- Sufa Crossing was closed for Palestinian laborers January 
5 
construction. 


-- Karni Terminal was open 

January 5. 

-- Rafah Terminal was closed for arrivals and departures 
January 5. 


-- Tel al-Sultan checkpoint was closed January 5. Toufah 
checkpoint was closed for residents of al-Mowassi. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
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Classified SIPRNET website. 
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prisoners 

four men convicted of pre-treaty terrorist murders be 
included. The arrangements may not be made in time for a 
visit by Silvan Shalom 

timing of which Israeli diplomats say privately is driven by 
Shalom\'s vanity. End summary. 


2. (C) Royal Court Minister Samir Rifai told CDA on January 
4 that King Abdullah 

directed that Jordan\'s ambassador to Tel Aviv be returned as 
Soon as practicable after the January 9 Palestinian 

elections 

onus was on the government to figure out how to get out of 
what Rifai readily described as V'the box Jordan had put 
itself" in by linking the return to impossible demands 

related to the release of four Jordanian prisoners held by 
Israel for pre-peace treaty terrorist murders. As reported 
reftel 

face saving-way to do so 

the four. 


3. (C) Israeli Ambassador Yacov Handelsman confirmed to CDA 
on January 5 that in line with press reports 

working with the GOJ to prepare for a visit by Foreign 

Minister Shalom to Amman next week. Handelsman said that the 
GOI was \"definitely prepared to do something" on the release 

of some other Jordanian prisoners now that the GOJ had shown 
some flexibility. Handelsman noted 

political and procedural obstacles could prevent movement on 
the prisoner issue in time for ShalomVs proposed visit to 

Jordan 

driven more by ShalomVs concern that DPM Olmert\'s visit to 
Amman last week upstaged him in his self-perceived role as 

the manager of Jordan-Israel relations. A Jordanian MFA 
spokesman told the press January 3 that al-Mulki had informed 
Shalom that \"the Israeli government must take an initiative 

that would facilitate the visit and guarantee its success by 
releasing Jordanian prisoners. V 

HALE 
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mission has been discussing the issue at several levels with 
the Israeli government and with other unspecified \"friends\" 
in the hope of convincing the GOI that the prisoner issue is 
of paramount importance. 
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2. (C) Abu-Wandi said that King Abdallah truly recognizes 
that full diplomatic relations with Israel are in Jordan\'s 

best interest 

the release of the prisoners as part of the deal. Asked 
whether a prisoner release would be enough of a gesture 
itself 

said yes. Asked if any other issue equaled that of the 
prisoners 

of the ambassador 

bilateral issues remain unresolved 

importance vis-a-vis the ambassador issue. Asked whether 
Jordan would extend an invitation for Shalom to visit absent 
a prisoner deal 

scenario 

privately that it is willing to release the prisoners 

Jordan to then invite Shalom to visit 

then be made public 

of its ambassador. 


2. (C) COMMENT: While Abu-Wandi was paying his first call on 
pol/c 

raising the prisoner issue 

hopes its \"friends 

clear to the GOI the need for a prisoner release. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


KURTZER 


24982 

24983 

operation 

mosques by insurgents in Fallujah and questioned 
inappropriate statements about coalition efforts in Iraq. 
Arinc responded by underscoring the importance of bilateral 
relations and the need for the U.S. to trust Turkey as a 
strategic partner. End summary. 


2. (C) The Deputy Secretary led off by noting an irony in 
U.S.-Turkish relations. While there is more reason than 
ever to consult 

has done what is needed to consult or to give new vitality 
to the relationship. The U.S. desires increased 
consultations 

or a number of other issues. 


Column 3 

3. (C) Arinc averred in response that the relationship 

based on traditional ties and a strategic partnership 
stronger than ever 

The two sides know each other much better now. Aside from 
historical shared fate in Korea 

can deny the U.S. support for Turkey\'s EU avocation. Arinc 
himself unfailingly receives every Codel 

at whatever level. Two years ago he received Speaker 
Hastert and telephoned him recently when Hastert was 
passing through Turkey. 


4. (C) He 

among all Turkish politicians in wanting to strengthen 
relations with the U.S. 

time Turkey\'s parliamentary decisions may differ from the 
desires of the Turkish government 

respect this element of democracy. For instance 

2003 the parliament rejected the GOT motion to allow 
deployment of U.S. troops through Turkey 

didn\'t create bilateral problems. In any event 

operation went ahead and in the spirit of protecting Iraqi 
territorial integrity and supporting democracy and 
reconstruction 

roads to the flow of supplies to Iraq. 


5. (С) Iraq is a close neighbor 

religion 

intense interest and Turkey\'s great regret at the 100 
(sic) deaths in Iraq since the operation started 
especially the deaths and suffering of Muslim civilians. 
More than 70 Turkish truck drivers have been killed and 
security has not been achieved. Recently 

security personnel were killed on the way to Baghdad. 
While U.S. assistance in this incident is recognized 
Turkish public continues to make its concerns about the 
general situation known to MPs and it is impossible to 
remain indifferent to this pressure from the public. 


6. (C) What makes the situation even more difficult were 
the pictures of the incidents in Fallujah\'s mosques 
pictures and film of suffering women and children in 
Fallujah 

prisoners at Abu Ghraib. It is impossible to remain 
insensitive to the sharp reactions among the Turkish 
public. While PM Erdogan 

expressed their reactions in a way \"not to hurt relations 
with the U.S." (sic) 

remarks 

operation as genocide by parliamentary human rights 
committee chairman Elkatmis. This remark was a mistake 
but we have to appreciate that sometimes people express 
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what they feel. 


7. (C) The Deputy Secretary answered that it is precisely 
because we value Turkey\'s and the Turkish parliamentVs 
views that he wanted to visit. The U.S. understands the 
pressure on Turkish MPs. The U.S. also wishes the same MPs 
had been so outspoken during all the years when Saddam was 
committing true genocide against his own people. 


8. (C) Regarding Abu Ghraib 

soldiers stained our honor 

It\'s indeed upsetting for all of us to see pictures of 
destroyed mosques. But the misuse of mosques as arms 
depots and firing points is also a problem. 


9. (C) Arinc responded defensively. My sensitivities are 
formed by what | see in the media 

carried out its operation in the name of peace 

\"100 

is a sincere view 

We are all aware Saddam was a dictator. Elkatmis made a 
mistake 

of the parliament or government. The U.S. should trust 
Turkey\'s friendship. Turkey cannot be underestimated. We 
are an honest country. We are the best partner for 
strategic cooperation. You should believe this. 


10. (C) Turning to Iraqi elections 

Deputy Secretary agreed on the importance of holding the 
elections according to schedule. Arinc emphasized that the 
Sunni boycott is a wrong approach. Turkey is trying to 
convince the Sunnis to participate and Arinc noted his own 
lobbying efforts with Iragi Sunnis in this regard. 


11. (C) Rushing to get in the last word 

for more border crossings between Turkey and lraq. Turkey 
wants northern Iraq to be free of threats to Turkey 
exasperated at having its views not taken into account. 

But in the end it is the Turkish-U.S. partnership that is 
important for solving regional problems 

the Middle East in general. The Deputy Secretary responded 
that 

U.S. would be sending a strong delegation to the Jan. 11 
trilateral talks in Ankara to discuss how to eliminate the 

PKK threat. 


12. (U) This cable was approved by the Deputy Secretary. 
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up the West Bank. Only after order is re-imposed there -- 
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within 20 days -- would Yusif turn his attention to Gaza 

setting up his headquarters there \"until the job is done. V 

In a drop-by 

the investigation of the October 15 

personnel in Gaza. He stressed that although the United 
States stands ready to assist Abu Mazen 

concerns make it extremely difficult to operate effectively 

on the ground in PA territory. Yusif agreed that law and 

order must be job number one for the PA 

the Ambassador\'s assessment that the Palestinian people 
themselves need security if their society is to grow. He 
predicted that security during the January 9 presidential 
election will pose little problem because Abu Mazen maintains 
such a commanding lead in the race. The real challenge 
stressed 

PLC elections 

faction has a commanding lead and where militants may choose 
to press their cases by violence. Accordingly 

forces must gain control by March. End Summary. 


2. (C) Pol/C and Poloff met at length recently with National 
Security Force (NSF) Major General Nasser Yusif 

military officer in the Palestinian Authority security 
establishment 

a primarily social call beginning at the Embassy and then 
moving to Pol/CYs home. (Note: Yusif is the number two 
ranking military officer within the PLO 

Tunis-based MG Ahmed Afani 

Arafat\'s death 

Yasser Arafat. Yusif\'s membership on the Fatah Central 
Committee makes him the de facto more senior officer.) 
During a brief drop-by 

for progress in the investigation into the October 15 

attack on Embassy personnel and expressed his hope that PA 
security efforts will have a wider 

Palestinian society as a whole. The Ambassador explained 
that 

Embassy is working to hold on to funds for major water 
projects that were put on hold following the deadly October 
15 

He urged the PA to make all possible efforts to resolve the 
investigation and to re-impose law and order so that current 
U.S. funding will not be lost and future funds can be 
effectively utilized. 


Open to Possibilities 
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3. (C) Yusif said һе had refused then-Chairman Arafat\'s 
request in 2003 to become minister of interior because there 
was 

Now 

desire to work must be coupled by your (the United States) 
desire to help." With little or no law and order evident in 

the streets 

one concern today. He added that during a recent visit to 
Gaza 

could not even go to pray in the mosque in Gaza City without 
armed guards. During his several years as senior NSF 
commander in Gaza in the mid and late V90s 

observant Yusif attended daily prayers with little or no 
escort. For the first time 

rapes 


4. (C) The GOI 

priorities in the coming months by virtue of the demands 
Israel makes of the Palestinians. Should he be appointed 
interior minister 

focus his attention first on the West Bank as the \"easier\" 
task that would V'take 20 days\" to clean up. Once that task 
was complete 

Gaza 

establishment of law and order. If Israel 

that Gaza security must -- by virtue of the withdrawal 
continued rocket fire into Israel 

first 

Bank Was is\" for the time being in order to focus his full 
attention on Gaza. If Israel wants to test us 

force the PA to take on Gaza first 

want orderly 

\"clean\" the West Bank first. As a very first step 

Yusif referred to as the armed (presumably criminal) gangs 
operating in the territories must be V'crushed immediately. V 
The PA will only then 

taking on the militants step by step 

mistakes. Yusif acknowledged that unless the PA establishes 
security to prevent attacks against evacuating Gaza settlers 
disengagement could grind to a halt 

suffer heavy IDF responses to attacks. 


5. (C) Yusif said he recognizes both the need for a 
comprehensive security operations plan \"from day one 
that both the GOI and the donors will be looking for results. 
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He acknowledged that while donors are ready and willing to 
assist 

a single approved 

rather than through piecemeal 

individual security chiefs. Yusif indicated that the message 
had been received and said that the "apathy within Fatah\" had 
come to an end. \"Arafat tactics won\'t work for us.... Abu 
Mazen is very serious. He acknowledged 

(Yusuf) currently has no authority to undertake such a 
planning and organizational effort 

issue such a mandate prior to being elected PA President. 


6. (C) Yusif said he is confident that 

interior minister 

expeditiously 

results 

will make the maximum effort. Yusif predicted that the 
January 9 presidential elections will pose little security 
problem because Abu Mazen commands such a wide lead that the 
election is not in doubt or up for grabs. The real 

challenge 

elections 

elections 

where militants may choose to press their cases by violence. 
He predicted that 

elections will not be peaceful because they involve real 
political competition and too many armed factions are ready 
to fight. Accordingly 

by March. 


7. (C) Abu Mazen 

decision to act and then \"be off the hook 

details of security implementation to his subordinates. 
Yusif acknowledged that the March time frame is 
extraordinarily short. Asked whether it is realistic 
responded simply that the effort must be made. He added that 
the GOI 

with the PA in the past four years 

(unspecified) personal relationships to facilitate 
cooperation 

VAllow us to have a security establishment 

personalities 

of the District Coordination Offices (DCOs) and other 
Palestinian-Israeli security cooperation mechanisms. Yusif 
said he hoped that the GOI has learned to V'stay out of 
Palestinians affairs\" and \"stop trying to manipulate" the 
militant groups. 
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8. (C) Yusif added that he could not overstate the 
importance of the prisoner issue to the Palestinian people 
and to an Abu Mazen government. He differentiated between 
those prisoners who have conducted \"military operations 
helped military operations 

The latter group 

prisoners 

small group in jail. He estimated that the so-called normal 
suspects comprise some 11 

Palestinian prisoners in Israeli jails. He also called for 
maintenance of labor flows from the territories into Israel 
as critical to Palestinian well-being. 


9. (C) Yusif said that he has inherited the title of supreme 
commander of all the armed forces as most senior officer 
remaining in the PLO upon the death of Yasser Arafat 

him in a unique position 

command the respect of the various security services and 
begin addressing law and order. (Note: Yusif is also a Fatah 
Central Committee member and is religiously observant.) 
Fatah 

position must be the ultimate security authority in the PA. 
The Ministry of Interior has two roles 

and one security/military. Yusif acknowledged that a trusted 
administrator 

from among Fatah Revolutionary Council members 

should be appointed to run the actual administrative and 
civil elements of the Ministry 

running the security elements. 


10. (C) As he told ConGen pol chief (reftel) 
would consolidate all security-related elements into three 
branches under the Interior Ministry: 


-- the blue-uniform police 

Organization (PSO) 

-- the general intelligence service. 

-- the green-uniform national security (or public security) 
forces 

called the marines). Several other elements 

military intelligence and special forces 

technically part of the public security forces now but 
operate autonomously 

Security Committee (with Israel) would be integrated into the 
public security forces. 
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11. (C) Yusif said that in order to press ahead with what he 
anticipates will be the difficult task of bringing security 

to the territories 

control over the third branch 

collectively as the public security forces. These forces 
currently fall under the commands (at least nominally) of MG 
Mousa Arafat in Gaza and MG Haj Ismail in the West Bank. 
Yusif suggested that 

both commanders could be moved to senior staff jobs under 
him 

he turns his attention to Gaza 

headquarters there to maintain more effective operational 
control over what he said is a far more difficult task than 
subduing the West Bank. The other two security branches would 
be under Interior Ministry authority 

direct operational control of their designated chiefs 

would report to the interior minister. The Mukhabarat 

is currently outside the Interior Ministry 

which is technically already part of Interior 

limited to gathering and developing intelligence only 

than taking actions in the field as they currently do. 


12. (C) Every commander 

to demonstrate his competence -- \"even Mousa (Arafat). V. If 
the commander does not perform as instructed or up to 
expectation 

He cautioned 

responsible for actions during the Intifada would be a recipe 
for failure as no one would be clean enough. ArafatVs legacy 
is that almost everyone is tainted by how they were forced to 
operate for the last 40 years. Yusif was nonetheless 
confident that there are sufficient competent people with 
whom he could effectively staff a ministry. 


13. (C) Yusif was skeptical that Muhammad Dahlan would or 
should again have a position of authority in a future Abu 

Mazen administration. Dahlan has no experience 

and failed in his previous tenure as minister of state for 
security. As an example of DahlanVs lack of stature 

cited the November attack on Abu Mazen in the Arafat mourning 
tent in Gaza City 

\"standing right there.\" Many more-senior and more competent 
officers stand ahead of him 

Yusif continued. Furthermore 

corruption without talking about Dahlan.\" Yusif opined that 
Dahlan might again rise to a senior position in the next 10 

to 15 years. In the near term 
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Dahlan to move ahead would be for the Fatah Conference to 
elevate him or else for him to successfully run for a seat in 
the PLC. 


14. (C) Noting that the GOI and others had pressured Abu 

Mazen into bringing Muhammad Dahlan into Abu Mazen\'s previous 
government to run security 

able to appoint someone whom he trusts and with whom he can 
work. That relationship will be extremely important 

throughout the spring and summer months 

services must be able to ensure law and order during the 

municipal elections 

Conference. 


15. (C) Yusif warned that Wextreme measures\" might 

have to be taken in the order to assert control and revive 

the unity of the legitimate armed forces 

particular. Yusif said that he would expect \"reasonable 
help\" from the GOI in his endeavor. The Palestinian people 
Yusif continued 

hardships 

Vdisorders and failures.V The situation has long been 
untenable 

Fatah conference in August 

must take decisions then. Should we proceed with the peace 
with Israel or not?\" A portion of that question would be 
answered by Israeli actions in the coming months 

The best option would be for the Party Conference to be held 
simultaneously with a resumption of the political track 

that the PA leadership could show the people some results. 


16. (C) BIO NOTE: Yusif 

was once a hearty eater 

lunch 

from excess V'uric acid.\" He now eats only vegetables and 
fish. He described no other symptoms or conditions affecting 
his health or capabilities. 
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success 

and the US were working together for success and 
vein 

opinion 


3. (C) Having just visited Iraq 
provided Ozkok with his assessment of the situation. Deputy 
Secretary Armitage said that he had asked PM Allawi 


SIPDIS 

met in Amman before traveling to Iraq 

reach out to Sunni Arabs. Allawi provided a sober 
presentation 

political leaders. All were arguing for a delay in the 
elections 

the interim to ensure a successful outcome. Their lack of a 
plan led Allawi to the conclusion that there was no point in 
a postponement. 


4. (C) The Deputy Secretary said that he came away from his 
meeting with the IECI impressed with Iragis\' courage and 
commitment 

successful elections that he had before. He admitted that 
Ninewah (Mosul) and Anbar remained problem areas 

these provinces elections were still possible: for example 
more troops were being dispatched to Mosul to improve 
security 

centers were being discussed for Anbar. 


5. (C) The Deputy Secretary explained that he had changed his 
itinerary in order to talk to Kurdistan Democratic Party 

(KDP) leader Masood Barzani about his threat to boycott the 
Kirkuk provincial elections. He told Barzani in a direct 

manner we would be very unhappy if the KDP forced elections 
in Kirkuk to be postponed. Although the Deputy Secretary 

said that he was not sure whether he convinced Barzani 
observers at the session judged that BarzaniVs position 
softened as a result. In fact 

after the meeting that V'we will find a compromise" on Kirkuk. 


6. (C) Ozkok responded by saying that TGS shared the Deputy 
Secretary\'s assessment in large part. He noted that there is 


SIPDIS 
a danger of the Kurds pushing their aim for an independent 
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Kurdistan too far 

responsibly in the end. On Kirkuk 

the elections because they have failed to alter the ethnic 
balance in the province. However 

should be decided by all Iraqis. Ozkok believed that the US 
could convince Barzani 

and stubborn 

the US had leverage with Sunni Arabs to convince them to 
participate in elections. The Deputy Secretary agreed 

added that we were looking to friends like Turkey and Jordan 
to speak publicly about the need for Iraqis to participate. 

All of IraqYs neighbors 

appeared prepared to support such a statement at their Jan. 6 
meeting in Jordan. PM Allawi has said that he would like a 
statement that calls on all Iragis to participate in 

elections held on time. 


7. (C) Ozkok asked whether the US had a plan in the event 
there was little Sunni participation in the elections. The 

Deputy Secretary said that there was no \"plan B.\" Polling 
data showed that with adequate security significant Sunni 
participation was possible in Baghdad and Ninewah; Anbar was 
more difficult 

Burns added that Sunni participation is likely to be lower 

than that of Kurds and Shia 

security is sufficient. 


8. (C) PM Allawi learned two lessons from the operations in 
Fallujah 

received much less \"political blow-back\" than he expected. 
The lesson here was that the PM should use his authority 

more 

competent people who were succeeding. The lack of leadership 
has been a problem for the security forces 

Secretary said. The IIG was considering bringing back former 


SIPDIS 

regime officers to address this problem 

was uncertain. Ozkok said what Iraq needed was a developed 
armed forces. The Deputy Secretary disagreed 

police were needed to take the lead. Ozkok noted that in 
Turkey 

then Turkish governors have the option of turning to the 
military for help. In Iraq 

alone would be enough. 
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Mosul and Syria 


9. (C) The Deputy Secretary asked what TGS was hearing from 
its liaison officers with Task Force Olympia (TFO) in Mosul. 
Ozkok said that he has heard of a build-up of coalition 

forces and unconfirmed media reports that the coalition plans 
to arm Kurds to allow them to protect themselves. He assumed 
that a military operation would begin soon \"to calm the city" 
after the influx of insurgents following the Fallujah 

operation. He said that Turkey wanted the situation calm 
before elections 

especially from the north could have a bad effect on the 

local Turkmen 


10. (C) The Deputy Secretary said that the insurgents arrived 
from not only Fallujah 

had met with Syrian President Asad and told him that the 
Syrians must do more to stop the flow. He told the Syrians 
he said 

information on these individuals 

intelligence to go after these people. The bottom line of 

the message to Asad was that the road to better relations 
with the US lay through Baghdad. 


11. (C) Ozkok replied that the Syrians are suspicious about 
what kind of future awaits Iraq. This causes them to hedge 
their bets. VIf everything is clear 

cooperative.V But if they believe that the US is going to 
pull out of Iraq soon 

there are two groups in the government in Damascus; although 
Asad wants overall control 

If Asad\'s hand were strengthened 

be more cooperative. Damascus asks for Ankara\'s help in 
improving relations with the US 

for better relations 

responded that we take satisfaction with your relations with 
Syria that have come a long way from five years ago when 
Turkey amassed troops on the border. \"It gives you 
influence\" in Damascus 


12. (SBU) Ozkok was joined by TGS/J5 Lt Gen Aydogan Babaoglu 
TGS/J3 LTG Metin Yavuz Yalcin 

M. Cengiz Arslan 

aide COL Tayyar Sungu. With the Deputy Secretary in addition 

to A/S Burns were the Ambassador 

Elizabeth Jones and PolMilCouns (notetaker) and acting DATT 
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LtCol Joseph Collins. 


13. Deputy Secretary of State Richard L. Armitage has cleared 
this cable. 


14. Baghdad minimize considered. 
EDELMAN 
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it from the country. The international community must 
ensure that this effort did not succeed. Koruturk added that 
Turkey considered the lack of ethnic clashes in Iraq to-date 
to be hopeful 

happen 

DepSec Armitage\'s strong message to Kurdistan Democratic 
Party (KDP) leader Barzani that provincial and national 
elections were intertwined and all must occur on Jan. 30. To 
pull out one thread would make the whole process unravel. 
While Barzani did not commit to participate 

impression was that he was moving in the right direction but 
trying to buy time to see what concessions he could get in 
return. A/S Burns was hopeful that the Kirkuk elections 
would take place on time. 


Security: 


6. (S) A/S Burns noted that the coalition was in a race 
against time to stand-up and train the Iraqi Security Forces 
and said there was an ambitious program to get them into the 
field. The forces had started to prove themselves during 
recent fighting in Fallujah 

than during battles there in the spring 

fled. He recognized Turkey\'s contributions to the NATO 
Training Mission for Iraq but emphasized the need for 
anything more Turkey could provide in the way of training and 
equipment within the context of that mission. 


Second Border Opening: 


7. (S) Sensoy said that passage through Habur provided the 
only direct route from Turkey into central Iraq. Turkey 
wanted to establish a second border gate and requested US 
assistance to ensure that its access to the Iraqi seat of 
government was not controlled by northern Iraq. DDG Akat 
seconded this request 

Turkey had a market in Iraq. Turkey\'s trade with Iraq 
totaled almost USD 2 billion and had actually increased 
during coalition efforts. Opining that if it were left up to 
Barzani there would never be a second or third border 
opening 
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immediately following the elections 

of a new gate. Uzumcu expressed his understanding that 
Patriotic Union of Kurdistan (PUK) leader Talabani supported 
an additional border opening 

new gates would be needed. 


8. (S) Sensoy 

discussions on the PKK (Kurdistan Workers Party)/Kongra Gel 
expressed great disappointment that the US had not fulfilled 
Turkey\'s expectations or US commitments to combat these 
terrorists. In particular 

no PKK-affiliated parties should participate in Iraqi 

elections. In spite of this 

affiliates 

Democratic Construction Party 

in the elections. Turkey considered this disturbing and 

hoped the US would address the issue (see reftel). Sensoy 
said Turkey still expected the elimination of the PKK from 
northern Iraq and wanted to see that happen in the coming 
months. A/S Burns emphasized that the US takes Turkey\'s 
concerns about the PKK seriously. Suggesting the Jan. 11 
trilateral talks as the appropriate forum to address the 

issue 

from the region and from Washington that would be prepared to 
discuss all aspects of the problem. 


MEPP 


9. (S) Looking to the upcoming Palestinian Presidential 
elections 

peace process. The new Palestinian government would face 
challenges from within 

process as a threat and Israel would respond to any Hamas 
action. However 

show restraint. A/S Burns concurred that support of the 
post-election Palestinian government was key. While the 
international community had made many promises 

support has been limited. The US had recently announced an 
offer of direct economic support 

the re-building of the security forces and Egypt was 
contributing. The US also looked to the Gulf states to 
provide tangible deliveries. 


10. (S) Israeli PM Sharon\'s Gaza withdrawal implementation 
plan was an excellent opportunity 
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needed to be implemented in the context of the roadmap 

as part of a broader process. It was important for the 
Quartet to help the parties implement a smooth withdrawal 
from Gaza 

Palestinians 

support the QuartetVs efforts towards this end and would 
welcome a concrete role of its own in the process. According 
to Uzumcu 

country take a formal role in the MEPP. A/S Burns allowed 
the possibility of strengthened US/TU consultations on MEPP 
and welcomed continued bilateral consultations during Quartet 
efforts. 


11. (S) Noting FMvs GulVs trip to Israel that morning 

said there were two goals for the trip: 1) Emphasize to 

Israel that Turkey values its bilateral relationship and 

wants to maintain it. 2) Urge Israel to seize the current 
opportunity to engage the Palestinians. Gul would welcome 
Israel's planned withdrawal from Gaza and note Turkey\'s 
interest in supporting post-withdrawal efforts there. Uzumcu 
underscored that the Gaza withdrawal must be consistent with 
the road map and added that peace talks were also key. 
Turkey had heard that talks might not begin until the end of 
2005 

with the Palestinians 

support for the peace process and for a durable settlement. 
He would also urge them to streamline and control Palestinian 
security forces. A/S Burns noted that the timing of FM Gul\'s 
visit to the region was good 

fragile opportunity for peace 

to talk again following the trip. He agreed that 

the Gaza withdrawal could provide a launching pad for the 
peace process it could not end there. The ultimate US goal 
remains a negotiated political settlement. We would 
coordinate our efforts with other countries. Egyptian 
participation was key. A/S Burns welcomed the opportunity to 
talk with Turkey following GulVs trip to the region. 


12. (S) A/S Burns mentioned the Deputy Secretary\'s message to 
the Syrians to ensure that Hamas and others didn\'t negatively 
impact the peace process 

message. In response to a question by Deputy U/S Uzumcu 
about re-opening the Syria/Israel peace track 

Syria\'s behavior over the next six months 

withdrawal process 

the Syria/Israel track. He added that a sense of hope on 

MEPP can positively impact Iraq and other issues in the 

region. 
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13. (5) DDG Akat emphasized Turkey\'s continued support for 
BMENA 

gender rights 

objectives. Additionally 

possible to hang all efforts in the Middle East on a 

successful outcome of the MEPP 

parallel track. Akat noted appreciation for the change in 

the US position to take Turkish and EU views into account. 

Even countries that had initially refused to participate in 

BMENA subsequently signed on when they realized it was better 
to be included in the process than to be left out. According 

to Akat 

at their own pace. Turkey\'s Ambassador to the OSCE had been 
designated to lead the governments effort and Turkey had 
identified an NGO to work with. The government was already 
working with Italy and Yemen through this forum and planned 

to host a meeting of the Democracy Assistance Dialogue Group 
іп 2005. A/S Burns welcomed Turkey\'s participation and 
emphasized the need to translate Democracy Assistance 
Dialogue group efforts into practical actions. 


14. (U) Assistant Secretary Bill Burns cleared this cable. 
15. (U) Baghdad minimize considered. 
EDELMAN 
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continue to improve 

defense." At the 2002 Prague Summit 

Government agreed V'to examine options for addressing the 
increasing missile threat to NATO territory 

population centers in an effective and efficient way through 
an appropriate mix of political and defense efforts 

with deterrence\" as well as to initiate a Theater Missile 
Defense (TMD) Feasibility Study. 


4. (C) This TMD feasibility study 

technical requirements 

architectures for an Active-Layered Theater Ballistic Missile 
Defense (ALTBMD) system to protect NATO deployed forces 
completed in 2003. In January 2004 

Feasibility Study was contracted to examine options for 
protecting Alliance territory and population centers. Upon 

its scheduled completion in July 2005 

submitted to the Conference of National Armaments Directors 
which will review and approve a consolidated report in late 
2005. This report in turn will be forwarded to the Executive 
Working Group (Reinforced) (EWG(R)) 
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missile defense consultations. 


5. (C) During the December 9 Ministerial meeting of the 

North Atlantic Council 

completion of the Longer-Term Analysis of Ballistic Missile 
Risks and Threats (reftel) 

Prague Summit tasking to assess current and potential WMD and 
ballistic missile threats to the Alliance over the next ten 

years. The fruit of more than 18 months of negotiations 

this 180-page Analysis contains unprecedented consensus 
positions on key countries of proliferation concern and 

provides the most comprehensive assessment of WMD and BM 
risks and threats the Alliance has ever produced. 


6. (S) The Analysis is divided into five chapters 

address non-proliferation regimes and national measures; 
capabilities and intentions; alternative means of delivery; 
secondary proliferation and procurement networks; and 


intelligence gaps. As a whole 

NATO already faces certain risks and potential threats 
that the Alliance must continue to closely monitor the 
intentions and capabilities of countries of proliferation 
concern. 


7. (C) Combined with the EWG(R)Vs ongoing work and the two 
Missile Defense Feasibility Studies 

NATO with the political consensus and general assessment 
necessary to move forward with Alliance deliberations on the 
acquisition and fielding of defense capabilities against 
ballistic missile threats. This includes the goal of 

achieving initial operational capability for an ALTBMD system 
to protect NATO deployed forces by 2010 as well as possible 
steps toward acquiring capabilities to protect Alliance 
territory and population centers against the full range of BM 
threats. 


Key Findings of the Longer-Term Analysis 


8. (S) The risk of a ballistic missile attack on any 

Alliance territory 

forces 

to come. Iran and Syria have ballistic missiles that can 

reach parts of NATO territory and deployed forces 

have chemical weapons (CW) for use as warheads. Concerns 
over Russian and Chinese BM capabilities are currently 
primarily limited to the potential for accidental or 

unauthorized launches 

will proliferate to unstable countries. 
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9. (S) Current and future assessments of BM capabilities 
must take into account scenarios where components 
indigenously developed or acquired from abroad are integrated 
into existing missile programs to improve accuracy and 
operational readiness. Countries developing BMs may not 
necessarily follow U.S. or Russian patterns of development or 
deployment. North Korea began fielding and selling the No 
Dong after a single flight test 

in part on computer modeling or other means aside from easily 
observable test launches to keep their development programs 
covert. 


10. (S) Unmanned aerial vehicles (UAVs) are not widely 
recognized as an immediate threat to the Alliance 

indirect risk to NATO deployed forces is possible. In the 
future 

converted to carry and dispense CW and biological weapons 
(BW). The willingness of some states and illegal entities to 
transfer UAV or cruise missile (CM) components 

equipment or technology is increasing and requires effective 
counter-proliferation measures to reduce their availability. 
There is currently no disarmament or non-proliferation 
agreement that restrains the production 

possession of UAVs and CMs. 


11. (S) Possession of WMD and their means of delivery has 
become a major goal for both state and non-state actors for 
reasons of prestige 

states and entities are employing increasingly sophisticated 
measures to obtain WMD- or BM-related equipment 

and technologies. Some countries that were proliferation 
customers in the 1980s have themselves become suppliers. The 
development of indigenous capabilities in relevant dual-use 
applications such as nuclear power 

launch systems can help to conceal ultimate intentions. 

North Korea and Iran as well as Russian and Chinese entities 
are likely to remain the major suppliers of WMD- and 
BM-related equipment 

identification 

A.Q. Khan network show that there is a complicated worldwide 
marketplace for these inputs. 


12. (C) Although arms control agreements and 
non-proliferation regimes will continue to slow the 
proliferation of WMD and BMs 

suppliers and proliferants are likely to improve. The 
adoption of UN Security Council Resolution 1540 is the 
strongest affirmation of the international community\'s 
support for multilateral treaties and other international 
instruments that seek to prevent WMD proliferation. 
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Traditional diplomatic measures are enhanced by new tools 
such as the Proliferation Security Initiative and Operation 
Active Endeavour 

international norms and mechanisms. 


Select Country-Specific Conclusions 


North Korea: 


13. (S) Recent developments in North Korea seem to indicate 
ambitions to use WMD combined with BMs not only as a 
deterrent but also as a political bargaining chip and a means 
of blackmail to obtain economic or financial aid. Various 
sources place North Korea has having 10 to 30 kg of 
weapons-grade plutonium 

a nuclear deterrent 

currently has operational nuclear weapons for military use. 

It is possible that North Korea would use WMD and BMs if it 
felt that the survival of the regime was at stake. 


14. (S) Pyongyang is reportedly developing a new land-mobile 
intermediate-range ballistic missile (IRBM) derived from the 
Soviet SS-N-6 submarine-launched BM; if confirmed 

potential to use a more advanced propulsion technology would 
be of serious concern. North Korea has continued with 
development work and ground-based testing of the Taepo 
Dong-2 

stage could deliver a weapons payload of 500 kg up to 15 
km--i.e. 

very poor accuracy. U.S. forces in the Pacific are within 

range of North Korean missiles 

concern that North Korea\'s willingness to proliferate 
longer-range BM technology will hasten the risk to broad 
expanses of NATO territory. 


Iran: 


15. (S) Iran continues to put a high priority on an 

ambitious BM program focused on the development of both 
liquid and solid propellant short-range BMs and medium-range 
BMs with assistance from Russia 

Tehran has announced its intention to put satellites into 

orbit 

IRBM or intercontinental ballistic missile (ICBM) capability. 
Iran already has BM capabilities that put the southeastern 
flank of NATO within range 

is likely to produce qualitative and quantitative changes to 

its military capabilities that will significantly increase 

the potential threat to the Alliance and NATO forces deployed 
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in the region. 


16. (S) Concerns have been widely expressed over Iran\'s 
nuclear program and its failures and breaches regarding its 
Safeguards Agreement with the International Atomic Energy 
Agency (IAEA) 

Iran\'s nuclear program is solely for peaceful purposes. 
Should its nuclear program continue to proceed at the same 
pace 

first nuclear device by 2010. Iran is assessed to have an 
offensive BW program and has almost certainly conducted 
BW-related research using spray devices and adapted munitions 
for delivery. Despite its ratification of the Chemical 

Weapons Convention (CWC) 

retaining an offensive CW program and has the technological 
capability to develop a CW warhead for use on BMs. 


Syria: 


17. (S) There is no evidence that Syria plans to attempt to 
acquire or develop a nuclear weapons capability 

currently lacks the resources 

expertise to pursue one. Syria is judged to have a BW 
program in the research and development phase 
advanced CW program that includes several facilities for 
testing 

SCUD missile fuel and various solid propellant ingredients 
and continues to make progress in this area with probable 
Chinese and lranian assistance. It can deliver both sarin 
and VX with aerial bombs 

Qualitative and quantitative improvements in Syria\'s WMD and 
BM capabilities over the next ten years will increase the 
potential threat to NATO territory 

flank of the Alliance. 


China: 


18. (S) China has a mature capability to develop and launch 
BMs with nuclear warheads and is carrying out a strategic 
modernization program to improve the quality of its arsenal 
including replacing liquid-fueled ICBMs with solid-fuel 
systems and deploying more of its BMs on road-mobile 


launchers. China is believed to have an advanced CW program 
as well as an offensive BW capability 

declarations under the Biological and Toxin Weapons 
Convention are believed to be inaccurate and incomplete. 
While China has the capability to pose a potential threat to 
NATO territory or deployed forces 

on a strategic posture that defends its regional influence in 
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Asia. The greatest concern regarding Chinese capabilities is 
the risk of onward proliferation of technology and material 

to other countries. In light of all these elements 

must remain aware of developments in China. 


Russia: 


19. (S) While Moscow has no intention of executing military 
operations against the Alliance 

of BMs capable of delivering nuclear weapons to any part of 
NATO territory. It is also modernizing its BMs at a measured 
pace and is pursuing warhead refurbishment. While the 
Cooperative Threat Reduction program will continue to improve 
the security of non-deployed nuclear warheads 

fissile material will likely remain vulnerable to theft. 

Russia\'s BW program 

remains active and declarations to date have failed to reveal 

the full size and scope of the Soviet program. Russia 
possesses a number of unacknowledged CW agents and weapons 
and it cannot be entirely excluded that Russia could pursue 
some non-compliant activity without detection. It has given 
priority to the development of modern CW systems and agents 
designed to defeat NATO protective systems and circumvent the 
CWC. In light of its WMD and BM capabilities 

remain concerned about the potential threat from Russia. 


Small Step for NATO MD 


20. (S) Comment: While the Longer-Term Analysis is but one 
of many inputs into the equation that will determine how NATO 
will face the spread of WMD and BM capabilities 

succeeded in highlighting proliferation issues of key 
importance to the U.S. Spirited and sometimes contentious 
debate with Allies (especially France and Germany) over Iran 
North Korea 

broad and agreed foundation for continued engagement with 
Allies on tough proliferation questions. In this context 
USNATO fully appreciates the Intelligence Communitys strong 
support for the Analysis\'s development 

request relevant U.S. intelligence releasable to NATO 
welcomes high-level and expert USG officials available to 
brief Allies in the SGP and the NAC on WMD and BM 
proliferation-related topics. While such briefings--and the 
debates they provoke--may seem to parallel discussion in 
other fora 

NATO Headquarters if the U.S. is to play a leadership role in 
shaping Alliance policy 

collective capabilities 

responses to curb and counter the proliferation of WMD and 
their means of delivery. End Comment. 
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January Geneva donorsY conference 

decided who will attend. The French are still considering 
what they may be in a position to pledge at the conference 
but our contact noted real budgetary constraints could limit 
further financial support. End Summary. 


2. (C) On 5 December 

with Deputy Director for Southeast Asia 

Along with the points 

fact sheet with Lechervy. Lechervy commented immediately 
that the coordination between U.S. and French officials both 
in the region and elsewhere was superb. He made particular 
note of the help French military officials had received from 
PACOM on an airlift on 5 January. He singled out the 
Pentagon\'s help as noteworthy and much appreciated. 


3. (C) Regarding GOF representation at the 11 January Geneva 
donors\' conference 

be represented 

However 

Ministry or from the Foreign Ministry (each ministry has a 
senior minister and several junior ministers) was still being 
thrashed out between the relevant agencies. Separately 

on 5 January the MFA spokesman announced that Cooperation 
Minister Xavier Darcos would represent France at the 6 
January Jakarta meeting 

Indonesia the evening of 4 January. The MFA had originally 
said France would be represented at the meeting by the EU. 


4. (C) Ona possible contribution 

still too early for him to comment. He said the GOF was 
watching to see how events developed and needs materialized 
over the coming days on the ground. He also said the GOF 
would be watching closely the results of the 6 January 

Jakarta meeting. In addition 

Affairs Council meeting in Brussels on 7 January will also 
determine the GOF\'s position in Geneva. Lechervy cautioned 
that France currently faces some real budgetary concerns. He 
opined that France would look closely at any further 

financial support and may prefer to take measures such as 
relieving countriesY international debt or establishing 
reconstruction-related programs. He added quickly 

subject was still being widely discussed within the GOF and 
cautioned against our drawing any early conclusions about 
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what the GOF might pledge in Geneva. Lechervy said that he 
would have a clearer picture by 7 January. 
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all of which have failed. Forbes has not taken responsibility 
for the level of crime in Jamaica 

provided with the resources needed to effectively carry out 
programs to combat the problem. 


4. (C) Working with the WHA-funded Law Enforcement 
Development Advisor (LEDA) Project 

Commissioner Forbes had committed to the implementation of a 
JCF regionalization concept effective April 1 

coincide with the Jamaican fiscal year. However 

private meeting with the LEDA after Forbes\' departure 
announcement 

cornerstone of the restructuring of the JCF 

prohibitive. (Note: The goal of the regionalization concept 
is to bring greater accountability and effectiveness to the 
JCF by breaking the island into four regions with one senior 
officer responsible for each region reporting directly to the 
Commissioner. Forbes\' statement may be the reason he has not 
been more cooperative in implementing this phase of the 
overall reform project. End note.) In addition 
announcement that three foreign police officers 

from the UK 

Commissioner level and be operational 

direction the JCF is planning to take. Forbes indicated to 
the LEDA that he was unaware of the role the UK officers 
would play indicating that he has been left out of the 
planning loop. 


5. (C) Lucius Thomas is the current Deputy Commissioner for 
Crime and is the logical choice among the three current 
deputies. He will begin his duties as Commissioner on 
January 19. Although Thomas has lots of operational 
know-how 

learn this most important aspect of the new assignment 

the job". (Comment: Post believes that Thomas will be 
effective in this position as he has collaborated with Post 

on different initiatives and has proven receptive to USG 
programs and interests. However 

allegations about Thomas suggest his possible involvement in 
corrupt conduct during his earlier years with the JCF. The 
allegations were never corroborated. End Comment.) 
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6. (C) During a meeting with Poloff in late December 
explained that the increase in the murder rate is due in part 
to the increase in guns that come from the U.S. He alleged 
that 60 percent of the handguns that are on the streets in 
Jamaica come from ports in Miami and New York although he 
noted that there is definitely an increase in weapons coming 
from Haiti. Thomas implicated extortion and the drug trade 
as also playing a large role but noted that politics continue 
to play a part in the escalating numbers as the 

unavailability of government contracts 

of \"political will in areas such as Clarendon and St. James 
continue to fuel violence. 


7. (C) Explaining that the Constabulary Communications 
Network (CCN) is not a public relations entity 

claimed that the GOJ must get out the word that V'if you are 
not involved 

percent of the individuals that have been victims of homicide 
are in some way related to the drug trade 

other illegal activity. 


8. (C) Thomas lamented that corruption exists in virtually 
every part of the JCF. He stated that every illegal 

operation in Jamaica - gangs 

etc. have at least two to three JCF officers involved. He 
noted that it is impossible for the illegal activity to take 

place without JCF assistance. Poloff inquired as to what was 
hampering the JCF from taking purposeful measures to address 
this 

have the authority to hire and fire. Effective measures to 
deal with JCF corruption is also complicated by the way the 
law is written and with police union backing for the accused 

it could take years to have an officer removed. He also 
noted that no one will come forward as a witness to testify 
against another officer 

cultural problem within the JCF. He claimed that through 
intelligence sharing the JCF is now more capable of building 
a case 

policies. 


9. (C) Comment: Public reaction to the announcement of Thomas 
as the new Commissioner has been positive. Thomas will be 
working under a microscope as he takes up the position in the 
wake of the highest murder rate in Jamaican history. Public 
sentiment underscores this fact with Jamaican citizens 

calling for Thomas to be provided with the resources 
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necessary to do the job. Post will collaborate closely with 

the new Commissioner to urge the JCF to move forward with 
restructuring of the force. Whether or not Thomas will truly 

be an effective Commissioner remains to be seen; however 
Post anticipates the presence of the LEDA will provide the 
necessary expertise in the area of management that Thomas is 
lacking. End Comment. 
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the most senior FARC commander ever held by the Colombians 
to the United States on charges of kidnapping 

material support to terrorists and narcotics trafficking. 

The threat of extradition has been cited as a significant 

concern for leaders of the FARC 


INTELLIGENCE: In 2004 

were debriefed by the military for detailed information on 
their terrorist cell before they entered the 
demobilization/reinsertion program. Moreover 

members demobilized in the collective events have given 
useful information about their organizational structure and 
culture during Government processing. 


FINANCIAL ASSETS: The Colombian Government fully cooperated 
in blocking terrorist assets. Throughout 2004 

Financial Information and Analysis Unit (UIAF) assisted the 

U.S. Embassy and the Treasury DepartmentVs Office of Foreign 
Assets Control (OFAC) in closing suspicious bank accounts. 

In August 

units combined efforts to produce an estimate of FARC 

finances. The GOC planned to continue this research and 
expand it to include the two other main terrorist groups in 
Colombia. In September 

Colombian National Police seized 3.6 million counterfeit U.S. 
dollars from the FARC 

weapons and explosives purchases. The Colombian Government 
also took steps to reorganize and streamline its 

Inter-Institutional Committee Against Subversive Finances. 


MILITARY: President Uribe increased military pressure on 
illegal armed groups in 2004 

nation-wide campaign to retake national territory. Although 
FARC-dominated southern Colombia was the primary target for 
the inter-service military action 

out actions against the ELN and the AUC throughout the year. 


(SBU) C) HOST NATION LAW ENFORCEMENT 
SERVICE 
OTHER TERRORIST GROUPS; ENACTMENT OF NEW PERTINENT CT LAWS 
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EXECUTIVE ORDERS 

actions taken against Al-Qaida in 2004 but the military 
conducted ongoing actions against the FARC 

outlined in (B) 

around the country seized weapons caches 

stocks 

victims. In August 

statute that would have allowed the Government to conduct 
wiretaps 

In September 

statute unconstitutional and struck it down before 
implementation. The Government drafted a \"Law of Justice and 
Reparations 

including mandatory prison time and victim reparation 

former members of illegal armed groups who committed serious 
crimes prior to demobilizing. It will be presented to 

Congress in 2005. 

(SBU) D) RESPONSE OF THE JUDICIAL SYSTEM TO ACTS OF 
INTERNATIONAL TERRORISM AND/OR SIGNIFICANT ACTS OF DOMESTIC 
TERRORISM DURING 2004: As detailed in answer B 
authorities had successful extradition processes with the 

United States and other nations. Colombia requested the 
Government of Chile to extradite FARC front leader Jairo 

Cuarn Collazos 

November. Colombia also requested the Cuban Government to 
extradite Luis Fernando Gomez Bustamante 

trafficker arrested in Cuba. There was no impediment to 
extradition for terrorist acts occurring outside Colombia. 


(U) E) HOST NATION LAW ENFORCEMENT CAPABILITIES 
IN SURVEILLANCE 

Colombian law allows wire 

communications interception by the security forces and law 
enforcement officials with the permission of a prosecutor. 


(SBU) F) HOST GOVERNMENT EFFORTS TO INVESTIGATE TERRORIST 
INCIDENTS OR ASSIST WITH INTERNATIONAL TERRORISM 
INVESTIGATIONS 

NATIONAL BORDERS: The Colombian Government was generally 
willing to assist in investigations of terrorist activity by 

Colombians in bordering nations. Border controls remained 

weak to non-existent 

routinely complained that both illegal armed group members 

and displaced persons crossed the borders unhindered. The 

GOC entity responsible for immigration controls 

Administrative Department of Security (DAS) entered into a 
cooperative agreement with Diplomatic Security and Department 

of Homeland Security offices at post to form a vetted 

investigation unit to combat identity document fraud and 

alien smuggling. 
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(U) G) MAJOR COUNTERTERRORISM EFFORTS UNDERTAKEN IN 2004 BY 
THE HOST GOVERNMENT 

AND REGIONAL FORA: See (A) 


(U) H) DEVELOPMENTS IN HOST NATION CT EFFORTS 
ANY NEW ORGANIZATIONS OR PROCESSES CREATED 
EFFORTS TO UPGRADE BORDER AND MARITIME SECURITY: In early 
December 

center for military operations along the north coast of 
Colombia. The new command will coordinate Army 

Force operations along the Caribbean 

border more secure and improving operations against 
terrorists in the area. Brazil and Colombia signed an aerial 
interdiction agreement similar the US-Colombia Air Bridge 
Denial Program. 


(U) ἢ EFFORTS TO COMBAT EXTREMIST 
IDEOLOGY 
See (B) 


(SBU) J) IDENTIFY WHERE HOST GOVERNMENT HAS DEPLOYED MILITARY 
OR PARAMILITARY FORCES FOR COMBAT 

ACTIVITIES: The Colombian Armed forces fought the FARC 

and paramilitaries throughout Colombia. The largest 

coordinated campaign in Colombian history 

focused on the FARC in south-central Colombia 

forces and police units were active in every department in 

the country against all illegal armed groups. 


(U) K) DESCRIBE MAJOR CHANGES 

HOST GOVERNMENT\'S STANCE TOWARDS TERRORISM 
DOMESTIC: The GOC continued its hard stance against 
terrorists throughout 2004. Uribe\'s Administration 
inaugurated in 2002 

terrorists V' platform and has maintained its focus to 
demobilize or defeat Colombia\'s terrorist groups. 


(SBU) L) CONSTRAINTS ON CT PERFORMANCE 
CAPACITY OR POLITICAL WILL: The Government of Colombia 
remained focused on combating thousands of terrorists 
domestically but lacked both the military and financial 
resources to extend the fight to outside terrorist 

organizations. Colombia made extraordinary progress against 
terrorism in 2004 by processing more than 6 

illegal armed groups and over 3 

collective demobilization program. However 

success will require significant financial and military 
resources. The GOC has requested assistance from the 
international community to help support demobilization and 
peace process programs. Politically 

became increasingly divided over the controversial issues of 
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Vhumanitarian exchange" (a guerrilla-GOC prisoner swap) and 
extradition ) two issues that could influence the GOC\'s 

future negotiations with illegal armed groups. 


(SBU) M) HOST GOVERNMENT SUPPORT (OFFICIAL AND UNOFFICIAL) 
FOR INTERNATIONAL TERRORISM 

The Uribe Administration maintained ) in both theory and 
practice - its position against terrorism 

condemned all terrorist actions. Select members of Congress 
however 

ELN 

for AUC leaders to address the plenary session in July and 
imprisoned ELN leader Francisco Galan was released for one 
day to address Congress in June. Nevertheless 

Congress usually limited any signs of support to unofficial 
actions. 


(U) N) PUBLIC STATEMENTS IN SUPPORT OF A TERRORIST-SUPPORTING 
COUNTRY ON A TERRORISM ISSUE. (THE SIX GOVERNMENTS 
DESIGNATED BY THE SECRETARY AS STATE SPONSORS OF TERRORISM 
ARE CUBA 

None. 


(U) O) STATUS OF TERRORIST ACTIVITY IN HOST COUNTRY 
INCLUDING EXISTENCE OF TERRORIST ORGANIZATIONS 

AND HOW THEY FIT INTO REGIONAL OR GLOBAL EFFORTS: Terrorist 
groups were once again active throughout the country in 2004. 

Car bombs 

use of landmines and economic sabotage were common 

occurrences. 


FARC: The FARC continued to pursue terrorist and 
narcotrafficking activities despite the military campaign 

against them. Although 2004 was a relatively \"quiet\" year 

for the FARC 

urban areas. The FARC bombed a popular nightclub in 
Apartado 

almost 100 in May. In August 

MedellinYs annual flower festival injured 35 in the Antioquia 
capital. The FARC orchestrated an attempted mass kidnapping 
in February at an upper-class condominium complex in Neiva 
Huila Department (one hostage was released two months later 
and three remain in captivity). The group also kidnapped 
seven people on Christmas Eve in Antioquia Department and 
massacred 16 for suspected paramilitary sympathies on New 
Yearvs Eve. Both the FARC and ELN continued attacks against 
the country\'s infrastructure and oil pipelines in 2003 

albeit at reduced levels. 


ELN: In June 
negotiate with the GOC using the Mexican Government as a 
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mediator. The group continues fighting but has limited 

resources and dwindling membership. The most noteworthy ELN 
terrorist act of the year was the July kidnapping of the 

Roman Catholic Bishop of Yopal 

political message to the nation. 


AUC and other paramilitaries: The AUC declared a cease-fire 
in November 2002. Since that time AUC murders and massacres 
are down by approximately 70 and 80 percent 

according to GOC figures. Although the overall number of 
displacements caused by paramilitaries fell 

continued to forcibly displace civilians residing along key 
drug and weapons transit corridors or suspected of being 
guerrilla sympathizers. For example 

paramilitaries displaced 600 

indigenous Wayuu in Bahia Portete 

late-June one AUC leader kidnapped former Senator Jose 
Eduardo Gnecco and his family at an illegal checkpoint on a 
highway between Magdalena and La Guajira. 


(U) P) AREAS IN HOST NATION WHERE TERRORISTS ARE RELATIVELY 
FREE TO OPERATE (І.Е. 

HOST GOVERNMENT CANNOT OR WILL NOT INTERVENE: Although the 
GOC had established a state presence in every municipality by 

February (under the auspices of President Uribe\'s Democratic 

Security Strategy) 

rural and urban municipalities 

strongholds as operating bases throughout the year. 


(SBU) Q) MAJOR CT DEVELOPMENTS INCLUDING ARRESTS 
IMPRISONMENT OF TERRORISTS AND TERRORIST ATTACKS THAT WERE 
PREVENTED: The FARC had the most killed and captured for the 

year: 


-- Extradited FARC General Staff Member Ricardo Palmera 
VSimon Trinidad" (extradited to the U.S. on December 31) 


-- Imprisoned FARC drug-runner/financier Omaira 
Rojas-Cabrera 


-- Killed FARC Teofilo Forero Mobile Column (TFMC) operations 
chief Humberto Valbuena 
in 2003) 


-- Arrested FARC international liaison chief Rodrigo Granda. 


Numerous attacks against President Uribe and urban centers 
were thwarted by the security forces 

cite a definitive number. The most recent FARC attempt 

against President Uribe was uncovered by the police on 
December 15 when they found a cache of 330 pounds of the high 
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explosive anfo intended to be used in a strike against the 
presidential aircraft during a visit to Cartagena. 
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Zealanders 

Thailand 

Andaman Islands. According to the Minister of Foreign 
Affairs and Trade 

unaccounted for overall. 


4. (SBU) Although none of the confirmed or feared New 
Zealand casualties have been in Indonesia 

bulk of NZ assistance has been directed. This apparently 
reflects the government\'s assessment of where the need is 
greatest 

being used to deliver assistance can most easily reach 
Indonesia from New Zealand and Australia. 
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political risk with an emerging markets level of return 
(one-year Polish Government bonds averaged close to 6.3596 
for the year 

agencies compared to other Central European counterparts). 
As a result 

investment 

includes $8.7 billion in foreign purchases of government 
bonds 

This 

markets 

Poland (Poland\'s Central Bank 

most of the portfolio investment increase is hot money 

is comprised primarily of more stable investors such as EU 
pension funds. 


How Golden is the Zloty? 


5. (U) The question is whether the Zloty will remain as 
attractive in 2005. Government and private sector 
economists expect that investments will be the main driver 
for the 2005 economy. Capacity utilization rates are at 
historic highs 

export growth have delivered good profits to Polish 
companies 

bank accounts. The one great unknown has been the 
composition of the new government that will take office 
after general elections later this year. As this situation 
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becomes clearer 
investing 
forecast at 5.0%. 


6. (U) The Polish Government anticipates completing several 
large privatizations in 2005. The GOP conservatively 
forecasts that it will earn 5.7 billion Zloty ($1.84 

billion) from these sales 

attract foreign investors (including the state insurance 
company PZU 

concerns). The Polish Government will also embark on a 
number of EU funded projects 

infrastructure sector 

year of EU membership. There should be significant inflows 
of EU money by the end of the year (up to 3 billion Euro). 


Pressure on Exporters: 


7. (U) Polish exporters have begun to complain that the 
relentless appreciation is making their exports less 
competitive. Their complaints have been muted in part 
because a number of their inputs 

some cases 

that their relative input costs were stable or declining 

while their revenues - measured either in Euro or Zloty - 
were appreciating. Polish exporters have also compensated 
by increasing productivity throughout 2004 

enabled them to continue making good profits even at the 
cost of having to trim prices to compensate for the stronger 
Zloty. Productivity increases in 2004 outpaced appreciation 
against the Euro 

economists have estimated publicly that exporters would 
begin to feel the pinch at around 4.25 Zloty per Euro (it 
was trading just over 4.10 during the last week of 
December). Bankers and companies tell us they remain 
confident about their ability to continue export growth 
although further appreciation will pressure them to cut 
costs 

labor costs. Polish importers report they have been hit 
harder by the dollar\'s fall 

Asian suppliers who price their goods in dollars. 


Fundamental Shift or Short-Term Blip? 


8. (SBU) An NBP exchange rate expert recently explained the 
Banks dilemma in determining whether the Zloty\'s 
appreciation represents a fundamental change in the real 
economy 

prices following PolandVs accession to the EU. NBPVs 
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inclination is that most of the Zloty\'s appreciation can be 
explained by a fundamental shift in the real economy rather 
than a short-term market 

that the real effects of joining the EU will continue to 

build 

smaller companies develop the ability to participate in the 
broader EU market. This greater economic participation 
would justify a higher exchange rate. 


9. (SBU) The expert noted that the sharp fall of the dollar 
(8596 against the Euro in three years) has exaggerated some 
of the Zloty\'s movement. The Zloty has been more stable 
against the Euro in 2004 

the dollar. He explained that the dollars sharp fall has 
accelerated a shift in the ZlotyVs foreign exchange 

Vbasket 

whether the Zloty is under- or over-valued) away from the 
traditional 55% Euro pricing/45% dollar pricing to something 
closer to 70/30. The slower rise against the Euro has 
tended to shift greater volatility towards the dollar 
compounded by currency arbitrage 


the dollar. 


10. (SBU) There is a real possibility 

Zloty overshot in 2004 

retreat 

the effect of a new government after general elections later 
this year. A new government will have an important effect 
in determining tax rates 

control of fiscal policy 

rate. Many Polish companies will wait to invest until they 
have a better sense of which parties will form a new 
government 

result 

Most analysts 

again by the end of the third quarter 

appreciate by year end. 


Interventions? 


11. (U) The question of whether and how the GOP should 
respond to the Zloty's appreciation has become a central 
question for policy makers. The Central Bank and Ministry 
of Finance have welcomed the effect appreciation has had in 
damping down inflation after accession to the EU in May. 
However 

is appreciating too rapidly. On November 30 

governor sparked a flurry of media attention by suggesting 
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that Central Bank intervention in the exchange rate was 
technically possible under certain conditions. The next 
day 

strategy of V'not intervening" was working well 

suggested the Zloty had further room for appreciation. 
Markets did not react to the specific event 

a broader discussion about the possibility of interventions. 


12. (SBU) Market analysts tend to doubt that the Central 
Bank would intervene 

in its adherence to free floating exchange rates. There 
have been no interventions since 1998. Central Bank 
officials also point out that it would be very hard to get 
the amount of intervention right 

current situation when the government statistical office is 
undergoing significant revamping of the way it collects 
basic data 

better sense of events in the real economy 

is unlikely to intervene on currency markets 

risk setting off market reactions which would take much 
longer to stabilize than adjusting to the current 
appreciation. 


13. (U) The Monetary Policy Council could respond by cutting 
its monetary policy bias 

direction of interest rates. Currently 

negative 

The MPC could decide 

rates to ease pressure on the Zloty. The MPC would prefer 
to have more data indicating that inflation really is on the 

way back down after the sharp spike after EU accession 
(prices increased from just under 2% inflation to 4.5%). 

Most analysts have interpreted public NBP and MPC comments 
as an attempt to signal a desire to ease monetary policy 
without cutting rates 

speculators that they do not want to Zloty bid up 

artificially at the expense of exporters. 


14. (SBU) The question of getting the exchange rate right is 
a crucial question for the GOP to resolve as part of its 
obligation to adopt the Euro. Ministry of Finance and 
Central Bank officials will meet at the end of January to 
begin discussing policy towards entering the Exchange Rate 
Mechanism (ERM-II) required by the EU on the road to 
adopting the Euro. Once countries meet the Maastricht 
criteria 

they must remain in compliance with these criteria to 
demonstrate stability before entering the Euro zone. NBP 
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and Finance must jointly agree on a central exchange rate 
target to join ERM Il 

agreement on monetary and fiscal policy to keep inflation in 
check. The GOP would then negotiate with the EU to fix a 
central exchange rate for the ERM Il. The GOP has already 


set out its policy targets in the Convergence Strategy it 
submitted last fall to the European Central Bank. The 
challenge is for the current government to set Poland on a 
path to meet its Convergence targets and be ready to enter 
the ERM Il in 2007 at an exchange rate which will sustain 
long-term growth. From comments made by EU counterparts 
GOP officials have the impression that some of Poland\'s EU 
trading partners may try to pressure Poland to adopt a less 
competitive exchange rate to reduce competition from Polish 
companies. 


15. (SBU) In informal talks with the ECB 

understand that it is virtually certain that Poland will be 

able to operate within the wide band of a central parity 
exchange rate while in the ERM Il. Poland had been 
concerned in 2004 by EU member state comments implying that 
Poland could be required to maintain a narrow band (of 2.596) 
around the parity 

attention to any sharp depreciations. The dollars 

continued sharp fall in 2004 

Zloty 

within that band 

end of the year were still over 1196 

stable Euro range of 7.3%. NBP notes that Poland expects to 
meet the Maastricht criteria on budget deficit/GDP by a 
relatively narrow margin (2.796 compared to the limit of 396) 
suggesting that adopting a narrow band would have little 
credibility. 


Comment: 


16. (SBU) Perversely 

byproduct in part of the political stability in 2004 which 
companies have long sought. The silver lining for exporters 
is that the elections this year тау stem the Zloty\'s rise 

for a while 

appreciate further based on solid economic fundamentals. 
So far 

been held within technical or financial market circles. 
Continued appreciation of the Zloty will increase calls from 
exporters 

particularly given that 2005 is an election year. While the 
GOP would clearly prefer to let markets set the Zloty s 
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exchange rate 

the central parity exchange rate should be in order to meet 
its goal of entering the ERM Il in 2007. 


Munter 
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to participate more fully in Iraq and the MEPP 

greater use of NATO as a unifying force to achieve common 
objectives. End summary. 


2. (SBU) On January 4 

during a visit home from Brussels. A fluent Arabic and 

English speaker 

Czech MFA where she served as head of the Middle East 
Department and as Czech Ambassador to both Slovenia and 
Kuwait. While in Kuwait 

ally in getting coalition allies involved on the ground in 

Iraq. Thanks in large part to her energy and effort 

Czechs had up to 16 experts working for the CPA 

NBC unit and field hospital to Iraq 

humanitarian assistance programs which now include training 
diplomats 

one of the Czech RepublicVs first MEPs in June 2004 
Hybaskova has joined the Group of European People\'s 
Party-European Democrats and chairs the Delegation for 
relations with Israel 

Ms. Hybaskova has very strong views on the importance of the 
transatlantic relationship 

supporters on Middle East issues including Iraq and the MEPP. 


3. (C) Hybaskova said one of the biggest shocks she received 
in Brussels was seeing the depth of anti-American sentiment 
within EU institutions. While the European Parliament 
members are less virulent because they have such diverse 
constituency needs 

Council to be V'really 

example 

from 20 million euros to 4 million euros 

the argument that if that particular program was cut 
Americans would V'come in and fill the gap." Immediately 
20 million euro allotment was restored. She said that such a 
simple 

used by MEPs to keep their pet projects funded. 


4. (C) Hybaskova was very pleased that President Bush would 
soon be traveling to Europe and hoped the visit would be seen 
as a signal to Europeans that the USG values the 

transatlantic relationship. She urged that the USG \"invite 

and | mean really invite\" European countries to be more 
involved in planning and developments in Iraq and also in 


Column 3 

Israel and the Palestinian territories 

the most sensitive issues in our relations. She said that 
many Europeans are convinced that the USG only wants their 
money to fund projects 

table to plan how best to implement important steps forward. 
She further urged that the USG use NATO as a primary unifying 
organization. The NATO training mission in Iraq is a good 
example 

consensus at NATO 

competence will make Europeans feel more involved. 


5. (C) Comment. Ms Hybaskova was clearly dismayed by the 
extent to which the dispute over Iraq had colored our 
relationship with the most important EU institutions. Like 
many Central Europeans 

and believes that the USG will be able to achieve greater 
European involvement in Iraq and other areas by essentially 
\"going around the EU\" and operating through NATOVs consensus 
mechanisms. This is one way to avoid the politically charged 
atmosphere in Brussels. As a long-time Arabist 

Hybaskova will continue to play an important role in Middle 
East issues (she is currently planning to participate in EP 
election observer missions to the Palestinian Authority and 
Iraq) 

(age 39) and energy 

strongly influence these issues within the EU during the 
coming years. End comment. 


6. BAGHDAD MINIMIZE CONSIDERED. 
HILLAS 
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country's 20 atolls and individual islands are responsible 
for traveling to the central island to collect supplies 

are hampered by lack of fuel for their vessels. 


12. (SBU) In addition to the needs for the relief effort 

the NSS made a personally appeal to the U.S. team for 
support. NSS personnel are deployed throughout the islands 
to assist the local communities and help coordinate relief 
and rebuilding efforts. Sensitive to the strain on local 
resources and intent on being self-sufficient 

for rations of meals ready to eat (MREs) for its personnel 
stationed on far-flung islands. Specifically 

that they would need 10 

personnel over a 6-month period. (DAO Comment: PACOM 
delivered 41 

include pork -- to Maldives on January 4 
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Comment 


19. (SBU) Through meetings with interlocutors on MaleV and 
visits to some of the worst affected islands 

gained a clearer picture of the challenges facing Maldivians 
as they deal with the tsunami tragedy. Fortunately 

are some specific areas where U.S. resources match with the 
GORM\'s needs and it is now incumbent on those of us here in 
Colombo to work together to coordinate and procure those 
resources for Maldives. It is important 

public and decision makers not assume the tragedy is less 
severe in Maldives simply because the magnitude of the 
devastation seems less. The impact to this small island 
nation is in proportion to the effect of the tsunami on 

larger nations in the region. The GORM seems well-organized 
in their efforts to deliver relieft and assistance 

officials are obviously hindered in their capacity to do so. 
They simply do not have the resources or the ability to 
provide the necessary relief and need help from the entire 
international community. The U.S. team was gratefully 
received by both officials on Male\' and residents in the 

local communities. We must now follow up on that presence 
with a considerable U.S. effort towards relief and 
rehabilitation. Several planeloads of DoD and OFDA relief 
supplies have been gratefully received so far. An OFDA/DoD 
team will fly back to Maldives on January 7 as the next step 
in the U.S. assistance. End Comment. 

LUNSTEAD 
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he was very interested in having OPIC investment 
said sent a good signal to other investors. 


5. (SBU) Herbert and Shore met on January 4 with lawyers 
representing Nyati Lodge 

Sanctuary 

who is on the SanctuaryVs board. Herbert told post on 
January 5 that his legal team planned to file additional 
appeals to increase the pressure on the Attorney General 
but he acknowledged that it would not be appropriate to 
pressure the High Court directly. 

DUDLEY 
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repatriation\" work. When Concern requested further 
information on the allegation 

Ov Dowd an angry and verbally abusive phone call while 
refusing to state the nature of the anti-repatriation 

allegation. Citing the consistent NGOAB history of pressuring 
her staff at the camps 
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their behalf 

security OVDowd stated that she had decided to withdraw 
Concern from the Rohingya Camps. 


4. (C) On January 5 Poloff met with UNHCR Deputy 
Representative Mulusew Mamo to discuss the situation. Mamo 
told us that UNHCR representative Christopher Lee had offered 
to contest the NGOAB\'s allegation with the BDG 

declined. Mamo said UNHCR will begin looking for another 
international NGO to implement the educational programs once 
Concern leaves. BDG complaints about \"anti-repatriation 
work\" are common 

as health or education are seen as deterring repatriation. 

Such griping 

genuine threat. 


5. (C) Comment: Frustration 

differing opinions between Concern and UNHCR over education 
programs 

Concern\'s decision to withdraw. END COMMENT. 

THOMAS 
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Should Push Harder for the Passage of the [Special] 
Arms Procurement DealV 


The pro-independence V'Taiwan Daily" editorialized 
(1/6): 


V. The United States has failed to treat the 
governments on both sides of the Taiwan Strait 
impartially and justly. For example 

wanted to push for a name rectification plan and it 
wanted to change the names of its [state-owned] 
enterprises 

attempt to change the status quo of the Taiwan Strait.V 
On the other hand 

nothing had happened when China said it wanted to 
institute an 'anti-secession law.V The State 
Department officialsV improper behaviors will give 
China the wrong impression; Beijing would think that no 
matter what it does 

its side. Once encouraged [by the United States] 
China will adopt more drastic actions . and might 

likely start to play with fire eventually. When this 
happens 

region and the United States will get hurt. . 


\"Taiwan\'s national defense power is a basis for 
protecting the islandYs social and economic 
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developments; it is also a cornerstone to safeguard the 
islandYs existence. When people and media of other 
countries are voicing support for Taiwan 

have a better understanding of the current situation 
and push harder for the passage of the special arms 
procurement deal in an attempt to strengthen Taiwan\'s 
security protection power. V 


B) Taiwan Does Not Need to Replace Koo" 


The pro-independence 
said in an editorial (1/6): 


V. The fundamental deadlock between Taiwan and the PRC 
centers on the facts that Taiwan is already a democracy 
and an independent sate and that the PRC authorities 
remain unwilling or unable to acknowledge 

adapt 

deepening democratization symbolized by the majority 
mandate given to President Chen Shui-bian and Vice 
President Lu of the Democratic Progress Party last 
March 20 

Unification Guidelines or to the heyday of the Koo-Wang 
process is not an option. 


\"Future dialogue between Taipei and Beijing 

when it resumes 

feelings deriving from commonalities of the cultural 
sensibilities of aristocrats and authoritarians or the 
chimera of KMT-CCP cooperation on the temple of great 
Chinese chauvinism. 


V From Taiwan\'s position 

find a way for both sides to live together can only be 
based on a democratic process and citizen 
participation. 


\"Unless Beijing wants a conflict that its modernization 
drive can ill afford 

choice but to tacitly begin on the basis of the reality 

of Taiwan\'s actual independence and democracy and 
forego attempts to solve the "Taiwan problem by 
appealing to particular Taiwan leaders or third powers 
even the United States 

A 
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25001 


achieve a viable Palestinian state 
could soon make the goal unattainable. The King described 
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renewed Arab efforts 

Saudis 

Declaration 

regular Arab League summit. 


3. (C) Asked if there was linkage between developments in the 
West Bank/Gaza and lraq 

feed off each other in the public mind. To the extent that 
progress toward a solution of the Palestinian problem 
addresses Arab frustration 

forces of moderation as they fight terrorism and extremism. 
Asked about the prospects for the Iraqi elections 

reviewed his constructive discussions with IIG Prime Minister 
Allawi and their shared conviction of the importance of 
holding the elections on time and of maximizing Sunni 
participation. The King reviewed his well-voiced concerns 
about Iranian influence in Iraq and how it could lead 
worst-case scenario 

theocratic regime. If Sunni Muslim participation in the 
elections is imperfect 

important to look for other ways to draw the Sunnis into the 
process 

also urged faster efforts to reconstitute the army 

mop up the huge pool of unemployed Sunnis who were ripe 
recruits for the insurgency 

advocated greater use of Jordan for training of Iraqi 

recruits 

18-month training cycle. He expressed frustration that the 
Iraqis were asking Jordan for basic supplies for their 

troops 

part of fielding these units. He was pleased with the 
success in our joint training of Iraqi counter-insurgency 
units 


4. (C) Asked about the Iranian nuclear program 

said a US/EU united front was the only diplomatic way to 
influence Iranian behavior; Tehran was adept at exploiting 
any hint of a gap. In any event 

the lranians were determined to proceed with their nuclear 
program regardless of the international community\'s views. 
In the longer run 

the best way to contain Iran and the V'axis of evil"; 
conversely 

influence immeasurably. Iraq had become the new strategic 
battlefield between the U.S. and Iran 

assess the global war on terrorism 

lost ground 

the peace process and in Iraq 

grow throughout the region ) affecting all regimes in the 
long-run. Jordan was also working on a long-term and global 
effort to mobilize moderate 
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behind the Amman message. The aim was to enable the 
mainstream of Islam to counter extremists 

noting that violence in the name of religion was a violation 

of the tenets of Islam 

BE RESENT UNDER NEW ΜΗΝ AND MONVS - ZFR ZFR - DISREGARD 
be in touch with us on how to extend this process to Muslim 
communities in the U.S. 

Salafist movements. Turning to Syria 

understanding of the direct messages the USG has conveyed to 
Bashar al-Asad 

two meet in Amman the week of January 9. 


5. (C) The meeting concluded with the King\'s review of 
Jordan\'s supplemental assistance request 

enabling him to gain essential political insulation so he can 
continue to \"stick his neck ой" on unpopular but necessary 
steps to support our common strategic goals in the region. 
He was grateful for the enormous help Jordan had already 
received 

as a platform in the troubled region 

Senator Kerry praised the enormous help Jordan had provided 
and pledged his personal support in congress\'s review of 
Jordan\'s needs. Hexam 

HALE 
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set by Hanoi are correct 
steadily.\" 


4. (SBU) The Director of the Can Tho International Agriculture 
Fair 

the region\'s weak transportation systems 

need to attract advanced technology to increase agricultural 
output. Son expressed a strong desire to seek out U.S. companies 
that could provide such expertise 

rapidly expanding aquaculture industry. He hopes that the seven 
years of cooperation with USDA/FAS at the Fair could be a 
springboard for such cooperation. He said that he would like to 
enlist the help of the Consulate General in Ho Chi Minh City in 
seeking out those companies most suited to providing these 
technologies. The Ambassador encouraged Son to take a more 
proactive approach 

rather than later. 


5. (SBU) In discussions with Mr. Nguyen Hoang Viet 

of the An Giang People\'s Committee 

bureaucratic obstacles to growth including difficulties in 

obtaining required permits 

rights (IPR) protection. He said that the lack of a \"one-stop 
shopping\" approach made the province less attractive to investors. 
The complex procedures for obtaining government approvals slow the 
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pace of investment 

process. А single department with responsibility for assisting 
foreign companies to invest in the province would help. Finally 
IPR must be protected 

VietnamVs poor record in safeguarding IPR has had a direct 
negative impact on foreign investment. If An Giang Province hopes 
to attract U.S. companies to provide advanced technologies 

must find strategies to ensure that those technologies are 
protected. Although he agreed that IPR is a fundamental issue 
with regard to attracting investment 

measures that the provincial government was taking to combat this 
problem. 


MAXIMIZING THE POTENTIAL OF HUMAN CAPITAL 


6. (U) The Ambassador met separately with Can Tho University (CTU) 
Vice-Rector Dr. Nguyen Anh Tuan and Dr. Vo Tong Xuan 

Giang University (AGU). Both expressed their commitment to 
building strong ties with U.S. institutions. The educational 
infrastructure in the delta is inadequate to meet demand. Can Tho 
had the only university in the delta until 2002 

converted from a teaching college to a university. CTU has 34 
students and AGU 7 

one in twelve applicants. While this ensures the quality of the 
students 

enrollment to keep pace with the economic growth. 

7. (U) To meet demand 

main campus in Can Tho City 

\"satellite\" campuses around the region. Dr. Tuan stated that the 
long-term goal was to turn these satellites into semi-autonomous 
community colleges as in the United States. CTU is also 
assisting An Giang University 

graduate students to train new faculties for the region. CTU is 
working with the Japanese 

systems 

conferencing to broaden its reach. 


8. (SBU) All agreed that exchange programs 

United States 

that most Fulbright and Vietnam Educational Foundation grant 
recipients come from Hanoi and Ho Chi Minh City. He asked that a 
quota be set aside for the Delta. 


BORDER SECURITY CONCERNS 


9. (SBU) Provincial officials and border security forces in An 
Giang drew attention to efforts to strengthen controls along the 
border with Cambodia. The Ambassador stressed the need for 
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stepped-up action on the provincial level in the fight against 
HIV/AIDS. People\'s Committee Vice-Chairman Nhu in Can Tho and 
Chairman Viet in An Giang expressed appreciation for Emergency 
Plan support for Vietnam. The People\'s Committees of Can Tho and 
An Giang spoke of programs" and \"workshops\" to address prevention 
and long-term care 

The Ambassador stressed the need for direct involvement by senior 
provincial officials and action on the ground to implement HanoiVs 
policies on issues like the rights of those afflicted and the need 

to combat public misperceptions. 


10. (SBU) The Ambassador visited the border crossing at Xuan To in 
An Giang Province and discussed trafficking in persons and 
narcotics with representatives from the Customs Department 

Border Defense Army and the District Peoples Committee. Tinh 
Bien Customs Department officials said that narcotics and 

trafficking were top priorities but that they understood the need 

to stop counterfeit goods as well. An Giang\'s border with Cambodia 
stretches for 100km 

200 customs officers. The border army makes regular patrols 
between points. For much of the year the region is flooded and 
passable only by boat. Most of the illicit trade crosses from 
Cambodia during these months. UNODC sponsors six Joint Task 
Forces in key border provinces to assist GVN with trafficking 

issues 

part-time basis from their agencies. Officials also complained 

about lack of boats 

Ambassador stressed the need for greater cooperation between USG 
and GVN on all law enforcement issues 

narcotics. 


11. (SBU) The Ambassador visited an anti-trafficking pilot project 

in Nui Sam Ward of An Giang Province. Run by the WomenVs Union of 
the District Peoples Committee and supported by the Asia 
Foundation 

workshops and community outreach aimed at prevention and 
reintegration of trafficking victims into their communities. 

Since early 2003 

participants. The at-risk target population consists of females 

aged 13 to 30 with minimal education. Project leaders claimed 

that there have been no new cases of trafficking since the project 
began. Local officials have only recently begun to focus on 

trafficking and little data exists on trends 

to measure success. The program also assists victims through 
micro-lending projects (supported by the International 

Organization for Migration) and training (run through the 

province\'s Department of Labor). Despite the apparent success of 
the project in Nui Sam 

project to other wards. The Ambassador suggested a more proactive 
approach in assisting neighboring wards to establish similar 
programs. 
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12. (SBU) Comment: Both Can Tho and An Giang are making strides in 
the right direction economically. Continuation of rapid growth 

requires improvement in governance 

transportation infrastructure 

education. Better control of the border will help address 

trafficking 

End comment. 
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coconut industry funds he once controlled. In addition 

U.S. Federal Appeals Court ruled against GRP efforts to 
control the distribution of USD 150 million in funds awarded 
to victims of the Marcos regime. END SUMMARY. 


2. (C) As President Arroyo informed Ambassador on January 3 
(ref A) 
secretary (current Presidential Legal Counsel) Mercedes 


SIPDIS 

\"Mercy\" Gutierrez to head a task force on corruption. In a 
lunch with Legatt and DOJ attache on January 6 

asked the Embassy to assist the task force. Emboffs agreed 

to do so 

high profile agencies to investigate (notably Customs and 
Immigration) and then turn over the cases to the Ombudsmen to 
prosecute. Embassy continues its own close cooperation with 
the Ombudsman and his staff. (DCM will host a breakfast with 
Ombudsman and Staffdel Hawkins on January 7.) 


3. (SBU) On January 4 

\"malversation and graft\" charges against Air Force Brigadier 
General Vladimir de los Trino before the civilian 
anti-corruption court 

charge sheet 

Tactical Operations Wing 

power generators at a base in Cebu in the central Philippines 
without authorization or proper use of established public 
bidding processes. Two mid-level air force officers 

Antonio Garcia and Engineer Nelmida Senen 

businessman Antonio Ularte were also charged in the case. De 
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los Trino and the other officers allegedly received USD 

16 

Ularte for the assets 

24 

acted upon information provided by the Office of the 
Inspector General of the Armed Forces of the Philippines 
(AFP) in filing the charges. If convicted 

his accomplices could face jail terms in excess of 20 years. 


4. (SBU) The criminal case involving corruption and perjury 
charges filed against former AFP comptroller Major General 
Carlos Garcia is again moving forward after a break for the 
holidays. (Note: See Refs b-d for additional background.) 
Preliminary hearings in the Sandiganbayan have now resumed. 
However 

refused an order of garnishment issued by the Sandiganbayan 
on five U.S. dollar-denominated accounts held under the names 
of Garcia and family. The Landbank froze GarciaVs two 
peso-denominated accounts 

Landbank Vice-President Rosemarie Osoteo 

company's decision 

freeze order did not apply to the dollar accounts 

said 

of violation of the Anti-Money Laundering Act. (Note: The 

bank secrecy laws in the Philippines are among the strictest 

in the world. end note) The Sandiganbayan plans to challenge 
LandbankVs decision. Garcia\'s court martial is scheduled to 
resume hearings on January 11. He remains in military 
custody. 


5. (SBU) Separately 

and comptroller Lisandro Abadia on corruption charges is also 
scheduled to resume shortly. Abadia has also been accused of 
perjury and engaging in illegal financial transactions. 


6. (SBU) Representing long-standing GRP efforts to retrieve 
Marcos-era plunder 

Sandiganbayan on December 28 rejected motions for 
reconsideration of earlier decisions that awarded the GRP 
ownership of stock worth millions of dollars in San Miguel 
Corporation and the United Coconut Planters Bank (UCPB). 
According to Chairman Haydee Yorac of the Presidential 
Commission on Good Government (set up to recover the Marcos 
loot) 
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PCGG since 1986. Eduardo V'Danding Y" Cojuangco 

of Ferdinand and Imelda Marcos 

appealed the earlier decisions 

rightful owners of the stock. The Sandiganbayan ruled that 
the defendants had bought the stock using funds derived from 
the Coconut Consumers Stabilization Fund levy\" -- known 
popularly as the \"coco-levy\" -- imposed during the Marcos 
regime and thus 

particular 

Cojuangco 

industry during the Marcos years 

the fund to his own advantage and did not have a legitimate 
right to own the stock. Cojuangco and his co-defendants are 
expected to appeal to the Supreme Court. 


7. (SBU) Separately 

the 9th Circuit based in San Francisco on December 28 turned 
down a GRP motion that it be allowed to distribute USD 150 
million in funds seized for eventual disbursement to human 
rights victims of the Marcos regime. The court upheld a 1999 
agreement between the Marcos estate and claimants meant to 
settle all outstanding claims by victims. The court 

dismissed the GRP\'s claim to distribution rights 

that the GRP was not a party to the 1999 settlement. 

However 

account in the Philippines designated for agrarian reform. 
Presidential Press Secretary Ignacio Bunye on December 30 
called the ruling academic 

the funds 

for human rights victims as well as for land reform (pending 
enabling legislation). 
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role\" for ASEAN in any pan-Asian regional architecture 
mechanism. ASEANvs integration with other Asian countries 
should occur V'step by step\" to prevent “опе big power" from 
dominating the region. Vietnam is far more cautious in this 
respect than Malaysia or Thailand 

and MalaysiaVs enthusiasm for formalizing the ASEAN+3 
structure and creating the EAS is difficult to understand 

given that the existing structure allows ASEAN to dictate 

the agenda and timetable of meetings as well as to produce a 
post-meeting V'chairmanVs statement" without consulting the 
other participants 

this system is understandable 

reserves significant power for ASEAN and blunts China\'s 
ability to \"dominate\" smaller nations. 


3. (SBU) Compounding VietnamVs discomfort with the EAS are 
the modalities and possible decision-making structure of the 
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mechanism 

continued. V Vietnam supports a consensus-based approach 
focused on functional cooperation and economic development 
Hung stated. V'The EAS will reflect the concerns of all 
countries and could include political 

issues.V This would eliminate ASEAN solidarity and address 
larger issues outside of ASEAN 

Vietnam is concerned that the EAS V'could have a significant 
impact 

Vietnam likes ASEAN\'s measured pace because it allows 
Vietnam to keep the organization (and its members) away from 
sensitive political and security issues such as human 

rights. End note.] As a result 

participation in future EAS meetings to include New Zealand 
Australia and India 

States. "We will need to balance China in the EAS 

said. Many of these issues will be discussed at an ASEAN 
Senior Officials Meeting in Hanoi January 13-14 

and recommendations will be forwarded to the ASEAN Foreign 
Ministers for decision. Discussions of the agenda and 
purpose of the meeting are V'in the future 

but the first meeting would almost certainly be held in 
December 2005 and include only the ASEAN+3 countries. 


4. (SBU) Comment: As reported ref B 

appreciates the minimalist approach represented by ASEAN 
which values consensus and stays away from sensitive issues. 
In addition 

to interact with China and Japan with some degree of parity. 
GVN officials - from working level officers like Hung up to 
Vice Foreign Minister Le Van Bang - consistently reiterate 
that Vietnam wants to avoid a situation where China can 
effectively dominate its smaller neighbors. Forced to 

accept a one-country-one-vote mechanism in the form of the 
EAS 

the forum in future years to include other big powers 

as India and the United States 

influence. End Comment. 
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illegal immigrants are first transported to Mexico 
where they embark on an overland journey. The price of 
the trip is supposed to include transport 
housing along the way 
who works at the Danbury agency -- her real name did 
not appear in the article -- criticized him for not 
taking adequate care of his clients. Apparently 
several had been left to fend for themselves while 
making an arduous trip across the desert; in one case 
de Souza allegedly refused to assist a nephew after his 
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release from American detention. He had been captured 
after a 17-hour desert walk. 


4. (U) The female relative was quoted in the paper as 
saying the mayor-elect turned over operations to his 
brother Kiko after winning the municipal election. 

Edson de Souza 

denied all involvement in any BRAZILIAN ROAD TO U.S.: 
EASIER THRU MEXICO?smuggling ring but advised the 
reporter to talk to his brother. 


Family Reunion On Main Street? 


5. (SBU) Despite not having received a visa from the 
Department of State 

spent significant time in the U.S. In February 1993 
person using this name presented a fraudulent photo- 
subbed passport at the Miami airport and was returned 
to Brazil. Post reports two other refusals under the 
subjects name 

hit entered in April 1998. However 

revealed that someone using the name Edson Alves de 
Souza listed 255 Main Street 

address in the years 2000 and 2001. This person 
obtained а CT driver\'s license (#106149996 

October 23 

3514). 


6. (SBU) A DHS official also told us that his records 
show a certain Fernando Cezar Pereira also listing 255 
Main as his address during that time. Our records show 
this individual was denied a visa at US Consulate Rio 
under ineligibility P6c1 on the same day in 1998 as 
Edson Alves de Souza. However 

Fernando Cezar Pereira was issued a valid S-26 card 
certifying him as a special agricultural worker in 

2002. In addition 

Souza/Pereira surnames have listed the Danbury 
address as their home. 


Comment 


7. (SBU) Such smuggling rings are probably fairly 
common in Minas Gerais 

epicenter of fraud in Brazil. Nevertheless 
involvement of a public figure (albeit in a small town) 
with political ambitions is rare. We have discussed 
these allegations with the officials from DHS should 
they decide to take further action. 


Column 3 
ATKINS 


25006 
Palestinian side. 


--The Ambassador noted that it would be difficult for the GOI 
and the PA to talk directly with each other on disengagement 
issues immediately following PA elections. A several-week 
period of political and symbolic \"catharsis\" would have to 
take place on both sides before dialogue could begin 

said. End summary. 


2. (C) The Ambassador met with Yossi Gal 

director general for Economic Affairs 

of the Middle East economic affairs bureau 

December 28. Gal discussed the Oslo AHLC meeting at length 
praising it as V'unlike any АНІС | remember" in terms of 
atmosphere. All parties Wbehaved 

the Palestinians made it clear they were impatient for more 
pledges and commitments from the donors right away 
contributed in spite of this to the overall positive 

atmosphere. Salam Fayyad even told the delegations that 
Israel is currently doing more than any other donor for PA 
finances 

November and December 2004 GOl-released revenue attachments 
were the PAYs only source of outside income. 


3. (C) There was V'wall to wall acceptance of the importance 
of disengagement\" at the meeting 

all parties from the Norwegian chair to the World Bank 
acknowledged IsraelVs legitimate security needs 
appreciation for the GOIVs proposed facilitation of the 
upcoming PA elections and support for monitoring delegations 
and called on the Arab states to provide greater assistance 
to their Palestinian \"brothers.\" While the Israeli 

delegation had misgivings over aspects of the four technical 
reports the bank presented 

concerns only to the U.S. delegation 

wider discussions cordial and positive. 


4. (C) Both Gal and Baruch objected to the language of the 
World Banks proposal for benchmarking and monitoring of GOI 
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steps to facilitate economic growth in the territories. Gal 
argued that the reports unfairly suggest donors should tie 
PA-bound assistance to Israeli actions. There are V'dozens V 
of specific GOI steps prescribed in the borders and trade 
facilitation report 

handful of vague \"suggested\" PA actions. He proposed that it 
would make more sense to regard planned events 

pullout and the PA elections 

themselves. Alternatively 

discrete \"pressure\" on the GOI to follow through with key 
steps 

On the bank\'s proposed pilot programs at select border 
crossings 

has yet to formulate an official position on specifics. 


5. (C) The Ambassador explained that the bankYs proposed 
benchmarks and monitoring are focused on \"sequencing\" of 
GOI-PA actions rather than conditionality 

a mechanism by which the donor community can ensure their 
money is not misspent. As such 

be set aside. It is crucial to donors that the PA not argue 
they are unable to make certain reforms or invest in private 
enterprise because of steps the GOI has or has not taken. 
VIsrael will get blamed if the donors believe the GOI is 
impedingW Palestinian economic growth 

that if access to Gaza for relief workers was still 

problematic in one month\'s time 

in fact the impediment on that issue. 


6. (C) Gal and Baruch said they had tried to talk to the 
Palestinians at the AHLC about why the PA had so far V'refused 
to engage with the World Bank or Israel" on the issue of 
handover of settlement assets 

not seemed to take it seriously. WGive us an inventory of 

the settlements 

the Ambassador that the GOI has a plan for the transfer of 
agribusiness infrastructure and know-how 

settlement greenhouses 

the Palestinian side. 


7. (C) The Ambassador emphasized the importance of 
Israeli-Palestinian cooperation in expanding the Gazan 
agriculture sector. While industries like construction can 
flourish independently of Israel 

depends on a stable export regime. The two men responded 
that Israel would \"of course\" help facilitate exports of 

Gazan agricultural produce like flowers and strawberries 
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noted that sector experts had predicted major increases in 
Gazan exports during 2005 V'regardless of disengagement.\" 
With robust Palestinian investment 

agriculture sector could double in size within three years 
increasing the number of Gazans it employs from some 90 
to 180 

number of Gazans currently employed in agriculture at closer 
to 60 


8. (C) Gazans will not be starting from scratch in terms of 
agribusiness 

dunams of greenhouses 

settlement greenhouses since their inception -- they already 
have know-how. The Ambassador suggested that USAID 
facilitate a multilateral agriculture conference in order to 

link Gazans with Israeli 

counterparts. Gal and Baruch agreed this would be 
beneficial. 


9. (C) Gal and Baruch explained that the disengagement plan 
had been \"born under a different reality\" 

had to decide whether to engage directly with new Palestinian 
leadership or work through the U.S. as a third party in order 

to move forward. The Ambassador said that Israel should not 
expect PA elections to effect an immediate \"magic change" in 
terms of enabling GOI-PA dialogue. A several-week period of 
\"catharsis 

political and symbolic demonstrations of strength 

in order before real bilateral work could begin on 
disengagementVs economic aspects. \"The relationship can go 
off track\" very easily during this time 

-- the U.S. would have to manage it carefully. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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Buildings Operations (\"OBO\") for over a year on enlarging 
the Consular Section to accommodate growth in staffing 
increased numbers of applicants 

mandated visa requirements. The ideal plan for the Mission 
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is to construct a new facility in the third garden of the 
Mission compound. However 

necessary funds to cover construction costs 
approximately USD 11 million 

in the foreseeable future. Therefore the Embassy has 
devised an interim plan to enlarge the Consular Section by 
expanding into adjacent areas of the Chancery currently 
occupied by other sections and remodeling other areas to 
accommodate their relocation. While this solution is not 
ideal 

the eventual construction of a new Consular facility. 


We have received from CA funds in the amount of $42 
design of the expansion project and are working with a local 
architectural firm on the plans 

3596 completion stage. Embassy will need additional funds 
from CA and/or OBO to cover the costs of renovation and 
relocation to implement this proposal. We estimate the 
costs to be approximately $350 

amount from the Department. 


6. Recommendation No. 5: Embassy Prague should implement a 
more active monitoring schedule to scan all user folders for 
inappropriate material and document the review of randomly 
selected user libraries. (Action: Embassy Prague) 


Embassy\'s response: ISO and ISSO Prague have implemented a 
bi-weekly random scan of user libraries 
These reviews are documented in the ISSO Log. 


7. Recommendation No. 6: Embassy Prague should complete 
and implement the information system documentation 
requirements and provide copies of the plans to the Bureau 

of Information Resource Management. (Action: Embassy 
Prague) 


Embassy\'s response: ISSO and Systems Managers have 
submitted the IT Contingency Plan and System Security Plan 
to DS for review. The Configuration Management Plan has an 
anticipated completion/submission date of 31 January 2004. 


8. Recommendation No. 7: Embassy Prague 

with the Bureau of Information Resource Management 

work to approve an offsite alternate facility for classified 
information systems processing and storage. (Action: 

Embassy Prague 

Embassy\'s response: IRM equipment and contingency plans are 
available 

the storage and processing reduces their effectiveness. Post 
IMO is currently working with IRM and DS to resolve 

this issue. DS regulations regarding offsite 
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storage/processing of classified information severely reduce 
the options open to post regarding storage of contingency 
classified equipment/operations. 


9. Recommendation No. 8: Embassy Prague should discontinue 
the practice of authorizing U.S. government sponsored school 
employees to use the diplomatic pouch for personal mail 
services. (Action: Embassy Prague) 


Embassy\'s response: Embassy is in the process of formally 
requesting a waiver from DPM in order to provide this 
service to the U.S. citizens currently working at the 
International School in Prague. 


10. Recommendation No. 9: Embassy Prague should enforce 
procedures to alert the Deputy Chief of Mission to 
delinquencies in the preparation of work requirements 
statements and/or performance evaluations by respective 
officers. Such delinquencies should be noted in each 
respective officer's evaluation report. (Action: Embassy 
Prague) 


Embassy\'s response: Embassy recognizes the importance of 
ensuring timely submission of local employee performance 
appraisals and has developed and implemented a systematic 
method to correct and prevent the problem from re-occurring. 
We now track performance appraisal due dates in our employee 
database. During the first 5 days of every month 

clerk downloads a customized report of performance appraisal 
due dates and sends it out to all raters and reviewers 

a copy to the DCM. The DOM is therefore made aware of any 
delinquencies and raters and reviewers are reminded monthly 
of upcoming due dates. We anticipate that this new system 
will help ensure the timely submission of performance 
appraisals. 


HILLAS 
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have focused on the city council election result as an 
indication of fissures within the local PSDB party 

could complicate Serra\'s relationship with the City Council 
and the effectiveness of his administration. This is the 

first time since the start of Mayor Luiza Erundina\'s term in 
1987 that the City Council has not ratified the incoming 
mayor\'s choice as council president; Luiza Erundina (then- 
PT) had a notoriously stormy relationship with the city 
council. 


7. (U) In one of his first official acts 
suspension of all procurement actions initiated by the 
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Suplicy government 

contracts signed by her government. Serra indicated that 
this was an austerity move 

expenditures into line with resources. 


8. (SBU) COMMENT. The turn out of the PSDB party glitterati 
at Serra\'s inauguration 

nationally prominent PSDB and PFL figures among Serra\'s 
senior advisors suggests that the Sao Paulo wing of the PSDB 
sees Serra\'s win in Sao Paulo as both partial vindication 

for his and the partyVs loss to Lula in 2002 and as an 
important step in reestablishing the party as the principal 
alternative to the PT nationally. With control of the state 

and city governments and a PSDB president in the state 
assembly 

launching pad for its 2006 national campaign. While 
Governor Alckmin continues to publicly demur about his own 
plans for a presidential run 

less discrete 

the object of speculation. The city councilVs rejection of 
Serra\'s candidate for council president put a damper on the 
PSDB festivities. While it could prove to be momentary and 
localized set-back 

warning sign that the Sao Paulo wing of the party needs to 
ensure its own house is in order before setting out on the 
national campaign trail. END COMMENT. 
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manner at the right time. V 


3. (C) MAC Vice Chairman David Huang told AIT/T poloff 
January 4 that MAC is prepared to arrange a delegation under 
the auspices of the Taipei Airline Association (TAA) to 

discuss the possibility of Lunar New Year cross-Strait 

charter flights. The delegation would include Taiwan 
government officials acting in an unofficial capacity and 

could leave Taiwan as early as January 8. Huang emphasized 
Taiwan\'s intention to implement charter flights under the 
“Hong Kong model used to negotiate the 2002 Taiwan-Hong Kong 
Aviation Agreement (ref A). He said that despite PRC 
insistence that there be no Taiwan-PRC 
government-to-government contact 

allow government officials from both sides to negotiate at 

the same table without official status. 


4. (C) Huang rejected the possibility of implementing charter 
flights under the model used to arrange such flights in 2003. 
That year Taiwan airlines applied directly to PRC aviation 
authorities to conduct flights 
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ahead of time. PRC airlines were not permitted to conduct 
charter flights. Huang said that 2003 set a bad precedent 
because private airlines bypassed Taiwan government officials 
to deal directly with the PRC. He also cited the financial 
concerns of carriers as justification for discarding the 2003 
model. However 

charter flights 

money providing the service since most travelers have already 
booked conventional flights for the period (ref B). 


Jumping Ahead 


5. (C) Taiwan press reported that KMT Legislator Chang 
Hsiao-yen 

flights 

charter flights with PRC government officials. According to 
the report 

invite their representatives to accompany him 

airlines rejected his offer because he has no official 
authorization from the Taiwan government to negotiate with 
the PRC. MAC\'s Huang confirmed that Chang has no authority 
to participate in such negotiations 

would try to take credit for the charter flights. ChangVs 

office told AIT/T that he is planning to travel to Beijing on 

the 8th but had no details about his itinerary 

do 

6. (SBU) Taiwan media also reported that Michael Lo 

of the Taipei Airlines Association (TAA) and President of 
Mandarin Airlines would travel to Beijing on January 6 to 

meet with PRC airlines to discuss charter flights. According 
to the media 

accompany Lo because MAC officials wanted to keep the 
delegation small and the visit low-key. However 

contacted by AIT/T 

plans at this time to travel to the PRC. His staff told 

AIT/T that Lo and Su were in a meeting in Taipei regarding 
charter flights that might yield instructions on how to 

proceed. MAC Economic Fu Don-cheng told AIT/T that the story 
was absolutely false and that MAC was waiting for a response 
from the PRC before approving a delegation to travel. 


7. (SBU) A third report indicated that Xiamen Airlines had 
already been approved by Hong Kong authorities to conduct 
charter flights that would pass through Hong Kong airspace 
enroute to Taiwan. According to the report 

lacked Taiwan approval to implement flights. MAC Senior 
Secretary Lee Li-Jane told us that regardless of what 


SIPDIS 
preparations had been made by any PRC airlines 
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applications to conduct charter flights would be accepted 
until the Taiwan and the PRC had conducted some form of 
negotiations to determine how the flights would be 
implemented. 


Comment - Bumps Ahead 


8. (C) Three key issues could become obstacles to successful 
implementation of charter flights. First 

airlines to participate could prove difficult. While a 

system for Taiwan airlines applying for charter flights was 
already worked out in 2003 

arrangement for PRC airlines. TaiwanVs Civil Aeronautics 
Administration (CAA) Planning 

Affairs Branch Chief Chou Su-hwa told us that CAA might 
simply be able to apply its charter application procedures 
for V'other territories V' airlines to PRC airlines. However 

this has never been tried 

airlines have representative offices in several PRC locations 
that can coordinate charter flight preparations 

airlines do not have similar representation in Taiwan. 


9. (C) Another more important issue will be the model used to 
negotiate details for the flights. TaiwanYs government sees 
direct negotiations between government officials 

the auspices of a private organization 

necessary step in implementing charter flights 

an important political victory for Taiwan. Both sides have 
indicated that the "Hong Kong model can be used to negotiate 
the charter flights 

interpret the Hong Kong model to be. If the PRC attempts 
to exclude government officials from negotiations or insists 
on the model used to implement the 2003 Lunar New Year 
charter flights 


10. (C) Finally 

breaker. Ref C reports that Beijing will likely insist that 
the charter flights fly directly between Taiwan and PRC 
airspace. Taiwan may require the planes to pass through the 
airspace of a third territory 

Japan. CAAVs Chou told AIT/T that there is no technical 
justification for requiring flights to pass the airspace of a 
third territory. Nevertheless 

Taiwan would seek to impose such a requirement. (End 
Comment.) 

PAAL 
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is no shame 
opposition." He proposed that the U.S. engage in dialogue 
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with Iraqi Ba\'thists and other Sunni supporters of the 
insurgency with to goal of holding \"a more balanced election 
in the future.\" By isolating the Iraqi Ba\'thists Saleh 
continued 

Abizaid responded that the U.S. is willing to talk to anyone 
in Iraq with the exception of al QaVida 

terrorists. To postpone the elections 

victory for terrorism. Saleh reiterated the need to bring 

the Iraqi Sunnis and Ba\'thists inside the tent and suggested 
that the USG employ Syrian BaVathists to facilitate such a 
dialogue. Saleh also offered his own good offices to 
establish such contacts 

Ba\'thist military advisors could serve as conduits to 
Ba\'thists inside lraq.\"think about it 

know if | can help.\" Despite his view that elections should 
be postponed 

Yemeni election observers to Iraq for the January 30 
elections in coordination with the Canadian government. 


3. (S) Abizaid told Saleh he had just had a useful meeting 

with Minister of Defense Alaiwa and Chief of Staff Qassemi in 
which he expressed his support for continued and increased 
security and counter-terrorism cooperation in 2005. Saleh 
agreed 

GWOT as well as economic and military cooperation would 
expand. Abizaid referred to earlier ROYG requests for 
intelligence sharing 

provide such assistance. (Note: Saleh had requested U.S. 
military aircraft reconnaissance flights over the areas of 

the al-Houthi rebellion. After interagency agreement 

however 

insurgency had already been put down. End Note). Emphasizing 
the importance of ROYG intel-sharing to our joint security 
interests 

would continue to be forthcoming. General Abizaid 
complimented the ROYG (and the MOI in particular) on recent 
CT related arrests and pressed for full information sharing 
and coordination with the USG Embassy on those arrests. 


4. (S) Belying the friendly and useful discussions General 
Abizaid had with ROYG officials at MOD 

and President Saleh 

the General\'s staff and airport officials over the clearance 


Column 3 

of the GeneralVs luggage and communications equipment through 
customs. Embassy high level contacts managed to get the 
traveling party's personal luggage released 

communications gear. Airport officials insisted that they 
needed a letter from President Saleh personally to allow the 
equipment in - a permission which is not routinely required 
and which was impossible to obtain on such short notice. 
(Comment: The Deputy Director of the PresidentVs office told 
CDA that he personally appealed to General Gamesh 

old guard Director of the Political Security Organization 
(PSO) in this matter. That Gamesh did not authorize the 
release of the equipment is not surprising 

transparency and trust we regularly experience in our 
dealings with this organization. More troubling 

possibility that Saleh himself may have been informed of this 
situation and failed to give his instructions to resolve it. 

End comment). 


KHOURY 
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most\" 15 

UN agencies are providing emergency and medium-term 
assistance and have asked for USG assistance in providing 
satellite imagery of the Burmese coastal regions. End 
summary. 


UN Tries to Set Record Straight 


2. (U) The UN Country Team (UNCT) in Burma and the 
International Federation of the Red Cross (IFRC) held a 
briefing for diplomats on January 6th to try and further 

dispel rumors of mass devastation and death in the country 
due to the December 26th earthquakes and tsunamis. Teams 
from the Red Cross 

Food Programme (WFP) 

access to the impacted regions of Burma -- though they have 
not yet visited all potentially affected villages and 

islands. 


3. (SBU) The GOB has not made any official request for aid 
but is V'willing to accept international assistance." In 
response to this 

$200 

our assistance in providing satellite imagery of unvisited 
areas to help in their assessments and for planning future 
missions (septel). Aside from this request 

made any appeal to us or other bilateral donors specifically 
for Burma relief. The UN is folding Burma into the regional 
appeal launched on the 6th in Jakarta. UN sources told us 
that once further assessments are complete 
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may make specific appeals for Burma. However they would 
probably broaden the requests to include money for general 
development work in areas not directly affected by the 
earthquakes and tsunamis. 


Tally is Stable 


4. (SBU) The IFRC 

community\'s response in Burma 

revised matrix of the extent of the damage in Burma based on 
the various field missions. This update revised downward the 
number of homeless to 5 

some people have rebuilt their homes or moved in with family 
members. The WFP 

response 

way or another by the tsunamis. 


5. (SBU) The IFRC\'s estimates of dead 

remain 

IFRC passed on unverified reports from Tanintharyi Division 

in southeastern Burma that 25 additional fishermen may have 
been killed and 200 houses destroyed on a yet unvisited 

island northwest of Kawthaung. It is possible the number of 
missing may also be higher since it is unclear exactly how 
many fishing boats were in coastal Burmese waters at the time 
of the tsunamis. 


Americans are OK 


6. (U) Embassy RangoonVs Consular Section continues to work 
through remaining welfare/whereabouts inquiries. 

There have still been no reports of American Citizen 

casualties or verified cases of missing Americans. Travel to 
touristed beach areas on the Bay of Bengal west and northwest 
of Rangoon was not disrupted by the tsunamis. Local travel 
agents offering package trips to the islands of Tanintharyi 
Division have said they are operating as normal. 

McMullen 
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Farouk 

Ogbeh would remain as party chairman until the 2005 PDP 
convention in December 

be elected. 


4. (U) Instead 

the issue would be the fate of the PDP members embroiled in 
the ongoing Anambra crisis. PDP Publicity Secretary Venatius 
Ікет told reporters that Ogbeh had never been on the agenda. 
Rather he said 
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on the Anambra state crisis. As a step towards resolving the 
crisis 

actors 

the party for 30 days.\" 


5. (U) Additionally 

Olagunsoye Oyinlola of Osun State was set up to investigate 
the crisis and report back to the party within 14 days. The 
Independent National Electoral Commission (INEC) also was 
asked to submit a report on the Anambra State gubernatorial 
elections to the committee. 


6. (SBU) The meeting was really a test of wills between the 
PDP\'s two biggest public figures 

President. Farouk told us that V'the two opposing camps have 
stockpiled their arsenals and were ready for a showdown when 
we received the news that a compromise has been reached." 
Only then was the Anambra crisis introduced 


7. (SBU) Acting as AtikuVs cat\'s-paw 

the support of a majority of the PDP governors and reached 
out to other interest groups within the party opposed to 
President Obasanjo 

twice challenged Obasanjo in the PDP presidential primaries 
leading to previous elections) 

Presidential aspirant and Governor of Kano state) and former 
Speaker of the House of Representatives Ghali NaVabba. Along 
with the NEC 

convinced them that collectively rebuffing ObasanjoVs attack 
would serve their interests. V'All of you here hold party 
positions now. However 

remove us from office 

Ogbeh reportedly told his colleagues during a private meeting. 


8. (SBU) Farouk said that Atiku held private talks with 
Obasanjo over the impasse and advised him against removing 
Ogbeh at this critical period when the nation is faced with 
other crises. He argued that Ogbeh\'s ouster would further 
divide the party\'s rank and file and endanger the PDPVs 
survival. Sources said Vice President Atiku 

governors 

Mohammed were involved in brokering the truce. 


9. (C) According to sources 

shelve the planned sacking of Ogbeh and his executive 
committee when he learned that Ogbeh had more supporters 
within the National Working Committee (NWC) than Obasanjo\'s 
men initially thought. On their pointing out that OgbehVs 

tenure would be up at the end of the year 

relented. 
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10. (C) Another source said that Obasanjo retreated after 

being advised that his insistence on OgbehVs removal might 
snowball into another V'political embarrassment" for him. 
Obasanjo\'s associates were concerned that Ogbeh\'s supporters 
would attempt to \"disgrace\" the President at the meeting and 

if he was unsuccessful in removing the party chairman 
Obasanjo\'s prestige 


11. (C) COMMENT: Although the ruling PDP has now set up a 
committee to investigate the Anambra crisis 

quite the same thing as arresting/prosecuting the 

perpetrators of the past months\' political violence there -- 

let alone dealing with the PDP\'s rigging of the 2003 
gubernatorial election that all there now admit. APGA\'s 
candidate was the putative winner (Ref B). It is also 

curious that the ruling PDP is asking the Independent 

National Electoral Commission (INEC) to report to the party 
not the courts 

Anambra. INEC is a defendant with Ngige іп APGAVs court case 
against that election 

of all its 2003 elections. 

FUREY 
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WITH REGARD TO THE CONSEQUENCES OF THE TSUNAMI DISASTER AND 
THE RELIEF EFFORTS UNDERWAY 

\"TRUCE\" IN THE RIVALRY BETWEEN NATIONS (LA CROIX) 

POINT TO U.S. ULTERIOR MOTIVES" (LIBERATION) WHILE OTHERS 

STILL (LE FIGARO) EXPLAIN HOW V'A NATURAL DISASTER CAN ALSO 

LEAD TO DOING POLITICS DIFFERENTLY.\" (SEE PART C) 


THE HEARINGS ON THE NOMINATION OF ALBERTO GONZALES AS ATTORN 
GENERAL LEAD LEFT-OF-CENTER LIBERATION TO TITLE ITS REPORT: 

VAN ADVOCATE OF TORTURE TO HEAD THE JUSTICE DEPARTMENT IN THE 
U.S.\" 


IN RIGHT-OF-CENTER LE FIGARO PIERRE PRIER WRITES A REPORT ON 
\"A MYSTERIOUS ANTI-AMERICAN PLOT\" IN KUWAIT. \"IF THE PLOT BY 
KUWAITI SOLDIERS (AGAINST U.S. INTERESTS) IS VERIFIED 

CONCERNS THIS WOULD TRIGGER WOULD SURPASS ANYTHING IMAGINEI 
UNTIL NOW. IT WOULD CAST A DAUNTING LIGHT ON THE HOLD THE 
SUNNI DJIHAD HAS IN THE GULF AND ON THE FRAILTY OF REGIONAL 

OIL REGIMES. THE INFILTRATION OF THEIR ARMED FORCES IS THE 
ULTIMATE NIGHTMARE FOR THESE GOVERNMENTS." 


(C) SUPPORTING TEXT/BLOCK QUOTES: 


IRAQ 
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\"ILLUSION\" 

PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION (01/06): \"IT 

WILL BE MUCH MORE DIFFICULT TO PUT AN END TO THE SUFFERING OF 
THE IRAQIS CAUGHT IN THE WAR THAN TO THE SUFFERING OF THE 
SURVIVORS OF THE TSUNAMI. PRESIDENT BUSH IS NO LONGER TALKING 
ABOUT BRINGING DEMOCRACY TO IRAQ OR ABOUT REBUILDING THAT 
COUNTRY. HIS GOAL IS TO WITHDRAW HIS TROOPS FROM THE QUAGMIRE 
HE SENT THEM TO 

"NATIONAL ISLAMIC\' IRAQI RESISTANCE HE CANNOT BREAK. THE 
JANUARY 30 ELECTIONS WERE SUPPOSED TO OFFER A WAY OUT 

THE "IRAQISATIONV OF THE LOCAL GOVERNMENT. THIS SOLUTION MAY 
BE CUT SHORT BY THE INTIMIDATION TECHNIQUES USED BY TERRORIST 
GROUPS. IT IS NOT TOTALLY CERTAIN AT THIS POINT WHETHER THE 
ELECTIONS WILL TAKE PLACE. AND IF THEY DO 

CERTAIN WHETHER THEY WILL SERVE ANY PURPOSE. THERE IS NO OTHE 
CONCEIVABLE END TO THIS WAR THAN THE IMPLEMENTATION OF A 
REGIME THAT FULLY REPRESENTS ALL IRAQIS AND IS ABLE TO SECURE 
THE COUNTRY ALL THE WHILE FREEING IT FROM FOREIGN OCCUPATION. 
BUT ORGANIZING ELECTIONS IN A COUNTRY AT WAR 

INTERNATIONAL CONTROL 

EXCLUDED FROM VOTING BY EITHER TERROR OR THROUGH A BOYCOTT 
WILL RESULT IN A REGIME THAT WILL BE CONSIDERED TO BE 
ILLEGITIMATE BY THE SUNNIS 

WAR. IN SUCH A CASE THE ELECTIONS WILL BE NOTHING OTHER THAN 
AN ILLUSION.\" 


TSUNAMI - HUMANITARIAN AID AND POLITICS 
SIPDIS 


\"SOLDIERS OF LIFE\" 

CHARLES LAMBROSCHINI IN RIGHT-OF-CENTER LE FIGARO (01/06): \"BY 
HELPING ONE OF THE COUNTRIES WITH THE LARGEST MUSLIM 
POPULATION THE U.S. IS TAKING ADVANTAGE OF AN OPPORTUNITY TO 
ERASE ITS IMAGE OF ENEMY OF ISLAM. AS OPPOSED TO THE 
INTERVENTION IN IRAQ 

CONQUERORS BUT AS SAVIORS. SIXTY YEARS AFTER THE MARSHALL 
PLAN 

MOTIVATIONS. GEORGE BUSH'S DECISION TO MULTIPLY BY ТЕМ 
AMERICAVS AID IS DEVOID OF ANY AMBIGUITY. THE U.S. SOLDIERS 
LANDING IN ASIA HAVE HERE NO REASON TO USE THEIR WEAPONS. 
WHEREAS IN VIETNAM THE AMERICANS WERE UNABLE TO CONQUER THE 
"HEARTS AND MINDS 

CONFUSION. AS CLAUSEWITZ ONCE SAID 

ALSO LEAD TO DOING POLITICS DIFFERENTLY.\" 


\"COMPETITION\" 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (01/06): \"IN ASIA 

THE U.S. IS FINDING AN UNHOPED FOR AND RESPECTABLE NEW WAY TO 
USE ITS WAR MACHINE 

THE WORST POSSIBLE POLITICAL RESULTS IN IRAQ. BUT THOSE WHO 
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CRITICIZE WASHINGTONVS ULTERIOR MOTIVES HAVE SIMILAR 
INTENTIONS.\" 


\"A NEW WORLD ORDER\" 

BRUNO FRAPPAT IN CATHOLIC LA CROIX (01/06): \"FOR THIS REAL WAR 

IN THE NAME OF GOOD 

"MASTER OF ΤΗΕ WORLD.V IN JAKARTA 

ATTEMPTING TO ORGANIZE THE UNPRECEDENTED FLOW OF GENEROSIT 
LET US TRY TO FORGET 

AND COMPETITION ABOUT THE ΟΟΜΜΟΝΙΟΑΤΙΟΝΝ STRATEGIES WHICH A 
BEING ELABORATED.\" 


\"MAKING PROPER USE OF A DISASTER\" 

JACQUES AMALRIC IN LEFT-OF-CENTER LIBERATION (01/06): \"WHEN 
PRESIDENT BUSH BECAME AWARE THAT THE TSUNAMI DISASTER COULD 
HELP WASHINGTON PROJECT A MORE POSITIVE IMAGE OF THE U.S. ARMY 
TO THE WORLD THAN THE ONE COMING FROM IRAQ 

MILLION DOLLARS INTO 350. NOTHING AS YET PROVES THAT THE 
DISASTER IN SOUTH ASIA WILL ALLOW WASHINGTON TO PROJECT THE 
IMAGE OF THE "EMPIRE OF GOODY AND TO ERASE THE IRAQI FIASCO. 
BUT THERE ARE MANY REASONS WHY WE MUST PUT ON HOLD ALL OUR 
INDECENT RIVALRIES AND CONFIRM THE UN IN ITS ROLE AS SOLE 
COORDINATOR FOR THE EMERGENCY RELIEF EFFORT AND FOR THE 
RECONSTRUCTION AND DEVELOPMENT NEEDS THAT WILL CONTINUE FOF 
YEARS.V LEACH 
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Sharon was visiting a paratrooper battalion that had 
participated in the evacuation of two caravans in a 
settler outpost near Yitzhar on Monday. (All media 
reported that an IDF conscript from Yitzhar who 
disrupted the evacuation was tried on disciplinary 
charges Wednesday and sentenced to 28 days in a 
military stockade.) Yediot reported that four 

battalion commanders and 30 commanders in an IDF 
reserves unit have signed a letter calling for massive 
refusal to enlist in the evacuation of settlements. 
Israel Radio and leading Israeli web sites reported 
that Thursday IDF Chief of Staff Lt. Gen. Moshe YaValon 
summoned the members of group 

kick them out of the military if they do not rescind 
their threats. HaVaretz 

Radio reported that Wednesday A-G Menachem Mazuz 
ordered police to launch an investigation against the 
head of the West BankVs Kedumim Regional Council 
Daniella Weiss 

Defensive Shield organization 

of Education Minister Limor Livnat 

Radio that although she opposes the evacuation of 
settlements 

soldiers) 
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evade their duty and disobey orders. Israel Radio says 
that they are not likely to be indicted. 


All media (banners in HaVaretz and Jerusalem Post) 
reported that United Torah Judaism (UTJ) has decided 
that it will join the coalition for a three-month trial 
period 

spiritual leader of Degel Hatorah 

party 

According to Israel Radio 

to be sworn in on Monday. 


Mahmoud Abbas (Abu Mazen) 

chairmanship 

Maariv 

order" in the PA after being elected. Abbas was quoted 
as saying that he is not afraid of Hamas 

Allah 

that he will move the road map forward. A senior PA 
official in Ramallah was quoted in an interview with 
Jerusalem Post as saying that the PA could launch a 
\"Fallujah-style\" operation against Hamas and its 
supporters if the movement continues its verbal 
offensive against Abbas. Leading media reported that 
Wednesday the Fatah Central Committee officially called 
on Hamas to stop firing rockets and cease the 
incitement against Abbas 

attacks provide an excuse for continued IDF activity in 
the Gaza Strip. 


HaVaretz cited an announcement by the State Department 
Wednesday that Senators John Sununu (R-NH) and Joe 
Biden (D-DE) will head the official U.S. observer team 
monitoring the Palestinian elections. The delegation 

will also include a number of U.S. representatives and 
American public figures of Palestinian origin 

George Salem and Ziad Assali 

by U.S. Consul-General in Jerusalem David Pearce. 
Michel Rocard 

monitoring team 

with Jerusalem Post that one properly run election may 
not make a democracy 

begin. 


Israel Radio reported that this morning IDF troops 
killed a terrorist who infiltrated the greenhouses of 
the Ganei Tal settlement in the Gaza Strips Katif 
Bloc. 


All media reported that Wednesday the State Department 
released a new report to Congress -- the V'Report on 
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Global Anti-Semitism\" mandated by President Bush in 
October. Jerusalem Post notes that the report says 
that a combination of traditional anti-Jewish 

prejudice 

growing Muslim population has contributed to a recent 
rise in global anti-Semitism. Leading media write that 
the report adopts the position that demonization of 
Israel or comparison of Israeli leaders to Nazis is not 
legitimate criticism but rather anti-Semitism. 


HaVaretz quoted GOI sources as saying that a \"highly 
classified problem\" was the reason for a special 
meeting Sharon convened earlier this week on the crisis 
in Israels relations with Russia 

participation of FM Silvan Shalom 

Shaul Mofaz 

and a few civil servants. The newspaper quoted the 
Sources as saying that the information given to the 
media after the meeting -- that Israel is worried by 
recent statements of an anti-Semitic nature made by 
President Vladimir Putin-- was partial and tendentious 
and that it was aimed at concealing the real reason for 
the crisis 


HaVaretz reported that Education Ministry D-G Ronit 
Tirosh has announced that the position held by a Shin 
Bet representative charged with carrying out background 
checks on teachers and principals in the Israeli Arab 
education system is being done way with. 


Akiva Eldar of HaVaretz describes Israeli-Palestinian 

talks that took place at various Israeli locations from 
February 2004 until the end of the year 

they ended with a concluding document that was released 
after Arafat\'s death. IPCRI (the Israeli/Palestine 

Center for Research and Information) participated in 

the talks. 


Leading media reported that National Union MK Aryeh 
Eldad has demanded that the A-G bar Abbas from entering 
Jerusalem because the Palestinian leader published a 
book in 1984 denying the Holocaust. Eldad said that a 
recent amendment to the penal code allowed putting 
Holocaust deniers on trial. 


Yediot reported that the Knesset has passed 

decision memorializing the heritage of Rehavam Zeevi 
(a.k.a. Gandhi) 

gunmen in October 2001 

transfers of Arabs from Israel. The newspaper cited 
the response of former Labor Party leader 
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Mitzna 
concept of commemoration. 


HaVaretz noted that Israel is ranked 33rd in that Wall 
Street Journal-Heritage Foundation Worldwide Index of 
Economic Freedom 


HaVaretz reported that 82 UN member states have so far 
responded to UN Secretary-General Kofi AnnanVs appeal 
to hold a special session in the General Assembly to 
mark the 60th anniversary of the liberation of 

Auschwitz. 


Citing statements by police that there is a huge 
improvement in the enforcement of IPR-related laws in 
Israel 

counterfeit products in Israel. The newspaper notes 
that punishing measures are ineffective. 


Erratum: HaVaretz printed corrected graphics of poll 
results from Tel Aviv University's December Peace 
Index 

The figures should read: 

-\"Do right-wing soldiers have the right to refuse 
service in the territories? ' No: 68 percent; yes: 27 
percent; 5 percent are undecided. 

-\"Do left-wing soldiers have the right to refuse 
service in the territories?" No: 76 percent; yes: 18 
percent; 5 percent are undecided. 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in the editorial of mass-circulation 
pluralist Yediot Aharonot (January 6): “Тһе basic 
premise of Prime Minister Ariel Sharon\'s latest 
political move 

will lend a hand to his disengagement initiative ... 
has proven itself. V 


Liberal columnist Yehuda Litani wrote in mass- 
circulation 
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Israelis 

significant changes to happen in the Palestinian 
Authority in the wake of the elections... [But Mahmoud 
Abbas] is likely to fail. V" 


Block Quotes: 


|. \"Ultra-Orthodox Part From Greater Israel" 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in the editorial of mass-circulation 
pluralist Yediot Aharonot (January 6): “Тһе basic 
premise of Prime Minister Ariel Sharon\'s latest 
political move 

will lend a hand to his disengagement initiative -- if 
they only receive in return Shinui\'s removal from the 
government -- has proven itself. Rabbi Yosef Shalom 
Elyashiv permitted the United Torah Judaism (UTJ) 
faction last night to join SharonYs new disengagement 
coalition.... From a foreign policy standpoint 

position taken by the leaders of ultra-Orthodox Jewry 
is clear: in favor of the withdrawal from Gaza and 
evacuation of all its settlements... In the last 
generation ... nationalistic opinions have [actually] 
heightened among the young ultra-Orthodox 
generation.... After the PA elections and the beginning 
of negotiations between Sharon and Abu Mazen 

party mentor] Rabbi Ovadia [Yosef] will also find 
reasons to cancel the ruling against the withdrawal 
since this will no longer be a Vunilateral move but 
rather a VconsensualV one. In the space of less than a 
year 

earthquake in the Israeli right wing.... The government 
that stands to be presented to the Knesset next week is 
far from perfect.... Sharon does not have all the time 
in the world. In the coming months 

critical for his plan 

future 

disengagement.... Sharon is now a prime minister 
leading a government made up of parties with no love 
lost between them 

together is the faith they have in his withdrawal 

vision. Any move that may jeopardize this coalition 
can and must be deferred. V 


ll. \"There\'s No Void Around Abu Mazen\" 
Liberal columnist Yehuda Litani wrote in mass- 


circulation 
\"All sides -- Israelis 
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others -- expect significant changes to happen in the 
Palestinian Authority in the wake of the elections. 
Even for a charismatic leader such as Arafat 

PA chairman 

all factions of the Palestinian people 

an arduous task. Abu Mazen does not enjoy such 
support.... He is likely to fail. How can he put an 

end to the violence when various factions of the Fatah 
organization he heads are disobedient and refuse to 
dismantle their weapons?.... Regarding the presence of 
the IDF in Palestinian population centers 

continuation of the settlements 

totally dependent on Israel -- at this stage 

no sign of willingness for a change. As regards 
corruption 

Tunisia establishment that is now working to have him 
elected.... It looks as though the optimism currently 
surrounding the election campaign will dissipate 
quickly: Palestinian violence will go on 

continue to rule the Palestinians heavy-handedly 

the situation of corruption won\'t improve. An accusing 
finger will be pointed at Abu Mazen 

can rescue his nation from the impasse in which it find 
itself. He is not aware that that he will actually be 
elected as a sacrificial lamb.\" 


Middle East affairs commentator Guy Bechor 
at the Interdisciplinary Center 
circulation 
the Americans to understand that in the Syrian case 
severe reprimands will not be enough. Even sanctions 
will not do.\" 

Block Quotes: 


VIt Is Time for the Americans to Understand\" 


Middle East affairs commentator Guy Bechor 

at the Interdisciplinary Center 

circulation 

\"The Americans are slowly losing their illusions 
regarding Syrian President Bashar Assad. After four 
years 

as a bitter disappointment and even a threat.... Just 
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as Hafez Assad undermined Lebanon\'s internal stability 
from the outside and encouraged terror and violence to 
the point of civil war there 

trying to do the same in their eastern neighbor 
formerly their fierce contender for regional 
hegemony.... In light of Iraqvs historical standing in 
the Middle East 

to have a dramatic effect on the future of democracy 
and the regimes in the entire Middle East. For the 
sake of this critically important experiment 

sake of unfortunate Iraq 

for the Americans 

soldiers 

that in the Syrian case 

enough. Even sanctions will not do." 


Independent 

erroneous approach that has thus far guided Jerusalem 
is that Turkey needs Israel 

with Washington 


Block Quotes: 


VA Test of Friendly Relations\" 


Independent 

(January 6): “Тһе chill that has characterized Turkey\'s 
official relations with Israel thawed this week when 
for the first time in two years 

Minister Abdullah Gul agreed to visit here. It is hoped 
that in the wake of this visit 

Recep Tayyip ErdoganVs promise to visit Israel will 
also be fulfilled.... Turkey is the only Muslim state 
whose relationship with Israel has popular 

and security dimensions.... The bilateral relationship 
is therefore a mutual strategic asset that requires 
continuous mutual nurturing 

path of diplomatic talks if Israel allows it to do so. 
Israel 
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granted. The erroneous approach that has thus far 
guided Jerusalem is that Turkey needs Israel 

the latterVs ties with Washington 

needs Turkey. This distorted approach has led Israel 
to spurn Turkey\'s efforts to sell it water or to 
increase the number of Turkish workers in the country. 
Israel has also refrained from proposing Turkish 
participation in major projects here 

time it seeks to participate in major projects in 
Turkey. This approach needs a shake-up 

Turkish prime ministers views on Israeli policy need 
correction. V" 


CRETZ 
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redress current imbalances. Similar messages have been 
conveyed by Chadian authorities to Embassy personnel on a 
regular basis for more than a year. When the PRM/DAS visited 
the border area in January 2004 

already drawing attention to the negative impact of refugees 
and the need to provide assistance to host populations. The 
drafting of a U.N. Consolidated Appeal for FY 2005 is in 
recognition of this. 


8. Action requested. Embassy requests a fund cite for 

$50 

and supervision of FFW activities implemented by the Chadian 
population in refugee-impacted zones. Upon receipt of the 
fund cite 

after which the obligating document will be sent to 
USAID/OFDA for recording. 


9. Please advise. 
CASEBEER 


NNNN 
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with Sunni Arabs and the need to get them to participate; 
spoke enthusiastically about Turkey\'s warm relations with 
Syria and influence on Syrian developments; and urged more 
U.S. support for ending Turkish Cypriot isolation. End 
summary. 


Iraqi Elections: Hold Them On Schedule 


Column 3 


2. (C) Deputy Secretary led off by underscoring AllawiVs 
determination to proceed with Jan. 30 elections in Iraq 
despite Sunni Arab reluctance. The USG continues to urge 
that the Sunni Arabs not repeat the Shi 

mistake 

of depriving themselves of a voice by boycotting Iraqi 
elections in the 1930\'s. 


3. (C) At the same time 

Baathist Triangle 

Turkey\'s liaison units should be in a position to brief 

Ankara on the measures Task Force Olympia may have to 
take. In addition 

bluntly he had expressed to KDP Chief Barzani the USG view 
that the KDP should stop trying to delay Kirkuk provincial 
elections; it appeared Barzani understood the seriousness 
of our message. Deputy Secretary added that he had 
delivered the same clear message by phone to Talabani. 
Turkey can also help by delivering a strong message to Arab 
countries participating in the Jan. 6 Amman neighbors\' 
meeting. 


4. (C) Gul responded that he regretted the recent failure 

of both Turkey and the U.S. to engage in meaningful 
bilateral consultations. We need to demonstrate again that 
we are strategic partners 

health of our relationship 

each other. 


5. (C) Turkey wishes success for the U.S. in Iraq since 
Turkey and the U.S. share the same objectives 
claimed. Turkey suffered terribly during the previous 
Iraqi regime. Any delay in elections would worsen the 
security situation 

disarray 

Therefore 

elections. If Iraq wants foreign soldiers to leave then 
this is the plan to achieve that goal. Otherwise 

апа lraqvs other neighbors 

Coalition forces to leave. But the U.S. can\'t remain for 
ever. 


Sunni Arabs 


6. (C) The problem is the Sunni Arab boycott 

continued. The Turks and Sunni Arabs have a traditional 
closeness 

religious values more 

religiosity and more open to a secular system. Indeed 


Column 3 

they have more in common with the West than the others in 
Iraq. Admittedly 

arose from the Sunnis. Thus all is a question of 
psychology: we should understand that the Sunni Arabs are 
angry and frustrated. 


7. (C) Yet we should convince them to participate 

stated. Turkey is doing everything it can 

invited all the Sunni religious leaders to Ankara for 
consultations 

leader of the Iraqi Islamic Party 

(Note: Post has heard Abdul Hamid\'s name mentioned as a 
conduit to Sunni radicals that Gul\'s colleague 

policy advisor 

kidnapped Turkish workers and truck drivers. End note.) Gul 
claimed Abdul Hamid is “а clean man whose Islamist identity 
corresponds to that of the people 

dreamer.\" Some MPs from 

ruling AKP studied with Hamid and are convinced he can be 
reasoned with 

responded to the Turks invitation. Gul added that he would 
insist to his Arab colleagues at the Jan. 6 

neighborsY meeting in Amman that everyone support elections 
as scheduled. 


Gul: The Kurdish Problem 


8. (C) Barzani is another problem 

is aware of all that Turkey has done for Barzani 

concessions Turkey has made in the past ten years 

though Turkey saw the danger that he would use Turkish help 
to build his own power infrastructure. The Kurds need to 
persuade themselves that they are part of Iraq; they 
shouldn't be allowed to damage the process of building a 
united Iraq. This is why Turkey is sensitive. It\'s true 

that people in Turkey\'s southeast feel kinship ties to the 
Kurds in northern Iraq 

relatives among the Turkmen and among Caucasian peoples. 
More than 100 

disturbed. Therefore 

balance. In the 1950Vs through 1970\'s 90% of Kirkuk city 
center was Turks (sic). Modernization brought others into 

the city 

change the balance. In this regard 

that the U.S. recognizes a higher population figure for the 
Turkmen than before. 


9. (C) Deputy Secretary noted that Saddam also changed the 
demographic balance 
Kirkuk. In any event 
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question Barzani had said there are no problems in his 
relations with Turkey and he reiterated the same goals for 
Iraq as the U.S. and Turkey have. How did Gul evaluate 
BarzaniVs assessment? 


10. (C) It\'s not just the Kurds who have suffered 
responded. The Kurds shouldn\'t monopolize the Iraq 
question. Because of Barzani\'s resistance there is still 
only one border opening between Turkey and Iraq 

the Iraqi-lranian border is wide open and there are four or 
five crossings with Syria. Turkey is an open society and 
the citizenry is closely questioning the GOT why so many 
trucks are waiting at the border to cross into Iraq. The 
U.S. takes BarzaniVs interests fully into account but 
doesn't take Turkey\'s enough into account 

Turkey is not against the Kurds. In the past 

and Sunni Arabs were all united against the Shi 

need artificial problems 

said 

Turkish security services that the Pentagon has sponsored a 
public opinion poll in eastern and southeastern Turkey 
asking whether respondents want to secede and who should be 
their president if they do so. How could the Pentagon do 
such a thing on Turkish soil? Anti-Americanism is already 
on the rise in Turkey. If such activity leaked to the 

press it would be exceptionally damaging. Gul asked his 
staff to pass details to the Embassy. 


11. (C) Deputy Secretary rejoined that GulVs 
characterization of the U.S. approach is unfair; the U.S. 
takes Turkey\'s concerns into account. The Turks should put 
themselves in President Bush\'s position: the U.S. has 

150 

day. We have the same interests in success. Concerning 
the reported poll 

associated in any way with such a venture; we would look 
into it as soon as the Turkish side could give us 
information. With regard to anti-Americanism 

noted many bad statements coming from many quarters in 
Turkey. 


12. (C) Gul retreated 

final remark by placing all the blame on a \"mistaken 
statement" equating the Fallujah operation with genocide by 
the AKP chairman of the parliamentary human rights 
committee. 


13. (C) The Deputy Secretary noted his lengthy Jan. 2 
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conversations with both President Assad and FM Shara. While 
Syria has taken some measures to return Iraqi funds moved by 
the Baathis to Syria and has somewhat strengthened its border 
with Iraq against infiltration into Iraq by foreign 

insurgents 

unimpeded entry and exit. Syrian authorities have a good 

idea who is in their country and the Deputy Secretary noted 

he had told Assad amelioration of U.S.-Syrian relations 
depends on Syria\'s getting tougher on this score: the road 

to better relations with Syria runs through Baghdad. Assad 
and Shara seemed to get the message 

repeatedly vague when the Deputy Secretary pressed him on 
whether he would attend the Amman meeting. How did Gul 
assess the Syrians? 


14. (С) Gul replied that Turkey\'s relations with Syria are 
very good. Turkey will have an indirect but tangible 

effect in bringing change to the Syrian regime. Therefore 
Turkey needs to continue to engage systematically 

the Syrians to help themselves and to help the peace 
process. At the same time 

its interlocutors to be careful with terrorist 

organizations: in this world of electronic surveillance 

one can hide anything any more. Transparency is necessary. 
Trying to be clever is merely a sign of weakness. The 

world is changing and Syria needs to take lessons from what 
is happening in its immediate region. Gul claimed that 
response to these Turkish points 

understanding on the part of the Syrian leadership. 


15. (C) So far 

and we are very open. The people of Syria are very happy 
with the improvement in relations with Turkey. Thus Turkey 

is in position to pass any messages to the Syrian 

leadership the U.S. might wish. GulVs staff noted he could 
approach Shara in this way at the Amman meeting and Deputy 
Secretary suggested that Gul mention two points: (1) the 


SIPDIS 

U.S. is looking for active 

in moving against former Iraqi regime elements; and (2) 
there is a window of opportunity in the peace process after 
Jan. 9 and we will need the support of the new Palestinian 
leadership to end violence. 


Cyprus and Armenia 


16. (C) Turning to Cyprus 
been easy to respond to President Bush's call for Turkey to 
be courageous and to support the Annan Plan. Yet despite 
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Turkey\'s decision to change its policy 

solver 

Turkish side which is being punished. If the U.S. doesn\'t 
take the lead to end the Turkish Cypriots\' isolation the 
Greek side will continue to insist on its policy. 


17. (C) When the Deputy Secretary asked whether Gul 

couldn't see all that the U.S. is doing 

way 

but immediately adding that 

settlement 

The U.S. needs to tell the Greek Cypriots that if they do 
not show movement 

Turkish Cypriots. Likewise 

question of Armenia 

sacrifice unilaterally. Gul thanked the U.S. for its strong 
support for Turkish EU accession. 


Afghanistan 


18. (С) On Afghanistan both agreed Turkey\'s re-assumption 
of ISAF command is important; both agreed that the 
narcotics problem is both very serious and difficult to 

bring under control. 


19. (U) The Deputy Secretary approved this cable. 


20. (U) Baghdad minimize considered. 
EDELMAN 
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Djiboutian territorial waters in order to assist with Asian 
relief efforts. The vessel departed Djibouti on that date 
for Thailand and Indonesia 

taken primarily from stocks of the French military outposts 
in Djibouti. According to Selz 

seven tons of pharmaceuticals 

materials to assist in removing debris and building 
structures 

folding cots 

experts from Bouffard Hospital in Djibouti 

for water 

the ship was fully loaded 

to dismantle some of its pallets and fit items under sleeping 
berths and behind doors to enable transport of all the 
materials. The vessel also carried 

stated 

relief effort. The vessel is scheduled to reach its 
destination on January 10. 
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3. (U) Selz commented that the Jeanne d\'Arc\" \"exhausted\" 
most of the reserve items the French military had in 

Djibouti. He said he expected that French forces in Djibouti 
would be asked to do more in the coming days. 

RAGSDALE 
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shut down for two days before reconvening the contentious 
budget debate December 29. Also on December 29 

Saleh announced judicial reforms that may well signal his 
first attempt to respond to Parliamentary demands that the 
executive get serious about addressing corruption. End 
summary. 


2. (SBU) On December 26 

second attempt at defending economic reforms 

the ROYG\'s 5 Billion USD 2005 budget plan. Ba JammalVs 
bodyguards 

widely unpopular PM from Parliament. In violation of 
constitutional law 

several MPs staged sit-ins in front of the building. 
Parliament reopened on December 29. (Note: In September he 
was also whisked out of Parliament under threat of violence 
while advocating for the reforms package 

considered separately from the budget proposal. End note). 


3. (SBU) According to several contacts close to Parliament 
on the day of the ruckus 

approving the budget 

fully implement the Local Councils Law. (Note: In effect 
this would mean that fifty percent of national investment 
budget would be obligated to local councils in 2005 as 
opposed to the current 11 percent. Many councils scarcely 
receive any budget and several 

governorate 

Parliamentarians demanded amendments to the budget to limit 
the power of the Ministry of Finance to disburse funds 
anti-corruption amendments to the tendering law. 


4. (SBU) In a December 29 speech to the higher judicial 
council 

dismissal of 22 judges for misconduct and the retirement of 
108 elderly judges. Saleh sent eight judges to the so called 
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\"accountability council" for misconduct 

new undersecretaries to the Ministry of Justice. The 
Judicial Inspection Commission was also granted increased 
staffing and funding to enhance its oversight capabilities. 
State run press referred to these changes as \"sweeping.\" 


5. (C) Sanaa this past week was riddled with rumors that the 
government is raising prices on all foodstuffs 

will double overnight and mass demonstrations will occur 
downtown. The Joint Meeting Party 

opposition parties 

and called on Yemenis to oppose price hikes. According to a 
senior Yemeni NGO democratic expert 

members of the military who benefit from diesel smuggling are 
fueling the opposition to economic reform. Northern Brigade 
Commander Ali Muhsen 

is said to be behind the opposition and many in Sanaa note 
that it is his papers that are predicting economic disaster 

if such reforms are implemented. 


6. (SBU) PM Ba Jammal announced on January 6 that Parliament 
passed the governmentVs budget late the previous evening by a 
majority of 161 votes 

abstaining. Many from the opposition Islah and YSP parties 
simply walked out during the session. (Note: Details of this 
session will be covered septel. Semi-official al-Thawra 

daily bannered V'no increases in oil or oil or gas 

derivatives. End Note). 


7. (C) Although the executive in Yemen is not required to 
seek approval of its budget program from Parliament 

put the budget before Parliament with the economic reform 
package attached in a likely attempt to delay implementation 
and gain political cover for reforms that are not popular 

with the public. Parliament seized the opportunity to 

leverage some of their long-standing complaints on corruption 
and fiscal decentralization. Post believes that most MPs 
simply oppose reforms because they will personally lose 
revenue 

to stop the reform package because they believe the ROYG is 
not doing enough to fight corruption. Saleh 

out of the high-volume debate 

its opposition and was able to put off frustrated World Bank 
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IMF and Donor reps calling for the economic reform package. 
MissionYs MEPI and USAID funded activities in 
decentralization and parliamentary strengthening will serve 

to buttress the continued effort to reform. 


8. (C) Comment continued. While ParliamentVs central goal to 
decentralize is still actively being debated 

announcement on judicial reform is likely a concession to 
Parliament\'s long-standing corruption complaints. Removing 
the diesel subsidy and implementing the general sales tax 
would have seriously affected tribal and business interests 
crucial to SalehVs balance of power. The political will to 

take on those measures is still clearly not there. 

Nevertheless 

of corruption and decentralization and the liberal minded at 
least are proving to be a positive force against 
state-corruption 

needed economic reform. Senior ROYG officials hoping to gain 
democratic cover for their self interested policies have 
unwittingly unleashed an increasingly vocal and active 
Parliament. End comment. 

KHOURY 
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underlined that while India was \"spearheading\" relief in Sri 
Lanka and the Maldives 

welcome. 


Foreign Minister in Jakarta 


4. (U) In a January 6 briefing on the Foreign Ministers 
participation in the Jakarta Summit 

reported that the FM emphasized to Kofi Annan that \"India as 
well as other countries present there supported the UN in its 
efforts to bring relief to the affected people in the 

region. The MEA noted that the Minister and Annan \"also 
discussed regional issues 


USAID: Increasing Multilateral Cooperation 


5. (U) On January 6 

and USAID/India attended a coordination meeting in New Delhi 
chaired by the UN. USAID agreed to share information on 
assessments and activities with the UN 

for International Development (DIFD) and the European 
Community Humanitarian Office (ECHO). On January 5 and 6 
USAID/DART conducted assessments of villages near Pondicherry 
in Tamil Nadu. The USAID/DART team reports that 
water/sanitation is not an emergency need but the restoration 
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of livelihoods is emerging as a key concern. In some 
villages 


Indian Casualties 


6. (U) The Ministry of Home Affairs (MHA) reported on 
January 6 that the tsunami was responsible for 9 

in India 

considers approximately 6 

they have indicated the likelihood that the unaccounted for 
figure will be added to death total. According the January 6 
MHA report 

the Maldives 


PM to Visit Andaman and Nicobar 


7. (U) Amid press complaints that the GOI is not doing 
enough for the isolated archipelago 

Singh will reportedly travel to the Andaman and Nicobar 
Islands on January 8. After the PM\'s trip 

meeting to discuss the disaster will be held on January 9 
two days later than originally scheduled. 

MULFORD 
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frustrationW many official Turks feel regarding 
PKK/Kongra-Gel\'s continuing presence in northern Iraq. Не 
also expressed concern that--according to the Turkish Embassy 
in Baghdad--the IIG only seemed to be sending MFA officials 
to these talks. Botsali said that if the U.S. side can share 
any information on our plans for the talks 

be most appreciative. He believes the talks will begin 
between 1030 and 1100 on Jan. 11. Koruturk will offer a 
lunch at the appropriate time 

as needed. Botsali did not believe the talks would last 

until COB Jan. 11. The Turks will host the talks in a hotel 
conference room in an Ankara suburb. 


3. (C) Turkish officials acknowledge that the insurgency has 
made it difficult for both MNF-I and the IIG to take kinetic 
action against PKK/Kongra-Gel. However 

constant stream of soldiers being killed in renewed anti-PKK 
operations in TurkeyYs southeast апа the deep concern among 
intelligence officials that the PKK has infiltrated major 

Turkish cities in order to open a new terrorism front 

Turks insist that we make good on our word--delivered at the 
highest levels--that we will act. Although the handover of 
sovereignty to the Iraqis more than six months ago means that 
the ІС is in the drivers seat on policy towards terrorists 
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on Iraqi soil 
participation in anti-PKK actions. 


PKK/Kongra-Gel in Iraq 


4. (S) Given the apparent lack of Kongra-Gel terrorist action 
inside Iraq 

the security situation that has stretched the Iraqi Security 
Forces 

take action now. Per ref a instructions 

attempt to persuade the Iraqis to take certain minimal steps 
to show the Turks that the IIG takes the issue seriously. 

Per reftel 


--Close the offices of the Kurdistan Democratic Solutions 
Party іп Iraq 
terrorist organization 


--|ssue arrest warrants for PKK/Kongra Gel terrorists and 
leaders who may be in lraq and 

either return them to Turkey for prosecution or prosecute 
them under Iraqi law. 


--Join the Kurdish Regional Government in high level public 
statements that the ПӘ will not permit the PKK to operate or 
have safehaven in Iraq. 


--Begin patrolling around Makhmour camp to discourage 
PKK/Kongra-Gel activity in the camp. 


5. (S) Additionally 

tell the IIG: “Тһе U.S. and MNF-I will work with you on ways 
to implement such actions.” We need to be prepared to 
discuss what we are prepared to do--and when--to help 
operationalize this. Finally 

to permit two PKK/Kongra-Gel front parties 

Kurdistan Democratic Solutions Party 

30 elections. This is surprising and steps to prevent it 
would still be appropriate. 


6. (S) Discouraging PKK/Kongra-Gel activity around Makhmour 
Camp is not something to be done in a vacuum. Most residents 
of the camp are Turkish citizens who fled to Iraq in the 

1990s during the worst of the fighting with PKK/Kongra-Gel 
within Turkey. While the Turks want to close the camp and 
bring its citizens home 

routinely infiltrates Makhmour. In Jan. 2004 

and the IGC (with CPA support) negotiated an agreement to 
close the camp and voluntarily repatriate its residents to 

Turkey (ref d). The deal fell through 
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Turks insisted that Secretary Powell sign a letter of 
guarantee 

to stop PKK/Kongra-Gel infiltration. We were not then (and 
likely are still not) in a position to provide such a 

guarantee to the Turks. If the Iraqis were to provide this 
security (perhaps with MNF-I support) 

to the long-overdue closure of this camp and an orderly 
voluntary repatriation process under UNHCR auspices. 


PKK/Kongra-Gel Outside of Iraq 


7. (S) While northern Iraq may be PKK/Kongra-GelVs main 
command and control center (and Turkey its main target) 
terrorist organization is active in other countries. We 
defer to WashingtonVs expertise 

we believe we need to be prepared to address--or perhaps 
offer an action plan--for dealing with the following: 


--PKK/Kongra-Gel presence in and utilization of Cyprus and 
Armenia 


--Russia as a transit hub or support for PKK 


--Ref b indicates that DoD was to provide additional 
information to State regarding television stations that are 
likely PKK/Kongra-Gel fronts 

the Belgians and Danes. Can we report progress on this 
issue? France closed a forerunner of Roj TV; is there 
information there that can help persuade the Danes? 


--PKK financing operations in Europe 
offices there 


--We understand that a PKK training camp was raided by the 
Dutch not long after the Van Gogh murder. Do we have info to 
share on PKK methodology and other intel we can share with 
Turkey and/or Iraq? 


--Previous U.S.-Turkish talks on the PKK (ref c) discussed 
the full range of tools of statecraft to be deployed against 
the PKK/Kongra-Gel. Any further progress we have made 
outside Iraq in providing intelligence and law enforcement 
assets per that undertaking (that we can share) would be 
helpful. 


The lists above are by no means exhaustive or complete. We 
hope they will be useful food for thought for addressees. 


8. (U) Baghdad minimize considered. 
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BrazilVs law and program permit the Brazilian air force to 
use lethal force interdiction against civil aircraft 

suspected to be engaged in aerial narcotrafficking flights. 
The USG considered that the threat to BrazilVs national 
security 

the program 

Presidential Determination 

determination in place for Colombia\'s ABD program. (Under 
certain circumstances 

lead to shooting down a civil aircraft 

determination from the President based on compelling and 
extraordinary circumstances was required to address U.S. 
legal issues.) The determination is subject to annual 
review and renewal by the USG. The GOB indicates it has 
seen a substantial decrease in suspect aerial activity 
since the law went into force. There have been no 
shootdown or warning shot incidents thus far. 


8. Brazil has forged closer ties with its neighbors in the 
war against drugs as a result of the \"joint commission" 
(CM) the GOB formed in 2003. The Brazilian Foreign 
Ministry 

SENAD 

(National Agency of Health Monitoring) 

and ABIN (National Intelligence Agency) make up the CM. 
The CM along with the creation of an intelligence center in 
the Tri-Border area and the various border operations have 
increased cooperation between Brazil and its neighbors. 


9. Brazil's Unified Public Safety System (SUSP) 

was created in 2003 

results. SUSP 

national system to integrate diverse state civil and 

military police forces. Each state has formulated its own 
public safety plan 

plan. SUSP assists the GOB in ensuring a unified approach 
to law enforcement and statistical crime and narcotics 
seizures reporting. 


10. In 2004 
leadership role. In June V'Operation Seis Fronteiras\" (see 
para 30) was carried out with the intention of disrupting 
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the illegal flow of precursor chemicals in the region. GOB 
continued its support of V'Operation Alliance\" with 

Brazilian and Paraguayan counterdrug interdiction forces in 
the Paraguayan-Brazilian border area. In August 

in partnership with UNODC hosted a seminar on money 
laundering that drew participants from all over Brazil and 
also included the presence of President Lula. 


11. With the exception of some cannabis grown primarily 
for domestic consumption in the interior of the northeast 
region 

of illicit drugs in Brazil. Brazilian Federal Police 

analysts believe that international narcotics trafficking 
organizations could increase numbers of cocaine processing 
laboratories in Brazilian territory however a steady supply 
from Bolivia and to a lesser extent Colombia 

it necessary. 


12. Federal Counternarcotics Police and state authorities 
are investigating the extensive domestic distribution 
networks in major and secondary cities in Brazil. 


13. The Federal Police took measures to identify 

significant drug trafficking trends 

traffickers throughout Brazil in 2004. Although one or two 
monthly deliveries of large amounts of Colombian cocaine 
may be shipped to Brazil\'s urban centers of Rio de Janeiro 
and Sao Paulo 

Bolivian cocaine and Paraguayan marijuana generally tend to 
dominate in those markets. 


14. Many assets 

during narcotics raids and put into immediate use by the 
Federal Police under a March 1999 Executive Decree. Other 
assets are auctioned and proceeds distributed based on 
court decisions. Federal Police records show that one 
airplane 

firearms 
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15. According to the Brazilian Constitution 

shall be extradited 

case of a common crime committed before naturalization 
in the case where there is sufficient evidence of 
participation in the illicit traffic of narcotics and 

related drugs 

cooperates with other countries in the extradition of non- 
Brazilian nationals accused of narcotics-related crimes. 
Brazil and the U.S. are parties to a bilateral extradition 
treaty signed in 1961. No extraditions were carried out 
during 2004. There were three extraditions from Brazil to 
the U.S. in 2003 


16. There are no pending narcotics-related extradition 

cases of non-Brazilian citizens. There are five other 

cases of non-Brazilian citizens (all U.S. citizens) who are 
currently incarcerated in Brazil and are pending 

extradition to the U.S. on financial/white collar (non- 
narcotics) charges. Two were arrested in 2004 and 2003 and 
one was arrested in 2002. 


17. During 2003 

including NAS 

DHS 

Brazil in a wide variety of law enforcement areas 
including combating money laundering 
community policing 

demand reduction programs. 


18. Brazilian Law Enforcement also eagerly accepted 
opportunities to attend training programs in the United 
States. Money laundering 

academy were some of the more notable areas of interest. 


19. The DPF 

interest in active cooperation 
sharing 

activities. 
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20. Brazil cooperates with authorities in neighboring 
countries 

enhance regional counternarcotic efforts. In June 2004 

law enforcement officers attended specialized training in 
Bolivia. Brazilian authorities maintain good working 
relationships with their neighboring counterparts. A head 

of the training section of the Brazilian Federal Police 
academy attended a high level planning meeting in Panama 
City for the planned International Law Enforcement Academy 
(ILEA). In January 2004 

officers (9 Federal 

attended the ILEA advanced management course in New Mexico. 
Seven policemen from the state of Minas Gerais participated 
in a community policing exchange in Austin 

program also gave the same opportunity for police from 
Texas to visit Brazil. 


21. The DARE (Drug Abuse Resistance and Education) program 
(known as PROERD in Brazil) is now active in all 26 states 

of Brazil and the Federal District. Through the Brazilian 
National Public Safety Secretariat (SENASP) and the 
National Antidrug Secretariat (SENAD) 

financing and logistics 

of the training sessions. Brazil has the largest DARE 
program outside of the U.S. The DARE program reinforces a 
positive image of local police forces 

strong message concerning demand reduction. NAS 

with several NGOs and the U.S. Consulate in Sao Paulo 
working to establish the 40 Assets Program in Sao Paulo. 
The program should be functioning by early 2005. NAS 
provided funding for SENAD and the Ministry of Education to 
provide training to thousands of school teachers nationwide 
via the educational television network. The programs 
provide the teachers with an anti-drug curriculum. The 
SENAD toll-free number on drug information is in the 
process of be upgraded to be able to handle more calls and 
provide medical counseling. 


22. In 2004 

cocaine НСІ and 120 kilograms of crack. Marijuana 
(cannabis) seizures totaled 149.2 metric tons in 2004. 
Three cocaine drug laboratories were dismantled in 2004. 
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These numbers are incomplete 

Federal Police 

reported on a national basis. Federal Police sources 
estimate they record perhaps 75 percent of seizures and 
detentions. 


23. As a matter of government policy 

condone 

distribution of illicit drugs or laundering of drug money. 

The Federal Police have carried out a number of high 
profile investigations of public officials and State Police 
involved in money laundering and/or narco-trafficking. The 
fight against corruption remains a high priority for 

Brazilian law enforcement. 


24. Brazil became a party to the 1988 UN Drug Convention 

in 1991. Bilateral agreements based on the 1988 convention 
form the basis for counternarcotics cooperation between the 
U.S. and Brazil. Brazil also has a number of narcotics 

control agreements with its South American neighbors 

several European countries 

cooperates bilaterally with other countries and 

participates in the UN Drug Control Program (UNDCP) and the 
Organization of American States/Anti-drug Abuse Control 
Commission (OAS/CICAD). 


25. Marijuana from Paraguay and cocaine from Bolivia are 
smuggled into Brazil across remote border areas and are 
destined primarily for domestic consumption. Federal 
Police officials indicate that cocaine leaving Colombia and 
entering Brazil by air is destined for international 

markets in Europe hidden in containerized cargo. Brazil's 
recently enacted shootdown law has had an effect on 
clandestine flights. Sources [and the press] indicate that 
flights are down by 35 percent. It is too soon to tell 

what real impact the law will have in the long run. 
According to Federal Police 

leave Colombia via Brazil\'s waterway networks in the Amazon 
region and are mainly destined for the Brazilian domestic 
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market. In addition 

been detected moving through Brazil from source countries 
to the U.S. and Europe. 


26. U.S. counternarcotics policy in Brazil focuses on 
liaison with and assistance to Brazilian authorities in 
identifying and dismantling international narcotics 
trafficking organizations 

increasing awareness of the dangers of drug abuse and drug 
trafficking and related issues such as organized crime and 
arms trafficking. Assisting Brazil to develop a strong 

legal structure for narcotics and money laundering control 
and enhancing cooperation at the policy level are key 
goals. Bilateral agreements provide for cooperation 
between U.S. agencies 

and the Ministry of Justice. 


27. In accordance with the bilateral U.S.-Brazil letter of 
agreement (LOA) on counternarcotics 

that took place in 2004 included: cooperation with the 
Regional Intelligence Center of Operation COBRA; expansion 
of COBRA prototype to other areas of the country 
country-wide conference on money laundering in Brasilia; 
and a SENAD project that involves a partnership with the 
Ministry of Education to provide long distance drug 
prevention training to over 5 

the educational television network. Brazil and the U.S. 
are seeking to meet all goals set forth in the bilateral 
LOA. 


28. Through the LOA 

the Federal Police 

Safety Secretariat) 

as Operation Alianza (Brazil 

marijuana eradication/interdiction 

and a chemical control task force in the port of Santos 
were supported with LOA funds. With SENASP 

with local state and military police forces throughout 
Brazil to ensure such forces had basic law enforcement 
equipment and training. The USG worked closely with SENAD 
in 2004 on programs such as DARE 

nation-wide drug use survey and a toll free counseling 
hotline. 
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29. Brazil continues to be actively involved in IDEC. 
Worldwide conferences are held annually 

conferences are held approximately six months after the 
general conference. These conferences 

supported by DEA 

Western Hemisphere countries together to discuss the 
counterdrug situations in their respective countries and to 
formulate regional responses to the problems they face. 

Brazil is a member of the Andean and Southern Cone Working 
Groups. 


30. Operation Seis Fronteiras VI is part of a continuing 
regional exercise involving Brazil 

Ecuador 

antidrug law enforcement efforts in the area of precursor 
chemicals 


31. Bilateral cooperation between the USG/NAS and Brazil 
has never been better. A number of conferences exchange 
training programs and seminars took place during the last 
year. Brazilian Federal and State Police were sent for 
training to the United States on various occasions. 
Representatives from U.S. Agencies such as DEA 

U.S. Coast Guard among others came to Brazil to train anti- 
drug units and give presentations at conferences. This 
relationship is expected to expand during the coming year 
due to the excellent relationship between the two countries 
and an increase in funding under the LOA. 


32. The biggest challenge for Brazil in the war against 
narcotrafficking is to secure its frontiers by increasing 
interdiction efforts against criminal organizations that 

are able to exploit a vast border area to smuggle their 
goods. Fully functional border operations like COBRA 
(Colombia) located in northern Brazil and others still in 
their initial start-up phase such as; Vebra (Venezuela) 
PEBRA (Peru) 

obtaining this goal. The planned opening of a joint 
intelligence center in early 2005 in the southern Tri- 
Border area will be a step forward in the fight against 
narcotrafficking and other illegal activities in the 

region. The center will include representatives from 
Argentina and Paraguay thus ensuring better cooperation 
among the three countries. Another crucial development 
last year was the implementation of Brazil\'s shootdown law. 
This law should assist in reducing the number of illegal 
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flights over the country\'s expansive borders. 


33. Calendar year 2004 2003 2002 


Coca 
Eradication (mt) - - - 
Cocaine seizures (mt) 7.7 7.3 7.5 
Crack cocaine (mt) .12 .13 .15 


Cannabis 
Eradication* .69 1.8 1.6 
Marijuana seizures (mt) 149.2 157.7 173.3 


* .96 million plants destroyed. Conversion to metric tons 
not given. 


Arrests 1 


Labs destroyed 
Cocaine HCL 3 1 2 


Note: All figures shown are those provided by the Federal 
Police and do not include the activities of state 

and highway police. No surveys were conducted; market for 
cannabis is domestic. 


34. Brazil requires registration with Federal Narcotics 
Police for all production 

precursor chemicals. In August 2003 

Ministry issued a regulation to prevent the manufacture of 
illegal drugs 

of approximately 150 chemical substances. Any person or 
company that is involved in the purchase 

or use of these products must have a Certificate of 
Approval of Operation 

or special license. These documents must be issued by the 
Federal Police. 


35. The Federal Police have organized precursor chemical 
training and initiated interdiction operations of chemical 
precursors 

Brazilian chemical firms. Brazil is compliant with the 
agreements to establish a method for maintaining records of 
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transactions of the established list of precursor and 
essential chemicals and has established procedures under 
which such records can be made available to other 
countriesV law enforcement authorities. 
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Foreign Minister al-Mulki and Royal Court Minister Rifai told 
Charge they were outraged at ParliamentVs action and that 
Interior Minister Habashneh would firmly rebut the 
non-binding resolution at ParliamentVs next session on 
January 10. Action request para 5. End Summary. 


2. (C) Richard Scott 

Voting (OCV) Program in Jordan run by the International 
Organization for Migration 

office had successfully launched a media campaign encouraging 
Iraqis to register to vote with the placement of billboards 

and posters around Amman. The OCV office concentrated voter 
registration posters in areas it believed housed large 

numbers of Iraqis 

throughout the city. Scott said that radio and TV 

advertisements would follow shortly. He noted that he had 
heard of criticism of OCV registration of Iraqis in Jordan 

but had not encountered any complaints directly. 


3. (C) The OCV posters and billboards became the focus of a 
heated debate in Parliament January 5. MP Nariman Rousan 
(East Banker 

media campaign on the Lower House floor 

could transfer the armed struggle in Iraq into Jordan. 
Rousan 

in July 2004 under mysterious circumstances 

that electoral registration and campaigning by Iraqis in 
Jordan was not authorized under Jordanian law. Several 
prominent MPs quickly jumped on the bandwagon 

of the Legal Committee Ghaleb Zubi (East Banker 

Dist.) and Abdul Kareem Dughmi ((East Banker 

heads a loose coalition that includes roughly 50 MPs. The 
Lower House eventually approved 

symbolic resolution (which is not binding on the government) 
calling for the removal of electoral propaganda and declaring 
the ОСУ media campaign Wan interference in the internal 
affairs of another country" Afterwards 

FSN privately that they and others voted for the resolution 
primarily out of fear that the registration drive could 

attract the wrath of violent Iraqi insurgents 

out of opposition to the scheduled Iraqi elections. 


4. (C) On the margins of a January 5 dinner hosted by King 
Abdullah 
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Samir Rifai expressed their outrage to Charge over the 
parliamentary resolution and pledged full GOJ support for the 
OCV program in Jordan. They stated that Parliament had no 
authority to intervene on this issue and promised that 

Interior Minister Habashneh would mount a vigorous rebuttal 
at ParliamentVs next session on January 10. 


5. (C) At the same dinner 

our views -- an off-the-cuff proposal by FM Mulki to explore 
having ІОМ set up voting facilities on the Jordanian side of 
the lraq/Jordan border 

the safety of Jordan. Mulki said Jordan could waive 
immigration formalities 

identification. Charge welcomed ideas to boost Sunni 
participation 

transporting Iraqis to Jordan could be problematic. 
Department guidance appreciated. 


6. (U) Baghdad minimize considered. 
HALE 
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FM Gul Urges Palestine to Start Peace Talks with Israel - 
Sabah 

US Officials Apologize for Treatment of Turkish Police Chief 
in US - Milliyet 

Turmoil Continues in CHP - Milliyet 

VWashington Post: \"Egypt Conducted Nuclear Experiments in 
Turkey" - Milliyet 

World Races to Help Tsunami Victims - Vatan 

Palestinians Urge Active Turkish Role in Middle East Peace - 
Turkiye 

Israel to Allow Investment in TRNC - Turkiye 

US Prepares to Implement More Sanctions Against Syria - 
Aksam 


OPINION MAKERS 


Looking for Change in CHP - Cumhuriyet 

US Prepares Operation in Mosul - Cumhuriyet 

Baykal May Not Win CHP Leadership This Time - Radikal 
Erdogan: No Cabinet Revision For Now - Radikal 

Arinc: Turkey Not Ready for Presidential System - Yeni Safak 
FM Gul: Turkey Supports Palestinian Cause - Yeni Safak 
First Turkish Minister in Palestinian Authority - Zaman 


BRIEFING 
FM GulVs Visit to Middle East: \"Cumhuriyet\" reports that 


during his address to the Palestinian Parliament 
Foreign Minister Gul stressed Turkish support for the 
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Palestinian cause. Gul was the first foreign minister to 
address the Palestinian Parliament. Gul urged the new 
Palestinian administration to carry out reforms aimed at 
greater democratization 

greater transparency. The FM stressed the need for the two 
sides to return to negotiations. `We saw that Israel is 

ready to do everything it can for peace 

they want the suicide bombings to епа Gul said that PM 
erdogan would visit the region in the near future. He 
pledged that Turkey would support international efforts in 
Gaza following an Israeli withdrawl. Gul announced that the 
Turkish Agency for Cooperation and Development (TIKA) will 
open an office in Jerusalem or Ramallah soon in order to 
examine possibilities for cooperation with the Palestinian 
Authority. \"Milliyet\" reports that the Israeli government 
announced the lifting of a ban that had prevented Israeli 
companies from investing in Northern Cyprus. Turkey called 
on Israeli businessmen to make efforts to begin direct 
flights from Israel to the 'TRNC.V 


General Jones in Ankara: Papers report that NATO Supreme 
Allied Commander 

today as the guest of the Turkish General Staff. Gen. 

Jones\' talks are expected to focus on Afghanistan and NATO 
training of Iraqi security forces. 


Possible US Sanctions Against Syria: \"Milliyet\" and 
\"Aksam\" report that as the first diplomatic step in 2005 

the Bush Administration has strongly warned Syria to stop 
sheltering former members of the Iraqi Baathist 
administration. Washington gave this message to Syria 
through Deputy Secretary Armitage and warned that certain 
sanctions would be implemented against Syria in the event 
the problem continues. The new sanctions would be aimed at 
isolating the Syrian banking system. 

Turkey Starts Campaign to Silence Armenian Genocide Claims: 
\"Hurriyet\" reports that Turkey is preparing a public 

campaign to silence claims of an “Armenian genocide.V In a 
program that aired on yesterday's \"CNN-Turk 

of Armenian Research at the Turkish History Institute 
Professor Hikmet Ozdemir 

that Turkey has enough evidence in hand to prove that the 
deahts of Armenians in 1915 were not part of 'a massacre 
but the result of fighting related to World War I. 


Turkey Shows No Respect Tsunami Victims: \"Sabah\" notes on 
its front page that while European countries stopped for 

three minutes yesterday in memory of the tsunami victims 
Turkey did not join the memorial ceremony. \"Hurriyet\" also 
notes that Turkey had failed to demonstrate the necessary 
sensitivity in this issue 
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of assistance from Turks are running far behind those in 
other countries. Some commentators continue to criticize 
the US response to the disaster. Many who had previously 
argued that the US had been ‘stingy\' in allocating 
assistance funds now claim that the US assistance effort is 
a propoganda effort aimed at improving the US image in the 
Islamic world. Several papers report that PM Erdogan is 
considering a visit to the devastated region following his 
upcoming travel to Moscow. 


Turmoil Continues in CHP: All papers report that divisions 
within the opposition CHP and disagreements among party 
members are intensifying. V'RadikalV speculates that CHP 
leader Deniz Baykal may not be able to weather the political 
storm this time. Many papers speculate that CHP deputies 
who are opposed to Baykal but cannot support his chief 
rival 

would enable a caretaker party leader 

Livaneli 

party convention. 


Yahya Murat Demirel to be Extradited From Bulgaria: All 
papers report that Yahya Murat Demirel 

Turkish President Suleyman Demirel and former owner of the 
failed Egebank 

Turkey to stand trial on embezzlement and corruption 
charges. Demirel and his wife 

traveled to Bulgaria in a fishing boat on New Year\'s Eve in 
violation of an international travel ban placed on him by 
Turkish authorities. A report in V'Hurriyet" suggests that 
Demirel\'s wife 

violated US law by entering the United States without 
declaring the more than 10 

been carrying. 


EDITORIAL OPINION: 


? Tsunami Relief 
? Iraq 
? Middle East 


\"Tsunami Politics\" 

Sami Kohen observed in the mass appeal \"Milliyet\" (1/6): 
\"Despite the ongoing extraordinary efforts of the 
international community to help the tsunami victims 

are some developments that have shown a certain lack of 
sensitivity. Saudi Arabia 

of 80 billion dollars 

in assistance. The UAE is contributing only 2 million 
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dollars. It is really hard to understand why these 

countries are so stingy 

includes Indonesia 

population in the world. On the other hand 

assisting are not acting very graciously either. In some 
cases 

humanitarian factors. .. The US and some other Western 
countries have started to compete with each other to lead 
the relief program. Their efforts are being adjusted in 
order to create a positive image in the region and to 
increase their political influence. The US 

has already launched a public relations campaign by sending 
aircraft carriers 

region. Secretary Powell has added a political component to 
the relief effort by saying that the tsunami relief is an 
indication of American generosity toward the Islamic world. 
. The relief effort should be conducted through 
international organizations 

Nations. There is an urgent need to establish a rapid 
relief fund and a coordination mechanism within the UN. V" 


\"The Test Ahead of Iraq\" 

Erdal Safak commented in the mass appeal \"Sabah\" (1/6): 
\"Uncertainty regarding the upcoming Iraqi elections is а 
reason for concern both in the West and in the Islamic 
world. The circumstances in Iraq have created a dilemma: 
holding elections will be problematic 

problems could be seen if the elections are postponed. The 
election results will not fully reflect the national will 

unless the Sunni Arabs 

ethnic group in Iraq 

This scenario has the potential to increase the threat of 
Sunni armed resistance. The other scenario -- if the 
elections were to be postponed -- would serve to benefit 
resistance groups and Usame Bin Ladin. In short 

situation is a clasic vicious circle which caused divisions 
even with the current Iraqi administration. Iraqi Prime 
Minister Allawi wants the elections to be held on time 

while President Al Yawar prefers a postponement. . In any 
case 

January 30 as scheduled. Afghanistan successfully completed 
an election process despite threats from Bin Ladin and the 
Taliban. Iraq should follow the same example and pass this 
test. V" 


“Тһе Karzai of Palestine V" 

Ibrahim Karagul argued in the Islamist-opinion maker V'Yeni 
Safak\" (1/6): W Afghanistan is now under the control of US 
forces. Iraq is under a US occupation. Palestine is under 
a US-supported Israeli occupation. Both Afghanistan and 
Iraq were occupied with the same pretext - to bring 
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democracy. . The elections in Afghanistan helped to 
legitimize the occupation 

the ‘Karzai model - is acting on behalf of the CIA. The 
occupation of Iraq will also be legitimized through the 
elections on January 30. . Unfortunately 

situation in Palestine is similar to that in Iraq and 
Afghanistan. The change of regime in Palestine is underway 
with growing efforts to create a new political class and a 

new government elite. The ongoing process is shaped by 
Israeli and US interests rather than the will of the 

Palestinian people. In Iraq and Afghanistan 

was disguised as the V'war on terrorism 

is being done to ‘further the peace process.Y . The United 
States 

strongly lobbying for Mahmud Abbas. Why Abbas? The answer 
-- that he is being supported "in the name of peaceN - seems 
far-fetched. They are intervening in Palestine in the same 
way they did in Afghanistan and Iraq. 
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gesture of goodwill.\" He noted that Shell is now conducting 
process checks on its facilities in Ekulama and Egbema 

an eye towards re-starting production within the week. 


Chevron Already Pumping Again in Kula 


2. Chevron Texaco (CT) General Manager for Public and 
Government Affairs Femi Odumago confirmed CT has re-started 
production at its Robert-kiri flow station 

to negotiate an MOU with the community that disrupted 
operations at the station in early December. Chevron had 
reported between 10 

production had been halted due to this occupation and 

detention of its workers. 
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semester" of 2005. 


2. (SBU) Regarding the Safety of Maritime Navigation 
Convention and the Protocol on Fixed Platforms 

noted that the GOB did not intend to push these two through 
Congress as strongly as the Terrorism Financing Convention. 
However 

half of 2005. 
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3. (SBU) In Pinta Gamavs view 

legislative step Brazil needed to take on the topic of 
terrorism was revision of Brazil\'s military regime era 
National Security Law. While the 1978 law provided the tools 
to punish terrorists and terrorist financiers 

uncertain Brazilian judges would allow the law 

test 

Constitution. A Working Group 

to develop a national policy and structure for more effective 
counterterrorism 

The new legislation 

be crafted to be in conformity with the Inter-American 
Convention against Terrorism. 
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are assessing that UTJ has lent its stamp of approval to 
Sharon\'s unilateral withdrawal plan. Yedioth Ahronoth 
journalist Sever Plotzker wrote January 6 that: \"From a 
political standpoint 

contingent on receiving further financial and social 

benefits 

position taken by the leaders of ultra-Orthodox Jewry is 
clear: In favor of the withdrawal from Gaza and evacuation of 
all its settlements. V 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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northern Jordan 

that they believed hosted Israeli tourists. The plotters 

also threatened a GID official in Irbid for \"targeting 
Muslims\" and an Amman-based sheikh they believed had 
condemned the Zarqawi-linked Jayusi cell that targeted the 
U.S. Embassy 

2004 (refs). 


2. (S/NF) According to the press reports 

linked to Abu Musab al-Zarqawi 

Zarqawi\'s alleged support is unclear. As noted in refs 
of the plotters had communication and sympathized with 
members of the Jayusi cell. Press reports suggest this 
plot's mastermind 
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currently in custody 


3. (S/NF) Comment: As often happens with terrorism-related 
cases in Jordan 

months behind the arrests themselves and not all the details 
were accurate. The news of the latest plot hit the media 
only when judicial sources began leaking information this 
week about the impending indictment 

the information with the USG in October after the initial 
arrests were made. Adding to the confusion 

revelations come amidst extensive reporting on at least three 
other terrorism cases currently working their way through the 
Security Court 


4. (U) Baghdad minimize considered. 


Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Department of Statevs SIPRNET home page. 
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expected the current cabinet to remain for at least 18 

months. Atanasiu said the GOR would need to examine whether 
to V'increase or decrease\" its overseas deployments 

in Iraq and Afghanistan. On the specific issue of UN Force 
Protection in Iraq 

is ready" for deployment but that UN funds available for 

salary support are insufficient; he promised to provide soon 
detailed information about Romanian needs for salary support 
(Refs) End Summary. 


2. (C) Following the December 28 parliamentary confirmation 
of Romania\'s new government 

with Foreign Minister Mihai Razvan Ungureanu and Defense 
Minister Teodor Atanasiu. Both ministers noted they were 
still becoming acclimated to their new positions. Both also 
said that over the next two weeks they would be preoccupied 
with filling key slots at the sub-ministerial level to ensure 

the presence of \"strong staffs\" they felt confident would 
support the new governments direction. 


FM Ungureanu: \"Washington-London-Bucharest\" 

3. (C) FM Ungureanu emphasized to the Ambassador in his 
January 3 meeting that President Basescu and the new PNL-PD 
led government placed strong ties with Washington at the top 

of Romania\'s foreign policy priorities. Ungureanu noted that 
while Basescu had spoken frequently of a 
VWashington-London-Bucharest axis\" throughout the 
presidential campaign 
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primarily to present a balanced approach to the EU. 

Ungureanu said the U.S. would find in him 

frank and open interlocutor. He expressed that his previous 
experience as a State Secretary at the MFA during the 
1996-2000 center-right government and his previous experience 
with the Stability Pact had prepared him well for his new 

job. 


Politics of the Coalition 

4. (C) Ungureanu also provided insight on the political 
mechanics of the new government 

coalition as \"heterogeneous\" but assessing that the current 
cabinet would remain \"untouched\" for at least 18 months. He 
boiled it down to the fact that few MPs want new elections. 

He similarly described what he called the new core foreign 
policy team -- himself 

Presidential Counselor Andrei Plesu -- as a melting pot. 
VPlesu is German trained; Tariceanu is French trained; and I 
am British trained 

denominator was their commitment to strong relationship with 
U.S.\" The Ambassador asked about the role of the three new 
Ministers of State 

government. Ungureanu said that while each had been assigned 
broad portfolios and ostensibly would be responsible for sets 
of ministries 

political purpose: to tie together the coalition. The PM is 

from the National Liberal Party; and the Ministers of State 
come from the ethnic Hungarian (UDMR) 

Democratic (PD) parties. All four would be able to carry the 
governments program back to the parliament and ensure 
support. 


5. (C) The Ambassador asked Ungureanu how he predicted the 
Social Democratic Party (PSD) would behave in opposition. 
Ungureanu agreed the PSD would likely be tough but he had 
Vfew doubts" there would be any major differences over 
foreign policy: "We both want good relations with the U.S. 
and EU accession іп 2007." He said that this was despite the 
fact that the government does not have a majority on either 

of the foreign affairs committees in the Parliament. 
Ungureanu said the PSD would likely pick its differences over 
social or economic policies 

of economic liberalization. 


Moldova 

6. (C) On politics in the region 

Moldova \"could become a problem. Romania would be watching 
March elections closely. Ungureanu said President Basescu 

had spoken with Ukrainian President-elect Yushchenko and that 
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he 

expressed a \"bit of worry" that possible PM lulia Tymoshenko 
could make relations difficult -- leaders may continue to use 
issues with Romania like the Bystroe Canal and Snake Island 
to rouse nationalist sentiments. The Ambassador stressed 
that Romania should seek to focus relations on cooperation. 
Ungureanu agreed 

Vleave room" for unwarranted concessions. He said the new 
Romanian government realizes the potential for Romania 
eastern edge of the EU and NATO 

possible bridges with Kiev and even Moscow. However 
regard to Russia 

concerned about Russian intentions inside and outside its 
borders 

interested in reform. V 


7. (C) Ungureanu said Romania was eagerly awaiting a decision 
on possible U.S. military basing in Romania. \"An 

announcement could not come too soon.V' He saw V'absolutely no 
difference\" on the positions of the previous government or 

the new one on \"this fundamental issue. V 


Defmin Atanasiu: A Strong Strategic Partnership 

8. (C) Ambassador met with Defense Minister Teodor Atanasiu 
January 4 in his office at the Defense Ministry. Speaking 
through an interpreter 

observing that President Traian Basescu and PM Calin Popescu 
Tariceanu have both stressed the importance of V'strengthening 
the U.S.-Romanian strategic partnership. Atanasiu stated 

that the Romanian V'military will play a key role\" in this 

process 

all-volunteer 

Ambassador expressed support for Romania\'s ongoing defense 
reform and stated that he and his team are working hard to 
assure that cooperation between the U.S. and Romania remains 
solid. 


9. (C) Atanasiu observed that Romania will continue 
cooperation with the United States in Afghanistan 

the Balkans. He stated that discussions over the next 

several months should examine how Romania should proceed in 
regard to its overseas deployments. Romania must decide 
whether to \"increase or decrease" its overseas deployments 
and also needs to explore which \"partnership forums should be 
developed." (Note: Mihaela Matei 

Strategic Affairs Directorate 

meeting that press reports had misquoted Atanasiu and 
erroneously quoted him as stating that when the mandate 

of Romanian troops in Afghanistan and Iraq expires in Summer 
2005 
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units (Ref B). Matei explained that Atanasiu had meant to 
express that the GOR would explore with the U.S. the 
appropriate \"mix\" of forces deployed so that Romania\'s 
resources 

employed. End Note.) 


UN Force Protection in Iraq 

10. (C) On the subject of the Romanian offer of one infantry 
company for UN force protection in Iraq (Refs) 

observed that the company is \"ready\" but that the GOR does 
not have \"budget allocations" for 2005 to sustain salary 
costs for the company during an overseas deployment. 
Further 

or less\" than Romanian law requires for salary support for 
overseas deployments of this nature. He promised to provide 
an “ехасі calculusV soon of the funds GOR needs to cover 
salary costs. Ambassador observed that it would be difficult 
for the UN to pay more for salary support for Romanian troops 
than for troops from other nations 

forbids payment of salaries to foreign troops. (Note: Post 

will report берісі when it receives the MOD\'s \"exact 
calculus.\" End Note.) 


The Black Sea and regional security 

11. (C) In general terms 

Sea region and Caucasus region are of key strategic 
importance for both Romania and the U.S. Ambassador stated 
that the U.S. shares the GOR\'s goal of enhancing Black Sea 
security 

on concrete projects rather than prematurely attempting to 
address grand regional themes. Ambassador also stressed 
strong U.S. support for the development of democratic 
institutions in Ukraine and Moldova 

and NATO - can play a role in this process. 


12. (C) Atanasiu said he would like to meet again with the 
Ambassador in early February 

visit the U.S. in the latter half of 2005 \"once he has 
learned his brief." Ambassador stated that when the visit 
dates have been set he would help arrange meetings with 
Secretary Rumsfeld and other appropriate interlocutors. 


SIPDIS 


13. (C) Comment: Both ministers were stark contrasts to 
their predecessors. The straight-speaking and understated 
Ungureanu differed remarkably from former FM Geoana. In 
contrast to ebullient ex-DefMin Pascu 

meetings with Embassy interlocutors in fluent 
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English and encouraged a \"give and take\" exchange of 
information 

a translator (although his curriculum vitae describes him as 
an English speaker). Atanasiu\'s approach may reflect the 
fact that he is still getting his sea legs: Although Atanasiu 
has been a longstanding leader of the National Liberal Party 
(PNL) in Transylvania 

central government and only limited background in the defense 
sector 

End Comment. 


14. (U) Amembassy Bucharest 

available on the Bucharest SIPRNET Website: 
www.state.sgov.gov/p/eur/bucharest 
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residentsV suffering during the war. End note.). Kabila\'s 
second trip to eastern DRC since becoming president was 
marked by little fanfare or advance notice. According to a 
local source 

were deployed 

statements 

there-- a marked contrast to Kabila\'s October 2004 trip. 


3. (SBU) On October 4 

helicopter to visit FARDC troops and then drove 30km outside 
of Kisangani. The local source said that Kabila\'s Kisangani 
agenda included meeting with FARDC troops 

public works projects 

tensions between the GSSP and the FARDC. 


4. (U) On January 5 

warlords scheduled to become FARDC brigadier generals in the 
near future. Bosco Ntanga 

UPC 

ill to travel 

President. (Note: Bosco was reportedly injured in recent 

fighting between the UPC and FNI in Largu. End note.) 


Comment 

5. (SBU) At first glance 

new FARDC forward operations base 

GSSP troops. So far 

second trip to the east since becoming President is its 
seemingly relaxed 

head of state was unable to visit half of the nation in his 
first years in office. 


6. (U) Bujumbura minimize considered. 
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which people will go to hell and not to heaven. V" 


2. The acknowledgement from Mandela 

influence 

reducing the stigma surrounding HIV/AIDS in South Africa. 
For this reason 

in addressing AIDS in South Africa through the Presidents 
Emergency Plan for AIDS Relief 

Bush send a brief letter of condolence to former President 

Mandela. A suggested text is provided below. 


BEGIN TEXT: 
Dear President Mandela 


| write to convey my heartfelt condolences on the death of 
your son and eldest child Makgotho. 


Also 

that the cause of Makgotho\'s death was HIV/AIDS. Your 
disclosure will go a long way to destigmatizing AIDS 

to your many contributions in addressing the challenges of 
AIDS. 


My government remains committed to working in partnership 
with the South African government and private sector in 
HIV/AIDS prevention 

Emergency Plan for AIDS Relief. 


Laura and | send our personal condolences to you and your 
family and we will hold you in our prayers during this time 


of great sorrow. 


With deepest sympathy 


George W. Bush 
END TEXT OF LETTER 


3. We also encourage President Bush to consider phoning 
former President Mandela directly to convey his condolences 
and commend Mandela\'s candor in discussing the cause of his 
sonWs death. The contact is Zelda La Grange 

Secretary 


SIPDIS 
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4. NOTE: Upon receiving news that Makgotho Mandela died 
earlier in the day 

condolence. Mandela made the disclosure about AIDS later in 
the day at his residence. End note. 
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position in the market. TT Management hopes its 
extensive network infrastructure - in combination with 
consistent profitability - will be attractive for 

potential buyers. End Summary. 


2. (SBU) On December 2 

Mehmet Ekinalan briefed us on the company's activities 
and privatization prospects. Ekinalan pointed out that 
TT was a profitable company 

invest and provide service in unprofitable areas as a 
state service provider. Ekinalan said TT received 50% of 
its revenues from only 1096 of its subscribers 

residing in big cities. 


3. (SBU) Ekinalan expressed full support for TTVs 
privatization 

business in a competitive and consumer oriented 
environment with the bureaucratic constraints of being 
directly part of a government ministry. The GM was 
optimistic about TT\'s prospects for privatization 

he thought this was the first time the GOT was fully 
committed to privatize the company. Ekinalan noted that 
TT had achieved USD 6.5 billion turnover in 2003 
recorded USD 1 billion net profit. Given these figures 
Ekinalan thought it would not be difficult for a 
prospective buyer to calculate the value of TT. Ekinalan 
said the GOT would like to see TT remain as an active 
competitive (read 

long term. 


4. (SBU) Ekinalan described TT\'s extensive fiber cable 
investment in Turkey 

He pointed out the capacity of such infrastructure to 
support other networks and technology 

and ADSL high speed internet 

natural monopoly position. With respect to TTVs 
international connection 

linkage recently made to Italy through Greece 

the company's high speed internet capacity and 
connectivity for its customers. The GM admitted that it 
would be hard for newcomers to compete with TT in some 
areas 

of investment and patience. Ekinalin claimed that he 
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supported liberalization and competition 

that it must be fair and give consideration to past 
investment and mandates for service for smaller towns. 


5. (SBU) Ekinalan also responded to the criticism by 
private telecom companies newly entering the long- 
distance market on TTVs high interconnection fees. 
Ekinalan said the companiesY expectations were 
unrealistic: they expected to make profits without making 
any investments. Тһе TT GM claimed TT\'s infrastructure 
investments (USD 500 million this year 

justified the interconnection fees 

Turkey could not be directly compared to those in EU 
countries. Ekinalan noted that EU countries used a fixed 
fee structure 

interconnection fees low. In any case 

the interconnection fee problem to be resolved soon 
asserting that TT had reached an agreement with 20 of the 
40 companies that received telecom operator licenses 
earlier in 2004. 


6. (SBU) Comment: Turk Telekom\'s management will continue 
to take advantage of its entrenched monopoly position for 
as long as it can. Potential investors in TT will expect 

that dominant position to endure; i.e. 
privatization/liberalization as practiced in many 

European countries where the privatized national operator 
maintains a dominant market share. This may delay broad 
telecom market diversification and limit new companies 
entering the market. In the meantime 

continue to delay TT\'s privatization 

committed management and (some in) the GOT (reftels). 
End Comment. 
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One of the militants was reportedly associated with Fatah 
the other with PIJ. A total of 12 PA security officers were 
arrested 


-- Injury: UNRWA reported that a Palestinian woman was shot 
and wounded January 5 during an exchange of fire between IDF 
soldiers and Palestinian militants in Rafah. 

-- Injuries: UNRWA reported that five militants were wounded 
January 5 near Bayt Hanoun when a mortar they were attempting 
to fire exploded prematurely. 


-- Injury: UNRWA reported that one Palestinian was shot and 
wounded January 5 during an exchange of fire between IDF 
soldiers and Palestinian militants in Rafah. The man 
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teacher at the UNRWA boys school 

school with his class. A second Palestinian was shot and 
wounded in exchanges later the same day 


-- Catch-up item: Injuries: UNRWA reported that eight 
Palestinians were treated for tear gas inhalation in Khan 
Yunis January 4 after IDF soldiers fired gas grenades 
response to rocket fire at Neve Dekalim. 


-- Mortars/Rockets: The IDF reported that Palestinian 
militants fired a total of eight mortar shells and two 

anti-tank missiles January 5 at IDF and Israeli settler 
targets in the Gaza Strip. Militants fired one Qassam rocket 
at Dugit settlement January 5. No injuries were reported. 


-- Shootings: The IDF reported that Palestinian militants 
launched a total of six shooting attacks at IDF soldier and 
Israeli settler targets January 5-6. 


-- Explosions: The IDF reported that soldiers discovered and 
safely deactivated an explosive device near the Erez Crossing 
the morning of January 5 and a second near an IDF outpost 
south of Rafah later the same day. No injuries were reported. 


5. (SBU) ARRESTS: 


-- UNRWA reported that IDF soldiers arrested one Palestinian 
north of Bayt Lahiya January 6. 


-- UNRWA reported that IDF soldiers arrested three men in 
Rafah January 5. The three are accused of digging tunnels 
used to smuggle arms. 


6. (SBU) INCURSIONS/DEMOLITIONS: 


-- UNRWA reported that the Erez checkpoint re-opened January 
6 after closing January 5 following an attack by Palestinian 
militants (see\"Deaths/Injuries/Arrests\"). PA security forces 
were allowed to return to their posts 

bulldozers continued excavations in the area near the 

industrial zone. 


7. (SBU) BORDER CROSSINGS: 


-- Route Four (Salahadeen Road) 
artery 
Junction. 


-- The Erez Crossing was open for internationals and for a 
limited number of Palestinian merchants and Hajj travelers 
January 6. A total of 50 merchants crossed into Israel 
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January 6. 


-- The Erez Industrial Zone remained closed to laborers 
January 6 
enter. 


-- Sufa Crossing remained closed for Palestinian laborers 
January 6 
construction. 


-- Karni Terminal was open January 6. 
-- Rafah Terminal was closed January 6. 


-- Tel al-Sultan and Toufah checkpoints were both closed 
January 6. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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perceive as our excessive tilt toward Iraq\'s Kurds (including 
some disinformation via Iraqi Turkmen sources they are 
probably responsible for themselves). Turkish leaders seem 
ready to believe the most outrageous and false reporting in 
the Turkish press about civilian deaths and coalition tactics 
in anti-insurgent operations. Nonetheless 

with our efforts in Iraq by allowing our tankers to refuel 

cargo flights on OIF and OEF missions 

for rotation of troops out of Iraq 

GLOC for coalition sustainment and goods for the Iraqi 
people. Insurgents have killed about 70 Turkish truck 
drivers and contractors in Iraq 

police officers transiting Mosul on Dec. 17; the latter event 
especially shocked the country. In Afghanistan 

not participate meaningfully in OEF 

logistical support out of and move detainees through Turkey. 
They will take over the rotating ISAF command for the second 
time in February with about 1 


Iraq: Still a Wedge Between Us 


2. (C) Iraq impacts our entire bilateral relationship. 
Senior military commanders have worked hard to repair the 
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damage caused by Turkey\'s failure to approve passage of the 
4th ID in March 2003 and our arrest of Turkish Special Forces 
personnel in Suleymania on July 4 of that year 

relationships at the top have improved. Nonetheless 
relationship remains fragile. The GOT shares our policy goal 
of a unified 

and with its neighbors 

been unpopular in Turkey. The images of violence 
exaggerated stories of civilian casualties--including some 
information circulated by the Turkish-influenced Iraqi 
Turkmen Front--turn the Iraq issue into one that undermines 
the basic perception of common values 

Turkish military at many levels. 


3. (C) Concerns about the ethnic balance in and future of 
Kirkuk 

against the terrorist PKK/Kongra Gel (hereon Kongra-Gel) 
camps in northern Iraq and perceived discrimination against 
Iraqvs Turkmen population underpin Turkish attitudes on Iraq. 
While the government took measures to reiterate the value of 
U.S.-Turkish relations 

reports and statements by public figures feed perceptions 

that we caused massive civilian casualties 

Fallujah; that we tolerate Kurdish designs to seize Kirkuk 

and break away; and that the U.S. acquiesces to (or supports) 
the PKKVs presence in Iraq. All of this continues despite 
continuing mission efforts to keep the GOT informed and to 
hold the GOT and the media to a strict standard of fact in 
their statements. 


4. (C) You will be coming to Turkey less than three weeks 
before the Iraqi elections 

Turks believe are crucial to the future of Iraq and the 

region. Whether the elections proceed smoothly or not 
Turks have grave concerns about Ігад\'ѕ future. They worry 
about long-term U.S. staying power in Iraq 

Iraq will spiral out of control 

faced with either a Shia-dominated government that they 
assert will tilt dangerously toward lran 

movement toward an independent Kurdish state emanating from 
northern Iraq 

assurance that the USG 

ensuring a stable--and unified--Iraq. Turkey has thrown its 
full support behind holding Iraqi elections on time. FonMin 
Gul told Deputy Secretary Armitage Jan. 3 that any delay in 
elections would worsen the security situation 

Iraq policy into disarray 

approach. 


PKK/Kongra-Gel: Another Sticking Point 
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5. (C) Coincidentally 

day the U.S. 

discussion on border security 

Senior Turkish military leaders tell us that they understand 
that we are not now able to take action against this 

terrorist organization. They remind us 

to show resolve and to stand with Turkey in working on ways 
to render the PKK/Kongra-Gel ineffective. (NOTE: We also 
know that the military uses our lack of action against 
PKK/Kongra-Gel to needle the current government 

dislikes 

We hope these talks will produce some results to indicate 
that the U.S. 

fulfill President Bush's pledge that Iraq will no longer be a 
base for terrorist operations against Turkey. This is all 

the more important since PKK/Kongra-Gel uses northern Iraq as 
its command and control base and its terrorists infiltrate 

into Turkey from Iraq and murder Turkish security personnel 
and civilians. The GOT knows that there is no substantive 
connection between your visit and these talks 

also work with the press to avoid this confusion. 


Turkey Hurt By Insurgency 


6. (C) Though Turkey has lost about 70 truck drivers and 
contractors to insurgent attacks in Iraq 

especially shocked when on Dec. 17 AIF murdered five Turkish 
police officers (and an Iraqi driver) who were driving 

through Mosul on their way to Baghdad to provide security for 
the Turkish embassy there. Task Force Olympia personnel 
killed two of the terrorists 

helped repatriate both the five bodies and the WIA Turk back 
home. This incident was a cause for national mourning and 
angst 

Prime Minister to the CHOD and National Police Chief turned 
out for the funeral. After the DCM admonished DCHOD General 
Basbug concerning initial outrageous press reports and a 
Turkish GeneralVs irresponsible and uninformed comments 
implying the U.S. was responsible for the deaths 

leaders and senior officials have gone out of their way to 
express their appreciation privately for TFOVs efforts 

(including a warm letter from CHOD GEN Ozkok to GEN Myers). 
However 

this tragic incident to point out to the Turks that coalition 
operations against AIF are seeking to prevent the very 

attacks that have resulted in the deaths of their police 

officers and truck drivers. Even privately 

seem unable or unwilling to acknowledge this point 

is true that since this incident both officials and the press 
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seem to have toned down the anti-American rhetoric...a bit. 


Not All Bad News... 


7. (C) Despite our policy differences 

valuable assistance and cooperation 

express appreciation. Ankara offered to send peacekeeping 
troops to Iraq in October 2003 

Air Base for tankers to refuel aircraft on support missions 
for both Operation Enduring Freedom (ΟΕΕ) and Operation Iraqi 
Freedom (OIF) 

Iraq on rotation out 

our forces and humanitarian goods (since its inception until 
the end of CY 04 

sustainment and humanitarian assistance). The GOT has 
reached out to all major Iraqi groups to encourage 
participation in elections on January 30. Turkey is also 
active in reconstruction efforts 

electricity for Iraq 

diplomats and 

mission 


...But Turks Dragging Their Feet on Further Cooperation 


8. (C) That said 

Incirlik AB (e.g. 

EUCOM\'s request to increase training deployments) have been 
delayed as Turkish officials consider them part and parcel 

with the idea that we might seek to move F-16s permanently to 
the base as part of the Defense Posture Review Initiative. 
Turkish military leaders have told us that they support the 

use of Incirlik as a cargo hub 

rests with the civilian leadership. You may want to remind 
your civilian interlocutors (especially FonMin Gul) that the 
cargo hub--which we requested of the GOT over six months 
ago--would be of vital operational assistance to the success 

of OIF and OEF. 


Support for the GWOT 


9. (C) The public and official preoccupation with Iraq 
overshadows the positive cooperation we have in other aspects 
of the GWOT: Since 9/11 and the November 2003 Istanbul 
attacks 

cooperation has improved. Our militaries coordinate 
assistance to Georgia and Azerbaijan 

abilities to protect important energy transportation routes. 
Turkey subscribes to every arms control arrangement it is 
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eligible to join 

Initiative. Ankara has been supportive of international 

efforts to press Iran to meet its commitments to the IAEA 
although they are more inclined to persuasion than coercion. 
The Turkish military\'s Partnership for Peace Training Center 
provides counterterrorism and other training to personnel 
from PfP partner countries. The military has recently 
established a NATO Center of Excellence for the Defense 
Against Terrorism that will provide more specialized training 
opportunities for both NATO partner nations and Allies. And 
Turkey will again assume the command of ISAF in February for 
a six-month period 

increase their contribution (up to about 1 

this important NATO mission. 


Afghanistan 


10. (C) While Turkey has only token participation in OEF 
maintains a constant presence of about 220 soldiers in ISAF. 
Starting next month it will begin another six-month stint as 
rotating commander of ISAF. During the spring and summer of 
2004 

PRT 

signals to the Turks on where their PRT might serve 

Turks withdrew their offer. Now that NATO is seeking PRTs 
for Phase Il 

consider the issue. 


Your Meetings 


11. (U) The GOT has confirmed meetings for you with Foreign 
Minister Abdullah Gul 

Chairman of the Turkish National Security Council Ambassador 
Yigit Alpogan. Regrettably both Prime Minister Erdogan and 
CHOD General Ozkok will be out of the country during your 
visit. 


Gul 


12. (C) Gul was serving as Prime Minister during the leadup 
to the March 1 

Turkey for OIF 

working directly to ensure the motion did not pass. He 
remains a difficult interlocutor for us on Iraq. Despite his 
seemingly good English and apparently amiable demeanor 
has Islamist origins and is at best uncomfortable with the 
U.S. presence in the region. During his Jan. 3 meeting with 
Deputy Secretary Armitage 
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the interests of the Iraqi Kurds over those of Turkey and 
Iraqvs Turkmen population. That said 

Foreign Ministry\'s generally constructive approach to Iraq 
including outreach to Iraq\'s Sunni politicians to encourage 
their participation in January elections as well as claiming 
that Turkey is using its influence to get the Iranians and 
Syrians to cease their support for terrorism in Iraq. 


Alpogan 


13. (C) Amb. Alpogan took over in Oct. 2004 as the first 
civilian Secretary-General in the seventy-year history of 
Turkeyvs National Security Council 

policy body composed of the President 

other key ministers 

Secretaries-General had been four-star Army generals. 


SIPDIS 

Alpogan is reforming the organizationVs heavy reliance on the 
armed forces 

diplomats as well as military officers. As with your other 
interlocutors 

also be interested in a broader discussion on other countries 
in your AOR. 


14. (C) Points to Emphasize With Gul and Alpogan: 


--Appreciate you working together with us as elections 
approach in Iraq. 


--Appreciate also your outreach to Sunni parties to encourage 
their participation 
but to the future of a unified Iraq. 


--We are working hard to ensure that Iraqi Kurds remain part 
of a unified Iraq. An independent Kurdistan is not in either 
of our interests. 


--For example 
governorate council elections in Kirkuk. 


--Understand that the insurgency has taken its toll on your 
citizens 
five Turkish police officers murdered in Mosul. 


--Insurgents want to discourage Turkey from carrying out a 
constructive role in Iraq; we cannot let them win. 


--As we did during the Talafar and Fallujah operations 
will do our best to share real-time information both here in 
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Ankara and with your LNOs in Iraq. 


- The wildly exaggerated and just plain wrong reporting in 
the Turkish press about our operations (especially in 
Fallujah)--regrettably repeated by some Turkish leaders--can 
strain our partnership. Urge you to correct the record where 
possible. 


--Тһе terrorists we go after in such operations are the same 
people who kill your citizens in Iraq. 


--Understand that the government is still considering our 
request to use Incirlik Air Base as a cargo hub for OIF and 
OEF. When can we expect a response? 


--Appreciate Turkey again assuming command of ISAF next 
month. Your command period will cover AfghanistanVs 
parliamentary elections 


--NATO is still lacking enough PRTs to cover Phase Il needs. 
Would Turkey again consider offering a PRT 
your ISAF command ends in August 2005? 


15. (C) Basbug is an experienced commander 

and accessible to foreign guests. Though he and his military 
colleagues are distrustful of the current moderate Islamist 
government 

the EUVs Dec. 17 decision to begin accession negotiations 
with Turkey this year. The Turkish armed forces share the 
GOT''s concerns about Iraq 

aspirations of both Iraqvs and Turkey\'s Kurds. While 
Turkey\'s military leaders used to raise our inaction again 
Kongra-Gel in nearly every meeting with U.S. officials from 
mid-2003 to mid-2004 

issue very much; they have stopped asking when we will take 
action. This lack of communication does not mean their anger 
is allayed. Basbug especially will likely note the 

coincidence of your visit here with the trilateral Kongra-Gel 
talks. 


16. (C) Points to Emphasize With Basbug: 
--Understand that the insurgency has taken its toll on your 
citizens 


five Turkish police officers murdered in Mosul. 


--Insurgents want to discourage Turkey from carrying out a 
constructive role in Iraq; we cannot and will not let them 
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win. 


--As we did during the Talafar and Fallujah operations 
will do our best to share real-time information both here in 
Ankara and with your LNOs in Iraq. 


--Appreciate Turkey again assuming command of ISAF next 
month. Your command period will cover AfghanistanVs 
parliamentary elections 


--NATO is still lacking enough PRTs to cover Phase Il needs. 
Would Turkey again consider offering a PRT 
your ISAF command ends in August 2005? 


--(IF RAISED) Understand your frustration that Kongra-Gel 
remains in place in northern Iraq. We need to work together 
with the Iraqis to take steps to weaken the organization so 
that it cannot threaten you or Iraq. 


17. (U) Baghdad minimize considered. 


18. (U) Kabul minimize considered. 
EDELMAN 
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LEADER 
LAST NAME: GARCIA 
FIRST/MIDDLE NAMES: ISMAEL 
CONVENTIONAL USAGE: Ismael Garcia 
FORMAL TITLE: National Assembly Deputy 
Podemos 
OFFICE TELEPHONE NOS.: 011-58-212-484-3863 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
CELL PHONE NOS.: 011-58-412-290-3030 
E-MAIL: not available 
COMMENTS: Garcia\'s Assistant Maira Funes answers office 
telephone numbers. Garcia and Funes require an interpreter. 


DEMOCRATIC ACTION (ACCION DEMOCRATICA 
LEADER 
LAST NAME: RAMOS ALLUP 
FIRST/MIDDLE NAMES: HENRY 
CONVENTIONAL USAGE: Henry Ramos 
FORMAL TITLE: National Assembly Deputy 
AD 
OFFICE TELEPHONE NOS.: not available 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
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CELL PHONE NOS.: 011-58-414-228-0694 
BLACKBERRY: hcl@tmotion.net 
COMMENTS: Requires interpreter. 


CHRISTIAN DEMOCRATIC (COPEI) POLITICAL PARTY LEADER 
LAST NAME: PEREZ VIVAS 
FIRST/MIDDLE NAMES: CESAR 
CONVENTIONAL USAGE: Cesar Perez Vivas 
FORMAL TITLE: National Assembly Deputy 
COPEI 
OFFICE TELEPHONE NOS.: 011-58-212-409-7600 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
CELL PHONE NOS.: 011-58-414-321-6743 
E-MAIL: cesarpv@telcel.net.ve 
COMMENTS: Requires interpreter. 


JUSTICE FIRST (PRIMERO JUSTICIA) POLITICAL PARTY LEADER 
LAST NAME: BORGES 
FIRST/MIDDLE NAMES: JULIO 
CONVENTIONAL USAGE: Julio Borges 
FORMAL TITLE: National Assembly Deputy 
of Primero Justicia 
OFFICE TELEPHONE NOS.: 011-58-212-952-9733 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: 011-58-212- 
CELL PHONE NOS.: 011-58-414-307-3893 
BLACKBERRY: cometa4@tmotion.net 
COMMENTS: Speaks English. 


MOVEMENT TO SOCIALISM (MOVIMIENTO AL SOCIALISMO 
POLITICAL PARTY LEADER 

LAST NAME: MUJICA 

FIRST/MIDDLE NAMES: FELIPE 

CONVENTIONAL USAGE: Felipe Mujica 
FORMAL TITLE: President of MAS 
OFFICE TELEPHONE NOS.: 011-58-212-953-5661 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
CELL PHONE NOS.: 011-58-416-625-6829 
BLACKBERRY: barranco@tmotion.net 
COMMENTS: Requires interpreter. 


SUMATE LEADER (ELECTORAL NGO) 
LAST NAME: MACHADO PARISCA 
FIRST/MIDDLE NAMES: MARIA CORINA 
CONVENTIONAL USAGE: Maria Corina Machado 
FORMAL TITLE: 
OFFICE TELEPHONE NOS.: 011-58-212-285-4562 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
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CELL PHONE NOS.: 011-58-414-323-5481 
E-MAIL: machadomc@cantv.net 
COMMENTS: Speaks English. 


SUMATE LEADER (ELECTORAL NGO) 
LAST NAME: PLAZ CASTILLO 
FIRST/MIDDLE NAMES: ALEJANDRO 
CONVENTIONAL USAGE: Alejandro Plaz 
FORMAL TITLE: 
OFFICE TELEPHONE NOS.: 011-58-212-285-4562 
AFTER-HOURS OFFICIAL NOS.: not available 
RESIDENCE TELEPHONE NOS.: not available 
CELL PHONE NOS.: 011-58-416-632-5458 
E-MAIL: not available 
COMMENTS: Speaks English. 
Brownfield 
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he referred to himself in the third person 

judge\'s questions with questions of his own 

point to the proceedings as an V'Inquisition court 

refused to explain his reasons for visiting Afghanistan. 
Kamel Daoudi 

September 2001 

\"jihadist\" and proclaimed his innocence as a terrorist 
despite being arrested in possession of texts by Ayman al 
Zawahiri and other Islamic extremists 

someone reads VDas Kapital 

Marxist.V French authorities allege that Beghal admitted in 
questioning that Abu Zubaydah gave the order to attack U.S. 
interests in an Afghani terror camp in March 2001; both 
Beghal and Daoudi deny having met Zubaydah. The trial is 
expected to last seven weeks 

defendants face up to 10 years in prison. 

Leach 
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in captivity; the same officials stressed that 

release of the French hostages 

prevent the Syrian driver from pursuing his case 

being advanced by a French lawyer known for notorious 
clients 

Barbie 

unclear whether French courts will accept jurisdiction in 
this case 

Syrian accuser remain in doubt 

contradicting earlier public statements he made about his 
treatment by U.S. military officials last November. End 
summary and comment. 
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2. (SBU) Mohammed al-Joundi 

in Iraq with two French journalists in August and later 

rescued by U.S. troops in Fallujah in November 

lawsuit in a Paris court January 4 reportedly accusing U.S. 
military officials of torture and war crimes. Post is 

seeking to obtain a copy of the lawsuit 

describe as naming Commander of the 1st Marine Expeditionary 
Force in Fallujaa GEN George Sattler 

unnamed persons who may have committed or known about alleged 
mistreatment. In a series of recent French media 

appearances 

U.S. troops of torturing him with electric shocks 

threatening him with death 

neck and feet during a weeklong detention following his 
discovery by U.S. troops in Fallujah November 11. Al Joundi 

is represented by French attorney Jacques Verges 

defender of extremist causes whose past and present client 

list includes former Iraqi Vice Minister Tariq Aziz 

criminal Klaus Barbie 

Milosevic. 


3. (C) Al-Joundi\'s status in France and basis for filing a 
lawsuit remain unclear; according to media reports 

arrived in Paris November 19 

without BordersY' appealed for the French government to bring 
him and his family to France because of security concerns in 
Iraq. Attorney Jacques Verges claimed publicly that 
al-Joundi is seeking refugee status in France and cannot 
return to Syria 

in French courts on alleged crimes taking place outside 
France. Olivier Barrat 

told us January 6 that he did not believe there would be any 
role for the ICC in al-Joundi\'s suit against the US military. 
When asked about jurisdiction 

French courts to take up cases where neither the plaintiff 
nor the defendant had any ties to France. Nonetheless 

did say there was a limited ability for French courts to 
address matters of V'universal competence 

completely up to the courts to rule whether al-JoundiVs suit 
could be accepted. His implication was that the suit would 
be turned down but he was careful not to go on record. 


4. (C) In preliminary comments to us on the al-Joundi 
lawsuit 

acting in a private capacity with the GoF having little 
recourse to limit his actions. MFA DAS-equivalent for 
Irag/Iran/Arabian Gulf issues Antoine Sivan conceded to us 
January 6 that he personally had contact with al-Joundi prior 
to the December 21 release of French ex-hostages Christian 
Chesnot and Georges Malbrunot 
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remain quiet on his threatened lawsuit until the two French 
hostages were released. Now with Malbrunot and Chesnot free 
Sivan claimed 

actions. MFA lraq desk officer Renaud Salins (protect) 
described SivanVs earlier conversations with al-Joundi as a 
private GoF attempt to calm the situation and advise 

al-Joundi against making exaggerated claims. Sivan claimed 
that he was unaware on what basis al-Joundi remained in 
France and that he would seek clarification and get back to 
us. Sivan also concurred when we observed that al-JoundiVs 
recent public accusations appeared to contradict his initial 
public remarks upon his arrival in Paris last November. 

5. (C) Comment: Al-JoundiVs background and reported lengthy 
exile in Iraq from Syria remain murky and suggest that he may 
be more than a simple chauffeur. A local French-lragi 
anthropologist who is a frequent French media commentator on 
Iraq issues told us privately that the fact that al-Joundi 

had fled Syria and resided in Saddam-led Iraq for a lengthy 
period would suggest a linkage to the former Iraqi regimeVs 
security services. The same commentator told us he was 
researching further details on al-Joundi\'s background which 
he would seek to publicize once he reached a credible 
conclusion. Al-Joundi has avoided criticism of his hostage 
takers 

group has been responsible for a number of decapitations of 
foreign hostages. In a November 29 \"Liberation\" interview 
al-Joundi stressed that he was not at all mistreated by his 
captors 

developed a sense of fraternity with his captors to the 

extent that he offered to take up arms and join them. In 

more recent press comments 

not to sue his captors by asserting that the Islamic Army in 
Iraq had \"the right to defend their country. V" 


6. (C) Comment 

torture and abuse contradict initial statements he made after 
his arrival in France 

\"Liberation\" interview. In describing the initial reaction 

by U.S. soldiers who discovered him in an abandoned home in 
Fallujah 

was happy. | would have readily given them one million 
dollars for having saved my life." In the same interview 
al-Joundi described a U.S. captain as congratulating him on 
his liberation after a U.S. soldier had interrogated him Wa 

bit harshly\" for one hour. Al-Joundi added that U.S. 

officials had provided him with medical treatment 

and food -- hardly a description of war crimes. End comment. 


7. (U) Baghdad minimize considered. 
Leach 
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(extradited to the U.S. on December 31) 


--FARC drug-runner/financier Omaira Rojas-Cabrera 
Rojas Valderrama" or \"Sonia 


--FARC Teofilo Forero Mobile Column (TFMC) operations chief 
Humberto Valbuena 
2003) 


--FARC international liaison chief Rodrigo Granda 


--ELN senior field commander Jose Ramiro Velez 
and 


--Erminson Cabrera 
VFabian Ramirez" and suspected replacement for Sonia. 


--Jose Maria Barros Ipuana 
of senior AUC commander Jorge Tovar\'s deputies and implicated 
in a massacre of 12 indigenous people in April. 


6. (C) Operations against paramilitary groups are at record 
highs. For example: 


- Over 530 paramilitaries were killed and 4 
in 2004 
respectively 


- When AUC Commander Jorge Tovar kidnapped a former senator 
the GOC ordered the authorities to arrest Tovar wherever they 
could find him 

Cordoba Department. 


- The GOC refused to accept known drug trafficker Juan Carlos 
Sierra as an AUC negotiator and ordered the authorities to 
arrest him. 


- During operation \"Santuario\" in September 

killed and captured hundreds of members of the Self-Defense 
Forces of Casanare (ACC) 

talks and was responsible for a large percentage of the 
violence on the eastern plains. 


7. (U) Violence indicators nationwide are improving. 
According to the National Police 

percent in 2004 (22 

kidnapping fell 44 percent 

and extortion fell 15 percent in 2004. 
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8. (C) Despite resource shortages and the service-centric 
approach of former Army commander General Carreno 
forced each service to look out for its own interests 
interservice coordination improved in 2004. With the naming 
of General Castellanos to head the Army 

has the most professional 

U.S.-friendly high command in its national history 

the first time is experimenting with a joint operational 
structure in the traditional divisions 

of U.S. combat commands. The military created a joint 
Caribbean Command and a joint intelligence coordination 
center 

with proven track records. 


9. (C) The various deserter and demobilization programs have 
now removed about 10 

(more than 6 

1 

and close to 3 

demobilizations) since President Uribe took office in 2002. 

The AUC peace process also is sowing deep divisions among the 
paramilitary leadership and forcing them to distinguish 

between drug traffickers and bona fide members of the 
movement. AUC commanders Carlos Castano and Miguel Arroyave 
both wanted in the U.S. on drug trafficking charges 

killed or forcibly disappeared by fellow paramilitaries. 

However 

those accused of violent crimes 

of the demobilization process itself 

the security forces to significantly increase their presence 

in areas of demobilization are all threats to the process. 


WOOD 
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should be only one indicator in assessing its progress. 

Finally 

including High Commissioner for Human Rights Louise Arbour 
were unaware that Fruhling\'s insistence on total compliance 
of the recommendations was causing problems for the GOC at 
the highest levels. According to Magazzeni 
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not wrong; it is the implementation. 


4. (C) Magazzeni said the OHCHR has been politically 
rudderless on field operations since the death of former HCHR 
Sergio Vieira de Mello and the retirement of field operations 
branch chief Jan Cedregren (Sweden) in the first half of 
2004. As a result 

a free rein 

acting branch chief 

in because they outrank him and have been allowed to travel 
and raise money directly with donor countries. He tried to 
slash Fruhling\'s budget to bring it line with OHCHR 

priorities (meshing more directly with other UN operations on 
the ground) but was ignored. Fruhling has told colleagues 
that he has the complete support of the donor community in 
Colombia. During a visit to Geneva in November 

additional $1.9 million pledge from the U.S. earmarked for 
his operation 


5. (C) Magazzeni noted that the OHCHR approach toward 
Colombia 

skewed. It was seemingly held to a higher standard than 
China 

been sought and the OHCHR was trying to engage. 


6. (C) Magazzeni expressed surprise that both Arbour and her 
deputy were out of Geneva in late November when Foreign 
Minister Carolina Barco passed through for an IOM meeting and 
had hoped to discuss GOC concerns about the OHCHR\'s Bogota 
office. Arbour 

frequently 

Colombia. A trip to Colombia 

planned for last October but put off. When OHCHR field 
operations directors were in Geneva in November 

with each one for only 15 minutes. That 15 minute meeting 

with Fruhling has been her only substantive briefing on OHCHR 
operations in Colombia. Magazzeni advised that Arbour would 
be in New York on Jan. 10-12 to sign an agreement with 
Guatemala and suggested that the GOC make another attempt to 
see her. He recommended that G-24 countries should also weigh 
in with her. 


7. (C) The GOC and the OHCHR are both working to improve 
human rights in Colombia 

adversarial positions that undermine the effectiveness of 
each and 

should be made. The relationship between the GOC and the 
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OHCHR Bogota office may deteriorate further once the OHCHR 
shares its draft report to the Commission on Human Rights. 
The U.S. objective should be two-fold: (1) to faciliate an 
exchange between Arbour and a key GOC interlocutor; and (2) 
to make Arbour aware that all is not well in Bogota. It is 

up to her to decide what to do about it. Arbour\'s presence 

in New York on January 10-12 is a target of opportunity for 

the GOC 

be particularly ideal if the GOC and the UN proceed with a 
planned meeting in New York the week of January 17 to discuss 
the future of the entire UN presence in Colombia (also 

reported reftel). 


8. (C) Embassy has informed the MFA that Arbour will be in 
New York next week. As Colombian permrep Holguin is close to 
President Uribe 

instruct USUN to reach out to her regarding Arbour\'s arrival 

and the utility of presenting GOC views directly to her. A 

direct approach by the U.S. to Arbour would be useful but 

more effective if done in concert with other G-24 members. 
Canada (as G-24 chair) 

represent the EU in Bogota since Luxembourg has no 
representation here) 

particular 

Embassy also recommends that the Department request Ottawa 
and the others to engage on this issue 

or in capitals. Embassy understands that several G-24 

foreign ministers will be in New York on Jan. 12 for a 

Security Council meeting on Haiti. 

WOOD 
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advantage\" in the LY 

re-election (Note: it is unclear where Wang\'s seat total 

comes from -- the Pan Blue holds only 114 of the 225 LY seats 
and 

Blue 

Green LY total. End Note). 


3. (C) Separately 

President Chen would appoint Kaohsiung Mayor Frank Hsieh 
(Chang-ting) as Premier later this month 

Premier Yu Shyi-kun. Wang 

would make a strong Premier 

the central government level (Note: Hsieh has served as 
Kaohsiung Mayor 

DPP\'s vice presidential candidate in 1996 

а central government position. End Note). Wang also did not 
expect Hsieh to work better with the opposition parties than 
Premier Yu. While many claimed Hsieh\'s effective 
coordination with the opposition parties in the Kaohsiung 
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City Council demonstrated that Hsieh could build inter-party 
coalitions 
for Hsieh. 


4. (С) Wang\'s candid assessment that DPP opposition would 
likely kill his proposal to lead an LY task force delegation 

to Beijing is likely correct. It also suggests that the 

proposal primarily is a gambit in his quest to hold on to his 
job. (The four conditions Wang prescribed for a mainland 
visit make it a highly unlikely prospect anyway.) This high 
profile effort may also reflect his early push for a more 
ambitious goal -- the KMT presidential nomination in 2008 
scholar and KMT-intimate Emile Sheng told AIT January 3. 
Nevertheless 

legislation carving out a more active cross-Strait role for 

the LY 

approaches to the cross-Strait stalemate. WangVs optimism 
about re-election as Speaker suggests he is confident he has 
pinned down sufficient Pan Blue support 

has confirmed that the PFP will support him despite continued 
sniping. Wang has been criticized by some within the Pan 
Blue 

pai\" (Taiwan faction) and who see Wang as a weak leader. The 
lack of a strong alternative candidate is probably Wang\'s 
greatest strength in holding onto his position. It remains 
unclear whether the ruling party will attempt to unseat Wang 
with a compromise candidate 

deal to the PFP. 


5. (C) Speculation on the appointment of Mayor Hsieh to the 
Premiership has been strong in the media for some time. 
However 

prospect to succeed President Chen in 2008 

Office Secretary General Su Tseng-chang 

Chairman with ChenVs blessing 

and logical candidate -- i.e. 

candidates and not force Chen to play his hand this early in 
his lame-duck term. Wang\'s negative assessment of Hsieh is 
not suprising; in AITYs meetings with Wang over the years 
Wang has been uniformally negative on all leading ruling 
party figures 


FORDEN 
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for providing adequate stocks 

unrelated Cabinet reshuffle December 20 

named energy minister.) The study expects the industry would 
pass the added costs to end-users 

prices no more than NZ 1 cent per liter. 


4. (SBU) Oil companies disputed the cost estimates 
contending that the industry and ultimately consumers would 
pay more. Mobil Oil New Zealand estimates the expense to 
each large oil company would be NZ $100 million to NZ $150 
million 

requirements in New Zealand by 25 to 50 percent. Caltex New 
Zealand said the estimates do not include the cost of land 

for new storage tanks and maintenance. Two other large oil 
companies 

independent company 


5. (SBU) Peter Thornbury 

Oil New Zealand 

security of supply with meeting the IEA target. As the study 
noted 

\"sound commercial lines 

compromised supply to their customers. Peter Doolan 
president of the ExxonMobil Refining and Supply Division in 
Singapore 

stockpiles 

them. 


6. (SBU) Separately 

Caltex New Zealand 

IEA target is based on a \"societal\" assessment of the level 
of adequate reserves 

possibility of disrupted oil supplies. Kerr asserted that an 
interruption of oil supplies from the Middle East over a long 
period of time -- the studyVs key scenario -- is unlikely. 


7. (SBU) New Zealand is unique among IEA members in being 
heavily dependent on distant imports 

noted. A long supply chain -- between 25 to 30 days from 
Middle East suppliers and between 15 to 20 days from Far East 
suppliers -- means that in-transit oil supplies might be 
considered as reserves. They suggested the government seek 
the IEAVs concurrence to count stocks in transit toward the 
reserves requirement. This would enable New Zealand to 
satisfy the 90-day target without constructing additional 
storage. The study 

long supply chain increases New Zealand\'s vulnerability to 

oil shortages. The four major companies import mostly crude 
petroleum that must be processed at New Zealand\'s sole 
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refinery. Gull imports refined products. 


8. (SBU) The study also cites the need for official oversight 
of storage levels 

implementing a penalties regime. Companies expressed a 
wariness of increased regulation of their industry. 


9. (U) Minister Hodgson described the required 90-day reserve 
as a Vsensible precaution." He called on the government to 
consider even larger stockpiles 

from them rather than having to restrict demand during a 
supply disruption. The study did not analyze the benefits of 
membership in the IEA 


10. (SBU) Comment: Despite the expected rise in gas prices -- 
which already went up 12 percent in September over the past 
year -- a decision to boost oil stockpiles is not a 

politically difficult one for the government in this election 

year. It is the oil industry that likely will take the blame 

for a price bump caused by plumping the oil reserves. 
Directing oil stockpiling also would be consistent with the 
government's increasing intervention in the energy sector. 
This effort 

supplies 

electricity sector 

exploration and entering a risk-sharing agreement with a 
state-owned enterprise to get a new power project off the 
ground. 

Swindells 
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Ill. Actions Against Money Laundering 

Romania criminalized money laundering with the adoption of 
Law No. 21/99 “Оп the Prevention and Punishment of Money 
Laundering\" in January 1999. The law requires customer 
identification 

suspicious or unusual nature and reporting of all 
transactions over 10 

Prevention and Control of Money Laundering (NOPCML) 
financial intelligence unit (FIU) was established under the 
law 

procedures and training for all domestic financial 

institutions. Entities subject to money laundering controls 
include banks 

accountants 

controls have not been as rigorous as those imposed on 
banks. 
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The National Bank of Romania introduced Norm No. 3 
Your Customer 

norm was amended in December 2008 to strengthen information 
disclosure for external wire transfers and correspondent 
banking 

must include information about the originator\'s name 
address and account in the wire transfer and to request the 
same information in case of incoming wires. Banks are 
further required to take proper due diligence before 
entering into international correspondent relations and are 
prohibited from opening correspondent accounts with shell 
banks. 


In December 2002 

Sanctioning of Money Laundering went into effect 

the list of predicate offenses to the \"all-crimes\" approach 
and requiring that every cash operation and every external 
wire transfer involving a sum exceeding 10 

reported to the NOPCML and monitored. In addition 

law expands the number and types of entities required to 
report to the NOPCML. Some of these new entities include 
art dealers 

officials 

Training for these entities is necessary to ensure 
compliance with reporting 

suspicious transactions and development of internal 
controls. 


The new law also provides for both suspicious transaction 

reports (STRs) and currency transaction reports (CTR) 

the CTR amounts conforming to European Union (EU) standards. 
The know your customer identification requirements have been 
honed so that identification of the client becomes necessary 

upon both the beginning of a relationship and upon single or 
multiple transactions meeting or approaching a 10 

standard. 


The NOPCML receives and evaluates STRs as well as CTRs. The 
law also provides for feedback to be given 

NOPCML from the General Prosecutor\'s Office 

to participate in inspections and controls in conjunction 
with supervisory authorities. In 2003 

increased to 882 and 1 

first three quarters of 2004. Out of the 1 

transaction reports received by the NOPCML 

by reporting entities and 107 by the supervision 
institutions. However 

have been hampered by delays in reporting suspicious 
transactions 

insufficient training in conducting complex historical 
financial investigations. The Law on the Prevention and 
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Sanctioning of Money Laundering increased the powers of 
NOPCML 

administrative capacity. 


МОРСМІ has begun a process of international cooperation to 
exchange information with other FIUs. In November 2004 
Department of JusticeVs Office of Overseas Prosecutorial 
Assistance and Training sponsored an assessment of the 
МОРСМІ by U.S. FINCEN and a future technical assistance 
project between the two FIUs is planned for 2005. NOPCML 
also has been working closely with Italy to improve its 
efficiency and effectiveness through an EU PHARE project. 


A US Treasury OTA advisor is assisting the National Bank of 
Romania in strengthening anti-money laundering (AML) and 
anti-terrorist financing through the introduction of 

improved bank examination procedures. To insure that 
compliance is consistent across financial sectors 

advisor in cooperation with the World Bank has also assisted 
in strengthening AML compliance in the securities sector 
including the drafting of new AML regulations for the 
National Securities Commission. Plans are underway to 
replicate the project in the insurance industry. 


Romanian law has some 

forfeiture in the Law on Combating Corruption 

and the Law on Combating Tax Evasion 

Directorate of Economic and Financial Crimes of the national 
police also has a mandate to pursue money laundering. 
Despite hundreds of money laundering cases investigated 
since 2001 

ineffective. 


On November 24 

the Anti-money laundering law 

passed in 2005. The new law provides for a uniform approach 
to combating and the prevention of money laundering and 
terrorist financing. The purpose of the law is to achieve 

the standard contained in European Union Directive 
2001/97/EC. The draft law provides that money laundering 
and terrorist financing will be regulated under the same law 

to ensure consistent and effective measures against these 
crimes. 


The draft recommends the inclusion of additional categories 
of individuals and institutions with reporting obligations 

to the NOPCML. These obligations include not only reports 
on specific suspicious transactions 

intelligence involving financial patterns and typologies. 
Among investigative innovations 

for better seizure proceedings 
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investigators and the surveillance of financial accounts and 
communications. 


The GOR announced a national anti-corruption plan in early 
2003 and passed a law against organized crime 

provisions of the UN Convention in January 2003 

a new anti-corruption law in April 2003. In the thirteen 
months since the September 2002 founding of the Anti- 
Corruption ProsecutorVs Office (PNA) 

corruption have been investigated. Unfortunately 
prosecutors have focused on low to mid-level officials and 
examples of the most egregious financial crimes have so far 
escaped serious attention. A new Criminal Procedure Code 
was passed and became effective on July 1 

Code contains provisions for authorizing wiretapping 
intercepting 

days 

provided for within the new Code 

money laundering. 


IV. Actions to Combat Terrorist Financing 

Romania\'s political leadership has consistently and 
unequivocally condemned acts of terrorism. After the events 
of September 11 

legislative measures designed to sanction acts contributing 
to terrorism. Emergency Ordinance 141 

2001 

production or acquisition of means or instruments with an 
intention to commit terrorist acts 

level as terrorist acts. These offenses are punishable with 
imprisonment ranging from five to 20 years. 


The Romanian Government and the National Bank of Romania 
(BNR) in particular have been fully cooperative in seeking 

to identify and freeze terrorist assets. Emergency 

Ordinance 159/2001 established guidelines to prevent the use 
of the financial and banking system for the purpose of 
financing terrorist acts. The BNR 

banking operations in the country 

support of Emergency Ordinance 159. Emergency Ordinance 153 
was passed to strengthen the governments ability to carry 

out the obligations under UNSCR 1373/2001 

identification 

assets. The BNR receives lists of individuals and terrorist 
organizations from the U.S. Embassy Bucharest 

Committee 

financial institutions. The new law on terrorism (Law no. 
535/2004) provides that the assets used or provided to 
terrorist entities will be forfeited 

resulting from terrorist activity. To date 
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terrorist financing 
have been carried out. 


In April 2002 

Country (CSAT) adopted a National Security Strategy 
included a General Protocol on the Organization and 
Functioning of the National System on Preventing and 
Combating of Terrorist Acts. This system 

2002 and coordinated through the Intelligence Service 
brings together and coordinates a multitude of agencies 
including 14 ministries 

National Bank 

and Control of Money Laundering. The GOR has also set up an 
interministerial committee to investigate the potential use 
of the Romanian financial system by terrorist organizations. 


In November 2004 

preventing and combating terrorism 

the previous government ordinances and took over most of 
their provisions. The law includes a chapter on combating 
the financing of terrorism by prohibiting financial and 
banking transactions with persons included on international 
terrorist lists and requiring authorization for transactions 
conducted with entities suspected of terrorist activities in 
Romania. 


The GOR recognizes the link between organized crime and 
terrorism. Bucharest is the site of the Southeast European 
Cooperation Initiative 

enforcement training and intelligence sharing on criminal 
activities 

governments. 


Romania participates in a number of regional initiatives to 
combat terrorism. Romania has worked within SEEGROUP (a 
working body of the NATO Initiative for Southeast Europe) to 
coordinate anti-terrorist measures undertaken by the states 

of Southeastern Europe. The Romanian and Bulgarian Interior 
Ministers signed an intergovernmental agreement in July 2002 
to cooperate in the fight against organized crime 

smuggling and terrorism. 


V. Other International Agreements 

The EU\'s Europe Agreement with Romania provides for 
cooperation in the fight against drug abuse and money 
laundering. Romania is a member of the Council of Europe 
(COE) and participates in the Council of Europe\'s Select 
Committee of Experts on the Evaluation of Anti-Money 
Laundering Measures (MONEYVAL). A mutual evaluation in 
April 1999 by that Committee uncovered a number of areas of 
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concern 

reporting suspicious transactions 

the bank secrecy legislation 

cases in which the reporting provisions are intentionally 
ignored. Romania has been working to address these 
concerns 

In late 2003 

Assessment Program (FSAP) by the World Bank as part of that 
organization\'s pilot program. 


The Mutual Legal Assistance Treaty signed in 2001 between 
the United States and Romania entered into force in October 
2001. Romania has participated in regional and global anti- 
crime efforts. Romania is a party to the 1988 UN Drug 
Convention 

Combat Transborder Crime 

Transnational Organized Crime. With Law No. 263/2002 
passed in 2002 

Convention on Laundering 

of the Proceeds from Crime. During 2002 

ratified the Council of Europe\'s Criminal Law Convention on 
Corruption 

Corruption. Romania ratified the UN International 
Convention for the Suppression of the Financing of Terrorism 
in January 2003. 


VI. Country Vulnerabilities 

Romania should continue addressing the concerns of the 
Council of Europe evaluators by making further improvements 
in its anti-money laundering regime 

progress on money laundering investigations and 
prosecutions. The GOR needs to adopt procedures for the 
timely freezing 

terrorist related assets. Finally 

reporting requirements for the cross-border movement of 
currency and monetary instruments. 


To assist the GOR 

Justice\'s Office of Overseas Prosecutorial Assistance and 
Training sponsored an assessment of NOPCML by U.S. FINCEN 
and a future technical assistance project between the two 
financial intelligence units is planned for 2005. 
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social and spatial" impediments to development within 

this marginalized community. Three years later 
Government expanded that program to include residents of 
remote areas from all ethnic groups and renamed it the 
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Remote Area Development Program (RADP). San 

still constitute the overwhelming majority of RADs. 

Other ethnic groups commonly found in RAD settlements 
include the Kgalagadi 

program further evolved to focus on establishing 
permanent settlements in regions where RADs were most 
concentrated: Northwest 

Kgalagadi 

Government encouraged RADs to move to these locales so 
that it could more efficiently provide public services 

and promote productive economic activities. PolOff 
traveled to several RAD settlements in December to 
evaluate conditions there. 


3. The RADP aims to achieve sustainable social and 
economic development of Batswana living in remote areas 
and to ensure equal access to the benefits of the 
country's overall material progress. The Government 
intends to accomplish this objective through the 
following: providing infrastructure and public services 
comparable to those available elsewhere in the country 
promoting gainful employment 

and other natural resources 

the nation\'s political process and the cultivation of 
community leaders 

training at all levels 

of RADs into the mainstream of society. Through the 
RADP 

and administrative centers 

free vocational training 

of RAD children including the costs of transportation 
books and uniforms. After nearly thirty years 

the RADP is far from successful. 


4. The key to the failure of the RADP is the lack of 
income-generating opportunities in the rural areas. 

Regular employment at RAD settlements is virtually non- 
existent. In some places 

NGO or a cooperative; anyone else with a job works for 

the Government. Many of those employed by the Government 
in these settlements are not RADs themselves but civil 
servants on a temporary assignment. 


5. Almost everyone in a RAD settlement depends upon 
state aid of some kind for subsistence. The elderly 
receive pensions 

(food and clothing in kind with a small cash allowance). 
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It is not uncommon for those who qualify for such 
assistance not to receive it. The able-bodied 
occasionally find employment with the Government as 
laborers on public works projects through the Drought 
Relief Program. The miniscule dimensions of the cash 
economy in each of these settlements require almost any 
would-be entrepreneur to target external markets. The 
isolation of these settlements -- vehicles are scarce 
roads are poor and tarred roads are often over an hour 
away by car -- makes selling to larger villages and towns 
difficult. 


6. The GOB has pursued livestock-rearing as the most 
immediate solution to poverty in RAD settlements 

with mixed results. Through the RADP 

receive five head of cattle or fifteen goats free of 

charge. The Government encourages recipients not to 
slaughter any of these animals until five years has 

passed 

to become a self-sustainable herd. When owners are ready 
to sell 

the animals to a Botswana Meat Commission abattoir and to 
collect payment. 


7. According to a report prepared by the Ghanzi District 
Council 

Vvery poor" results there. That document attributed this 
dismal performance to poor management 

commitment and indiscriminate slaughter of livestock. V' 
Residents of Kaudwane in Kweneng District complained to 
PolOff that lions decimated their herds and that they 
received inadequate compensation (less than half the 
replacement cost) from the Government. 


8. Local governments have not ignored these problems. 
The Ghanzi District Council 

workshops and seminars to improve livestock management 
and decided to experiment with establishing a herd in the 
name of a particular settlement. The District currently 
manages that herd but plans eventually to turn over 
control to the community 

The Kweneng District has assigned an animal health 
professional to reside and work in Kaudwane and has 
tasked that person with looking at ways to improve the 
productivity of goat herding there. 
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ACCESS TO LAND LIMITED 


9. While unemployment and poverty are common nationwide -- 
recent estimates place unemployment at about 24 percent 
and the incidence of poverty at about 30 percent -- 

limited access to land exacerbates these problems in RAD 
settlements. The Government designates land for communal 
use around each settlement and allocates residential 

plots within them but has not facilitated private holding 

of farm/pasture land by RADs. They are free to apply for 
land allocation like any other citizen 

difficulty in meeting the requirements of this process 
including completion of application forms and preparation 

of a management plan. Not surprisingly 

to favor large-scale commercial land use proposals that 
require capital inputs beyond the resources of most RADs. 
Indeed 

that he had yet to hear of a RAD acquiring his or her own 
farm. Another indicated that the Government prefers V'to 
keep them in the settlements for now.\" 


10. In some areas of Botswana 

RADs is growing scarce. Тһе GOB is gradually converting 
communal land to privately held land by offering long 

term leases on concessional terms for farmers who will 
use and improve the land. Improvement includes sinking a 
borehole and fencing the property 

requires capital. Any RADs living on communal land 
reallocated to a private holder become squatters subject 

to eviction. 


11. Some NGOs have assisted RADs to form consortia and 
apply for leases jointly. One organization found 

however 

consisted only of San were denied 

included other ethnicities were approved. This ensued 
despite the fact that they all had roughly equal 

qualifications and the same help in preparing their 
applications. A second NGO had helped a consortium of 
three RAD settlements to secure a lease for a plot 

the group lacked the capital to implement its business 

plan. Another RAD settlement had established a community 
trust which had obtained a lease but was similarly 

delayed in initiating its enterprise due to insufficient 

funds. 
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12. Access to other natural resources 

products 

are allocated through a lottery 

to the Government based on the numbers of each type of 
animal killed. Residents of Kaudwane and New Xade 

vast majority of whom were relocated there from the CKGR 
were promised Special Game Licenses allowing them to hunt 
a limited amount of game without having to pay any fee. 
But because game was sparse in the areas surrounding 
these settlements where hunting was permitted 

Special Game Licenses were rarely used. 


13. Entrance to the CKGR 

in Botswana 

Department of Wildlife in Gaborone if the visitor intends 
to remain in the park overnight. Hunting is prohibited 

in the CKGR 

allowed to bring out any wildlife products. Such 
restrictions inhibit the potential for income-generating 
activities that would utilize natural resources. An NGO 
working with RADs to produce craft products 

must import ostrich egg shells from South Africa because 
regulations do not permit collection of sufficient 
quantities locally. 


14. Residents of both New Xade and Kaudwane explained to 
PolOff that they had ideas for setting up eco-/cultural 
tourism enterprises. To succeed 

need access to some land within the CKGR due to the 
absence of game and veld food (the wide variety of plants 
that San traditionally relied upon for food 

medicine 

Government had considered designating areas within the 
CKGR as community use zones for just such projects. One 
resident of New Xade told PolOff that the former Minister 

of Environment 

visited the community and told them to V'forget about" 

that possibility and suggested setting up a \"cultural 

village\" as a tourist attraction instead. The GOB has 

yet to issue a final master plan for land use management 

in the CKGR. 


15. No diamond mining is occurring in the CKGR at present 
but a subsidiary of BHP Billiton 

to conduct aerial surveys over the Reserve in 2005. A 
poster nailed to a tree in the village of Gugamma in the 
CKGR announced that ground surveys will follow if the 


Column 3 

company encounters any \"interesting\" results. Residents 
told PolOff that Sekaka representatives had visited to 
consult with them about the matter in early December. 
According to Roy Sesana 

Kalahari 

relocation policy in court 

officials in November to discuss potential employment 
opportunities for those who live in the reserve in 
conjunction with such exploration. 


16. This is not 

that the Government displaced people to obtain mining 
profits. The Reserve encompasses enough territory to 
accommodate a mine in one area 

protected wildlife elsewhere. Diamond exploration 
licenses cover much of the Botswanavs land area 

the CKGR. While previous surveys and mining attempts 
determined that the ore in the Reserve was not economical 
to extract 

exploration worthwhile. 


17. Lack of marketable skills also contributes to poverty 
and unemployment among RADs. The GOB offers RADs 
vocational training free of charge and seed capital to 
return to one\'s settlement and begin a small business. 
RADP officers complained 

advantage of this opportunity. Many of those who start 
such training abandon it. Visits by PolOff to several 

RAD settlements found no one who had derived a regular 
income from skills acquired through this program. 

Several had started working 

months 

clients. In one instance 

was offered the opportunity to supply garments to the 
local school 

produce the volume of garments the school would require. 


Absent success in forming their own businesses 


best job prospects to counter this culture of despair and 
dependency may lie in finding employment in towns. 


18. Local government interlocutors generally pointed to 
formal education as the ultimate key to development among 
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RADs. Residents of RAD settlements likewise emphasized 
to PolOff the importance of education and their 
appreciation of the Governments assistance in that 
regard. The Government has established primary schools 
in almost every RAD settlement and pre-schools in many of 
them. RAD children pay no school fees 

day at school 

Government also bears the expense of sending children to 
boarding school for secondary education 

of transportation and pocket money for the students. 


19. These benefits not withstanding 

aspect of the RADP faces problems. In Ghanzi District 
thousands of RADs live on private farms 

workers or squatters. Children of these individuals 
well as of the few remaining residents of the CKGR 
live in hostels located in villages with schools from a 
young age. The fact that instruction is in Setswana and 
English after pre-school and not in the mother tongue 
discourages some students. Additionally 

practices regarding disciplinary customs - San typically 
do not use corporal punishment 

common practice in Botswana\'s public schools - and 
prejudice against San children make school a difficult 
environment for some RAD children. Thus 

high. 


20. Prejudice against San remains widespread. PolOff 
encountered assertions that they could not \"think for 
themselves 

wrong 

emphasized the need for the Government to patiently guide 
RADs in the process of development. One official 
described the GOB\'s objective as instilling a \"cattle- 
rearing culture\" in RADs. A resident of New Xade 
confirmed this effect of the RADP 

the migration from the CKGR entailed adoption of the 
culture of V'the rest of Botswana" and the loss of the 
traditions practiced by his parents. 


21. Residents of RAD settlements and members of NGOs who 
worked with them pointed to a number of cultural 

obstacles to development among RADs themselves. RADs 
relocated in New Xade and Kaudwane grew up largely in a 
hunter-gatherer lifestyle. Thus 

working all day on the same (sometimes monotonous task) 
unacceptable 
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above. Some interlocutors described a spirit of despair 
and dependence that dominated the atmosphere of these 
locations. According to these contacts 

assume that a significant improvement in their situation 
was not possible or thought that any such change could 
only come from the Government or an NGO. Participation 
in different income generation programs 

low. The prevalence of alcoholism further undermined 
hope for progress. 


22. Historically 

groups. With no chiefs 

BotswanaVs Council of Chiefs 

have a voice. The Government has instituted the practice 
of appointing headmen in the RAD settlements 
overarching leadership has emerged to promote RAD 
interests in BotswanaVs narrowly constructed political 
arena. 


23. Although the isolation of RAD settlement might 

afford some measure of protection from HIV-AIDS 

disease remains a problem nevertheless. The headman in 
Kaudwane noted to PolOff that the construction teams 
working on roads and buildings in the settlement 
contributed to its spread there. Services related to HIV- 
AIDS 


as readily-available to RADs as to other Batswana. They 
must often travel long distances just to test 

deters many from bothering. Keeping down the HIV-AIDS 
rate in remote settings will be necessary to boost 
economic development in those areas. 


24. The bleak situation in RAD settlements has not 
translated into resentment toward the state or the ruling 
party. Interlocutors in these places generally observed 
that while the GOB had not done all it could 

that it had promised 

expressed frustration with policies limiting access to 

the CKGR as fatally undermining the best prospects for 
income generation in these settlements. Others faulted 
the Government for not providing infrastructural 
improvements it had promised. These criticisms revealed 
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a general consensus that the Government was doing the 
right things 

resources. 


25. A vocal minority dismissed these concerns as 

secondary to the fundamental issue of land rights. They 
argued that resettlement from the CKGR wrongfully 

alienated them from their ancestral territory. The 

election in New Xade and Kaudwane 

the GOB over the relocation policy runs highest 

district councillors from the ruling BDP 

general perception among most RADs that the Government is 
an imperfect ally 


26. Conversations with residents of New Xade and 
Kaudwane 

resettled 

A small number of San are trickling back into the 
Reserve. If the First People of the Kalahari were to win 
its court case and secure restoration of basic public 
services 

probably would join them. A number of those who had left 
the CKGR suggested to PolOff 

would consist primarily of the elderly 

relocated in 2002. Only a minority of those relocated 
before 2002 appear to be interested in living in the 
Reserve. 


27. Contrary to the rhetoric of some critics 

not perpetrating genocide against the San or other RADs. 
The Government\'s efforts have focused on improving the 
standard of living for the RADs. While programs may have 
been under-funded and the results sketchy 

councils are trying new approaches to improve outcomes. 
Many of the problems plaguing RADs -- HIV/AIDS 
unemployment 

all rural Batswana 

San 

assistance from the Government. 


28. Enhancing access to natural resources 

land 

conditions of RADs. With the Government open to the idea 
of diamond mining within the CKGR 

controlled use of parts of the Reserve by its former and 
current residents for enterprises in the tourism. 
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29. Sustained improvement of the RADP would require 
political leadership that could credibly represent RADs 

in negotiation with the Government. First People of the 
Kalahari foreclosed the possibility of playing this role 

when it internationalised its dispute with the 

Government. Less confrontational organizations that work 
with RADs 

Botswana Center for Human Rights might be able to lobby 
more effectively should they choose to do so. 


30. One solution posited by RADS to assure more 
effective representation is to form a San Council. 
Embassy received a Democracy and Human Rights Fund 
proposal in 2004 from the Kuru Trust to assist in the 
formation of such a council 

details. In an early December visit to Shakawe 

asked the Kuru Trust to focus and resubmit its proposal 
so that the Embassy would be better able to evaluate it. 
With the RADs in a single organization 

would have a stronger partner for discussion. 


31. Support for mother-tongue education could help 
preserve San culture and 

leadership indigenous to RAD communities. Kuru Trust has 
requested assistance from Debswana to set up two such 
schools to cater for RADs. Although the linguistic 

diversity among San would pose an obstacle 

could decrease truancy rates 

prejudice 

organization 
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sufficient discretionary funding availability and 

satisfactory conclusion of quality assurance issues.V The 
90 

paying their skills development levies a total of about 

R40 million ($7 million using 5.7 rands per dollar) a 

month to the South African Revenue Service without being 
able to obtain the benefits for which they are paying. 

About 80 percent of the fees revert to the SETA 

means that 

million ($33 million) will be used either to pay the 
authority\'s debts or to maintain its infrastructure. 

Dozens of companies have disputed comments made recently 
by a SETA spokesperson that claimed that creditors had 
been paid just before the SETA closed on December 15 for 
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the holiday season. Numerous organizations 

South African Chamber of Business (SACOB) 

received no money despite promises of payment. According 
to SACOB\'s CEO James Lennox 

as the SETAs have repeatedly asserted that the skills 
development levy (which amounts to 1 percent of a 
company's payroll) is not a tax. The impact of the 

service sector SETAVs actions might be that companies that 
are participating in learnerships and sponsored skills 
programs will refuse to participate in the government's 

job creation initiatives 

not having enough cash flow to pay the SETA without 
receiving any benefits. One creditor 

management group 

million) with the amount increasing by more than R700 

a month because it is carrying the costs for more than 400 
apprentices 

disabilities for which the SETA is responsible. Source: 
Business Day 
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International Isolation" 


The centrist 
editorialized (1/7): 


\"Inevitably 

donated money and sent people to relieve the tsunami 
disaster in South Asia but was excluded from 
participation in the tsunami relief world summit. The 
reaction [of Taiwan people] is rational. Since the 
international reality is so severe 

give up so easily. Taiwan should 

devote the power of all [Taiwan] people continuously 
and carry out the relief job solidly in order to speak 
loudly for Taiwan by making contributions that will 
truly benefit those who suffered [in the disaster].\" 


B) “Ал "Anti-Annexation Law Won\'t Ease PRC Tension\" 


The conservative 
\"China Post\" said in an editorial (1/7): 


\"The move by the Cabinet Wednesday to drop an article 
from a draft of revisions to the Referendum Law that 
would have granted the people the right to initiate 
constitutional amendments marked a reversal of a major 
legislative plan in the face of pressure coming from 

the United States. 
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VBut as it was trying to repair strained relations with 
Washington 

attempt that is bound to add to tension with Beijing. 
The Cabinet included in the bill 

approval by the Legislative Yuan 

would allow the people to hold a referendum on 
territorial changes. 


VBut the attempt to use an "anti-annexationV law to 
counter an "anti-secessionV law does not seem to be 
helpful. Beijing would not withdraw its plan to create 
the legislation just because of Taipei's decision to 
respond in kind. Nor would Beijing be likely to change 
its longstanding policy of using force because of a 
concern that an invasion could anger the people of 
Taiwan and stir them to hold a popular vote to say no 
to its action..\" 


C) \"Chen\'s Proposal is Very Pragmatic\" 


The pro-independence English-language V'Taipei times!" 
said in an editorial (1/7): 


\"As for the new proposal to approve changes to national 
boundaries through referendums 
move to counter ChinaVs anti-secession law. 


VPresumably 

aggression justified by law Taiwan may be able to 
declare this a change of national boundaries or the 
exclusion of the Chinese Mainland from the definition 
of national boundaries. This would not impact the 
status quo of the Republic of Chinas (ROC) 
Sovereignty 

with the US policy of "maintaining the status quo.V It 
also shouldn't violate any basic principles of the pan- 
blue camp. V 
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\"notifiable communicable disease." Notifiable communicable 
diseases must be reported to the TCDC and the central 
government is authorized to take extraordinary efforts to 
contain such diseases. 


Further 
billion (USD 187 million) towards developing and 
manufacturing influenza vaccines. The plan is to devote ten 
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percent of the budget on vaccine research and development. 
With the highest levels of political support 

officials are working hard to secure the monies to fulfill 

this commitment. 


In addition to Taiwan\'s plans to develop a vaccine and 
TaiwanVs existing strategies to prevent 

to SARS (see reftel C) 

\"Influenza Preparation and Prevention Plan (Flu plan). The 
Flu plan details extensive strategies for trying to 

distinguish among SARS 

provides guidelines to medical workers to minimize confusion 
between the various types of viruses during the influenza 
season. The plan is currently awaiting Executive Yuan 
approval. 


The Flu plan includes a 5-level Influenza Response System. 
The V'Alert Level" is activated when there is one or more H5 
or H7 strain of virus detected domestically or there are any 
confirmed cases of bird-to-human transmission on High 
Pathogenic Avian Influenza Strain abroad. \"Level A1\" is 
activated when there is at least one confirmed case of human- 
to-human transmission outside of Taiwan. VLevel A2\" is 
activated when there is no indication of local transmission 
but there is at least one confirmed case of bird-to-human 
transmission and/or a laboratory suspected case and/or a 
suspected imported case in Taiwan. VLevel B\" is activated 
when there are one or more confirmed cases of primary human- 
to-human transmission in Taiwan. \"Level C\" is activated 
when there are confirmed secondary human-to- human 
transmission cases within Taiwan. TCDC has responsibility 
for responding at the Alert and A1 levels 

responsible at the A2 and B levels 

takes over at level C. 

Based on the above response levels 

surveillance program for Avian Influenza and SARS at its 
borders. Taiwan is currently operating at the Alert level. 

At this level 

avian influenza outbreaks to avoid touching raw poultry in 
those places. In addition 

required to complete health survey forms and undergo 
temperature checks. Passengers with fevers or forms 
indicating illness are further assessed prior to 

immigration. At the Alert and A1 levels 

washing or Throat Swabs are taken from any inbound 
passengers with fevers in excess of 38 C and a history of 
unprotected contact or exposure to the virus. Those 
passengers are also required to take a full course of the 
anti-viral oseltamivir. At the A1 level and/or above 

addition to the above measures 

areas are required to self-monitor for fevers twice a day 
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for 10 days. At level B and/or above 

be posted at the borders to assist in these processes. Also 
at level B 

must obtain a doctor\'s note confirming the person has been 
Avian influenza-free for at least 24 hours 

depart. Finally 

suspected of having avian influenza will be sent by 
ambulance to the designed hospitals for further management 
where a series of lab tests will be conducted. 


Hospital Infection Control Measures 

Q. Have hospital infection control practices been put in 
place? What type of systems are in place for care and 
isolation and/or quarantine of patients with suspected cases 
of Avian Influenza? 


A. TCDC\'s Flu planVs hospital infection control measures 
include: a program to detect and survey fever patients 
promptly; implementation of a standard operating procedure 
for infection control in all hospitals; recruitment of 

qualified epidemiologists to help prevent inter-hospital 
transmissions by modeling outbreaks 

nursing procedures to facilitate reorganizations that might 
be necessary; institution of fever surveillance and alert 
programs; establishment of a mechanism to assess the 
efficacy and efficiency of hospital infection control 
programs; the provision of comprehensive and intensive 
infection control training for hospital staff 

prevent any unsafe or unnecessary transportation of patients 
with a communicable disease; and protocols for waste 
handling and personal hygiene. Taiwan has 740 negative 
pressure beds available for use. 


In addition to the measures above 

hospitals and clinics to ask flu patients if they have had 
any contact with poultry or farm owners. Any patients who 
have had such contact are given the antiviral medication of 
oseltamivir (trademarked as Tamiflu) for five days. Subject 
patients are required to have follow-up checkups. 


Finally 

influenza vaccine for this flu season - 500 

and 2 million for adults. Already 410 

million adults have been vaccinated. Health workers 
between six and 24 months 

with serious diseases 

husbandry industries are provided shots free of charge. 
TCDC has also stockpiled 1.3 million oseltamivir tablets 
(enough medication to treat 130 

far 
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increase its stock of oseltamivir to 23 million tablets (so 
that Taiwan will have enough doses to treat 10 percent of 
its population). 


Samples 

Q. Are samples being obtained from potential human cases of 
Avian Influenza? 

A. Taiwan currently does not have any potential human cases 
of avian influenza. 


Number of Human Cases 

Q. Can you estimate the approximate number of human cases? 
A. Again 

not detected any cases of High Pathogenic Avian Flu H5N1. 


Laboratory Surveillance and Capacity 

Q. Where is laboratory surveillance done? 

A. CDC has contracted with several labs stationed in major 
medical centers all over the island including: National 
Taiwan University Hospital 

Kaohsiung Medical University Hospital. Offshore islands in 
Kinmen and Matsu are to report to labs in the northern part 
of Taiwan and the island of Penghu will report to a lab in 
Kaohsiung. The general lab surveillance is done by TCDC. 
In addition to the 12 contracted P3-level laboratories 
throughout the island 

laboratories if needed 

shorter time. 


Q. Is Laboratory Capacity sufficient? 
A. Laboratory capacity is sufficient. 


Availability of Respirators 

Q. What is the availability of N-95 respirators or 

equivalent? Of goggles? And of surgical gloves? Can more be 
purchased? Does the country have resources to purchase a 
sufficient number of respirators 

gloves to ensure that all workers receive as many 
respirators as needed? 

A. TCDC is responsible for N-95 respirators or equivalent 
surgical gloves 

workers. According to TCDC 

respirators and gloves for healthcare workers is sufficient. 
COA is responsible for the purchase of protection supplies 
for poultry industry workers and has adequate supplies on 
hand. TCDC is also committed to work with COA to ensure 
that it obtains whatever supplies are needed. 
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Communications 

Q. Are results being communicated to national officials and 
between Ministries? 

A. Laboratory surveillance results are being communicated to 
relevant agencies and ministries. In addition 

Department of Health 

Insurance 

been working very closely together since the emergence of 
Avian Influenza earlier this year. Intra and interagency 
collaboration and coordination is excellent. 


Q. What sort of communications policies and practices are 
in place concerning Avian Influenza? 

A. TCDC has designed and will soon open a new emergency 
response center at its headquarters to implement its 
emergency response plans in the event of an influenza 

or other infectious disease outbreak. 


TCDC\'s draft Flu Plan also details who 

report on a probable Novel flu patient. It also specifies 

how and when each level of government should respond to a 
reported case. Furthermore 

network 

instructions with local health officials using mobile phones 

as soon as a case is reported. It also provides protocols 

for cooperation across ministries. 


Finally 

closely with all relevant government agencies and is 
responsible for all official public announcements regarding 
the disease. The main points of contact for AIT are the COA 
and TCDC. 


Need for U.S. Assistance 

Q. Can U.S. experts from HHS 

help? 

A. Since Taiwan is not yet confronting Highly Pathogenic 
Avian Influenza 

In the past 

when needed. As the situation develops 

of the matter. 


Weaknesses/strengths in system 

Q. What weaknesses (and strengths) has post observed in the 
hostVs attempt to contain avian flu? 

A. Thus far 
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Highly Pathogenic H5N1. Taiwan appears to be very proactive 
in its efforts to prevent 

influenza outbreak. Given Taiwan\'s proximity to the many 
other countries facing the disease 

a matter of time before TaiwanVs precautionary measures are 
put to the test. Taiwan CDC\'s infection control 

surveillance efforts are particularly strong due to its 
significant preparations for another potential SARS outbreak 
and the H5N2 Low Pathogenic outbreak in Taiwan in early 
2004. COA and the livestock industry also learned from their 
experience with the major 1997 Foot and Mouth Disease 
outbreak that also resulted in significant investment in 
disease prevention 

including the establishment of BAPHIQ in August 1998. 
Taiwan also benefits from the fact that it is an island 

which affords a certain degree of protection. Taiwan 

recently raised the level of criminal punishment for 

smuggling livestock and poultry so that it is equivalent to 

the penalties for smuggling arms or people. 


One potential threat is that a large number of migratory 
birds 

Taiwan. However 

netting and fencing to keep migratory birds away from their 
flocks. Another potential threat is the integrity of 
TaiwanVs national health-care infrastructure. As reported 
in reftel E 

premiums and co-pays and/or institutes major reforms 
entire health-care infrastructure is at risk of financial 

ruin. No matter how good TaiwanVs flu plan may be 
require a solvent health-care delivery system to make it 
work. 
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2. (C) CIVILIAN DEPLOYMENTS: The deployment of civilian 
experts to PRTs presents a more difficult issue 

Krek 

to join a military mission. (NOTE: The Slovenian 

firefighters currently guarding the Kabul airport became 
contract SAF reservists before their deployment. END NOTE) 
Nonetheless 

support voluntary civilian deployments 

the first Slovenian civilians - provided that any volunteer - 
would be ready to join PRTs in June 2005. 


3. (C) MFA INSIGHTS: Vidovic gave much more generalized 
responses than Krek 
increased ISAF contributions was Win the consideration phase" 


Column 3 

and required coordination with MoD and the Slovenian Mission 
to NATO. Vidovic said that MoD and MFA would meet during the 
third week of January to discuss a proposal before forwarding 
it to the Government cabinet for action. Vidovic did 

however 

center-right coalition government had a V'clear visionW about 
how to fulfill NATO AlliesY expectations 

of the United States. Vidovic very straightforwardly said 

that the former government lacked both the capacity and the 
will to live up to its responsibilities within NATO. He said 

the new government represents a V'big hope" for ministry 
staffers working on NATO-related issues. 

ROBERTSON 
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in Vietnam come \"off the top\" out of program funds 

DA funds. The result is that the amount of funds available 
for programs becomes even less significant. 


4. The impact of such a large cut from such a low base is 
profound. Any of the new planned 

to promote economic growth cannot begin. More importantly 
it will be impossible to extend USAIDV's highly successful 
program of economic growth activities in Vietnam at even 
their current modest levels. Two projects support VietnamVs 
aggressive transition to a full market economy. Both you and 
EB PDAS Donnelly recently met the senior Vietnamese 
delegation supporting the highly successful Support for Trade 
Acceleration (STAR) project in Washington. The donor 
community and the Vietnamese Government consider this 
initiative to be the most influential and relevant donor 

project furthering Vietnam\'s transition to a market economy. 
STAR has been very helpful to U.S. national interests in 
developing a broad-based economic relationship and remains a 
key instrument for achieving many of our key MPP objectives. 
USAID was planning to extend that project from December 2005 
to December 2006 

and FY 06 

effort or length of that extension 

view 


5. You may already be deeply engaged in sorting through 
EAPVs competing equities over how to fund the tsunami relief 
effort. If so 

task. If not 
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discussions with USAID and press our case as vigorously as 
possible. 
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members transgressed the rules of necessary self-defence and 
caused the two killings whose actual perpetrator cannot be 

traced or discovered." DEHAP and Free Party members protested 
the statement in Malatya and demanded that the perpetrators be 
arrested. The court rejected the appeal of Kaymaz Family for the 
accused special operations team members to remain under arrest 
while on trial. 


OZGUR GUNDEM: Four people 

Chairperson 

the Mersin Security Directorate as a result of raids that (TNP) 
Anti-Terror Branch carried out at houses and shops in Mersin. 


EVRENSEL: Sinan Yerlikaya 

MP from Tunceli 

of Emergency Region in 1994 

Rights Commission of the Turkish Parliament which wanted to 
investigate the disappearance of 13 villagers (allegedly) in 
security forces custody during the September 17 

carried out in TunceliVs Mirik 

operations are continuing and the region is not safe. According 
to Yerlikaya 

mass organizations and he himself visited the scene then 
Human Rights Commission did not pay a visit to Mirik district. 


EVRENSEL: Political parties and mass organizations in Tunceli 
demanded that a commission be set up to investigate people who 
disappeared in Mirik 

Chairperson of EMEP (The Labour Party) 

mysterious killings were committed and many people were exposed 
to physical and psychological tortures during 1990s. Huseyin 

Tunc says 

recently 

headmen of (several) villages and accused villagers of being 
accomplices to the illegal activities committed іп the region. V" 

Tunc demanded that people not be oppressed and frightened 

that these oppressive attitudes be abandoned. 


CUMHURIYET: Because Syria does not open its borders to trucks 
carrying goods to Americans in Iraq and since the tanker drivers 
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carrying fuel oil had been on a strike due to low transportation 
prices for twenty days 

kilometer-long queues at Habur border gate. Despite the fact 
that the strike has ended recently 

the number of trucks has not been diminished yet. 


ZAMAN: Rauf Denktas 

of Northern Cyprus is going to pay a visit to Adana tomorrow at 

4.30 p.m. Rauf Denktas will be visiting the Governor of Adana 

the Army Corps Commander and the mayor of Adana. The next day 
Denktas will be visiting the Governor of Osmaniye at the 

Osmaniye province. 


ECONOMIC DEVELOPMENTS 


1. MILLIYET / EKSPRES / BOLGE / TURKIYE: Umit Ozgumus 
President of the Adana Chamber of Industry 

President Erdogan for the second time on January 5 

mainly discuss the new Incentive Law. Umit Ozgumus 

selected as the representative of the East Mediterranean region 
that is comprised of Adana 

Osmaniye provinces 

the region on behalf of the provinces at the V'TOBB (Turkish 

Union of Chambers and Commodity Exchanges) Regional and 
Sector-Based Consultation" meeting. 


2. BOLGE / TURKIYE: Aytac Durak 

criticized the way the government handles the distribution of 

the incentives. Durak said that it is a mistake to allocate the 
incentives by simply assessing dollar based per capita income of 
the provinces since there are multiple factors that determine 

the per capita income. It should be noted that the income is 
distributed unevenly within Adana province because of the fact 
that a significant amount of the population constantly arrives 

in the city due to terror-related and/or economic difficulties. 


3. EKSPRES / BOLGE / EVRENSEL / OZGUR GUNDEM / MILLIYET: 
A group of angry Mersin farmers stopped the engines of their 

trucks and chained the trucksY steering wheels to protest GoT 
agricultural policies of the government in Mersin. Due to the 

ineffective policies of the government 

they are not able to sell their products and are deeply 

discouraged about further producing vegetables and fruits. 


4. ZAMAN: The amount of citrus fruit harvested in Adana 
has increased by a hundred percent as compared to the previous 
year; however 

very low. Because of the current laws on the fruit-and-vegetable 
market 


Column 3 
Producers are desperately seeking ways to sell their produce. 


5. BOLGE: It is estimated that the total area of the 

fields devoted to cotton planting will decrease next season 
because of the frustration that cotton farmers are experiencing 
with the low level of the incentive premiums and the low prices 
in the world markets. 
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ulterior motive. 


Iraq 


4. (SBU) Turkey shares our goals for Iraq: a secure 
democratic country 

end 

Ankara offered to send peacekeeping troops to Iraq in 
October 2003 

tankers to refuel aircraft on support missions for both 
Operation Enduring Freedom (OEF) and Operation Iraqi Freedom 
(OIF) 

rotation out 

forces and humanitarian goods. Turkey is also active in 
reconstruction efforts 

Iraq and training Iraqi diplomats 

military leadership training in Turkey as its contribution to 
NATO\'s Iraq training mission. 


5. (SBU) This cooperation is provided despite the fact that 
our actions in Iraq are highly unpopular with the Turkish 
public 

erroneous press reports about US operations and actions in 
Iraq 

the mission has established a regular information-sharing 
program on events in Iraq 

misstatements. Many Turks in and out of government worry 
about the fragility of Iraqvs territorial integrity 

that the Kurds in the north aspire for independence and that 
the tensions between Sunni and Shia Arabs might become 
intractable. The Turks insist on interpreting U.S. failure 

to date to go directly after the Kurdish PKK terrorist 
organization in northern Iraq 

toward northern Iraqi Kurdish leaders Barzani and Talabani 
and the U.S. view that the number of Turkmen in Iraq is 
significantly lower than the figure cited by Turkey as 
\"evidence\" that the U.S. supports both the PKK and an 
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independent Kurdish state. The future of oil-rich Kirkuk is 

a particular source of concern 

forcibly expelled by Saddam could disrupt an uneasy balance 
between resident Arabs and Turkmen 

Turks feel a bond of kinship. The Turks have urged Sunnis to 
remain engaged and have gone on record supporting the ПС and 
full participation in elections 

on January 30 

and Iraq will hold the first trilateral discussions with the 

aim of developing cooperative measures against the PKK. 


6. (SBU) The high number of Turkish truckers killed (70 as 
of 1/1/05) in Iraq has raised concerns among the public and 
Turkish officials. To address this issue 

trilateral US/GOT/IIG talks on security in Iraq were held on 
November 30. The Turks and Iraqis met again in late December 
to discuss follow-up measures and trilateral talks will 
continue. The Dec. 17 murder of five Turkish police officers 
traveling to Iraq to assume duty at the Turkish Embassy 
stunned Turkey. While press outrage was directed at the US 
the government noted its appreciation for the swift US 
military response in which several insurgents were killed 

the wounded were treated and the bodies were repatriated. 


Counter-Terrorism/Non-Proliferation 


7. (SBU) The Turks have been an active partner on other 
fronts in the global war on terrorism and international 

security: Our militaries coordinate assistance to Georgia 

and Azerbaijan 

important energy transportation routes. Turkey subscribes to 
every arms control arrangement it is eligible to join 

including the Proliferation Security Initiative 

which it is considering hosting an exercise in 2006. Ankara 
has been publicly supportive of international efforts to 

press Iran to meet its commitments to the IAEA. The Turkish 
military\'s Partnership for Peace Training Center provides 
counterterrorism and other training to personnel from PfP 
partner countries. The military has recently established a 
NATO Center of Excellence for the Combat Against Terrorism 
that will provide more specialized training opportunities for 
both NATO partner nations and alliance members. And Turkey 
will again assume the command of ISAF in Afghanistan in 
February for a six-month period during which they will send 
up to 1 


EU Accession 


8. (SBU) The European Union at the December 17 Summit agreed 
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to open accession talks with Turkey in October 

major step forward in anchoring Turkey 

strategic vision for Turkey and the region. However 

next steps in the process could be rocky. Before talks 
begin 

EU Association agreement to the 10 new EU members 

the Republic of Cyprus. Several days after the Summit 
GOT sent a letter to the EU stating Turkey 

the fact that the EU Summit conclusions state that 
&derogations8 may be included in the framework for 
negotiations. The EU plans to apply a &screening process8 
before opening formal talks on each chapter of the EU acquis. 
The Turks say they can accept this 

begins in early 2005 and the formal talks start later in the 
year. It is not yet clear how the EU will carry out the 
process. The GOT 

negotiator and to assign the hundreds of officials needed to 
work on the process of harmonizing Turkish legislation with 
the acquis. 


9. (SBU) Many in Turkey see the U.S. and EU relationships as 
a zero-sum choice. They believe they can improve relations 
with the EU by distancing Turkey from the U.S. Others also 
look for a third alternative based on partnership with Russia 

) which was a theme of the recent Putin visit. 


Economy 


10. (U) The Turkish economy has recovered strongly from the 
financial crisis of 2000-2001 and is growing at an annual 

pace of around 8-9 percent. However 

vulnerable due to a large current account deficit (about 5 
percent of GDP) and a large debt with a short maturity 
structure. Unemployment and poverty remain high 

ordinary people have not felt much benefit from the overall 
macroeconomic improvement. Macroeconomic success has also 
bred a sense of complacency about the need to persist with 
difficult reforms 

banking 

being addressed in a new three-year IMF standby program. 


11. (U) Due to historic economic/political volatility and 
opaque regulatory/judicial systems 

less foreign direct investment than other countries of 

similar size and potential. Many in the Turkish elite are 
convinced that there will be a flood of foreign investment if 
the Turks get a date for EU accession negotiations later this 
month. However 

is done in the area of structural reform. In addition 

appears to be a lack of appreciation for the enormous 
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challenges Turkey will shoulder in the accession 
negotiations 

nearly aspect of their lives 

quite costly for Turkey to comply with EU directives in 
environmental protection and other areas. 
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on VietnamVs leaders" to change their attitude toward religious 
freedom 

improvement in the GVNV's attitude toward the UBCV since the CPC 
designation. 


2. (SBU) Echoing his comments to DRL DAS Dugan in December (Ref 
B) 

leaders in VietnamW and vowed to continue his campaign for a multi- 
party 

union with the GVN-recognized Vietnam Buddhist Sangha (VBS) 

he said is a tool of the GVN. His goal is a UBCV that operates 
freely and independently of the GVN and is able to use its 

influence to promote political change in Vietnam. He admitted 

that UBCV membership in Vietnam has dwindled over the past 30 
years to no more than 70 monks. Nonetheless 

Vbrave 

leader Thich Huyen Quang (age 87) and himself (age 77) 
necessary. 


3. (SBU) Thich Quang Do was still unclear of his exact legal 
status or any charges against him 

unofficial Vpagoda arrest" After his thwarted attempt to visit 
UBCV Patriarch Thich Huyen Quang in November (reftels) 
attempted to visit a colleague in another district of HCMC and was 
again stopped by police. The police have summoned him for 
questioning several times over the past month 

to go or to allow the police into his pagoda to speak to him. 


4. (SBU) Thich Quang Do said he will attempt to visit Thich Huyen 
Quang in Binh Dinh Province during the Tet New Year in February. 
He asked the Ambassador to express his support for such a visit to 
the GVN 

to separate us\" and that he doubts that the authorities will allow 
the visit. (Note: We informed the authorities that the Ambassador 
would meet with Thich Quang Do at his pagoda and met with no 
interference. End Note.) Thich Quang Do predicted that the 
police would come again shortly after the Ambassadors visit 

they had after DAS Dugan met with him 

cooperating. 


5. (SBU) Comment: Thich Quang Do\'s statements reiterated his 
position of pressing greater religious freedom as a mechanism for 
advancing political change. He has no desire to cooperate with 
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the communist authorities in any way or to have the UBCV 

officially recognized by the GVN 

without conditions. Given his strong anti-communist stance and 

his open advocacy for rapid political change 

attitude toward him is no surprise. We will continue to monitor 

the GVNVs treatment of Thich Quang Do and any attempts to prevent 
him from visiting Thich Huyen Quang during Tet. The Ambassador 
will be expressing his support for the visit to senior GVN 

officials next week. End Comment. 
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Results of the Recent GOS Foperations for Public Security and 
Humanitarian Situation" and \"GOS Proposals for Strengthening 
the JC\". 


5. (C) AU 

attempted to amend the agenda to allow both sides to talk 
about whatever they wanted whenever they wanted 

the conclusions of the fourth and fifth sessions would 
eventually be covered. For a number of hours 

traded accusations. The JEM angrily presented a GOS letter 
dated December 13 which explained the offensive military 
operations to the CFC and notified rebel movements to move 
out of occupied areas within four hours. The SLM/A and JEM 
continued to insist that the GOS declare whether or not its 
forces have withdrawn to pre-December 8 positions. 


6. (C) The report of Cease-fire Commission Chairman Festus 
Okonkwo confirmed that the Government had not withdrawn. 
Okonkwo said that the GOS had given maps of its positions to 
the CFC. He told us privately 

on its maps that the rebels only held four positions. This 
according to Okonkwo 

pulled back during the offensive to avoid loss of life. 

Civilians bore the brunt of the Sudanese operations. Okonkwo 
reported that since December 17 

relatively quiet. A notable exception was an NMRD attack on 
a GOS firewood party on December 24 

one soldier and seized a GOS vehichle; both were released 
later. 
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7. (C) Okonkwo also told the JC that the failure of the 
movements to give the CFC their positions is seriously 
hindering his work. He added that the deployment of 
additional monitors and protection forces and the 
verification of positions will be delayed without this 
information. 


8. (C) The CFC reported that the GOS had responded to the 
list of prisoners given by the Movements. The GOS claims 
that the persons on the list are accused of criminal activity 
and are not prisoners of war. According to the GOS 

persons are accused in the March 2003 coup attempt 
persons are accused in the September 2004 coup attempts 
persons are accused of forming cells to undermine the 
constitution 

2004 for lack of evidence 

are not being detained by the Government. The Movements have 
not responded to the Governments list of \"hundreds\" of 
prisoners of war. The Movements told us 

they were working on it. 


9. (SBU) Chairman Ali noted that the CFC cannot discharge 
its mandate due to the partiesY failure to respect the 
decisions of the fourth and fifth JC sessions. He stated the 
GOS needs to withdraw without delay to its pre-December 8 
positions 

movements were requested not to occupy positions evacuated by 
the Government. The CFC would verify the situation. 
(Comment: AU rep Ibok changed April 8 to December 8 in the 
first draft of AliVs conclusions. End Comment.) The JC 
asked the GOS should disarm the jandjaweed without delay. 
The movements must give their positions to the CFC and 
respond to the GOS list of prisoners of war. Earlier in the 
meeting 

GOS should release the prisoners the movements listed 
regardless of the V'criminal offenses V' with which they are 


charged. 


10. (C) As of January 3 
Bosco Kazura and the Gambian Protection Force members arrived 
in Sudan. According to Okonkwo 
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comprising 244 military observers 

Members 

international support staff and six civilian policemen. The 
Protection Force members include: 201 Nigerians 
Rwandans 

observers in Abeche 


11. (C) Frances Ambassador to Chad Jean-Pierre Bercot 

is representing the EU 

opening round of discussion between the Chad mediation team 
the African Union 

asked whether or not the NMRD will be included in the peace 
process. He wanted to know if the other rebel movements had 
been \"vacuumed\" up by the NMRD Finally 

had been any commission contact with the parties since Abuja 
to determine if progress can be made in the peace process. 


12. (C) Chairman Ali explained that the issue of including 

the NMRD in the Abuja process had been raised previously and 
the JEM had threatened to walk out if NMRD was included. Ali 
said that the NMRD wants to be part of the process. However 
Chad as mediator 

and other members of the process to decide. Ali told Bercot 
that the situation on the ground is not clear and that the 

AUVs CFC is best-placed to answer that question. Allam-mi 
Ahmad 

Relations and member of the Chad Mediation Team 

the NMRD was not included because of questions about its 
legitimacy from the international community and AU. He said 
that he hoped that a comprehensive agreement would eventually 
be reached that includes all Darfurian parties. He warned 

that if the process with the SLM/A and JEM reaches an 
impasse 

talks should be revisited. 


13. (C) The AU\'s Sam Ibok and Chairman Ali said the NMRD is 
not part of the Abuja process 

Commission is talking with them. Bercot persisted 

that the European Union needed to know if the NMRD will be 
recognized as a party. If not 

an interlocutor in the process? Ірок told Bercot that the 

AU has many peace processes where not all the parties are 
involved directly 

of talks 

message for Ali. At that time 

observed Allam-mi giving Bercot a copy of the ChairmanVs 
conclusions hours before the meeting ended and well before 


Column 3 

any of the parties saw them. This action heightened the 
movements suspicions of the intentions of the French and of 
the JC procedures. For the second time 

chairmanVs conclusions were written before the end of the 
meeting. 


14. (C) The AU was discouraged by the inflexibility of both 
parties. Ibok expressed his frustration several times during 
the meeting and suggested waiting until early February to 
begin the next round of talks. Shogar and Tugod held a 
marathon meeting with JC Chairman Ali and Daoussa Deby 
President Idriss DebyVs brother 

of that meeting was the possibility of holding another 
JC-like meeting in another two weeks. This could occur in 
Addis Ababa. During the JC 

out a draft terms of reference paper for the establishment of 
the Joint Humanitarian Facilitation and Monitoring Unit 
(JHFM) to be headquartered in El Fasher. This draft will be 


considered at the next JC. (Note: A copy of this document 

and the ChairmanVs conclusions were scanned to AF/SPG and 
Embassy Khartoum. End Note.) In the absence of AU personnel 
in NYDjamena 

eight members of the movements 

Chad since December 22 


COMMENT 


15. (C) No progress was made at this JC. The movements are 
losing faith in the AU\'s ability to enforce the JC\'s 

conclusions and remain suspicious of the JC procedures. We 
are working with the AU and Ali on improving communications 
over procedural issues prior to the JC meetings in order to 
avoid arguing over the agenda for two days. We also warned 
the movements that \"preconditions\" and the appearance of 
inflexiblity is playing into the hands of those who do not 

want the process to move forward and propose the NMRD as an 
alternative. The GOS delegation seems confident in its 

ability to take actions without consequences for the peace 
process. We are concerned that the French Ambassadors 
remarks about the NMRD may not reflect the EU position on the 
NMRD. 


16. (U) Khartoum and Tripoli Minimize Considered. 
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Advisory Conference). Yeh insisted that the goal is to 

improve TaiwanVs performance and was not one born out of 
partisan politics. (Comment. While the idea for the 
reorganization is not new 

Shyi-kun initiated the idea and Minister Yeh has been in 

charge of its development and implementation. End Comment). 


Justification for Reorganization 


4. (SBU) Yeh explained the goal of the reorganization is to 
simplify Taiwan 

\"user-friendly\" and enhance the efficiency of Taiwan\'s 
government institutions. He said the hope is to empower the 
people through devolution and deregulation. A handout 
provided stated the reasons for the reorganizations were to: 
1) offer quick and efficient services to the public through 
streamlining; 

2) generate capacity-building to cope with new issues in a 
global era 

3) reduce overlapping of administrative resources and to 
effectively control the scale of public spending; 

4) clarify the roles and responsibilities of government 
organs to improve their functions and efficiency. 


Basic Structure 


5. (U) Under the plan 

supervise all Ministries 

by a premier and coordinate cross-ministerial affairs and 
policies. The plan also reduces the number of 
ministries/departments under the EY from 36 to 18. There 
would also be 4 councils and 5 independent regulatory 
commissions. The councils would have cross-ministry policy 
planning and coordination roles. 


. (U) The thirteen ministries would be as follows: 
) the Ministry of Interior and Homeland Security 

) Ministry of Foreign and Expatriate Affairs 

) Ministry of National Defense and Veteran Affairs 
) Ministry of Finance 

) Ministry of Education and Sports 

) Ministry of Justice 

7) Ministry of Economic and Trade Affairs 


6 
1 
2 
3 
4 
5 
6 
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8) Ministry of Transportation and Public Construction 
9) Ministry of Health and Social Security 

10) Ministry of Agriculture 

11) Ministry of Culture and Tourism 

12) Ministry of Labor and Human Resources 

13) Ministry of Environment and Resources 


. (U) The four councils would be as follows: 
Council of National Development and Technology 
Council of Mainland Affairs 

Council of Indigenous People\'s Affairs 


7 
1 
2 
3 
4) Council of Hakka Affairs 


— rH DH WH 


8. (SBU) While Yeh did not indicate what the five commissions 
would be 

independent from both the ministries and councils in order to 
regulate them without bias. One current example of a 
Commission is the Financial Supervisory Commission (FSC) 
established on July 1 this year. It is the independent 
regulator of financial institutions. There is also an 
independent commission in the works in the form of the 
National Communications Commission (NCC) 

currently considering to be the independent regulator of 
telecommunications firms. Under the current plan 

of the commissions would be picked for life rather than 
serving at the will of the President in hopes of keeping the 
commissions apolitical. Yeh noted that there is great 
reluctance to let the President appoint heads to the 
commissions 

this. 


9. (SBU) The plan also proposes to dismantle the Examination 
Yuan. Taiwan still operates under an exam-based civil 
service. In order to work for the federal government 
individuals must pass rigorous exams. According to Yeh 
system has proved cumbersome and ineffective 

preventing the most qualified candidates from attaining jobs 

in the civil service. The plan specifically proposes to 

discuss the elimination of the Examination Yuan at a 
conference scheduled to discuss amending Taiwan\'s 
constitution in the summer of 2005. As the Examination Yuan 
is established under the constitution 

require a constitutional amendment. The EY hopes the summer 
conference on the constitution will lead to such an 
amendmert. 


Mainland Affairs Council 


10. (C) Part of the reorganization plan originally included 
merging the Mainland Affairs Council (MAC) into the Premier\'s 
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office. Reftel A reports on how Premier Yu won President 

Chen Shui-bainVs approval for such a merger by circumventing 
NSC objections to the proposal. Reftel also reports on the 
backlash the EY proposal evoked from the National Security 
Council (NSC) and MAC. As it turns out 

won their battle on this front. On Tuesday 

LY agreed that the MAC would not be merged with the EY and it 
would maintain its current independent cabinet status. 


11. (SBU) To implement this decision 

decided not to establish a new Council for Maritime Affairs 
as called for in the original EY proposal. The original 
proposal limits the number of councils to four. In order for 
MAC to maintain its status 

councils needed to be eliminated. Apparently 

Affairs Council drew the short straw. In its stead 

plans to establish a ministerial-level task force on maritime 
affairs to handle important cross-ministerial maritime policy 
issues. That task force will likely be headed by a Minister 
Without Portfolio. 


Ministry of Finance to Consolidate Financial Holdings 


12. (SBU) News reports indicate that the Ministry of Finance 
(MOF) submitted a state-owned enterprise (SOE) management 
consolidation proposal to the Executive Yuan for approval on 
December 28. Apparently 

administration of SOEs 

government ownership and then to later also take over SOEs 
with public ownership greater than 50 percent. If approved 
MOF would end up taking over 40 SOEs currently being 
administered under six other ministerial agencies. 


13. (U) The only two SOEs that have not been specifically 
identified to move to MOF within a specific time-frame are 
Chunghwa Telecom and the public water Utility. The Ministry 
of Transportation has successfully made the case for 
maintaining supervisory control of Chunghwa Telecom for as 
long as it takes it to privatize due to the complexity of the 
privatization process. Once it is privatized 

too is slated to move to MOF control. The other exception is 
TaiwanVs public water utility. Under the reorganization 
proposal 

to the new Ministry of Natural Resources where it will stay 

as long as it remains public. Taiwan is undecided as to 
whether it will privatize its public water utility at any 

time. 


14. (SBU) MOF is also proposing that it be given the 
authority to sell SOE equity shares and to appoint new board 
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directors and major executives of SOEs. Premier Yu Shyi-kun 
has instructed the MOF to study the feasibility of setting up 
state-owned financial holding companies to centralize the 
ownership of all state-owned enterprises. AIT asked Yeh if 
the planned consolidation of all SOEs under MOF is a 
precursor to privatizing them all. Yeh said that 

time 

charge of all government property. 


15. (SBU) Comment. Many ministries are strongly opposed to 
giving up their authority over SOEs currently under their 
supervision 

as Taipower and the Chinese Petroleum Corporation (both 
currently under the Ministry of Economic Affairs). 
Consolidation of the SOEs under MOF would have little impact 
on their day-to-day operations and most SOEs face eventual 
privatization even under the current arrangement. It appears 
therefore that the issue is more turf 

than economics. Due to the resistance 

highly controversial and is facing significant opposition in 

the LY. It could undermine successful LY passage of the 
entire reorganization package. End Comment. 


Ministry of Economic and Trade Affairs 


16. (SBU) Yeh gave a brief explanation about the 
reorganization of the Ministry of Economic Affairs (MOEA) 

into the Ministry of Economic and Trade Affairs (MOETA). He 
explained that the new ministry would put economic affairs 
under a single authority and that the MOETA would ensure that 
economic and trade affairs were implemented in accordance 
with WTO regulations. The MOETA would be responsible for: 
industries 

property 

businesses 

start up counseling. Under the plan 

losing control of the State Owned Enterprises (SOEs) 

including Taiwan Power 

Board of Foreign Trade also would be downgraded from a Bureau 
to a Department and the Administration of the science parks 
would move from the National Science Council to the new 
MOETA. 


Policy Planning Function 


17. (SBU) Under the reorganization the governments three 
primary research 

councils 

(CEPD) 
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Development and Evaluation Commission (RDEC) Council would 
all be incorporated into the Council for National Development 
and Technology. Currently 

independent. CEPD provides policy guidance on Economic 
issues; NSC provides policy guidance on science issues and 
RDEC provides policy guidance on social issues. As the 
distinctions between these fields are often indistinct 

goal is to combine all three into one council to improve 
cross-sectoral policy planning. 


Nuclear Commission 


18. (SBU) While many of the current regulatory bodies would 
remain independent 

not. Under the new plan it would be placed under the 

Ministry of Environment and Natural Resources. Yeh claimed 
that putting nuclear regulatory agencies under Environment 
Protection Agencies was the wave of the future and that 
TaiwanVs decision was based on the German model. (Comment. 
Taiwan 

policy. Minister Yeh is in charge of both Taiwan\'s 
governmental reorganization and making Taiwan nuclear free. 
The decision to place AEC under the Environmental Ministry 
may be part of the overall plan to rid Taiwan of nuclear 
energy (see Reftel B). End Comment). 


Status of Project 


19. (SBU) The LY passed a V'Central Government Agency 
Organizational Basis Law" committing to government 
reorganization in general terms on June 11 

president then promulgated that law on June 23 

Currently 

pending in the LY: 

1) a bill to amend the Executive Yuan (EY) organization law 
to reorganize the EY as outlined in paras 5-9; 

2) a bill to amend the Central Government overall staffing 
law 

government employees from 198 

(RDEC claims this would be done through attrition and hiring 
freezes-- not by a reduction in force 

indicate otherwise as they disclose federal employee protests 
against proposed staffing cuts); and 

3) a bill to provide provisional authorization for movement 

of budgets 

of implementation of the reorganization (before all of the 
rules to implement the more detailed restructuring of each 
individual ministry\'s are finalized and approved). 
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20. All of the EY ministries have already drawn up plans for 
implementing the proposed reorganization. If the LY approves 
the three reorganization bills 

January 1 


Optimistic About Prospects 


21. (SBU) Yeh was quite optimistic about the chances of these 
three bills passing this session. He indicated that there is 
strong bipartisan support for the bills. Yeh believes that 

all parties are committed to making the reorganization a 
reality. He said part of his optimism was based on the fact 
that the KMT Vice President of the LY 

pledged his support for the reorganization. Press reports 

also indicate that top business leaders are supporting prompt 
approval of the bill. 


Comment: Hurdles Remain 


22. (SBU) Yeh\'s confidence in the smooth passage of the 
reorganization bills is likely overly optimistic. This 
reorganization is massive 

serious challenges remain. If the past is any indication 
change will not come easily. The last eight Premiers have 
each tried to phase out Taiwan\'s Youth Affairs Council 
most Taiwan citizens are not aware exists and most who are 
familiar with agree serves little useful purpose. 
Nonetheless 

employee opposition 

had success in phasing out this small and rather 
inconsequential commission. 


23. (SBU) Other hurdles also remain. First 

weeks remaining in this LY session 

parties have yet to work out their differences on their top 
priority 

less controversial bills such as the bill to increase funding 
for the financial reconstruction fund have run into a 

political deadlock. In addition 

for LY passage of several economic bills and Free Trade Zone 
legislation. Premier Yu still might decide to hold off on 
pushing the reorganization bills in favor of some of his 
other priority bills. Any bills that have not passed a first 
reading during this LY session will need to be resubmitted 
from scratch in the next session. Premier Yu is expected to 
step down before the next LY session. It is not clear the 
next Premier will take the initiative to resubmit bills not 
passed this session. 
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Forces." The workshop proved essential to the Slovene 
recruiting officials in the light of the recent 
Professionalization of the Slovenian Armed Forces. It 
provided case studies of NATO nations recruitment 
process and experiences 

practices ascertained from academic study. The 
attendees were 12 NCOs and one officer in charge of 
recruiting of enlisted personnel in regional offices 

all over Slovenia. The ODC has received very positive 
feedback from the participants of the workshop and 
supports the follow-up event that will take place in 
February 2005. ODC commends CCMR on selecting a 
faculty team that provided insight on several 

than a single 

Especially invaluable for the Slovene recruiters proved 
to be the knowledge and experiences shared by CW04 
Jacob Klootwijk. 


3) Three ECL tests were administered to 17 students in 
December 
and FMF S3-B-OAC case (IBOS seminar). 


E. MARSHALL CENTER. 


1) Slovenia nominated two participants for the V'Program 
in Advanced Security Studies.\" Both participants are 
from the Slovene police. 


2) Despite the fact that Slovenia was not invited to 
nominate a candidate for V'Program on Terrorism and 
Security Studies 

expressed an interest in sending one of its staff to 
the course. The justification included a statement 
that this course would be of great assistance to the 
faculty in developing a class on terrorism and the 
means to fight it. The request was approved. 


F. JCTP/SPP. 


1) The BAO attended a meeting with the Ambassador to 
receive the new Minister of Defense 

Dec. The new Minister has no personal military 
experience; he was previously involved in human rights 
and the justice system. Also in attendance from the 
Slovene government was the Director of Defense Policy 
and the head of the ministerVs office. 


2) The BAO is writing a memorandum to the Slovene 
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General Staff requesting clarification for the approval 
process for bilateral affairs events. The Slovene 
Armed Forces recently changed their procedures and 
there is confusion 

about their procedures. 


3) The BAO will meet with the Slovene J-7 on 12 Jan 05 


to continue developing concepts for FY2006 events. Five 
events are being targeted toward enhancing the NATO 
Force Goals of: NBC Recon/Decon 

Aviation deployablity. 


5) The BAO conducted a Video Teleconference with 
Colorado SPPC to verify that the system works and can 
be used for further coordination and possible \"mini- 
events". Video Teleconferencing with EUCOM is a little 
more complicated since all VTC connections are secure. 
However 

be modified to perform in an unclassified mode. 


6) The BAO is still waiting for confirmation regarding 
the Small Unit Event exercise approval from ECRA. 


4. PERSONNEL/RESOURCES/LOGISTICS 
A. PERSONNEL: 


1) PERSPECTIVE GAINS: None 

2) PERSPECTIVE LOSSES: None 

3) ATTACHED PERSONNEL: 

- Mary Jo Villalobos 

- Kristin Pedroja 

- Kathy Lance 

- John Stephens 

- Helen Prevost 

- Terry Jenkins 

- Sgt Garfield Lyons 

arrived 3 Jan 05 

4) ODC CHIEF APPROVED TDY/LEAVE: 
- MAJ Fredericksen 

- Mary Jo Villalobos 

5) RATING SCHEME CHANGES: None 
6) EXTENSIONS/CURTAILMENTS: None 


B. RESOURCES. Vehicles and ADP equipment are 10096 
operational. The office AFN dish was struck by 

lightning and was sent back to EUCOM (SFC Crouse) for 
disposition. 
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C. ICASS. No issues. 


D. LOGISTICS. 


1) The BAO Driver's Non-Personal Services contract was 
determined to be an illegal contract by the Embassy. 

EUCOM is currently working with the Embassy to draft a 

new Personal Services contract to replace the current 

one. The NPS contract does not provide the protection 

for FSNYs employed by the Embassy which is based upon a 
Memorandum of Agreement between the DoS and DoD dated 
July 2004. Slovenia is being used as a test bed for 

the new contract since contracts in other countries may 

face the same challenge. 


2) The BAO office is waiting for approval to proctor 
the EUCOM Driver's exam for individuals that need to 
drive the BAO vehicle. 


5. CHIEF/BAO COMMENTS: 


- The LTD Chief 

Bronze Medal from the Slovene military at a ceremony in 
honor of her outstanding work managing the English 
Language School. The Slovenes are expected to assume 
management of the school this year and Ms Villalobos is 
scheduled to leave Slovenia this summer. 


- BAO comment: The new Defense Minister announced 
several changes to the military leadership. Capt (N) 
Renato Petric was appointed Commander of Force Command 
in Vrhnika; previous Commander 

will be Assistant of the Chief of GS SAF for 

International Cooperation. Brig Jozef Zunkovic 

previous Chief of Operation Staff in GS SAF 

appointed Commander of Command for Doctrine 
Development 

ΤΗΑΡΟΟ). Brig Janez Kavar will be Assistant of the 

Chief of GS SAF. Col Dragan Bavcar was appointed Chief 
of Operation Staff in GS SAF. 


- The ODC received a request to obtain operational 
costs for the Stryker Brigade Combat Teams from the 


Slovenes. The BAO is currently working on obtaining 
these figures and understanding why the Slovenes want 
this information. 


- ODC asked the MOD for a letter requesting the ACSA 
begin 
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signed the letter since they may want to make changes 
to the Slovene version of the document. ODC 
recommended that Slovenia provide the letter and 
later date 

desired. 


6. POC is Lt Col Margaret Claytor at +386-1-471-2873 
FAX 471-1577 
ROBERTSON 
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at the upcoming Summit and would offer a far greater return 
than any resulting inconvenience. 


3.(SBU) Unofficial Translation: 


Foreign Office 
GZ: 301-320.21 IRQ 


Verbal Note 


The Foreign Office has the honor to submit to the Embassy of 
the United States of America the following request: 


The Foreign Office refers to the circular note of the Iraqi 
Foreign Ministry from June 11 

which it stated \"that the Coalition Provisional Authority has 
announced that members of Foreign Liaison Offices in Iraq 
enter and remain in Iraq at their own risk. The Coalition 
Provisional Authority cannot 

security of a foreign liaison mission or its personnel.V At 
the same time 

circular note that \"Foreign liaison officials may bring into 
Iraq and/or maintain their own security forces(\". 


Notwithstanding the basic position regarding the status of 
foreign missions in Iraq 

its own security measures in Baghdad as well as upon entry 
and departure. Members of the Federal Border Police have 
been protecting the real estate of the German Embassy in 
Baghdad and the German diplomats working there. 


The diplomatic personnel of the German Embassy in Baghdad 
including the officers of the Federal Border Police 
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currently use civil airlines for entry to and departure from 
Baghdad. Due to the security provisions required by the 
airlines 

and 

light of the above-described position of the Iraqi Foreign 
Ministry 

adequate security measures. 


Recent developments in the security situation in Iraq have 
increased the risks for the employees of the German Embassy 
in Baghdad. Without optimal security measures 

presence of the German Embassy in Baghdad would be put into 
question. 


Therefore the Federal Government requests the Embassy of the 
United States of America and responsible U.S. Government 
Ministries or Agencies to permit United States Air Force 
transport of security personnel assigned to the German 
Embassy in Baghdad on military aircraft flights from Ramstein 
to Baghdad. 


The Federal Border Police rotates its security personnel at 
the German Embassy in Baghdad every three months. The next 
rotations will take place in February and May 2005 
respectively. The rotation will be organized in two 
contingents of five officers each. Due to the required 
transfer of tasks on site 

phase takes up to two weeks. The following schedule is 
planned for the personnel rotation in February 2005: 
Departure of five officers from Germany in the 7th calendar 
week (as of February 14 

February 21 

on the same day 

Germany. A week later (as of February 28 

flight for the remaining five officers should be scheduled. 
The personnel exchange would then be completed. 


The officers are taking along baggage with a total weight of 
150 kg per person. This includes command and control and 
operational equipment (including weapons and ammunition). 


The Foreign Office proposes that prior to each planned 
personnel exchange 

inform the Embassy of the United States of America 

another entity to be named by the Embassy of the United 
States of America 

The Foreign Office would appreciate receiving information on 
points of contact 

time of notification for each request from the Foreign 

Office 

the Foreign Office. 
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In addition to the officers 

unaccompanied command and control equipment would be 
appreciated in individual cases 

equipment fails 

rotation of personnel. 


As a matter of course 
the transportation costs of the officers and the baggage. 


In light of the situation in Iraq the Foreign Office 
would appreciate a swift response. 


The Foreign Office avails itself of this opportunity to 
renew to the Embassy of the United States of America the 
assurances of its highest consideration. 


Berlin 


To the 
Embassy of the 
United States of America 


COATS 
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peace 

observers believed otherwise 

this and would have the party appeal only the legislative 
elections. Namburete estimated that fraud had cost the party 
35-40 seats in the National Assembly. If the Council threw 
out the claims \"without comment 

done 

and would protest peacefully. 


4. (SBU) Namburete argued that returning to Parliament would 
be tantamount to accepting the validity of the elections 
something that RENAMO could not do. He said that after the 
1999 elections (note: which were much closer 

by allegations of fraud) RENAMO played along at the urging of 
the international community and returned to Parliament to 
avoid an open rupture with FRELIMO. Namburete explained that 
this tactic had gotten the party nowhere. He promised that 
RENAMO would urge all of its members to act in accordance 
with the law in the event the Council rejected its claims 

but warned that the party would have difficulty controlling 

\"the people.\" 
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5. (SBU) Namburete gave the impression that he expected some 
of the smaller party representatives who had won seven seats 

in coalition with RENAMO to take their seats. He also 

indicated that some or all of these representatives could be 
convinced to vote with FRELIMO; if all did 

able to change the Constitution 

described as meaning a return to a one-party dictatorship. 


6. (SBU) The Charge welcomed the news that Dhlakama would 
deemphasize his belief that irregularities had prevented him 
from winning the presidency. He expressed doubt about 
RENAMO 

encouraged the party to release to the press its own parallel 
count and its analysis that irregularities had cost it 35-40 
seats. He urged Namburete and RENAMO to reconsider the 
threat to boycott the Assembly 

giving up its voice on legislation. Econ/Pol section head 
added that voters who elected RENAMO 

Assembly might also feel that the party was not representing 
them. Charge emphasized that any resort to violence in 
demonstrations or elsewhere would be irresponsible. 


7. (C) Comment: The Constitutional Council is responsive to 
FRELIMO and likely will reject most 

RENAMO\'s claims 

Namburete said the CNE rejected RENAMO 

comment 

some of the most implausible vote tally sheets and referred 
some for possible prosecution. Namburete\'s estimate that 
RENAMO should have received 35-40 additional seats 
enough to give it control of the Assembly 

Observer missions and independent journalists have charged 
that irregularities likely increased FRELIMO 

representation in the Assembly 

affected more than a few seats. 


8. (C) Comment continued: Post doubts that RENAMO will carry 
out the threat to boycott the Assembly; it did not do so 

after the much closer 1999 elections despite making a similar 
threat. If the party 

within 45 days of the opening of the Assembly 

their salaries and benefits and the party will lose financial 
benefits. The argument that the party might not be able to 
control unhappy supporters also seems implausible 
RENAMO 

January 9 

committee and a rally in its stronghold of Beira. This 

should shed some light on Dhlakama 

strategy for responding to their poor electoral showing. End 
Comment. 

DUDLEY 
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OBLIGATION." 


THE ELECTIONS IN PALESTINE 

MISCELLANEOUS OTHER STORIES ARE FEATURED ON TODAY\'S FRONT 
PAGES. FOR LEFT-OF-CENTER LIBERATION JAKARTA IS V'THE AID 
SUMMIT" WHILE RIGHT-OF-CENTER LES ECHOS HEADLINES ΤΗΕ UN WILI 
OVERSEE RELIEF PLAN." RIGHT-OF-CENTER LE FIGARO HEADLINES 
VDONOR NATIONS WILL HAVE TO HONOR THEIR PLEDGES. WHILE 
PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION WRITES 

THE COMPETITION BETWEEN NATIONS 

BETTER THAN THE ARMS RACE 

MICHEL SCHIFRES EMPHASIZES THE \"GROWING POLITICAL ROLE OF BOT 
CHINA AND INDIA\" IN THE REGIONAL RELIEF EFFORT. (SEE PART C) 


CATHOLIC LA CROIX AND COMMUNIST L'HUMANITE DEVOTE THEIR LEAD 
TO THE ELECTIONS IN PALESTINE. FOR BRUNO FRAPPAT OF LA CROIX 
VTHE ELECTIONS 

ARAFAT\'S DEATH 

REGION.\" (SEE PART C) 


PRESIDENT CHIRAC PRESENTED HIS WISHES TO THE DIPLOMATIC CORPS 
ON THURSDAY. HIS REMARKS ON IMPROVING TRANSATLANTIC TIES ARE 
ANALYZED IN LEFT-OF-CENTER LIBERATION. VERONIQUE SOULE 
EXPLAINS THAT \"WASHINGTON'S MULTILATERALISM 

TURNING TO THE UN IN THE AFTERMATH OF THE IRAQI WAR 
NECESSARILY MEAN A STEP TOWARDS MULTILATERALISM IN GENERAL 
AND ESPECIALLY NOT IN THE MIDDLE EAST CONFLICT.\" SHE QUOTES 
DOMINIQUE MOISI OF IFRI (THE FRENCH INSTITUTE FOR 
INTERNATIONAL RELATIONS): FORCED BY REALITIES 

HAD TO INITIATE A RAPPROCHEMENT WITH EUROPE OVER IRAQ 
MIDDLE EAST AND IRAN. BUT RAPPROCHEMENT WITH FRANCE IS LESS 
CERTAIN. MOISI PENS HIS OWN COLUMN IN RIGHT-OF-CENTER LES 
ECHOS. (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
JAKARTA INTERNATIONAL RELIEF SUMMIT 


\"APOCALYPSES\" 

PATRICK SABATIER IN LEFT-OF-CENTER LIBERATION (01/07): \"PUBLIC 
OPINION IS WELL AWARE OF THE POLITICAL PUBLICITY APPROACH THAT 
LIES BEHIND THE BIG SHOW IN JAKARTA. BUT THE RACE FOR PLEDGES 
IS BETTER THAN THE ARMS RACE. THE MOST POSITIVE ELEMENT OF THE 
SUMMIT WAS THE FACT THAT THE U.S. GAVE UP ON ITS IDEA TO ROB 
THE UN OF ITS NATURAL ROLE. BUT THE QUANTITY OF MONEY PLEDGED 
DOES NOT GUARANTEE EFFECTIVENESS. AID MUST BE USED 
INTELLIGENTLY 

ILLS FOUND WHEN DEALING WITH DISASTER AND IN THESE REGIONS. 
OTHERWISE THE APOCALYPSE OF THE TSUNAMI COULD BE FOLLOWED B 
OTHER APOCALYPSES.\" 
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VCHINAVS OTHER AWAKENING\" 

MICHEL SCHIFRES IN RIGHT-OF-CENTER LE FIGARO (01/07): "THE 

RACE TO GIVE TO THE TSUNAMI SURVIVORS HAS ALSO LED MANY 
NATIONS TO CLARIFY THEIR POLITICAL CHOICES AND ORIENTATION. 
ONE EXAMPLE IS CHINA. FOR THE FIRST TIME 

WORLDWIDE TRAGEDY 

NATION AND ACTED LIKE ANY OTHER DEVELOPED NATION 

REVEALING ITS ASPIRATION TO BECOME PART OF THE CONCERT OF 
NATIONS. CHINA 

RESPONSIBILITY IN THE FACE OF THE DISASTER 

TO LET THE WEST AND JAPAN HAVE A FREE HAND. BEYOND ITS SINCERE 
HUMANITARIAN CONCERN 

MIDDLE EAST - PALESTINIAN ELECTIONS 

VA TIME FOR HOPE\" 

BRUNO FRAPPAT IN CATHOLIC LA CROIX (01/07): VIF MAHMUD ABBAS 
WINS THE ELECTION. HIS CHALLENGES WILL BE ENORMOUS 

THE MIDDLE EAST NOTHING IS EVER SIMPLE. HE WILL NEED TO 
EXERCISE VERY STRONG AUTHORITY OVER THE PALESTINIANS TO STOP 
THOSE WHO MIGHT STILL BE TEMPTED BY THE USE OF TERROR. THE 
OTHER CHALLENGE IS A POLITICAL ONE AND HAS ITS ROOTS IN 

ISRAEL. ABBAS MUST PROVE TO THE SHARON-PERES GOVERNMENT THA 
HE IS THE CREDIBLE PARTNER AND VIABLE INTERLOCUTOR THAT ISRAEL 
HAS BEEN CALLING FOR. WE ARE ON THE EVE OF SEEING ONE OF THOSE 
"WINDOWS OF OPPORTUNITY THAT HISTORY SO SELDOM OFFERS." 


TRANSATLANTIC RELATIONS 


\"CHIRAC\'S SHEEPVS EYES TOWARDS ΤΗΕ U.S.\" 

VERONIQUE SOULE IN LEFT-OF-CENTER LIBERATION (01/07): V'THE 

DAYS ARE LONG GONE WHEN CHIRAC SPOKE OF THE “ILLEGALITY\ OF 
THE WAR IN IRAQ. HE IS NOW SPEAKING IN FAVOR OF ΤΗΕ VITALITY 

OF THE TRANSATLANTIC RELATIONSHIP.\ TO UNDERSCORE THIS DESIRE 
FOR A RAPPROCHEMENT 

END OF FEBRUARY. AFTER PRESIDENT BUSH TRAVELS TO EUROPE. THIS 
IS A GESTURE WHICH PARIS READS AS A SIGN OF WASHINGTON\'S MORE 
CONCILIATORY ATTITUDE TOWARDS EUROPE AND ITS DESIRE TO 
COLLABORATE FURTHER IN ORDER TO RESOLVE INTERNATIONAL CRISES 
SINCE THE IRAQI DISASTER 

FOR SUPPORT 

BEGINNING OF A CONVERSION TO MULTILATERALISM. AND FRANCE HAS 
TONED DOWN ITS CRITICISM OF WASHINGTON. BUT DOMINIQUE MOISI OF 
IFRI BELIEVES THAT WHEN "PARIS TAKES A FEW STEPS FORWARD 
WASHINGTON TAKES A FEW BACK. NOTHING PROVES THAT WASHINGTC 
WHICH HAS HAD TO GIVE IN TO THE UN IN JAKARTA 

TO CONVERT TO MULTILATERALISM 

THE MIDDLE EAST CONFLICT." 


VBUSHVS INTEREST IN BISMARCK 
DOMINIQUE MOISI OF IFRI IN RIGHT-OF-CENTER LES ECHOS (01/07): 
VRELIABLE SOURCES IN WASHINGTON INDICATE THAT PRESIDENT BUSH 
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HAS RECENTLY READ 

"SURPRISE 

AMERICAVS ALLIES BE CONCERNED OR REASSURED ABOUT THIS 
SURPRISING INTEREST FOR BISMARCK\'S DIPLOMACY? BISMARCK\'S 
CHANGE FROM REVOLUTIONARY DIPLOMAT TO CONSERVATIVE MAY SUG 
AN EVOLUTION IN THE U.S. DURING BUSH\'S SECOND TERM IN OFFICE. 
THE U.S. COULD BECOME A HYBRID: MORE RADICAL ON THE DOMESTIC 
FRONT. AND MORE MODERATE WHEN IT COMES TO FOREIGN POLICY. IN 
SPITE OF HIS LACK OF CONSIDERATION FOR THE UN OR HIS NOTED 
LACK OF INTEREST FOR HIS ALLIES 

ACCOUNT FOR THE ALLIES MORE THAN HE DID DURING HIS FIRST TERM. 
IF CONDOLEEZZA RICE HAD TO REPEAT HER FAMOUS REMARKS 

SHE WOULD PROBABLY SAY “LET\'S KEEP RUSSIA IN MIND 

GERMANY AND IGNORE FRANCE. V IN SPITE OF FRANCE\'S DIPLOMATIC 
EFFORTS 

PAST AND LOOK ON PARIS AS A PARTNER WORTHY OF TRUST.\" LEACH 
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Valenciennes in northeastern France 

University President in 1978. The following year 

rejoined the office of the Minister for higher education 

where he became Chief of Staff for the Minister in 1980. 
From 1986 to 1990 

Amiens 

Engineering and Mechanical Energy of Valenciennes from 1992 
to 1993 

1993 to 1995. Bridoux was technical advisor for higher 
education and research in the Prime Minister\'s office from 
1995 to 1997 and then Director General of the National 
Institute for Transportation Research and Security (INRETS) 
from 1997 to 2000. Since 2000 

technical advisor for higher education and research in the 
Prime Minister\'s office. ART college members serve 
nonrenewable six-year terms. Three of the five members are 
named by the President; the other two are named by the 
President of the National Assembly and the President of the 
Senate respectively. 


4. Videophone service soon to be deployed in France: IP 
and video technology firm Leadtek Research and telecom 
services provider France Telecom have unveiled what the two 
firms describe as the world\'s first large scale deployment 
of video telephony 

the two companies 

service that lets users see each other during phone 
conversations. The service utilizes QoS monitoring to 
achieve real-time video chat 

streaming 

Leadtek 8882 videophones with integrated cameras and 
screens 

modem and a standard telephone jack. Calls begin without 
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the video 

of a button. The videophones receive calls from any type of 
fixed or wireless phones for regular voice calls 

a standard phone. MaLigne visio provides customers with a 
free voice and video messaging service that allows users to 
retrieve voice and video messages from any other location. 
Users can also share and discuss photos and video by 
connecting a digital camera or camcorder to the videophone. 
According to recent press releases 

will be available to about 75% of the French population. 


5. Care to purchase a loss-making Franco-ltalian ISP?: 
Tiscali recently said it had received several takeover 

offers for LibertySurf 

provider 

company it acquired four years ago for 650 million Euros 
($864 million). LibertySurf had 386 

subscribers or 5.596 share of the French market in September. 
It is the fourth largest operator in the French broadband 
market 

revenues. Speculation about the potential sale underlines 
TiscaliVs urgent need for cash. Tiscali was forced to sell 
smaller subsidiaries in Europe and South Africa to raise 
money for the repayment of a 250 million Euro bond due in 
July 2005. Industry reports have said that Paris investment 
bank Rothschild was hired by Tiscali to gauge interest among 
European rivals for its loss-making French subsidiary 

valued by analysts at about 250 million Euros. A Tiscali 
spokeswoman said: V'For the last two months there have been 
rising rumors that the refinancing Tiscali must do would 

force it to sell one of its core operations. These rumors 

and the dynamic growth of the French market encouraged some 
operators to make expressions of interest for Tiscali 

France. But Tiscali intends to maintain its presence in 
France." 


6. Someone close to the talks reportedly said that Neuf 
Telecom 

controlled by the Louis Dreyfus family 

LibertySurf last month. Neuf Telecom has declined to 
comment 

subsidiary were reportedly sent to several of its biggest 
competitors 

Internet in France 

second-biggest ADSL provider. Interestingly 

LibertySurf quit in August 

the resignation of Renato Soru 

who left to pursue a political career in his native 

Sardinia. Any sale of LibertySurf could be complicated by a 
30 million euro loan it extended to Tiscali in June 2003. 
The Italian parent group said it had repaid 18 million euros 
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of the loan with rest to be repaid in the first quarter. 


7. France Telecom signs agreement for its North American 
optical network: The operating subsidiary of U.S.-firm 

Level 3 Communications Inc. has signed a multi-year 
agreement to provide transmission and co-location services 
to France Telecom. Under the terms of the agreement 

3 will become FTVs primary provider of lit broadband 
transport and co-location services in North America. Level 

3 will supply identified private-line and wavelength 

circuits across its 19 

which the FT Group will use as a platform to support its 
customers. \"This agreement stands as proof of the strength 
of our longstanding customer relationship with France 
Telecom 

officer 

will continue to rely on Level 3 as its principal network 
partner in North America 

them with the highest quality communications services in the 
coming years.\" The new agreement replaces and terminates an 
earlier 

companies in October 2000. Under the prior agreement 
acquired a nationwide dark fiber network from Level 3 

with ongoing maintenance and co-location services. The 
fiber strands leased to FT in the initial transaction will 

revert to Level 3. The transaction is expected to be 
completed in the first quarter of 2005. 


8. A Bit of Old News - France Telecom and SFR Cegetel fined 
for anti-competitive pricing: In October 2004 

competition authority fined France Telecom 18 million euros 
and its competitor SFR Cegetel 2 million euros 

concluding that both groups practiced anti-competitive 
pricing tactics toward business customers between 1999 and 
2001. The regulator found that the two telecom operators 
took advantage of their combined mobile and fixed telephony 
businesses to offer below-cost pricing on calls within their 
own networks 

line operators to call their mobile networks. Through the 
practice 

fixed-mobile calls within its own network. For its part 

France Telecom sustained a negative margin of 7096 
realized a profit of 244 million euros from billing other 
fixed-line operators for calls to its mobile network 

which it returned 114 million euros to its business 
customers. A fixed-line operator would have registered 
trading losses of 126 million euros over the same period if 

it had offered the same prices to customers 

regulator. France Telecom has responded that wholesale 
prices were fixed by regulator ART and that it plans to file 

an appeal against the fine. 
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that things are under control. V" 


Leading media reported that Thursday the Likud 

Labor Party 

coalition agreement 

Knesset on Sunday. Jerusalem Post reported that a 
first dispute immediately loomed between Likud and 
Labor over how many ministers and deputy ministers the 
Likud will have. 


Havaretz and Israel Radio reported that former U.S. 
president Jimmy Carter arrived in the country last 

night as the head of the international team monitoring 
the PA election. The radio stated Carter\'s hope at the 
conclusion of a meeting with FM Silvan Shalom that this 
will be an V'honest and fair 

process.V Carter added: \"! hope ... that [the] 
demonstration of an ability to carry out their [the 
PalestiniansV] civil responsibilities during this 

election will be a demonstration also that there can be 
trust for negotiations in the future between Israel and 
the Palestinians." Shalom reassured Carter about the 
conditions of the election. Michel Rocard 

EU\'s election monitoring team 

an interview with Maariv that the success of the 
elections is an Israeli interest 

satisfied about Israel\'s cooperation. Jerusalem Post 
stresses the Israel-PA collaboration in facilitating 

the election process. Leading media reported that 
Thursday the High Court of Justice ruled that some 

8 

not be allowed to vote. Jerusalem Post reported that 
fearing a low turnout of Arab Jerusalemites in SundayVs 
election for PA chairman 

Thursday stepped up their efforts to persuade residents 
to vote. Israel Radio reported that right-wing 

activists 

of the Jerusalem City Council 

vote of East Jerusalem Arabs in the election. They 

cite a threat to the unity of Jerusalem. HaVaretz 
(English Ed.) reported that hundreds of OneVoice 
Palestine volunteers 

businessman Daniel Lubetsky 

refugee camps across the West Bank this week as part of 
a nonpartisan campaign meant to encourage high voter 
turnout ahead of the election. 
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Fayssal Hourani 

activist 

with HaVaretz that whoever is elected to head the PA on 
Sunday will bear heavy responsibilities but will have 

no real power to carry them out. Hourani believes that 
supporters of the frontrunner Mahmoud Abbas (Abu Mazen) 
have very limited expectations of him. 


Havaretz reported that the Defense Ministry will soon 
appoint a civilian overseer for the evacuation of 
illegal settler outposts in the West Bank 

preparation for dismantling approximately 20 such 
outposts. 

Jerusalem Post reported that unauthorized Egyptian 
passenger aircraft have been increasingly violating 
Israel\'s airspace near Eilat 

station Hawk anti-aircraft missile batteries and 
fighter planes close by 

Egyptian planes if they take a hostile turn. In 
several cases 

scrambled 


HaVaretz reported that changes іп the route of the West 
Bank security fence dictated by the High Court of 
Justice\'s ruling will cost 80-100 million shekels 

(about USD 18-23 million). 


Last night 

Air Force commander Herzl Bodinger is mediating in the 
ongoing dispute between the U.S. Defense Department and 
the Israeli Defense Ministry. 


HaVaretz reported that several residents of the Gaza 
Strip settlement of Nissanit have decided to leave 
their home immediately 

on their compensation 

mortar shell and Qassam rocket attacks. Israel Radio 
reported on a spate of mortar shell attacks on Israeli 
targets this morning. 


Jerusalem Post notes that the State Department's first 
annual Report on Global Anti-Semitism largely skips the 
Middle East and North America. 


Jerusalem Post notes that after years of automatically 
censuring Israel 
balanced stance. 


Jerusalem Post cited the Egyptian weekly Al-Osboa as 
saying that the December 26 earthquake that shook the 
Indian Ocean \"was possibly" caused by an Indian nuclear 


Column 3 
experiment in which \"Israeli and American experts 
participated. V 


Maariv quoted Yishai Maimon 

city of Safed 

will not allow him to visit the city. Maimon recalled 
Abbas\'s role in the 1974 massacre of Maalot. 


Jerusalem Post cited an announcement by Tel Aviv 
University Thursday that Zvi Stauber 

ambassador to London and retired general 

named the next head of the Jaffee Center of Strategic 
Studies (JCSS). 


Yediot reported that Technion scientists have developed 

a pen-like device that can identify makeshift 

explosives used by terrorist groups. 

HaVaretz (English Ed.) reported that North American 

Jewish organizations have launched a new campaign aimed 
at convincing universities in the U.S. to change their 

policy on study in Israel. Those organizations claim 

that schools have been imposing unjust limitations on 
students who express an interest because of exaggerated 
fears for the students\' personal safety. 


A Yediot/Mina Zemach (Dahaf Institute) poll conducted 
among Israeli Jews: 

-\"Do you believe the evacuation of settlements will 
lead to exchanges of fire between settlers and 
soldiers?\" 75 percent: yes; 23 percent: no. 

-\"Will the settlers\' protest influence the 
disengagement?\" No: 45 percent; it will delay the 
disengagement: 42 percent; it will cancel the 
disengagement: 6 percent; it will accelerate the 
disengagement: 4 percent. 

-"What is your most important thought regarding 
settlers actively opposing the evacuation of 
settlements?" They are dangerous people: 49 percent; 
they have good intentions 

percent; they are idealists: 21 percent; they area 
minority among settlers: 7 percent. 

-\"What is your principal feeling vis-a-vis the 

settlers 

soldiers?\" They harm democracy: 28 percent; their 
behavior is repulsive: 19 percent; | am concerned they 
will lead to a civil war: 18 percent; | identify with 

their struggle: 16 percent; | understand their 

situation: 9 percent; | want to join their ranks: 6 
percent. 
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Mideast: 


Senior columnist Nahum Barnea wrote on page one of mass- 
circulation 
republics can soldiers threaten an elected government. V 


Deputy Editor-In Chief Avi Bettelheim wrote in an 
editorial of popular 

come to clearly state the truth: this no longer is an 
ideological struggle -- this is a crude violation of 
the law 

reconsider.\" 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

times in which we cannot allow rebel forces to clash 
with or claim victory over a lawful 

government. Sharon was right to hit the ceiling this 
week. Now is the time for him to take off his gloves.\" 
Conservative 

\"It is the job of the international monitoring team to 
ensure that Sunday\'s election is conducted in a fair 
free and honest manner. After that 

the Palestinian people -- and their newly elected 
leader -- to build a society that will be equally so.\" 


Editorial Page Editor Saul Singer wrote in Jerusalem 
Post: \"Ariel Sharon needs the world\'s help; Abu Mazen 
needs its discipline.\" 


Block Quotes: 


|. "Yes 


Senior columnist Nahum Barnea wrote on page one of mass- 
circulation 

\"Thirty four settlers 

reserves 

were published Thursday in Yediot Aharonot.... As 
civilians 

their cry heard. As for their status as soldiers 

there is no choice but to state that the Chief of Staff 
is right: those who do not retract their signature on 
the letter as of this morning 

punishment -- being kicked out of the army. With all 
due respect to the dissenters\' various arguments 
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wing and left wing 

weightier than any political argument. There is no 
such thing as an army by request. In Sweden perhaps 
if you push it 

which Israel is located. Either you accept the 

national authority 

banana republics can soldiers threaten an elected 
government. You can support disengagement or oppose 
it 

patently illegal order. Those who decide that a soldier 
cannot carry out such an order are dissenters 

they wear a yarmulke and are good little boys. V 


II. \"We\'re Fed Up With You" 


Deputy Editor-In Chief Avi Bettelheim wrote in an 
editorial of popular 

VGiven the frightening rapid increase in verbal and 
physical violence by settlers opposing the 
disengagement 

truth: this no longer is an ideological struggle -- 

this is a crude violation of the law 

wrongdoing. This is it; enough; меуге fed up with 
it.... No matter which cause it serves 

causes destruction.... It is unconceivable that 
fanaticism for an idea has so blinded the core -- and 
perhaps not just the core -- of the settlers 

are convinced it is permitted and good to pay any 
price 

decision.... The settlers must pause 

name of the God they are so determined to annex to 
themselves -- seize control of themselves 
reconsider.\" 


lll. \"Time to Take Off His Gloves\" 


Senior columnist and longtime dove Yoel Marcus wrote in 
independent 

\"Worried messages used to arrive from Washington that 
Sharon didn\'t sound serious enough about implementing 
the disengagement plan. No matter how many times 
President Bush nagged him to dismantle illegal 

outposts 

promising and doing nothing 

Americans were that he could evacuate the settlements 
of Gaza in one fell swoop. The official explanation 

from Jerusalem cited tactical considerations: why waste 
energy clashing with settlers who are illegal and whose 
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fate is sealed in any case? Better to save our 

strength for the big battle. This argument was 
interpreted by the settlers as a sign of political 
weakness.... The hesitant approach of the government 
along with the voices of opposition in the Likud and 
the arrogance of the rebels 

portray the disengagement initiative as illegitimate. 
Nothing could be further from the truth.... The 
establishment of a new [government] coalition doesnVt 
mean the danger is over. Inciting soldiers to disobey 
on the grounds that the evacuation order is illegal is 
nothing short of a call to rebellion. Never since the 
period leading up to the 1967 war has the country been 
in such a state of emergency.... These are fateful 
times in which we cannot allow rebel forces to clash 
with or claim victory over a lawful 

government. Sharon was right to hit the ceiling this 
week. Now is the time for him to take off his gloves. V' 


IV. WA Vote For the Future\" 


Conservative 

(January 7): While campaigning during the past two 
weeks 

concerns in Israeli quarters. Some of his rhetoric was 
inflammatory -- such as calling Israel the VZionist 
enemy, -- and he staked out positions on such issues as 
the status of Jerusalem and the refugee Vright of 

returnY that sounded no more moderate than those of his 
predecessor. It\'s unfortunate that Abbas chose the low 
road on the campaign trail 

his people for the painful compromises that they 

will have to make on the road to a peaceful resolution 

of the conflict. The international hope 

that Abbas will 

run on one platform and govern from another. It is the 
job of the international monitoring team to ensure that 
Sunday's election is conducted in a fair 

honest manner. After that 

Palestinian people -- and their newly elected leader -- 

to build a society that will be equally so.V' 


V. \"Risking Peace" 


Editorial Page Editor Saul Singer wrote in Jerusalem 

Post (January 7): V Everyone knows that to promote Arab- 
Israeli peace in our new post-Arafat era 

must help one embattled leader. Problem is 

got the wrong one. Ariel Sharon needs the world\'s 

help; Abu Mazen needs its discipline.... The U.S. and 
Europe support disengagement.... [But] saying nice 
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things about Sharon is not enough. Israelis should be 
shown that disengagement will shift the diplomatic 
landscape fundamentally in their favor. The 
international community can do this simply. First 
could state that the Palestinian claim of a Vright of 
returnV to Israel conflicts with IsraelVs right to 

exist 

solution 

could withhold funding from the Palestinian Authority 
on which it is wholly dependent 

violence against Israel. As a bonus 

demand that Egypt shut down Palestinian smuggling 
operations from its territory 

relations with the U.S. These are basic steps that 
should have been taken four years ago 

saved countless Israeli and Palestinian lives by ending 
the current terror war before it started. They are 

still the key to the beginnings of peace. Now that we 
are in window-of-opportunity mode 

become imperative. Otherwise 

apart 
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REF: A. A) IIR 6 902 9910 05 
B. B) IIR 6 902 9878 05 
C. C) CARACAS 00020 


Classified By: ACTING POLITICAL COUNSELOR MARK WELLS FOR 1.4 (D) 


1. (C) Summary: Venezuelan President Hugo Chavez on 
December 27 addressed the armed forces in an over two hour 
pep rally and romanticized Venezuelan history lesson that 
glorified the military's growing role in society. Peppering 

his remarks with anti-US rhetoric 

a retro 

announced a change in military doctrine that he said would 
hail back to Venezuela\'s independence-era \"roots.\" He 
outlined the growth of domestic military manufacturing and 
reminded the troops of spending increases aimed at increasing 
their standard-of-living. The press reported opposition 
criticism of Chavez\'s attempts to emulate the Cuban armed 
forces in both doctrine and appearance. Although the media 
analysis is not far off the mark 

will be unlikely to translate doctrine into military 
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readiness. In both timing and content 

Chavez\'s grip over the military is strengthening. End 
summary. 


2. (C) Venezuelan President Hugo Chavez addressed troops at 
Fuerte Tiuna 

longer-than-usual (two hours and 15 minutes) year-end salute 
on December 27. Employing his usual histrionic cadence of 
calculated pauses and crescendos 

forces would return to its \"roots\" after a century of being 
hijacked by V'imperialistV interests. Venezuelan history 
recounted through his perspective of military heroes who 
resisted the designs of \"imperial\" powers 

speech. In particular 

independence hero Francisco de Miranda 

over Miranda\'s downfall at the hands of Simon Bolivar 
surrendered him to the Spanish. Chavez referred inaccurately 
to US history on two occasions 

president and mentioning Lincoln as a contemporary of 
Washington and Jefferson. Later 

interests with trying to erase the true version of Venezuelan 
history. He concluded his speech with a swipe at SOUTHCOM 
and remarked that the military must \"throw out the 

imperialist venom they have injected in us for 100 years. V 


3. (C) Chavez hailed the olive drab fatigues sported by 
soldiers in attendance as the new Bolivarian uniform 

he asserted 

the 18th century. (Note: the uniforms also resemble current 
Cuban uniforms. End note.) He said all soldiers should have 
the new uniform--dubbed “Тһе Patriot\"--by 2005. Chavez 
returned in the course of his speech to interject how well 

the new look suited his troops. 


4. (C) Chavez also invoked Bolivar to change Venezuela\'s 
military doctrine. Bolivar 

strategies 

accelerate its \"ideological offensive. Chavez urged the 
creation of a civil-military committee to help his former 
military academy classmates draft a national security 
doctrine to be employed in "asymmetrical wars." Extolling 
the virtues of military education 

schools 

strategy. 


The Engine of the Revolution 
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5. (C) A second current in ChavezVs speech was his 
vision of the military as a tool to help spread his 
revolution throughout Venezuelan society. The ideological 
offensive 
armed forces to help build a new country. He celebrated the 
role of the military in the referendum and regional 
elections. In an outburst of poetic hyperbole 
\"there aren\'t enough stones in the world to erect a statue in 
honor of the military\'s worthy role in fighting poverty... V 
Chavez predicted the military would reach to \"the farthest 
corner of the planet" in its humanitarian mission. 
Expanding on the country\'s economic growth 
Vfirst-place in Latin America 
with helping the economy recover and singled out the 
leadership roles played by active duty and retired officers 
in parastatals. 


6. (C) Chavez took issue with the view that the 
military should be apolitical 
not be \"partisan.\" He lambasted media sources for sowing 
\"indiscipline\" by criticizing its political role. Later in 
the speech 
officers for running for governor. 


7. (C) Chavez catalogued materiel being repaired in 
Venezuela 
and the first frigate ever refurbished in Venezuelan 
territory. Aircraft such as the Tucanos 
the F-5s also made his list. Although he admitted that 
fabric of sufficient quality could not yet be produced 
locally 
manufacture its own uniforms. (Note: We know of one major 
textile manufacturer who offered to bid on the uniforms but 
was turned down 
note.) Chavez also noted the refurbishing of Venezuela\'s 
F-16s (refs A and B) 
violate USG contract agreements. In an oblique jab at the 
United States 
each day willing to assist its technological development 
without attaching strings. These friends became apparent to 
listeners as Chavez next referred to \"advanced negotiations\" 
for radar systems (note: Venezuela currently is considering 
buying such equipment from China and Ukraine. end note.) and 
the purchase of 41 Russian helicopters and 100 
rifles. 
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8. (C) Chavez also spent considerable time listing 
progress made in raising the military\'s standard of living. 
In particular 
had received a 30 percent raise 
hospital upgrades worth USD 8 million. Future plans included 
creating more military commissaries to sell subsidized food 
and improving military housing. Chavez noted he had just 
secured in China the financing of about USD 700 million for 
public and military residences (ref C). 


9. (C) Opposition reactions 
the change in uniform 
Chavez's first defense minister 
suggested to the press that the military could be stocking 
itself with new munitions to repress the Venezuelan public. 
According to a press account 
predicted the new doctrine would embrace the Cuban strategy 
of engaging civilians in national defense. 


10. (C) Chavez\'s control of the military quite likely is 
strengthening. The year-end speech marks six years that 
Chavez has had to marginalize and dismiss opposition 
officers. Meanwhile 

of indoctrination 

will only serve to intensify. In addition to his attempts at 
flattery 

his \"revolution\" signals to officers that a career in the 
armed forces offers opportunities. Moreover 
aforementioned perks are trickling down to key military 
personnel. 


11. (C) The Venezuelan Armed Forces are currently incapable 
of warfighting and will remain so. Chavez probably will 
successfully replace Venezuela\'s old 

least in part with Cuban military theory; his \"asymmetrical 
warfare" strategy will be aimed at making a US invasion 
cost-prohibitive. Nevertheless 

doctrinal shift will be merely ideological. The offensive 

nature of many of the weapons systems mentioned would be 
useless in an envisioned war with the United States. The 
announced acquisitions 

show Chavez seeks to distance his troops from the taint of US 
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materiel while expanding his economic model of import 
substitution. 

Brownfield 
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they arrived at 

escorted last night by the police and taken away from Demirkoy 
to a refugee guesthouse in Kirklareli. 


OZGUR GUNDEM: The villagers in Yedisu township of Bingol 
prevented nine village guards from fishing in a river on 

December 12 because the guards were fishing with hand grenades. 
The villagers are now allegedly exposed to threats from the 

village guards. Hence 

Association for any possible offences the guards may subject 

them to in the future. 


CUMHURIYET: Because of the improper fishing practices and the 
ignorant attitudes of fishermen in the Mediterranean Sea 

forty thousand ton fish harvest from the 1990s have declined 
dramatically to ten thousand tons. V'The fishing seasons are very 
long 

poisonous baits and explosives" 

the faculty of Mersin University Faculty of Fisheries. 


RADIKAL / TERCUMAN / CUMHURIYET: Nineteen students from the 
Kargili hamlet of the Ortac village of Yuksekova in Hakkari 

province are walking ten kilometers from their home to school 

every day. Armed guards escort them against the wild animals. 

The students demand that a transportation system be established 

to ease their travel to school. 


ECONOMIC DEVELOPMENTS 


1. ZAMAN / CUMHURIYET / SABAH (GUNEY): PM Erdogan was 
not able to resist the demands of MPs on the Incentive Law. 
Erdogan announced that the scope of the Incentive Law will be 
expanded and thirteen more cities will be included in the new 
system. PM Erdogan further added that MPs should make no further 
demands about the Law. On the other hand 

that the AKP Gaziantep Provincial Chairperson said that 

Gaziantep should be included in the incentive package of the GoT 
and that they will strive to include Gaziantep within the scope 

of the Incentive Law. Gaziantep and five other cities were very 
recently removed from the incentive list of the government. 


2. OZGUR GUNDEM: The Van Commercial Commodity Exchange 
Office and the Training Center for Service-Sector Occupations 
announced that courses on silver manufacturing will be offered 

under the EU funded \"Active Workforce Project\". The courses aim 
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to train unemployed youth 

handicapped people and the unskilled labor force in order to 
assist them in finding occupational opportunities in silver 
manufacturing. 


3. BOLGE / TURKIYE: According to Umit Ozgumus 


of the Adana Chamber of Industry 

no beneficial outcomes for the economy of the country. Ozgumus 
said that the Law paves the way for providing unfair competitive 
advantage to one city over another 

a great deal of business in the latter. Ozgumus proposes that 

the government annuls the Incentive Law 

incentive system that soundly assesses the export potential of 
cities and gives priority to the ones 

imports and draw foreign exchange to the country. 


4. SABAH / ZAMAN / MILLI GAZETE / CUMHURIYET / TURKIYE: 


Government (of Turkey) is trying to please the farmers. Sami 
Guclu 

going to improve the agricultural incentives comprehensively. 
According to the new enhancements 

cattle breeding will be provided and the farmers that utilize 
more agricultural technologies will be receive more subsidies. 
The GoT (of Turkey) will announce the whole package of 
agricultural incentives -including tax reductions and payment 
installments on many items 

cotton premium prices and electricity debts 

10. 
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direction" and saw no reason why it should not be invited as 
a participant. 


-- Algeria: This was the only country with which Kara 
expressed reservations about the U.S. position. He stated 
that as there seems to be a general 

democratization among North African nations 

why Algeria should be treated differently than 

Morocco and Tunisia (who are signatories to the Warsaw 
Declaration). 


-- Taiwan: Kara recalled the CR\'s friendly relations with 
Taiwan and the CR\'s stated plan to support Taiwan as a 
participant. He said that the CRVs only worry would be the 
impact of Taiwanese participation upon potential Community of 


The 
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Democracies linkage to the United Nations 
not a UN member. 


3. (SBU) Kara made passing mention of several other 
countries 

\"flexible\" about Haiti 

Islands. He feels that the MFAVs regional office may side 
with inviting Angola as an observer 

be a major Czech priority. He also stated that extending an 
invitation to Iraq would be great encouragement for them 
provided their upcoming election goes well. 


4. (SBU) Kara expressed readiness for further discussions 
regarding USG positions on positions in advance of the May 
Ministerial. 

HILLAS 
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to a pacifist doctrine." The leader of the Jehovah\'s 
Witnesses in Armenia told us that Armen Grigoryan was not a 
member of their organization nor was he on his way towards 
membership. The leader also noted that for several years 
the Jehovah\'s Witnesses have advised draftees to surrender 
themselves to police before reporting for military service. 
This procedure establishes the dissenter as a conscientious 
objector rather than a deserter subject to military law. 
Grigoryan\'s failure to follow this procedure further 

illustrates his distance from the Jehovah\'s Witnesses 
(although GrigoryanVs father is a member of the community 
Grigoryan himself has not indicated a desire to join the 
church 

We will continue to follow this case closely. 

EVANS 
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The delay was reportedly caused by insufficient Congressional 
appropriations which required funds to be reprogrammed prior 
to payment. 

MANZANARES 
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distributed. 


HEAD OF GOVERNMENT 
LAST NAME: Popescu-Tariceanu 
FIRST/MIDDLE NAMES: Calin Constantin Anton 
CONVENTIONAL USAGE: Calin Popescu-Tariceanu 
FORMAL TITLE: Prime Minister of Romania 
OFFICE TELEPHONE NOS.: 40-21-310-2458; 40-21-310-2459; 
Fax: 40-21-230-0175 
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AFTER-HOURS OFFICIAL NOS.: 40-21-310-2458; 40-21-310-2459; 
Switchboard: 40-21-314-3400 
RESIDENCE TELEPHONE NOS.: Unavailable 
CELL PHONE NOS.: 40-0744-541785 
COMMENTS: Office Chiefs: Raluca Berleanu 
and Hermina Uta. After hours 
office assistant until 10:00/12:00 p.m. and a 
duty officer during night. 
PM Popescu-Tariceanu speaks fluent English. 


HEAD OF STATE 
LAST NAME: Basescu 
FIRST/MIDDLE NAMES: Traian 
CONVENTIONAL USAGE: Traian Basescu 
FORMAL TITLE: President of Romania 
OFFICE TELEPHONE NOS.: 40-21-312-1159; 40-21-430-6195; 
Fax: 40-21-411-3131 
AFTER-HOURS OFFICIAL NOS.: 40-21-312-1159; 40-21-430-6195 
RESIDENCE TELEPHONE NOS: 40-21-311-0204; Fax 40-21-314-8159 
CELL PHONE NOS: 40-0788-194823 
COMMENTS: Office Chiefs: Elena Ghimisi and Isabela Banu. 
There is a duty officer after hours. 
President Basescu speaks fluent English. 


FOREIGN MINISTER 
LAST NAME: Ungureanu 
FIRST/MIDDLE NAMES: Mihai Razvan 
CONVENTIONAL USAGE: Mihai Razvan Ungureanu 
FORMAL TITLE: Minister of Foreign Affairs 
OFFICE TELEPHONE NOS: 40-21-230-7570 
AFTER-HOURS OFFICIAL NOS: 40-21-230-7570 
RESIDENCE TELEPHONE NOS: Unavailable 
CELL PHONE NOS: 40-0744-337082 
COMMENTS: Office Director: Cornel Saruta 
Counselor: Luana Dinu 
There is a duty officer after hours. 
FM Ungureanu speaks fluent English. 
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Iraq had come from Iran 
the black market 


5. (S) The Ambassador asked Kyrle for three things: first 

to stop any further shipments of these weapons to lran; 

second 

the Ambassador said 

piece of paper did not guarantee anything); and third 

provide us with the serial numbers of the shipped weapons 

we can know immediately where they came from if we found any 
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in Iraq. 


6. (S) Kyrle asked if the United States were making similar 
presentations elsewhere in Europe. After all 

arms manufacturers had commercial relations with Iran. The 
Ambassador said that we were pursuing the same general 
policy 

Austria was because there was an ongoing sale involving 
military weapons from Austria. Kyrle noted that many arms 
manufacturers had licensing agreements with countries 
elswhere in the world 

controls. (Note: we understand that Steyr-Mannlicher has 
such a licensing agreement with Malaysia. End note.) The 
Ambassador said these were also of concern 

respond similarly to transfers such as the current Austrian 
one. 


7. (SBU) Kyrle undertook to convey the Ambassador\'s points 
to Foreign Minister Plassnik (who was departing shortly for 

an EU meeting on the Asian tsunami) 

relevant officials in the Interior Ministry. The Ambassador 
told Kyrle that he would raise this issue in his introductory 
meeting with new Interior Minister Liese Prokop. 

Brown 


25086 

officials agreed on a series of ‘radical measures\'to improve 
security for Turkish truckers in Iraq. Such measures 
include armed protection teams 

advance of truck convoys 

along main truck routes 

truckers. Truckers have also been warned not to stray from 
their convoys 

Iraq. 


FAA Inspectors Find Gaps in Turkish Entry Procedures: 
\"Milliyet\" reports that a group of FAA inspectors made 
unannounced visits to airports in Istanbul 

Diyarbakir in October 2004 and found serious gaps in Turkish 
security procedures. The inspectors were able to fly from a 
point outside Turkey to Diyarbakir through Istanbul without 
passing through any kind of passport control. The same 
situation pertains to international flights that transit 

through Ankara. Turkish officials claimed that the entry 
loophole will be closed on February 2 

will go into effect requiring passport control to be 
conducted at the first point of entry. 


Erdogan to Seek Russian Support for Resolving the Cyprus 
Issue: \"Sabah\" reports that during his visit to Russia next 
week 
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to solve the Cyprus issue. Erdogan wants Russia to give a 
green light to the release of the UN report on Cyprus as a 
step toward ending embargoes against the Turkish Cypriots. 


More Claims of Military Corruption: The lead stories in 

most Turkish dailies was the testimony of Ali Osman Ozmen 
the contractor at the center of corruption charges related 

to military construction contracts. Although Ozmen denied 
most of the charges against him 

made a `оап\ of 150 

Secretary General of Turkey\'s National Security Council. 


SIPDIS 
Ozmen insisted that the payment was not a bribe 
acknowledged that General Kilinc had never repaid the money. 


Uzan Family to Buy A New TV Channel: \"Milliyet\" gives 
details of a tapped telephone conversation between Cem Uzan 
and his fugitive brother 

conversation makes clear that the Uzans are planning to buy 

a national TV channel using a foreign investor as a front- 

man. According to the phone records 

correspondent Zeynep Gurcanli reportedly approached the US 
embassy seeking an appointment for Cem Uzan with Ambassador 
Edelman. The report claims that the Ambassador is "waiting 
for a decision from Washington" before meeting with Uzan. 
(Editors note: In fact 

request in no uncertain terms. Епа? note.) . Meanwhile 
\"Hurriyet\" reports that during his visit to Jordan 

yesterday 

the Uzan family who are wanted on criminal charges in Turkey 
and are believed to be living in Jordan. He reportedly 

raised the issue during a meeting with Jordanian King 
Abdullah. 


Arinc Steps in to Solve the Headscarf Problem: 
\"Cumhuriyet\" 

that during his meeting yesterday with the "Freedom of 
Beliefs Platform 

that Turkey must solve the headscarf problem. Arinc 
reportedly urged the government to take measures to end 
headscarf restrictions in Turkey. 


EDITORIAL OPINION: 


? The Middle East 
2 Iraqi Elections 


\"Turkish Efforts in the Middle East" 


Column 3 

Kamuran Ozbir observed in the nationalist \"Ortadogu\" (1/7): 
“Тһе new Palestinian administration clearly wants Turkey to 
act as a mediator in the peace process. Ankara has the 
potential to play this role effectively because of its 

relations with both the Islamic world and Israel. Under 
current circumstances 

active mediation role rather than a just the facilitative 

role it played in previous peace efforts. In other words 
Turkey wants to be actively involved instead of just being a 
message-carrier. Yet there are some pitfalls here: Will the 
US 

also keep an eye on the reaction of the UN 

EU. . On the other hand 

to see a reform process in the Arab world 

urgent steps for a new peace process. Such a process should 
be based on a new approach that includes a Palestinian state 
with Jerusalem as its capital. V" 


\"Iraq and the Elections!" 

Mensur Akgun wrote in the economic-political \"Referans\" 
(1/7): V'lraq is moving closer to the election date 

potential for ethnic and religious conflict is also growing. 
Iraq has not yet equipped itself with even the basics of a 
working state system. Security remains the biggest problem. 
The occupation regime cannot even protect its own police 
force 

Baghdad. Despite numerous military operations 

acts continue to spread. January 30 is approaching 

is still not clear whether the elections will even be held. 

In any case 

interests of resistance groups and terrorists. Carrying out 
the elections will help the new Iraqi Government gain some 
degree of legitimacy 

some areas. There are groups which have already announced 
their intention to boycott the elections 

question remains a serious one. In the event the elections 
are postponed 

strengthened.\" 
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addition 
million euros. End note.) 


-- An Austrian military contingent has deployed to Sri 
Lanka 

Galle. The Austrian unit 

and chemical warfare unit) 

Systems which can serve some 40 

will remain four to six weeks 

prolonging the mission 
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experts in the Austrian contingent from the Austrian 
deminingj school in Klosterneuburg 

Austrian military contingent also includes logistics experts 

at the request of the UN. Kyrle said the Austrians have been 
asked to name a liaison officer to the U.S. forces in Sri 
Lanka. 


-- Ав опе of six net payers in the EU 
responsible for part of any EU contribution. 


3. (U) The Austrian MFA estimates that there were 5 
Austrians in the affected region. The MFA confirmed the 
welfare of some 4 

Some 480 remain missing 

Sri Lanka. In Thailand 

Austrian casualties in two hotels 

View 


4. (U) The Austrian government has repatriated all the 
Austrians who wanted to come back. This included 70 injured 
some of whom required medical attention on the aircaft. 

Kyrle mentioned that Austria used Austrian Airlines (AUA) 
planes for transport 

equipment to permit even surgery to occur during the flight. 
For the time being 

Bangkok hospitals 

them clearance to travel back to Austria. 


5. (SBU) The normally placid Kyrle complained in rather 

bitter terms about the lack of consular coordination among EU 
member states in the immediate aftermath of the disaster. 
Austria pressed hard for mutual consular assistance among EU 
states after the disaster struck 

success. Only Sweden and Germany were V'somewhat positive 
while others 

that Austria 

Delhi 

the region. Kyrle said the EU itself 

representation in the region 

requests for assistance until a full week after the diaster. 

The EU representation in Bangkok 

and an Austrian at its head 

behalf of any member state 
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constitution speaks of mutual assistance in the development 
of a common EU foreign service 

touted EU membership as an opportunity to get assistance in 
such disasters. However 

on its own 

were with Switzerland -- not even an EU member. 


6. (SBU) Foreign Minister Plassnik was going to make this a 
primary topic in the January 7 meeting in Brussels 
promised. 


7. (U) Austria would V'of course" send people to the January 
11 meeting in Geneva 

announce names. Kyrle said that the Austrian government 
would meet again on Sunday 

Austria\'s position. 

Brown 
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Israeli-Palestinian negotiations following the elections. 
End Summary. 


2. (SBU) ATTACKS/SECURITY: 


-- Deaths: Al-Aqsa Martyrs Brigades claimed responsibility 
for an attack on a settler\'s car near Nablus January 7 that 
left one Israeli settler dead. The IDF sealed off the area 
while searching for the culprits. 


-- Death: An IDF jeep accidentally ran over and killed a 
five-year-old Palestinian boy January 6 in Hebron 
to Palestinian sources. 


-- Injuries: Nil. 


-- Attacks: Palestinian gunmen opened fire on IDF positions 
south of Nablus and in Tulkarm and Jenin on January 6 
according to Israeli and Palestinian media 

were reported. 


-- Attacks: Four Israeli Yeshiva students spit at 
beat an Armenian priest in the Old City on January 6 
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according to Jerusalem municipal and Armenian sources. The 
police detained the students and reportedly may charge them. 
This is the second such incident in the Armenian Quarter 
within the last four days. 


-- Attacks: A bomb exploded near a vehicle belonging to an 
Israeli settler in Sanur 
and Palestinian media 


-- Arrests: In Halhu (near Hebron) 
6 
posters on city walls 


3. (SBU) POLITICAL DEVELOPMENTS: 


-- According to Israeli radio reports January 6 

extremists led by David Adari threatened to disrupt voting by 
Palestinians in east Jerusalem 

office polling places in large numbers to conduct postal 
business. Israeli police sources 

deploy officers to assist residents in reaching post offices 

to vote. 


-- In press interviews January 6 

as &a partner for peace8 and called for an immediate 
resumption of negotiations after the Palestinian elections. 
Abu Mazen visited al-Ram near Jerusalem January 7. 


Gaza 


4. (SBU) ATTACKS: 


-- Death: Israeli media reported that IDF troops shot and 
killed one Palestinian on January 7 as he was apparently 
trying to infiltrate the settlement of Ganei Tal in the Gush 
Katif settlement bloc. 


-- Injuries: According to the IDF 
injured January 7 by IDF tank shell shooting south of Rafah. 


-- Mortars/Rockets: Israeli media reported that Palestinians 
fired two mortar rounds in the southern Gaza strip on January 
7. There were no casualties 

Palestinians also reportedly fired a Qassam rocket at an 
Israeli community in the western Negev desert 

casualties or damage resulted. There were three other mortar 
shell explosions overnight January 6-7 at Gdid 

and Neve Dekalim 

Another mortar shell explosion on January 6 at the Sufa 
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crossing resulted in no damage or injuries. 


-- Shootings: According to the IDF 
Palestinians on January 6 near Kfar Darom 
resulted. 


-- Explosions: Nil. 
5. (SBU) INCURSIONS/DEMOLITIONS: Nil. 
6. (SBU) BORDER CROSSINGS: 


-- Route Four (Salahadeen Road) 
artery 
Junction. 


-- Erez Crossing was open for internationals 
number of Palestinians and for Hajj travelers on January 7. 


-- The Erez Industrial Zone remained closed January 7. 


-- Sufa Crossing was closed for Palestinian laborers 
open for the import of aggregates used in construction. 


-- Karni Terminal was open 
-- Rafah Terminal was closed for arrivals and departures. 


-- Tel al-Sultan checkpoint was closed January 7. Toufah 
checkpoint was closed for residents of al-Mowassi January 7. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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deficit. Similarly Hungary was cited by the EC as having 

taken \"insufficient action\" to put the 2005 budget on a 
trajectory to get the deficit below 3 percent by 2008. The 
Czech Republic 

judged by the EC as having put forward 2005 budgets that are 
in line with their respective convergence programs. The 
Council will have to decide what steps to take on Greece and 
Hungary 

the SGP sanctions provisions since it has not yet adopted 
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the euro. 


2. (SBU) The ECVs published reports and willingness to 
challenge budget proposals of member states are important 
for the SGPVs \"soft law" to be effective. A recent European 
Central Bank (ECB) paper suggests that the member state 
\"contracting parties\" to the SGP will never act as 
collectively through ECOFIN as an independent enforcement 
agency. Rather 

avoiding big mistakes by the public scrutiny through 
transparency. The corrective tonic of transparency is 

this case 

Summary 


3. (SBU) In December the EC published conclusions on the 
2005 budgets for member states subject to EPD. These 
reports set the stage for ECOFINYs meetings in January and 
February. Two countries are likely to require further 

action by the Council: Greece and Hungary. A summary of the 
actions follows. 


4. (SBU) Greece: In July ECOFIN recommended that the 
deficit be reduced to 3 percent in 2005. That was before 
statistical revisions due to under-recorded expenditures on 
military equipment and interest expenditures and over- 
estimations on social security. While these pushed up the 
2004 deficit from 3.0 to 4.1 96 of GDP 

Greek authorities reported that the deficit would be 5.3%. 
While the Greek official 2005 budget shows a 2.8% deficit 
the Commission's analysis suggests this is overly optimistic 
on both the revenue and expenditure accounts. Thus 
reckons a deficit of 3.696 and is of the opinion that Vthere 
has been no effective action\" in response to the Council\'s 
recommendation. The Commission recommends the Council 
agree. 


5. (SBU) Hungary: In July ECOFIN recommended that the 
deficit should be reduced in line with the Hungarian 
convergence program. Specifically 

deficit is to be under 396 of GDP by 2008 

Hungarian authorities are to Vintroduce additional measures 
if necessary 

Despite several corrective measures taken by the Hungarian 
authorities in 2004 

be 5.396 of GDP while Commission staff estimate it to be 
5.595. (Preliminary December revenue data suggest that the 
deficit may hit the governmentVs projection). The 
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governments budget for 2005 has a deficit of 4.7% 
Commission also waves this off as too optimistic 
forecasting a deficit of 5.296. The EC is also critical that 
structural reforms contained in Hungary\'s convergence 
program were not fully reflected in the 2005 budget 

failing to put into place measures that would restrain 
expenditures over the longer term. In conclusion 
Commission believes that the action by Hungarian authorities 
has been \"inadequate 

been no effective action in response to ECOFIN\'s 
recommendations. It recommends that the Council agree. 


6. (SBU) Germany and France: ECOFIN recommendations date 
from 2003 

called for the excessive deficits to be corrected in 2004. 

The Councils conclusions in November 2003 to give both 
Germany and France an extra year were annulled by the 
European Court of Justice in July 2004 on procedural 
grounds. Nonetheless 

countries had the \"right to assume" that the Council 
conclusions were valid and 

adjustment in 2005 that V'cannot be ignored. V" \"In light of 

the unique circumstances created by the Court judgment" the 
Commission concedes that 2005 should be the target year for 
correcting the deficit. 


7. (SBU) The German budget for 2005 aspires to a 2.996 
deficit. To get there 

off measures. These include securitization of pension 
receipts of an off-budget pension fund from the privatized 
Deutsche Post and Telekom (to the tune of euro 5.45 billion 
or 0.2596 of GDP) and the repayment of illegal subsidies by 
state banks to state governments (euro 4.3 billion 

0.296 of GDP). While the Commission is critical of such one- 
off measures 

deficit should drop to 396 

programs or economic growth not materialize as forecast. Its 
conclusion is that the actions by German authorities are 
\"broadly consistent" with a correction of the excessive 
deficit by 2005 and that \"no further steps are necessary!" at 
this point. 


8. (SBU) The French budget projects a deficit of just under 
3% for 2005 

agrees. Deficit reductions are based on one-off measures 
particularly a payment linked to the transfer of the 
responsibility for pensions in the electricity and gas 
companies to the social security sector (about 0.596 of GDP). 
Thus 

program implementation and economic growth. Moreover 
on an assumption of no policy changes 
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the deficit to bounce back up to 3.3% in 2006 in sharp 
contrast to the French government projection of 2.2%. In 
conclusion 

French authorities are Vbroadly consistent" with a 
correction of the excessive deficit by 2005 and that \"no 
further steps are necessary 


9. (SBU) Czech Republic 

Slovakia: In July ECOFIN recommended that these countries 
take the necessary steps in 2004 and 2005 to put them on the 
path of their convergence programs designed to correct the 
excessive deficits. The Czech Republic has taken effective 
action to achieve the 2005 target of 4.7% on the way to get 
under 396 by 2008. Cyprus has taken action to bring its 2005 
budget under 3%. Malta has taken effective action 
somewhat belatedly 

in 2005 and to get it under 396 in 2006. Poland has taken 
effective action to achieve a deficit of 4.296 in 2005 on the 
way to correct its excessive deficit by 2007. Slovakia also 
has taken effective action to achieve a 3.996 deficit in 2005 
consistent with its objective of reducing the deficit below 

3% by 2007. In all cases 

further steps are necessary at this point. V 


Next Steps: Greece and Hungary in the Dock; Germany and 
France on the Hook 


10. (SBU) ECOFIN will have to decide whether it agrees with 

the CommissionVs recommendations on Greece and Hungary. In 
both cases 

CouncilVs earlier recommendations with alternative 

measures. For Hungary this would mean a revised convergence 
program 

Since Hungary has not yet adopted the euro 

subject to provisions on intensive surveillance and 

sanctions (paragraphs 104(9) and 104(11) of the Treaty 
respectively). 


11. (SBU) For Greece the issues are likely to be more 
complex. A special Eurostat report for 1997-2003 reveals 
that the deficit has been revised up by an average of 2.1% 

of GDP and was never under the 396 of GDP reference value. 
On December 1 the Commission launched an infringement 
proceeding to ensure Greek authorities address V'a number of 
problems in its reporting and control of deficit-related 

data." This proceeding carries no sanctions but 

to Commission staff 

authorities. ECOFINVs own take at its December session was 
that there was blame to be shared by all: Greek authorities 
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Eurostat 
not paying sufficient attention to the quality of the data. 


12. (SBU) Even if the implications of Greece statistical 
problems could be put aside 

CommissionVs recommendation that insufficient steps have 
been taken to correct the deficit 

decide on the next steps. Commission staff initially had 
suggested that Greece be subject to more intense 
surveillance under paragraph 104(9) of the Treaty 

step before sanctions. This approach would be consistent 
with the ill-fated Commission recommendations for Germany 
and France in November 2003. However 

appear in the final Commission report. A German Finance 
Ministry official suspects that the Commission wants to ease 
ECOFIN along 

recommendation 

the Council. The Greeks then could take a page out of the 
German book and argue that when the Council made it policy 
recommendations in July 2004 

that statistical revisions and other extraordinary 
developments (Olympic expenditures) require new 
recommendations under 104(7) rather than ratcheting up the 
procedures to the next level. 


13. (SBU) For their part 

to think more about cutting off cohesion funds to Greece 
which are around euro 550 million. In their view 

of Council Regulation (EC) No 1164/94 of 16 May 1994 is 
clear: \"In the event of the Council deciding 

with Article 104(6) of the Treaty 

government deficit exists in a Member State 

decision is not abrogated in accordance with Article 104(12) 
of the Treaty within one year or any other period specified 
for correcting the deficit in a recommendation under Article 
104(7) 

projects 

the Fund for that Member State. The German Finance Ministry 
recalls that GreeceVs voted against the Council's 
conclusions to give Germany an extra year to correct its 
deficit. Germany is a net contributor to the EU budget (an 
expenditure that contributes to its excessive deficit) 

which the Greek authorities benefit. 


14. (SBU) Germany and France are being given a conditional 
pass 

any reason 

under Treaty articles 104(9). This approach is just what 

the Council recommended in November 2003. The EC could 
initiate such proceedings any time 

until firm 2005 figures are confirmed in March 2006. Even 
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if France squeaks by in 2005 

policies change 

putting France back into an active EDP. 


15. (SBU) Germany also faces risks. Eurostat has not yet 
officially ruled whether the securitization of pension 

receipts will reduce the deficit on a sustainable basis. If 
Germany is merely postponing a liability 

not reduce the deficit 

Finance Ministry experts have engaged directly with Eurostat 
staff and are confident that 

off measure is like FranceVs. But with a difference. 


16. (SBU) In France 

transfer of the responsibility for payments of pensions of 
former state employees now working in the privatized 
electricity and gas companies to the social security system 
implies a lump sum revenue inflow for the general government 
in 2005. (Under Eurostat accounting conventions 

government can book all of the imputed pension payments that 
would have been made by those companies over the next twenty 
years as income as of the date of transfer of the 

obligation). Since the government had no liability to pay 
pensions in the privatized firms 

now that it would have been obliged to repay later. 

However 

additional expenditures in future years for the social 

security system since that system will assume responsibility 
for all of the future pension benefits of these employees. 
Although Eurostat has not formally certified the French 
transaction 

telecom transaction that Eurostat has certified. 


17. (SBU) In Germany the pension liabilities of civil 
servants working in the privatized Post and Telekom firms 
were not ceded with the new firms but rather placed in a 
separate Post Pension Fund. The government supplements 
that fund from the budget 

government paid euro 5.5 billion into the Fund. However 
Finance Ministry officials point out that the government has 
no standing liability to the Fund. Therefore 

French 

time is admitting that the Post Pension Fund 

social security system 

cost of those civil servantsY pensions that the government 
will have to supplement. Eurostat 

Finance Ministry officials 

details of the transactions are finalized 

March. 
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Comments: Obfuscation and Transparency 


18. (SBU) The Commissions recommendations set new 
benchmarks for fiscal discipline. For Greece and Hungary 
the outcomes will likely be new policy recommendations. 
Greece runs the risk of being escalated up to paragraph 
104(9) 

it convinces ministers that its 2005 budget that pushes the 
deficit down from 5.3% of GDP to 2.8% is solid and/or that 
in light of all the uncertainty surrounding its statistics 

it should be given a new set of recommendations under the 
less-threatening paragraph 104(7). 


19. (SBU) On Germany and France 

bit of obfuscation. The issue in both cases was not whether 
the deficits should be corrected in 2004 or 2005. By 
November 2003 the Commission was painfully aware that the 
deficits would remain above 396 in 2004. Rather 

was one of process 

to more intense surveillance under 104(9) 

before sanctions. By declaring the 2005 budgets credible 
the EC takes a pass on this issue 

both countries to be caught in 104(9) processes should they 
fail. 


20. (SBU) More broadly 

and criticism of the budgets sets in motion more public 
pressure on all the member states with excessive deficits. 
As a recent ECB occasional paper points out 

is important in applying the V'soft law\" of the SGP that is 
administered by contracting parties themselves rather than 
an independent body. While the dynamics of such a mechanism 
conditioned by politics is less than precise 

to curb any egregious cases. In fact 

to research that indicates that the recent 2001-2003 
slowdown has witnessed less V'extreme budgetary 
deteriorations\" than in the early 1990Vs. 


21. (SBU) The ECB\'s paper also argues that simple rules 
like the 3% GDP reference value 

more susceptible to applying public pressure than more 
complex rules. It would be comforting to think that ECOFIN 
Ministers share that view and that it motivated their ruling 
out any changes in the basic framework in the SGP as they 
prepare a Council Resolution for March. In any event 
Commission is doing its job by shining the light on budget 
problems and should let ECOFIN take the political decisions 
on the V'art of the possible 


22. (U) This message coordinated with Embassies Berlin 
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Paris 


23. (U) POC: James Wallar 
wallarjg2@state.gov; tel. 49-(69)-7535-2431 
7535-2238 
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upswing 


CONTINUED MODERATE GROWTH IN 2005 AND 2006 
3. For 2005 

expectations by a quarter of a percentage point 

of the dampening effects of the strong Euro. They now 
project growth of 2.2-2.3% in 2005. In 2006 

aggregates should contribute more evenly to economic 
growth of 2.3-2.4%. However 

exchange rate and lower oil prices. The 2005 forecast 
reflects an estimated .25% boost to growth from the GoA\'s 
2005 income and corporate tax cut (ref B). Less robust 
global economic growth 

Euro 

grow moderately in 2005 

forward investments іп 2004 in response to the GoAVs 
investment premium (ref A). However 

investments will pick up again in 2006 because of 
necessary investments in new technologies and record high 
business profits. An improved employment outlook and the 
income tax cut should stimulate consumption in both 2005 
and 2006. The savings rate will rise from 8.196 of 
disposable incomes in 2004 to around 8.5% in 2005/2006 
according to the Austrian National Bank (ANB). 


4. The WIFO and IHS 2005/2006 forecasts are in line with 
recent ANB projections for real GDP growth of 2.396 in 
2005 and 2.196 in 2006; OECD growth projections of 2.396 
and 2.6% 

predictions of 2.496 growth for both years. 


5. An October 2004 Industrialists\' Association poll 

revealed less optimism among members 

previous polls 

next six months. This seems to confirm analystsV 

prediction that the peak of the industrial cycle is 

already over. A year-end public opinion poll revealed 

that the Austrians have become more pessimistic about the 
economic future: 3696 view the coming year V'with 
skepticism\" (compared to 33% at year-end 2003); 35% \"with 
confidence" (down from 43%); and 29% expect no change. 


Column 3 


RISKS ?XCHANGE RATES 

6. WIFO Director Helmut Kramer listed several exogenous 
factors that could negatively affect growth: unfavorable 
exchange rates; higher oil prices; and the twin deficits 
in the U.S. Kramer predicted Austrian exports would 
continue to grow 

Nevertheless 

dependent on stable oil prices and a halt in the dollar\'s 
slide vis-`-vis the Euro. IHS director Bernhard Felderer 
identified exchange rate developments as the greatest 
risk for the 2005/2006 forecasts. Despite these 
uncertainties 

recession. 


7. The ANB also considers exchange rates and oil prices 
as the greatest risks to its 2005/2006 forecasts. The 

ANB calculated that a 1096 increase in the Euro exchange 
rate in 2005 would reduce Austrian GDP growth by 0.1% in 
both 2005 and 2006. A 2096 increase in oil prices in 2005 
would reduce Austrian GDP growth by 0.15% and 0.25% in 
2005 and 2006 


ASSUMPTIONS FOR GROWTH FORECASTS 

8. The institutes based their 2005/2006 forecasts on the 
following assumptions: 

-- U.S. economic growth of 2.8-3.3% in 2005 and 3.1-3.5% 
in 2006; 

-- Euro area growth of 1.7% in 2005 and 2.2% іп 2006; 

-- EU-25 growth of 2.0% in 2005 and 2.3% in 2006; 

-- German growth of 1.3% in 2005 and 1.6-1.8% in 2006; 
-- oil prices of USD 40-42 per barrel in 2005 and USD 38- 
40 in 2006; and 

-- dollar/Euro exchange rates of 0.75-0.76 in 2005 and 
0.76-0.78 in 2006. 


INFLATION TO TICK UP 


9. In 2004 

was due to higher oil prices. WIFO has revised its 2005 
inflation forecast upward to 2.396 

prices 

costs. For 2006 

pressures to ease to 1.7%. However 

inflation implies a decline in the price of oil to USD 
38-40 per barrel in 2006. 


10. WIFO and IHS predict no significant reduction in the 
unemployment rate. Rising labor demand will be offset by 
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a continued influx of foreign labor 

the retirement age 

market. Thus 

both 2005 and 2006 

of 4.4% is only marginally lower than the expected rate 
of 4.596 in 2004. The unemployment rate should again 
decrease marginally to 4.2-4.3% in 2006. 


PUBLIC DEFICIT GROWING 

11. Due to the investment premium extension 
shortfalls and a lower profit transfer from the ANB 
institutes estimate the total public sector deficit will 

be 1.396 of GDP in 2004. In 2005 

corporate tax cuts will push the deficit to at least 

1.996. In a November 2004 update of its 2004-2008 
Stability Program 

2006 

2008. WIFO Director Kramer noted the 1.7% deficit 
projection for 2006 acknowledges that there will most 
likely be increased spending in an election year. Kramer 
doubted that the GoA would balance the budget in 2008 
noting this would require further austerity measures. 


12. Statistical Annex 


Austrian Economic Indicators 
(percent change from previous year 
unless otherwise stated) 


WIFO IHS WIFO IHS 

project. project. project. project. 

2005 2005 2006 2006 
Real terms: 
GDP 2.2 23 23 24 
Manufacturing 4.0 па 3.7 ma 
Private consumption 2.1 2.5 22 241 
Public consumption 0.5 0.2 08 02 
Investment 1.6 24 2.7 3.1 
Exports of goods 6.0 6.6 7.0 7.1 
Imports of goods 6.0 5.9 7.1 6.2 


Nominal Euro billion 
equivalents: 
GDP 244.7 246.0 254.3 256.0 


Other indices: 

GDP deflator 23 2.0 16 17 
Consumer prices 2.3 1.9 1:7 
Unemploymentrate 4.4 4.4 42 4.3 
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Current account (in 
percent of GDP) -1.0 -0.1 -1.1 -0.4 
Exchange rate for 
US$ 1.00 in Euro 
0.75 0.76 0.78 0.76 
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market) currencies. Chavez said the buyers of this paper 
are small banks in Western Europe who are interested in 
Turkish lira yields but are constrained by regulatory 
requirements from buying lower-rated Turkish country 
risk. 


7. (SBU) Comment: The World Bank issuance is modest in 
size 

situation. On the other hand 

increased investor interest in Turkey 

that even conservative investors are interested in 

Turkish Lira assets 

going out five years (i.e. extending the yield curve) 

may help pave the way for longer-dated issues by the GOT 
which help reduce the governmentVs dependence on rolling 
over its mostly short-term domestic debt 

major factor in Turkey\'s continuing financial 

vulnerability to financial crises resulting from short- 

term swings in markets. 
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question." Germany has urged the GOS to take over a PRT 
thus far they have been noncommital. He said that the 
success of ISAF remains one of Germany's top priorities and 
that Germany raises the issue with allies at every 
opportunity. 


2. (C) Beck said that Germany did not have a specific plan in 
mind for how it could help with the Parliamentary elections. 

He noted that when Turkey takes over the ISAF lead from 
EUROCORPS in February 

between deployed forces and the parliamentary-imposed ceiling 
of 2 

NRF-IV forces would be deployed to support the Parliamentary 
elections 

standby for other missions. Instead he expected that the 
German contribution for election support will be determined 

by the upcoming force generation process. 


Kabul minimize considered. 
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privatization\" policy (not necessarily selling outright 
state-owned enterprises 

investors 

The Prime Minister heralded health care reform as a major 
achievement in 2004 

French health care system is not supposed to achieve 
financial balance until 2007. Late in the year (subsequent 
to significant gains by left-leaning parties in local 
elections) 

goal. The term social cohesion is the French right-of- 
center equivalent to compassionate conservatism 
projects aimed at breaking down ethnic ghettos 
immigrants 

neighborhoods 

The bill envisions spending 13 billion euros over five 
years. Since the V'social cohesion" bill passed late in the 
year 

GOF made no measurable progress in the bill\'s chief 
performance indicators 

alleviating the lower-income housing shortage. 


6. 2004 was a mixed year for the French economy. Modest 
growth was an improvement over previous performance 
employment 

and the public deficit remain areas of concern. Economic 
reform steps were modest 

its privatization agenda 

officials predict 2005 growth of 2.5 percent 

economists foresee growth more on the order of two percent. 
The key area to watch is whether 

elections get closer 

remaining economic reforms. 
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Heraldo\" on 1/3 

we have just begun brings several challenges for all 
Hondurans 

agreement with the biggest world power and our most 
important trading partner.\" 


\"The fact that we\'re a small and developing country forces 
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us to insert ourselves into the process of globalization as 
Soon as we can 

afford to be left out of. V" 


VWe must accept that getting into the movement of free trade 
isnVt an option 

be left out 

mean to be left practically isolated... So 

should ratify CAFTA as soon as possible." 


2. Editorial in Tegucigalpa-based liberal daily \"La Tribuna" 

on 1/4 

results of the U.S. presidential elections 

made the courageous decision to grant a new extension of TPS 
for Hondurans. Bush was reelected 

because he achieved the highest support from Hispanics yet 
among Republican candidates. \" 


VIf the U.S. President gambled on the immigrants 

considering that the Hispanic population is growing in 
importance and is becoming more determinant each time in the 
electoral process 

influence to ensure the approval of CAFTA by the U.S. 
Congress. V 


\"Here in Honduras 

season as expected 

businessmen believed it would happen without much 
opposition. Right now 

unclear whether ratification will come after Congress begins 
the new legislative session or if it will be postponed until 
after the primary elections in February.\" 


\"On the immigration issue 

his second term 

Americans to obtain an amnesty or another kind of permanent 
solution. If we let time go by in the hopes of getting more 
extensions 
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\"The world has come together to assist our fellow people in 
Asia 

solidarity.\" 


\"Right after the tsunami 

dollars in assistance but when some European countries gave 
two or three times as much and Japan offered 500 million 
dollars 
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would give 350 million dollars.\" 


“Тһе American people are characterized by their 
aggressiveness and their humanity in times of need. 
However 

fierceness that may have made them great 

them to be despised by the peoples of the world. V 


VIf the U.S. would spend a third of its war budget to help 
poor countries escape from underdevelopment through 
technological support or aid in health and education 
world would truly see it as a leader and a friend 

feared country others have to kneel down to in order to 
survive." 


VMost Hondurans 

because they have studied there 

toward the U.S. 

should be returned with respect and support to Honduras." 


\"There\'s nothing more to say but to remind the people and 
government of the U.S. that their great country needs more 
friends 

true gestures of good will just as enemies can be created by 
extreme aggression that doesn\'t do [the Americans] any 
good. V 


2. The San Pedro Sula-based liberal daily \"Tiempo\" published 
an untitled cartoon on 1/5 in which the U.S. is portrayed as 

an overweight Uncle Sam with two pipes going from his 
pockets. On his right side 

constantly pumping dollar bills into his pockets and shows a 
large stack of bills set aside for this purpose. On the 

other hand 

only three bills coming out and shows a person with his 

hands outstretched. 
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deputies abandoned the session after failing to elect their 
preferred candidate 

illegitimate. Some participated in a subsequent session on 
January 6 

the other leadership positions--they will attempt to do so in 
the next session on January 11. Quintana\'s election was 
welcomed by President Gutierrez and by PRE leader Abdala 
Bucaram. 

End Summary. 


Opposition Gambit Fails 
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2. (U) Outgoing Congress President Guillermo Landazuri (ID) 
opened the January 5 session proposing Wilfredo Lucero (ID) 
as his replacement 

second largest party in 2002 

presidency for the next two years under congressional rules. 
Lucero received 44 votes in favor 

then declared the session closed. 


3. (U) The pro-government majority promptly reopened the 
session under the authority of Congress VP Jorge Montero 
(CFP) 

elect new authorities on January 5 and does not permit the 
outgoing president authority to suspend the session. 
Congressional deputies from the PRE (15) 

Socialists (3) 

the PRE as the second force in Congress and elected Quintana. 


Opposition Cries Foul 


4. (U) The opposition PSC 

that the session could not be reopened except by Landazuri or 
with approval of 3/4 of the Congress. The election of 
Quintana 

leader and ex-president Leon Febres-Cordero called on the 
public to express its disapproval through street protests. 

No such protests have been reported. 


While the Alliance Celebrates 


5. (U) Meanwhile 

President Gutierrez pronounced the results legitimate and 
good. From self-imposed exile in Panama 

satisfaction with the results 

organizing support for Quintana. 


An Unfinished Job 


6. (U) In addition to Quintana 

mandate of Montero as Congress second VP. However 

not name a first VP (the PSC refused to name a 
representative) or to approve a full list of memberships and 
presidents of Congress\' 18 committees. Press reported that 
some of these positions had been filled 

confirmed that these appointments are not yet official. 
Congress reconvened briefly on January 6 

agree on these appointments. Congress will reconvene on 
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January 11 to attempt to finish this process. 


Comment 


7. (SBU) The victory of Quintana 

associate of ex-president Bucaram 

allianceVs control over the congressional agenda and help 
consolidate alliance gains at the cost of the opposition. 
Without official action to divvy up committee chair 
positions 

The January 5 opposition boycott and the PSC\'s refusal to 
present a candidate for the vice presidency reflect the 
opposition\'s rejection of the majority\'s action 

institution; PSC (but not ID or Pachakutik) deputies 
attended the inconclusive January 6 session. End Comment. 
END COMMENT. 


BIO INFORMATION -- OMAR QUINTANA 

8. (U) Omar Quintana 

businessman and longtime political ally and friend of 
Bucaram. A high school graduate 

Avis Rent-a-Car for over 30 years 

currency exchange house 

president of a prominent Guayaquil soccer club (Emelec). He 
has been active in politics and affiliated to the PRE party 

for 20 years. He is also the brother-in-law of PRIAN leader 
and banana magnate 


9. (SBU) Quintana served as municipal council member of 
Guayaquil from 1994-96 

Bucaram as president of the National Modernization Board 
(CONAM). Press reports Quintana was jailed in 1985 for 
defrauding the Machala branch of the central bank of import 
duties owed on imported medical equipment. In 1995 a warrant 
was issued against him on charges that he benefited from a 
scam to sell falsified central bank monetary stabilization 

bonds. In July 1996 a court revoked the warrant. 
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anti-human face 

unemployment). The Ambassador responded by hosting a group 
of seven representatives of major media outlets in an effort 

to educate a seriously misinformed press. He spent 

additional time with the press on the record at several 

public events where he was approached on the issue. The 

initial outreach appears to have paid off 

articles have shifted a little towards balanced. EconCouns 

has since been on two radio talk shows and taped a follow-up 
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with representatives of generics producers. More are 
scheduled to clarify facts and drive home our central theme 
that generics and data protection can thrive together 

as they do in the U.S. The host of the first show concluded 
helpfully that it was a \"myth\" that CAFTA would eliminate 
generics. In private 

through with its commitment to both a legislative fix and 
CAFTA ratification as soon as possible. DUSTR Allgeier will 
visit next week to reinforce the message directly with Berger. 


Generics Reveal Dysfunction in the Presidency 


4. (C) The headache over generics has highlighted the 
organizational weakness of the Berger presidency 
Guatemalans increasingly notice and include in their chatter. 
Berger can seem like a bold leader with vision when seized 
with a good idea 

and airing the details of its budget. But when he starts off 
with a wrong-headed notion 

is somehow creating a health care problem 

impossible to get through to him with facts and a different 
opinion. Economy Minister Cuevas threw in the towel several 
months ago. A host of others have tried 

Commissioner Fernandez 

significantly 

Kaltschmitt 

Monsanto and understands the subject thoroughly 

he tried as well 

vulgar) brush-off from his childhood friend. What Berger is 
clearly missing is a strong and competent chief of staff to 

vet ideas and initiatives where appropriate throughout the 
Cabinet and distill the elements required for informed 
presidential decisions. That could have prevented the Health 
Minister\'s half-cocked (if not larcenous) crusade from 
threatening to derail the CAFTA. Berger may also need to 
train himself to listen to a competent and hardworking COS 
but that won\'t happen until he has one. The imminent 
transfer of Energy and Mines Minster Roberto Gonzalez to the 
Presidency may help. He seems the sort of person who might 
roll up his sleeves and bring a more systematic approach to 
running the Presidency. 


Good Early News on the Fiscal Front 


5. (C) Investment and Competitiveness Commissioner Mickey 
Fernandez told EconCouns Jan. 4 that he had just returned 
from going over preliminary CY-04 budget figures with Finance 
Minister Maria Antonieta \"Toni\" Bonilla. The news was \"much 
better than expected\": the fiscal deficit for the year 
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looked to be in the range of 1.196 of GDP 

target of 1.7% of GDP. Many observers had considered 1.7% 
too optimistic. Fernandez said that better-than-expected 
revenue receipts was the main factor behind the good news 
without going into any further detail. He laughed when 
EconCouns noted that this \"surprise\" was one we had been 
anticipating for months. 


6. (C) The Guatemalan finance team of Bonilla 

Plan Commissioner Aitkenhead 

(newly Superintendent of Banks) Willy Zapata has consistently 
painted a pessimistic scenario for revenues due to a court 
ruling overturning the IEMA alternative minimum tax and only 
limited success with a mid-year tax reform package. Part of 
this reflects the caution and conservatism that characterizes 
the team 

their professional lives as central bankers and fully act the 
part. There is also 

conservatism. The mantra of taxpayers 

elite 

the current ones and 2) government waste 

mismanagement are stanched. Setting low revenue expectations 
and then exceeding them shows that Berger\'s team is having 
some success (which 

taxpayers\' first demand. Reducing the military and 
prosecuting corrupt former officials does the same with the 
second. We had been witnessing a strong performance in 
improving collections over the course of the year and were 
counting on 2004 revenues exceeding those for 2003 

the loss of the IEMA (04 Guatemala 1765). We will look into 
this in further detail when the numbers become available. 


Closing in on Julio Giron? 


7. (U) Ex-President PortilloWs former Private Secretary 

Julio Giron was back in the news on Jan. 3 

picture of a half-million dollar check made out to cash and a 
deposit slip and endorsement showing that the funds had been 
deposited in Giron\'s account in TotalBank 

The check was drawn on a Miami ABN-AMRO Bank account of 
Comcel Guatemala 

service provider. The press noted that the date of the 

check 

Portillo\'s election. Months later 

band B without a public tender and was exonerated from a 1096 
royalty payable to the vestigial parastatal telephone company 
Guatel. ComcelVs current general manager confirmed the 
authenticity of the check but said he had no information on 
what it was for as documents from the era had been retired. 
Attorney General Juan Luis Florido announced that a special 
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prosecutor would be named to investigate the matter. 


8. (C) We first learned of this case in 2002 when helping 
anti-corruption prosecutor Juan Pablo Rios work through an 
elaborate kiting and money-laundering scheme using the 
moribund state mortgage bank (CHN) and a series of banks and 
exchange houses to direct carloads of cash (probably phantom 
military payrolls) to the U.S. accounts of Guatemalan 
government and organized crime figures (02 Guatemala 2901). 
Rios also gave us a copy of the Comcel/Giron documents 
described above 

additional half-million dollar Comcel payments to Giron in 
November 1999 and January 2000. Yet another set of documents 
indicates that Comcel paid a million dollars to Cesar Medina 
Farfan 

Connection" case 

to Giron\'s account the next day 

debit notice. All of these document copies have been shared 
with U.S. law enforcement. The good news here is this case 
may finally start to go somewhere within the Guatemalan 

judicial system. Prosecutor Rios 

manifest goodwill 

he had to his superiors while the Portillo government was 

still in power due to the links with some of the most 

dangerous names in organized crime. We gave Attorney General 
Florido copies of these checks about six months ago (on 
receiving the documents 

look a lot like Christmas!) 

he waited until now to leak. Florido and leaks have a 

history together. 


Holiday Season Travel 

9. (U) With the end-of-year shift of focus to holiday 
celebrations 

conversation and government attention. The government 
mobilized additional police and military personnel (as it has 
done in previous years) to cope with the holiday crowds and 
increased traffic. Police also increased drunk driving 
checkpoints at the same time that the government lifted 
alcohol sales restrictions (i.e. the late night cutoff on 
alcohol sales) for Christmas Eve 

and New Year\'s Day. 


10. (SBU) In response to criticisms about highway security 
most notably robberies of Salvadorans visiting Guatemala 
President Berger took a pre-Christmas drive from the 
Salvadoran border to the capital to inspect police and 
military security measures. The police have established 
fixed checkpoints and roving patrols on the three principal 
routes from El Salvador. The Army\'s Third Brigade 
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headquartered in Jutiapa has two thirds of its personnel 
devoted to highway security (with the remainder participating 
in joint police-military patrols in the capital) using fixed 
highway checkpoints 

routes 

stations. However 

authorities were embarrassed when a Salvadoran Vice Minister 
was robbed on the highway during the holiday season. And 
despite GOG pleas 

publicity campaign warning against travel to Guatemala. 
HAMILTON 
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vs. butter" pressures on spending; an inability to address 
key pension and fiscal reforms; failure to position the 

country for optimum gains under ап FTA; and the government's 
susceptibility to special interests 

clamoring for protection from exchange risk or industries 
unwilling to face competition under an FTA. While there are 
signs that the Government wants to take the steps necessary 
to overcome these problems 

not be able to completely resist sectoral pressures. End 
Summary. 


The Positive Numbers 


2. (U) The Colombian economy continued its recovery in 
2004. Growth will be somewhere in the 3.5-3.8 percent range 
just shy of the projected 4 percent and in keeping with 
2003Vs 3.7 percent growth. The GOC met the 2.5 percent GDP 
target for the budget deficit (thanks in large part to record 

oil revenues) and inflation 

in 49 years and met the IMF program target. The peso 
appreciated 12 percent in 2004 in real terms 

Central Bank to increase reserves 30 percent to USD 13 
billion 

exporters. The peso\'s appreciation also helped total 
indebtedness drop to less than 50 percent of GDP 

the GOC to switch the composition of the debt more heavily 
towards domestic sources. Despite the appreciation 

grew over 20 percent in 2004 

15 percent. Export growth was greatly aided by price 
increases for coffee 

effects of the peso\'s appreciation. Non-traditional exports 
also posted their largest increase since 1999. 

3. (U) Investor confidence 

increased. The stock market grew by almost 50 percent for a 
second straight year - the second best performance of any 
world market monitored by Bloomberg. Foreign direct 
investment increased over 70 percent from 2003 

increased investment in extractive industries. Large 
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multinationals 

Colombia and regional investors from Brazil bought up the 
national airline and a local steel mill. 


4. (SBU) While at 12.5 percent 

percent when President Uribe took power 

persistence as the single biggest threat to President Uribe\'s 
popularity. While the numbers at the end of the year show 
improvement 

and the average at 14 percent. Central Bank economists note 
that unemployment is a lagging indicator 

of strong positive growth 

for a decline to single digit levels. 


The Underlying Dark Clouds 


5. (C) The Uribe government faces structural issues that 
need to be addressed if the current economic recovery is to 
yield sustainable results. These include a need to 
rationalize spending and tax collection and shoring up the 
Social security system (whose trust fund ran out in 2004). 
Government attempts to fix the problem via law in 2002 and 
public referendum in 2003 either failed or were watered down. 
Attempts in 2004 to pass these reforms also failed. The 
result 

been able to rationalize its collections (which at 20 percent 
of GDP are already higher than the Latin American average). 
Colombiavs tax rate 

at 16 percent. The tax base has also grown from 400 

million since 2002 thanks to stopgap reforms 

Systemic reform has been impossible. According to central 
bank officials 

easily: constitutionally mandated transfers to the regions 
take up 5 percent of GDP; another 5 percent of GDP goes to 
security; 5 percent for social security and pensions; and 5 
percent for debt payment. Thus 

collections (20 percent of GDP) before it can even pay for 

its basic operations or key social programs. 


6. (C) Under the Uribe Administration 

security have increased 46 percent. Although Congress wants 
more money for social programs 

funding security items first 

policy is bent on fixing the ship 

2004 began with Colombian security forces stationed in every 
municipality throughout Colombia 

over 40 years. According to the the Colombian Vice 
President's Human Rights Office 

decrease in displacements of Colombian citizens. Key 
indicators 

decreased by over 50 percent since Uribe came to power. 
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The security mission is working. 


7. (C) The FTA with the US will offer Colombia important 
new opportunities 

pressures and get its economy ready for greater competition 
could reduce these benefits. The GOC began the FTA 
negotiations thinking it could use narco-terrorism to seek 
special treatment. The Colombians tried to raise this 
argument at the highest levels 

it. Subsequently 

negotiations 

negotiate 

such as intellectual property and agriculture. Both of these 
sectors are fearful that an open market will fatally damage 
their businesses. 


8. The GOC is facing a difficult challenge. While President 
Uribe\'s commitment to fully take advantage of an FTA is 
unquestioned 

goring many of the oxen of his key supporters. The GOC 
recognizes the need to modernize both its agencies and 
Colombia\'s economy and infrastructure to prepare for ап FTA. 
To that end 

\"internal agenda\"- a series of initiatives designed to 

increase Colombia\'s competitiveness. To date 

have been no concrete proposals put forward 

the difficulty of balancing the many sectoral interests 

involved. Many of these changes require legislation and 
President Uribe has no political party to exert discipline on 

the Congressional ranks. President Uribe must also change a 
protectionist mind-set not only in the business sector but in 
much of the government's bureaucracy. 


9. (C) The recent GOC decision to provide subsidies to 
flower and banana exporters to counter the negative effects 
of the peso\'s 14 percent depreciation reflects the 
governments susceptibility to internal pressure. А 
mechanism to protect other politically powerful agricultural 
groups is also under design according to the Minister of 
Agriculture. These efforts have drawn criticism for favoring 
a select few rather than the many 

believe in such support mechanisms. 
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jointly owned by Empresas Publicas de Medellin (EPM) and 
Empresas de Telecomunicaciones de Bogota (ETB) 
municipal governments. According to industry experts 

in dire straits with its former president under investigation 

for mismanagement of funds 

increase in dropped calls and an unsustainable business plan. 
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Another player in the mobile market 

license 

technology similar to Nextel and had been in the Colombian 
market since 1998. Without a mobile license however 

other mobile operators refuse to interconnect with Avantel 
causing Avantel to drop in market share from 7 percent to 1.5 
percent. On December 16 

granting full interconnection rights to trunking operators 
including Avantel. Although this is good news for Avantel 

the conditions and enforcement measures will be the key test 
for Avantel\'s success. According to the Colombian 
Association for Cellular Operators (ASOCEL) 

will buy Avantel if Avantel achieves the same access given to 
mobile operators. 


5. (SBU) A major blow to the state-owned companies came when 
Colombia\'s national telecommunications company 
Telecomunicaciones de Colombia 

The end result was a Vleaner V" new company called Colombia 
Telecomunicaciones or \"Telecom\" 

the assets of the bankrupt company 

ensure continuity of phone service to over 900 

municipalities. Its president 

challenges Telecom faces and told econoff that Telecom will 
focus on Internet and Voice over Internet Protocol (VoIP) 
services. The young and innovative president also 
understands that the capital-strapped state company cannot 
compete head to head with the private telecoms. (One saving 
grace that these state-owned telephone companies have is 
time; the expiration date for the exorbitantly priced long 
distance license fees (USD 150 million) is 2008 


6. (SBU) Gomez met in late November to discuss a merger with 
the other two long distance operators 

owned by the Medellin city government) and ETB (owned by 
Bogota\'s city government). Following the merger meeting 
then-Vice Minister of Communications 

\"with the entry of multinationals and soon the ҒТА 
state-owned telephone companies have realized that the only 
way to compete in the future is to have better economies of 
scale." Although her statement is correct in principle 

idea of having an even larger state-owned player in the 
telecommunications sector is worrisome to foreign investors 
as well as to consumers. Duque believes that from a 
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management point of view 

according to industry experts it is counterintuitive to 
providing a transparent and competitive sector. The problem 
with a merger of the state-owned telephone companies 
combined have 87.5 percent of the total land lines in 
Colombia 

sector would become a nontransparent and noncompetitive 
market. Viewed in conjunction with the close ties between 
the telecommunications regulatory authority and the GOC 
could easily reinforce rigidities in the regulatory regime 
related to licensing and interconnection policies. 


7. (C) In the sixth round of FTA negotiations 

followed the merger meeting in Colombia 

directly asked the Colombian negotiator if the 
telecommunications sector in Colombia was becoming less 
competitive due to talks of a merger. The Colombians refused 
to acknowledge any talk of a merger and asserted that nothing 
to date has affected the competitive climate in Colombia. 
Since the round 

press or in the halls of the state-owned telephone companies. 


8. (C) The GOC is heading into the seventh round of the free 
trade agreement negotiations intent on preventing a carve out 
for mobile communication service providers (found in CAFTA 
and other U.S. FTA agreements) 

Colombian mobile sector and the public 

of the government and the state-owned telecommunications 
companies. The state-owned companies feel that it\'s unfair 
that obligations set forth in the FTA only apply to 

fixed-line companies. Other issues to be addressed are 
illegal phone traffic and transparency. 


9. (C) During the sixth round 

again asked for U.S. assistance to combat illegal 
international phone traffic 

C) 

negotiated 

Colombia\'s state-owned telephone companies. The illegal 
traffic is almost exclusively using Voice over IP technology 
and the only companies that have access to VoIP are the 
state-owned phone companies. These companies also have a 
monopoly on both long distance and internet services. Thus 
one part of the company is profiting from the illegal 

activity 
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Word On The Street 


10. (U) A few telecommunication conferences have paralleled 
the FTA negotiations and have all focused on Colombia\'s 
future and the need for further deregulation. Many of the 
speakers have focused on the need to modernize the industry\'s 
operations and infrastructure via foreign direct investment. 
They mentioned that public telecommunication companies 
primarily ETB 

to merge with private companies because the public sector 
does not have adequate access to capital and cannot react 
quickly to technology changes. Further 

administrative and commercial departments 

and antiquated networks. 


11. (U) Arguments against the privatization of the 
telecommunications sector span the commercial 

political spectrums. They assert that privatization will 

reduce national coverage 

1991 Constitution (the Constitution states that the Colombian 
government must provide public services to all Colombians and 
telecommunications is a public service). The political 
opponents to privatizing claim that due to ColombiaVs high 
poverty level 

telecommunication operators to focus only on profitable 
regions in Colombia 

networks in rural and poor urban areas. Currently 

is required to provide telecommunication services to all 

areas in Colombia 

that Telecom would focus on the cities and bypass the rural 
poor areas. Commercial and financial opponents believe that 
privatizing would invite the major foreign telecommunications 
providers to enter the Colombian market 

parastatals 

reduce the governmentVs revenues. 


12. (C) Those against privatization consist of the Ministry 
of Communications 

the state-owned operators. Colombian FTA negotiators are 
quick to point out that the privatization section of the 
telecommunications text had been previously deleted in prior 
U.S. FTA agreements. Lucho Garzon 

most vocal against privatization of the telecommunication 
sector 

telecommunications operator in Colombia 

with considerable revenues.) Medellin\'s mayor and council 
who own EPM 

a similar view. 
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Trade Development Agency and the New Telecommunications Law 


13. (C) The Trade Development Agency has awarded a contract 
to a telecommunications consulting firm to conduct a market 
study for the Ministry of Communications. Areas to be 

studied are long distance license fees 

broadband networks 

communications 

Communications and CRT. The group will also propose policy 
options for the Ministry and CRT regarding spectrum 

license fees for new cellular and long distance operators 

and unbundling. According to Ministry of CommunicationsV 
officials 

new telecommunications law 

Congress in March 2005. A key aspect of the study will be a 
proposal for a more autonomous regulator. Although CRT 
officials are in favor of a regulator independent of the 

Ministry 

the Ministry of Communications will not be in favor of 
relinquishing their hold over the CRT. 
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Embassy\'s security posture following the local weekend. The 
meeting opened with a discussion of the local and regional 
security situations; the EAC continued to characterize the 
former as stable 

Oman. 


3. (SBU) RSO did 

over the weekend in which two direct-hire employees were 
harassed by a group of young Omani males upon exiting the 
parking lot of a local movie theater іп one of the employees\' 
privately owned vehicle bearing diplomatic license plates 
(ref A). The harassment continued with three of the 
individuals following the employees in a privately registered 
vehicle 

of a hotel restaurant. Per standing guidance 

immediately called the Marine on Post One 

them to return to the Embassy where security guards and 
police would be standing-by for assistance. The employees 
quickly backed out of the parking lot and proceeded to the 
Embassy; however 

turned-off on approach to the Embassy 

police presence ahead. RSO is in the process of reporting 
details of the incident 
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license plate number 

cited no other security incidents among their staffs or 
family members over the weekend 

there were no security incidents or security-related queries 
from the private American citizen community. 


4. (SBU) Prior to concluding the meeting 

that 

continue reinforcing to both their staffs and family members 
the need for vigilance regarding all aspects of personal 
security 

remain unpredictable. RSO further re-emphasized the 
importance of immediately reporting all suspicious activity 
or security-related incidents -- especially those involving 
suspected surveillance -- to Post One. 


5. (S/NF) The EAC concluded that there have been no 
substantive changes in previously reported assessments of the 
local security environment since the last meeting held on 
January 5 (reftel B) 

already heightened security posture remain appropriate. 
Nonetheless 

monitor both the regional and local security and threat 
environments 

countermeasures should changes to either occur. AMB 
RSO 

(USCENTAF) participated in the meeting. 
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GOVERNMENT ARMS 

REF: A) DUBAI 4630 B) DUBAI 4361 C) DUBAI 5013 D) DUBAI 3286 E) DU 
14719 AND PREVIOUS F) DUBAI 2849 G) DUBAI 49 H) DUBAI 1466 
CLASSIFIED BY: Jason Davis 

REASON: 1.4 (d) 


1. (С) Summary: Dubai\'s V'Executive Office 
Gergawi 
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used to describe the various parastatal organizations that the 
Ruler\'s Office has set up to manage and oversee the development 
of Dubai. The Executive Office has recently been split into two 
separate arms 

the for-profit businesses 

regulatory and governmental functions of the rump Executive 
Office. Still fully owned by the Dubai government 

Holding is now organized as a major corporation 

companies worth billions of dollars under its umbrella. The 

three regulatory/government entities of the Executive Office 
meanwhile 

The purpose of the restructuring 

Fadel AI Ali 

governance and transparency so that Dubai Holding can emerge as 
a respected global player. End Summary. 


From the Executive Office to Dubai Holding 


2. (U) DubaiVs V'Executive Office 

has long been a key player in V'Dubai Inc 

to describe the various parastatal organizations that the Dubai 
Ruler\'s Office set up to manage and oversee the development of 
Dubai. (The other two major components of Dubai 

bin Sulayem\'s \"Corporate Office 

Customs as well as the real estate giant \"Nakheel\"; and Mohammed 
Al-Abbar\'s V'Emaar 


3. (U) Until recently 

organization incorporating both business and government 
operations -- everything from the quasi-governmental Dubai 
Development and Investment Authority (DDIA) to the purely 
for-profit Dubai Internet City. On October 8 

government of Dubai announced that the Executive Office would be 
split up into three \"independent\" government bodies and one 
private corporation which would be known as V'Dubai Holding." 
With Dubai Crown Prince and de facto ruler Sheikh Mohammed bin 
Rashid (MbR) as its Chairman 

biggest companies in the region 

assets. It remains 100 percent owned by the government of Dubai 
though rumors abound that it was spun off from the Executive 
Office in part so that it can eventually be taken public in an 

IPO. 


4. (C) On January 2 

Financial Officer of Dubai Holding and formerly a Citibank Dubai 
executive for 18 years 

restructuring. Al AliVs take was that Dubai 

emerging as a major international player 

accepted international standards -- and this meant in part 
\"drawing a line\" between the government and the private sector. 
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He said Dubai Holding would have a corporate structure 
standards of corporate governance 

a public declaration of its balance sheet. We are perhaps 70 
percent transparent now; our aim is to become 100 percent 
transparent. We can no longer be run on a project-by-project 
basis....His HighnessYs (MbR\'s) vision is for Dubai Holding to 
be a truly multinational company." Al Ali predicted that Sultan 
bin Sulayem\'s Corporate Office (Ref A) -- see para 2 

would soon undergo a similar restructuring. 


Dubai Holding -- The Breakdown 


5. (C) Al Ali said Dubai Holding (DH) was essentially a shell 
company 

a mother after the birth of the children 

Ali said DH had nine Board Members (not including MbR) and that 
there were six distinct companies inside Dubai Holding. Gergawi 
(as CEO) 

CEOVs were all Board Members; the ninth board member was the 
head of MbR\'s private \"Investment OfficeV (which is charged with 
investing MbRVs personal wealth) 

has large investments in DH. 


6. (C) The first of DHVs six companies is TECOM Investments 
headed by CEO Ahmed Bin Byat. TECOM includes Internet City 
Media City 

several other media-related firms. The second of the six DH 
companies 

para 7) is known as V Tatweer Dubai ("Developing Dubai”. 
Tatweer controls free zone projects such as Dubai Healthcare 
City (in cooperation with Harvard Medical -- ref B) 

Humanitarian City (ref C) 

as Dubailand and Dubai Industrial City. The third DH company is 
Dubai Properties 

DH 

two billion freehold real estate development Jumeirah Beach 
Residence (ref D) as well as V'Business Bay 

multi-billion dollar project to develop and extend Dubai\'s Creek 
into a high-rise lined arc stretching back through the desert to 
Sheikh Zayid road.) 


7. (C) The fourth arm of DH is Dubai International Capital 
completely new entity run by Sameer Al Ansari 

Chief Financial Officer of the Executive Office. (Al AnsariVs 
company will invest money raised by the DH\'s other branches into 
companies in the Middle East 

company 

focus; it is headed by Gerald Lawless. (Jumeirah owns the 
landmark V'seven stan" Burj Al Arab Hotel 

Hotel 
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and final DH company is Dubai International Properties 
by Farhan Faraidooni 

the region 


The Government Authorities 


8. (C) The spin-off of all the Executive OfficeVs business 
projects into DH left a rump Executive office now divided into 
three governmental entities. The first of those 

Authority 

activities for the TECOM free zones (including Dubai Internet 
City and Dubai Media City). A second governmental entity 
Dubai Development and Investment Authority (DDIA) 

Al Muntafiq 

and will continue to generate ideas aimed at attracting outside 
investment to further develop Dubai. DDIA has responsibility for 
the planned Dubai Mercantile Exchange 

the New York Mercantile Exchange (ref E). 


9. (C) The third governmental entity remaining following the 
spin-off of Dubai Holding will oversee existing government 
improvement-related initiatives such as the Dubai Government 
Excellence Program (ref F) and the new Dubai School of 
Government (ref G). This third entity will continue to be 

known 

According to AI Ali 

the Executive Council 

consultative body made up of all the Dubai government department 
heads and chaired by MbR (Ref H). Nabil Al Yousuf 

director at the Executive Office 

Office would liaise with all the government departments and 
present new policy initiatives to the Executive Council. DH\'s Al 
Ali 

would be V'limited to government performance benchmarking 
education programs 


Comment 


10. (C) Dubai 

to describe the government-led 

partnerships that have been responsible for Dubai\'s meteoric 
rise from a smallish fishing and trading town to something 
approaching a world-class metropolis. The restructuring of the 
Executive Office and the spinning off of Dubai Holding suggests 
that DubaiVs leaders understand the need for greater 
transparency and better business practices. The restructuring 
is also a tacit acknowledgement that the blurry borders between 
government and business that have served Dubai so well until now 
could become a liability as DubaiVs focus becomes more 
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international. 
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3. Baghdad minimize considered. 
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On financial assistance to the Palestinians 

response to a request made during Mahmoud AbbasY visit to 
Kuwait 

Palestinians could send. He stated that Kuwait would give the 
oil to the local cooperative societies; whatever the co-ops 
could not sell 
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will continue V'with money!" from the first of the year. 


2. (C) Shaykh Sabah made additional references to the 
difficulty of dealing with the Kuwaiti National Assembly 

which he claimed has little inkling of the extent of fuel and 
other financial support the GOK is giving to the U.S. He 
suggested that the only option available to him to extend the 
free fuel further would require dissolving the government and 
parliament and calling new elections. 


3. (C) Ambassador referred the PM to the element in the 
Rodman letter containing the V'hope that Kuwait would agree to 
this extension 

that the arrangement had ended on December 31. The 
Ambassador said he was disappointed by PM\'s analysis that the 
Kuwaiti National Assembly would reject further fuel 

assistance. 


4. (C) Comment: The Prime Minister was categoric. Whatever 
nuance the Kuwaiti Ambassador may have conveyed about the 
possibility of extending the terms of free fuel was nowhere 

to be found in the the position Shaykh Sabah staked out. 

Post recommends moving quickly to establish a price for the 
fuel with KPC. There is nothing in what we have heard from 
the Kuwaitis that would indicate they are thinking about a 
concessional price. To the contrary 

communications to us on the issue they have placed an 
emphasis on V'commercial terms!" for fuel supply as of January 
1. 

LEBARON 
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that the selected contractor would be given classified 
information that would figure into the cost of the project but 
which could not be made available to the Dubai government. 
(Note: reftel mentioned that OBO could provide a list of 
already-cleared contractors currently doing work with OBO who 
could be contacted to provide a competitive bid. Post would 
appreciate receiving that information so it can be shared with 
the Dubai authorities.) 


3. SED documentation/CD: SBS thanked us for providing the CD 
and said he was certain that 

was larger than what would be needed for the Consulate 

be useful in giving his planners and architects a better sense 

of what would be involved in the project. 


4. Scope of project: SBS balked at the idea (expressed in paras 
2 and 3 of reftel) that Dubai would pay for outbuildings 
(including a warehouse annex) 

He said that what he was proposing was building 

standards 

perimeter wall that included compound access control. Any 
outbuildings and all but the most basic interior furnishings 
would need to be provided at USG expense; even communication and 
computer lines would be best supplied and installed by the USG 
though this should not be difficult because the building would 
be outfitted by the cleared US contractor with conduit. (Note: 
SBS\'s position on these issues strikes us as reasonable. With 
the Embassy Abu Dhabi warehouse less than an hour and a half a 
way by car 

own 

to construct one on the relatively small (6 acre) plot in 

question. Similarly 

to remedy an unacceptable security situation 

the project should be made contingent on the landlord providing 
interior furnishings. If necessary 

furniture from our existing facility.) 


5. While he was somewhat more cautious about the cost and scope 
of the project than he had been in previous conversations 

made it clear that Dubai remained ready to work with us on this 
proposal. He reiterated that he looked forward to receiving a 
more detailed plan that he could put out to his contractors for 

at least an initial cost estimate. He added that 

remained willing to build a new consulate building and then rent 

it back to us indefinitely 

approach that would allow ownership of the property to pass to 
the U.S. once a sufficient number of \"lease\" payments had been 
made to cover the cost of construction. 
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Action Request 


6. Per para 6 

the necessary planning process so that we can move forward 
toward formalizing an arrangement with the appropriate parties 
in Dubai. 
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Law" in August 2000 

of all listed shareholding companies 

investors require Central Bank\'s approval to own more than 
five percent of a Kuwaiti bank 

ownership of 4996. The banking sector was opened under the 
Direct Foreign Investment Law and the Central Bank has 
already granted one foreign bank 

operate. Other foreign banks have expressed interest and 
will likely apply for licenses in 2005. 


On July 9 

ambitious five-year privatization program 

resembled past initiatives. The plan outlined a wide range 
of activities 

for privatizing some gas station outlets and part or all of 
Kuwait Airways 

Year two initiated privatization of post office 

and telecommunication services. Years three and four will 
complete the telecommunication privatization and initiate the 
privatization of the Ports Authority and Public Transport 
Company. The fifth and final year targets the power and 
water sectors 

Company (PIC). Kuwait\'s National Assembly has made clear 
that any privatization program will have to insulate 
consumers from significant rate increases and protect the 
jobs of Kuwaiti employees. Little of the 2001 five-year plan 
has been implemented. Kuwait Airways is still operating at a 
significant loss and is still a government entity. While 

both mobile telephone companies in Kuwait are private 

of the other communication services have yet been privatized 
though talk is increasing of privatizing landlines. The 

ports and transport sector have not been privatized either. 
The energy and power sector has seen the most progress in 
privatization. Forty of the 120 government-owned gas 
stations have been privatized 

rest in two additional rounds. The outcome will be three 
competing gas station companies 

the government and set in a price range. The 
government-owned lubrication oils plant was privatized in 
2004 as were the coke smelter operations. KuwaitVs PIC is 
now operating a joint private venture with Dow Chemicals 
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called Equate 
successful 

foreign investment. 


Build 

increasing acceptance in Kuwait 

in the power 

transport sectors. After nearly four years of deliberation 

the Sulaibiya Waste Water Treatment BOT contract was signed 
in May 2001. The winning consortium 

firms 

The project will process 50 million gallons of wastewater 

daily to be used for irrigation. 


There have also been selected real estate BOT projects by 
privately owned Kuwaiti companies. The first-class US $132 
million Sharq Mall 

Company 

entertainment concessions. More recently 

Waterfront Development Project constructed Marina Mall. This 
US $162 million BOT is owned by the United Realty Company and 
features high-end retail 

A future BOT is planned for a central incinerator in the 

Shuaiba Industrial Area 

participation with at least 25 percent equity. 


Foreign-owned firms and the foreign-owned portions of joint 
ventures are the only businesses subject to corporate income 
tax 

Corporate tax rates can be as high as 55 percent of net 

profits 

reduce the maximum rate to 25 percent. New foreign investors 
can be exempted from all taxes for up to 10 years under the 
new Direct Foreign Capital Investment Law. As of January 
2004 

rate to 25% on all sectors was still held up in Parliament. 


Kuwaiti firms are not subject to the corporate income tax 

but those registered on the Kuwait Stock Exchange 
(shareholding companies) are required to contribute 2.5 
percent of their national earnings to the Kuwait Foundation 
for the Advancement of Science (KFAS). The National 
Employment Law levies an additional 2.5 percent tax that will 
fund a program granting Kuwaitis working in the private 
sector the same social and family allowances provided to 
KuwaitVs government workers. Kuwait levies no personal 
income tax. 


Tax exclusions -- besides those offered under the new Direct 
Foreign Capital Investment Law -- for business expenses are 
limited and KuwaitVs tax code is often ambiguous. For 
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example 

commissions and head office expenses (mainly for turnkey 
supply and installation-type contracts). 

The licensing authority of the Ministry of Commerce and 
Industry screens all proposals for direct foreign investment. 
In the past 

industries over sectors viewed to be saturated 

hotel industry. The Foreign Capital Investment Committee 
(FIC) 

including representatives from the private and public 
sectors 

the new Foreign Investment Law on a case-by-case basis. 
Foreign companies have reported numerous delays in gaining 
authorization 


CONVERSION AND TRANSFER POLICIES 


After 27 years of linking the Kuwaiti dinar (KD) exchange 

rate to a basket of currencies 

dinar to the US dollar under a flexible peg from the 

beginning of 2003. The move is in preparation for the 
adoption of a single GCC currency in 2010. The Central Bank 
of Kuwait (CBK) will retain a band of plus or minus 3.5 
percent in order to ensure a smooth evolution of the historic 
behavior of the KD that has traded within the specified band 
since liberation. Since 1997 

3 percent band against the dollar. There are no restrictions 
on current or capital account transactions in Kuwait beyond 
the requirement that all foreign exchange purchases be made 
through a bank or licensed foreign exchange dealer. Equity 
loan capital 

and personal savings can all be transferred in or out of 
Kuwait without hindrance. Under the new Foreign Investment 
Law 

their investment to another foreign or domestic investor. 


*Source: National Bank of Kuwait Economic & Financial Review 
June 2003. 


EXPROPRIATION AND COMPENSATION 


There have been no recent cases of expropriation or 
nationalization involving foreign investments in Kuwait. 
Nevertheless 

Investment Law guarantees against expropriation or 
nationalization except for the public benefit in accordance 
with existing laws; in this case 

provided without delay for the \"real economic value of the 
project at the time of expropriation.\" When foreign 
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companies were nationalized in the past 
industry in the 1970s 

promptly and effectively. 


DISPUTE SETTLEMENT 


The Foreign Investment Law stipulates that Kuwaiti courts 
alone are responsible for adjudicating any disputes involving 
a foreign investor and other parties 

permitted. Few contracts in Kuwait contain clauses specifying 
recourse to traditional commercial and political negotiation. 
According to the Central Bank of Kuwait 

judicial system recognizes and enforces foreign judgments 
only when reciprocal arrangements are in place. Kuwait is a 
signatory to the International Center for the Settlement of 
Investment Disputes (ICSID 

There have been no investment disputes involving American 
firms in Kuwait in over five years; commercial disputes are 
more common. In both cases 

System often frustrates American claimants. 


Kuwait has a developed legal system and a strong trading 
history. It has a civil code system influenced by Islamic 

law. As a traditional trading nation 

familiar with international commercial laws. Kuwait has been 

a GATT member since 1963 and has signed a WTO agreement. 
Kuwait 

Procurement Code. 


A feature of Kuwaiti law which U.S. business should be aware 
of is the application of travel bans which may be applied 
against individuals who have civil or criminal cases 

registered against them. The ban prevents individuals from 
departing Kuwait until the pending matter is settled or 
acceptable guarantees are offered. There have been 
indictments in which former Kuwaiti business partners have 
managed to have travel bans imposed on former U.S. partners 
for allegedly violating Kuwaiti civil law. Though very 
infrequent 

before entering into long-term business relationships in 
Kuwait. 


PERFORMANCE REQUIREMENTS/INCENTIVES 


Government Procurement Requirements 


Law No. 37 of 1964 (Articles 43 and 44) specifies the use of 
local products when available and prescribes a 15 percent 
price advantage for local firms in government tenders. 
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Boycotts 


Kuwait publicly announced in June 1993 the end of enforcement 
of the secondary and tertiary Arab League boycotts of Israel. 
Although there are occasional reports that some tender 
requests contain boycott clauses reportable under U.S. 
anti-boycott laws 

or the use of outdated forms. Kuwait has stated that it will 

wait for Arab League action before eliminating the primary 
boycott of Israel. 


Shipping Requirements 


The Kuwaiti government has insisted that cargoes for 
government projects originating in U.S. ports will no longer 
be prevented access in favor of the United Arab Shipping 
Program. 


Participation In Research And Development 


There are no specific restrictions on foreign participation 

in government-financed or subsidized research and 
development 

date. The Kuwait Institute for Scientific Research (KISR) 
has expressed interest in working with foreign firms. The 
government would welcome programs that provide expertise 
unavailable locally 

a case-by-case basis. 


Visa and Work Permit Requirements 


Kuwait has a stringent visa regime and most work permits 
require a local sponsor. The Foreign Investment Law 
however 

Reciprocal changes between the U.S. and Kuwait--particularly 
the introduction of a 10-year multiple entry visa--have 
benefited U.S. business travelers. Visa requirements for 
citizens of 34 nations 

relaxed in 2004 allowing for application for a visa at the 
airport upon arrival. Foreign-born U.S. citizens 

those of Middle Eastern descent 

difficulties with visa and residency applications. Any 
problems experienced by potential U.S. visitors should be 
referred to the American Embassy or to the Bureau of Consular 
Affairs 


RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT 


Rights to private ownership and establishment are respected 


Column 3 

in Kuwait 

Licenses from the Ministry of Commerce and Industry are 
required for the establishment of all new companies 
government authorization is required for any incentives 
offered by the new Foreign Investment Law. As stated above 
foreign ownership is restricted or prohibited in some sectors 
of the economy 

Kuwait. 


Kuwaiti law severely restricts the types of collateral to 

which creditors may have recourse in the event of default by 
a borrower. Banks may not foreclose on residential real 
estate property or personal possessions in the event of 
default 

due under the loan contract. Borrowers typically pledge a 
portion of their future severance benefits as collateral for 

a bank loan. 


TRANSPARENCY OF THE REGULATORY SYSTEM 


Kuwait has not developed effective antitrust laws to foster 
competition 

developing country. Kuwait\'s open economy has generally 
promoted a competitive market. When government intervention 
occurs 

citizens and Kuwaiti-owned firms. 

EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 


Kuwait has a free 

credit is allocated on market terms. Foreign investors can 
obtain credit through local banks. With the help of 
government subsidies 

particularly the commercial banks -- operated throughout the 
1980s primarily to collect funds for the re-lending to 

favored customers. Payment discipline was lax and real 
economic losses common. Under a bank stabilization program 
introduced in 1992 

of the outstanding domestic credits of KuwaitVs commercial 
banks while eliminating all guarantees for profits 

and liabilities other than the banks" deposit liabilities. 
Henceforth 

be responsible for the management of all their assets and 
liabilities. In addition 

supervision 

distribution of credit throughout the Kuwaiti banking system. 
Each of Kuwait\'s six commercial banks reported continued 
earnings growth in 2002. 


BANK ASSETS 
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KuwaitVs banks have not yet released their 2004 annual 
reports. The assets of Kuwait\'s commercial banks on December 
31 


BANK KD U.S. $ equivalent 
National Bank of Kuwait 5 

Gulf Bank 2 

Commercial Bank of Kuwait 2 
Al-AhliBank 1 

Burgan Bank 1 

Bank of Kuwait and the Middle East 1 
TOTAL 15 


(US $1 equals KD 0.291 as of Jan. 1st 


The quality of local banks varies from blue chip 

to weak. Some bank assets have been non-performing in the 
past. The balance sheets of some local banks are heavily 
weighted toward lower-yielding government bonds. Legal 
regulatory 

generally consistent with international norms. The Central 
Bank of Kuwait requires annual reports from local banks to 
meet international accounting standards. U.S. businesspeople 
are advised to seek local legal and financial advice for 
complicated investments and transactions. 


There are few defensive measures to protect against hostile 
takeovers 

private sector or government efforts to restrict foreign 
participation in industry standards-setting consortia or 
organizations. U.S. suppliers often have trouble 
complying with specifications that are 
technologically-tailored to other (usually European 
especially U.K.) suppliers. In addition 

preference for turnkey projects often does not mesh with 
KuwaitVs preference to split projects into a series of 
separately-tendered smaller projects. 


Finally 

and tribal ties throughout the business community and 
government can restrict foreign participation 

and control of domestic enterprises. Kuwait is a very big 
small town. 


POLITICAL VIOLENCE 
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Politically Motivated Damage to Projects and/or Installations 
The potential for terrorist actions throughout the Persian 

Gulf region remains high 

continues to take aggressive steps to ensure domestic 
security. Between October 2002 and January 2004 

four terrorist attacks targeting Americans in Kuwait 

two Americans and wounding four others. There have been no 
incidents since. 

CORRUPTION 


The often-lengthy procurement process in Kuwait occasionally 
results in accusations of attempted bribery or the offering 

of other inducements by foreign bidders. This is a crime in 
Kuwait and there are currently several investigations and 

trials underway involving current or former government 
officials accused of malfeasance. There have been no 
convictions for bribery 

War. In 1996 

requires all companies securing contracts with the government 
valued at KD 100 

payments made to Kuwaiti agents or advisors while securing 
the contract. The law similarly requires entities and 
individuals in Kuwait to report any payments they received as 
compensation for securing government contracts. 


BILATERAL INVESTMENT AGREEMENTS 


Kuwait has signed investment agreements with Germany 
Italy 

Malaysia 

Croatia 

Mongolia and the Czech Republic. In the past few years 
Kuwait has signed a bilateral investment agreement with 
Pakistan and a free trade agreement (FTA) with Jordan. 
Kuwait has initialed agreements on bilateral investment with 
Denmark 

Lithuania 

began talks with Singapore on a Free Trade Agreement in 
December 2004. 


Trade and Investment Framework Agreement 


Kuwait signed a trade and Investment Framework Agreement 
(TIFA) with the United States in February 2004. The TIFA is 
the first step in developing economic reform and trade 
liberalization criteria to strengthen the U.S. - Kuwait 
economic relationship and to work toward an eventual Free 
Trade Agreement. At the first bilateral TIFA Council 

meeting 
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that the TIFA process would provide for periodic technical 
discussions. Several areas in particular stand out as 
needing further attention: intellectual property rights 
standards-related issues 

requirements. Technical experts on both sides continue to 
work on these areas. The U.S. Embassy in Kuwait 
Embassy in Washington 

Commerce and Industry are working on bringing all sides 
together for the next TIFA Council Meeting in the first half 
of 2005. 


OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS 


In 1989 

investment guaranty programs 

of programs from the Overseas Private Investment Corporation 
(OPIC) to Kuwait. Kuwait is also a member of the 

Multilateral Investment Guarantee Agency (MIGA). Currently 
there are no OPIC programs in Kuwait. 


Kuwait has a diverse labor force. Kuwaiti nationals occupy 
most of the top management positions in the private and 
government sectors. Unemployment among Kuwaitis is less than 
two percent 

young Kuwaitis into the labor force (20 

annually). The new entrants are reluctant to enter the 
private sector and cannot be absorbed by the government 
where underemployment remains a serious problem. Kuwaitis 
are outnumbered in the work force by expatriate laborers of 
diverse backgrounds. While there are a number of American 
and Western European workers in Kuwait 

high-skilled positions 

workers are low paid laborers from other Middle Eastern 
countries 

Gulf War (1991) 

middle-management positions. Since the war 

nationalities 

most of these positions. Since liberation 

Kuwait has adopted inconsistent policies intended to limit 
and discourage the resident expatriate population. The 
government has instituted a quota system on work permits 
restricted the transfer of workers from one sponsor to 
another within the private sector 

expatriate workers and their families in order to raise the 
cost of employing foreign workers. At the same time 
however 

required for expatriates (in some business categories) to be 
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eligible to bring their families to Kuwait 
400 KD a month to 250 KD a month. 


Kuwaiti workers have the right to organize and bargain 
collectively 

more than one union per functional area or more than one 
general confederation. Foreign workers 

vast majority of the work force 

unions as non-voting members after five years of residence in 
Kuwait. The right to strike is also recognized for private 
sector workers 

calling for compulsory negotiation and arbitration in the 
case of disputes. Kuwaiti labor law prohibits anti-union 
discrimination. 


Separate Kuwaiti labor laws set work conditions in the public 
and private sectors 

separately. Forced labor is prohibited and the minimum age 
for employment is 18 years. Youths as young as 14 

may work part-time in some non-industrial positions. A 
two-tiered labor market ensures high wages for Kuwaiti 
employees while foreign workers 

laborers 

minimum wage for the private sector; in the public sector 

the current effective minimum wage is KD 226 (US $741) per 
month for Kuwaiti bachelors and KD 301 (US $987) per month 
for married Kuwaitis--compared to KD 90 (US $295) for 
non-Kuwaitis. The basic labor law also limits the workweek 
to 48 hours 

year 

accidents. Current labor laws do not apply to domestic 
servants. The State DepartmentVs annual Human Rights Report 
and Trafficking in Persons Report highlight the vulnerability 
of domestic servants to exploitation. The Ministry of Social 
Affairs and Labor announced a draft law to give domestic 
servants some of their rights like limited number of weekly 
work hours 


The International Labor Organization\'s (ILO) Committee of 
Experts has reiterated its long-standing criticisms of the 
discrepancies between the Kuwaiti Labor Code and ILO 
Conventions 1 

of association. Areas criticized by the ILO include the 
prohibition to establish more than one trade union for a 
given field; the requirement that a new union have at least 
100 workers; the regulation that workers must reside in 
Kuwait for five years before joining a trade union; the 
denial of the right to vote and to be elected for foreign 
trade unionists; the prohibition against trade unions 
engaging in any political or religious activity; and the 
reversion of trade union assets to the Ministry of Social 
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Affairs and Labor in the event of dissolution. A new labor 
law has been under consideration for over 10 years. 


FOREIGN TRADE ZONES AND FREE PORTS 


In July 1995 

authorizing the Ministry of Commerce and Industry to 
establish free trade zones in Kuwait. In May 1998 
privately-owned National Real Estate Company signed a 
contract with the Ministry to operate 

50 square-kilometer Kuwait Free Trade Zone (KFTZ) at Shuwaikh 
port 

restrictions faced by foreign firms 

do not apply to offices or plants within the KFTZ. Some 90 
percent of space within the KFTZ has been leased; the 
majority of firms operating in the zone are Kuwaiti. 


FOREIGN DIRECT INVESTMENT STATISTICS 


Kuwaiti public investments abroad consist of portfolio 
investments held by the Kuwait Investment Authority 
investments of other government entities 

held by private Kuwaitis. The amount of investments of the 
KIA is a state secret 

billion. Details about non-KIA investments -- such as the 
Kuwait Petroleum Corporations interests in oil production 
refining 

holdings of private Kuwaitis 

investments 

major investors in Kuwait include the Japanese-owned Arabian 
Oil Company which holds the Kuwaiti offshore concession in 
the Partitioned Neutral Zone (PNZ) 

has a 45 percent stake in the US $2 billion Equate project 
petrochemical joint venture with the Petrochemical Industries 
Company (PIC) that began operation in 1997. (Although the 
U.S.-owned Saudi Arabian Texaco is headquartered on the 
Kuwait side of the PNZ 

for Saudi ArabiaWs share of the onshore oil resources in the 
PNZ.) 
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grateful for U.S. efforts to promote peace and security in 
Iraq. He also deeply regretted the number of Americans who 
gave their lives for this cause. 


Iraq Elections: New Start for Iraq and the Region 
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3. (C) The Senator then briefed Dr. Mohammed on his January 
5-6 visit to Baghdad 

for Dr. Mohammed\'s observations on developments in Iraq. Dr. 
Mohammed said he had just returned from the Neighbors\' 
Conference in Amman where participants unanimously agreed 
that elections must occur in Iraq 

to achieve a unified Iraq in which an elected National 

Assembly can begin to shape the country\'s future. He added 
Iraq's neighbors also reasserted their support for UNSCR 

1546. He also shared regional concerns that the U.S. views 
elections as part of an V'exit strategy. He emphasized that 
elections are part of a process to help Iraq become peaceful 
and stable 

and sustained American involvement. 


Creative Thinking/Regional Collaboration A Must for Sunni 


4. (C) Further commenting on the conference 

reported the absence of senior Iranian participants and said 
Syria attended and even appealed to Iran\'s Foreign Minister 
to attend. Iran 

lose if elections do not occur 

statements on their meddling in Iraq and allegations that 
Iran seeks the establishment of another ShiVa state in the 
region. Dr. Mohammed argued that Iraq must not become a 
sectarian state and called for creative ways to encourage 
Sunni participation in the late January polling. He said 

there had been talk among the neighbors and the Iraqis about 
allowing voting to continue beyond January 30. He opined if 
Sunnis do not go to polls in great numbers 

boycott 

Sunni must be represented in Iraq\'s government and if they 
are not part of the legislative branch 

adequately represented at the executive level. 


5. (C) Dr. Mohammed said it would be a good idea for the 
Foreign Minister of the new Iraqi government to be a Sunni. 
Although he had great admiration for current the Foreign 
Minister 

vigorous support that will be needed from IraqWs neighbors. 


6. (C) Responding to the Senators question about Arab 
state leverage on Iraq\'s Sunni community 

the Arab states have no influence and said the IIG must 
isolate those Sunni who cannot even imagine ShiVa rule in 
Iraq and win over the Sunni who prefer to delay elections. 
He also called for the IIG to do a better job on public 
relations with the Arab world which needs to hear: Iraq is a 
part of the Arab world; Iraq wants to become a regional 
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example of modernity and openness; and lraq is not a haven 
for sectarian rule. 


7. (C) Senator Kerry agreed on the need for Sunni 
participation in elections and representation in IraqVs 

elected government. He also agreed that elections are part 
of a process and not an end result 

dangerous to equate holding elections to success. He 
reconfirmed the U.S. commitment to Iraq and identified as a 
prerequisite for any diminishing of a U.S. presence the 
successful transfer of security responsibilities to Iraq. He 
said he considered it a mistake to disband the Iraqi army and 
remove all Baathists from positions of authority and 
influence. These decisions made rebuilding Iraq all the more 
difficult because U.S. and coalition forces had to not only 
reestablish security 

basic services. The Senator said it was possible to provide 
Security and services 

assistance 

A War of the Wills 


8. (C) Dr. Mohammed replied that the war in Iraq is a war 

for the future 

different outlooks for the Arab world. There are those who 
favor democracy and openness 

model state. In contrast 

the fascist regimes for which the region is known. Dr. 
Mohammed asserted people in the region are ready for change 
and said some governments deserve more credit than they are 
getting. For example 

being treated fairly 

Times editorial that linked the KSA to terror financing. He 
described Saudi Arabia as being at civil war and feared 
additional external pressure would erode public support for 
reform efforts such as allowing women to vote in municipal 
elections. 


Iran Wants a Real Persian Gulf 


9. (C) Turning to other regional issues 

called Iran the biggest threat to Gulf countries 

nuclear program represented a long-term 

He said other Gulf countries were also concerned about 
Bahraini lands claimed by Iran 

belong to the United Arab Emirates 

with Qatar on gas. He said Iran was seeking to undermine all 
of the Gulf governments and sought the establishment of a 
truly Persian Gulf.\" In his assessment 

wanted more openness 
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such as recent statements by King Abdullah on creation of a 
ShiVa crescent or consideration as part of the axis-of-evil 
challenged Iranians\' sense of nationalism 

align themselves with the state. 


Don\'t Forget the Peace Process 


10. (C) Dr. Mohammed also said the Arab-Israeli peace 
process was linked to the situation in Iraq and the two 

issues 

not be separated. He encouraged the U.S. to engage Syria 
noting general consensus on the requirement to return the 
Golan Heights. Senator Kerry reminded Dr. Mohammed that the 
situation had previously been close to resolution 

SyriaVs habit of being a troublemaker whenever the peace 
process stagnates complicated the matter. Kerry said there 
had been ample outreach to the GOS and the only enticement 
should be the ultimate benefits of resolving its problems 

with Israel. He also hoped that January 9 Palestinian 

elections would create conditions for future negotiations. 

Dr. Mohammed expressed optimism and said President Bashar 
Al-Asad was trustworthy; the problem was individuals in his 
government 

disobey his instructions. 


Kuwait Gives Failing Grade for U.S. Public Diplomacy 


11. (C) Dr. Mohammed concluded by saying that U.S. ideas 
and values were welcome in the region 

of economic and political reform. The U.S. would be more 
successful 

diplomacy. He was complimentary of BMENA 

initiative was harmed initially by its delivery. He also 

said the stories of abuse at Guantanamo and Abu Ghraib ran 
contrary to the general image of the U.S. and paled in 
comparison to torture meted out by Saddam Hussein. 
Mismanagement of the public relations aspect of the issue 
kept the abuse a hot topic. 


12. (U) Senator Kerry departed Kuwait prior to message 
transmission. 


13. (U) Baghdad: Minimize considered. 
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secret.\" 


SIPDIS 


3. (SBU) Econoff recently met with Brother Ronald Drahozal 

his deputy director 

Bangladesh\'s only 12-step substance abuse recovery program. 
They agreed that illicit drug usage in Bangladesh is 

escalating 

lines. The recovering addict 

appeared educated 

50 percent of his classmates had experimented with cannabis 
and alcohol. By the time they were in high school 

all moved on to injectable opiates 


4. (SBU) Female university students 

increasingly performing opportunistic sex work to finance 

their drug habits and live fashionably. Asked why females 
from good backgrounds would begin abusing drugs in the first 
place 

women had been negatively influenced by female flat mates or 
male students. 


5. (SBU) Comment: APON 

beneficiary 

drug problem in Bangladesh. Yet 

here is a growing problem 

inadequate 

violence in Bangladesh -- including arms trafficking in the 
Chittagong Hill Tracts -- is narcotics related. 
Acknowledgment of the problem is a notable step in a 
conservative 

be valuable partners in our anti-human trafficking programs 
and if properly approached they might be equally useful in 
anti-substance abuse initiatives. 

THOMAS 
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even get a lot of older people 

coming in here and chatting or video-conferencing with their 
children and grandchildren abroad 

continued 

social life a bit. As was the case in Jordan in the early 90\'s 

for example 

to get to know each other without having to be seen in public. V 
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In addition to its Gargaresh location 

at Tripoli International Airport. Maghur says that business is 
good 

run into some problems marketing 

most high-profile businesses in Tripoli: "We bought a 3000 LD 
(about 2500 USD) sign for the front 

down. They said the sign needed to be in Arabic. V 


Libya On-Line: Libya\'s Principal Portal 

3. (C) The showpiece of LOL is its eponymous Internet portal 
Libya On Line 

budget in Ottawa 

North America to Libya and its culture. Libya On-Line contains 
an impressive set of information on Libyan tourist sites 
government institutions 

\"Yellow Pages!" directory of 2000 contacts. Maghur says һе 
originally worked with Libyan Chamber of Commerce to develop the 
directory 

that he pulled out of the agreement after a year 

loss: \"We entered into an agreement with them to organize а 
trade expo; we printed CDs and brochures for them 

managed part of the event-then during the show 

employees came by and started screaming 

we were stealing their name." Maghur expects to expand the 
directory using a database of business names collected from a 
friend at the Tripoli land registry 

most new Libyan businesses. LOL is sponsored by Coca Cola 
British Airways 

Hosni Bey Group (refcable). LOL gets about 45 

compared with 33 


The Genesis of Libyan e-Commerce: 

4. (C) While others scoff at the idea that there are any 
\"e-businesses\" in Libya 

through its Canada parent Visions 

capabilities for a number of local firms and artists 
Canada-based payment systems. Maghur gave as case in point a 
website for a singer (Maghur wouldnt give us the name 
reliable source indicates it is likely Sheb Jilani 

self-importantV of rising Libyan musical talent) 

sell his CDs direct to the international market. "We sold about 
500 of these 

worth a hundred times as many. We gave him back the CDs 
tried to do it himself. Within a month 

copies of the CD all over Tripoli (one has to wonder if LOL had 
anything to do with this) Y" Maghur works with Libyan graphic 
artists to put their work on line 

organizing a competition for Libyan singers 

internet voting and prizes. LOL also manages trade events 
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through affiliates. LOL will launch a sister site 
(trade) 

information for foreign businesses 

translations of foreign press (the portal is bilingual 
Arabic-English). 


5. (C) Comment: Moawiya Maghur is among perhaps a half-dozen 
private businessmen we have met whose projects and business 
sense have impressed us as “ош of the ordinary". Some of the 
others include Buraq Airvs CEO Mohammed Bubeida 

Gherwash 

Group (refcable). All of these individuals are foreign-educated. 
The personalities appear to be such that they would succeed in 
even a significantly more competitive market. End Comment. 


--Cairo Please Post to Site-- 
BERRY 
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as more open to modernization 
Afars are often considered more reluctant to change. 


12. (U) In order to analyze the potential outcomes for the 2005 
presidential elections 
most recent elections: 


Ali-Sabieh: In the presidential election of 1999 

Idriss opposed Ismail Omar Guelleh. Guelleh won the 
elections by 74 percent; however 

voted against GuellehVs ruling party 

in Djibouti elections history. One explanation for this 
might be that the district is known as V'rebellious 

a general dislike for directives coming from the capital. 
Because of this 

be unpredictable and problematic. This might be one of the 
reasons the political power focuses development projects in 
that area 

Sabieh may also be a factor. The majority of Ali-Sabieh 
inhabitants are Issa 

known to be the most forceful rival to Mamassan sub-clan 
which GuellehVs family belongs. In 1999 

Moussa Ahmed ldriss -- an Issa 

succeeded in winning the vote in Ali Sabieh. 


Tadjourah: In the legislative elections of 2003 

Union for Democratic Alternance (UAD) coalition made its 
strongest showing in Tadjourah. The UAD scored 18 bureaus 
out of 27 

well as that of some of big villages of the district. The 
Minister of the Interior explained that the Guelleh- 
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coalition won the district 
bureaus it won were theoretically the most populous. 


Dikhil: Dikhil generally votes on the side of the ruling party in 
both presidential and legislative elections. As a peaceful 
and quiet district where Afars 

get along well with each other 

to conflict and has in the past voted in favor of the ruling 


party. 


Obock: Obock is unpredictable 

particular Afar community. The district of Obock was the 
hometown of the late Ahmed Dini 

who was exiled from Djibouti for 22-years1. Life in the 
region is difficult 

voters do not believe their situation will change 

the promises made during campaigns. That makes the region 
more likely to vote against the ruling party than in other 
districts 

UAD scored highly 

13. (U) In conclusion 

are fluid depending 

the level of discontent among the people at any given point 
in time. In that regard 

district leanings in the 2005 presidential election can be 
made. 


14. (U) Khartoum minimize considered. 


1 | think it\'s preferable to be erased. 
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for transnational terrorism. It has porous borders and is 
located in the infamously rough neighborhood of the Horn of 
Africa 

Yemen and Sudan. More than 50 percent of DjiboutiVs 
population is under the age of 25 

citizens live below the poverty line. The country has seen 

an increase in Wahabbist activity and influence since 
independence from France in 1977 and is in need of effective 
outreach. 


4. (U) Although there are tribal 

divisions 

desire to learn English 

the world market and the key to relations with most other 
nations. Contacts have noted that even most regional 
business is conducted in English 

Arabic dialects and the country\'s geographic isolation from 
other Francophone countries. An unofficial poll at Post 
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found officers have been approached about English language 
education from an astounding range of sources 

officials at the Ministry of Foreign Affairs 

officers 

villages 

street. 


5. (U) There is no formal system for learning English in 
Djibouti. The English teachers who do exist often have 
language skills that do not exceed the State Department 
language rating of 1+/2 

workshop on teaching methods jointly organized by PostVs 
Public Diplomacy Office and the English Teacher's 
Association of Djibouti. Even those who do acquire 
rudimentary English skills have difficulty advancing them 
due to extreme poverty and a lack of scholarships or other 
financial assistance for higher education. There is no 
public library in Djibouti. 


6. (U) While the need for Embassy outreach via English 
language education is clear 

society and limited human resources at Post 

enormous challenge. While other small Posts have partner 
institutions for American Corners and other English language 
projects 

trustworthy and reliable partners nearly impossible. The 
government 

access to English materials. For example 

regularly visit the countryYs only university to ensure that 
library materials we have donated are available for student 
use. Frequently we find them locked away and inaccessible 
and must appeal to the school administration to unlock the 
library\'s doors during school hours. 


7. (U) Posts Public Diplomacy section 

its second year of existence 

institution building 

active with an English Club at the University and have 
established an English Language Laboratory there with EACTI 
funds. We have funded the start-up of the country's only 
independent press group 

semi-regularly and in three languages. We have helped the 
English Teachers Association lay the groundwork for 
financial solvency and are about to sign an American 
Corners agreement with them for their newly established 
classroom space. We are in the midst of pursuing an 
International Visitors alumni group and an agreement to 
regularly air Connect with English 

English teaching video series) on local television. A focus 
of 2005 is identifying partners to begin hosting English 
language conversation groups 
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native English speakers with the help of the Combined Joint 
Task Force-Horn of Africa. 


8. (U) In addition 

the English education question. The Department of Defense\'s 
U.S. Liaison Office has established a $300 

laboratory for the Djiboutian military 

facilitated the arrival of five teachers from the 

International Foundation of Education and Self-Help (IFESH) 
who are working at various schools in the capital. Despite 

all of our inter-agency progress 

is still along way to go. 


9. (U) A variation on the American Corners theme would be an 
enormously successful tool in Djibouti. However 

have confidence that its resources were being used properly 
and that free and open access was being provided 

require that we both rent the space for the Corners and hire 

a LES to manage it. French Cooperation currently operates a 
similar and enormously successful reading room in the 

capital which has about six tables and offers French- 
language periodicals and fiction and non-fiction books. 
Djiboutians can borrow books from the reading room for a 
marginal annual fee (about $3 US for students; $8 US for 
others). The reading room services approximately 500 
Djiboutians each week 

COMMENT: This would also solve PostVs need for publicly 
accessible programming space which is extremely limited now 
due not only to security concerns but also to space 

constraints on the compound. (For example 

our Political Officers desk was located in a hallway due to 
lack of space). END COMMENT 


10. (U) Action requested: Post requests a one-year grant to 
rent off-compound space for a reading room and to hire a 
temporary LES for management. At the end of the one-year 
trial the project can be evaluated for effectiveness with a 
set of criteria jointly developed by Post and Washington. If 
the project is deemed unsuccessful 

donated to schools and local associations via the Public 
Diplomacy grants program. 
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accepted accounting laws.\" The article did state that 
charitable funds can be distributed without conditions inside 
Kuwait to such projects as building mosques 

hospitals and for the purposes of providing social and 
charitable services. 


4. (U) The paper stated that changing the mentality about 
charitable work is the key hurdle to successful 
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implementation of the policy. Describing charity work as 
firmly rooted in Kuwaiti society 

Kuwaitis continue to overlook the laws in order to freely 
practice what they believe to be a \"right\" that stems from 
tribalism and Kuwaiti culture. The article concluded by 
stating that the GOK intends to make future efforts to 
minimize the influence of extremism. This will be done 
through a variety of means 

clubs to keep young Kuwaitis away from extremist influences 
holding conferences on the dangers of terrorism 

an anti-terror awareness campaign 

Gulf-country social and cultural programs 

media to ensure no terrorist ideas are introduced 

reviewing all computer programs and technology to ensure no 
terrorist applications are being spread. (Comment: While the 
article mentioned that charity activities are the \"pride of 
Kuwait\" and that such activities show the \"commitment of 
society to the values of Islam 

need for Kuwait to review its present situation and 
emphasized that discipline is required if charity work is to 
continue to add positively to the society. End Comment.) 


5. (U) Post contacted the MFA regarding GOK attendance at 
the Riyadh Conference. MFA officials informed Post that the 
delegation has not yet been identified. Post will notify 
Department of the delegation composition when informed by the 
MFA. 
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in decentralization 
FRUD\'s rebellion in 1992. The second 
signed between the armed wing of FRUD and the Government in 
February 2000 provided for the creation of a law to grant more 
autonomy to the districts via regional councils. The National 
Assembly wrote and passed a law forming regional councils on a 
provisional basis for a period of two years 
popular elections would be held to choose permanent councils 
member. President Ismail Omar Guelleh signed this law 
it official 
in the Spring of 2004 
assistance to help bring about these elections. The Department 
did not respond 
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inquiries from the Djiboutian government. End Note). 


3. (U) Each of the four districts of Djibouti currently has a 
provisional regional council made up of 14 government-appointed 
members. The two-year transitional period of limited power was 
intended to give the districts the time to learn how to govern 
themselves. This 

to full governing responsibility. Each region manages a budget 
of 50 million Djiboutian francs (280 000 USD). Each budget is a 
grant from public funds 

mechanisms in place to generate their own income. The general 
sentiment is that the performance of the provisional councils 
over the past two years has been less effective than hoped. The 
population\'s expectations for alleviation of poverty and an 
improved quality of life have remained unmet (reftel). 


4. (U) The most significant power holder in each regional 
council is the District Commissar (DC). The DC heads the 
provisional regional council 

and has command of military forces assigned to the district. He 
also signs birth certificates and conducts primary immigration 
investigations. The DC is not autonomous. Rather 

servant of the ruling party and his investigations are often 
directed by the central administration. The role of the DC 
becomes more significant as elections approach. He gives first 
authorizations to identity cards and can approve ad hoc voting 
cards. Once implemented 

restrain functions of the DC 

representative of the State. The administrative and financial 
control of the regions will be turned over to the elected 

regional councils. 


5. (U) Although regional elections were promised for 2004 
officials are reluctant to discuss why they have yet to 
materialize. A major concern may be the financial implications 
of decentralization. Both government officials and experts from 
international organizations agree that no viable autonomy can 
be expected from regions unless a degree of financial autonomy 
accompanies it. That would mean local authority to collect 
direct 

for the central government. It is not clear yet whether the 

rate of each tax would be determined locally or by the central 
administration. International donors such as European Union 
said they will back the decentralization process 

commitments of financial support have been made. 


6. (U) The decentralization division of the Ministry of 

Interior has done studies to determine how best to implement 
regional governance. The result 

that it is necessary to improve education levels among the 
populace before district residents will be capable of governing 
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themselves. Much of the district population remains illiterate. 
Local governance managers should be able to meet minimum 
standards of knowledge and awareness 
for the time being 
realized. 


7. (U) Government senior officials with whom post met seem to 
understand that participation of local governments will enhance 
democracy; however 

timeframe for making decentralization a reality. In Djibouti 

the President currently sets policy and he remains sole 
individual capable of moving decentralization forward. Such a 
move could entail relinquishing some of his control over the 
country\'s day-to-day operations. 


8. (SBU) The Djiboutian government is blaming international 
donors 

decentralization while the opposition community accuses the 
government of stymieing establishment of regional governments 
to serve its own power needs. President Guelleh understands 
that he may be unable to stem the move toward decentralization 
but he may want to delay the process until after the coming 
presidential elections. Regional elections have the potential 

to increase significantly the influence of opposition parties 

and a regional council that does not fully support Guelleh 

could have tremendous effect on the outcome of presidential 
voting in some districts. 


9. (SBU) Although decentralization is a solid step toward 
democratization and may be good for districts in the long run 

it is doomed to failure without additional planning. There are 
currently no mechanisms in place to train newly elected leaders 
and the central government has failed to budget financial 
resources in 2005 to support regional councils. 
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removed. No other participant 

Syrians. Zebari accepted a meaningless substitute of 
Vfederal structure" instead of \"state.\" 


4. (C) Zebari said he used the conference to stress the need 
for Syrian and Iranian help in stopping the flow of 

insurgents and weapons into Iraq. He said the Syrians said 
they wanted to cooperate. They claimed to have checked on 
information provided to them on the whereabouts of FREs 
had come up empty handed. Zebari said he dismissed this 
response as not credible and encouraged the Syrians to be 
more aggressive. 


5. (C) Before the press event began 
word with Jordanian FM al-Mulki to tone down the Jordanians 
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recent emphasis on the Arab nature of Iraq. While this was 
an effort to reverse some of the impact of the King\'s 
sectarian V'Shia crescent" language 

to the same message about a Shia menace encoded in language 
used by Saddam. Kurds and Shia alike resented it. He 
claimed Mulki took the point and this shift was reflected in 

the press discourse. Zebari was bemused by the readiness of 
the Iranian Deputy Foreign Minister )who was amiable 
throughout ) to emphasize as well lraq\'s Arab quality. 

Overall 

positive 

political process and sectarian divides to be dated and 
unsubtle ) and said he told the Jordanians so. They are not 
aware of the significance of cross-sectarian alliance 

building underway 

own recognition of the need to engage the Sunni community. 


6. (C) Following encouragement from Baghdad 

planned to attend the ambassador-level Sharm follow-up 
session in Cairo on January 11. He said he intends to obtain 
a similar expression of constructive support for the election 
timetable and full participation in it (State 5042 was not 
available prior to the meeting). As for future neighbors 
events 

unscheduled one in Istanbul. However 

government was in place 

to cease ) no one likes having your neighbors tell you how 
to run your life 


HALE 
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ENFORCEMENT 


1. (SBU) Summary: During a MEPI-sponsored assessment of the 
Yemen banking system 

Services Volunteer Corps engaged in lengthy discussions with 
Central Bank of Yemen (CBY) Sub-Governor for Control Abdullah 
Ulafi and Payment Systems Director Omar Bazara. Both 

officials gave candid assessments of the weaknesses of the 
Yemeni banking system: Prevalent insider lending 

short-term loans 

capacity 

regulatory policy. End Summary. 


2. (SBU) According to Ulafi 
banks 
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their capital to \"trade-finance\" projects with terms under 
one year. Ulafi claimed commercial lending is on the rise 
and that the liquidity of YemenVs banks is not a problem 
since the commercial banks are heavily invested in Treasury 
Bills. Ulafi said that deposits are increasing 25 percent a 
year due to point-of-sale purchases. Most of the banking 
sector 

because of a lack of legal enforcement against defaulters and 
the absence of a reliable credit rating system. (Note: only 
three percent of Yemenis hold bank accounts. End Note). 
Ulafi said that Islamic banks are the fastest growing sector 
of the market. 


3. (SBU) The banking law requires Yemeni banks to have a 
minimum capital adequacy ratio of 8 percent 

Bank requires ten percent of bank liquidity to be held in 
Yemeni Riyals (YR) and twenty percent in foreign currency. 
Existing capital requirements are 6 billion Riyals 

million USD. 


4. (SBU) The Central Bank has seventeen bank examiners 
located at the bank to do monthly on site inspections. Ulafi 
affirmed that insider lending 

own boards of directors and close associates 

problem facing the banking system. Ulafi said the CBY uses 
\"moral persuasion" to reduce these practices 

that the CBY 

law 

Yemeni banking families. (Comment: Most of Yemen 

are essentially vaults for the major families and their 
business associates to place their money 

large reluctant to lend to anyone unknown to them. End 
comment). 


5. (SBU) The CBY uses the Capital 

Earnings and Liquidity (CAMEL) system to rank their banks 
from 1 (best) to 5 (worst). Ulafi admitted that two banks 

in Yemen ranked a five and one a 4. (Note: One FSVC volunteer 
said that these three banks should be shut down. End note.) 
Ulafi said 85 percent of banks in Yemen rank at one or two on 
the scale. If a bank scores a five the CBY prohibits it from 
distributing profits or opening new accounts or branches. 

Ulafi characterized the two poorly performing banks as 
suffering from non-performing loans 

management. 


6. (SBU) The CBY does not have an arbitration office 


Column 3 

maintains only a limited credit bureau. The CBY revoked one 
bank\'s license for issuing bad loans after several depositors 
were unable to withdraw their deposits. Because they 
exceeded the bank\'s capital 

Complicating the situation Yemen 

are unable to enforce claims on collateral. Without strong 
commercial courts 

encouraged and banks are reluctant to expand business. 


7. (SBU) Ulafi discussed IMF concern that the CBY is over 
reliant on Treasury Bills and therefore crowding out other 
investments. Ulafi contended that this is not a problem and 
that T-Bills are a low risk option for banks. (Note: Ulafi 

may be correct 

banks they should have sufficient funds for both T-Bill and 
other investments. End note). T-bills are sold at 3 month 
month and 1 year increments. This year the CBY sold 500 
Million YR in T-Bills as opposed to last year 

million YR. (Лай said that Yemen\'s monetary policy applies 
indirect measures to maintain monetary stability and to 
forecast liquidity in an effort to bring inflation down. The 
Central Bank Law mandates that inflation control and exchange 
rate stability are the two priorities of Yemen\'s monetary 
policy. It accomplishes this by selling T-Bills to reduce 

the money supply and by selling foreign currency. Due to 
negligible borrowing in Yemen 

monetary policy by raising or lowering interest rates. 


8. (SBU) Omar Bazara 

noted that T-Bills are often used by commercial banks when 
balance sheets show an end-of-the-day deficit. Rather than 
disclose their financial status to competitors in order to 
receive bridge loans (a normal practice in healthy banking 
Systems) 

FSVC pointed out that a strong central bank would discourage 
this practice 

The CBY purchases T-Bills at near market price 

there is little incentive for the banks to change this 

practice. 


9. (SBU) Ulafi was optimistic the draft banking law (when 
passed) would give the CBY new powers to remove incompetent 
bank management 
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World Bank had advised the CBY and Ministry of Finance to 
create a new law focusing on non-performing loans and 
low-capitalization and offered to assist in its drafting. 

Ulafi said that while the CBY is independent according to the 
1998 banking law 

Finance regularly interferes with monetary policies. 


9. (SBU) The CBY\'s authority is constrained by the 

interference of the Ministry of Finance and by its role as a 
commercial bank for government employees. FSVC volunteers 
recommend that the Central Bank cease functioning as a 
commercial bank and focus instead on oversight and management 
of Yemen 

the CBY 

be moving in the opposite direction. The ROYG has moved the 
direct deposit of public salaries from commercial banks back 

to the CBY 

YemenVs cash economy and maintains MOFYs control over payroll 
(which is often abused). The CBY is even considering 

installing its own ATM machines. MOF is also looking to 

expand its reach into the insurance and accounting sectors. 

These actions increase MOF Ns involvement with the CBY and 
serve to weaken its focus on performing core functions. End 
Comment. 

KHOURY 
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December 2004 when over 50 MPs (out of a total of 110 in the 
Lower House) 

submitted a memorandum formally requesting a special session 
of Parliament to discuss the governmentVs performance. 
According to the memo 

review of the governments progress in achieving its stated 
goals for last year was needed since the Parliament was not 
given the opportunity to approve the October 2004 cabinet 
reshuffle via a new vote of confidence. The cabinet 

some help from the current Speaker 

request 

between the cabinet and Parliament were further strained over 
vocal opposition by some MPs 

Action Front (IAF) 

Israel (ref B) and by a parliamentary resolution opposing 
preparations for out-of-country voting (ОСУ) for Iraqis 

resident in Jordan (ref A). Even MPs who did not oppose the 
trade agreement told PolOff they were annoyed that the 
government seemed to expect them to rubber-stamp legislation 
without real debate. 
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3. (U) Bitter squabbling surrounding corruption allegations 

has provided fodder for the local media. Events were put in 
motion the last week of December when IAF MP Bader al-Riyati 
(East Banker 

-- including former PM and current Senator Abdul Salam Majali 
-- had improperly used their influence to acquire valuable 

land at a cut-rate price and then sold it for a large profit. 

Lower House Speaker Abdul Hadi Majali (the younger brother 
of Senator Majali) vehemently denied the allegation 

a public apology 

against Riyati. A meeting between the IAF and Speaker Majali 
on December 29 failed to resolve the dispute. That same 
week 

on the sale of Jordan TV Channel 2 to a private investor in 
response to rumors of alleged impropriety surrounding the 
deal. 


4. (U) The issue of corruption attracted further media 
attention during a parliamentary debate over a financial 
disclosure law that would require certain officials and 

public office holders (including MPs) to file a statement 
declaring their assets. An effort led by Deputy Speaker 
Mamdouh Abbadi to exempt MPs from the law 

financial disclosure bureau within the Parliament 

heated reaction. In the debate 

Karak - 1st Dist.) assailed unnamed MPs for \"illegally lining 
their pockets in one year" and \"impeding the government's 
anti-corruption efforts." Abbadi and other MPs condemned 
Dmour for his V'insulting behavior" and demanded that he spell 
out the named of those he was accusing. Abbadi and his 
allies eventually dropped their proposed amendment to the 
financial disclosure law in the face of a media and public 
uproar 

misguiding public opinion" on their position. 


5. (U) Yet another heated exchange over corruption erupted 
January 5 between MPs and Justice Minister Salah Bashir after 
MP Suleiman Abu Ghaith (West Banker 

asked Bashir on the Lower House floor whether there was 
corruption involved in the delay of judicial appointments. 

Bashir took the charge personally and when other MPs insisted 
on answers to further questions 

translated) \"in your dreams." Furious MPs demanded that 
Bashir be escorted out of the Parliament building 

Speaker Majali intervened to restore order and mediation 
efforts by other ministers resulted in an apology from 


Column 3 
Bashir. 


6. (C) The corruption allegations raised in Parliament are 
indicative of widespread dissatisfaction among Jordanians 
with half-hearted efforts to curb graft and 

influence-peddling. MPs\' focus on these allegations 

as the trade agreement with Israel and ОСУ for Iraqis 

natural in the current environment 

inability to address or influence weightier policy matters 

as their critical views would cross clear palace \"redlines.\" 
MPs also chafe at the governments non-consultative approach 
to public sector reform 

changes to sweep away the very tools of patronage on which 
MPs depend. Much of the tone being set in Parliament flows 
from the restless competition among the three main secular 
figures in the Lower House: Abdul Hadi Majali (current 
Speaker) 

Abdur Rauf Rawabdeh (former prime minister). With little of 
substance to distinguish one from the other 

Bankers" continual games of procedural one-upmanship have 
included wooing of the Islamic Action Front 

gains the Islamists an enhanced ability to exploit populist 
issues. And the more the government is put on the defensive 
the more each of these three little giants maneuver in the 
hope of becoming the next prime minister -- unable to step 
back and see that this political behavior only reinforces the 
Kings disdain. 


7. (C) The current rancor in Parliament has strained its 
relations with the government to the point that passage of 
the GOu\'s legislative agenda 

be in danger. Frustration in the palace with the ministersV 
failure to push through legislation could again lead the King 
to consider the unhappy options of compromising with 
anti-reformists in Parliament 

reshuffle 

prime minister. While the latter course of action may be 
tempting 

strong identification with the King\'s priorities and the 
proven capacity to get bills through Parliament. It is in 
this charged atmosphere that the government faces the 
challenge of promoting key 

legislative priorities 

agreement and an anti-money laundering bill. 
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apartments have been put up for sale 

are even built. Insider estimates put the total number of units 
being constructed at roughly 130 

freehold development announced so far at around USD 50 billion. 
While there are solid economic trends propelling this market 
many insiders believe prices will drop; few 

predicting a crash. On average 

20 percent 

in a three-part series on DubaiVs freehold property market 
looks at the size of the construction boom 

propelling it 

One of the series (Ref A) looked at the legal status of freehold 
property 

End Summary. 


Background on Freeholds 


2. (SBU) Until recently (Ref A) 

owned only by UAE and other GCC nationals. The huge foreign 
population resident in Dubai (foreign residents are estimated to 
constitute more than 90 percent of Dubai\'s total population of 
over one million) had been restricted to renting. (Note: This 
practice is common in many countries in the region 

is great sensitivity about selling off the patrimony to 

outsiders.) In May 2002 

three companies to develop and sell \"freehold\" properties to 
foreigners on government-designated pieces of land. The 
pro-growth government of cosmopolitan Dubai 

potentially huge contribution that foreign ownership could make 
to DubaiVs development 

essential 


Size of the Boom 


3. (SBU) Other GCC countries have also announced large freehold 
property developments to be sold to foreigners 

on a different scale. The growth in freehold properties in Dubai 

has been mammoth by any measure 

invested in construction 

the number of units being constructed. Aggregate numbers are 
hard to come by. Perhaps fearing that investors might be nervous 
if they knew the full magnitude of the construction 

because the pace of new development quickly makes estimates out 
of date 

public any Dubai-wide totals. While all such numbers should be 
approached with caution 

PolEconoff recently that some USD 50 billion in freehold 

property construction was either underway or announced. 
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4. (SBU) A property surveyor estimated that Dubai freehold 
announcements so far have totaled about 130 

around 8 

10 billion Dubai Marina 

capacity of 150 

of four family members per unit) 

a prominent golf course 

the government planned to put 186 

units) in the huge projects surrounding his course. Illustrative 

of the size of the boom (and what most upset this manager) was 
the phenomenal growth in the number of golf courses in Dubai -- 
currently six 


5. (SBU) Dubai has grown quickly and so far very successfully 
with a \"build it and they will come\" mentality 

market is no exception. Many people believe 

time Dubai has gone too far 

frequently around town are: Will the demand for freehold 
property be strong enough to match the huge supply that is 
currently in train 

the prices do go down 


Pro: Solid Reasons Behind Freehold Growth 


6. (SBU) Proponents of Dubai freeholds cite several reasons for 
their confidence in DubaiVs trajectory. Some of these are 
systemic factors not specifically derived from the property 
market but boosting it nonetheless. First 

cosmopolitan city and 

place to live in the Gulf. The UAE is politically stable 

its economy 

allure also derives from its tax-free environment. Oil prices 

are high and the GCC 

more of its money close to home. As Simon Azzam 

property developer Union Properties 

News 

With an official population of a little over a million 

reports abound that Dubai expects its population to double by 
2010 (around 15 percent growth per year). If that estimate were 
to hold true 

three could actually be insufficient. 


7. (SBU) In addition to favorable macroeconomic considerations 
real estate \"bulls\" in Dubai point to several factors endemic to 
DubaiVs property market. Current demand is so high that 
apartment rents across the city have been increasing 
dramatically. Even hotel occupancy rates are at an all-time 

high. A.J. Jaganathan 

Khaleej Times that 

(freehold) purchasing capability of about 300 
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about 30 

property so far. At the same time 

the income bracket that could buy is growing at about four to 
five percent 


8. (SBU) Another reason to believe that property prices are 
likely to remain strong despite rising supply is that Dubai has 

so far not introduced its new property regulations. The 

resultant hazy legal environment of buying a freehold has scared 
many potential investors away (Ref A). Once the new laws are 
promulgated and working smoothly 

likely be much more willing to buy. Furthermore 

proper legal infrastructure 

freeholds is for the most part untapped; as it develops and 
expands 

freehold market as a whole will become more liquid and mature. 


Con: Why Freehold Prices Might Drop 


9. (SBU) Despite all of the solid reasons for the size and pace 
of Dubai\'s freehold frenzy 

prices cannot be sustained. Even Sultan bin Sulayem 

Dubai\'s property giant Emaar 

December 8 that DubaiVs property market would V'cool down." 
Sulayem 

\"...it is not in Dubai\'s interest to have such high prices for 

real estate." The head of a British bank predicted to PolEconoff 
recently that V'supply will outstrip demand 

head of a local bank 

properties under construction" wondered 

these? 


10. (SBU) People predicting a fall in prices cite several 
concerns. Most importantly 

freehold growth have already been factored (or perhaps 
over-factored) into the price. It is this optimism that has 

caused so much speculation. Indeed 

freehold sales have been to speculators and to other investors 
who will not 

bought. The Dubai government has recently become more aware of 
the danger of such rampant property speculation and introduced 
rules -- or pushed developers to introduce rules -- to slow down 
this trend. Buyers of units in many of the newest projects have 
had to sign a contract that precludes onward sales for a period 
of two years. Owners of apartments in the Jumeirah Beach 
Residence have been told that the fee to transfer the \"title\" 
(actually just a contractual obligation until they are built and 
registered) would be seven percent of the market price of units 
currently for sale. 
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11. (SBU) Pessimists also point out that 

3 

percent have been completed. Even in the finished tower blocks 
of Dubai Marina 

appear to be occupied. As each project is completed 

who have not already unloaded their properties will have to 
either find renters 

appreciation. Moreover 

into new projects are leaving behind vacant apartments. As this 
trend accelerates 

could in turn drag down purchase prices. 


12. (SBU) A final reason sometimes cited for pessimism in the 
property market is related to construction quality. Buying based 
on a blueprint 

purchasers have taken the developers at their word. But many 
insiders have expressed grave concern about how well these 
places are being built. An article soon to be published by Dow 
Jones Newswires 

Garden View villas 

moved out of one area because of shoddy construction. (Note: 
These residents actually got a windfall 

nicer and more expensive houses in a nearby development.) An 
expat site manager of a construction team told PolEconoff that 
he guessed many of these units would last for 10 years 

after that many might no longer be livable. The GM of a local 
bank 

corners in the face of the rising cost of materials 

could not see offering 20-year mortgages on places that would 
likely be falling apart in 10 years. (Note: Fifteen-year 
mortgages of 70 percent are quickly becoming the norm.) Dubai\'s 
media 

reported practically no stories about poor building quality; 

once this information becomes widely disseminated 

believe 


Crash or Soft Landing? 


13. (SBU) On average 

freehold prices in two or three years will be around 20 percent 
less than they are today. The CEO of one large developer told us 
that three corrections were coming 

of 2006 (scheduled completion of Palm Jumeirah) and then two 
more corresponding with the completion of other massive 
developments. He thought the combined effect would be a drop of 
10 to 20 percent 

he still predicted that some speculators would be \"left holding 
the bag." The GM of a local bank predicted 

years there will be a crunch 

thought that \"the market will be safe for two to three years 


Column 3 

then there will be a slump.\" In fact 

starting to lose a little steam; while the premiums on 

properties (the amount the properties have appreciated since 
they were first sold) are still very high 

reports that these premiums have dropped a bit of late (Ref B). 


Comment 


14. (SBU) The sheer magnitude of the freehold property 
construction boom in Dubai is striking. With investors willing 

to keep bankrolling new projects 

to come up with new multi-billion dollar developments to offer 
them. As strong as the underlying factors propelling this frenzy 
of activity are 

The Dubai government appears fully cognizant of the risks of a 
property crash and has taken steps to decrease speculation. 
Indeed 

prove to be better for business than escalating prices have 
been. Looking at the larger picture 

homes will slow down the repatriation of Dubai-created wealth 
enhance Dubai\'s economic base 

DubaiVs expatriates. 
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to rethink how to tackle the Naxalite menace. The present 
atmosphere is not conducive for holding talks with the 
Naxalites.\" Keeping in view that the state government is now 
planning to set-up a special Naxal cell in the police 

headquarters at Patna. \"We have an Inspector General of Police 
who supervises operations against insurgency 

have a full-fledged Naxal cell to effectively check this 

menace 


5. (SBU) Comment: As the state assembly elections draws close 
such incidents in Bihar and Jharkhand are likely to go up. At 
the same time 

Bihar police. V'It could just be a curtain raiser 

high-level police contact in Bihar. He added "the Maoists 
normally always oppose polling and they have shown their 
displeasure through violence in the pastV'. During the 2004 
general elections about 29 policemen were killed in a single 
incident in April in Jharkhand. Both the states -- Bihar and 
Jharkhand 

15 and 23. End Comment. 
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Teacher Training Project" is now underway in the Philippines 
to train 28 madrasah educators in U.S. educational practices 
and values. Upon their return to the Philippines 

expected to share what they learned via specified local 
projects and at a national \"networking\" conference. The 
project appears worthwhile 

comparatively modest results sought. Successful 
implementation of the project will assist in bringing the 
PhilippinesY Islamic educational system into the mainstream. 
Integrating this effort with other ongoing USG projects 
advancing this same goal will better ensure optimum use of 
USG resources. The Mission\'s Education Committee will 
coordinate in identifying promising projects for funding in 

FY 2005 under the Human Rights and Democracy Fund. END 
SUMMARY. 


New project 


2. (U) Тһе DRL-sponsored V'Madrasah Teacher Training Project\" 
(Ref c) is now underway in the Philippines. The USD 400 

project is funded by the ESF/Human Rights and Democracy Fund 
(HRDF) administered by DRL. The Institute for Training and 
Development (ITD) 

project's implementing agency 

December 2004. The project is focused on strengthening and 
improving the madrasah education system prevalent in Muslim 
areas of the southern Philippines. Muslim educators will be 
exposed to U.S. educational practices and values during the 
course of the project. An outline follows: 


-- Phase one: ITD selects participants and builds support 
for the project among in-country partner organizations and 
international aid agencies; 


-- Phase two: Twenty-eight leaders from madaris in Mindanao 
travel to the U.S. for a three-week study tour. In the U.S. 

they attend presentations by university professors and other 
experts 

Department of State and other government offices in 
Washington; 


-- Phase three: The teachers apply what they have learned 
through programs in their schools and communities in the 
Philippines. Support for these projects is provided in the 
form of \"mini-grants\" in the amount of USD 2 
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teachers will also share their experiences with other 

Filipino Muslim educators at a national WEducator Networking" 
conference. 


3. (SBU) Poloff recently reviewed efforts to implement the 
project in meetings in Davao City 

Habana-Hafner 

that phase one of the project had begun and that selection of 
participants was underway. At this meeting 

Douglas 

Assistance for Mindanao project (BEAM) 

best to leverage the substantial efforts BEAM has invested in 
madrasah education in support of the current DRL project. 


4. (SBU) Separately 

Students at the University of the Philippines in Mindanao 
expressed support for the project as well as enthusiasm for 
combining secular education and Islamic values. Ustadz 
Mahmod Adilao of the Ulama League of the Philippines 
commented that madaris offering a full range of religious and 
secular courses would be popular with Muslim students by 
helping them gain skills and find jobs. (Ref B described the 
Philippine Department of Education\'s latest efforts to 
modernize the Islamic educational system by making it conform 
to national educational standards.) 


Other USG projects 


5. (U) In the context of the State visits of President 

Arroyo and President Bush to each other's capitals in 2003 
Mission had launched a 5-year USD 33 million education 
program focused primarily on Muslim Mindanao. Led and 
administered by USAID 

agencies and local 

project comes as a very welcome addition to the larger White 
House-based initiative in the Philippines. To ensure maximum 
impact of our USD 400 

work to integrate that program with our ongoing educational 
campaign in Mindanao. Our other projects to improve the 
level of education being offered in madaris include: 


-- The Mindanao English Language Education Enhancement 
Project (MELEEP) 

trains English teacher trainers from the southern Philippines 
to teach more effectively. As Ref b noted 

is a key addition to the new unified madrasah curriculum; 


--А senior English-language Fellow who speaks Arabic is 
working in the Department of Education on English teacher 
training 
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Educational and Cultural Affairs (ECA). The focus of the 
training program is primarily in Mindanao; 


-- Assistance for the Comprehensive Educational Development 
of Mindanao (ASCEND Mindanao) trains and assists school 
administrators and ustadz from selected public schools and 
private madaris in the application of the improved curricula 

and materials. The two-year project is funded by AID; 


-- Under the Tudlo Mindanao (Teach Mindanao) project 

Corps volunteers work with Mindanao teachers to develop and 
adapt teacher training sessions for English Content Based 
Instruction in math 

communications technology. 


We advance all of these projects through our Country Team 
efforts 

engagement with the ARMM and local government 

public diplomacy (including student and teacher exchanges) 
and consciousness of the larger security environment 
including the GRP-MILF peace process. 


Comment 


6. (SBU) Successful implementation of the IDT project will 
further assist in bringing the PhilippinesY Islamic 

educational system into the mainstream. The project should 
yield good and valuable results. However 

only 28 direct beneficiaries of a three-week U.S. tour plus a 
teacher conference 

cost-to-benefit calculations compared to other USG programs 
now underway in Mindanao. It is essential that such welcome 
projects be designed and implemented from the earliest stages 
in the closest coordination with current efforts to ensure 

the most effective use of USG resources. For the 2005 HRDF 
the Mission\'s interagency Education Committee -- with 
representation from USAID 

the Political Section -- will identify promising projects in 
country that fill identified gaps in current USG assistance 

in close consultation with Department's DRL. 
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was the highest-level collaborator with the secret police.) 
Hurny\'s file include his signature 

forged. Hurny\'s denial received much media criticism 

he is the first senior Slovak state official to resign due 

to alleged StB collaboration. SDKU chairman and PM Mikulas 
Dzurinda accepted Hurny\'s resignation 
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partners welcomed it. KDH chairman and Speaker of 

Parliament Pavol Hrusovsky said Hurny\'s case should become а 
precedent 

decision as he exposed his party to criticism. ANOVs 

Lubomir Lintner said Hurny should have stepped down sooner. 


5. (SBU) Shortly before the files became public 

Jozef Banas admitted he was a StB agent. He says that his 
SIB file clearly shows that he never hurt anyone 

does not intend to resign. Banas 

vice president of the NATO Parliamentary Assembly 

does not consider the files a trustworthy source of 
information. (COMMENT: Banas largely avoided the media 
controversy that Hurny attracted by admitting and explaining 
his former collaboration with the secret police before the 
files became public knowledge.) 


Slovakia Takes Lead of CEI 

6. (U) Slovakia has assumed the 2005 chairmanship of the 
Central European Initiative (CEI). The intergovernmental 
organization attempts to aid aspiring EU states with their 
economic and democratic transitions and EU negotiations 
through parliamentary 

CEI is comprised of seven EU member states (Austria 
Czech Republic 

Slovenia) and 10 aspiring member states (Albania 

Bosnia and Herzegovina 

Moldova 


7. (U) The GOS will focus the CEN's agenda in 2005 on two 
areas: the western Balkans and Ukraine 

Moldova. It will attempt to prevent the marginalization of 
these states and strengthen their regional identity. The 
GOS will also host a May Foreign Ministers meeting 
November Prime Ministers meeting 

assistance programs such as a \"know-how exchange 
targeting economic transformation issues. The GOS will 
launch a webpage (available in English) in mid-January: 
www.sei.sk. 

MINIMIZE CONSIDERED 
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light of the tragic catastrophe and reflecting the feeling of 
Kuwaitis toward the victims in those countries 

increase its aid pledge for tsunami-affected nations from $10 
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million to $100 million. With this pledge 

the biggest donor within the GCC. Kuwait and other Gulf Arab 
states have come under sharp criticism both domestically and 
internationally for their relatively paltry initial pledges 
especially since the 2004 spike in oil price has left these 
states flush with surplus revenues (ref A). Some observers 
found the stinginess displayed by Gulf countries particularly 
galling 

labor from Sri Lanka 


2. KuwaitVs new pledge includes $30 million in cash and $70 
for infrastructure projects 

the Kuwait Fund for Arab Economic Development. Kuwait will 
also suspend repayment of the more than $760 million in loans 
owed to Kuwait by the affected countries. Finally 

a number of non-governmental fundraising efforts underway 
and a national charity campaign (similar to Saudi Arabia\'s 
telethon) is planned. 
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Sides of the Taiwan Strait Interact to Get What They 
Want" 


Journalist Chu Chien-ling said in the centrist 
status quo \"China Times: (1/10): 


\". To view the matter from a deeper perspective 
though those who are in charge on both sides of the 
Taiwan Strait did not talk about it directly 

subtle position held by the United States in cross- 
Strait interactions must have been one of the major 
factors behind the fact that the authorities on both 
sides of the Taiwan Strait are willing to put aside 

their political concerns and have chosen to push for 
the charter flights for the Chinese New Year. Over the 
past year 

evidently tilting toward China. For Beijing 

dialogue across the Taiwan Strait is not viable for the 
time being as a result of the DPPYs advocacy for Taiwan 
independence. But to actively promote charter flights 
for the Chinese New Year - an attempt that may lead to 
realization of the three-links across the Taiwan Strait 

- can at least demonstrate the non-political 

rational aspects of Beijing\'s Taiwan policy and thereby 
win the United States\' recognition. For the DPP 
President Chen Shui-bian\'s remarks on [Taiwan\'s] new 
constitution and name change plan during the 2004 
parliamentary campaign have seriously upset the U.S. 
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authorities 

destroy the status quo of the Taiwan Strait. The DPP 
will lose U.S. support if it fails to alleviate cross- 
Strait tension in a short period of time. This is 
something that the DPP government is aware of and 
contemplating. .\" 


B) \"Relationship Between Taipei 
Nurturing\" 


The conservative 
\"China Post\" editorialized (1/10): 


Y. Official Taipei tends to believe its relations with 
Washington wont turn sour no matter what it does 
except declaring independence. ThatVs why [Taipei\'s 
representative in Washington David] Lee meant to say 
those ‘slips of the tongueY [i.e. recent remarks by 
Secretary of State Colin Powell and Deputy Secretary of 


SIPDIS 

State Richard Armitage on Taiwan] were no warnings of a 
change in relations between Taiwan and the United 
States. 


VPerhaps they are not warnings. The fact 

remains that Washington was irritated by what President 
Chen Shui-bian had said and done during the long 2004 
parliamentary campaign. This loose cannon must have 
frustrated the United States. His promise to give 
Taiwan a new Constitution 

to change unilaterally the status quo as Washington 
defines it. He wanted to call all missions abroad 
including that of LeeYs in Washington 

Wasnt it only natural for some American officials to 
vent their pent-up frustration when they had a chance? 


VPresident Chen has been baiting China successfully 
but he cannot afford to bait the United States." 
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urging" will motivate the GVN to sign before Vietnam 
clinches its WTO membership. End Summary. 


2. (SBU) Following up on our earlier delivery of the draft 
agreement to the MOJ (reftel) 
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Dr. Nguyen Cong Hong 

shepherding the Article 98 agreement through the GVN 
bureaucracy. Dr. Hong said that Minister of Justice Uong 
Chu Luu is Vpersonally interested" in the issue and has 
instructed Dr. Hong to arrange an interagency meeting for 
the second half of January to discuss the Agreement with 
relevant line ministries. V'There are no obstacles (to 
signing an agreement) anywhere within the government 
Hong said. 


3. (SBU) However 

able to sign an Article 98 agreement with the United States 
before it completes its bid to join the WTO because V Vietnam 
has to gather support from all WTO members for its accession 
bid 

just make some of the countries unhappy." No matter how 
much the United States might \"urge\" Vietnam 

agreement will have to wait for Vietnam\'s WTO entry 

Hong said 

priority.\" It is an issue of timing 

concluded. 


4. (SBU) Comment: This is the most explicit confirmation we 
have had from the GVN that external pressure is the cause of 
GVN foot-dragging on an Articl 98 agreement. Previous 
interlocutors at MFA (which had responsibility for the 

Article 98 agreemet deliberations before the handoff to MOJ 

in lat 2004) have suggested that the culprit is the EU 

the EU Delegation Ambassador admitted to Ambasador 
Burghardt in July 2004 that the EU had been lobbying Vietnam 
against concluding an agreement with the United States. 
While we doubt that te EU would actually veto VietnamYs WTO 
bid in retaliation for Vietnam signing an Article 98 

agreement with us 

take any chances. Perhaps the one benefit of the current 
state of play -- that the GVNVs concerns are about timing 

not substance -- is that getting to V'yesV on an Article 98 
agreement is now a policy decision we can raise at high 

levels without GVN interlocutors attributing the delay to 

GVN working-level technical issues. End Comment. 

MARINE 
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tried and convicted. The Nation: \"Malawians thought Bingu 
was а coward. He is not. V 
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4. (SBU) Muluzi denied any involvement in the alleged 
assassination plot 

\"discipline\" eight senior UDF officials loyal to Mutharika. 
Mutharika claimed he now would only reenter reconciliation 
talks with Muluzi if the UDF were to remove four of his 
closest political confidantes and UDF co-founders: John 
Chikakwiya (Mayor of Blantyre) 

mines) 

lines) and Friday Jumbe (ex-minister of finance). All four 
have been accused of corruption and three are currently under 
indictment 

from the party (Ref. C). Meanwhile 

Malawi Revenue Authority (MRA) officials began seizing UDF 
vehicles for non-payment of duty on December 7. While the 
UDF was granted a preliminary injunction over the weekend 
the MRA will likely move to lift the stay and continue the 
seizures in the coming week (Ref. A). (Note: Muluzi 
personally holds title to over one hundred bright-yellow UDF 
four-by-four and luxury vehicles he imported duty-free while 
president and never registered. They have been passed out as 
political perks to UDF/Muluzi loyalists 

been violently seized recently by the militant 

Young Democrats from politicians seen as too close to 
Mutharika. End Note.) 


5. (SBU) The events of the past week have clearly shown that 
President Mutharika is in charge 

are following his orders. While the political situation here 

is extremely fluid 

President Mutharika. Most here now consider the 
Muluzi/Mutharika rift in the UDF to be insurmountable. While 
many in the UDF are pro-Mutharika 

Muluzi will give up his position as party chairman 

voluntarily 

control of the UDF from him. Muluzi personally owns all UDF 
vehicles 

that provide it funding--including the KEZA building which һе 
built and leased to the Malawi Revenue Authority while still 
President. (Note: The MRA was ordered to vacate the KEZA 
building in November and its director was removed. End 
Note). The UDF still functions as a machine for the 
distribution of wealth and political influence--even if both 

have waned considerably since Mutharika\'s inauguration--and 
Muluzi still controls it. 


6.(SBU) While Mutharika has concentrated on sidelining 
Muluzi\'s inner circle through corruption prosecutions 


Column 3 

not investigated Muluzi himself. This may become an 
increasingly appealing option for Mutharika once he has 
abandoned any hope for reconciling the split in the UDF 
although it is not without risk: any arrest or indictment of 
Muluzi would significantly raise the ante for political 

violence by Young Democrats 

already begun beating and harassing pro-Mutharika 
politicians 

Mutharika may have deferred pursuing Muluzi on corruption 
charges because of the UDF complaints that his 
anti-corruption efforts constitute de facto political 
persecution. Short of indicting Muluzi 

be able to weaken Muluzi and the UDF by cutting off their 
various sources of funding. The seizing of Muluzi\'s UDF 
vehicles is an indication that the President has already 
begun that process: Muluzi will not likely be able pay the 
100 percent duty and registration fees to recover the 
vehicles 

the lease contract between MRA and Muluzi for the KEZA 
building terminated a major source of funding to the Party. 
Given that Muluzi is already liquidating assets to pay 
outstanding personal judgments 

be able to continue to fund the UDF without direct inflows 
from the government. Even with these measures it will not be 
easy for Mutharika to sideline Muluzi from the UDF and take 
over. The Party exists to promote the political and personal 
fortunes of Muluzi and his cohort 

an outside technocrat imposed by Muluzi on the party. 


7.(SBU) Mutharika could simply abandon the UDF. Under 
MalawiVs mixed presidential/parliamentary constitution 
Malawian presidents are directly elected 

should remain president regardless of party affiliation. The 
UDF would certainly contest Mutharika\'s ability to remain 
President if he leaves the Party 

is that the Party (read Muluzi) is superior to any president 
elected with its support. While this position would not 

prevail legally 

for public opinion that Mutharika will need to handle 

carefully. Under this scenario 

another party 

taking loyalists with him. All current UDF Ministers would 
likely go with the President--if only to hold on to their 
jobs--including some percentage of UDF MPs. It is impossible 
to say how many would depart UDF: much will depend on the 
perception of who is ascendant in the Muluzi-Mutharika 
struggle. Some UDF MPs clearly support Mutharika\'s 
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good-governance and economic growth platform 
watching the political winds. 


8.(SBU) In a ploy to prevent parliamentary defections 
Muluzi\'s UDF successfully amended the Malawi Constitution to 
include Section 65 

their seats for switching parties. This rule has been 
finessed to permit MPs to switch from a declared party 
affiliation to independent status 

run as independents and later declare a party affiliation). 
This would create for more high political drama 

not necessarily prevent Mutharika from cobbling together a 
coalition of ex-UDF independents and existing parties 
sufficient to be able to govern effectively. MalawiVs system 
of government is heavily weighted towards the executive 
Mutharika can rule without legislative approval for many of 
his initiatives if necessary 

legislative support in order to effectively govern. 


9.(SBU) Once the split with Mutharika is permanent 

believe it is 

UDF members such as Lemani 

otherwise provide evidence in MCP Presidential candidate John 
Tembo\'s legal case to nullify last yearVs election results 
(Ref. D). They have already made claims in the media that 
they were personally involved in widespread election fraud to 
ensure a Mutharika victory. Tembo was Banda\'s heir in the 
MCP 

back to the 1994 elections. Still 

lawsuit for the purposes of removing Mutharika and staging 
new elections 

would be a risk of prosecution for Lemani and others who 
incriminate themselves 

risk: in a new election 

candidate and return to the presidency. Muluzi still enjoys 

a broad base of support among rural Malawians 

the south 

profligate government spending with some nostalgia. Legally 
the Constitution only bars presidents from seeking more than 
two consecutive terms 

effectively permit a third Muluzi term 

certainly be contested. MutharikaVs best defense will be the 
same of any sitting Malawian President confronted by an 
election-fraud case: use dilatory tactics 

any other means possible to prevent the case from coming to 
trial for as long as possible. 
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10. (SBU) Comment: Muluzi may have chosen unwisely in 
selecting Mutharika as his successor. Mutharika 

technocrat and former IMF official 

the work of returning fiscal discipline to government 
combating corruption and promoting economic growth in Malawi. 
Mutharika\'s anticorruption efforts have targeted the most 
powerful figures in his own party 

also widely recognized to have been the most corrupt members 
of the last government. The effort is laudable 

Muluzi machine will not go without a fight in the courts 

media 

Democrats to active thuggery--in the streets. MalawiVs 
neopaternalistic political structure favors the executive 

and it is difficult for either the legislative or judicial 

branches to pose an effective counterweight to executive 
power 

permit a third term was defeated. Barring the unlikely 

event of a coup or a successful assassination attempt 
balance of power clearly rests with Mutharika 

that will only become more pronounced with time. Most here 
now believe the President\'s account that Muluzi plotted to 
have him assassinated last week. Mutharika successfully 
outmanouvered him 

the disbanded National Intelligence Bureau 

signal the beginning of the end of Muluzi\'s political 

influence. The irony is that Mutharika may have to resort to 
less than democratic means to consolidate his power 

to the presidency and advance his agenda in the face of 
continued opposition from the still-powerful UDF machine that 
sponsored him 

End Comment. 
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ended in about 1990. The excess capacity allowed Eskom to 
become the lowest cost producer of electricity in the world. 
Eskom\'s tracking of electricity consumption identified а 
significant increase in demand (from about 2000) 
forecast that new peaking capacity would be required by 2007 
and new base load capacity by 2011. In October 2003 
NIRP-team updated the 20-year energy supply plan based on the 
new demand projections 
some $17 billion to 2010. The main purpose of the plan was 
to identify the most cost-effective and environmentally 
friendly combination of options and technologies available to 
ensure South Africa of a timely 
of electricity in the future. Schedules and technologies 
will inevitably change over time as new developments occur. 
End summary. 


Current Capacity and Technology Mix 
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4. (U) South AfricaWs total licensed generation capacity is 
about 44 

utility) owns 42 

capacity in 1990 and their total net operating capacity (NOC) 
at December 31 

generate 86% of the electricity 

496 

from the Cahora Bassa hydro station in Mozambique. 


5. (U) Eskom currently operates 10 large coal-fired power 
stations 

located 30 kilometers north of Cape Town) 

stations 

role in meeting peak demand. Municipalities own 22 small 
power stations and back-up gas turbines 

5% of national generation capacity and generally run at low 
load factors. Municipalities also own the transmission lines 
and the transformers located within their boundaries. 
Private generators comprise the remaining 296 of capacity. In 
2003 

Estimated demand growth is at least 1 

the current growth rate stands at around 4.6%. 


6. (U) According to Mike Cary 

Engineering an Eskom group engineering company 
complicating factor to the capacity problem is that the power 
stations are ageing. The ages of the newest stations vary 
between 10 and 24 years 

can be as old as 30 years. Although Eskom has a 
comprehensive maintenance program 

prone to failure. Part of the risk-management strategy is to 
carry spares 

Over the past 12 months 

high failure rate (14 major supply disruptions in the 
Johannesburg area alone) and some of the plant transformers 
have failed to such an extent that some critical spares are 
no longer available. 


7. (U) Government decided in 1998 to restructure Eskom and to 
establish a multi-market model (MMM) for electricity trade in 
South Africa. During the four-year model planning process 
Eskom submitted its investment program for new electricity 
capacity (as its contribution to the NIRP) on an annual 

basis. The estimated cost of the expansion program was about 
$32 billion (over 20 years) 
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Africa had enough electricity to power its growing economy. 


8. (U) However 

looker\" as government decided that Eskom would not be allowed 
to build any new generation capacity as the government wanted 
to have the MMM in place before the excess capacity ran out. 
Eskom 

obligated to ensure sufficient supply to the country. Part 

of the plan to restructure Eskom was to sell 3096 of their 
generation capacity 

foreign power utilities. Due to a policy shift 

remained in limbo. Eskom and Government now face crucial 
decisions about new power plants 

financial 

selecting the type and mix of energy projects it should 

develop. 


9. (U) Following the April 2004 elections 

Enterprise Minister Alec Erwin (EskomVs shareholder 
department) rescinded the \"restructuring\" of Eskom. This was 
part of a general policy shift aimed at strengthening State 
Owned Enterprises to ensure that the social objectives of 
government would be met first. Erwin fast-tracked the go- 
ahead for new investment in electricity supply 

in the NIRP. On October 20 

billion in capital expenditure for Eskom to return to service 
the mothballed stations 

upgrade existing stations 

distribution networks. Government expects Eskom to source 
much of this capital from the markets. Erwin also \"offered\" 
independent power producers (IPP\'s) 

utilities 

capacity. In this way 

competition for Eskom and to attract foreign direct 
investment into the infrastructure sector of the country 
without damaging Eskom\'s ability to lead the expansion drive. 
Steve Lennon 

Strategy 

to avoid early supply disruptions in 2006 and 2010. 


Short-Term Expansions to 2010 


10. (U) The latest update of the NIRPYs power expansion 
strategy (October 2003) deals with expansions envisaged up to 
2022. The first phase deals with immediate electricity needs 
over the next five years. This requires Eskom and IPPYs to 
add at least 1 

2010 

investment package portions the $13.5 billion as $9.7 billion 
for generation 
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billion for transmission. The plan is for Eskom to return to 
service three coal-fired stations between 2005 and 2011 -- 
total base-load capacity of 3 
to build a new 1 
by 2007 (location not specified) 
plans to request the private sector to tender for a 1 
OCGT plant (location not specified) 
distillate 


Longer-Term Expansions - 2011-2022 


11. (U) By 2010 Eskom will have to start commissioning power 
plants that will add to the base load for which planning will 
start in 2005. According to Lennon 

the forecast of an increase in demand of 1.5%-4% per year 
over the next 20 years. However 

for an uptake of 5% should demand exceed estimates. The long- 
term base load capacity would include a combination of new 
power plants and imports of electricity from a number of 
African projects. Capacity increases include: 

-- a $0.7 billion 

Braamhoek in KwaZulu/Natal Province 

-- a $0.8 billion 

Steelpoort in Mpumalanga province 

-- a third 1 

the Free State province 

-- a $1.4 billion 

facility 

under construction) in the Eastern Cape Province 

-- three generation units (total rated capacity of nearly 

2 

power station in Limpopo Province 

--a 4 

estimated cost of almost $6.4 billion 

either Limpopo or Mpumalanga provinces 

Botswana or Mozambique. 

Summary of Capacity Expansions to 2022 


12. (U) Some electricity expansion options considered by the 
NIRP team extend beyond the 2022 time-period 

for information completeness. Obviously 

and time schedules will change over time as energy demand 
innovations and other developments occur. 


Generation Stations Implementation New (MW) 

and Technologies Schedule Capacity 

3 De-mothballed coal-fired 2005-2011 3 
(possibly fast-tracked to 2009) 
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10 Single/Open Cycle Gas (SCGT) 2006-2010 2 


1 SCGT 2022 240 

3 Dry-cooled coal-fired 2016-2022 9 

2 Pumped-storage 2012-2014 2 

1 Pumped-storage 2019 1 

5 Fluid Bed Combustion 2012-2014 2 
1 IPP Open Cycle Gas (OCGT) 2008 1 
Total new capacity 22 


Other possible options for the future (probably beyond 2022) 
include: 

3 Combined Cycle natural gas 3 

1 Nuclear Pebble Bed cluster of 8 reactor units 1 

1 Coal-fired 3 

1 Pumped-storage 1 

Total possible new capacity 9 


PBMR 


13. (U) According to Lennon 

critically important in deciding the combination of new power 
plants to be developed. This could benefit non-coal 

projects 

of carbon dioxide and other pollutants. Environmental 
considerations could also provide a boost to development of 
South Africa\'s fourth-generation nuclear-based pebble bed 
modular reactor (PBMR) 

launch by 2013 

plans 

PBMR reactor unit is 165 MW 

1 

construction of a PBMR demonstration unit in the second 
quarter of 2007 

supply Eskom with 24 units (three clusters) between 2013 and 
2023. Lennon said that negotiations have started in the 
process to develop a PBMR supply agreement between PBMR Ltd 
and Eskom. 


Imports 


14. (U) The African electricity import projects on the Eskom 
drawing board include Cahora Bassa in Mozambique 
proposed Inga3 hydro-electric project in the DRC 

surplus power from the Southern African Power Pool 
available. Lennon said that part of Eskom\'s strategy could 
be to put equity into Cahora Bassa 

financial details of such a deal. In addition 

2004 

African utilities that bought equal equity stakes in Westcor 
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the company earmarked to build the $5 billion power station 
at Inga3 
supply lines. The project has the potential to supply 3 
MW of electricity by 2011 
be an unrealistic target 
investment) uncertainties in the DRC. 


Status of the Expansion Plan 


15. (U) The first phase of the expansion 

new capacity over the next five years 

way. Eskom has commissioned the return to service of 
three mothballed power stations at a total cost of $1.9 
billion. These three facilities 

should supply 3 

three 

DME has also authorized Eskom to build a new 1 
open cycle gas turbine (OCGT) plant by 2007 (location 
not specified) 

(Braamhoek) by 2013 

investment. In December 

\"Expression of Interest" document for a 1 

facility (location not specified) 

diesel distillate 

tender document should be available by August 2005 
Eskom 

for the project. The final leg of Eskom\'s short-term 
revamp will be to upgrade a number of its older base- 
load stations 

2 

efficiency-improvement strategies 

plans to take 4 


Financing the Expansions 


16. (U) Eskom spokesman 

would finance the $13.5 billion expansion for the first three 
years through a combination of cash flows and loan financing. 
After that 

offshore capital markets. Eskom 

gearing 

debt level. A crucial part of the financing would be the 
electricity price 

has recently granted Eskom below-inflation tariff increases 
but Minister Erwin has backed Eskom\'s call for more realistic 
prices to enable the huge capital expenditure requirement. 


17. (U) In summary 
latest NIRP study by energy experts 
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-- Options for diversifying away from coal-fired plants are 
insufficient to meet forecast electricity demand over the 
next 20-years 
-- Economic justification for diversification plants would 
prove difficult in the absence of persuasive measures such as 
penalties and subsidies for non-use or use 
-- Clean coal technologies and demand side efficiency 
strategies are required to meet environmental standards 
-- Base load plants would be required for commercial 
operation after 2010 
-- At assumed future costs 
mothballed plants to service 
technology offers the most economical option 
coal-fired plants 
Cape) 
-- NIRP plans indicate that 920 MW OCGT peak load plants must 
begin commissioning from 2008 
-- NIRP plans assume the attainment and sustainability of 
demand side management targets 
imports 
-- short-term peak-load requirements can be facilitated using 
single cycle gas turbines fueled by locally-produced 
synthetic gas. 


18. (U) Projected Electricity Supply/Demand (MW) 


2004 2008 2012 2016 2022 
Generating 
Capacity 38 
Peak Demand 34 
Reserve 
Margin (96) 11.6 9.0 96 11.0 10.9 
New capacity - 3 
Current Supply (MW) 


Eskom: 

Coal-fired 32 
Nuclear 1 

Pump Storage 1 
Hydro 570 
Gas Turbines 340 
Total 36 


Non-Eskom: 

Coal-fired 1 

Pump Storage 180 
Hydro 70 
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Gas Turbines 90 
Total (MW) 1 


Imports: 
Cahora Bassa (hydro) 780 
Total 38 


South Africa's Energy Mix 
Product Electricity Energy End Use % 
Generation % Supply % 


Coal 86 69% 30 
Crude - 18% - 
Biomas - 9 8 
Nat gas 1 3% - 
Hydro 2 Ё 
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editorial on January 6 entitled "Media Compassion And The Tsunami 
Crisis\": 


\"We should note the outstanding coverage that the Western media 
gave to the tsunami crisis. It was more than just a headline. 

They offered 24-hour coverage of the aftermath of the tsunami. 

For days 

information about how we could provide assistance. Coverage 
included the addresses and contact information for humanitarian 
organizations involved in helping victims of the tragedy.... On 

the other hand 

the Arab media. The Arab press sent very few correspondents to 
cover the crisis as if it had happened on another planet. How 

can the Arab media expect to compete internationally with CNN and 
other networks if it focuses on local news 

like the tsunami happens it does not know how to report it?\" 


2. On January 8 
an editorial under the title \"A Test that is Set to Succeed\": 


\"Palestinians are going through a unique moment in their 
history.... Through their vote 

that despite obstacles imposed by Israel 

leaders in free 

put to rest Israel\'s claim that it does not have a true partner 
for peace. V 


Column 3 
3. The daily newspaper \"Oman\" published on January 8 an editorial 
entitled VA Strong Commitment to Ігад\": 


“The summit of countries neighboring Iraq that was held recently 
in Jordan was--without exaggeration--a truly significant event 
because all of IraqVs neighbors participated in it and because 
each of the nations expressed its strong commitment to rebuilding 
the country. If the countries keep their word 

above their differences to help establish a stable Iraq. To do 

this 

affairs.... The summit was also important because all 
participants called upon Iraqis to take part in the upcoming 
election 

postponing them." 

BALTIMORE 
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corruption-ridden PA 

residents of East Jerusalem stayed away from city 
polling stations. The media reported that Abbas 
declared victory in Ramallah 

victory to the soul of the brother martyr Yasser Arafat 
and to all Palestinians.\" Abbas was further quoted as 
saying that the PAVs task will be to establish a state 
with Jerusalem as its capital 

would follow the V'small jihad 

sparking media speculation regarding the course the new 
Palestinian leadership would take. The media say that 
PM Sharon will invite Abbas for talks -- according to 
Yediot 

media 

saying Sunday that Israel will ask Abbas to immediately 
renew security coordination and deploy PA security 
personnel at Gaza locations used to fire mortar shells 
and Qassam rockets. Jerusalem Post quoted those 
Sources as saying that if these steps are taken 

will respond in kind with steps of its own. HaVaretz 
notes that the IDF reported few Palestinian complaints 
about voting hitches on Sunday. On Sunday 

quoted sources in Ramallah as saying that Israel has 
eased Marwan Barghouti\'s conditions of detention so 
that he can help Abbas. Jerusalem Post cited Minister 
of Jerusalem and Diaspora Affairs Natan Sharansky as 
saying that the PA election was not V'truly free." 


Israel Radio reported that President Bush welcomed 
Abbas\'s election and pledged to help the Palestinian 
people 

humanitarian and economic situation" in the Palestinian 
areas 

the Palestinians. Based on Reuters 
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Secretary of State Colin Powell's promise of increased 


SIPDIS 

aid to the Palestinians. The media printed pictures of 
former U.S. president Jimmy Carter and Sen. John Kerry 
during Election Day. 


All media reported that an IDF officer was killed at 

the Sheba farms on Sunday when the jeep he was riding 
in hit an explosive charge laid by Hizbullah. 

Hizbullah later fired at IDF outposts in the area 

which the army responded with artillery fire and aerial 
strikes. A French UNTSO officer was killed in the 
crossfire. Israel Radio reported that Israel accuses 
Syria of trying to undermine AbbasVs leadership by way 
of Hizbullah. On Sunday 

soldier was killed 

were wounded in an ambush Friday south of Nablus. 
Leading media reported that an alert for a terrorist on 
the prowl paralyzed Israel\'s central region last night. 


Leading media reported that the Yahad party pledged to 
abstain at today\'s Knesset vote endorsing the new 
government if the Likud \"rebels\" vote against it. On 
Friday 

longstanding close association with Labor Party MK 
Ophir Pines-Paz 

the new government. 


Leading media reported that O/C Central Command Moshe 
Kaplinski will dismiss six reserve officers who 

declined to disavow a letter they signed 

stated they would refuse orders to evacuate 
settlements. The army is considering taking 

disciplinary action against the 28 other signatories. 

The decision came after a day of talks between the 
sides Sunday 

HaVaretz reported that Sunday in Tel Aviv 

emergency conference of Vrabbis against the transfer of 
Jews 

ultra-Orthodox communities joined calls to refuse to 
serve and V'severe halakhic [Jewish law-based] 
prohibitions\" against giving up territory. The group 

took United Torah Judaism (UTJ) to task for the first 
time for joining the government coalition 

was careful not to mention the name of Rabbi Yosef 
Shalom Elyashiv 

the move. 


On Sunday 
establishments decision to dig a ditch along the 
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Philadelphi route in a few weeks. The purpose of the 
ditch is to prevent the digging of tunnels under the 
route. 


Israel Radio reported that in a ceremony held at the 
Adath Israel Synagogue in New York on Sunday 
representatives of the countries hardest-hit by the 
tsunami disaster thanked Israel and the American Jewish 


SIPDIS 

community for their aid. On Sunday 

that 200 Jewish and Muslim leaders from all over the 
world united against religious extremism at the WRabbis 
and Imams For PeaceW conference 

Brussels last week under the sponsorship of the 
organization Hommes de Parole (\"Men of Their Word\"). 


Maariv (Amir Rappaport) reported that China is 
threatening to withdraw important Beijing Olympics- 
related contracts from Israel 

the Harpy drones that were sent here for repair. The 
newspaper 

up to USD 1 billion 

pressuring Israel not to return the UAVs to China. 


Citing Reuters 

World Jewish Congress announced it was about to call on 
NATO to grant Israel associate membership in the 
alliance to bolster Israels security and to smooth 
relations between Europe and the Middle East. 


HaVaretz and Yediot cited Interior Ministry statistics 

as saying that the number of people living in 
settlements in the West Bank and Gaza Strip increased 
by 6 percent last year 

people joined the Gaza Strips Katif Bloc in 2004. 


Yediot reported that FM Silvan Shalom is considering 
naming as his spokesman Yehoshua Mor-Yosef 
political secretary and spokesman of the Yesha Council 
of Jewish Settlements in the Territories. 


All media (lead stories in Yediot and Maariv) reported 
that on Sunday 

Citigroup 

Binyamin Netanyahu\'s offer to serve as the next 
governor of the Bank of Israel. To take up the 

position 

relinquish his American citizenship. Yediot bannered 

the concern expressed by leaders of IsraelVs economy 
over the appointment: "Why Was an American Governor 
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Preferred?" 


Havaretz cited a survey conducted by the Jewish 
National Fund (JNF) 

percent of Israel's Jews object to allocating JNF-owned 
lands to Arabs. 


Senior op-ed writer Akiva Eldar opined in independent 
left-leaning HaVaretz: V'If Abu Mazen succeeds where his 
predecessor Yasser Arafat failed and lowers the heat 
Israel will have to divest itself of the respectable 

title Vthe only democracy in the Middle East." Then 

the occupation will be exposed in its full nakedness. V" 


Liberal op-ed writer Ofer Shelach editorialized in mass- 
circulation 

the democratically elected president who enjoys 
international legitimacy 

dismissed with the wave of an Israeli hand. V 

Regional correspondent Ronni Shaked wrote in Yediot 
Aharonot: \"It became apparent that when the 
Palestinians put the Kalashnikov aside 

capable of demonstrating different behavior... 
Sunday's elections are definitely a step in the right 
direction." 


Security and intelligence affairs commentator Amit 
Cohen wrote in popular 

the difficulties that lie ahead 

these elections as a positive 


Conservative 
\"It would not be not be surprising if Abbas attempted 
to continue the path of his on-and-off mentor 


Nationalist 

comes across as a moderate.... But his worldview is no 
different from ArafatVs: namely 

to promote the destruction of the State of Israel." 


Correspondent Gregory Ger (Kulchinsky) wrote in 
conservative Russian-language Vesty: \"Abu Mazen is most 
likely to be elected. However 

statements in the past several days 
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the region will not change essentially." 


Yasser Abed Rabbo 

Geneva Accord 

see on the horizon the permanent solution 

based on the principle of two states for two peoples 
based on the 1967 borders. It is precisely at this 
point that the importance of the Geneva initiative is 
growing.\" 


Block Quotes: 


|. \"Israel\'s Excuses Are Running Out" 


Senior op-ed writer Akiva Eldar opined in independent 
left-leaning HaVaretz (January 10): \"If Abu Mazen 
succeeds where his predecessor Yasser Arafat failed and 
lowers the heat 

the respectable title \'the only democracy in the Middle 
East.\' Then the occupation will be exposed in its full 
nakedness.... The control by Abu Mazen\'s government of 
the street in Gaza and a switch to nonviolent struggle 
against the occupation in the West Bank will leave 

Israel stripped of excuses to hold onto the Jewish 
settlements in the territories 

expansion. The separation fence 

initiative on IsraelVs part -- like the disengagement 

plan -- could bring it even closer to the June 4 

borders. \" 

Il. WA New Beginning" 


Liberal op-ed writer Ofer Shelach editorialized in mass- 
circulation 

VAs of this morning Mahmoud Abbas is the president of 
Palestine. His subjects 

poverty 

great reason for celebration and did not go out 

masse 

democratically elected president who enjoys 
international legitimacy 

dismissed with the wave of an Israeli hand. As of this 
morning it will be more difficult for Abu Mazen and 
Israel to play the game of Vthem first 

So busy with these past few months. There will be no 
justification for either side continuing to duck its 
responsibilities 

on whom to pin the blame for failure. As of this 
morning 

loss 
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III. \"On the Way to Change" 


Regional correspondent Ronni Shaked wrote in Yediot 
Aharonot (January 10): V'It became apparent that when 
the Palestinians put the Kalashnikov aside 

also capable of demonstrating different behavior. The 
problem is that many of them are not yet ready to hold 
negotiations that are not under the shadow of terror. 
What is more severe is that many terrorist groups 

only Hamas and Islamic Jihad 

the authority of the leadership 

people\'s democratic choice. Therefore 

whether the democratic display we witnessed on Sunday 
will continue. The Palestinians of Rafah 

refugee camp or Hebron have not yet internalized 
democratic values 

Ramallah and the intellectuals of Bir Zeit.... 
Nevertheless 

in the right direction... As of today 

no longer on the campaign trail 

people unsubstantiated slogans and declarations. Abu 
Mazen will have to form a strong new government 
appoint an interior minister with powers and remove the 
Tunis people from his way 

Arafatist views. Abu Mazen says that he is aware of 
the problems and difficulties 

challenges 

back on him as it did when he served as prime minister. 
It takes two for this tango. In order to meet his 

goals 

Israel will be willing to give him the necessary time 

to get organized and prove that he is indeed making 
efforts to bring about calm. V 


ІМ. VArab Countries Could Learn From Them" 


Security and intelligence affairs commentator Amit 
Cohen wrote in popular 

V'The Palestinian public 

for president 

change 

debris of the past. Even if the atmosphere at the 
elections was not inspired 

the democracy was genuine. In that sense the 
Palestinians are the first of the Arab nations to 
succeed in holding an organized and orderly election 
campaign. But in spite of the success of the election 
campaign 

call themselves a democracy. In Israel the talk is 
mostly about reform of the Palestinian security 
agencies 
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of a massive overhaul of all its institutions 

including those not directly related to the Israeli- 
Palestinian conflict. So before the new VRaisY -- Abu 
Mazen -- tries to improve his relations with Israel 

has to set his own house in order.... In spite of the 
difficulties that lie ahead 

elections as a positive 

because Abu Mazen 

Washington and Jerusalem was elected 

the Palestinian people showed Sunday that it wants a 
democratic regime subject to public scrutiny and 
responsive to public opinion. Even though this process 
is not complete 

on its мау," 


V. VHow to Help Abbas" 


Conservative 

(January 10): V'Israel and the region 

the Palestinians themselves 

the success of their democracy.... Experience 
indicates that it is not the margin of victory that 

will be determinative 

international community and its willingness to enforce 
them. Abbas 

positions.... In this context 

surprising if Abbas attempted to continue the path of 
his on-and-off mentor 

claim to be against violence 

stop it and always claim that he was too weak to take 
steps against terrorism without further Western 
support. Rare is the leader who will take painful 
steps when he can avoid them. The path of least 
resistance is to make a show of effort 

and sit back and wait for the flurry of calls to 
Vsupport Abu Mazenv to bear fruit. This time 
international community really cares about ending 
terror and the success of the Palestinian democratic 
project 

for the new-old Palestinian leader must be tightly 
linked both to ending terrorism and violence and to 
democratic reforms. Our own government 

without saying 

Though we can always hope it will be otherwise 
would hardly be a surprise if one of those opposing the 
tight linkage of aid to performance is our own incoming 
vice prime minister 


VI. V'Now the Gestures\" 


Nationalist 
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10): V The guileful Abu Mazen has already drawn up a 
list of demands from the Israeli government the goal of 
which 

the Palestinian street. All of his demands will 

receive the support of the Europeans 

Britain 

attentive ear in the U.S. State Department and the 
White House. Abu Mazen comes across as a moderate and 
his statements against violent terrorism and the 
Intifada have served him well in the West. But his 
worldview is no different from Arafat\'s: namely 

should be taken to promote the destruction of the State 
of Israel. Abu Mazen wants to make as substantial 
territorial gains as possible by means of soft 
statements in support of dialogue and against violence 
and when he obtains most of his demands with the help 
of the superpowers pressure 

of weapons and warfare.... Abu Mazen is taking a new 
approach 

for Abu MazenWs guile. Under the cover of the relative 
quiet and the smiles 

unparalleled ability to jeopardize Israel will be 

built. One of the chief proponents of this approach is 
Egypt. The President of Egypt 

smuggling operations by the terror organizations from 
his country 

whom he can steal horses. Ariel Sharon 

and military genius 

we can only hope that we do not discover the heavy 
price that we are going to have to pay too late. V 


VII. WPalestinians to Elect Their VRais V" 


Correspondent Gregory Ger (Kulchinsky) wrote in 
conservative Russian-language Vesty (January 9): “Тһе 
Palestinians are electing a new VRaisV... Abu Mazen is 
most likely to be elected. However 

statements in the past several days 

the region will not change essentially. ... Abu Mazen 

is not planning to change his predecessor\'s human 
resources politics seriously. The discontinuation of 

the Vpolitics of terror\' also raises serious doubts 

among the experts. Sources in the Prime Minister's 
Office assume that SharonVs meeting with Abu Mazen 
(should Abu Mazen be elected) would take place a couple 
of days after the elections. ... First of all Prime 

Minister Sharon would demand that PA Chairman [act] to 
stop mortar and rocket fire [on Israeli towns]\". 

VIII. \"Israel\'s Choice!" 


Yasser Abed Rabbo 
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Geneva Accord 

V'The incipient new political reality in Israel and the 
Palestinian Authority have led the two parties to the 
threshold of a great opportunity. They have both grown 
weary of the ongoing conflict 

bring about its end. People in the Palestinian 
leadership can already begin to feel the change. We 
began to promote reforms 

opposition to violence and many democratic countries 
are envious of our election process. However 
complete the initiatives we have begun 

genuine Israeli partner and a stable and credible 
political process.... An Israeli withdrawal from the 
Gaza Strip is certainly a positive step 

Palestinians still do no know what will happen after 
disengagement. Does VGaza first also mean \'Gaza 
last 

said? Will the northern part of the West Bank turn 
into an isolated territory? It is important to 
underscore that the Israeli government will have no 
Palestinian partner for forcing a solution that does 
not take into account the vital needs and interests of 
the Palestinian people. By the same token it is clear 
that for a solution to be viable it has to be accepted 
by the Israeli public. For us to become Israel\'s 
partners in the disengagement plan as well 

envision an end to construction in the settlements and 
an end to the construction of the separation wall in 
the West Bank. More importantly 

horizon the permanent solution 

principle of two states for two peoples based on the 
1967 borders. It is precisely at this point that the 
importance of the Geneva initiative is growing. V" 
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disappear with little notice taken by the public or 

government. The aggressive measures taken in this case likely 
result from a combination of the heightened security 
atmosphere and the vast number of Al Arabiya viewers 
throughout the Arab world likely to have seen a report 
questioning KuwaitVs security position. End comment. 
LEBARON 
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ILLUSIONS\" 


1. (U) Summary: On January 9 the Emirates Center for 
Strategic Studies and Research in Abu Dhabi opened its three 
day 2005 conference entitled \"Arab Media in the Information 
Age.\" Sheikh Mohammed bin Rashid Al Maktoum (MBR) 
Prince of Dubai 

speaker 

driving force for media reform in the Arab world. He said 
that reform must take priority and come from within the Arab 
world 

Sheikh Abdullah bin Zayed Al Nahyan 

Information and Culture 

the laws that confine the Arab media and criticizing Arab 
society for its intolerance. The director-general of Al- 
Jazeera described the channel\'s new internal code of 
conduct. End Summary 


MBR - MEDIA SHOULD PROMOTE THE GULF MESSAGE: ENLIGHTENMENT 
DEVELOPMENT 


2. (U) In his opening address 

described the media as an integrated part of society 
society.is a ship 

calm or rough seas.\" He criticized totalitarian governments 
that misuse the media for self-serving purposes. MBR 
indicated that technology had increased people\'s access to 
information and created an environment in which it would 
\"no longer be possible to sell illusions 

with manufactured excuses or to re-label defeats and 
victories.\" To this end 

challenge for the Arab media as establishing credibility and 
authenticity among the people it serves. 


3. (U) In describing the challenge of change the Arab world 
currently faces 

between traditionalists and reformers about \"basic concepts 
such as development 

right to express one\'s interests." The Arab world 

on to say 

between legitimate internal demands for reform and demands 
for reform from the outside world. Arabs are challenged by 
the need for reform and the effect it will inevitably have 

on their national identity. The dialogue needed to 

reconcile these conflicts should have emanated from the 
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media 

courage to face change. Arab leaders must actively address 
this issue by supporting intellectual freedom 

intellectuals and accept other opinions. 


4. (U) MBR lauded the achievements of the Gulf media in 
securing a more effective presence by reaching out to 
intellectuals 

throughout the Arab World. As leaders in the Arab media 
establishment 

responsibility to correct distortions and misperceptions of 
Arabs and Muslims in the wider world by engaging in dialogue 
with intellectuals 

centers and NGOs. They also should play an active role in 
promoting a Gulf message 

enlightenment 

seeks dialogue and promotes modernization in economic 
political and administrative realms. He called on the Arab 
media to take these challenges upon themselves 

foreign media organizations will always approach the Gulf 
and the Arab world with their own biases and agenda. He 
concluded by sharing an optimistic view of the future 
stating that increased transparency 

freedom of expression 

to greater demand for an objective and free media. 


5. (U) Sheikh Abdullah bin Zayed (ABZ) 

late President Sheikh Zayed and Minister of Information and 
Culture 

within which the Arab media operates. V'.What is required is 
legislation that guarantees free access to information 
stated. The first step in comprehensive media reform is the 
\"emancipation\" of the media from laws confining it. The 
media should be able to criticize the government and 
question its policies. 


6. (U) He indicated a failure of Arab media professionals to 
honestly report on Arab atrocities 

emphasized this failure by highlighting the independent 
proactive action taken by Western media organizations to 
report accurately and honestly on the Abu Gharib abuse 
scandal. ABZ called on the media to establish partnerships 
with the private sector to broadcast programs about the Arab 
world and Islam 

styles it understands." The media must transmit accurate 
and balanced perspectives to help enlighten and educate 
global opinion about Islam and Arabs. ABZ proposed the 
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formation of a center to monitor global media about Islam 
and Arabs to ensure accurate and balanced reporting 
correct false information and distorted analyses. 


8. (U) It is impossible for Arab media to paint a \"beautiful 
picture" of the Arab world when it is such an \"ugly 
situation 

overall reform of Arab institutions and policies. He stated 
that in all areas of Arab society there is an intolerance 

that rejects outsiders 

Vatheists with whom there should be no exchange of views 
making it is impossible to positively engage Non-Arab 
Muslim audiences about ideals 

Arabs and Muslims hold sacred. He concluded by challenging 
the media to be the means for reform and change 
suppressing it by distorting the truth. 


9. (U) Waddah Khanfar 

called on fellow media professionals to avoid compromising 
their journalistic integrity by allowing outside forces to 
influence their reporting. He described Al-Jazeera\'s new 
internal code of conduct and asserted that the code enhanced 
Al-Jazeera\'s credibility. He emphasized that rules and 
regulations on journalistic ethics should emanate 

internally 
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Security\" program in May. Post 

e-mail exchanges with NWC student Jim Swan 

developing a suitable itinerary for the group in anticipation 

of its visit here. We would propose scheduling meetings with 
experts on counterterrorism 

trade 

Dhabi-based Emirates Center for Strategic Studies and 
Research 

course program briefings by the Chief of Mission and members 
of the country team. 


2. Embassy Point of Contact is Political Chief Joel Maybury 
(Office - 971-2-414-2490; fax - 971-2-414-2639; mobile - 
971-50-443-2594; unclass e-mail - MayburyJF@state.gov). 
Consulate General Dubai Point of Contact is Public Affairs 
Officer Peter Neisuler (Office - 971- 4-311-6132; fax - 
971-4-311-6165; mobile - 971-50-650-9974; unclass e-mail - 
NeisulerPG@state.gov). 
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There is a Bank Arbitration Center in Sanaa 
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supposed to conduct extra-judicial mediation 

al-Absi of IBY said that since borrowers know they can get 

off the hook in court 

result 

personally. Alawi contended that Yemen needs an entirely new 
generation of judges that are both honest and schooled in 
modern commercial law. The Ministry of Finance also 
acknowledged this problem to FSVC and suggested special 
banking courts with non-Yemeni judges. 


6. (U) Since property titles are often duplicated or 

disputed; there is no reliable form of collateral in Yemen. 
Such property disputes are often resolved by force. The ROYG 
has not passed a specific law on property and 

Alawi 

against Islam to use land as collateral. Property holdings 
are not recognized by the CBY when it calculates a bankVs 
capital ratio (the hard assets a bank has against its 

liabilities) and the CBY decides how much risk a bank may 
take on. Since the ROYG does not recognize the legal value 
of property 


7. (C) Banks have few tools to determine the credibility of 

its customers. Most businesses in Yemen practice poor 
accounting. Officials at all the banks agreed that local 

CPAs and tax auditors are widely considered untrustworthy and 
corrupt 

bribes. There is also no functioning credit bureau. The CBY 
keeps a blacklist on borrowers who have defaulted 
commercial banks are required to provide this information to 
the CBY 

includes bad loans of over 5 million riyals 

information on small borrowers. According to Alawi 

figures sometimes physically threaten officials of the CBY 
and private banks in order to keep their names off the list. 
Hamdani confirmed this 

bureau is similarly impossible because of the potential for 
tribal violence in response to bad ratings. Without a 
centralized credit bureau 

records 


8. (U) Alawi said in many cases banks are their own worst 
enemies 

friendships 

The Banking Law forbids insider lending 

enforced in the case of character loans. 
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9. (U) Ahmed Ghaleb at the MOF boasted that because of the 
Ministry 

However 

banks are required to be 30 percent liquid 

between 60-70 percent because they cannot find reliable 
places to lend the money they have. This means that Yemeni 
banks are sitting on cash that could be used to stimulate the 
dormant economy through lending. 


10. (U) Officials at the MOF and the CBY say that commercial 
banks are hurting development with their unwillingness to 
take any risk through lending. There are few viable 
businesses 

rarely have collateral or feasibility studies for their 
investments. Most are one-man-shows that depend on personal 
relationships to obtain loans or credit. Alawi said that the 
ROYG could improve this by establishing real property 
registries and passing a leasing financing law. That law is 
currently being drafted at the CBY 

pessimistic about its implementation. 


11. (C) Development is also hampered by a lack of trust 
between individual banks 

financial status and therefore will not lend to each other 
(reftel). Alawi believes this distrust could be eliminated 

if the CBY had a competent oversight capacity and its 
auditors were not subject to corruption. (Note: The CBY 
inspects the banks annually 

predictable and little information is released to the public. 
End Note.) 


12. (U) Banks have difficulty undertaking joint financing of 
large development projects 

funded from abroad. This problem is evident in Aden 

Yemeni banks are unable to finance private development 
projects for the Aden Port and the Aden Free Zone 

critical to YemenYs economic future. Representatives of Aden 
banks formed a committee to tackle this problem 

according to Mohamed al-Muflehi at the Aden Local Development 
Office 

distrust. The lack of cooperation is especially evident in 

the bankers associations 

operates like the personal domain of the powerful banking 
families. Such rivalry prevents the associations from 
reforming their own practices or lobbying the ROYG. 
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Attempts at Modernization 


13. (U) Comment: Yemen\'s major banks are attempting to find 
strategies to encourage Yemenis to use the banking system. 
NBY is offering new high-yield investment funds. Watani is 
looking to offer 2-3 year medium-term loans to small and 
medium-sized businesses. IBY is opening ATMs and launching 
point-of-sale purchases as well as debit cards. Many banks 
are offering Islamic lending products (common in GCC 
countries) as a means of avoiding prohibitions against 

interest. Some banks now cooperate with government 
ministries to offer medium-term loans 

deductions taken directly from employees\' paychecks. These 
efforts 

have much of an impact without major improvements in the 
financial system 

oversight and modernization 

support lending. End Comment. 
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free trade agreements. According to FCS Abu Dhabi 

Customs has been aggressively seeking comprehensive software 
solutions. 


4. (SBU) Dubai will be reporting septel the results of an 

Arab Labor Organization workshop that the UAE is hosting in 
Dubai. According to MoL U/S Khalid Al-Khazraji 

is geared to training labor inspectors and legal advisors to 
implement ILO standards. The UAE understands that the USG 
requires its FTA partners to enforce their own labor laws and 
expects that these laws will be consistent with international 
standards 

they intend that their revised labor laws will be fully ILO 
compliant. This workshop also indicates that the UAE intends 
to continue enforcing the labor laws it already has. 


5. (U) In a positive sign of cooperation 

Seaport Authority signed a memorandum with Dubai Ports 
International (a wholly owned subsidiary of the government 
owned Dubai Ports 

manages a number of ports internationally and is the world\'s 
sixth largest port management firm) to develop a joint 

strategy to manage Abu DhabiVs Port Zayed. The goal is to 
\"expand commercial opportunities at Port Zayed\" and to enable 
the V'UAE to further compete at the regional and international 
level. (Note: Dubai Ports International recently bought the 
overseas port management operations of American-based CSX. 
End Note.) 
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6. (SBU) Comment: The UAE continues to take steps to prepare 
for an eventual FTA with the U.S. Upgrades in Dubai customs 
and increased inter-emirate cooperation are also welcome from 
a non-proliferation point of view. According to Federal 
Customs Authority Chairman Mohammed Al-Mehairi 
announcements presage a welcome move toward better 
inter-emirate coordination and we should expect to see more 
over the next year. Historically 

competition than cooperation among the ports and customs 
departments of the individual emirates. End Comment. 
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facing with during its two years on the Council. She 

lamented the severe personnel shortage in the MFA 

that allocating five additional officers to New York and 

five others to the MFA\'s SC unit put a severe strain on the 
remainder of the Ministry 

meet the tasks ahead. She said it was highly unlikely 
additional officers would be allocated to SC duties 

added V'I hope we havent bitten off more than we can chew. V 


4. (С) Realizing the MFA\'s capacity constraints 

said the GOT was in the process of establishing clear 
priorities on which issues would receive the most time and 
energy. The GOT would focus primarily on African issues 

she said 

Tanzania 

said the GOT would rely on close consultations in AU and 
other African fora to establish positions built on V'African 
consensus.V She noted as an example the upcoming AU Peace 
and Security Council meeting on Cote dVlvoire and DRC 

be held in Gabon January 10-11 

which the GOT would develop its priorities and positions. 
Mulamula also said the GOT would welcome \"information and 
support" from the US 

Tanzania 

delegation. 


5. (C) Asked if there were any specific issues the GOT 
planned to push of its own accord 

great interest in pressing for increased support from the 
international community in post-conflict situations in 
Africa. Too often 

played a helpful role in conflict resolution 

back thereafter and allow conflicts to re-ignite. She said 
Tanzania 

raise refugee issues and push for reform of international 
refugee policy. Mulamula said the GOT would also push for 
a special UNSC session on Africa 

held outside of New York 
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held in Kenya. 


6. (C) Charge asked about Tanzanian views on Security 
Council reform. Referring to an old OAU position calling 
for two African nations to have permanent seats on the SC 
Mulamula said the GOT still supports the call for two 
African seats 

enlargement of the SC 

any dilution of the African share 

at least one permanent seat. This would most likely go to 
South Africa or Nigeria 

be made by consensus within the AU. Mulamula said the GOT 
would be willing to consider other options 

rotating four-year membership for selected African nations. 


7. (C) Comment: With Foreign Minister Kikwete an active 
presidential candidate and Deputy Minister Shareef seeking 
re-election to parliament this year 

responsibility for the MFA\'s stewardship of Tanzania\'s term 
on the Security Council will fall to Mulamula. Although 

she has considerable experience 

perpetually understaffed MFA. The GOT is likely to rely 
heavily on AU consensus positions in developing its 
positions and priorities within the Council 

welcome input from the US. End Comment. 
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AND A \"VOTE FOR PEACE" (LE FIGARO). COMMENTATORS AGREE THAT 
VTHE ELECTION IN PALESTINE 

ELECTION AND THE NEW SHARON-PEREZ GOVERNMENT GIVE A NEW 
PERSPECTIVE TO PEACE IN THE MIDDLE EAST. (SEE PART C) 


FM BARNIER IS INTERVIEWED IN POPULAR RIGHT-OF-CENTER LE 
PARISIEN (AND ALSO IN ENGLISH LANGUAGE THE INTERNATIONAL 
HERALD TRIBUNE): \"THIS IS A VICTORY FOR DEMOCRACY 

VICTORY FOR PEACE. IN ISRAEL 

CROSSROADS 

A NEW CONTEXT 

MORE OPEN ISRAELI GOVERNMENT WHICH IS COMMITTED TO WITHDRAW 
FROM GAZA 

STAND UNITED AND ARE AVAILABLE. WE WANT A NEW TRANSATLANTIC 
PARTNERSHIP: THE TEST WILL LIE IN OUR COLLECTIVE ABILITY TO 

GET THE PEACE PROCESS IN THE MIDDLE EAST BACK ON TRACK." 


RIGHT-OF-CENTER LE FIGARO CARRIES AN OP-ED BY ISRAELI 
AMBASSADOR NISSIM ZVILI ON THE \"DIFFICULT RELATIONS BETWEEN 
FRANCE AND ISRAEL. AT LEAST WE HAVE EACH ACKNOWLEDGED THAT 
THERE IS A DEEP BREAK BETWEEN THE TWO SOCIETIES. UNFORTUNATEL 
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WE CONTINUE TO HAVE A DEAF-MUTE DIALOGUE. WE LISTEN TO EACH 
OTHER POLITELY 

EUPHORIA OF THE OSLO ACCORDS 

ENTHUSIASM 

CHANCE FOR SUCCESS." 


THE SECOND MAJOR STORY 

LEADS MANY COMMENTATORS TO DOUBT WHETHER THE ELECTIONS WIL 
ABLE TO BE CONDUCTED FAIRLY. CATHOLIC LA CROIX HEADLINES 

VIRAQI ELECTIONS UNDERMINED BY VIOLENCE" AND INTERVIEWS PIERRE 
JEAN LUIZARD 

FOR SCIENTIFIC RESEARCH) WHO SAYS: 'NO ARMY WILL BE ABLE TO 
LESSEN THE INSECURITY. IRAQ HAS BECOME A BATTLEGROUND FOR A 
CONFLICT BETWEEN THE U.S. AND A FUNDAMENTALIST MOVEMENT 
SEEMS TO HAVE A HOLD ON IRAQ\'S SUNNI COMMUNITY AND COULD 
SPREAD. THE ATTACKS IN IRAQ HAVE WORSENED IN THE PAST THREE 
MONTHS AND KILLED A NUMBER OF FIGURES WHO MIGHT HAVE PLAYED / 
ROLE IN MANAGING THE COUNTRY. I REMAIN PESSIMISTIC ABOUT 

IRAQ." 


LEFT-OF-CENTER LIBERATION CARRIES AN OP-ED BY FRANCOIS GERE OF 
THE FRENCH INSTITUTE FOR STRATEGIC ANALYSIS ON THE SUICIDE 
ATTACKS WHICH HAVE BEEN PLAGUING BAGHDAD. (SEE PART C) 
COMMENTATORS 

JOURNALIST 

ELECTIONS. 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
ELECTIONS IN PALESTINE 


VA UNIQUE OPPORTUNITY FOR THE PEACE PROCESS 

LUC DE BAROCHEZ IN RIGHT-OF-CENTER LE FIGARO (01/10): "THE 
MIDDLE EAST HAS ENTERED INTO AN ERA OF HOPE. PRESIDENT BUSH 
WHO DOES NOT HAVE TO WORRY ABOUT RE-ELECTION 

TO GET MORE INVOLVED IN THE MIDDLE EAST. FRENCH FM BARNIER HAS 
INDICATED THAT "THE NEW RELATIONSHIPY BETWEEN THE AMERICANS 
AND THE EUROPEANS 

WASHINGTON IN THE NEAR FUTURE AND BUSH''S VISIT TO BRUSSELS ON 
FEBRUARY 22 

BACK ON TRACK. BUT THE ELECTION OF ABBAS MUST NOT RAISE 
INCONSIDERATE HOPES: HE IS AFTER ALL ARAFAT\'S HEIR AND NOT 
VERY POPULAR IN THE OCCUPIED TERRITORIES. IF THE AMERICANS AND 
THE EUROPEANS DO NOT COMMIT THEMSELVES FURTHER 
DISAPPOINTMENT WILL BE ON PAR WITH THE HOPES BORN OF THE 
ELECTION." 


VA WINDOW 

GERARD DUPUY IN LEFT-OF-CENTER LIBERATION (01/10): "WESTERN 
NATIONS MUST HEAR THE MESSAGE SENT BY THE PALESTINIANS AND 
ACCEPT THEIR SKEPTICISM 


Column 3 

MAHMOUD ABBAS. HE WAS ELECTED WITHOUT ANY REAL OPPOSITION 
WITH THE FIRM DEMAND THAT HE GET RESULTS. THIS MEANS THAT IF 

HE IS SLOW TO ACHIEVE THEM 

OFFER FOR A CONFERENCE ON THE MIDDLE EAST IN LONDON PROVES 
THAT TONY BLAIR IS AWARE OF THE URGENCY OF GRASPING THE 
OPPORTUNITY AT HAND 

AN UNEXPECTED WINDOW OF OPPORTUNITY HAS OPENED IN THE MIDDLI 
EASTERN IMPASSE. THE COUNTDOWN IS ALREADY ON 

WINDOW CLOSES OVER THE COMPROMISE WHICH ABBAS HAS LINKED TC 
HIS ELECTION." 


VPEACE IS AGAIN POSSIBLE" 

PIERRE ROUSSELIN IN RIGHT-OF-CENTER LE FIGARO (01/10): "NOW 

THAT PALESTINE HAS ELECTED A PRESIDENT WHO IS NOT ARAFAT 
PEACE WITH ISRAEL IS ONCE AGAIN POSSIBLE. AT THIS STAGE WE ARE 
SPEAKING OF A FRAGILE HOPE 

FOUNDED ON THE FACT THAT ISRAEL AND THE U.S. ARE READY TO DEAL 
WITH ABBAS. WHOSE TASK IS IMMENSE: NAMELY HE MUST SUCCEED 
WHERE ARAFAT FAILED. THE ELECTION OF ABBAS WILL HAVE BEEN THE 
EASIEST PART. NOW THAT HE HAS BEEN ELECTED 

VERY MUCH IN THE HANDS OF SHARON: HE CAN MAKE HIS WORK EASIER 
OR ON THE CONTRARY MORE DIFFICULT. IN THE MEANTIME 

AND EUROPE MUST GRASP THIS UNPRECEDENTED OPPORTUNITY. WE MI 
SALUTE THIS SHOW OF PALESTINIAN DEMOCRACY AND HELP THE NEWLY 
ELECTED PRESIDENT. AS WELL AS CONVINCE SHARON NOT TO OPPOSE 
HIM." 


VSHARONVS ATTITUDE WILL BE DECISIVE\" 

THOMAS DE ROCHECHOUART IN RIGHT-OF-CENTER FRANCE SOIR (01/10): 
VHIS LACK OF A RIVAL HAS GIVEN ABBAS A CERTAIN MARGIN OF 
MANEUVER TO VOICE UNPOPULAR IDEAS SUCH AS ENDING THE ARMED 
INTIFADA. HIS SUCCESS WILL DEPEND ON ISRAEL\'S DESIRE TO 
COLLABORATE WITH HIM. CAUGHT BETWEEN SHARON AND THE ARMED 
REBELLION 

NEED TO BE CONVINCING 

BECOME IMPOSSIBLE.\" 


IRAQ - VIOLENCE BEFORE ELECTIONS 


VIRAQ AND THE POLICY OF SUICIDE ATTACKS" 

FRANCOIS GERE IN LEFT OF CENTER LIBERATION (01/10): "SINCE 
ALLAWIVS ELECTION 

IRAQ. THOSE IN POWER ARE MINIMIZING THE ATTACKS. IN THE PAST 
FEW MONTHS 

FORM OF ATTACK: SUICIDE-BOMBINGS. THE AIM OF THE ATTACKS 
AGAINST THE AMERICANS IS THREEFOLD: TO EMBARRASS THEM 
POLITICALLY 

VULNERABLE AND TO ERODE THEIR MORAL. WHO ARE THE ATTACKERS? 
NOT A BUNCH OF DISPIRITED INDIVIDUALS 

THE ATTACKERS COME FROM THREE SEPARATE GROUPS 

AL-ISLAM 
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SUPPORTERS AND A VAST GROUP COMPRISED OF FOREIGNERS. THEY H/ 
A COMMON OBJECTIVE: THE AMERICANS 

ONE. BUT THESE THREE GROUPS 

HEREIN LIES THEIR WEAKNESS. IRAQ IS LIKE A FAILED STATEV 

WHERE DIFFERENT AND UNCONTROLLABLE FACTIONS ARE AT WAR. THE 
MORE INTELLIGENT ONES ARE TRYING TO MANIPULATE THE AMERICAN 
MILITARY FORCES 

SHOP. THESE GROUPS 

TO TRAIN HUNDREDS OF VOLUNTEERS FOR SUICIDE ATTACKS WHICH 
REPRESENT A MAJOR DANGER FOR THE FUTURE. THEY WILL BE ABLE TO 
DISSEMINATE IN THE ARAB PENINSULA 

DESTABILIZATION. NOTHING PROVES THAT THE DANGER WILL REMAIN 
CONFINED TO THAT REGION. IF WE IN EUROPE TEND TO NEGLECT THE 
EXISTENCE OF THESE SUICIDE ATTACKERS 

HAVE NOT FORGOTTEN WE EXISTA" LEACH 
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trained and employed them on his farms. His goal is to 
reach profitability in the processing facilities 

then sell off sixty percent of farmland from which he 
sources his cassava to farmers he has trained over the 
last few years. Okeke believes offering the farmers a 
reliable income will allow his plans to succeed 

this type of investment is the only way for the 

Nigerian agricultural sector to get back on its feet. 
(Comment: Okeke\'s initiative is notable 

known. We will periodically report on other similar 
success stories 

entrepreneurs working towards reviving the country\'s 
economy 

based sources. End comment.) 
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shouldn\'t turn off the music 
Kuwaitis. 

HALE 
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Abbas in the Palestinian presidential elections. 
Another lead story highlights the signing of a final 
peace agreement in Sudan. 


Editorial Commentary 


-- V The Palestinian elections 
refugee issue\" 


Columnist Lamis Andoni writes on the op-ed page of 
independent Al-Ghad Arabic daily (01/10): \"The voting 
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process [in the Palestinian presidential election] 
showed an Israeli-American determination to nullify 
(Palestinian rights in) Jerusalem and the right of 
return.. Yesterday was difficult for the Palestinians 

of the Diaspora who felt excluded from the Palestinian 
decision-making process and who see a possible loss of 
the right of return under the terms of Oslo 

Israeli pressure and an Arab acquiescence of America\'s 
(terms for) peace. Some analysts and politicians 
suggested that refugees of the Diaspora be given the 
opportunity to participate in legislative and 

presidential elections in order to give them a role in 

the Palestinian decision-making process. | disagree 
with that for a number of reasons 

because the Oslo agreement gave the Palestinian 
Authority responsibility for all Palestinians 

not representation of them as America and lsraeli 
acknowledge the representative authority of the 
Palestinian Authority only when it comes to ending the 
Intifada and making concessions. The most significant 
issue is that the participation of the Palestinians in 

the Diaspora in these conditional elections would have 
had serious repercussions later on when the time comes 
to negotiate final-status issues. That will be when 
America and Israel pressure the Authority to abandon 
the right of return. So 

refugees in this election would 

their rights 

understood as providing a mandate for the elected 
president to make decisions that could harm their 
fate. V 


-- VThe future of Sudan in light of the recent 
agreement" 


Columnist Rana Sabbagh writes on the op-ed page of 
independent Arabic daily Al-Ghad (01/10): V'After a 
civil war that lasted 21 years 

1.5 million people at least and displacing another 4 
million 

leader signed a final peace agreement. The agreement 
signed in front of representatives from African 
countries and the United States 

end to the longest conflict in the African continent. 

Yet this agreement 

to take place in Iraq and Palestine 

beginning of many long-term challenges that the 
Sudanese and those around them will have to deal with 
if peace 

issues of human rights and political and economic 
reform constitute the beginning of those challenges.. 
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Sudan needs to put in place a work plan to meet these 
challenges while this atmosphere of optimism and hope 
is still alive V 


-- VIsrael is everywhere 


Columnist Samih MaVaytah writes on the back-page of 
independent Arabic daily Al-Ghad 901/10): WDay in and 
day out 

the crises and points of tension in the Arab Nation 
not just in Palestine 

world where killing and fighting is taking place. 
Recent news confirmed the Mosad\'s involvement in 
stirring the fires of war and killing in the Sudanese 
Darfur crisis 

and training of rebel parties and the smuggling of 
weapons to them.. More importantly 

international forces worked on providing political 
support for rebel forces 

into international issues and forms of political 

military and economic pressure on the Sudanese 
government.. Iraq is an arena turned by the American 
occupation into free land for the Zionist army and the 
Mosad. Mosad experts are present in the American 
occupation forcesV operations against Iraqi citizens 
be it through the invasion of cities and homes or 
assassinations and bombing perpetrated by Israel in 
order to ignite the fire of dissension 

entrench sectarianism. More importantly 

within the U.S. administration people who view Iraq\'s 
future through Israeli eyes and from the viewpoint of 
Zionist interests.. Israel is an aggressive state 

it through direct military occupation or through 
security and economic maneuvering or the 
intensification and escalation of problems. It has no 
qualms about taking advantage of wars or peace 
treaties in order to expand its circle of influence 

and inflict harm on all that is around it. 
Aggressiveness is part and parcel of this entity..\" 


-- VLegitimacy is the starting point of freedom and 
dignity!" 


Daily columnist Tarek Masarweh writes on the back-page 
of semi-official 

(01/10): “Тһе problem today is not the elections. 

The problem is the occupation 

itis in Iraq. As for the search for legitimacy 

Israelis 

legitimacy in times of occupation is the legitimacy of 
resistance 
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Sunnis towards the American occupation is not much 
different from the roadmap\'s handling of the [Israeli] 
withdrawal. What Washington and Tel Aviv want is 
elections first 

"reasonableW government that would grant the 
occupation approval by portraying it as supporting 
liberation 

America and Israel view legitimacy (in Iraq and 
Palestine) not as something that determines the 
national fate of the state; but rather the acceptance 
of air bases on Iraqi soil or security zones on the 
River Jordan; a legitimacy that accepts foreign 
dictations at the expense of the freedom 
independence of the homeland! Democracy must never be 
(used as) the starting point of national submission. V 
HALE 
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provisions of Brazilian law pertaining to rules on research 
involving human subjects. In an effort to ensure that NIH 
was aware of all Brazilian rules and regulations in this 

area 

Ministry of Health publication V'Rules on Research Involving 
Human Subjects" (English) and forwarded it via FEDEX to 
Kevin Bialy. 


3. In subsequent discussions with Minister Counselor 
Vergniaud Elyseu Filho 

Technology at the Ministry of Foreign Affairs 

related its desire to have a clearer understanding of the 
recommendations included in the grant acceptance letters. 
Elyseu Filho explained that recommendations in the 
acceptance letters are generated either by the Ministry of 
Health or the National Commission for Ethics in Research. 
He expressed a willingness to invite representatives from 
each of these entities to the meeting to clarify this 

process and other issues. 


4. Embassy strongly supports the Brazilian request for NIH 
to travel to Brasilia 

January. We recommend that because of national holidays 
you avoid the period February 2-15 

officials are unavailable. 


5. We view this meeting as an excellent opportunity to 
ensure that NIH has access to all rules and regulations 
governing your activities in Brazil. It will also provide 
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the Brazilians with an opportunity to express to you any 
concerns they may have. 


6. Embassy believes the research funded and conducted in 
Brazil by NIH with its Brazilian partners is an extremely 
positive and important component of our bilateral 
relationship. Judging from the attitude of those we\'ve 
spoken to at the Ministry 

partnership in equally high regard. 


7. NIH may reply to this communication either by cable 

email to Brasilia Embassy Science Counselor Patricia Norman 
at NormanPD@state.gov Tel: 55 61 312-7401. Logistical 
details can be worked out after your acceptance has been 
received. 


DANILOVICH 


2. (SBU) Newspapers January 10 were abuzz with reports of a 
planned cabinet reshuffle to be announced \"within days or 
hours" The Cabinet discussed the issue during its regular 
January 9 session 

bin Salman AI Khalifa. While the press reports were not 
identical 


3. (SBU) While reports characterize the reshuffle as 

limited 

sacked 

positions in the cabinet 

ministries impacted by either mergers or splits. In 

addition 

from two to four. One of the new ministers is said to be 
University of Bahrain professor Fatima Al Belooshi as 
Minister of Social Affairs. She would join Minister of 

Health Nada Haffadh as the only women ministers. The other 
new minister is Shaikh Ahmed bin Mohammed AI Khalifa as 
Minister of Finance and National Economy. He is currently 
the Governor of the BMA 


4. (SBU) The sackings have attracted the most attention. 
According to press reports 


-- Minister of Finance and National Economy Abdulla Saif (who 
negotiated and signed the bilateral free trade agreement); 
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-- Minister of Cabinet Affairs Mohammed Mutawwa; 
-- Minister of Information Nabeel Hamar; 

-- Minister of Oil Shaikh Isa bin Ali AI Khalifa; and 

-- Minister of State Abdul Nabi AI Shoala. 


Saif will be named Secretary General of the Economic 
Development Board (with minister rank) 

be appointed Bahrain\'s Ambassador to France 

an advisor to King Hamad or head of a government 
organization 

depart government service altogether. 


5. (C) However 

Shaikh Isa told the Ambassador that contrary to the press 
reports 

VI tried to retire 

would be sworn in on Tuesday 

previously requested meeting with the Ambassador on the same 
day. 


6. (SBU) Four ministers will move to new positions in the 
cabinet. Minister of Commerce Ali Saleh will become Minister 
of Municipalities and Agriculture 

Sitry. Al Sitry will become minister of a newly merged 

Ministry of Justice and Islamic Affairs. Current Minister of 
Justice Jawad Al Arrayed will become a deputy Prime Minister 
and Minister of Islamic Affairs and Deputy PM Shaikh Abdulla 
bin Khalid Al Khalifa will remain as deputy PM but lose the 
Islamic Affairs portfolio. 


7. (SBU) The Ministries of Information and Cabinet Affairs 
will be dissolved. There has been discussion for some time 
about breaking the Ministry of Information into its component 
parts and establishing them as government agencies or 
government-owned companies. The Ministry will operate for 
the time being under the General Organization for Youth and 
Sport (GOYS) 

permanent home. There has been no comment on the fate of 
current employees of the Ministry of Cabinet Affairs 

functions could be folded into the Prime Ministry. 


8. (SBU) A number of ministries would merge or split. The 
Ministries of Industry and Commerce will be consolidated 
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under current Minister of Industry Hassan Fakhro. The 
Ministries of Justice and Religious Affairs will be merged 

into one 

ago when there was just one ministry. The Ministry of 
Electricity and Water will acquire the Ministry of Oil 

current Minister of Electricity and Water Shaikh Abdulla bin 
Salman Al Khalifa will be head of the larger ministry. The 
Public Works portfolio will be split off from the Ministry of 
Housing and Public Works and folded into a new Ministry of 
Public Works and Tenders under current Minister of State for 
Tenders Abdul Hussein Mirza. The Ministry of Labor and 
Social Affairs will be split 

Alawi staying on as Minister of Labor and Fatima Al Belooshi 
becoming Minister of Social Affairs. 


9. (SBU) The two current deputy prime ministers 

Abdulla bin Khalid and Deputy PM and Foreign Minister Shaikh 
Mohammed bin Mubarak AI Khalifa 

They will be joined by current Minister of Justice Jawad Al 
Arrayed 

Minister of Transportation Shaikh Ali bin Khalifa Al Khalifa 

who will be both deputy PM and Transport minister. (Note: 
Shaikh Ali is PM Khalifa\'s son. End Note.) 


10. (C) Keeping in mind that at this moment all the 

ministerial moves are press speculation 

PM comes out the loser. Of the five rumored to be leaving 
the cabinet 

and Shoala. Cabinet newcomer BMA Governor Shaikh Ahmed is 
known to be very close to Crown Prince Salman (and 
therefore 

portfolios 

Prince\'s camp. Sitry 

inside the lower house of parliament 

Representatives 

having defied Shia calls for boycotting the 2002 

parliamentary elections. Kicking Minister of Justice Jawad 

Al Arrayed upstairs to be deputy PM would be a loss for us: 
he is a reformer who led the GOB delegation on the 
USG-supported Southern Methodist University \"Rule of Law" 
program in the U.S. in September 2004. Knowing he was being 
squeezed 

condition: that his son 

addition to being Minister of Transportation. The PM had 
worked for years to appoint Shaikh Ali Minister of Interior 

but these hopes were dashed when the King engineered the 
appointment of Shaikh Rashed last spring. If the cabinet 
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shuffle plays out as described in the press 

find himself with fewer friends and bases of support at the 
cabinet table. 


MONROE 
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Council of Dialogue" 

governance 

VforeignersV wishes and beliefs\" -- as the foundation for 
Rwanda\'s development. He emphasized the importance of 
communities rooting out V'bad behaviour" 

greater accountability for officials implementing 

government directives. END SUMMARY. 


2. On December 21-22 

Rwanda\'s second annual V'National Council of Dialogue \" 
accordance with the 2003 Constitution. Article 168 
section of the constitution on decentralized authority 
establishes a V'National Council of Dialogue!" -- consisting 
of the President 

Rwanda\'s town councils 

-- to be chaired by the President and attended by cabinet 
members 

governors. Over 800 participants attended the 2004 forum 
in Kigali 

recommendations about good governance 

patriotism 


3. In his closing remarks 

government officials\' responsibilities and accountability 
for promoting quality public service. Post\'s informal 
translation of key excerpts from KagameVs remarks 
(originally delivered in Kinyarwanda) follows below. 


4. BEGIN TEXT: 


\"In this Dialogue Forum 

discussed 

step is to take specific actions for social and economic 
development. Good governance 

must be foundations of this social and economic 
development. Rwanda has the capacity 

must occur. The most important thing will be changing our 
ways of thinking [imyumvire] to aim at allowing efficient 
ways of actions [imikorere] 

[umusaruro mwiza]. People in leadership positions at all 
levels must commit themselves to teach those values to 
others through examples." 
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\"This second National Dialogue Summit should be the 
beginning of new methods of action that must characterize 
Rwanda in the near future. People 

leadership positions 

must be done in the public interest 

brighter future for future generations. Rwanda\'s 
development cannot depend on foreignersY wishes and 
beliefs.\" 


\"[...] Questions have frequently been raised related to 
community responsibility. The community must have 
characteristics reflecting everybody\'s values. The 
community must be characterized by values that don\'t allow 
wrongdoing [ikibi] and their consequences. Wrongdoers must 
be responsible for their acts. They should be blamed 

and/or punished as a means to learn how to do good things. 
Those who refuse to change their bad behavior -- commonly 
known as the incorrigible [ruharwa] 

to advice -- must also respond 

stop continuing their bad behavior.\" 


\"If the community tolerates bad behavior 

individual 

behavior. People start thinking that that bad behavior is 
something worth imitating 

benefits attached to it. That\'s how bad behaviors take 
root in the community.\" 


\"[...] Questions were also raised about repeating 
objectives that are never implemented. People should think 
about the reasons for that: when there is evidence that 
some objectives were previously either implemented 
voluntarily or by coercion. People should think about the 
reasons why the same objectives become stagnant at a 
certain point. In my view 

people let it become this way. People in charge of 
coordinating the implementation of these objectives only 
talk -- instead of acting 

actions.\" 


\"Take the example of environmental degradation: the 
consequence for the community is erosion and a reduction of 
rainfall 

individuals who caused environment degradation. There must 
be something not quite right 

on the part of people in leading positions. We must make 
introspection and discover what it is.\" 


\"People in the leadership sometimes fail to distinguish 
between personal and public interests linked to their 
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responsibilities. | think the major problem lies there. 

Most of the time 

relate to personal interests than community interests. | 
think this is the only reason why things are never 
implemented. However 

and maybe you can identify other reasons. V 

V'There are a lot of repeated recommendations from various 
meetings and seminars 

tapes of the meetings were played 

there are people repeating the same things all along for 
years. We must establish responsibilities 

for an explanation each time there is no action taken when 
a decision was taken. There should be a way to request 
accountability in order to promote attentiveness [kwirinda 
uburangare] and respect for hierarchy [kwirinda ukutumva].\" 


WI think we should find time to evaluate the implementation 
of strategies and recommendations we make year after year. 
We should establish accountability at all levels. 

Otherwise 

things. V" 


VAccountability also refers to business agreements at all 
levels (in agriculture 

| think people should develop a culture to abide by 
contracts. Each party in a contract must be aware of the 
other party\'s interests. They both must understand the 
importance of fulfilling their duties. Otherwise 

lead to a misconception of duties 

consequence affecting individual interests. We must 
develop a community that cannot tolerate any failure to 
fulfill quality/responsibility. A sense of quality and 
responsibility can influence the community\'s ways of 
thinking and its objectives. V 


\"L..] | met a participant in this Forum who complained 
about food poisoning. Later 

hundred participants were hospitalized because of food 
poisoning. In my opinion 

responsible for his poor services 

made before clarifying the reasons for these poor 
services.\" 


\"People lacking sufficient business experience don\'t bother 
taking enough care of their services 

sometimes accept expensive and health-threatening services 
without objection. People should be held accountable for 
bad services. This also applies to elected people on the 
basis of the quality of their services 

accountable for meeting their responsibilities.\" 
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\"...] Ih meetings like this one 

good ideas 

individualsY and our community\'s tolerance of lack of 
accountability. Every bad service and bad habit must be 
denounced 


V[...] People sometimes prefer not to denounce bad service 
or bad habits because of personal interests 

sacrificing the community\'s interests. This should be 
tolerated only when efforts are being for improvement." 


“Ғог example 

topic during meetings. People should dare to be frank with 
individuals with the ideology 

their ideology can fall upon the community. Another 
example can be people destroying anti-erosion utilities 
while others are watching. | would like to emphasize the 
importance of accountability and responsibility. V" 


V'Talking about corruption in general 

were compelled to resign their positions. There must be a 
continuous effort to make people distinguish public 
interests from personal interests. We should stop allowing 
people to sacrifice public interests for their own 

interests. There must be consequences. Authorities at all 
levels (cabinet ministers and local authorities) should be 
the primary actors to promote accountability. We must 
avoid becoming a country in which everybody prefers not to 
denounce bad quality service and criminal acts. V 


V'The best thing about leadership is that everybody is free 
either to participate in it or not. Nobody can be coerced 
to become a leader. Once into the leadership 

should be reagy to fulfill their responsibilities 

be accountable in case they fail. The population has the 
right to request leadersV accountability. | would like to 
encourage them to use their rights. V 


\"Corruption is sometimes justified on the pretext of 
poverty. Obviously 

cannot be a pretext for misusing resources. LetVs work 
step by step." 


VI would recommend that participants in the next Forum come 
with measurable steps to implement the recommendations of 


the current Dialogue Forum.\" 
END TEXT. 
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5. COMMENT: Kagame\'s critical remarks foreshadowed the 
Christmas week announcement that Minister of State for 
Energy and Infrastructure Sam Nkusi -- the infrastructure 
ministry\'s second-highest official and thus a junior member 
of cabinet -- had resigned amid accusations of corruption. 
According to an official from Rwanda\'s energy monopoly 
Electrogaz 

and director-general of the telephone monopoly 

was believed to have had strong ties with South African 
business interests competing against the German company 
that ultimately received approval to manage Electrogaz 
before its privatization. 


6. Kagame\'s reminder that \"some people were compelled to 
resign their positions" likely refers to the high-profile 
departures earlier in 2004 of Supreme Court Vice President 
Gerald Gahima (previously Rwanda\'s Prosecutor General and 
chief interlocutor with the ICTR) and баһітау5 brother 
former Ambassador to the U.S. Theogene Rudasingwa (who 
abruptly announced taking a leave of absence from his 
position as Kagame\'s presidential chief of staff). Both 
officials left amid accusations they misused their 

positions for personal gain (ref B) 

prosecution. 


7. Kagame used the national meeting as an opportunity to 
remind government officials of the continued danger of 
\"genocide ideology" 

report adopted in early 2004 that led to restrictions on 
NGOs and to the suspension of teachers as late as October 
(ref A). His repeated references to \"leadership\" echo his 
February 2004 remarks to the NEPAD African Peer review 
Forum 

governance and attributed the 1994 genocide to a V'climax of 
bad leadership\" (ref C). Kagame\'s statement that 
communities risk being undermined by an individual\'s \"bad 
behaviour" -- coupled with his admonition to confront 
individuals with V'genocide ideology" -- will likely 

embolden local officials to take stronger actions against 
activities either deemed \"divisionist\" or contrary to the 
\"good governance 

asserts must serve as the foundation of Rwanda\'s 
development. END COMMENT. 
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GOI Aid to the LTTE 
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3. (С) The GOI has V'no problem!" with Indian assistance 
flowing through the GOSL to LTTE areas 

adding that suggesting New DelhiVs help should be cut off 
from the Tamil insurgents would be to acknowledge a separate 
Tamil Eelam. He noted 

\"unacceptable\" the LT TE statement that aid should be given 
directly to the Tamil Rehabilitation Organization. PolCouns 
explained that the USG approach was similar 

have conveyed the message that US relief could be channeled 
through others 

military relief projects would take place in Tiger controlled 
areas. 


4. (C) PolCouns also clarified the extent of the US military 
presence in Sri Lanka which has attracted considerable media 
attention in India 

to check US intrusion in India\'s \"backyard.\" Sandhu seemed 
surprised to learn that the widely reported figure of 1 

US troops in the country was incorrect 

going to refocus some military assets on Indonesia because 
India was doing a very good job of providing assistance to 

Sri Lanka. (Note: We have heard from others that the Indian 
Embassy in Colombo has been a source of some of these 
alarmist reports about US military plans for Sri Lanka.) 

Sandhu responded that it was V'wishful thinking V" on the part 

of the LTTE that a disaster relief turf war would drive a 

wedge between the US and India. Sandhu was also unaware that 
conversations between Washington and New Delhi had taken 
place through the core group before any US military movement 
into Sri Lanka. Characterizing NSA JN Dixit\'s death as a set 
back to Indian diplomacy 

especially true of policy towards Colombo 

had been Ambassador there) knew the country so well. 


In the Long Term 


5. (C) Sandhu predicted that the tsunami could have long 
term political implications in Sri Lanka. What at one time 
seemed like critical issues in the conflict seem irrelevant 
in light of the much larger issue of surviving the disaster 
he explained. Neither the GOSL or the Tigers are in any 
position to resume armed conflict 

be \"forced\" to cooperate. If both sides see the current 
situation as an opportunity 

Vsilver lining" in this tragedy. He added 

that Foreign Minister Natwar Singh had canceled his scheduled 
mid-January trip to Sri Lanka. 

The Other Neighbor 
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6. (C) With a meeting between PM Manmohan Singh and 
Bangladeshi PM Khaleda Zia postponed until the SAARC Summit 
is rescheduled 

light at the end of the tunnel\" in New Delhi-Dhaka relations. 

He remarked that New Delhi has yet to concur with the 
proposed February 7 date for the SAARC meeting 

puzzlement at Dhaka\'s insistence on pushing ahead with the 
Summit at a time when three of the regions governments were 
reeling from the tsunami. PolCouns used the opportunity to 
further encourage more GOI information sharing on the issue 
through any channel 

principle\" and offered to take the suggestion higher. 
MULFORD 
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Middle East. He said that Israel is facilitating Palestinian 
elections and believes that Abu Mazen is strong enough to 
control terrorism -- including by Hamas and Islamic Jihad -- 
if he makes a strategic decision to do so. YaValon noted 
that the IDF is ready to implement disengagement from Gaza in 
July. He urged international sanctions against Iran to 
prevent Tehran from acquiring the capability to produce 
nuclear weapons. He also suggested that USG influence on 
Egypt could end weapons smuggling through Sinai and that 
international pressure could help reduce support for 
terrorism by Lebanon 

security within Israel to the IDFVs offensive operations in 

the Palestinian territories and to the construction of the 
security barrier. END SUMMARY. 


2. (C) CoDel Kyl met with YaValon in the Israeli Ministry of 
Defense on January 7. The Congressional delegation consisted 
of Senators Jon Kyl 

Representative Adam Smith 

military staff. They were joined by Charge dV Affaires Norm 

Olsen 

(notetaker). YaValon was accompanied by Commander of the IDF 
Media and Communications Division BG Ruth Yaron 

the Knesset\'s Foreign Affairs and Defense Committee Yuval 
Steinitz 


3. (C) YaValon called 2005 “ап era of strategic opportunity 
brought about by the U.S. presidential election 

Arafat 

upcoming elections in Iraq. He said that Israel is doing its 
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best to facilitate Palestinian elections. The IDF is acting 
with restraint and avoiding operations in urban areas to the 
extent possible 

incidents last week. If the terrorist attacks continue after 
the elections 

what will happen on Monday or Tuesday." 


4. (C) Senator Martinez asked if Abu Mazen will have control 
of the PA security forces after the election. YaValon 

replied that this appears to be the case 

Palestinian leadership implements the proposed security 
reforms and takes advantage of logistical support offered by 
Egypt 

Mazen succeed апа will give him Wa few weeks" to organize his 
forces 

\"days 

is not a question of capabilities 

decision to stop terror. He said Palestinian security forces 
were prepared to crack down on terrorists after ArafatVs 
death 

Abu Mazen wants to convince the terrorists to voluntarily 
refrain from attacks 

without a stick.\" 


5. (C) In response to a question by Senator Kyl 

replied that PA forces are strong enough to deal with Hamas 
or Islamic Jihad. YaValon stressed that Abu Mazen must act 
or Hamas will control the Palestinian agenda. He added that 
the USG and others should focus on Hizballah 

capabilities are concentrated in areas outside of PA control. 


6. (C) YaValon insisted that the IDF is ready to implement 
disengagement in July. Israel prefers to coordinate with the 
Palestinians 

necessary. YaValon predicted that extremists will increase 
their attacks in the summer in an attempt to create the 
impression of an Israeli retreat. After this period 

Will see it in their own interest to make disengagement a 
success and build a case for disengagement from parts of the 
West Bank. Outside forces such as Iran 

client groups will seek to undermine the PA efforts 

but Israel will work to counter these threats. 


7. (C) Senator Kyl asked how Israel will ensure security in 
Gaza after disengagement. YaValon replied that the IDF will 
increase its intelligence capabilities and deploy along the 
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border behind the existing security barrier. YaValon 

cautioned that if attacks continue after disengagement 

Israel will respond 

into Gaza. YaValon said that he has recommended that Israeli 
forces remain in the Philadelphi strip along the border with 
Egypt until the PA demonstrates Vresponsible and effective 
leadership. He added that any redeployment from Philadelphi 
before that point would be a \"disaster\" and result in Gaza 
degenerating into V'Hamasstan 


8. (C) Steinitz stressed what he said is the important role 
that the Arab countries play in encouraging Palestinian 
terrorism. YaValon noted that Iran 

Islamic Jihad 

in the region as a threat. They decided to increase 
terrorism in the region V'the day Arafat died" in order to 
prevent Abu Mazen from reaching an agreement with Israel. He 
claimed that 75 percent of attacks by Palestinian terrorists 
are financed by Iran 

headquarters for terrorism in the Palestinian areas is 
operated by Hizballah in Beirut. 


9. (C) Addressing the topic of weapons smuggling 

said all of Israel\'s borders are quiet except for the one 

with Egypt. He described the Sinai 

for smugglers.\" Steinitz told the CoDel that V'Egypt is doing 
to us what Syria is doing to you in Iraq." Despite what 
Yavalon described as а V'very good atmosphere!" in 
Egyptian-Israeli relations 

problem. He claimed that the only way to change the Egyptian 
tolerance of smuggling is for the USG to threaten financial 
consequences. 


10. (C) YaValon said that even the Europeans understand that 
Iran Wis determined to acquire military nuclear 

capabilities.\" He said there is still a chance to attempt to 
convince Tehran to give up its military program (primarily 

the fuel cycle) 

enough. He reiterated IsraelVs view that the IAEA should 
report Iran to the UNSC. Representative Smith asked how Iran 
and Syria should be dealt with and about the possibilities of 
greater cooperation with Europe. YaValon said the best way 
to deal with external support for terror is through political 

and economic sanctions. The USG and Israel should work to 
convince the Europeans to be more aggressive in this regard 
he added. 
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11. (C) YaValon said that Israeli intelligence experts had 
briefed their European counterparts on the Iranian nuclear 
threat. While there is some cause for optimism 

certain \"key\" political leaders such as German FM Joschka 
Fischer still need to understand that Iran represents \"not 
just unconventional capabilities 

regime 

than that posed by Russia during the Cold War. Ya\'alon said 
there is no chance to influence Iranian policy without 

political and economic sanctions. Such sanctions might also 
facilitate internal political change in Iran 


12. (C) YaValon described what he called Israel's V'strategic 
paradox.V Despite its unbroken string of conventional 
military victories and status as a regional superpower 

Israel still faces neighbors who question its \"right to exist 

as a Jewish state." Unable to challenge the IDF 

enemies began a \"subconventional war" targeting civilians 
with terror 

attacks. They intend to use both terror and demographics to 
drive Israelis out. YaValon described the Intifada as a 
political decision by the Palestinian leadership and not a 
popular uprising. He claimed that Fatah leaders saw the Oslo 
accords as a \"Trojan horse\" that allowed them to return to 
the West Bank and Gaza and commence terror operations. 


13. (C) Ya\'alon said the IDF faces new challenges" in 
dealing with the terrorist infrastructure. One part of this 
task is to address the educational system 

ideology supporting terror 

support for the USGVs strategy of fostering democracy and 
education in the region. The other component is eliminating 
capabilities 

terrorism -- is offense 

arrested \"thousands\" of terrorists and continues to apprehend 
15-20 a day. According to YaValon 

important advantages in its war against terror: intelligence 
dominance 

information dominance (i.e. 

intelligence to the IDF end-user and systems in real time). 
In the West Bank 

movement and can make arrests with relatively small numbers 
oftroops. In Gaza 

cities 

YaValon said that these offensive operations 

the construction of the security barrier 

reason we now enjoy a relatively fair security situation" 
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inside Israel. 


14. (U) This message was cleared by CoDel Kyl. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


KURTZER 


25167 

25168 

25169 

Integrity\" - Zaman (1/8) 

Erdogan Goes to Russia With 650 Businessmen - Radikal 
Palestinians Voted for Their Future - Cumhuriyet 

A New Plan For Cyprus From Europe - Cumhuriyet 
Abbas is the New Leader of Palestine - Yeni Safak 
Erdogan Sends Friendship Message to Putin - Zaman 


BRIEFING 


Ambassador Edelman Interviewed by Zaman: \"Zaman\" carried an 
interview with Ambassador Edelman in two sections over the 
weekend issues. During the interview 

Turkish press allegations claiming that the earthquake and 

tsunami in South Asia were caused by US nuclear experiments 


SIPDIS 

are `fabrications\' that have greatly upset the United 

states. The Ambassador also answered charges that US troops 
used excessive force in the battle for Fallujah. He 

highlighted that mosques damaged in the fighting had been 
used as weapons storage facilities by Iraqi insurgents. The 
Ambassador also stressed that the US shares Turkey\'s views 
concerning Kirkuk and the need to preserve the territorial 
integrity of Iraq. (NOTE: A full translation of the 
Ambassador\'s \"Zaman\" interview is now in preparation and 
will be distributed soon. END NOTE.) 


Erdogan Goes to Russia: All papers report that PM Erdogan 
will travel to Russia today for an official visit. Energy 

issues 

pipeline 

Straits 

cooperation in the fight against terrorism will also be 
discussed. Erdogan is taking over 500 businessmen and more 
than 90 journalists with him on the visit. The PM will meet 
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with President Putin on Tuesday 
Center in Moscow on Wednesday. 


Turkey And Syria Solve Hatay Problem: \"Hurriyet\" reported 
that Syria 

during the visit to Damascus by Prime Minister Erdogan 
accepted that the long-disputed Hatay province belongs to 
Turkey. The agreement reportedly includes a provision that 
provides recognition of Turkey\'s current borders. 


New European Effort to Solve Cyprus: Cypriot Radio reported 
that experts on the European Constitution are currently 
developing a plan to resolve the Cyprus dispute. The new 
proposal would be a European alternative to the Annan Plan 
and would mark the beginning of Brussels active efforts to 
reacha Cyprus solution. 

Palestinian Elections: All papers and TV channels announce 
the victory of Mahmud Abbas as the new leader of the 
Palestinians. \"Milliyet\" claims that the Palestinians voted 

in hopes for a cease-fire between Israel and Palestine. 


EDITORIAL OPINION: 


? lraq 
? Palestine Elections 


“Тһе US Ambassador Talks to Zaman\" 

Ekrem Dumanli commented in the Islamist-intellectual \"Zaman\" 
(1/8): "US Ambassador Edelman had two important documents in 
his hand when he arrived at our offices on Friday. The 

first was a press release on the tsunami disaster. The text 
noted that some news articles that appeared in some 
newspapers were \"fabrications\" and included V'outrageous 
claims." Apparently 

about allegations linking the earthquake and tsunami to US 
underground nuclear trials. The view that some countries 

were not informed about the earthquake in time was also 
addressed in the press release. A second thick folder in 
Edelman\'s hand concerned Fallujah. He presented information 
from a very different perspective about the incident in 

Fallujah that created so much intense criticism in the world 
media. The file included numerous photographs and visual 
images documenting the activities and weapons of some Iraqi 
groups. It was claimed that certain places - including some 
mosques - were used as weaponsY storage facilities and 
contained some implements used in torture. . [During the 
interview] the questions were not raised in a way that would 
suggest anti-Americanism 

administration were questioned. As a matter of fact 
questioning is being done around the world -- especially in 

the American media. The general opinion is that if the US 
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follows bad policies 

the entire world. It would be impossible not to be 
impressed by Mr. Edelman for his part in this brainstorming 
sesion. He answered all of our tough but polite questions 
one by one. He did not drop \"off the record" into any of his 
answers. In a diplomatic way 

not agree with us and clearly stated his views. He answered 
many questions covering many subjects; from a question on 
Kurds living in Iraq 

Americanism 

that the Ambassador is concerned by the spread of Anti- 
Americanism 

many Americans are. He is right. Neither the US nor the 
Islamic world benefits from this development. For this 
reason 

why | think the meeting with Edelman is important. | wish 
that more such meetings could be held on a larger scale. 
Perhaps in this way 

more directly and statements from officials could receive 
wider coverage. V 


VAbbas 

Yasemin Congar wrote in the mass appeal VMilliyetV (1/10): 
VAccording to US diplomats 

determination from Abbas regarding the fight against 
terrorism. One of the criteria on this issue will be 

whether there are any figures with terrorist links in the 

new Palestinian cabinet. If Abbas tries to limit the 
influence of Islamic Jihad and Hamas 

accordingly. This would entail allowing the use of 

financial aid for Palestine which was earlier suspended. 
The US wants to make sure that this money will not fall into 
the hands of terrorists. . Washington has already been 
working on a series of gestures toward Palestine in the 
event that Abbas shows leadership in controlling the 
violence and terrorist groups. These concrete measures 
would include steps to revive the security cooperation 
between Israel and Palestine 

the West Bank and Gaza. Egypt is expected to support this 
kind of process 

fire. Another step would be to support the Israeli 
withdrawal from Gaza 

reconstruction efforts. The Bush administration might 
engage Secretary Rice directly on this issue as soon as the 
hearing and confirmation process is concluded. The 
appointment of a new Middle East envoy might be the next 
phase for Washington. It is also possible that Abbas will 
soon receive an invitation to the White House." 


EDELMAN 
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of political will to remove final impediments to 
formation of a customs union and lingering doubts over 
the pactVs economic importance continue to cloud 
Mercosul\'s future. End summary and introduction. 


The Return to Ouro Preto 


2. (U) The 27th Mercosul Summit in Ouro Preto 
concluded on December 17 

intra-bloc differences clouded the affair. The 

meeting marked the 10-year anniversary of the Protocol 
of Ouro Preto 

for establishment of Mercosul\'s customs union and 
institutions 

tempore presidency from Brazil to Paraguay. President 
Lula was joined by the presidents of Uruguay 

Paraguay 

President KirchnerVs participation following President 
LulaVs rejection on December 8 of the Argentine demand 
that Mercosul adopt a trade safeguard mechanism. The 
Presidents of Mercosul Associate Members Chile 
Bolivia 

the President of Panama 

his country becoming an Associate Member. 


3. (U) As the highlight of Brazil\'s presidency 

GoB had hoped the summit would provide a stronger 
reaffirmation of the Mercosul ideal of regional 
integration. Mercosul has been a top priority for the 
Lula administration and despite frustration in 

BrazilVs private sector and in some government 
quarters 

Development and Trade 

bloc so far has been unwavering. President Lula 
presented a stirring defense of Mercosul and suggested 
naysayers were exaggerating its difficulties. He 
underscored Brazil's commitment to the bloc when he 
declared V'Mercosul is more than an option 

destiny. V 


4. (U) While reiterating the political importance of 
Mercosul 

frustration with the blocVs inability to move forward 

in a decisive 

genuine customs union 

a common market. President Kirchner admitted that the 
regional bloc is essential for Argentina 

that Vthe benefits can\'t be all in one direction 

a veiled reference to his countryVs trade frictions 
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with Brazil (septel). The economic asymmetries among 
the blocs members and the lack of consistency in 
Mercosul trade policy 

riddled Common External Tariff (CXT) 

continuing concerns. Former Argentine President 
Duhalde 

Commission of Permanent Representatives 

that only 30 percent of the measures approved by 
Mercosul have been approved by national legislatures. 


Timid Advances on Trade and Integration 


5. (U) Given the strained atmosphere 

ambitious agenda for the meeting had to be scrapped. 
Leaders did not discuss changes to the Ouro Preto 
Protocol 

reforms 

decision-making mechanism from consensus to majority- 
voting. Other fundamental 

as revision of the CXT and the blocs automotive 

policy 

convening a \"successful\" meeting. The lack of clear 
advances in eliminating exceptions to the CXT raised 
doubts among Brazilian commentators about Mercosul\'s 
ability to establish a customs union in accordance 

with the blocYs Objective 2006 program adopted in July 
2003. 


6. (U) While Foreign Minister Amorim defended the Ouro 
Preto outcome as marking an important moment in 
\"consolidating Mercosul 

been characterized as timid. For instance 

announced regulations for the Government Procurement 
Protocol merely harmonize regulations issued pursuant 
to bilateral agreements that already enable businesses 
in the four countries to compete for government 
procurement contracts at the federal level on an equal 
basis. Furthermore 

final 

Likewise 

resulted only in \"progress\" toward converging norms 
for financial and construction services. 


7. (U) During the summit 

under pressure from Brazil and Uruguay to one of the 
more important initiatives -- to eliminate double 
application of the CXT on goods entering one of the 
member countries for final destination in another. 
However 

effect; set to commence in 2005 
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only cover goods whose applied tariff is zero 

MFN rate or through a tariff preference regime. The 
result is one less bureaucratic process for these 
imports 


8. (U) The Mercosul partners committed to formulate by 
2008 a mechanism for the gradual elimination of double 
tariff application on goods with applied tariffs above 
zero. But whether this effort will come to fruition 

is less than certain given Paraguay\'s sensitivity; 

tariff revenues reportedly account for approximately 

18 percent of that countryVs tax revenue. Paraguay\'s 
Foreign Minister Rachid was quoted as saying three 
conditions would have to be met before double tariffs 
could be eliminated: 1) creation of a computerized 
customs system for tracking products; 2) establishment 
of a single customs code; and 3) formation of a fund 

to transfer a part of the CXT collected to Paraguay. 
(Note. Elimination of the double duty has been a key 
demand of the European Union in its free trade 
negotiations with the Mercosul.) 


9. (U) Finally 

create a Fund for Structural Convergence 

financing commitments were made. The fund 

come into existence in 2006 

financing for projects to reduce regional structural 
differences and lift the competitiveness of the 
Uruguayan and Paraguayan economies; a definitive 
proposal for establishment of the Fund isnt expected 
until May 2005. 


Trade Agreements Inked 


10. (U) Representatives from India and the Southern 
Africa Customs Union (including South Africa\'s Trade 
Minister) were on-hand in Ouro Preto to finalize 
partial trade preference agreements with Mercosul 
which the Brazilian private sector views as shallow 
accords with little commercial consequence. The 
agreements aren\'t expected to expand trade 
substantially; the agreement with India covers only 
902 products 

tariffs are reduced by 10 to 100 percent 

percent as the norm. The agreement with the SACU 
covers 1 

side) 

100 percent. Nonetheless 

particularly President Lula 

accomplishments and steps in a broader process of 
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strengthening economic and political relations with 
these strategically important developing countries. 


11. (U) Much ado was also made as Ecuador 

and Colombia joined Bolivia 

Mercosul Associate Members. Note 

membership only requires signature to Mercosul\'s 
democratic clause and a free trade agreement with the 
bloc; Associate Members may participate in the bloc\'s 
political consultations 

comply with any internal rules or adhere to the blocs 
negotiating positions. The free trade agreements with 
the Andean community countries were again lauded as 
providing the base for the launch of the South 
American Community of Nations on December 8 in Cuzco 
Peru (reftel). However 

raised concern about unfocused efforts at regional 
integration 

eliminate what could be a confusion of roles 

repetition of objectives and a duplication of 

efforts. V" 


12. (SBU) Perhaps to buoy Mercosul\'s image as a 
dynamic and sought after trade partner 

invited a number of diplomatic representatives to the 
Mercosul Council of the Common Market meeting the day 
before the summit. By and large the invitees 
represented countries that are engaged to some degree 
in trade discussions with Mercosul. These range from 
discussions to seek closer commercial relations 
generally 

Representatives from the following countries attended: 
Panama 

Nicaragua 

Tobago 

Namibia 

Israel 

The EU delegation received a faxed invite four days 
prior 

USG did not make the list. During a December 20 
conversation with Sao Paulo Consul General 

Federal Deputy Joao Herrmann 

Relations Committee 

Preto 

both sides to place appropriate emphasis on the 
bilateral trade relationship.) 


On the Political Side... 


13. (U) In keeping with recent efforts to expand 
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Mercosul\'s political dimensions 

Mercosul Joint Parliamentary Commission to formulate 
procedures for the installation of a Mercosul 

Parliament in 2006. The body may initially have 
members that are appointed 

toward a more representative body. Other 
announcements included: establishment of a high-level 
meeting to discuss human rights within the Framework 
Agreement on Regional Security Cooperation; agreement 
to develop a Mercosul passport; agreement to establish 
funds for cooperation in education and promotion of 
artistic expression; agreement on the transfer of 
convicts; and the promise to establish a high-level 
group to study employment growth. 


Comment 


14. (SBU) The inability of Mercosul leaders to once 
again grapple with basic deficiencies that are 
compromising Mercosul\'s development as a customs union 
has stoked skepticism in BrazilVs private sector 
regarding the blocVs viability and usefulness 
(septel). Nonetheless 

deep within the ruling PT 

President Lula himself. Continuing trade difficulties 
not withstanding 

more 

the big country in the bloc will seek to keep the 
project alive. As one editorial noted 

summit wasnt a party 


Danilovich 
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enforcement than the consequent money laundering. In 2004 
law enforcement stepped up interceptions of smugglers 
while the Financial Crime Investigation Service (FCIS) 
started nine money laundering pre-trial investigations. 

FCIS froze over USD 9.6 million in criminal assets in 2004 
(first ten months). The FBI reports excellent cooperation 
with Lithuanian law enforcement on suspected money 
laundering cases. Lithuania is a signatory to numerous 
international conventions on money laundering 

four additional agreements with European countries in 2004. 
Lithuanian law enforcement officials participated in two 
money laundering prevention workshops made possible with 
USG assistance in 2004. End Summary. 


Sources of Illicit Money 
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2. Local experts identify the informal economy 

at 18 percent of GDP 

money in Lithuania. The flow of smuggled goods 
principally cigarettes and alcohol from Russia and Belarus 
is driven by price differentials between these countries 
and Lithuania and the West. A pack of cigarettes in 
Lithuania 

a pack in the EU. Experts anticipate that smuggling will 
increase when Lithuania adopts the minimum EU excise rate 
in 2009. The demand for smuggled cigarettes is greatest 
domestically 

Lithuania for Germany and the U.K. 


3. Smuggled Chinese goods are also a source of illicit 
income 

to Customs and the State Tax Administration to avoid VAT 
and profit taxes on such goods. Smugglers avoid paying 
taxes on the goods by generally selling them at largely 
unregulated outdoor markets. Following the removal of 
border checkpoints after Lithuania s accession to the EU 
customs officials are only able to inspect Chinese goods if 
they receive information to track them down in Lithuanian 
warehouses. 


4. VAT fraud is a third source of illicit income. Experts 
note that VAT revenues are not increasing proportionally to 
retail sales. In 2003 

constituted 6.7 percent of GDP 

constituted 7.5 percent of GDP. 


5. Customs reports that it initiated 114 pre-trial 
investigations against smugglers in 2004 

2003. The agency provided a partial breakdown of these 
investigations: 


-- 33 investigations related to smuggling into Lithuania; 

-- 30 cases addressed a failure to re-export goods from 
Lithuania; and 

-- 13 investigations addressed document forgery. 

According to Customs data covering the first nine months of 
2004 

of total value of goods intercepted were: 
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-- Tobacco products 
from LTL 644 
2003; 


-- Stolen cars 
LTL 1 
2003; 


-- Chinese goods 
LTL 10 
of 2003; and 


-- Metals 
92 


6. Customs says that the major category of contraband it 
intercepts is cheap Russian cigarettes smuggled in from 
Kaliningrad. It reports that small groups of mainly 
Lithuanian 

control this trade. This is a significant change from the 
situation before 2002 

controlled this illegal activity 

Lithuania for Western countries in exchange for illegal 
cash entering Lithuania. A Border Guard press release 
stated that the agency had confiscated a record 3.2 million 
packs of smuggled cigarettes at the borders in 2004 

from 1.6 million packs in 2003 

The breakdown of the 2004 seizures is as follows: 


-- 2.4 million packs at the border with Kaliningrad; 
-- 540 
-- 288 


The Border Guards noted that smuggled cigarettes are sold 
at two or three times the purchase price in the black 

market 

centers. 


7. Customs also reports that it initiated four pre-trial 
investigations against alcohol smugglers in 2004. The 
largest seizure of 2004 occurred in September along the 
Polish border and involved 26 tons of spirits of Belarusian 
origin. Customs launched four pre-trial investigations 
(down from twelve cases in 2003) against criminals 
smuggling stolen cars from Western Europe. In 2004 
Customs started 52 pre-trial investigations against 
suspects smuggling Chinese goods into Lithuania 
another 30 cases against individuals who had broken their 
commitments to re-export Chinese and Turkish goods to 
Latvia. 
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VAT Fraud 


8. In November 2004 

intercepted a well-organized criminal gang 

defrauded the state budget of more than LTL seven million 
(USD 2.7 million) in VAT revenues. During 2003-2004 
group had established more than 30 shadow companies 
according to FCIS 

products. Press reports state that FCIS seized LTL 200 
(USD 76 

falsified accounting books. The agency froze a large 
proportion of the criminal group\'s property valued at LTL 
four million (USD 1 


Narcotics 


9. The sale of narcotics does not generate a significant 
portion of financial crime and money laundering activity in 
Lithuania. FCIS reported no cases of money laundering 
related to narcotics in 2004. Customs reported that it 
started ten pre-trial investigations against narcotic 
smugglers in 2004 

enforcement authorities estimate that the domestic drug 
trade is worth LTL 500 million (USD 200 million) per annum 
and is growing. Lithuanian organized crime groups have 
begun to penetrate the German narcotics market. Heroin is 
smuggled into Lithuania from Central Asia and the Balkans. 
Cocaine imports from South America travel through Western 
Europe into Lithuania. Poppy straw is especially popular 

in the countryside 

district of Russia. 


Cash Couriers 


10. Customs reported three seizures totaling LTL 69 
(USD 26 

from LTL 150 

2003. On January 7 

Belarusian national on charges of smuggling LTL 123 
(USD 47 

national was detained for carrying USD 30 


Money Laundering: Nine pre-trial investigations underway 


11. There are no precise estimates regarding the scale of 
money laundering in Lithuania. One expert opined that 
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money laundering is anywhere between LTL 10-100 million 
(USD 4-40 million) per year 

estimate 

informal economy (LTL 10 billion 

Prosecutors launched criminal proceedings in nine suspected 
cases of money laundering 

suspected tax evasion 

FCIS reported no convictions for money laundering in 2004. 
The nine suspected money laundering cases arose in part 
from FCIS-led investigations into 119 suspicious bank 
transactions 

transactions during the first ten months of 2004. Banks 
reported 65-70 of the suspicious transactions 

balance were identified by FCIS. 


12. Authorities did not launch a single investigation 
against bank officials for complicity in money laundering 
in 2004. Regulatory authorities exercise tight supervision 
of the country's ten commercial banks 

branches and 58 credit unions 

the banking system is a high-risk activity. FCIS stated 
that although there were many cases of credit card fraud 
none were related to money laundering. The Police report 
that financial crimes constituted four percent 

accounted for three percent 

counterfeit currency slightly above one percent of all 
crimes committed in 2004. 


13. Lithuania has good laws that have created adequate 
legal safeguards against money laundering. Experts observe 
that GOL controls in the banking sector are adequate 

that the banking system 

vigilant against potential launderers. They opine that the 
GOL dedicated adequate funds in 2003-2004 to its three law 
enforcement agencies (FCIS 

responsible for combating money laundering. FCIS\'s 2004 
budget increased by 23 percent over 2003 

Customs budget decreased by 13 percent. The experts 
highlight 

measures 

information exchange among these agencies at the regional 
level 

the regional level. Additionally 

Customs officials no longer routinely inspect goods at 
border posts with neighboring EU states 

mobile units to patrol the border. The GOL currently has 

13 mobile units 

by the end of January 2005. 

Real Estate - a potential venue to launder money? 
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14. Experts identify real estate purchases as a potential 
venue to launder money. The State Tax Administration 
checks the income and property declarations of categories 
of high-spending individuals 

expensive real estate 

goods worth more than LTL 50 

donors to election campaigns 

expensive purchases. The agency told us they have many 
sources to gather this information 

LithuaniaVs single Real Estate Register 

construction companies and real estate agents 

of the largest luxury good storesY records. From January 
1 

property declaration. Before this change 

purchasing property with a value in excess of LTL 46 

50 

managers were obliged to submit these declarations. The 
tax inspectorate has closed the loophole that enabled 
potential launderers to purchase property in Lithuania 
worth less than the threshold 

without declaring the purchase or accounting for the source 
of the funds. The agency told us that its data for 2004 
would only be available after the tax submission deadline 
of May 1 


15. Lithuanian officials and financial institutions do not 
encourage or facilitate money laundering or narcotics 
trafficking. Lithuania is not an offshore or regional 
financial center. The State Tax Administration informed 
us 

companies purchasing goods in Russia at lower prices 
attributing higher prices to offshore companies outside 
Lithuania 

conceal the illicit profit they make. 


16. Money laundering is a criminal offence punishable by 
up to seven years in prison. The Lithuanian parliament 
January 29 

laundering in Article 216 of the Criminal Code. The law 
now defines a money launderer as \"any person who carries 
out financial operations with his own or another personVs 
money or property or with part of them knowing that such 
money or property acquired in a criminal way 

agreements 

or makes a fraudulent declaration that they are derived 
from legal activity 

legitimizing these proceeds shall be punished by 
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imprisonment for a term of up to 7 years. Enterprises 
shall also be held liable for the acts specified in 
paragraph 1 of this Article. V" 


Reporting Requirements 


17. Amendments to the law on the Prevention of Money 
Laundering went into effect on January 1 

has the authority 

financial activity 

freeze an account for 48 hours without prosecutorial 
intervention. Article 9 of the Money Laundering Prevention 
Law requires financial institutions and other entities 
(auditors 

keeping companies and notaries) to report to the FCIS 
suspicious transactions of any size and the identity of 
clients involved within three hours of detecting such 
activity. The FCIS may extend the freeze during an 
investigation. 


18. The GOL published four regulations in 2004 to 
implement the new requirements of the Law on Money 
Laundering. 

-- In July 

suspicious money operations. The new list includes 25 
detailed criteria 

payments 

seven days 

transactions in order not to reach the LTL 50 

20 

40 


-- The Cabinet also adopted new rules in July to identify 
persons involved in suspicious transactions 

transferring this information to FCIS. The regulation 
establishes a list of data and documents that a bank or 
another financial institution must request from a person 
whose identity must be established in accordance with the 
Law on Money Laundering. 


-- In July 

the management of registers of suspicious money 
transactions 

19 


-- On November 15 

Stopping Suspicious Money Operations and Providing 
Information to the Financial Crime Investigation Service 
(FCIS) at the Ministry of Interior" These rules entitle 
FCIS to request any legal or natural entities 
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notaries 

hours upon receiving an FCIS order 

would inhibit the investigation of suspicious money 
transactions. All entities except notaries are required to 
freeze such operations if they notice them 

individuals who will be responsible for monitoring money 
operations and who can freeze suspicious operations. All 
entities except notaries must report details on all such 
operations to FCIS within three working hours after 
freezing the suspicious operations. 


Large Transactions 


19. The law on money laundering requires financial 
institutions to identify and report to the FCIS within 

seven days any transaction exceeding LTL 50 

19 

maintain a register of customers who engage in transactions 
exceeding LTL 50 

foreign currency 

ten years. The press 

requirement to report transactions exceeding LTL 50 
(USD 19 

requirements and although not very happy about the new 
reporting burden imposed on them 

cooperative and report and exchange information of their 
own accord 


20. Although Lithuanian law provides for confidentiality 

of commercial banking information 

Money Laundering Prevention Law protects bankers who report 
required information to the FCIS. The \"Law on the 

Financial Crime Investigation ServiceW of March 28 

authorizes FCIS to collect information from financial 

institutions. 


Cross-border Currency 


21. The law requires that individuals must declare to 
Customs cash they transport into or out of the country in 
excess of LTL 10 

accession 

from third (i.e. non-EU) countries. Customs authorities 
must report to the FCIS as soon as possible 

than within seven working days 

enters or departs the country transporting cash in excess 
of LTL 50 

primary responsibility for border checks 

perform periodic checks 
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support 


Other Reporting Requirements 

22. The amendments to the Law on the Prevention of Money 
Laundering require that insurance companies identify 
customers whose annual insurance payment exceeds LTL 8 
(USD 3 

or exchange for chips amounts larger than LTL 3 

1 

information 

are required to report any suspicious transactions and any 
transactions exceeding LTL 50 


23. The amendments also require lawyers to notify the 
lawyersV association about clientsV suspicious 
transactions 

within three working hours of notification. The lawyers\' 
association must maintain a register of suspicious 
transactions and maintain relevant records for ten years. 
Lawyers protested that the new reporting requirements 
violate attorney-client privilege. No other groups have 
voiced substantive objections about the new legislation. 


Record-keeping Requirements 


24. Banks and other financial institutions are required to 
maintain records for ten years V'after they break contact 
with the customer." FCIS interprets this to mean ten years 
following the customerVs last transaction. Banks also 
retain information on the identity of an account owner ten 
years following the closure of the account. 


Bankers\' Obligations 


25. The Code of Administrative Violations imposes a fine 
of LTL 2 

inadequately identify and report money laundering in their 
institutions 

Bank officials who are suspected of complicity in money 
laundering are subject to criminal prosecution and 
imprisonment of up to seven years under Article 24 of the 
Criminal Code. The Central Bank may withdraw a banks 
license for violating procedures designed to prevent money 
laundering. 


Witness Protection 
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26. Prosecutors and pretrial investigation officers may 
grant witnesses anonymity 

(Articles 198 

witnesses under threat to life 

property 

the case. There were no reports of retaliatory actions 
taken by traffickers or organized crime specifically 
related to money laundering investigations. There have 
been minor incidents of vandalism of police officers homes 
and cars 

investigations. 


27. The GOL has independent national authority to freeze 
assets linked to terrorism. The amended Law on the 
Prevention of Money Laundering defines terrorist financing 
as an \"activity by means of which individuals intentionally 
use money or other assets received by criminal or other 
means for the direct or indirect funding of terrorism. V 
Article 9 of this law authorizes FCIS to freeze suspicious 
assets (including those related to terrorism) for a period 

of up to 48 hours 

under the Code on Penal Procedure apply. Article 72 of the 
Criminal Code permits confiscation of assets that served as 
the tool 

of the Criminal Code 

2003 

prescribes imprisonment of between 4-20 years. 

28. In 2003 

Convention for the Suppression of the Financing of 
Terrorism 

April 2004 

VImplementation of Economic and Other International 
Sanctions\" which makes international financial sanctions 
including UN sanctions against terrorists 

Lithuania 

overseeing their implementation. It also clarifies the 

role of other GOL agencies 

Insurance Authority 

this process. The law provides that the Lithuanian Cabinet 
establish and amend 

international sanctions. Provisions of the law apply to 

the actions of Lithuanian legal and natural persons in 
foreign countries 

countries implement international sanctions as applied by 
Lithuania. Lithuania does not have an Vall serious crimes" 
anti-money laundering law. 
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29. The State Security Department is the lead GOL agency 
coordinating efforts against terrorism. Together with 

FCIS 

all terrorist individuals and entities on the UN 1267 

Sanctions Committee\'s consolidated asset freeze list and/or 
whom the USG has designated and whose assets it has frozen 
for names which we provided to the GOL on a non-close-hold 
basis. For names provided on a close-hold basis 

informed us it did a thorough search in its database. The 
government has provided no indication that its searches in 
2004 have yielded any evidence of terrorist assets. 


30. Charitable and non-profit entities do not play a role 

as conduits to finance terrorism. Alternative remittance 
systems do not exist in Lithuania. A press report noted 
that a Catholic priest accepted a donation of LTL 5-10 
million (USD 1.9-3.8 million) in November 2004 in violation 
of internal Church regulations that require the approval of 
a bishop for donations of more than LTL 10 

The Church has started an internal investigation into this 
matter 

how best to regulate charities. 


31. Lithuania has Free Economic Zones (FEZ) in the cities 
of Klaipeda 

country\'s largest seaport 

hub 

There are currently four businesses operating in the 
Klaipeda FEZ. This largest οἱ Lithuania\'s zones 

million euros (USD 174 million) in total foreign 

investment 

to begin operations in 2005. 


32. Companies operating in the FEZ receive the same legal 
guarantees as those operating elsewhere. Parliament 
approved a law on the fundamentals of free economic zones 
on June 28 

establishment of free trade zones and the legal status of 
firms operating in such zones. Lithuania\'s EU Accession 
agreement permits the indefinite operation of existing 

FEZs 

Businesses operating in the zones enjoy the following 
advantages: 


-- 80 percent corporate tax reduction for the first five 
years of operation 
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-- Exemption from customs taxes; 


- Exemption from Value Added Tax; and 
-- A 50 percent discount on land leases. 


FCIS has no indication that any of these free trade zones 
are being used in trade-based money laundering schemes or 
by the financiers of terrorism. 


33. Lithuanian law enforcement cooperates with the USG in 
investigations and the exchange of information related to 
money laundering 

customs issues. The Lithuanian FCIS exchanges information 
with the U.S. Financial Crimes Enforcement Network 

Federal Bureau of Investigation (FBI) 

Revenue Service of the U.S. Department of the Treasury on 
suspicious financial transactions 

investigations of money laundering cases. FBI states that 

it has had excellent cooperation with law enforcement 
agencies in Lithuania. In 2004 

and FinCen requests in 2004 for cooperation on money 
laundering and fraud cases 

FCIS requests concerning individuals and businesses 
possibly associated with money laundering and fraud. The 
police and FCIS continue to cooperate with U.S. law 
enforcement bodies on a significant Russian Organized 
Crime/Money Laundering investigation. Through Mutual Legal 
Assistance Treaty (MLAT) and other requests 

provided bank records and other evidence to the United 
States to be used at trial. Lithuania allowed bank 

officials to travel to the United States in 2004 to testify 

attrial. FBIHQ is reviewing an FCIS proposal in 2004 for 

a Memorandum of Understanding between the two agencies to 
clarify their relationship. 


34. Lithuanian authorities exchange records in connection 
with investigations and proceedings relating to terrorist 
financing and other crime investigations. The USG-GOL 
MLAT 

mechanism for formal exchange of records. Lithuania 
voluntarily exchanges with the United States information 
regarding on-site examinations of banks and trust 

companies. FCIS joined the Egmont Group of Financial Crime 
Investigative Units in 1999 

provide a mechanism to exchange information in a timely and 
secure manner to further the fight against money 

laundering. FCIS joined the Egmont Secure Web in December 
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2003 

the posting and assessing of information regarding trends 
analytical tools 

addition to Egmont 

Interpol 

liaisons. The Lithuanian government has not refused to 
cooperate with USG agencies on important cases. 


35. Law enforcement is working with other countries on 
significant organized crime money laundering 
investigations. FCIS signed four agreements in 2004 
covering cooperation against economic and financial 
crimes 

with the European Anti-Fraud Office 

Revenue Service 

Estonian Tax and Customs Board. Nine Memoranda of 
Understanding on cooperation for exchanges of financial 
intelligence information were signed with Financial 
Intelligence Units (FIU) from Belgium 

the Czech Republic 

Slovenia between 1999-2003. Lithuania and Germany signed 
an agreement in 2001 to cooperate in the fight against 
organized crime and terrorism. 


36. USG assistance has provided advanced training to combat 
money laundering 

organized crime. The East-West Management Institute 
(EWMI) 

economic and legal reform in countries making the 

transition to a free-market economy 

following workshops and seminars with USG assistance: 


- A \"Regional Workshop on Prevention of Money Laundering\" 
(for law enforcement institutions) in Tallinn 

June 10-11 

Supreme Court judges 

officials; 


- A \"Regional Workshop on Prevention of Money Laundering\" 
(for law enforcement institutions) in Vilnius on February 

26-27 

representatives 

Deputy Director of the Ministry of JusticeVs International 

Law Department. In addition 

Estonia 


-- In January 2003 

United States for representatives of the three Baltic FIUs. 
Three FCIS officials traveled to the United States to meet 
with FINCEN 
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-- A VRegional Workshop on the Prevention of Money 
LaunderingW (for law enforcement institutions) in Gdansk 
Poland 

specialists in financial crime to discuss cases and 
exchange opinions about the current situation in the field. 
Lithuanian participants included two prosecutors and one 
judge. There were investigators 

from Estonia 


-- A seminar on Prevention of Money Laundering\" (for banks 
and financial institutions) in Riga 
2001; and 


-- A seminar on VU.S. and Foreign BanksY Compliance with 
the US Patriot Act" (for banks and financial institutions) 
in Riga 


In addition 

Agreement on Law Enforcement on September 30 
which the United States agreed to provide training and 
equipment to the Lithuanian police to combat currency 
counterfeiting. The USG provided USD 325 
surveillance equipment in 2003 

Agreement signed on March 22 


37. Lithuania is a signatory to the 1988 International 
(Vienna) Convention against Illicit Traffic in Narcotic 

Drugs and Psychotropic Substances 

March 12 

Europe (Strasbourg) Convention on Laundering 

Seizure and Confiscation of the Proceeds from Crime 

it ratified in 1994. On December 9 

Parliament ratified the International Convention for the 
Suppression of Terrorist Bombings. The country adheres to 
the recommendations of the Financial Action Task Force and 
relevant EU policy directives. The 2003 amendments to the 
Law on the Prevention of Money Laundering incorporated 
recommendations from EU policy directives issued in 1991 
and 2001. 


38. Pretrial investigation agencies (police 

Customs 

A prosecutor may prohibit individuals suspected of 
involvement in money laundering or other financial crimes 
from disposing of property for a period of up to six 
months. Freezing assets for a longer period requires a 
court order. The court can seize only property which the 
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criminal or his/her accomplice used as an instrument of a 
crime or a means to commit a crime or which was acquired as 
the direct result of a criminal act. The court may seize 

assets in order either to ensure the possibility of 

forfeiture in criminal cases or to secure a judgment in a 

civil action. Upon conviction of money laundering or 

terrorism financing 

restrictions on operation of his/her company 

liquidation of property. 


39. The FCIS froze over LTL 25 million (USD 9.6 million) 
in assets during the first ten months of 2004. In 2003 
the FCIS froze over LTL 52 million (USD 20 million) in 
assets 

There are no figures available for the total value of 
forfeited crime-related assets. The police lack adequate 
resources to perform property seizures. 


Disposition of Assets 


40. Proceeds from seizures and forfeitures go into the 
national budget 

national weapons fund. The police destroy seized 
narcotics. Enforcement actions led to LTL 6.5 million 
(USD 2.5 million) in seized drugs in 2004. Lithuania does 
not share crime-related assets with other governments. 
Seizures and forfeitures of assets have not generated a 
public or political reaction. Following passage of the 
Criminal Process Code in 2003 

currently considering other legislation on seizure and 
forfeiture. 


41. The public and business community are supportive of 
GOL efforts against money laundering 
measures are undertaken in a transparent manner. 


MULL 


3. (C) Dhabbi told CDA that that the governments relations 
with opposition elements are extremely tense. He attributed 
tensions to ROYG efforts to push through tough but necessary 
economic reforms and said the opposition is taking advantage 
of public apprehension about the cost of reforms by \"playing 

a very negative role.\" Our relations with the opposition are 
Vboiling 

to fight terrorism and arrest terrorist suspects." Implying 

that the ROYG takes considerable heat from the opposition for 
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its partnership with the U.S. in the GWOT 

reason he had asked for this meeting: "When diplomats and 
foreigners talk frequently to opposition leaders and 
journalists 

they have your support.\" CDA responded that the Embassy 
maintains relationships and has routine contact with members 
of the opposition and the press as a matter of course 

that we would continue to do so. Dhabbi replied that he 
understood 

with 

of jailed journalist Khaiwani (ref C) 

mean you support them against the government." 


4. (C) Dhabbi confided to CDA that he personally 

others in the ROYG 

Khaiwani 

imprisoned according to the law. The DFM said that the ROYG 
was working on amendments to the Press Law 

the arrest of journalists for expression 

take some time for a new law to be drafted and approved. CDA 
responded that the Embassy\'s position on KhaiwaniVs continued 
imprisonment was clear -- \"it\'s а bad idea. Those calling 

for KhaiwaniVs release do have our moral support even if we 
have so far refrained from making a public comment on the 
issue.\" CDA told Dhabbi that the U.S. remains concerned 
about the Khaiwani case 

intimidation of other journalists. He told Dhabbi that these 
events represent a government crackdown on the media dating 
back to the al-Houthi insurgency last summer. It is damaging 

to YemenWs reputation in the international community 

CDA 

international development assistance programs. 


5. (S) CDA raised U.S. concerns about SA/LWs proliferation in 
Yemen 

arms dealers continue to pursue weapons deals on behalf of 
the ROYG that far exceed the needs of the Yemeni Armed 
Forces. Dhabbi said that following A/S Bloomfield\'s meeting 
with Saleh last September 

for dealers to buy weapons from eastern European or FSU 
countries. Nevertheless 

occurring as we speak 

arms into Yemen is to sell them on the regional black market. 
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These weapons end up in terrorist hands 

USG remains prepared to help Yemen close this revolving door 
and get control of its weapons smuggling problem. Dhabbi 
agreed the issue must be tackled. \"Those people 

Vare making fortunes regardless of the damage to Yemen. V 


6. (C) CDA told Dhabbi that although the General\'s meetings 
with President Saleh and ROYG military officials went quite 
well 

the Yemeni authorities to clear the party's communications 
equipment. CDA characterized the incident as disturbing 
demonstrating the level of the ROYG\'s mistrust for the U.S. 
Dhabbi said he had heard about the incident after General 
Abizaid had departed 

confusion over the unusual amount of equipment accompanying 
Abizaid. CDA said that it was not unusual at all for General 
Abizaid to have his personal communications equipment when 
overnighting off base. CDA added that General Abizaid will 

be reluctant to make another overnight visit to Yemen in the 
near future. 


7. (C) Dhabbi disputed that the luggage fiasco was intended 
as a political message from the highest levels of the ROYG 

it was 

bureaucratic \"mentality.\" We are not accustomed to anyone 
but the President traveling with such equipment 

Dhabbi suggested that next time the Embassy work face-to-face 
with the MFA 

paperwork to customs authorities. CDA responded that we 
would do so 

the luggage and equipment as emanating from the highest 
levels of the ROYG 

Washington and may well have unfortunate repercussions. 


8. (C) Deputy Foreign Minister Noman 

reformer 

9 meeting with Pol/Econ Chief he reported that both FM Qirbi 
and Presidential Advisor Iryani were in the room with 
President Saleh when he gave the green light to release all 
of Abizaid party\'s luggage and equipment. Noman said that 
according to Iryani 

make sure that it all leaves with him. Noman said it was 
possible 

appease Qirbi and Iryani 

convinced him to reverse his decision. Noman agreed with 
Dhabbi\'s assessment that it is ultimately a problem of 
\"mentality.\" 


Column 3 


9. (C) Comment. Post has become accustomed to occasional 
injunctions against meeting with the opposition 

which reflect increased sensitivity on behalf of the ROYG to 
the activism of the opposition and the impact of this 

activism on Yemen\'s international image. ROYG\'s acting out 
against the opposition by trying to intimidate the media 

letting their suspicions of the USG get the better of them by 
holding up a VIP\'s personal luggage and equipment is self 
defeating and harms both their image and interests in the 
international community. End Comment. 

KHOURY 
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chambers) 

levels of government. The federal gogernment would provide 
34 million Euros 

and local governments would give 6 million Euros. The focus 
of the projects will be reconstruction. Projects include 
construction of \"SOS Children\'s Villages\" for orphans in the 
region; construction of hospitals; environmental assistance 
projects; and reconstruction of water treatment facilities. 


2. Austria has sent some 200 officials to provide 

assistance 

of the region. A military detachment of 77 people is 
providing both water purification and de-mining assistance in 
Sri Lanka. Austria is using a C-130 transport aircraft to 
support its deployments. (Note: Austria has three C-130s 
which it uses primarily to support peacekeeping deployments 
in the Balkans and the Golan Heights. Two are currently 
undergoing scheduled maintenance. End note.) 


3. The Foreign Ministry counts 384 Austrians with whom there 
has been no contact. The MFA confirms eleven Austrians dead. 
The MFA repatriated some 1 

Brown 
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give a six month deadline for positive Cuban actions. 
Groenemeyer promised to take reftel\'s new suggestions to the 
COLAT meeting and bring them to the attention of the 
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Presidency. (Groenemeyer\'s boss 

Coppello 

just returned to the office and would consider the USG 
suggestions before COLAT 


2. (C) Groenemeyer recalled that the December COLAT \"was a 
very heavy meeting.\" It will be difficult for the EU to 

change the proposed policy too much now since it was a \"real 
compromise of the widest range of points of view 

very far apart at the beginning. He added that V'it is very 

clear that the EU needs a new Cuba policy" and “опе that is 
united.\" Poloff retorted that \"it is critical for the EU and 

the USG to be as united as possible on Сира," and emphasized 
that we remained very skeptical about the changes the EU 
seemed about to adopt. Groenemeyer agreed the EU and USG 
should work together 

cooperation does not necessarily mean we would adopt exactly 
the same tactics or policies. He would expect the EU to be 

the softer foil to the USG\'s unchanging hard line. \"If we 

are perceived as getting too close to the US then the Cubans 
put us back to zero 


3. (C) Having held the Cuba account for almost eight years 
he observed that staff changes among bureaucrats in Brussels 
and in national capitals regularly inspired so-called V'fresh 
thinking" on Cuba 

negatively surprise us.\" Still 

move ahead on a new approach 

Netherlands continues to represent the Presidency in Havana 
where the EU will work on how to \"fill out contacts with 
dissidents.\" 

SOBEL 
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candidate.\" 


3. (U) It turned out that a compromise candidate was found 
but it was not Klein. Finance Minister Netanyahu told radio 
station Kol Israel on January 10 that he had felt it was 
unlikely that someone of Fischer\'s status would agree to 
accept the position 

before he and the Prime Minister were supposed to meet to 
make a final decision did Professor Fischer agree to accept 
the position. Netanyahu said both he and the PM agreed that 
having Fischer at the BOI was a golden opportunity for the 
Israeli economy. 
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4. (U) Israeli press play was fairly homogeneous 
commentators simultaneously highlighting Fischer\'s gold- 
plated economic credentials while criticizing the selection 
of a non-Israeli for such a key position here. Most 

articles noted that 

architects of the 1985 Economic Stabilization Plan 

brought inflation down from more than 400% in that year to 
the double digits 

naturally not completely versed the political and economic 
forces at play in Israel. Sever Plotzker 

of Yedhiot Achronot 

familiar in depth with the Israeli economy 

basic Hebrew 

post of Governor of the Bank of Israel and give up a salary 
worth millions of dollars and a senior position in an 
American financial institution 

message about the Israeli economy... Although it would have 
been better to have an Israeli governor for Israel\'s central 
bank 


Fischer\'s Views on the Israeli Economy: 
Watch that Budget Deficit 


5. (U) Fischer outlined his economic views at Tel Aviv 
University on November 30 

jubilee celebration of the Bank of Israel. Almost to a one 
they reflect positions championed by Finance Minister 
Netanyahu. Fischer criticized the centralization of 

interest rate decisions in the hands of the ВОІ Governor 
and argued that a monetary policy committee should make such 
decisions. He cited an ideal inflation rate of around 2 
percent 

as the opposite. (Note: This appears to have been a 
negative reference to the tight monetary policy pursued by 
Klein 

taxes 

indicated that the global trend is reducing tax rates. He 

felt that Israel needs to take a more serious and systematic 
approach to social welfare. He is in favor of the Bachar 
capital market reforms. 


6. (U) Regarding the Israeli fiscal framework 

argued that the budget deficit remains too large as a result 
of a bloated public sector and inflated defense burden. He 
spoke strongly in favor of implementing economic reforms. 
Fischer is also known for his belief that there is no growth 
without peace. 
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Positive Reactions from Economic Circles 


7. (U) Professional economists almost universally approved 
of the Fischer appointment 

10. Former BOI governors were especially effusive. Yackov 
Frankel told Haaretz that \"This is an excellent nomination 

of a man who is a first-rate professional and who has 
decided to immigrate to Israel and lead the Bank of Israel." 
Frankel added that he is convinced that Fischer will 

maintain monetary stability 

economic growth. Former BOI Governor Arnon Gafni reminisced 
to Kol Israel about FischerVs key assistance in bringing 
down Israeli inflation in the mid-1980s. He said that 

Fischer is one of the finest economists in the world 

well as a loyal Jew. Klein himself 

said took the news as V'the real gentleman he is 

Fischer\'s status as a \"first-rate economist 

Israel will benefit from Fischer\'s broad connections. 


8. (SBU) The private sector was also pleased by the 
announcement. One mission contact 

research at a major Israeli bank 

and surprised" by the nomination. He noted \"foreign 
financial institutions will be very pleased by the 
appointment. He said he expected Fischer to stress the 
importance of fiscal stability. Although Fischer was likely 
to work well with Netanyahu and other politicians 

likely to be \"tested\" by the Knesset Finance Committee in 
his role as economic advisor to the government. This 
contact said he expected Fischer to call on his extensive 
international contacts to support his policy positions 
would put these contacts to good use in upcoming policy 
battles. 


9. (SBU) Another mission contact 

international bankVs Israel office 

Fischer to do well as Governor 

internationally. He had sat in on a number of meetings 
between Fischer and PM Sharon 

when Fischer speaks." Internationally 

immense credibility. Finally 

international banks operating in Israel were certain to find 
out soon that there would be \"no more bullshitting the 
Israeli regulators... V" 


10. (U) Ohad Marani 

Ministry 

initial criticism 

most successful appointments by the State of Israel. He 
noted that FischerVs ability to integrate the theory and 
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practice of economics will result in his being a very 
successful Governor. Marani stressed that 

is an VAmerican import 

in all possible areas - academic 

well as economic. 


11. (U) Perhaps the most objective observer 
market 
The dollar has remained stable. 


12. (U) The reaction to the news was more heterogeneous 
within the political sphere. Labor Party leader Shimon 
Peres 

1985 Stabilization Program was implemented 

support for the appointment in a January 10 interview with 
Kol Israel. Peres noted that the nomination of a non-Israel 
was not uncontroversial 

prominent Israeli immigrants. 


13. (U) Even MK Amir Peretz 

to be open-minded. He is pleased that Fischer understands 
the connection between peace and economics 

hopes he will be able to resolve economic-social issues. 
Peretz said the test will be whether Fischer succeeds in 
reducing the income gaps in the society. 


14. (U) Former Shinui Party Minister of the Interior 
Avraham Poraz strongly opposed the nomination 

it was unacceptable for a non-Israeli to hold such an 
important position. He noted that 

Jewish 

did his children 

economist 

experience. 


15. On the policy front 
three basic challenges: 


Philosophy: Fischer will have to decide whether the Bank\'s 
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effort to maintain price stability should be leavened with 

the political objective of job creation. Although Klein and 
Netanyahu agreed on the importance of using monetary policy 
to battle inflation 

financial stance was too harsh. Now that the Labor Party is 

in the government 

unemployment rate and to act on the hot button issue of an 
increased poverty index will increase further. 


Independence: The Bank is independent and the Governor 
retains sole decision-making of the interest rate and money 
targets. The Finance Ministry and Klein have sparred on who 
can be primary dealers of government bonds. Finance will 
continue to push to establish a committee with outside 
members chosen by the government to make interest rate 
decisions. Klein strongly opposed such a step 

appears likely Fischer will be more amenable to working out 
a modus vivendi. 


Labor: Klein has tried to tie BOI staff compensation to 
performance and to ensure bank workers are putting in the 
hours they are supposed to and are doing appropriate work. 
For this he got a union revolt with epithets written on the 
bathroom walls. The labor strife with the bankVs highly 
compensated workforce will continue if the next governor 
tries to bring the bank into the 21st century. 


16. (U) Fischer is: 

- 61 years old; 

- Born in Zambia 

- Currently serving as Vice Chairman of Citigroup 
2002; 

- First Deputy Managing Director of the IMF 

- Head of the Economics Department at MIT 

- Chief Economist World Bank 

- Adviser to GOI in 1985; helped draft that year\'s Economic 
Stabilization Plan; 

- Was a visiting senior lecturer at Hebrew University 
standing connection with the Bank of Israel; 

- Assistant Professor of Economics 

1969-73; 

- Doctorate in Economics from MIT 

- Studied at London School of Economics 


Kurtzer 
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-- The first meeting of EU COMs in Havana took place the day 
after Castro\'s partial unfreezing of relations with EU 

missions. Hrda termed this meeting a huge disappointment to 
the Czechs. She summarized the readout from the Czech 
mission: the planned agenda was completely jettisoned; the 
Spanish and most other EU members discussed their happiness 
with CastroVs decision and steps they planned to take to 
normalize relations; the Czechs and the Poles expressed 
frustration and tried to focus COMs on the mandate (from the 
December COLAT meeting) for them to prepare a format for the 
new dialogue with dissidents; the Dutch were essentially 

silent 

unfreeze relations with the remaining member states and the 
Commission (a point helpfully seconded by Portugal). 


-- In the end the Dutch did circulate (but did not discuss) a 
draft proposal for the structured dialogue 

dismissed as a non-starter. The Dutch proposal calls for 
quarterly meetings with COMs from the EU Troika 

specify the topics to be discussed nor call for a 

sufficiently broad participation from dissidents. Hrda 

stated clearly that the Czech government will not authorize 
FM Svoboda to support the December COLAT conclusions at the 
late-January GAERC meeting unless the Czechs are satisfied 
that the new measures are at least as significant as the 
previous EU common position. 


3. (C) In terms of next steps 
own draft proposal for the structured dialogue. It calls for: 


-- all EU COMs meeting four to six times per year with a 

group of five to six opposition leaders (to be selected in 
consultation with dissident groups) 

residences 

different groups; long-term vision of their role in the 
transformation; presentation of their opinions on substantial 
issues of Cuban political development and points of view on 
cooperation with the EU at the present stage 

transformation process and after the transition to democracy. V 


-- monthly meetings of all EU mission political counselors 
with a rotating group of up to ten opposition leaders or 
relatives of political prisoners 

rotating basis 

groups and their activities; information on development in 
regions; detailed information on persecution by government 
bodies; information on the health conditions of political 
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prisoners 
judgment. V 


The GOCR intends to share this proposal with what Hrda termed 
the Czechs\' \"partners\" -- specifically the Poles (whom Hrda 
singled out as having been increasingly supportive of the 

Czech position) 

promised to study reftel points to determine which could be 
incorporated into the Czech draft. 

4. (C) In response to Polec Counselor\'s question 

the MFA is united in its approach to the EU\'s Cuba policy. 

She noted that there had been some concerns from her 
colleagues who manage EU affairs on a daily basis that a 

Czech position in opposition to that of many larger members 
states could hurt Czech interests (she noted specifically 

threats Czech diplomats claim to have received from the 
Spanish that the CR would \"pay a price\" for its position) but 
said that all the important players on the question (she 

listed FM Svoboda 

Schneider and MFA DG for Bilateral Relations Bombasova) were 
in favor of the principled approach Hrda continues to 
recommend. 

HILLAS 
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CONFIDENTIAL\" AND NOT/NOT DISCUSSED WITH DEBTOR COUNTRY 


SIPDIS 
REPRESENTATIVES 


3. (SBU) Discussed in this session: 


Angola -- IMF Update (Brazil) 
Argentina -- Perspectives for upcoming negotiation 
(Israel) 
China -- creditor status 
Congo (Brazzaville) -- upcoming negotiation (Brazil) 
Djibouti -- IMF update 
Dominican Republic -- IMF Update 
treatment issues 
Haiti -- IMF update 
Honduras -- IMF update 
Iraq -- IMF update 
Kenya - IMF update 
Kyrgyzstan - debt sustainability analysis (Turkey) 
Nigeria - 2005 debt repayment schedule (Brazil) 
Peru - - buyback 
Poland -- prepayments (Brazil) 
Russia -- buyback proposal 
Sierra Leone - agreement extension 
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Sudan -- IMF update 


4. (U) ACTION/FOLLOW-UP/UPCOMING ITEMS 


Congo (Brazzaville) -- debt relief negotiation -- 
December 2004 session 


Methodology -- Possible publication of rules concerning 
buybacks and prepayments 


5. (SBU) The Secretariat said that it had not yet been 
able to talk with the Angolan Minister of Finance (as 
agreed upon at the November session) 

in January. The IMF reported that after the staff visit 

to Angola in November 

made 

to share information about its offshore oil accounts. 
These are not reported as part of their reserves 

IMF suspects the total roughly equals existing reserves. 
If the GoA shares the information 

visit in January 2005 

discussions at the Board in February. The GoA also held 
bilateral discussions with Hungary and Bulgaria 

appear to have involved debt-rescheduling negotiations 
not merely data reconciliation. The World Bank reported 
on a memorandum of understanding with the UNDP 
commented that a precondition for a donorsV conference 
would be the signing (not implementation) of a Staff 
Monitored Program (SMP) with the IMF 

a poverty reduction strategy paper (PRSP). The objective 
of such a conference would not be to collect pledges 

to get Angola to get used to multi-year programming. The 
GoA needs to have a longer-term vision. The Bank will 
continue for the next 18 months an interim support 
strategy. Last week it concluded in Paris negotiation 
about a loan of USD 200 million 

approval of Feb 11. 


6. (SBU) The Spanish delegate thanked the IMF for its 
update 
Angolan officials. 


7. (SBU) The Chair noted the continuing desire to engage 
the Angolans 
and promised to report results at the next meeting. 


ARGENTINA 
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8. (SBU) The Chair reported on his informal visit to the 
Argentine authorities (in his capacity as Ambassador 

as Paris Club President) 

creditors to be more flexible and creative. The IMF 
confirmed 

IMF program; it just wants to repay the IMF as soon as 
possible and be done with it. This creates the tactical 
problem that the GoA may seek to approach the Paris Club 
without an IMF program. It is up to the creditor 

countries to decide how to handle that possible scenario 
but working in tandem has generally been the best 
approach in the past. As for the private sector 

debt exchange has been pushed forward from last month to 
February 25 

participation. Structural reforms are stalled. 


9. (SBU) The World Bank rep said the Board approved a 
loan on December 7 of USD 200 million for provincial 
services to reactivate the economy. The Board did so 
only with great reluctance 

debt levels and structural reforms. The rest of the Bank 
programs are on hold. The rate of net lending flows in 
2005 probably will be just under a half billion USD to 
Argentina; with an IMF program the net flow would be 
slightly positive to the Bank. 


10. (SBU) The UK rep argued that although conditionality 
is important 

and perhaps the Paris Club should consider other means 
citing Nigeria as an example. In the case of Argentina 
however 

program; therefore 

of a Fund program. Germany answered that in the absence 
of progress on the IMF program 

send a strong letter requesting repayment 

that GOA\'s two years of increasing arrears amounted to an 
Vindirect rescheduling\' of its Paris Club debt. The 

USDEL agreed to send a letter. Italy agreed to send a 
letter 

that perhaps January would be better. Japan said it 

would join any consensus. The Netherlands noted that it 
had been pushing for a letter since August 

supports sending one because it doubts that the private 
sector deal will ever materialize. 


11. (SBU) The Chair proposed that the Secretariat would 
circulate a draft letter 

repayment obligations and that if it wants a debt deal it 
needs an IMF program. The Chair plans to send the letter 
in January. 
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12. (SBU) Spain asked for China\'s inclusion on the 
agenda 

Chinas relationship with the Paris Club and a possible 
future membership. Countries agreed that a first step 
would be for the Secretariat to gather publicly available 
individual country data on China\'s role as a creditor. 

Japan raised the issue of China\'s Export BankVs loans to 
Angola as an example. Germany pointed out that China is 
a WTO but not OECD member 

said China is a major case and its membership in the Club 
will definitely be a political matter for the Club. The 
Germany rep said that China had approached the Club very 
informally in 1999 on its principles and procedures. The 
Chinese had in the last few days approached Germany via 
their Embassy to ask about Germany's opinion of a Chinese 
membership in the Club (UK and Russia later indicated 
they also had been asked the same question fairly 
recently). He asked the IMF for information on ChinaVs 
claims 

have V'substantial claims. The UK noted that China is a 
very active creditor in Africa and Latin America. The 
USDEL suggested-and the Chair agreed--that China might be 
invited to the Paris Club informational meeting (see 

\"Iraq\" below) discussion to be set up for non-Paris Club 
creditors of Iraq. 


13. (SBU) The IMF said that the Chinese had not raised 
Paris Club membership during the FundYs most recent 
mission (which left December 7). The Chinese are a very 
active creditor 

to 31 African HIPC and low-income countries. He said the 
IMF could include a questionnaire on China\'s creditor 
information during its Article IV consultations in April 

2005 

Secretariat could use in gathering data on ChinaVs 


SIPDIS 
creditor role. The World Bank also offered to help the 
Secretariat gather data on developing country claims. 


SIPDIS 

The Bank pointed out that notwithstanding its growing 
creditor role 

at $21 billion (half in IBRD exposure 

share is declining over time due to early repayments in 
2002 

borrower 


Column 3 


14. (SBU) The Chair said it would report to members the 
results of its informal findings on ChinaVs creditor 
role 


15. (SBU) The IMF said the Board approved on December 6 
a three-year PRGF for USD 84 million that is in line with 
the priorities (decrease poverty 

transparency) identified in the GoCYs PRSP. 2002 arrears 
totaled CFA 258 billion to the Paris Club 

assumes a payment of CFA 106 billion in the first year. 
The IMF research department just revised downward 
projected oil prices 

very close to where they were in August with WEO 
projections. The World Bank noted that the Board 
approved a USD 30 million economic recovery credit last 
week; generally the Bank is pleased with the GoC progress 
in repaying arrears. 


16. (SBU) The Secretariat distributed the Congolese debt 
reduction proposal 

details - additional conditions for rescheduling post- 

ccod debt treated in the 1996 agreed minute 

reprofiling of post-ccod debt. Russia said it is not 
comfortable with the request for a 5-year reprofiling. 
Denmark requested the agreed minute include a de minimus 
clause 

clawback clause. The UK expressed uncertainty about a 
clawback. Germany supported the Russian position 
suggested payment be made in one year. The USDEL 
questioned whether a clawback clause would be worth the 
effort 

complex 

to 5 years for a reprofiling. 


17. (SBU) The Chair confirmed the Paris Club would open 
the negotiation with the GoC on December 15. 


18. (SBU) The Chair reminded creditors that only the 

first phase of Djibouti\'s most recent Agreed Minute was 
ever implemented (from October 1999 to end-August 2000). 
The IMF said that Djibouti\'s performance under its SMP 
started in April 2004 was "quite weak 

progress on structural reforms. The authorities had 

hoped the SMP would lay the basis for a PRGF 
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to ask for an extension of the SMP in order to create a 
longer track record (a minimum of two quarters of 
successful implementation) for the PRGF. During the IMF 
November mission 

the Fund on raising the issue of DjiboutiVs arrears with 
certain Paris Club creditors. The IMF should not be 
involved; instead 

disputes regarding arrears directly with the government. 
Furthermore 

Spain) were continuing to give grants to Djibouti 

implying that they would not be doing so if they had a 
"realV problem with the Government. Italy and Spain 
countered that the Government had refused to deal with it 
in good faith 

dispute over the debt but rather a dispute over the debt 
treatment given by the Paris Club: the Minister had told 
them it was \"unfair\" that Djibouti was not a HIPC 
country. The World Bank representative said progress on 
its overall Country Assistance Strategy was satisfactory 
with its portfolio strengthened and improved; a new CAS 
will come before the Bank board in January 2005. 


19. (SBU) The Chair indicated that he would send a firm 
letter to the Government reaffirming Paris Club 
solidarity. 


20. (SBU) The Technical Secretary of the Finance 
Ministry of the GODR met with the Secretariat the week 
before the December session to explain the DRVs 
comparability of treatment (CoT) strategy 

copy of a letter sent only to DR creditors (Club members 
did not see a copy of the letter). The latest CoT 

attempt relies on a bond swap 

be known in the coming months. This means the DR will 
miss the end-December 2004 deadline set in the April 2004 
AM. The DR asked the Secretariat for more time; while 
the 2004 AM has a suspension clause 

believe it was a good idea to exercise it after the 
Secretariat posed the question. 


SIPDIS 


21. (SBU) The new two-year IMF SBA program for 2005/06 is 
being presented this week 

Fund said that it would ask members for financing 
assurances at the January session instead of at the 
December session. Italy said it has post-ccod arrears on 
ODA debt of $2.3 million; it also expressed concern about 
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the CoT situation. The USDEL approved of the performance 
tripwires established in the upcoming SBA 

question of post-ccod arrears 

serious problem but did not support annulling the 2004 

AM 

assurances for just one year. This would meet the 
membersV concerns over Сот 

forward 

Germany and Spain supported the US idea on one-year 
assurances 

program could go forward with assurances for just the 

first year (the DR would need to return to the Club for 
negotiations before the second year). Germany added that 
the DR should clear post-ccod and interest arrears before 
the next round of negotiations and that creditors should 
continue to ask for a new DSA. The IMF said the DR could 
return to the Club in March 

of the bond offer should be clear. 


22. (SBU) The Chair closed the DR session by saying it 
would circulate before Christmas a draft letter 

would insist on CoT compliance and remind the DR of 
outstanding arrears. He said the Club could do one year 
financing assurances 

members could consider any pre-conditions for 
negotiations. 


23. (SBU) The IMF is seeking management approval for an 
Emergency Post-Conflict Assistance (EPCA) arrangement. 
There could be a meeting in January after which things 
would move quickly. SMP performance is satisfactory 
some structural commitments are delayed. The stock of 
arrears to bilateral creditors is USD 28.5 million to 

France 

France. In designing the EPCA facility 

assumed that Haiti would remain current on payments to 
those countries that are providing substantial financial 
support over the EPCA period 

which are together providing USD 250 million 

excess of the USD 2 million of scheduled debt service to 
those two donors. The IMF is asking creditors if they 

are willing to go along with a debt service payment 
moratorium 

positive signal to Haiti until the time that a new 

program is available. The World Bank reported on a USD 
12 million budget recovery credit 

package to be presented to the Board on January 6. The 
Bank strategy is to provide IDA intervention in the short 


Column 3 

term to restore institutional credibility. The USD 73 
million is about half the IDA financing pledged by the 
Bank 

in IDA arrears. 


24. (SBU) Italy inquired about the French position 
although it does not have the resources of the US/Canada 
it wants to help and so in principle can agree to a 
payment moratorium. Spain pointed out that the Paris 
Club normally keeps a clear separation between financing 
aid and debt servicing. New money is no alternative to 
debt treatment. It expressed surprise about being asked 
for aid today 


25. (SBU) The Secretariat put Honduras on the December 
agenda 

would wish to invite Honduras for Completion Point (CP) 

in spring 2005. The IMF rep said Honduras was broadly on 
track with its PRGF according to a review done in 
November 

trigger conditions. A team was in Honduras working on a 
DSA for HIPC completion point; a Board meeting is planned 
for March 2005 

He envisaged no need for topping up. The World Bank 
concurred with the IMF 

to discuss HondurasY HIPC CP during the second half of 
March 2005. The Secretariat said given the March CP 
would sometime early next year start collecting the data 
call. 


IRAQ 

26. (SBU) The Chair stated that two issues remain from 
the last negotiation: the calculation of how to achieve 
the 60 percent reduction in the second tranche 
comparability of treatment. The ІС has begun talks with 
non-Paris Club creditors 

for an educational campaign. In that vein 

received a letter from the Kuwait Fund asking for details 
of the debt deal. The Chair asked for reaction to the 
idea of the Secretariat organizing an informational 
meeting in Paris. 


27. (SBU) The IMF reported that a mission had just left 
Amman on Saturday after meeting with IIG officials to 
assess the 2005 Iraq budget. Policy discussions will be 
held December 18. Information is still only slowly 
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trickling in 

performance. The 2005 budget appears to be in line with 
the EPCA 

measures on domestic petrol subsidies and domestic debt 
management. The IMF understands that the IIG has begun 
contacting non-Paris Club creditors among the Gulf States 
and some eastern European countries. The World Bank rep 
said donor funds of 225 million for 2004 have almost 
completely been allocated. 


28. (SBU) Russia asked a technical question about the 
calculation of the appropriate market rate after 23 

years 

USDEL noted that the USG has the same question as Russia 
and 

precedent 

methodology. On comparability of treatment 

welcomed the willingness of the Secretariat to engage in 
a pedagogical exercise. The USDEL mentioned that it 
plans to meet with the IIG in December 

sign its bilateral agreement (note: the bilateral debt 
treatment was signed December 17 in Washington). The 
Netherlands requested that the working paper use a 
December 31 

already budgeted for debt relief this year. The 
Secretariat 


SIPDIS 

distributed the 1994 working paper addressing the 
appropriate market rate 

which the Russian del proffered his support and said he 
would not be able to accept any changes to the working 
paper. The USDEL noted its need to consult in DC. 

29. (SBU) The Chair said it would provide information to 
the Kuwait Fund as requested 

organize its informational meeting. 


30. The Secretariat indicated a successful IMF Board 
review would allow for implementation of the second phase 
(Jan 2005-Dec 31 

representative said the first review is scheduled for 
December 20; the staff report will recommend an 
augmentation of the PRGF by 50 million SDR 

to increased food imports. The Kenyans were broadly on 
track with their program. The World Bank said the 
government was making only slow progress on reforms 
financial sector reforms `relativelyV slow. 

Privatization was also progressing slowly 
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government is working on a paper setting out its 
privatization policies. The Chairman said the government 
was on the right track on governance. The USDEL asked 
about the relative importance of the five waivers being 
requested for the upcoming first review; the IMF said 
they were not particularly significant 

them as "technical and small.Y More importantly 
authorities were taking offsetting actions. The IMF 
wanted more 

by contentious deliberations on constitutional reform. 
Members approved sending a letter to the GOK on the 
entering into force of the second phase. 


31. (SBU) The Chair said he had received a letter from 

the GOK requesting an extension 

ClubYs Houston terms treatment ending December 2004 with 
the end of the IMF program in April 2005. The Chair 
indicated he proposed to answer positively 

heard otherwise from creditors. The IMF rep told 

creditors that a staff mission is currently in Bishkek 

where the team is evaluating a PRSP. The IMF did provide 
an extension on November 19 to enable completion of the 
last review. April was a target extension date with a 

built-in cushion 

February. In the absence of a February Paris Club 

session 

January. It would appreciate feedback on a new DSA; in 
its view flow treatments would not suffice 

needing a stock treatment to stabilize debt ratios. The 
World Bank rep discussed its leadership role in 
governance and the energy sector. The Bank is happy with 
the progress on restructuring the energy sector 

satisfied with the slow pace of government reform. The 
Board is likely to approve three new projects totaling 

USD 38.5 million 


32. (SBU) Russia said it would need to consult in Moscow 
regarding the extension request. In any event 

substantial payments are due over the next few months 
an extension really might not be necessary. On the DSA 
Russia said concessional treatment should be tailored to 
debtor needs; Naples terms may be too generous. Japan 
expressed no problem joining a consensus 

the 2002 agreed minute includes a goodwill clause on the 
stock of previously rescheduled debt 

could be based on that clause. Denmark is OK with an 
extension 

clause. Germany agreed with Denmark 
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will the new DSA be available. The IMF acknowledged the 
need for a new DSA 

much from the last one. 


33. (SBU) The Chair urged Russia to provide a reply 
quickly 

prepare a working paper. (Note: USG holds no Krygyz 
debt.) 


NIGERIA 

34. (SBU) According to the IMF 

on November 15 to look at the 2005 budget framework 
which overlapped with a World Bank visit. Article IV 
consultations are scheduled for late February 

IMF would do a new DSA for a Board meeting in April or 
May. The World Bank rep said Nigeria is on track with 
its legislative reforms; the Bank is thinking of 

increasing aid to USD 700 million. 


35. (SBU) The Secretariat expects Nigeria will have an 
increased capacity to pay its debt in 2005. IMF states 
that the DSA shows reserves for Nigeria climbing to USD 
22 billion by the end of the DSA period; this assumes 
Paris Club is paid $1 billion in 2005. Nigeria has seen 

a steady decrease in its debt to GDP ratio 

states that the debt is sustainable. The Secretariat can 
approach the GoN on an informal basis to urge them to 
regularize the situation and become current. On the 2005 
payment allocation 

the Secretariat would not like to reopen the debate. 


36. (SBU) Concerning lifting of the debt swap moratorium 
and sharing of 2005 payments: there seemed to be general 
consensus with lifting of the moratorium once all 2004 
payments have been received 

wanted to press for higher payments in 2005 

requiring that Nigeria not run any new arrears. On the 
allocation methodology for 2005 

with some supporting staying with the 2004 methodology 
and some supporting the German/Danish proposal. 


37. (SBU) Creditors (except for Spain 

still has not settled its dispute with Nigeria) confirmed 
receipt of the final 2004 payment. Russia said it had 
studied the Danish proposal 

prefers to leave the allocation as is. On the question 
of contact 

lifting the moratorium on debt swaps to increased 2005 
payments. Germany agreed with the letter 

that in a bilateral meeting with the Finance Minister in 
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January 

distributed its own table with proposed 2005 allocations 
and suggested that the issue should only be discussed 
within the Paris Club 

on a letter with a link to increased payments 

reported that a Nigerian delegation recently had asked 
about lifting the ban on new export credits. Denmark 
said no 

2005 allocation 

Spain objected to the draft letter 

it gets its payment it could support lifting the debt 

swap ban. Brazil noted its dispute has not yet been 
settled with Nigeria about the size of its debt 

it has not gotten paid. Belgium indicated a preference 

to link the moratorium end to increased payments. It 
prefers to continue the 2004 allocation 

that a better solution would be for Nigeria to increase 

its payments to amounts scheduled so it runs no arrears. 
The UK agreed to lift the moratorium (once Spain is paid) 
and while admitting that leveling up is important 

prefers not to reopen the issue. The Netherlands signed 
an ODA agreement on December 13 with the Nigerian FinMin. 
Responding to the Dutch request for increased payments 
the Nigerian Finance Minister had said it is a political 
decision and a tough sell (which the Dutch interpret as 
not entirely excluding the possibility. The Finance 
Minister had asked about a new agreement and the Dutch 
replied that Nigeria still would need a new DSA. If 
Nigeria increases payments 

debt swaps embargo. They really should clear all 

arrears 

next year. On the allocation 

accept the 2004 schedule 

proposal (and maybe the German table after taking a 
look). Japan agreed 2005 payments should be higher. A 
link to the moratorium is not necessary 

acceptable 

acceptable. Italy agreed to the letter 

sympathetic to the Danish/German proposal. Switzerland 
agreed with the draft letter 

specificity regarding the amount of increase payments 
and strengthening the link. The USDEL agreed to greater 
specificity 

its maturities in 2005 

allocation problem. Finland supports the letter. 


38. (SBU) The Chair took note of the consensus on 
sending a letter 

of 2005 payments. On the latter point 

technical meeting in January to address the issue. 
Secretariat also reminded delegations of the Ngozi lunch 
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SIPDIS 
with heads of delegations at the January session. 


PERU 

39. (SBU) The Chair reported that Peru has no intention 

to return to the Paris Club 

its repayment schedule 

buyback some of its short term debt to smooth out those 
peaks. The IMF said it had approved on June 9 a 
precautionary standby arrangement. On November 19 the 
Board completed its review 

occur in mid-February 2005. Peru is just using the IMF 
arrangement to bolster investor confidence to carry it 
through its elections. It has reduced its public debt 

ratios from 48 percent of GDP in 2003 to 40 percent in 
2004. Debt humps will occur in 2008 through 2012. The 
Finance Minister wants conduct market operations to 
perform this buyback. The buyback would save costs on 
debt 

debt. The IMF supports the buyback proposal. The World 
Bank said it is granting USD 950 million in new lending; 

it welcomes the buyback proposal. 


40. (SBU) The Secretariat noted the proposal would indeed 
decrease debt peaks. The buyback discount rate would 
equal the exchange rate for long term debt 

payments at slightly higher than par. The Secretariat 
supports the Peruvian request. 


41. (SBU) The USDEL said it could go along with the 
Secretariat proposal 


SIPDIS 

Germany said it is positively inclined to the proposal 

it can go along with a market rate set multilaterally 

and an exchange of letters would be sufficient to effect 
the operation. Spain said it supports the proposal in 
principle 

would like more time to study the details. Italy is in 
principle interested 

is an opportunity to chart new ground. 


42. The Chair said he would have the Secretariat prepare 
a letter reporting agreement in principle but requesting 
more details. The issue will be taken up in January. 
Creditors should have preliminary views by then. 
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POLAND 

43. (SBU) The IMF and the World Bank reiterated support 
for Poland\'s prepayment offer. The Secretariat 

circulated a working paper on how to calculate the 
discount rate for those countries that chose debt- 

servicing reduction (DSR) 

swaps would have to be interrupted to achieve the 50 
percent NPV reduction accorded in the 1991 Agreed Minute. 
Many countries expressed interest in the prepayment 

offer 

to pursue the DSR option. 


44. (SBU) Germany said it has chosen debt reduction so 
is not concerned with the DSR options. Belgium agreed 
with the working paper methodology 

opposition to being pressured to participate. The 
Netherlands said it will participate and had already told 
the Poles; it chose debt reduction so the options are of 
no concern. Japan said it might have been willing to 
participate 

Italy chose DSR 

yet decided whether it will participate. Sweden chose DR 
and is interested. Canada said one of its agencies 
largest creditor 

are interested (DR option). Denmark chose DSR 
checking the math and seeking authorization; a discount 
of 11-12 percent might be acceptable. The USDEL is quite 
attracted to the offer; it chose DR and indicated it 

still had some internal issues relating to potential 
budgetary impacts of prepayment. . Finland chose DR 
option 

checking formulas but probably is mostly not interested. 
Switzerland selected DSR 

hasn't decided yet whether to participate. UK has chosen 
the DR option 

option 

participate. France chose the DSR option 

with methodology but is still thinking over its 

participation. 


45. (SBU) Although many countries indicated interest 
number still needed to think about whether they would 
participate or not. The Secretariat asked that creditors 
come back to the Secretariat by the end of the year with 
their formal positions so that the Secretariat could 
inform Poland of Paris Club interest. 
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46. (SBU) The Chair reviewed the Russian offer 

before going around the table for reactions 

USDEL was the lone holdout on whether to set the discount 
bilaterally or multilaterally. The IMF reported that it 

is still a bit too early to say the Russian government 

has reached a final decision on the Finance Ministry\'s 
prepayment offer. Based on 2005 budget assumptions 
approximately USD 10 billion would be available. A 

bullet buyback would require borrowing from central bank 
reserves. The Fund wishes to avoid relaxation of Russian 
fiscal policy 

tightening to bolster monetary policy goals. In short 

the IMF welcomes the prepayment. The World Bank concurs. 


47. (SBU) Germany is pleased its comments to the working 
paper were incorporated 

Russian offer. It prefers to leave securitization open 

as a consequence of failure (note: Germany securitized 
some of its Russian Paris Club debt in June 2004 
Russia\'s consternation). The discount rate should be set 
multilaterally and be market based 

paper and not per the Russian request. Austria urged 
agreement on methodology 

freedom to securitize. Italy agreed to the working paper 
and a multilateral approach. Netherlands favors the 
multilateral approach 

with Aries bonds 

yet decided 

the first year involving cash and subsequent years 
involving bonds 

year. Sweden agrees with the working paper 

provide written comments to the working paper. Japan 
agrees with the working paper and that the freedom to opt 
out should be included. Canada is not interested in 
participating but does support a multilateral approach. 
Belgium 

and stress voluntary participation 

Finland said it is interested in the Russian proposal and 
supports the multilateral approach. The USDEL 
acknowledged that it had argued for a strictly bilateral 
approach 

join the consensus for a multilateral approach 

condition that Russia first clears all arrears to all 

Paris Club creditors. The USDEL also noted the existence 
of USG contract prepayment clauses that allow prepayment 
without penalty. 


48. (SBU) The Chair took note of the consensus on the 
working paper 

He will therefore indicate that consensus to the Russians 
and will inform the Russians that the Paris Club will 
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meet with them in January. Germany proposed that as 
Russia is a Paris Club member 

format is unnecessary; the Secretariat could work with 
them bilaterally in advance of the next session. Germany 
also posed a question to the IMF regarding the timing of 
Russian prepayment to the IMF. The IMF said it 
understood Russia proposed to prepay the Paris Club 
creditors first 

over. 


49. (SBU) The Secretariat prepared a draft letter 
granting Sierra Leone an extension so that its Paris Club 
treatment would coincide with the recently-extended IMF 
program. The IMF reported that Sierra Leone had its 
fifth review on November 12 

by three months to June 2005. Progress was broadly 
satisfactory. The government completed its PRSP this 
month. With a one-year implementation period 
completion point (CP) could be considered end-2005 at the 
earliest. The Chairman said that if Sierra Leone fails 

to reach CP 


50. The Chairman opened the discussion by asking what 
conditions the Paris Club would have for dealing with 
Sudan. The IMF said a March 2005 Board date was set for 
Article IV discussions 

envisaged 

Any timetable will depend on the peace process and a 
resolution of the Darfur problem. The IMF said funding 

for IMF arrears clearance for Sudan needs to be 

identified. It also confirmed that financing assurances 
would be needed for a RAP. Zambia had received a Naples 
treatment under a RAP in 1992 

precedent for Sudan. Norway said Darfur and peace 
agreement were requirements 

Club creditors would be advised of the need for financing 
assurances. 


51. (SBU) The USDEL also affirmed that no formal 
discussion of arrears clearance should take place before 
Darfur was resolved. Responding to a question from 
Denmark 

also said IMF HIPC financing could take time (one idea 
has been IMF gold sales). Answering the UK question 
about getting non-Paris Club creditors involved 
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said under the IMF\'s lending into arrears policy 
considers that financing assurances from Paris Club 
creditors extend to non-Paris Club creditors. However 
that Board decision dates to 1983 

creditors were the largest group of creditors; however 
now Sudan has large non-Paris Club creditors 

be desirable for Sudan to seek comparable treatment. 
Either the PC itself could consider contacting major non- 
PC creditors on SudanVs behalf (precedents exist) 

IMF could consult via EDVs 

said Secretariat could contact; the German rep said the 
Club should avoid sending a signal to the outside world; 
the US agreed 

resolved before outside creditors were engaged. 
Minimize considered. 


LEACH 
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sector and government interests. The list of GoB 
misconduct includes: the suspension in FTAA negotiations; 
the failure to conclude free trade negotiations with the EU 
in October; the granting of V'market economy status" to 
China in November (ref a and b) 

stance toward Argentina as it imposes restrictions on a 
host of Brazilian exports. In reacting to these events 
business community 

analysts 

commercial interests to outdated ideological biases based 
on North-South conflict and to unrelated geopolitical 
objectives. 


4. (SBU) Basically 

emphasis on relations with other developing countries and 
the perception that these ties are being pursued at the 
expense of relations with Brazil's major markets 

United States and the EU 

percent of Brazil\'s exports. Given the lackluster results 
of the recent Mercosul Summit (ref c) 

recently has centered on what is perceived as the GoB\'s 
desire to preserve Mercosul at seemingly whatever cost. 


Excessive Focus on Mercosul? 

5. (U) Mercosul detractors point to the blocs decreased 
importance to Brazil as a trading partner and the minimal 
economic pay-off likely to result from Mercosul\'s 
\"successful\" trade initiatives to date. Following the 1994 
Protocol of Ouro Preto 

partners grew rapidly 

billion in 1997 
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balance. But after leveling off in 1998 

with Mercosul members declined following Brazil\'s currency 
devaluation in 1999 and Argentinas subsequent financial 
crisis 

Brazilian exports to the bloc started to rebound 

95 percent from the low 2002 level. Although a further 59 
percent growth in exports and 12 percent growth in imports 
from January through November 2004 have lifted two-way 
trade to around $15 billion 

the peak trade level recorded in 1997. Furthermore 

despite recent growth in Brazil-Mercosul trade 

relative importance as a trading partner has declined. 

Trade with Mercosul members accounted for 13.7 percent of 
Brazil\'s trade in 1994 

later. 


6. (U) Nor are the blocVs newly inked trade deals with 

India 

Andean countries expected to produce substantial trade 
gains for Brazil. Brazil's trade with India currently 

stands at a mere $1.2 billion 

agreement covers only 902 products 

side. With respect to the SACU (principally South Africa) 
total trade is about $1 billion 

BrazilVs expected $160 billion in overall two-way trade for 
2004. The partial 

countries are only expected to marginally expand access for 
Brazilian products (refs c and d). [Note. In a December 28 
editorial 

Barbosa 

and was unaware of which products were covered by these 
agreements. During December 13-14 meetings with AUSTR 
Broadbent 

similar complaints about inadequate consultations by the 
GoB on international trade negotiations in general.] 


7. (U) Likewise 

Ecuador 

enthusiasm among the private sector as industry has 
complained about the complex set of rules of origin 

large number of exceptions 

accorded to the Andean countries. The GoB points to growth 
of around 50 percent in trade between Brazil and the Andean 
Community in 2004 as indicative of the importance of the 
trade relationship 

billion in 2003. Brazil-Andean Community two-way trade 
totaled a mere $4.5 billion through October 2004. 


Negotiating by Committee 
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8. (SBU) Critics also disagree with claims by the GoB that 
Brazil\'s leverage vis-a-vis major trading partners is 
enhanced by negotiating as a member of Mercosul 

that conflicting national interests within the bloc impede 
its ability to conclude negotiations with the United States 
and the EU. The Brazilian private sector insists it was 
Argentine protectionism that forced Mercosul negotiators to 
reduce the level of ambition in the last offer presented to 
the EU 

an October 31 

community acknowledges that in the FTAA negotiations 
additional factors are at play 

to discuss IPR or new investment rules 

that unburdened by its less competitive neighbors 

could more easily find the basis for a mutually 
advantageous trade agreement with the United States. 


Argentina-Brazil VRefrigerator Wan" 


9. (SBU) Argentina\'s persistent efforts to restrict 

BrazilVs exports in the so-called V'refrigerator wars 

a perceived complacency on the part of the GoB 
highlighted the costs of Mercosul integration for the 
Brazilian business community. Over the last decade 
Argentina has typically enjoyed a small 

surplus with Brazil. Nonetheless 

exports in 2003 prompted Argentine complaints about import 
surges in various electrodomestic products. ArgentinaVs 
emerging trade deficit with Brazil in 2004 provided 
additional fuel for that country\'s demands that 

restrictions be applied to Brazilian exports of 

refrigerators 

and certain textiles. From January through November 2004 
Brazilian exports to Argentina expanded another 64 percent 
reaching $6.7 billion 

($5.1 billion total) in trade in the opposite direction. 


10. (U) The conciliatory posture the GoB has adopted 
encouraging Brazilian producers to negotiate various 
\"voluntary\" export restrictions 

Brazilian private sector 

Development and Trade Furlan. Brazilian refrigerator 
producers accepted a monthly quota of 18 

from the 26 

50 percent. Since July 

percent additional tariff on televisions manufactured in 
Brazil\'s Manaus Free Trade Zone and has been pressing for 
voluntary limits to reduce yearly imports from 160 

17 

market share for Brazilian washing machines from 49 percent 
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to 35 percent and subjecting imports to a non-automatic 
licensing regime. 


11. (SBU) The final straw for some came in the run-up to 
the December 17 Ouro Preto Summit 

negotiators pressed Brazil to accept adoption of a 
safeguard mechanism within Mercosul that would 
automatically impose quotas should neighboring countriesV 
currency values and rates of economic growth vary 
substantially. After convening key advisors 

President Lula flatly rejected the proposal 

concern that the trade spat could ruin the upcoming summit. 
Although the safeguard proposal was not on the summit 
agenda 

supported Brazil's position. However 

over. Brazilian and Argentine negotiators agreed to set 
aside the negotiations on export restrictions and on a 
potential safeguard for the sake of the summit 

discussions will resume in January. 


For Brazil 

12. (SBU) Given the political importance of Mercosul 

in Brazil would advocate a complete abandonment of the 
bloc. However 

best to cure MercosulVs ills. One group believes that a 
looser association that allows for greater flexibility in 
accommodating varying national economic interests is the 
way to go. This group has proposed that Mercosul devolve 
into a free trade area 

between members 

with other partners according to national priorities. 
Roberto Gianetti da Fonseca 

the GoB\'s trade chamber (CAMEX) during the Cardoso 
administration 

Relations at the powerful Sao Paulo FIESP industrial 
federation 

proposal has rankled Itamaraty (i.e. 

Ministry) 


13. (SBU) The other group 

Foreign Minister Amorim 

integration that is needed and see current Mercosul 
problems as mere growing pains. Minister Amorim has 
exhorted the business community to keep the bigger picture 
in mind -- the long-term goal of transforming Mercosul 
eventually the South American Community of Nations 
EU-type arrangement. Brazilian officials point out that 
the EUVs own formation has been a lengthy and at times 
contentious process. While acknowledging the trade 
difficulties and attempting to work through them 
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answer is also to press ahead with political integration as 
quickly as possible to lock-in the integration process. 
Recent steps to strengthen Mercosul institutions in 
Montevideo 

are regarded as key steps in that process. 


14. (SBU) With Lula lining up with ForMin Amorim 

pretty clear which road forward the GOB will take. Despite 
the increasing assertiveness by the private sector on trade 
matters 

personally changes course it is highly unlikely that the 
GOB will abandon or dramatically curtail Mercosul 
integration because of industry concerns. 
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increased in a fashion contrary to law 


JUDICIARY SAYS HANDS-OFF 


6. (U) In response to the proposed bill 

Jamal Karimi Rad told press that any broad Majlis investigation 
of the Judiciary would be unconstitutional 

by law allowed to investigate only the Judiciary\'s financial 
matters. Despite Karimi Rad\'s contention 

proponents of the Majlis investigation 

Eshrat Shayeq (a hard- line conservative) 

Majlis investigation was consonant with its supervisory mandate 
and that it was going to investigate the general performance of 
the Judiciary 


EXPERTS ASSEMBLY INVESTIGATION? 

7. (U) Judiciary-Majlis relations took a new twist in late 
December 2004 

Experts Assembly (EA -the 70 member clerical body charged with 
selecting and overseeing the Supreme Leader) was investigating 
the Judiciary 

to investigate the Leadership and its subordinate organizations. 
On December 22 

the EA had authorized its representative from East Azerbaijan 
Ayatollah Orumiyan 

these initial reports 

investigating group led by his office head 

Mr. Hosseini 

EA investigating group were (the abovementioned) Majlis Tabriz 
representative Eshrat Shayeq and another individual belonging to 
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Orumiyan\'s office 

8. (U) According to initial press accounts 

investigating group focused on the Judiciary\'s \"Information 
Security department" (\"Hefezat-e EttelaVat 

Judiciary\'s Counter-Intelligence branch - Cl). According to 
initial press reports there were rumors that this EA 
investigating team exceeded its legal mandate 

weapons 

The resultant clash between this EA group and the Judiciary\'s Cl 
led to \"Sepehr\'s\" death and Hossein Madhi\'s hospitalisation. 


JUDICIARY DENIES IT... 


9. (U) In response to these initial reports 

Iranian press relayed the comments of both Judiciary spokesman 
Jamal Karimi Rad and Head of the Judiciary\'s Information 
Security (Cl) Department Elyas Mahmoudi. Both denied there was 
any EA investigation of the Judiciary 

and injury of the putative investigating committee\'s members. 
Rather 

committee\" was instead a band of criminals using \"forged 
decrees\" to commit illegal acts. He claimed that the EA 
leadership had denied the authenticity of all decrees presented 
by this \"EA investigating group 

way represented it. Mahmoudi said that Majlis representative 
Eshrat Shayeq seemed to have been in league with this illegal 
group. He said she had abused her position as a member of the 
Majlis Article 90 Commission (charged with investigating 
citizensY complaints) to issue Majlis decrees in support of this 
criminal group 

repudiated by the Article 90 Commission. 


...MAJLIS DENIES DENIAL 


10. (U) Later on December 29 Iranian press carried the comments 
of Majlis representative Teymur Ali VAsgari 

Article 90 Commission 

Mahmoudi\'s denials. \'Asgari claimed that an EA member 
(Ayatollah Orumiyan) had in fact authorized this three-person 
group to investigate the Judiciary 

intelligence structures" within the Judiciary. VAsgari said the 
Judiciary\'s Cl department had prevented this groups activities 
and detained two group members. He confirmed that Tabriz 
representative Shayeq had been a group member 

Mahmoudi\'s charges of her involvement in illegal activities. 
VAsgari said that the Article 90 Commission had formed a 
committee to investigate what had happened between the 
Judiciary\'s Cl department and the EA investigating group. More 
generally 
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90 Commission involved the Judiciary. 


.. JUDICIARY PROVIDES DETAILS 


11. (U) The next development came on January 1 

Deputy in the Judiciary\'s Cl department 

gave a press conference about the WEA Investigating Group" case. 
Sharifi 

case against this group had been opened based on complaints from 
numerous entities and individuals. All of the plaintiffs had 

claimed that the group's head \"Hosseini\" had presented himself 
as the V'Office Head and Supreme Security and Political Advisor 
to EA member Ayatollah Orumiyan. According to Sharifi 

had abused his position within Ayatollah Orumiyan\'s office to 
intervene in open judicial cases on behalf of one of the 

parties. He also said numerous private plaintiffs had claimed 

that HosseiniVs group had forced them to sign contracts ceding 
valuable lands in Tabriz and elsewhere. Two plaintiffs 

Kish Island Free Trade Organization and the Kish Island Free 
Trade Zone Law Enforcement Forces Commander 

HosseiniVs group had sought to intercede in an open legal case 

on behalf of a former leaseholder of the Shayan Hotel 

flying down an armed delegation to Kish Island to force evacuate 
the hotel in favor of this former leaseholder. 


12. (U) In one bizarre case cited by Sharifi 

Hosseini had been hospitalized in TehranYs Mehr Hospital and had 
became enamored of an attending nurse. Despite having four 
wives already 

he used threats to press his case 

warrant for her detention after having submitted false 
information about her. Armed with this warrant 

others went to the hospital 

took her to an illegal detention center in Tehran 

according to charges 

to Sharifi 

during the whole of this nurses illegal incarceration and 
interrogation. 


13. (U) Sharifi also charged that Shayeq had written letters on 
official Majlis stationary empowering Hosseini on behalf of the 
Article 9 Commission and appointing him Supreme Security and 
Political Advisor" for the Commission 

used for his illegal activities. Sharifi also said that over 

400 decrees signed by Ayatollah Orumiyan were seized when 
Hosseini was arrested 

influence the courts on behalf of one of the involved parties. 

Also seized was a letter issued by Orumiyan authorizing Hossein 
to carry spray gas 
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14. (U) Sharifi told press that based on Judiciary and 
Intelligence Ministry investigations 

Hosseini gang had been arrested. Charges against them include 
\"impersonating a government official 

illegal detention 

interference in judicial affairs." Sharifi added that according 

to the Intelligence Ministry 

had previously been detained for misrepresenting himself as a 
government official. Sharifi said all the defendants had been 
freed on bail. Concerning Majlis representative Shayeg and EA 
member Ayatollah Orumiyan 

Parliamentary Immunity had prevented her from being arrested 
heretofore 

Special Clerical Court. 


15. (U) According to another January 1 

Ayatollah Orumiyan was a member of the EAVs standing 
Investigative Commission 

investigation of the Judiciary in approximately June 2003 
creating this three-member investigating team. In August 2004 
when some of the teamVs findings came to the attention of 
officials in the Judiciary and the EA 

opposition from the Judiciary\'s Cl. On August 22 

Judiciary\'s Cl arrested 17 people related to this EA 
investigating team 

to this account Hosseini was detained for 47 days Vin harsh 
conditions" 

subsequently complained to the Article 90 commission. This 
article said that EA investigating team member V'Sepehr 
originally reported to have died in Judiciary detention 

fact died of a heart attack upon hearing of his imminent arrest 
on August 25. This news account relayed the rumor that 
\"Hosseini\" was one of those purged in 1998 from the Intelligence 
Ministry due to the V'Serial Killings 

he started working in Orumiyan\'s office. 


AE\'S AYATOLLAH ORUMIYAN - \"MISTAKES WERE MADE" 


16. (U) On January 1 

EA member Ayatollah Orumiyan to the Judiciary CI head Alyas 
Mahmoudi. Saying that both he and Mahmoudi were V'working to 
defend the Revolution 

our duties to the exalted Leader 

investigating magistrate Sharifi for commenting publicly on an 
investigation in progress. In this letter and in a separate 
statement released to press 

included official representatives of Iran\'s intelligence and 
security organizations 

department 

fully apprised of the officeVs activities 
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head Mahmoudi himself. Due to their official positions 
Orumiyan had fully trusted these security and intelligence 
individuals within his office. He said that he had in fact 
authorized an investigation into the Judiciary 

have been unaware of any violations by his office director 

he fired as soon as he became aware of alleged violations. 

17. (U) On January 5 

Majlis representative Eshrat Shayeq to Judiciary Head Ayatollah 
Shahroudi 

investigate Judiciary investigating magistrate Sharifi for 
commenting so extensively to press on an open case. She also 
told Iranian press that she knew that she would be \'targeted\' by 
the Judiciary once she began calls for its investigation 

that the subsequent actions against her by the Judiciary had 
confirmed her previous concerns. She also cited her calling for 
an enquiry into the death in detention of Iran-Iraq water 

veteran Rajabi Sani 

the hands of judiciary officials 

animus against her. 


18. (U) The most recent development in this case occurred on 
January 7 

main defendant V'Hosseini 

have four wives 

guilty of any crime 

quit). He claimed that whatever he had done was legal 
accordance with the responsibilities entrusted to him. He 
concluded by saying he was a war veteran with 37 pieces of 
shrapnel in his body 

pills 


IRGC TRYING TO SLAP DOWN JUDICIARY? 


19. (U) These problems for the Judiciary come amidst its efforts 
to vastly increase its investigative and prosecutorial powers. 

In December 2004 Iranian press also reported on the Judiciary\'s 
creation of provincial civil defense militia entitled V'Units for 
Protecting Society (\"Sazeman-e Hefazat-e EjtemaViV). These 
units 

January 2004 

intelligence-gathering and providing religious guidance 
accordance with the Article 8 of the Constitution and the 

Islamic precept of V'enjoining the good and forbidding the evil 
(Amr be Mavruf va nahi az monkar\"). 


20. (U) Many Majlis members have spoken up against these 
provincial units 

They note that their mission replicates that of the Basij 

that these units have been created without any authorizing 
Majlis legislation. Basij Commander Brigader General Seyed 
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Mohammd Hejazi was quoted in press as saying that this V'rival 
militia" would cause many problems 

expertise and professional groundwork.\" 


21. (U) Iranian Press in December also reported the Judiciary\'s 
plans to create its own \"Judicial Police Organization" 
(\"Sazeman-e Zabetayn-e Qohveh-e Qaza\") 

uncovering and investigating crime 

carried out by the Basij 

Enforcement Forces. Analysts of the Iranian scene cite these 
two new proposed forces as further evidence of the 
transformation over recent years of IranVs Judiciary\'s into one 
of the main intelligence-security organs within Iran 
independently of the Intelligence Ministry. 


22. (SBU) In early January 2005 Poloff met with 'Reza 

Iran\'s leading private sector businessmen 

connections among lranVs leadership. \"Reza\" told Poloff that the 
Majlis investigation into the Judiciary was being executed at 

the behest of the IRGC 

due to the number of IRGC-sponsored and affiliated 
representatives. The IRGC was using this influence to curtail 

and control the Judiciary\'s growing power 

threat to itself and the Basji. \"Reza\" also affirmed that EA\'s 
Ayatollah Orumiyan and his office head Hosseini had abused their 
positions and had been involved in extensive illegal activities 

for commercial gain 

at this level. 


23. (SBU) COMMENT: It is unclear as to what actually happened 
between the Judiciary\'s Cl department and the team authorized by 
the Assembly of Experts Ayatollah Orumiyan to investigate it 
and their respective culpabilities. Regardless 

interesting insomuch as the internecine struggles within 
conservative ranks rarely break so openly into the press. Some 
Iranian press analysts predict that any Majlis investigation on 

the Judiciary will be put off until after the June 2005 

Presidential elections 

Whatever the result 

weapons and senior clerical authorization committing massive 
fraud 

rare detailed glimpse of the endemic high-level corruption 

within the Iranian government. 
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les produits petroliers - TIPP). Former Finance Minister 
Sarkozy promised to provide 123 million euros support to 
groups hard-pressed by high oil prices 

fishermen 

value-added tax (VAT) receipts on oil to reduce the effect 
of the TIPP due to windfall VAT receipts. After opposition 


Column 3 

arose from other EU members who argued such plans should be 
coordinated within the EU to avoid threatening competition 
Sarkozy announced the creation of a special commission to 
examine a decrease in the TIPP. Such a decrease was not 
examined as persistent oil price increases caused a 
decrease in gas consumption 

receipts. Eventually 

benefit of 70 euros to retirees receiving minimum old-age 
allowance (\"allocation vieillesse minimum") to help them 
pay for heating bills. Nevertheless 

expenditures did not get added to projected 2005 
expenditures since the GOF was able to fund them with the 
windfall VAT receipts. 


Despite High Oil Prices and Euro 
Optimistic 2.596 GDP Growth 


4. Increasing oil prices and euro both cast a shadow over 
the GOF scenario when it introduced the CG budget in 
September. But the new situation failed to dampen the 
GOF\'s 2.5% GDP growth forecast. Since September 
Minister Jean-Pierre Raffarin has kept repeating that GDP 
is growing at a 2.5% annual pace 

that prediction despite poor third quarter GDP growth (ref 
C). He acknowledged that the rise in oil prices was high 
but argued that business confidence remains high as well. 
Recently 

have a forecast of 2.5% growth in 2005 which is realistic.\" 
The slide in the dollar \"should not continue\" and is an 
issue for U.S. and Asian monetary authorities 

European ones. The OECD forecast a recovery in the French 
economy in 2005 

France to 2.1% from 2.6%. 


5. Communists highlighted \"insufficiencies of a budget 
that is far from addressing emergencies and needs related 
to rising unemployment and poverty.\" Former Socialist 
Finance Minister Dominique Strauss-Kahn described the 2005 
CG budget as a budget with no economic strategy 

an unrealistic 2.5% GDP growth forecast. His guess is that 
GDP growth will not be higher than 2 percent in 2005 as oil 
prices will be closer to USD 45 per barrel than USD 36.5 
the assumption of the GOF forecast. He also stated that 
the purchasing power of the French would fall in any case 
since social taxes will be increased by 6 billion euros 
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(the social security deficit will be reported separately). 

He also warned against a net decrease in youth job 
creation 

will benefit less than 20 percent of the population and be 
costly (600 million euros). Socialists and Communists 
criticized inheritance taxes and a 50 percent increase in 
the tax relief for employing domestic help 

GOF\'s electorate. In a letter to Le Monde newspaper 
Sarkozy denied that the reform of inheritance taxes would 
only benefit the rich 

public approved the change. V'The tax cut stems from the 
need not to penalize initiative 

individual effort 

people that the fruit of their work should be handed on to 
their heirs. V 


6. To respond to the criticism from the left 

Conservative majority made its V'Social Cohesion\" plans a 
priority 

sense) strategy of no longer subsidizing job creation to 
fight unemployment. 


7. The center-right Democratic Union party (UDF) announced 
it would abstain on the budget if the zero-interest loan 
scheme to home-buyers (\"PTZ\") was eliminated 

in the tax relief for employing domestic help did not take 
into account the size of families 

maintained its reform of rights to pensions paid to 
surviving spouses of retirees (\"pension de reversion\"). 
This new reform was planned as part of the 2005 social 
security budget. Eventually 

GOF backtracked on the pension issue 

concerns about PTZ and the tax relief for employing 
domestic help. 


8. Deputies contested several technical provisions 
resorting to the Constitutional Council 

bills and strike unconstitutional clauses before their 
passage. The Council suppressed a clause in the budget 
bill limiting the effect of measures designed to prevent 
job outsourcing. As a result 

companies located in certain zones) can benefit from 
professional tax deductions if they do not move jobs 
overseas. The Constitutional Council also removed an 
article on the role of the Tax Council (\"Conseil des 
Impots\") 

initial idea proposed by former center-right minister Jean 
Arthuis was to transform the Tax Council into a \"Conseil 
des Prelevements obligatoires\" that could examine the 
spectrum of all taxes including social contributions (44% 
of GDP) 
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Council is administratively related to the Cour des Comptes 
(roughly equivalent to the GAO). 


9. The main problem with the budget is that the GOF 2005 
GDP growth forecast is too optimistic. Even if the French 
economy grows at 2.5 percent 

receipts might not be sufficient to reduce the budget 

deficit if even just a few budget expenditures are 
undervalued. 2005 CG expenditures amount to 242.7 billion 
euros 

CG budget deficit could even deteriorate in absolute terms 
compared to 2004 

49.3 billion euros (ref D) 

billion euros by the Parliament. The GOF announced in 
January 2005 it is limiting spending by 4 billion euros to 
ensure stability in expenditure growth. 


10. Another troubling aspect of the budget bill is the 

reliance on one-time budget boosts. There is nothing wrong 
with the one-off payment from EDF and GDF 

financial transfer similar to the 1997 transfer from France 
Telecom 

the structural budget deficit associated with the sheer 

size of the GOF. 

LEACH 
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encouraging." Jaunet concluded by remarking that the 
plutonium disposition program was a key GOF priority which 
received high level attention and the GOF seeks to work 
closely with the U.S. on assuring its success. At the same 
time 

the Russian approach. Thus 

cautiously to protect their technology. 

Leach 
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the International Labor Organization 

simply fails to meet international labor standards." In 

point of fact 

concluded that Guatemala has a framework of labor laws that 
give effect to the core labor principles embodied in the 1998 
ILO Declaration on Fundamental Principles and Rights at Work 
and its Follow-up. The petition cites Observations and 

Direct Requests by the ILOVs Committee of Experts on the 
Application of Conventions and Recommendations (CEACR) but 
fails to recognize that the ILO itself credited Guatemala for 
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its Labor Code reform that V'took account of the observations 
made over a number of years by the (CEACR). Guatemala 
continues to engage actively with the ILO and its CEACR to 
address all pending Observations and Direct Requests. 


2A. (U) The petition makes five points regarding the failings 
of Guatemala\'s labor law. The Berger Government 

year old 

improve the labor code on these and other points. The 
package was pending before the Tri-partite Commission 
however 

nullified many provisions of the 2001 reform (discussed below 
in point 2B). The GOG continues to work to address the 
pending points from the 2003 ILO study as well as to address 
the reestablishment of the gains achieved in the 2001 reform 
and lost in the Constitutional Court decision. 


2А1. (U) The ПО noted that the wording of Guatemala\'s law 
could affect the right of public sector workers to strike. 

ILO conventions agree on the prohibition of strikes in 
essential services related to life 

persons. Guatemala\'s law reform 

repeal the existing prohibition on strikes in the public 
transport and energy sectors. In reply to the CEACRVs 
Observation (significantly an Observation 

Direct Request) 

repealed the prohibition by order while drafting a new reform 
package to formally resolve this interpretation of 
Guatemala\'s labor code. We note that 

was made 

those sectors. 


2A2. (U) The CEACR noted that in a strike vote 

votes should be counted in determining a majority. The GOG 
recognized the validity of this point and included it in the 

draft reform package mentioned in paragraph 2A. 


2A3. (U) The petition says that Guatemala has a de facto ban 
on industrial unions 

in the apparel sector 

move production to a non-unionized factory. In fact 
Guatemalan law says only that a sector-wide union must have a 
membership of one-half plus one of the workers in an 

industry. Not one unionized factory in the textile and 

apparel sector has closed operations 

production to a non-unionized facility or for any other 

reason. 


2A4. (U) Guatemalan labor law does indeed require that trade 
union executive committee members be of Guatemalan origin and 
employed by the enterprise in question 
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the ILO. Ministry of Labor contacts told us that at the ILO 
meetings in Geneva in 2004 

the issue be referred to the Tri-partite Commission 
remains pending. 


2А5. (U) The petition notes that agricultural workers have 
not been able to exercise the right to strike during the 
harvest. In point of fact 

recognizes -- allows for agricultural workers to strike 
during harvest 

agricultural workers has not called for such a strike. 


2B. (SBU) The petition correctly notes the effective measures 
included in the 2001 reform package 

praised. The August 2004 Constitutional Court ruling did 
overturn key articles of the package 

interpreted to leave the Ministry of Labor with a temporary 
vacuum of authority to assess fines on employers found not to 
be in compliance with Guatemalan labor law. Following the 
courts decision 

non-compliant businesses. Appellate court decisions 
however 

Constitutional Court ruling. For this reason 

take their findings to labor courts for court-ordered 

sanctions; a process that Ministry of Labor officials agree 

is cumbersome and inefficient 


Faced with these Appellate Court interpretations 

Ministry of Labor was forced to accept the temporary block to 
its powers in late November 2004. In January 2005 
Inter-Institutional Commission on Labor Rights 

includes the Ministries of Labor 

Economy 

Guatemala 

solution. Currently 

long-term approach including a new legal initiative and a 
short-term approach in which the executive re-empowers the 
Ministry of Labor by decree. We have encouraged those 
involved to do both: empower the Ministry immediately by 
decree and then address the broader legal issues through 
consultation and legislation. Representatives of the textile 
and apparel employersV organization 

they favor an immediate executive order to re-empower the 
Ministry of Labor 

standard process. 


The umbrella business confederation CACIF 

challenge to the Constitutional Court 

that it supports the concept of administrative sanctions so 

that businesses can move on without expensive litigation when 
they have clearly infringed the law. The 2001 legislation 
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however 

size of a company that CACIF representatives say can lead to 
excessive fines for minor infractions. They claim they are 
willing to negotiate a new legislative initiative. 


2C. (SBU) The petition correctly notes that Guatemala had 
prepared an extensive further reform of the labor code 

address outstanding issues in regard to child labor 

harassment 

which the GOG should be commended rather than rebuked. The 
reform package was submitted to the Tripartite Commission for 
review 

reforms were still under review when the Constitutional Court 
issued its decision to overturn key articles of the 2001 

reform. As the petition itself notes 

pre-existing statutes 

status quo. For that reason 

forward until the situation with the 2001 reforms is 

resolved. We also would like to add that there is a 

difference of opinion in the legal community here whether the 
reform nullified pre-existing statutes. Chamber of Commerce 
representatives believe that the Constitutional CourtVs 

decision did 

and that the Ministry of Labor can use those statutes as a 
basis for their activities. 


3. (SBU) The Ministry of Labor is currently involved in a 
review of its practices and procedures. In doing so 
Ministry of Labor replaced more than thirty percent of its 
labor inspectors. The review of existing staff and 
procedures 

inspectors 

strained the capabilities of the Ministry. Furthermore 
noted above 

put many of the Ministry\'s activities in question. For these 
reasons 

its ambitious objectives. The activities 

beneficial to the Ministry as an institution 

continued constructive engagement with labor rights 
activities 

Cumple y Gana program 

Corporate Codes of Conduct (COVERCO) 

Alternative Resolution of Labor DisputesY Commission (RAC) 
and others have improved the morale and efficiency of the 
Ministry. 


4. (SBU) The petition cites a 2002 U.N. report that covers 
the years prior to 2002 as evidence that trade unionists 
continue to be the target of violence 

While this was true when written 

related to trade union activity in 2003 or 2004. The 
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petition states that the murder of Julio Rolando Raquec is 
evidence that the \"brutal legacy of violence against trade 
unionists continues to this day. While Raquec was the head 
of an organization under the larger umbrella of the General 
Center of Guatemalan Workers (CGTG) 

be a clear case of common crime by the police 

his own family 

himself 

died of his injuries. He was shot four times by unknown men 
who robbed him. Raquec\'s wife stated that she believed the 
aggressors were gang members who operated in the area. 


While we regret Raquec\'s death and do not dismiss the legacy 
of violence against trade unionists 

violence against trade unionists -- for their union 

activities -- has diminished in recent years. Police are 

much more active in both protection from and investigation of 
threats. Additionally 

Special Prosecutor for Crimes against Trade Unionists and 
Journalists. 


Regarding the case of Imelda Lopez de Sandoval 
Prosecutor does not have any information to link the events 
described in the petition to her union activities. Also 
Special Prosecutor has no authority to investigate the 
Nobland (NB) case cited in the petition as the conflict is 
between rival groups of employees. 


5. (SBU) As noted in the petition 

labor laws remains weak. This does not take into account 
however 

Ministry of Labor staff. The Constitutional Court decision 
greatly restricted the efficacy of the Ministry\'s activities 
but those activities continue. The petition cites no 
evidence of government wrongdoing. 


The Ministry of Labor has an inspector dedicated to each of 
the cases cited in this section of the petition. Virtually 

all of these situations are cases still pending before 

various courts. In none of the cases have the employees 
called for a strike. 


6. (SBU) International textile quotas on China and India 
expired December 31 

textile and apparel industries in Guatemala and other 
countries have been experiencing difficulties. We have met 
with GOG officials 

the Korean Embassy (Note: many of Guatemala\'s textile 
factories are Korean-owned. End note.) to raise concern 
about the responsibilities of factory owners who may choose 
to leave Guatemala. The GOG is continuing to engage factory 
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owners and investors regarding their legal responsibilities. 


The petition correctly notes that 

legal system did 

union and achieve the reinstatement of fired workers. The 
owner of the factory hired an independent consultant to 
review labor practices and when that consultant reported 
non-compliance 

a collective-bargaining pact. We add that 

has not yet been concluded 

200 articles. Only 12 articles remain outstanding. The 
petition notes that all pending articles are in regard to pay 
and other forms of remuneration. We note that one of the 
articles has to do with a salary increase 

the others are demands for such items as school supplies for 
employees\' children 

anniversary of the founding of the union 

for by the company to celebrate the founding of the union. 
In short 

with the employees! labor rights. The petition notes that 
management called off negotiations 

union did not request a meeting during the last three months 
of 2004. NB management and the union have scheduled 
negotiation sessions in January 2005. 


7. (SBU) We agree that child labor in Guatemala persists and 
warrants international attention and support 

has received from the U.S. Department of Labor 

ILO/IPEC 

in Guatemala 

collection of reliable data as the petition demonstrates by 
citing two sources regarding the number of child domestic 
laborers. One source determined that there are 17 

children in that status and the other source claimed 92 

While we agree that even one child laborer is too many 

GOG and the donor community are engaged in many activities in 
the health 

this unfortunate practice. Enforcing labor laws in the 

informal sector is an immensely difficult proposition in any 
country 

petition agrees 

Code to address these issues. The Tri-Partite Commission is 
currently reviewing the reform proposal; again 

requested the GOG to do. 


Final Comments 


8. (U) The petition does not indicate GOG wrongdoing in any 
of the cases cited in Sections 5 or 6 -- stories of factories 
shutting down 
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to them 

including repeated threats to close the factory 

union for lost business 

anti-union meetings 

the union." Post notes that in none of these cases did the 
aggrieved workers go on strike to protest. 


9. (U) The Constitutional CourtVs decision was unfortunate 
untimely 

justification. Nonetheless 

punish Guatemala because its executive paid attention to the 
legal decision of its independent judiciary. The GOG is 
working to resolve the legal problems through a process that 
the ILO requested it follow. The petition usefully raises 
attention to this matter 

GOG to resolve this and other matters. Most of the points 
cited in the petition 

labor 

believe that the most effective way to address this 

underlying cause is to encourage continued economic growth. 
GSP benefits are the primary tool currently available to 

allow this to happen. Thus 

continued inclusion in the list of GSP beneficiary countries. 
HAMILTON 
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end of the scale. In handing down the sentence 
referenced the role played by Kuwaiti Dr. Abu-Shaaban 

the defense maintained was the ringleader of the operation 
and who was charged with conspiracy in absentia. She noted 
that the NZ PoliceVs inability to speak with Dr. Abu-Shaaban 
was a matter of concern. 

Swindells 
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invest 

regulations 

if not impossible. The senior generals making the decisions 
rarely consider the law when they take action for or against 
investors. 


Our view of the current investment climate is very dim. We 
have not seen any movement toward reform in recent years and 
expect none in the next year. In fact 

any indication 

become worse before it improves. End summary. 


3. Preface: U.S. Investment Subject to Sanctions 
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On May 20 

imposed economic sanctions prohibiting new investment by 
U.S. persons or entities in Burma (Myanmar). Those 

sanctions were based on the PresidentVs determination that 

the Government of Burma has committed large-scale repression 
of the democratic opposition. The Cohen-Feinstein Amendment 
to the Foreign Operations Act of 1997 formed the legal basis 

for the investment ban. The U.S. government every six 

months reviews sanctions policy. Since the investment ban 

was imposed in 1997 

measurable progress toward political liberalization in 

Burma. 


Prior to the imposition of the investment ban 

high-profile U.S. investors had already withdrawn from Burma 
due to a hostile investment climate and poorer than expected 
returns. An active anti-Burma consumer movement in the 
United States and Europe caused investing in Burma to be 
high risk in terms of corporate image. Federal sanctions 

ban new investment but allow companies invested in Burma 
prior to May 20 


In 2003 

and Democracy Act and issued an accompanying executive order 
barring imports of Burmese products into the United States. 
The 2003 sanctions also prohibited U.S. persons from 
providing financial services to Burma and seized the assets 
of certain Burmese entities. The 2003 and 1997 economic 
sanctions are in addition to a number of sanctions the 
United States imposed against Burma following the military 
crackdown against civilian democracy activists in 1988 and 
the nullified election of 1990. The United States opposes 
the extension of international financial institution 

assistance to Burma 

bilateral economic aid and all commercial assistance 
programs 

military 

our representation in Rangoon from Ambassador to Charge 
dvaffaires. In addition 

engage in a vigorous diplomatic effort to promote political 
and human rights reforms. 


U.S. commercial policy toward Burma is to neither encourage 
nor discourage U.S. exports. 


4. Openness to Foreign Investment 
With a view to attracting foreign investment 


government instituted the Foreign Investment Law (FIL) on 
November 30 
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investment 


Promotion and expansion of exports; 

Exploitation of natural resources that require heavy 
investment; 

Acquisition of high technology; 

Support for production and services requiring large amount 
of capital; 

Expansion of employment opportunities; 

Development of facilities that would reduce energy 
consumption; and 

Regional development. 


According to the State-Owned Economic Enterprises Law 
enacted in March 1989 
right to carry out the following economic activities: 


Extraction of teak and sale of the same in the country and 
abroad; 

Cultivation and conservation of forest plantations with the 
exception of village-owned firewood plantations cultivated 
by the villagers for their personal use; 

Exploration 

and natural gas; 

Exploration 

precious stones; 

Breeding and production of fish and prawns in fisheries 
which have been reserved for research by the government; 
Postal and telecommunications services; 

Air transport and railway transport services; 

Banking and insurance services; 

Broadcasting and television services; 

Exploration 

Electricity generating services other than those permitted 
by law to private and cooperative electricity generating 
services; and 

Manufacturing of products relating to security and defense. 


However 

Commission (MIC) may 

exceptions. Exceptions have been made in areas such as 
banks (though not for foreign investors) 

natural gas extraction 

though 

and senior generals. 


According to the FIL 

investment 

corruption within the MIC 

Development Council (SPDC) removed much of the MIC\'s real 
influence at the end of 1999. Potential investors must 
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still work through the MIC 

make a decision. Interested foreign companies still 

approach and submit proposals through the MIC 

gets approval from either the Cabinet (chaired by Prime 
Minister Lt. General Soe Win 

clearance from SPDC Chairman Senior General Than Shwe)) or 
the Trade Policy Council (TPC 

General Maung Aye). The Cabinet and the TPC have the same 
membership so the choice of decision-making body is made on 
a case-by-case basis. Though the MIC has no power or 
authority to protect foreign companies 

of overt discrimination by the MIC against foreign 

investors. 


Once the government grants permission to invest 

company must get а V'Permit to Trade!" - essentially а 
business license - from the Ministry of National Planning 

and Economic Developments Directorate of Investment and 
Companies Administration (DICA). In a typical Catch 22V 
that has for all intents and purposes closed Burma to most 
new foreign investment 

is no longer permitting DICA to issue new permits or renew 
existing ones for foreign firms. This decision has 

disrupted the business of many foreign investors 

closure of several foreign manufacturing firms. In an 

effort to overcome this obstacle 

investors that have attempted to do business as local firms 
under cover of Burmese partners have faced legal action and 
difficulties divesting. 


In theory once a company has the V'Permit to Trade\" it may 
then use it to get residence visa status 

real estate 

from the Ministry of Commerce. The Ministry of Commerce has 
had a policy in place since the end of 2001 

nothing in writing 

firms who are export earners. Companies without export 
earnings must purchase V'export dollars from another firm at 
an inflated exchange rate in order to apply for an import 
license. 


The FIL allows for FDI as a wholly foreign-owned venture or 
a joint venture with any Burmese partner (private or state- 
owned). Sole proprietorships or partnerships are equally 
acceptable. Overall 

percent of equity capital in all JVs and partnerships be 
foreign-owned. The minimum foreign investment required in 
practice 

investments is $500 

minimum cash-on-hand requirement in foreign currency 
(calculated at the official rate of exchange of roughly 5.6 
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kyat = $1) is 300 

kyat for a trading company 
manufacturer. 


The military 

Myanmar Economic Holdings 

Economic Corporation (MEC) 

activities. To set up a joint venture 

reported that it is useful to be affiliated with MEHL or MEC 
in order to receive the proper business permits. 
Nonetheless 

not guarantee success for the foreign partner 

foreign investors report that their military partners are 
parasitic 

sharing 

after an investment is profitable. 


5. Conversion and Transfer Policies 


According to the Foreign Investment Law (FIL) 

Burma have a guarantee that they can repatriate profits 
(after taxes). The law also provides that 

the term of the contract 

has the right to the foreign currency in which the 
investment was made. However 

foreign exchange it is in reality not easy for foreign 
investors to legally transfer their net profits abroad. 
Foreign currency can be transferred abroad only after 
obtaining permission from the Foreign Exchange Management 
Department of the Central Bank of Myanmar. 


Likewise 

and repatriation of foreign exchange very complex and ripe 
for corruption. The official rate of about 5.6 kyat to the 
dollar is grossly overvalued. The government issues Foreign 
Exchange Certificates (FEC) that trade somewhat closer to 
the market rate (roughly 930 kyat = $1 at the end of 2004) 
but are still overvalued. Generally speaking 

rid of kyat earnings as quickly as possible. The government 
requires foreign companies to use dollars or FEC to pay 
utility and telephone bills (charged at a higher rate than 

for local firms) 

foreign firms to deposit dollars in a state bank for 
withdrawal as FEC by the company's employees. 


In Burma 

Bank (MFTB) 

(MICB) and the Myanma Economic Bank (MEB) are allowed to 
deal with foreign exchange transactions. In practice the 

MFTB and MICB handle most of these transactions. The MFTB 
mainly handles foreign currency transactions of government 
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organizations 

caters primarily to companies and joint ventures. MEB 
handles foreign currency transactions in border trade 
regions. 


Restrictions on provisions of financial services by U.S. 

banks have caused a serious disruption to the legal foreign 
trading system 

denominated. U.S. banks no longer offer trade facilitation 

or correspondent banking services 

dollar letters of credit problematic. Traders and 

government banks have shifted to euros as much as possible. 


As of July 29 
MFTB 
all other assets and property. 


Private banks had assumed a large share of banking activity 
before a major banking crisis in February 2003 effectively 
closed the private banking sector. However 

were these banks permitted to deal in foreign exchange. In 
2004 the government allowed some of the smaller private 
banks to resume operations 

moribund. There is no indication that if the private 

banking system is revitalized it will be given the right to 

deal in foreign currency. 


6. Expropriation and Compensation 

The Burmese Foreign Investment Law (FIL) guarantees against 
nationalization during the investments \"permitted period" 

of investment. However 

various sectors have been forced to leave the country when 
the terms and conditions of their investment agreements have 
not been honored. In the late 1990s 

firms exited Burma after they found they were not able to 
operate as they had been led to believe. Additionally 

there have been cases where the government has seized the 
assets of foreign and local investors (without 

compensation) 

profitable. 


The most recent example we know of is the case of a Swiss 
cement importer and distributor that was forced out 

ostensibly because it was not operating according to its 
permit. In reality 

after it had made a significant investment in plant and 
equipment 

cheaper cement than its government-controlled competitors. 

In another case in 1999-2000 

large brewery that an expatriate Burmese businesswoman had 
made profitable and turned it over to the Ministry of 
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Industry (1). The local courts were not helpful and the 
investor was unable to get compensation from the GOB. 


7. Dispute Settlement 


Private and foreign companies are at a disadvantage in 
disputes with governmental and quasi-governmental 
organizations. Arbitration is addressed under the 1944 
Arbitration Act. Foreign investors generally prefer to use 
international arbitration 

will try to stipulate local arbitration in contracts it 

signs with foreign investors. If arbitration is handled 

locally 

controls the whole legal mechanism. The courts are not 
independent and cannot make free and fair decisions. There 
is no recourse available for companies who face an adverse 
administrative decision. Burma is not a member of the 
International Center for the Settlement of Investment 
Disputes nor is it a party to the New York Convention. 


The legal system in Burma is ostensibly under the control of 
the Attorney GeneralVs Office and the Supreme Court. 
However 

is independent. Burmese criminal and civil laws are modeled 
on British law as practiced during the colonial period 

which ended in 1948. Every Township 

has its own law officers and judges. However 

state and divisional SPDC branches have supreme authority 
over judicial decisions at the local level. 


There is no bankruptcy law in Burma. 


Foreign companies have the right to bring cases 
themselves 

junta controls all the courts 

had conflicts with the local government 
business illegally expropriated 

getting compensation. 


8. Performance Requirements and Incentives 


Officially 

Law (FIL) are entitled to a tax holiday period of three 
consecutive years. Under the law this tax holiday can be 
extended with permission of the Myanmar Investment 
Commission (MIC). Investors are also eligible 

discretion 

accelerated depreciation of capital assets 

customs duties and taxes on imported machinery and spare 
parts during the period of construction 

materials during the first three years of commercial 
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production 

TPC and the Cabinet 
incentives and extensions. 


There are no official performance requirements for new 
foreign investors in Burma 

an investor purchase local machinery 

personal liability insurance. Unofficially 

often requires companies to commit to a certain level of 
exports before being allowed to invest. The government then 
requires compliance reports every three months with evidence 
of export or explanation why the goals were not met. We 
have no evidence that action is taken against firms that do 
not meet their initial export targets. 

There is no requirement that foreign investors buy or hire 
from local sources. Technology transfer is not generally a 
pre-requisite for investment. 


Any enterprise operating under the FIL or the Myanmar 
Companies Act must pay a 30 percent income tax rate. 
Withholding tax on royalties and interest is 15 percent for 
resident foreigners and 20 percent for non-resident 
foreigners. Tax collection in Burma is very lax 

foreign investors are an easy target for the cash-strapped 
tax authorities. The Burmese fiscal year ends March 31 and 
tax returns are due by June 30. 


A surprising reversal of the governments mantra of V'open 
door economy" came in a February 2002 verbal directive which 
outlawed the issuance of new 

VPermits to Trade\" for trading firms owned by foreigners (or 
by foreigners and Burmese). This was done ostensibly to 
promote local trading firms 

distort the local marketplace. The authorities have not 
published any official notice of this directive but it is 

being enforced 

to evade the directive by listing their company under the 
name of a Burmese colleague or friend. 


9. Right to Private Ownership and Establishment 


By law 
property on a short-term basis. 


A private entity can establish 

business only with the review and approval of the MIC (and 
by proxy the top leadership). 

10. Protection of Property Rights 


Burma does not yet have adequate IPR protection. Patent 
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trademark 

deficient. Nonetheless 

WTO TRIPS obligations before 2006. After Burma joined ASEAN 
in 1997 

laws in accordance with the ASEAN Framework Agreement on 
Intellectual Property Cooperation. However 

first drafted in 1994 

implementation. A Patents and Design Act was introduced in 
1946 

and Designs Act of 1911 

colonial rule 

patents and designs. 


Piracy of music CDs 

software 

the border regions and in the two major urban centers of 
Mandalay and Rangoon. However 

customers (most Burmese are too poor) 

adequate infrastructure (e.g. 

not believe piracy has a significant adverse impact on U.S. 
products 

assume that most if not all consumers of IT products 
private and governmental 


Burma has no trademark law 

possible. Some firms place a trademark caution notice in 
the local English newspaper 

trademarks. Once this notice has been published 

and/or civil action can be taken against trademark 
infringers. Title to a trademark depends on use of the 
trademark in connection with goods sold in Burma. While a 
Copyright Act was promulgated in 1914 

a copyright was ever instituted. There is thus no legal 
protection in Burma for foreign copyrights. 


In the vast majority of cases 

cash or using regular bank loans 

difficult to obtain (and not available directly to 
foreigners). 


11. Transparency of the Regulatory System 


Burma is notorious among foreign businesspeople for its 
complete lack of regulatory and legal transparency. All 
existing regulations 

investment 

exchange 

notice 

economic decision-makers here are influenced strongly by 
whimsy 

enterprises 
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Corporation and the Myanmar Economic Holdings 
government also regularly issues new regulations with no 
notice and with no opportunity for review or comment by any 
non-governmental domestic or foreign market participants. 
Furthermore 

rarely published. Instead 

to interested parties. If a new regulation or law is 
published it will appear in the governments mouthpiece 
newspaper 

Burma Gazette. 


Burma\'s health 

written do not impose a major burden on investment. 
However 

situation - and the irregular enforcement of existing laws - 
makes investment tricky without good 

local legal advice. 


See \"Openness to Foreign Investment\" section for further 
details of the legal and regulatory system. 


12. Efficient Capital Markets and Portfolio Investment 


Burma has no true equity or debt markets 

portfolio investment is not well understood by the average 
person. Burmese authorities have said in the past that the 
existence of capital markets is essential for the 
development of a well-functioning financial system. To this 
end 

Institute of Research Co. Ltd. established a joint venture 
the Myanma Security Exchange Centre Ltd. 

exchange. This exchange is in existence 

with only one listed company - a forestry joint venture. A 
few companies have also begun to sell bonds privately and on 
avery small scale. Private companies 

domestically controlled 

shares are closely held by a small number of people or 
entities - often within a family. There is no securities 

law. 


A large bank run in February 2003 

decision by the government to avoid bailouts 

effectively cut off the private banking system from the 

market. The state-owned and semi state-owned banks were not 
impacted by this crisis. Though a few of the smaller 

private banks resumed their operations in 2004 

instructions and internal bank policies have made it 

impossible for the largest private banks to take in new 

deposits or loans 

future of these banks is uncertain. 
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Burma remains on the Financial Action Task ForceVs (FATF) 
list of non-cooperating countries and territories for 

failures to enact an adequate anti-money laundering regime. 
The U.S. Treasury Department 

prohibiting U.S. banks from doing business with Burmese 
banks or their overseas branches because of concerns of 
money laundering in Burma and specifically at Asia Wealth 
Bank (the largest pre-crash private bank) and Myanmar 
Mayflower Bank. The government announced it was 
investigating these two banks under a 2002 money laundering 
law 


Foreign firms do not have access to bank loans since the 
banks require collateral of land or real estate 

which foreigners can own. Since mid-2002 the government has 
forbidden the use of gold as collateral. Loans in kyat are 
available for local companies and individuals from state and 
active private banks. Interest rates are currently running 
about 15 percent per year with inflation about twice that. 
Because of these negative real interest rates 

adequate supervision 

the private banking system 

unstable. Private banks engaged in reckless lending and 
suffered high levels of non-performing loans. Though 
statistics are not available 

banks 

personal needs 

non-performing loans. 


A 1990 banking law permitted foreign banks to open branches 
in Burma but not to conduct business in the local market. 
These offices may serve as a trade and commercial liaison 
for local and foreign clients. For a variety of reasons 
including the Asian financial crisis of the late 1990s 

slow local business climate 

of the banking sector 

have left Burma 

past several years. Under U.S. law 

provide financial services to Burma. 


In 2004 

Accountants Council issued its own standard accounting 
system - the Myanmar Accounting Standards - based very 
closely on International Accounting Standards (IAS). 


13. Political Violence 


In May 2003 

carrying pro-democracy opposition leader Aung San Suu Kyi 
while she was traveling in northwest Burma. Dozens were 
killed or wounded in the attack. Several small bombs went 
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off in downtown Rangoon in early 2003 and in mid- and late- 
2004 

explosive devices in Rangoon and various locations 
throughout Burma. 


Burma experienced major political unrest in 1988 when the 
military regime jailed and/or killed an undetermined number 
of Burmese democracy activists. In 1990 

government refused to recognize the results of an election 
that the opposition won overwhelmingly. Burma experienced 
major student demonstrations in 1996 

occurred in August and September of 1998. Popular unrest 
and violence continue to be possible. 


For the last decade there has been sporadic anti-government 
insurgent activity in various locations 

on a natural gas pipeline in the Tanintharyi Division and 
bomb attacks against family members of senior military 
officials in Rangoon. The Thai-Burma border area in Burma\'s 
southern Shan 

Tanintharyi Division 

between government forces and various insurgent groups. In 
February 2001 

left stranded during shelling and cross-border gunfire in 

the town of Tachileik 

closed from time to time due to increased insurgent 

activity 


14. Corruption 


Corruption is systemic in Burma and is considered by 
economists and businesspeople to be one of the most serious 
barriers to investment and doing business in Burma. Because 
of the Byzantine and capricious regulatory environment 
seeking activities are rampant and very little can be 
accomplished 

\"tea money. We think this problem will only get worse at 

all levels as inflation further impoverishes government 
bureaucrats and as senior leaders seek additional income 
from a shrinking number of investment projects. 


Corruption is a jailable offense in Burma 

since 1948. However 

only when the senior generals want to take action against 

some official who has become an embarrassment - most notably 
in October 2004 when the SPDC arrested then Prime Minister 
General Khin Nyunt 

allies 

considered a very normal practice - indeed a requirement for 
survival. The major 

investors run into corruption are: when seeking investment 
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permission 
licenses 


15. Bilateral Investment Agreements 


Burma has signed bilateral investment agreements 

VProtection and Promotion of Investment" agreements with the 
Philippines 

investment from the PRC (see \"Foreign Direct Investment 
Statistics V' section) 

impact on incoming investment from Vietnam or the 
Philippines. 


16. OPIC and Other Insurance Programs 


Due to U.S. law 
Burma is not a member of the World BankYs Multilateral 
Investment Guarantee Agency (MIGA). 


17. Labor 


In 1989 

benefits under the Generalized System of Preferences (GSP) 
due to the absence of internationally recognized worker 
rights. Labor unions are illegal in Burma. Workers are 
unable to organize 

control over their working conditions. Although regulations 
set a minimum employment age and wage 

hours 

private factories and other establishments. The government 
uses forced labor in infrastructure construction and 
porterage for the military in active combat zones. These 
labor practices аге not consistent with BurmaVs obligations 
under ILO Conventions 29 and 87 

ILO imposed sanctions against Burma in 2000. The United 
States strongly supported this decision. 


Burmavs cost of labor is very low 

its Southeast Asian neighbors. Burmese over the age of 40 
and particularly those over 65 

educated. However 

closing of Burmese universities over the past 15 years is 

that the current 15-30 year old demographic is sorely 

lacking in technical skills. Many Burmese 

least some level of English. Many educated Burmese studied 
English in mission schools during the British colonial and 
early independence period. After the nationalization of 
private and mission schools in 1964 

government mandated English courses in school starting from 
middle school. Soon thereafter then-dictator General Ne Win 
ordered that English instruction begin in kindergarten after 
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his daughter allegedly failed an English exam and was 
rejected for studies in the U.K. 


The government does not publish unemployment figures. 
However 

many foreign companies 

high level of unemployed and underemployed in formal 
agricultural sectors. An average worker in Burma will make 
about 500-800 kyat (roughly $0.50 to $0.80) per day. 


18. Foreign Trade Zones/Free Ports 


The government has set aside as V'industrial zones" 19 large 
tracts of land surrounding Rangoon 

other major cities. However 

for industry and do not come with any investment incentives. 


There are no free trade zones in Burma. 
19. Foreign Direct Investment Statistics 


Note: Investment figures compiled by the Burmese government 
include only investment approved by the Myanmar Investment 
Commission (MIC). The figures do not include investments 

not submitted for MIC approval 

and medium Chinese projects. Since the end of 2003 

has stopped providing investment figures to other 

organizations and individuals. Current figures are 

calculated based on the Monthly Economic Indicators 

published by the Central Statistical Organization (CSO). 


According to government figures at the end of March 2004 
cumulative foreign investment approved by the MIC totaled 
379 projects 

percent higher than the cumulative total listed at the end 

of March 2003. However 

cumulative number does not factor in subsequent divestment 
or investment that was approved but that did not actually 
enter the country. 


Extrapolating from the latest government statistics on FDI 
flow for Burmese FY 2003-04 (April-March) 

4.6 percent year-on-year increase in the value of new FDI 
approvals ($91.17 million) in five sectors compared with 
total new investment approvals in FY 2002-03 ($86.95 
million). The new investments came from Canada ($1.45 
million in mining) 

Hong Kong ($3 million in transport) 

million in oil and gas and $2.6 million in fisheries) 
Thailand ($22 million in oil and gas) 

Kingdom ($27 million in transport). 
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The trickle of approved new investment since 1997 has come 
almost exclusively from Asian countries. Western countries 
have largely stayed away from the Burma market. New U.S. 
investment has been zero since 1997 when the U.S. government 
imposed an investment ban. 


According to GOB statistics 

States is the fifth largest foreign investor in Burma with 

16 approved projects totaling $582 million. U.S. investment 
approved prior to May 1997 

U.S. investment sanctions 

natural gas exploration. South Korea was first in new FDI 
approvals in 2003-04 (according to Burmese government 
statistics). These official statistics do not take into 
consideration considerable new investment 

financed 


Major non-U.S. foreign investors in Burma are: Petronas 
(Malaysia) 

Plc. (Thailand) 

(Singapore) 

Construction and Agricultural Machinery Import and Export 
Co. (PRC) 

Corporation (PRC). 


So far there is no concrete evidence of large-scale 

investment abroad by Burmese companies. However 

that some wealthy Burmese individuals and small family 
businesses have made a few investments in neighboring ASEAN 
countries. 


FOREIGN INVESTMENT OF PERMITTED ENTERPRISES AS OF 
3/31/2004 BY SECTOR 


(US$ million) 
Approved In percent of Total 
No. Particulars No. Amount Approved Amount 


Oiland Gas 59 2 

Manufacturing 151 1 

Hotels and Tourism 43 1 

Real Estate 18 1 

Mining 53 528.19 7.0 

Livestock and Fisheries 24 312.36 4.1 
Transport and Communications 16 313.27 4.1 
Industrial Estates 3 193.11 2.5 

9. Construction 2 37.77 0.5 

10. Agriculture 4 3435 0.4 

11. Other Services6 23.69 0.3 


ONOARWN = 
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Total 379 7 


FOREIGN INVESTMENT OF PERMITTED ENTERPRISES AS OF 
3/31/2004 BY COUNTRY 


(US$ Million) 
No. Particulars No. Approved Amount 


Singapore 72 1 

U.K.* 38 1 

Thailand 51 1 

Malaysia 33 660.75 

U.S.A. 16 582.06 

France 3 470.37 
Indonesia 12 241.50 

The Netherlands 5 238.83 
Japan 23 212.57 

10. The Republic of Korea 34 191.31 
11. Hong Kong 30 165.72 

12. Philippines 2 146.67 

13. Australia 14 82.08 

14. Austria 2 72.50 

15. China 14 66.97 

16. Canada 17 61.23 

17. Panama 1 29.10 

18. Germany 1 15.00 

19. Denmark 1 13.87 

20. Cyprus 1 5.25 

21. India 1 4.50 

22. Macau 2 4.40 

23. Switzerland 1 3.38 

24. Bangladesh 2 2.96 

25. Israel 1 2.40 

26. Brunei Darussalam 1 2.04 
27. Sri Lanka 1 1.00 
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Total 379 7 


*Inclusive of enterprises incorporated in British Virgin 
Islands 
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checkered past 
in Cebu\'s criminal detention center. 


3. (U) Philippine National Police (PNP) Director General 
Edgar Aglipay has ordered an investigation into the string of 
killings. The National Bureau of Investigation (NBI) also 


Column 3 
initiated its own investigation. 


4. (SBU) Critics have implicated Cebu Mayor Tommy Osmena in 
the slayings based on recent statements he has made. 
Immediately before the killings began 

the formation of a special 24-member police squad tasked V'to 
suppress and prevent crimes\" on December 21. Osmena noted: 
VWe have to be more aggressive. It (the team) will seek and 
destroy criminal types of activity.\" During his press 

briefing 

police officials who V'permanently disable or neutralize\" 
criminals. Osmena said the team would be called the \"Hunter\" 
squad. The press later reported that Chief Inspector Arnel 
Banzon of Cebu\'s PNP SWAT team would supervise two 12-person 
groups led by SPO4 Rex Campos and SPO1 Serafin Asingjo. 


5. (U) Cebu City Police Chief Melvin Gayotin 

remarks 

clarifying that it would not practice V'vigilante justice 

but rather help to \"find and arrest criminals.\" Cebu 

Governor Gwendolyn Garcia on December 24 applauded Osmena\'s 
efforts to combat crime in the city. When he was recently 

accused of sponsoring the summary killings 

\" am not behind it. But | will say | inspired it. | don\'t 

deny that. V 


6. (C) Leading public figures have expressed concern about 
the killings. Cardinal Ricardo Vidal of Cebu admonished 
Osmena and appealed to the new anti-crime unit to arrest 
suspects and not kill them 

we can terminate the lives of men without the just process we 
are used to.\" Vidal 

\"sparrow\" (New People\'s Army) death squads in the 1980s in 
Davao City 

killings during a January 7 meeting with Dep Polcouns. Raul 
del Mar 

Vidal\'s concerns. Rep. Eduardo Gullas of Cebu CityVs 1st 
District also protested 

justify the means." Osmena\'s Vice-Mayor Michael Rama also 
came out against the vigilante-style killings. Many 

Philippine human rights groups also protested the killings 
urging the national government to investigate the situation 
fully. 
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7. (C) In pressing his anti-crime fight in such 

extra-judicial directions 

himself after the notorious Mayor Duterte of Davao City (see 
Reftels). Duterte is clearly behind a group called the 
VDavao Death Squad 

vigilante-style killings in the past year. We are not sure 

why Osmena is advocating such extreme measures. The crime 
rate in Cebu has gone up 

Representative in Cebu told poloff that he thought that most 
Cebuanos supported Osmena on the issue 

crime as a serious problem. Hopefully 

into the situation ordered by PNP Director General Aglipay 
will end the rash of killings. Unfortunately 

been similar investigations in Davao in the past 

avail. 
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to cooperate and coordinate with the Palestinians to go ahead 
in peace and achieve the aspirations of the Palestinians. V 
King Abdullah told reporters after a meeting EU foreign 
policy chief Javier Solana on January 9 that the Palestinian 
elections were \"a step towards enabling the Palestinian 
leadership to build their institutions and resume the peace 
process.V After meeting PLO official Faroug Qaddoumi in 
Amman 

congratulations in person. Press coverage of the elections 
was heavy 

dailies (ref A). 


3. (C) Abu Mazen on January 10 received Jordanian 
delegation members who had traveled to the West Bank to 
observe the elections. Former PM and current Senator Abdul 
Salam al-Majali told reporters that Jordan fully supported 

the Palestinian people 

elections. Partially in response to public pressure 

had backtracked on its original declaration that it would not 
send observers to the West Bank and Gaza. Following the 
dispatch of MajaliVs official delegation (ref B) 

five-member parliamentary delegation headed by Amman MP 
Mamdouh al-Abbadi traveled to the West Bank on January 8 to 
monitor the elections. Abbadi told reporters after meeting 
Abu Mazen that their discussions focused on 
VJordanian-Palestinian relations 

special and integral importance to us.\" Abbadi noted that 

his delegation would monitor the polling and ballot counting 
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in Gaza 

excited about the election process despite the humiliation 
from the occupation.V After his own meeting with Abu Mazen 
in Ramallah on January 6 

participation in the monitoring process reaffirms the 
solidarity between Palestinians and Jordanians. \"Israel 
pledged that it will help the Palestinians vote and we are 
here to ensure that it will keep its word 

that Jordan wanted to help ensure the election is held in a 
transparent way. 


4. (C) Dureid Mahasneh 

participated in Jordanian-Israeli peace negotiations in 1994 
was impressed that the elections proceeded smoothly. How 
ironic 

their dismal social and economic conditions 

ones to demonstrate political sophistication and an 
understanding of true democratic principles far beyond those 
on display in most Arab states. 


5. (C) Abu Mazen\'s electoral victory is an achievement for 
the voices of moderation 

that people are craving change 

a former member of Parliament and political analyst. Noting 
that the election reinforced public support for Fatah at 
HAMAS\'s expense 

merits of his positions 

the public comments by a HAMAS official congratulating Abu 
Mazen after the election 

currently in a position of weakness that should be exploited. 


6. (C) Some Jordanians are not so optimistic that the 

election of Abu Mazen will lead to a new chapter in the peace 
process. Dalia Farouki 

for Human Rights in Amman 

the election that Abu Mazen\'s success as President depends 
heavily on Israeli actions. Drawing on her experiences 

during visits to her family\'s home in Jerusalem 

that people are psychologically scarred from more than four 
years of violence and destruction. In her view 

much more skeptical of politicians and wary of empty promises 
than before the second intifada 

remains ahead to move beyond the current impasse. She said 
that many ordinary Jordanians (and Palestinians) are not 
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convinced that the Israelis (and the U.S.) are truly 

committed to the establishment of a Palestinian state 

will be looking for concrete actions to prove otherwise. 
Mahasneh concurred 

actively re-engaged to maintain the momentum generated by the 
election. 


7. (U) Baghdad minimize considered. 


Please visit Embassy Amman\'s classified web site at 
http://www.state.sgov/p/nea/amman/ or access the site through 
the Department of State\'s SIPRNET home page. 
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Sell their produce for cheap prices 

settle the prices in-between 

fruits and vegetables multiply by ten when the final consumer 
purchase them\". Cumali Dogru demands that the 
Vagetables-and-Fruits Market Law be revised in order to solve 
that price dilemma. 


4.  HURRIYET (CUKUROVA): The EU has accepted Gaziantep 
Chamber of Industry\'s project for developing the 
carpet-manufacturing sector. Courses on carpet manufacturing 

will be offered under the EU funded project in order to to train 
qualified carpet designers. 
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from 15 (ref B) to 2. There remained roughly 40 cases in 

which DFA had received calls about persons who were believed 
to have been in the countries affected. In only 2 of the 

cases 

mentioned that FM Ahern had announced the opening of a 
consular office in Phuket to assist Irish citizens in the 

area. On January 9 

identification center in Phuket 

experts were working with Thai authorities on DNA comparisons. 
KENNY 
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Quo and Trigger Tensions in the Taiwan Strait; [Taiwan] 
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Must Ensure that the United States and Japan Fully 
Understand [ChinaVs Threats to Taiwan] 


The pro-independence V'Taiwan Daily" editorialized 
(1/11): 


V. Washington has repeatedly expressed its opposition 
since China said it would enact an `апіі-ѕесеѕѕіоп 

law 

to "change the status quo in the Taiwan Strait. Thus 
we hope that [Academia Sinica President] Lee Yuan-tseh 
when leading a delegation to attend U.S. President 
George W. Bush's inauguration ceremony 

Washington and the international community the fact 
that China\'s "anti-secession law will destroy the 

status quo in the Taiwan Strait and will spark regional 
tensions. The international community needs to 
understand the serious consequences once such a law is 
approved. Only public outrage from the international 
community can stop China from acting recklessly now." 


B) "ROC Is Taiwan Status Quo\" 


The conservative 
\"China Post\" said in an editorial (1/11): 


V. Next week 
delegation to Washington to attend President George W. 
Bush\'s inauguration on January 20. 


VWu Jau-shieh 

Council 

concerns over BeijingVs legislative move [for the anti- 
secession law] and Washington\'s non-opposition to it. 


VWu has already called upon the world 

U.S. 

because it will provide a legal basis for Beijing to 
attack Taiwan and unilaterally change the status quo. 


VBut such argument 

reasoning for Taiwan independence 

effect because of WashingtonVs long-standing one China 
policy 

190 countries. V 


PAAL 
25203 


25204 
25205 


:C DCHA/OFDA GGOTTLIEB, MMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA TSUNAM 
NRG, EPET, SENV, TSPL, KSCA, BR, Science SUBJECT: USITC TRAVEL TO BRASILIA FOR COLI 


Column 3 

referendum can be held 

Constitution must be amended to insure that all of 
its provisions are consistent with those of the 
proposed EU Constitution. This cable summarizes 
the proposed changes to the French Constitution. 
The calendar for adopting these changes will be 
reported septel. End Summary. 


AMENDING THE FRENCH CONSTITUTION 

2. (U) In his New Year\'s Eve address to the nation 
President Jacques Chirac announced that France 
would hold a referendum on the EU Constitution 
Vbefore summer. The most likely dates for this 
referendum are Sunday 

Before the referendum can be held 

Constitution must be amended to accommodate the 
expanded powers of the European Union. At the 
conclusion of his governmentVs first cabinet 
meeting of the new year 

“Тһе European project is at the heart of our 
national interest. In choosing Europe anew 
increases its chances for the future and gives 

itself the means to have more weight in the world." 


SHAPING THE AMENDMENTS TO MEET POLITICAL CONCERNS 
3. (U) At that cabinet meeting 

Dominique Perben presented the government\'s 
proposed amendments. Primarily 

aim at \"harmonizing\" the French Constitution with 

the proposed EU Constitution. However 
amendments\' provisions are shaped so as to assuage 
key constituencies: those who believe that Turkey 
does not belong in the EU and those who believe 

that the EU improperly encroaches on France\'s 
sovereignty. The proposed amendments provide for a 
referendum on eventual admission of Turkey to the 
EU and they provide for recourse for the French 
Parliament should it believe EU institutions have 
violated the principle of subsidiarity. 


4. (U) Perben\'s first proposed article focuses on 

new procedures for amending the French Constitution 
so it remains consistent with the proposed EU 
Constitution 

will not come into force unless all member states 
approve the EU Constitution. Perben\'s second 
article follows up on Chirac\'s promise to let the 
French people \"have the last word\" -- by referendum 
-- on new members in the EU. The article will 
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apply to Turkey\'s bid for membership (should 
accession talks succeed) and to all future bids for 
membership beyond those of the current candidate 
states. 


5. (U) Perben\'s third article strengthens the 
French ParliamentVs V'powers of intervention\" in 
regard to EU legislation. According to the 
proposed text 

power to address its V'considered opinion" to the 
European Parliament when the former believes the 
latter has violated the principle of subsidiarity. 

The French Parliament will also have recourse to 
the Communitys Court of Justice. Finally 

French Parliament will have the right to oppose the 
process of V'simplified revision\" as allowed under 
the current text of the proposed EU Constitution. 


BALLADUR TO PROPOSE ADDITIONAL AMENDMENTS 
6. (U) This \"season\" of constitutional amendments 
is seen as propitious for introducing further 
proposals to amend the French Constitution. Former 
Prime Minister Edouard Balladur is leading a move 
to redress the imbalance in power over foreign 
affairs between the executive and legislative 
branches. Under the Constitution of the Fifth 
Republic 

confined to domestic affairs 

domain of foreign relations wholly to the 

President. There is nothing in the 1958 

Constitution that obliges the government to consult 
with Parliament on international issues. 


7. (U) Balladur 

National Assembly\'s Foreign Affairs Committee 
introduced an amendment to strengthen ParliamentVs 
oversight prerogatives in external relations. The 
main provisions of Balladur\'s proposed amendment 
would require that the President of the Republic 

send to the Parliament 

latter 

Currently 

Parliament those proposals having to do with EU 
legislation. Matters such as setting the date for 
admission of new member states are wholly under the 
President\'s purview over foreign relations. 


GOVERNMENT OPPOSES BALLADUR AMENDMENTS 


8. (SBU) President Chirac has forcefully criticized 
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the Balladur amendments 

the separation of powers between the executive and 
legislative branches of government. Prime Minister 
Raffarin made clear the governmentVs opposition to 
any tinkering with the V'Fifth Republic\'s 

institutions during the National Assembly\'s non- 
voting debate on the decision to open accession 
talks with Turkey (reftel). 


9. (SBU) Balladur 

remains adamant. He points out that when the 
center-left was in the majority many on the center- 
right supported similar proposals to bring EU 

affairs into the ParliamentVs domestic affairs 

purview. He also argues that his proposal does not 
tamper with the institutional arrangement of power 
since his proposal only gives the Parliament a way 

to V'voice an opinion" and пої any power to amend or 
reject Executive branch decisions in the area of 
foreign affairs. Chirac senses 

Balladur amendment could become the V'camelVs nose 
under the tent\" that leads to further parliamentary 
oversight of foreign affairs. 


LEACH 
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that Beijing was behind Hong Kong\'s decision to refuse Ma\'s 
visa was reinforced when the local media reported on January 
7 that Hong Kong Chief Executive Tung Chee-hwa had sent 
envoys to Taiwan at the end of 2004 to discourage Ma from 
traveling to Hong Kong because of his statements against the 
anti-secession law. 


3. (C) Taipei City Information Department Commissioner Jack 
Yu (Tzu-hsiang) told AIT that just after the Legislation Yuan 
election (LY) 

Taiwan to observe the LY election 

meeting that he had heard there might be some problems with 
securing approval for Ma\'s visa because of MaVs remarks on 
the anti-secession law. Yeh suggested to Ma that he should 
find an excuse to postpone the visit. Yu said that Ma was 

not certain whether or not Yeh was authorized by the Hong 
Kong government to convey this message 

close to Tung Chee-hwa 

possibility. In any case 

trip. 


4. (C) Yu said the Hong Kong authorities have not formally 
refused Ma\'s visa 
said that he did not know the mechanics of the Hong Kong 
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application process 

who handled the application had returned Ma\'s application 
without a visa. Yu noted that while Ma and his Office 
Director Zheng An-guo did not receive their visas 

Taipei City officials scheduled to travel with Ma received 
their Hong Kong visas on January 4. Yu said that after the 
University of Hong Kong President and the Hong Kong 
coordinator of the trip separately telephoned Ma on January 5 
to apologize 

with his visa 

his disappointment with V'One country 

that Ma canceled his January 10 trip and does not intend to 
say anything stronger 

situation. 


5. (C) Speculating on why Мау5 visa was refused 

PRC authorities fear that Ma might stir up Hong Kong public 
opinion concerning the proposed anti-secession law. He said 
that if Ma were asked about the law during the course of his 
Hong Kong visit 

Beijing officials probably feared 

opinion against the proposed law or incite those who would 
object to Ma\'s criticisms of China. Either way 

Yu 

for Ma to visit Hong Kong. 


6. (C) Comment: In the complex politics of Taiwan 

emerged unscathed and probably helped politically by this 
incident. Executive Yuan Spokesman Chen Chi-mai on January 5 
publicly defended Ma 

protest to Hong Kong if the Special Administrative Region 
authority did not provide a proper explanation on its 

decision to deny Ma\'s visa. The incident has given Сһіпау5 
critics in Taiwan ammunition against the \"One country 

systems 

Taiwan. Mainland Affairs Council Vice Chairman Chiu Tai-san 
said on January 5 that this sort of treatment is a blow to 

the development of bilateral ties between the two sides of 

the Taiwan Strait. Hong Kong\'s refusal of his visa 

application might have even give Ma a boost in his effort to 
portray himself as a Taiwan politician. During the 2002 

Mayoral race 

opponent said that Hong Kong-born Ма had Hong Kong feet" (a 
word play on the Taiwanese term meaning athleteVs foot) 
implying that Ma would take Taiwan down the path of Hong Kong 
and impose “"Опе country 

electorate loves an underdog 

rebuffed by the PRC 

own. End Comment. 

PAAL 
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negotiations based on a \"first round" reportedly held last 
Friday in Macao. Taiwan 

negotiations must include Taiwan government officials 
otherwise Taiwan will fall back to V'Plan B\" -- resurrecting 
the Spring 2003 modus operandi by which Taiwan airlines 
applied for 

to Mainland Chinese cities. 


2. (C) Taiwan 

Chairman Chiu Tai-san announced at a press conference on 
January 10 that Taiwan and Mainland China representatives had 
met last Friday 

cross-strait charter flights around the Chinese New Year 
February 9. The negotiations 

three principals of two-way 

(non-stopover) flights. He expressed the hope that a (second 
round" of bilateral discussions would be held Was soon as 
possible 

model" by which Hong Kong and Taiwan had worked out a flight 
agreement. The rest of the day 

incommunicado and unresponsive to AIT queries because 

MAC staffer candidly told us 

the televisionW watching reports from Beijing of the KMT 
delegation visit. 


3. (C) MAC Chairman Joseph Wu told AIT on January 11 that 
the Taiwan government had authorized Taipei Airlines 
Association (TAA) Chairman Michael Lo to present its charter 
flight proposal on air routes 

companies 

representatives in Macao. The Chinese side responded 

said 

the Macao talks as \"a significant step forward\" because 
Chinese officials had met directly with Taiwan government 
officials in the TAA delegation 

now meet with Taiwan government officials. Future 
negotiations 

proceed on the basis of the 2002 'Hong Kong model" (the 
negotiations between Hong Kong and Taiwan on reciprocal air 
services. TAA can lead the delegation V'as a front for 
government officialsV in the delegation. 


4. (C) Wu insisted that the KMT negotiations in Beijing 
meant \"nothing at all.\" Taiwan is working to ensure that the 
Chinese side will talk directly with Taiwan officials 

the KMT undermined that effort 

publicly stating there was no need for government officials 
to be involved and even that there was 

negotiations. The Chinese offer to expand the number of 
airports for direct charter flights to include Taichung 
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moerover 

this was a non-starter for security reasons (Note: presumably 
the large Taiwan Air Force base in Taichung. End Note). 
Rather 

the Hong Kong model 

B 

Taiwan air carriers flew to the mainland. 


5. (C) Comment. With the Monday meeting between the KMT 
delegation led by LY members Tseng Yung-chuan and Chang 
Hsiao-yen and PRC officials 

Taiwan 

technical considerations remain to be worked out 

whether or not the flights will have to pass through a third 
territory 

and whether passengers will be restricted to Taiwan 
businesspeople in the PRC. But the key issue comes down to a 
single question -- how badly does the DPP want to negotiate 
these details in formal meetings that include government 
officials? 


6. (C) Beijing and the KMT delegation have forced the DPP 
government 

of both sides 

move forward based only on consultations between Taiwan and 
PRC airline associations that would exclude officials. The 
Taiwan government had tried to keep the upper hand by 
maneuvering the PRC into a position where it would have to 
turn down Taiwan 

consultations or accept Taiwan\'s \"officiality 

to have been outmaneuvered itself. 


7. (C) The cross-Strait charter flights have become totally 
enmeshed in Taiwan 

the DPP and its main opposition party 

government is between a rock and a hard place. If it accepts 
the PRC-KMT offer 

of the primary political goals of the charter flight exercise 

-- bilateral meetings between PRC and Taiwan officials 
(without official status 

will also hand a major political victory to the KMT 

will be able to claim credit for the flights and cast the DPP 

as a party unable to improve cross-Strait relations. If the 
government turns down the offer 

the DPP as the cause of increasing cross-Strait tension. The 
pro-independence TSU has been highly critical of the KMT move 
bypassing the government 

successful charter flights this criticism may not resonate 

with Taiwan 

PAAL 
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2. Embassy understands that no assistance is necessary. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. THREAT ASSESSMENT: 


In general 

other large cities in Spain --including resort/convention 

areas such as Benidorm-- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passportVs 
photo page. Visitors can protect themselves against crime by 
being street-smart 

In the event you are victimized by crime 

security-related incident 

Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
StateVs website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas 

threat information through its Consular Information Program 
documents 

http://travel/state.gov. In addition to information on the 
Internet 

calling the Department of State in Washington 

202-647-5225 from their touch-tone telephone 

information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

MANZANARES 
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have threatened to vote against the budget -- as they did 
against forming the government -- as a means of derailing 
Sharon\'s disengagement plan. While his government nominally 
controls 66 Knesset seats 

leave Sharon scrambling to construct a simple majority from a 
combination of opposition \"pro\" votes and abstentions. The 
Knesset opens debate on the budget late January 11 and is 
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scheduled to vote on it in a first reading January 12. 


2. (C) According to Likud rebel MK Gilad Erdan (strictly 
protect) 

to prevent early elections 

observers believe that Likud would retain its 40 Knesset 
seats in new elections 

seats. He also discounted what he referred to as V'media 
hype\" that the Likud Party itself could split 

the Likud name is like \"Coca Cola 

from such a popular party. Erdan noted that some of the 
rebels want to separate their opposition to disengagement 
from their basic support for the budget. Erdan predicted 
that in the end 

budget. A noted academic also told the Ambassador that he 
was seeing gaps in the rebelsY ranks and predicted that 
Sharon would try to \"pick them off one by one.\" 


3. (C) Separately 

disengagement foe MK Ehud Yatom 

the rebels have indicated an intention to support Sharon on 
the budget to avoid elections 

forceful lead of arch disengagement foe Uzi Landau 

likely vote against the budget. Pearl highlighted that the 
rebels have been lately voting as a bloc and will probably 
meet January 12 prior to the budget vote to decide ona 
uniform position. 


4. (C) Without the rebels 

MKs from his new coalition and several mavericks from outside 
to support the 2005 budget. The 14 Shinui MKs 

National Religious Party MKs 

MKs 

oppose the budget. The 11 Shas MKs and Yahad\'s six MKs will 
either vote against the budget or abstain. Support of the 
pro-disengagement Yahad party and the United Arab ListVs two 
abstentions saved SharonVs government in the January 10 vote 
but these parties\' economic policies may prevent them from 
supporting Sharon on the budget. In addition 

formally part of the coalition since it merged with Labor 

January 1 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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and Left-Wing Votes. (The newspaper views the 
evacuation of settlements as an illegitimate transfer 

of Jews from their homes.) The media say that the new 
governments first test will come Wednesday when the 
proposed state budget for 2005 is brought before the 
plenum for a first reading. Maariv and other media say 
that despite ShasVs current opposition to the 
government 

Shas\'s inclusion in his coalition 

victory of Mahmoud Abbas (Abu Mazen): Shas mentor Rabbi 
Ovadia Yosef could change his ruling on disengagement. 


Leading media reported that Sharon is expected to 
telephone PA chairman-elect Mahmoud Abbas (Abu Mazen) 
today to congratulate him on Sunday's election victory. 
Yediot reported that Israel has offered to grant the 
Palestinians control of Ramallah 

cities. Israel Radio reported that President Moshe 
Katsav called Abbas this morning to congratulate him 
telling him he is interested in meeting with him after 
Sharon does. The station quoted Defense Minister Shaul 
Mofaz as saying at this morningVs cabinet meeting that 
Israel must talk with PA representatives. Jerusalem 

Post quoted Abbas as saying Monday that the 
Palestinians Ware ready for peace." 


All media reported that President Bush reached out 
Monday to Abbas with a proposal for direct talks and a 
White House meeting 

Palestinian security forces to take on militants. Bush 
praised Israel for letting Palestinian voters in 
Jerusalem have access to polling stations and said 
there were more steps Israel should take 

need for Israel \"to fulfill its obligation on the 
withdrawal from the territories that it has pledged to 
withdraw from. He added that Israel V'can play an 
important part in the development of the Palestinian 
stateW and stressed the need for the Palestinian 
leadership to V'consolidate security forces so that they 
can fight off those few who still have the desire to 
destroy Israel as part of their philosophy. V 


HaVaretz reported that visiting Sen. John Kerry (D-MA) 
asked Sharon Monday why Israel is not evacuating the 
illegal settler outposts in the West Bank. The 
newspaper cited SharonVs reply that the public mood in 
Israel regarding the disengagement plan 

Palestinian terrorism 
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difficult. Jerusalem Post reported that Sharon told 
Kerry that Abbas will be tested by how he stops terror 
but that as a first step Israel will accept an internal 
Palestinian cease-fire. Jerusalem Post reported that 
Sen. John Kyl (R-AZ) 

Congressional delegation 

leadership to fight terrorism and incitement 
transparency in finances as a condition for receiving 
more U.S. aid. 


All media reported that over 15 

two hour-long anti-disengagement prayer rally opposite 
the Knesset on Monday. Maariv and Hatzofe reported 
that on Monday Police Commissioner Moshe Karadi 
Menachem Mazuz 

to take stronger measures against manifestations of 
violence expected to take place as the implementation 

of the disengagement plan starts. Among other proposed 
steps 


Maariv reported that according to one proposal 
Palestinian houses would be demolished to dig the 
trench proposed by the IDF in order to prevent the 
digging of tunnels under the Philadelphi route. 
Jerusalem Post reported that hundreds of Palestinian 
students attending a rally at Bir Zeit University on 
Monday called for more suicide attacks against Israel. 
The newspaper also reported that Sana al-Hibel 

from the Gaza Strip 

of Qassam rockets. 


Israel Radio reported that this morning Qassam rockets 
and mortar shells were fired at Sderot and Gaza Strip 
settlements. There were no casualties. In a different 
development 

officials monitoring Hizbullah activity as saying that 

the ShiVite organization runs a V'conveyor-beltV" 
operation in the territories 

as many terrorist cells as possible 

happy with even the smallest attacks. 


HaVaretz reported that Monday the UN declared that 
Hizbullah bears the main responsibility for the death 
of a French officer from IDF fire on Sunday. 

HaVaretz reported that a military court sentenced a 
soldier who lied to Military Police and his commanding 
officers during a probe into the death of Tom Hurndall 
a British International Solidarity Mission (ISM) 
volunteer 

Havaretz reported that a bill circulating in the 
Palestinian Legislative Council stipulates that the 
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PAVs National Security Council will become the most 
influential PA body over the Palestinian government\'s 
security apparatus. Abbas will be \"supreme commander" 
of the security forces 

will not take part in the councils meetings. 


A senior U.S. administration official was quoted as 
saying in an interview with Jerusalem Post that the 
U.S. does not believe Egypt is secretly developing 
nuclear weapons 

Atomic Energy Agency (IAEA) that Egypt has been 
conducting experiments which the IAEA says could be 
part of a hidden nuclear weapons program. 


Leading media reported that 

consecutive year 

forces will hold a joint exercise today in the 
Mediterranean. Israel Radio notes that Jordan will 
send an observer to the maneuver. 


Maariv reported that the Spanish government has invited 
representatives from Arab states and senior PA 

officials 

summit on terror that will take place on the 

anniversary of the March 1 


Last night 
team that flew with U.S. troops on an aid mission to 
Banda Aceh 


Independent 

(January 11): “Тһе victory of Fatah\'s candidate 
Mahmoud Abbas (Abu Mazen) ... is likely to be an 
important milestone in the efforts to obtain a halt to 
the violent conflict 

agreement as well. V" 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in the lead editorial of mass- 

circulation 

believed that the silent civil majority that yearns for 
normalcy would at long last make its voice heard loudly 
in Israel and in the Palestinian Authority? V" 
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Senior columnist Nahum Barnea wrote on page one of 
Yediot Aharonot: V'Sharon has the resoluteness 

wants for votes. Abu Mazen has the votes 

people doubt how resolute he is. The two of them are 
planning to make revolutionary changes in the Middle 
Eastern reality." 


Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz: V'Abbas and Fatah\'s election victory can 
definitely be interpreted as a victory of the strategy 
of negotiations with Israel and establishing a state 
alongside it 


Oslo accords architect Ron Pundak wrote in Yediot 
Aharonot: V'The course steered by Abu Mazen could lead 
to peace and security in this region 

to tango.... Now more than ever 

hands. V 


Conservative 

VA major goal for this coalition in general 

religious members in particular 

war as Israelis are detached from communities they 
built with the government's encouragement.\" 


Block Quotes: 


|. VPartner For the Pullout -- and After" 


Independent 

(January 11): The victory of Fatah\'s candidate 
Mahmoud Abbas (Abu Mazen) 

Palestinian Authority chairman is likely to be an 
important milestone in the efforts to obtain a halt to 
the violent conflict 

agreement as well.... The new PA chairman was elected 
against the background of a new reality in the region 
and the world: four years of bloodshed 

in many victims and heavy damage; an American 
government that is seeking a way out of the ongoing 
crisis in Iraq; and hints of a new direction in Syria. 

But more important than any of these is the change in 
Israel. Prime Minister Ariel Sharon\'s disengagement 
plan 

new government that includes Labor 

dismantle all Israeli settlements and military 
installations in the Gaza Strip this year and transfer 
them to the Palestinians. This is a dramatic move that 
accords with the PalestiniansV interests. Abu Mazen 
can integrate his plans for a cease-fire and the 
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rehabilitation of the security services in Gaza with 

the РА\ѕ assumption of full responsibility for the Gaza 
Strip. Such integration will increase the odds of 
success for the disengagement 

most relevant diplomatic plan on the agenda of both 
parties to the conflict. V" 


Il. “Тһе Voice of the Majority" 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in the lead editorial of mass- 

circulation 

V'The masses that voted for Abu Mazen in the race for 
the president of the Palestinian Authority ... also 

voted 

that Arafat nurtured for years. Arafat rejected 
democratic elections 

Palestinian governmental authority that would disarm 
the terror organizations 

with Israel and rejected the establishment of a 
Palestinian state inside borders based on a realistic 
compromise. All of Arafat\'s rejections became central 
components in the platform on which Abu Mazen ran and 
won. And who would have believed that Fatah 
secular Palestinian political movement 

eulogized by so many experts as washed out and as 
having capitulated to the frothing wave of Islamic 
extremism 

organize and achieve such an impressive victory in the 
elections? But historical surprises abound not only in 
the Palestinian arena 

would have believed that the overtly left wing party 
Yahad would raise its hand in the Knesset in favor of a 
government led by Ariel Sharon 

the prime minister of a stable government -- might 
implement his plan to remove all Jewish settlements 
from the Gaza Strip? Who would have believed that the 
silent civil majority that yearns for normalcy would at 
long last make its voice heard loudly in Israel and in 
the Palestinian Authority? This is a clear and 

practical voice that democratically defeats both Jewish 
messianism and Palestinian messianism. Those who did 
not believe 


III. WSharon and Abu Mazen: Together But Alone\" 


Senior columnist Nahum Barnea wrote on page one of 
Yediot Aharonot (January 11): \"This could have been an 
era of positive change. A new president was elected to 
the Palestinian Authority who he has consistently 
spoken out against terrorism and violence. The 
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majority that he received gives him prestige in the 
world and a mandate to make changes at home. He needs 
a strong 

help him establish himself. Sharon has the 
resoluteness 

the votes 

The two of them are planning to make revolutionary 
changes in the Middle Eastern reality. All provided 
that [VrebelV Likud Knesset Members] Madame Naomi 
Blumenthal and Monsieur Mickey Ratzon 

Yehiel Hazan 


IV. V'A Victory For the Two-State Approach" 


Arab affairs commentator Danny Rubinstein wrote in 
HaVaretz (January 11): "Mahmoud Abbas\'s impressive 
victory in the Palestinian Authority\'s presidential 
elections is to a large extent also a victory for the 

Fatah movement.... The Fatah movement has not only not 
disintegrated 

together and been strengthened.... This success for the 
movement is of enormous importance because it is the 
movement that led the Palestinian public and the PLO to 
recognize the state of Israel and stick to a Vtwo 

states for two peoples! strategy.... Abbas and Fatah\'s 
election victory can definitely be interpreted as a 

victory of the strategy of negotiations with Israel and 
establishing a state alongside it 

it. Even at the height of the suicide bombings 

in the territories showed that the majority still 

believed that a two-state arrangement would be the best 
-- and the elections this week confirm that remains the 
overwhelmingly prevailing view.\" 


V. “Тһе Second Palestinian Revolution" 


Oslo accords architect Ron Pundak wrote in Yediot 
Aharonot (January 11): “Аби Mazen\'s election to the 
presidency of the Palestinian Authority 

status at the head of the PLO are placing the 
Palestinians and their leadership at a new crossroads. 
The easier direction would be the continuation of the 
violent Arafat-style revolution. The more difficult 
course leads to an Abu-Mazen-style civilian revolution. 
In actual fact 

between the two 

change has now been created. In this context 

can be compared to traffic lights.... The course 
steered by Abu Mazen could lead to peace and security 
in this region 

for the Palestinians to show restraint and considerable 
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tolerance required of them 

create an increasing number of positive stimuli. 
Alongside a true dialogue 

lifting of roadblocks 

will help Abu Mazen turn the [Palestinian] street from 
violence and incitement into conciliation and a 
diplomatic solution 

dialogue and peace 

second one. Now more than ever 

hands. If we so want 

possible. If we don\'t 

terror. V 


VI. V'Challenge and Promise V 


Conservative 

(January 11): V'The new government's most daunting goal 
will 

Strip and northern Samaria [i.e. the northernmost part 

of the West Bank] 

outgoing government and approved by the Knesset. That 
goal 

secular coalition. The reason such a configuration was 
not chosen was the great desire to avert civil strife 

a goal that stands a better chance of being 

accomplished with at least some religious politicians 

on Sharon\'s bandwagon. It follows that a major goal 

for this coalition in general 

members in particular 

Israelis are detached from communities they built with 

the government's encouragement." 


KURTZER 
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The excess capacity allowed Eskom to become the lowest 
cost producer of electricity in the world. EskomVs 
tracking of electricity consumption identified a 

significant increase in demand (from about 2000) 

they forecast that new peaking capacity would be required 
by 2007 

2003 

plan based on the new demand projections 

capital expenditure of some $17 billion to 2010. The 

main purpose of the plan was to identify the most cost- 
effective and environmentally friendly combination of 
options and technologies available to ensure South Africa 
of a timely 

in the future. Schedules and technologies will 

inevitably change over time as new developments occur. 
End summary. 


92 1. Summary: The GOS has pledged a robust EUR 56 million (USD 74 million) aid package to the 
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Current Capacity and Technology Mix 


4. (U) South Africa\'s total licensed generation capacity 
is about 44 

electricity utility) owns 42 

3 

operating capacity (NOC) at December 31 

MW. Coal-fired stations generate 86% of the electricity 
nuclear 596 

turbines 196 

hydro station in Mozambique. 


5. (U) Eskom currently operates 10 large coal-fired power 
stations 

located 30 kilometers north of Cape Town) 

hydro stations 

a critical role in meeting peak demand. Municipalities 
own 22 small power stations and back-up gas turbines 
these total only 5% of national generation capacity and 
generally run at low load factors. Municipalities also 

own the transmission lines and the transformers located 
within their boundaries. Private generators comprise the 
remaining 296 of capacity. In 2003 

32 

is at least 1 

rate stands at around 4.6%. 

6. (U) According to Mike Cary 

Engineering an Eskom group engineering company 
complicating factor to the capacity problem is that the 
power stations are ageing. The ages of the newest 
stations vary between 10 and 24 years 

on these stations can be as old as 30 years. Although 
Eskom has a comprehensive maintenance program 
equipment is more prone to failure. Part of the risk- 
management strategy is to carry spares 

constraints limit this option. Over the past 12 months 
Eskom has experienced an abnormally high failure rate (14 
major supply disruptions in the Johannesburg area alone) 
and some of the plant transformers have failed to such an 
extent that some critical spares are no longer available. 


7. (U) Government decided in 1998 to restructure Eskom 
and to establish a multi-market model (MMM) for 
electricity trade in South Africa. During the four-year 
model planning process 


WARD ON TIP REF: SECSTATE 274736 1. (U) Summary: In a meeting on January 7, Minister of 
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program for new electricity capacity (as its contribution 
to the NIRP) on an annual basis. The estimated cost of 
the expansion program was about $32 billion (over 20 
years) 

electricity to power its growing economy. 


8. (U) However 

\"on-looker\" as government decided that Eskom would not be 
allowed to build any new generation capacity as the 
government wanted to have the MMM in place before the 
excess capacity ran out. Eskom 

supplier of last resort and obligated to ensure 

sufficient supply to the country. Part of the plan to 
restructure Eskom was to sell 30% of their generation 
capacity 

power utilities. Due to a policy shift 

remained in limbo. Eskom and Government now face crucial 
decisions about new power plants 

financial 

selecting the type and mix of energy projects it should 
develop. 


9. (U) Following the April 2004 elections 

Enterprise Minister Alec Erwin (Eskom\'s shareholder 
department) rescinded the \"restructuring\" of Eskom. This 
was part of a general policy shift aimed at strengthening 
State Owned Enterprises to ensure that the social 
objectives of government would be met first. Erwin fast- 
tracked the go-ahead for new investment in electricity 
supply 

Cabinet approved $13.5 billion in capital expenditure for 
Eskom to return to service the mothballed stations 

70% of new capacity 

transmission lines 

Government expects Eskom to source much of this capital 
from the markets. Erwin also \"offered\" independent power 
producers (IPP\'s) 

slice of the proposed new generation capacity. In this 
way 

to attract foreign direct investment into the 

infrastructure sector of the country without damaging 
Eskom\'s ability to lead the expansion drive. Steve 
Lennon 

Strategy 

time to avoid early supply disruptions in 2006 and 2010. 


Short-Term Expansions to 2010 


10. (U) The latest update of the NIRP\'s power expansion 
strategy (October 2003) deals with expansions envisaged 
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up to 2022. The first phase deals with immediate 
electricity needs over the next five years. This 

requires Eskom and IPP\'s to add at least 1 

capacity every year 

shortages during peak usage time. The investment package 
portions the $13.5 billion as $9.7 billion for 

generation 

billion for transmission. The plan is for Eskom to 
return to service three coal-fired stations between 2005 
and 2011 -- total base-load capacity of 3 

addition 

turbine (OCGT) plant by 2007 (location not specified) 
and by mid 2005 the DME plans to request the private 
sector to tender for a 1 

specified) 

operational by 2008. 


Longer-Term Expansions - 2011-2022 


11. (U) By 2010 Eskom will have to start commissioning 
power plants that will add to the base load for which 
planning will start in 2005. According to Lennon 
program was based on the forecast of an increase in 
demand of 1.5%-4% per year over the next 20 years. 
However 

should demand exceed estimates. The long-term base load 
capacity would include a combination of new power plants 
and imports of electricity from a number of African 
projects. Capacity increases include: 

-- a $0.7 billion 

Braamhoek in KwaZulu/Natal Province 

-- a $0.8 billion 

Steelpoort in Mpumalanga province 

-- a third 1 

in the Free State province 

-- a $1.4 billion 

(CCGT) facility 

water port under construction) in the Eastern Cape 
Province 

-- three generation units (total rated capacity of nearly 

2 

Mathimba power station in Limpopo Province 

$3.2 billion 

--a 4 

estimated cost of almost $6.4 billion 

in either Limpopo or Mpumalanga provinces 
neighboring Botswana or Mozambique. 


Summary of Capacity Expansions to 2022 
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12. (U) Some electricity expansion options considered by 
the NIRP team extend beyond the 2022 time-period 
shown for information completeness. Obviously 
technologies and time schedules will change over time as 
energy demand 


Generation Stations Implementation New (MW) 
and Technologies Schedule Capacity 

3 De-mothballed coal-fired 2005-2011 3 
(possibly fast-tracked to 2009) 

10 Single/Open Cycle Gas (SCGT) 2006-2010 2 


1 SCGT 2022 240 
3 Dry-cooled coal-fired 2016-2022 9 
2 Pumped-storage 2012-2014 2 
1 Pumped-storage 2019 1 


5 Fluid Bed Combustion 2012-2014 2 
1 IPP Open Cycle Gas (OCGT) 2008 1 
Total new capacity 22 


Other possible options for the future (probably beyond 2022) include: 
3 Combined Cycle natural gas 3 

1 Nuclear Pebble Bed cluster of 8 reactor units 1 

1 Coal-fired 3 

1 Pumped-storage 1 

Total possible new capacity 9 


PBMR 


13. (U) According to Lennon 

critically important in deciding the combination of new 
power plants to be developed. This could benefit non- 
coal projects 

emitters of carbon dioxide and other pollutants. 
Environmental considerations could also provide a boost 
to development of South AfricaVs fourth-generation 
nuclear-based pebble bed modular reactor (PBMR) 

could be ready for commercial launch by 2013 

features in EskomVs long-term expansion plans 

2015 onwards. The capacity of a single PBMR reactor unit 
is 165 MW 

Johan Kriek 

of a PBMR demonstration unit in the second quarter of 
2007 

Eskom with 24 units (three clusters) between 2013 and 
2023. Lennon said that negotiations have started in the 
process to develop a PBMR supply agreement between PBMR 
Ltd and Eskom. 


552 1. (SBU) Per reftel request, included are the names, titles, and best available phone numbers fc 
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Imports 


14. (U) The African electricity import projects on the 
Eskom drawing board include Cahora Bassa in Mozambique 
the proposed Inga3 hydro-electric project in the DRC 
buying surplus power from the Southern African Power 
Pool 

strategy could be to put equity into Cahora Bassa 
depending on the financial details of such a deal. In 
addition 

one of five Southern African utilities that bought equal 
equity stakes in Westcor 

the $5 billion power station at Inga3 

transmission and interconnect supply lines. The project 
has the potential to supply 3 

2011 

target 

uncertainties in the DRC. 

Status of the Expansion Plan 


15. (U) The first phase of the expansion 

new capacity over the next five years 

Eskom has commissioned the return to service of three 
mothballed power stations at a total cost of $1.9 

billion. These three facilities 

should supply 3 

three 

DME has also authorized Eskom to build a new 1 

open cycle gas turbine (OCGT) plant by 2007 (location not 
specified) 

(Braamhoek) by 2013 

investment. In December 

\"Expression of Interest" document for a 1 

facility (location not specified) 

diesel distillate 

document should be available by August 2005 

as the purchaser of the electricity 

project. The final leg of Eskom\'s short-term revamp will 
be to upgrade a number of its older base-load stations 
including a $160 million upgrade of the 2 

station. Through demand and supply side efficiency- 
improvement strategies 

4 


Financing the Expansions 


16. (U) Eskom spokesman 
Eskom would finance the $13.5 billion expansion for the 
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first three years through a combination of cash flows and 
loan financing. After that 

the local and offshore capital markets. Eskom 

relatively low 3096 gearing 

balance sheet to raise its debt level. A crucial part of 
the financing would be the electricity price 

NER determines. The regulator has recently granted Eskom 
below-inflation tariff increases 

backed Eskom\'s call for more realistic prices to enable 
the huge capital expenditure requirement. 


17. (U) In summary 

latest NIRP study by energy experts 

-- Options for diversifying away from coal-fired plants 

are insufficient to meet forecast electricity demand over 
the next 20-years 

-- Economic justification for diversification plants 

would prove difficult in the absence of persuasive 
measures such as penalties and subsidies for non-use or 
use 

-- Clean coal technologies and demand side efficiency 
strategies are required to meet environmental standards 
-- Base load plants would be required for commercial 
operation after 2010 

-- At assumed future costs 

mothballed plants to service 

(FBC) technology offers the most economical option 
followed by coal-fired plants 

the western Cape) 

-- NIRP plans indicate that 920 MW OCGT peak load plants 
must begin commissioning from 2008 

-- NIRP plans assume the attainment and sustainability of 
demand side management targets 

imports 

-- short-term peak-load requirements can be facilitated 
using single cycle gas turbines fueled by locally- 
produced synthetic gas. 


18. (U) Projected Electricity Supply/Demand (MW) 


2004 2008 2012 2016 2022 
Generating Capacity 38 
Peak Demand 34 
Reserve Margin (%) 116 9.0 96 11.0 10.9 
New capacity - 8 


Current Supply (MW) 


AMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA TSUNAMI RESPONSE MANAGEMENT 1 
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Eskom: 

Coal-fired 32 
Nuclear 1 

Pump Storage 1 
Hydro 570 
Gas Turbines 340 
Total 36 


Non-Eskom: 

Coal-fired 1 

Pump Storage 180 
Hydro 70 

Gas Turbines 90 
Total 1 


Imports: 
Cahora Bassa (hydro) 780 
Total 38 


South Africa's Energy Mix 


Product Electricity Energy 
End Use % Generation % Supply 96 
Coal 86 69% 30 
Crude - 18% - 
Biomas - 9 8 
Nat gas 1 396 - 
Hydro 2 " 
25213 


emphasized that 100-200 food trucks are passing through the 
special Al Kerama lane daily 

smoothly 

Jordanian side to pass into Iraq. 


3. (SBU) Fawaz said that he understood Jordanian Minister 
of Finance Mohammad Abu Hammour (who oversees Customs) has 
decided to open the border checkpoint for all incoming 
vehicles from Iraq around the clock (up to now 

service is only made available to passenger traffic from 

Iraq). Currently 

are screened (per Ref A) during the hours of 0730 to 1830 
stated. He added that the Customs Department was already 
working on securing the manpower and extra nighttime lighting 
systems required to move to a 24-hour-a-day operation. Only 
a single lane is currently lit at night on the incoming side 

he said. Fawaz stated that about 600-700 trucks were coming 
through to Jordan from Iraq daily. 


4. (SBU) In a call on Customs DG Quteishat 
thanked him for the GOJVs cooperation on PFD-related issues 
but emphasized the importance of continuing food shipments 
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transiting Jordan to Iraq on an expedited basis 
accommodating the quick re-entry of empty food trucks to 
continue their important missions. Quteishat confirmed that 
an interagency security committee has been formed and had met 
that day to move forward on plans for the capability to 
receive trucks at all times at Al Kerama. This would 
facilitate empty trucks coming in to obtain food from ships 
at Aqaba 

Kerama on January 5 to survey a new truck yard on the 
incoming side 

said. Quteishat did not elaborate 

would be completed \"soon.\" 


An Interim Solution for Entering Empty Food Trucks 


5. (SBU) Quteishat said that the GOJ would be willing 
\"tomorrow\" to accept the 24-hour 

Iraqi food trucks 

such. He recalled that under the UN Oil for Food Program 
WFP trucks had an identifiable sign placed in the windshield 
at the border 

Quteishat stressed that in order for this system to work 

well 

to V'split off" empty PFD trucks into a fast lane. 


6. (SBU) COMMENT: From our vantage point 

transport of PFD foods from Jordan into Iraq appears to be 
operating well. Embassy believes GOJ Customs is fully 
prepared to act on the commitments outlined here to expedite 
the transit of food shipments to Iraq (including the re-entry 
of empty food trucks into Jordan) 

obtain the appropriate response from their Iraqi 
counterparts. If Iraqi officials are interested in pursuing 

this course 

work out the modalities of the temporary system for entry of 
empty food trucks. These measures 

effective traffic management on the Iraqi side of the border 
should significantly reduce the current problem of 
20-kilometer queues of westbound trucking waiting to leave 
Iraq 


7. (U) Baghdad minimize considered. 
HALE 
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SPEAK AS ONE.\" IN HIS EDITORIAL IN CATHOLIC LA CROIX BRUNO 
FRAPPAT IS OPTIMISTIC ABOUT 2005 

PALESTINIAN ELECTION 
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PEACE ACCORD IN SUDAN." (SEE PART С) 


THE PEACE ACCORD REACHED IN SUDAN IS HERALDED BY LEFT-OF- 
CENTER LIBERATION AS V'SECRETARY POWELL\'S LEGACY" AND AN WANT 
IRAQ. (SEE PART C) 


IN RIGHT-OF-CENTER ECONOMIC LES ECHOS ESSAYIST LAURENT COHEN: 
TANUGI WRITES A COLUMN TITLED “TWO VISIONS OF THE WORLD" WHIC 
MAKE UP \"THE BACKDROP LANDSCAPE OF THE RECENT TRANSATLANTIC 
AND INTRA-EUROPEAN TENSION." HE IS OPTIMISTIC THAT PRESIDENTS 
BUSH AND CHIRAC CAN FIND GROUNDS FOR AGREEMENT. (SEE PART C) 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
MIDDLE EAST - PALESTINIAN ELECTION 


\"THE FRAILTY OF A GREAT HOPE" 

BERNARD GUETTA ON GOVERNMENT-RUN FRANCE INTER RADIO (01/11): 
\"IT IS NOT ENOUGH TO ACKNOWLEDGE THAT HOPE FOR THE SETTLEMEN 
OF THE ISRAELI-PALESTINIAN CONFLICT HAS NEVER BEEN SO GREAT. 
ONE MUST ALSO DEFINE UNDER WHICH CONDITIONS THIS MEASURE OF 
HOPE WILL BECOME REALITY. AFTER THE INITIAL EUPHORIA 
DIFFICULTIES WILL BEGIN TO EMERGE. UNLESS THE WORLD TAKES OVER 
THE PEACE EFFORT 

OPPORTUNITY. THE U.S. AND THE EU MUST BOTH ACT 

WAY? THE URGENCY DOES NOT LIE IN TRYING TO ACCELERATE CHANGE: 
THROUGH AN INTERNATIONAL CONFERENCE; MENTALITIES NEED TIME IN 
ORDER TO ADAPT TO CHANGES. BUT MEANWHILE THE U.S. AND THE EU 
MUST SPEAK AS ONE AND REAFFIRM TOGETHER DURING THEIR FEBRUAF 
SUMMIT THE OBJECTIVES OF THE ROADMAP 

OF A PALESTINIAN STATE AND THE RECOGNITION OF ISRAEL BY THE 
ARAB WORLD.\" 


SUDAN PEACE ACCORD 


\"PEACE UNDER U.S. PATRONAGE\" 

CHRISTOPHE AYAD IN LEFT-OF-CENTER LIBERATION (01/11): VIT IS 

COLIN POWELL\'S LEGACY. THE PEACE AGREEMENT REACHED IN SUDAN I 
PROOF THAT ONE CAN BRING A ROGUE STATE TO REPENT WITHOUT 
HAVING TO RESORT TO EITHER ADVENTURE OR WAR. THIS IS A SORT OF 
ANTI-IRAQ 

ISLAMIC-PRAGMATIC REGIME AND SADDAM HUSSEINVS REGIME. SUDANVE 
LEADERS 

ON THE RECEIVING END OF PRESIDENT BUSH\'S ANTI-TERRORIST 
CRUSADE AND ACCEPTED TO GO TO THE NEGOTIATIONS TABLE SET BY 
SPECIAL ENVOY JOHN DANFORTH. THE SUDANESE PEACE AGREEMENT W 
MOST PROBABLY BE PRESENTED BY PRESIDENT BUSH AS A NEW VICTOR 
IN HIS CRUSADE OF GOOD AGAINST EVIL" 


TRANSATLANTIC RELATIONS 


BR, Science SUBJECT: CARTAGENA PROTOCOL AND BRAZIL BIOTECH REGS REF: SECSTAT 


S business-proprietary information. Not for internet distribution. 1. (SBU) SUMMARY: Frankfurt-Hah 
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VTWO VISIONS OF THE WORLD\" 

LAURENT COHEN-TANUGI IN RIGHT-OF-CENTER LES ECHOS (01/11): 
VTHERE ARE TWO VISIONS OF THE WORLD CONFRONTING EACH OTHER. 
THE FIRST 

TODAYVS IMBALANCE STEMS FROM THE U.S. POSITION AS SOLE WORLD 
POWER 

THE MULTIPOLAR ORDER EMBODIED BY THE UN. THE REMEDY TO THIS 
STRUCTURAL IMBALANCE IS TO FAVOR THE EMERGENCE OF NEW POLES 
POWER THAT CAN SERVE AS COUNTERWEIGHTS FOR AMERICANS 
SUPREMACY 

FROM A DIFFERENT ANALYSIS OF EVENTS POST THE COLD WAR AND 
9/11. THE WORLD 

GROWING DISORDER 

FUNDAMENTALISM 

NEW ECONOMIC 

NATIONALISTIC 

IN OPPOSITION TO WESTERN VALUES. THIS VISION PROMOTES THE IDEA 
OF CONCENTRATING THE WEIGHT OF WESTERN DEMOCRACIES 

IN PRIORITY SOLIDARITY BETWEEN EUROPE AND THE U.S. . THESE TWO 
VISIONS ARE RADICALLY OPPOSED. AND DEEPLY INGRAINED IN 
NATIONAL AND INDIVIDUAL SENSIBILITIES. NEVERTHELESS THERE ARE 
PRAGMATIC CONSIDERATIONS OVER WHICH BOTH SIDES CAN AGREE: 
EUROPE WILL HAVE ALL THE MORE INFLUENCE ON THE U.S. IF IT IS 
UNITED AND STRONG; RE-ENFORCING THE TRANSATLANTIC PARTNERSHI 
IS NOT A HOSTILE MOVE AGAINST THE REST OF THE INTERNATIONAL 
COMMUNITY 

EXPANDS AND DEVOTES ITSELF TO STABILIZING ITS DISTANT SHORES 
THE MORE IT WILL BE DEPENDENT ON AMERICAN MILITARY 
CAPABILITIES TO INSURE ITS SECURITY AND DEFEND ITS VALUES 
ACROSS THE WORLD. PRESIDENTS BUSH AND CHIRAC SHOULD FIND SOM 
COMMON GROUND FOR AGREEMENT OVER THESE FEW ISSUES." LEACH 
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4. It is important that all visitors carefully read the information and instructions prov 
5. Early morning check-in: For those coming from Washington 

6. Arrivals: We expect to be able to provide transportation for official visitors at the 
7. Documents required: Diplomatic and official passport holders must have Greek 
8. Embassy access: Embassy Athens has installed a new identification badging s 
9. Regional Medical Office: The Health Unit at the Embassy is fully staffed. A Sta 
10. Currency: Greece is a member of the European Monetary 


Union 
Accommodation exchange is available on a limited basis 
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(responsible agency/section signed authorization) at the 
Embassy cashier office hours are M-F 0900 1100 and 1400 
0 

1600. However 

country (there is also one at the Embassy); they will 

accept U.S. debit cards. In addition 

hotels provide accommodation exchange services. Post is 
unable to provide reverse accommodation. 


11. Office space/laptops/mobile phones: Office space in 

both classified and unclassified areas is extremely 

limited. For those employees planning on bringing laptops 

and modems to use in their hotels 

this equipment can be used for processing unclassified 

(non-SBU) information only. Current here is 220 volt 

cycles 

adapter and equipment that can handle the voltage. Laptops 

are not permitted in controlled access areas of the 

Embassy. European GSM mobile phones function normally in 

Greece. 

12. Presidential Directive - Trafficking in Persons: All TDY personnel are reminde 
13. Security information: 

A. Embassy Athens is designated \"critical\" for indigenous terrorism. In the past 
B. Over the past year the U.S. Embassy has experienced numerous bomb threats 
C. Crime is rated medium!" in Greece. For ΤΟΥ visitors 

D. Traffic in Greek urban areas 

RIES 
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4. It is important that all visitors carefully read the information and instructions prov 
5. Early morning check-in: For those coming from Washington 

6. Arrivals: We expect to be able to provide transportation for official visitors at the 
7. Documents required: Diplomatic and official passport holders must have Greek 
8. Embassy access: Embassy Athens has installed a new identification badging s 


9. Regional Medical Office: The Health Unit at the Embassy is fully staffed. A Sta 


10. Currency: Greece is a member of the European Monetary Union 


PREL, PHSA, EWWT SUBJECT: SLOVAKIA SUPPORTS SUA AMENDMENTS REF: SECSTATE 4 


(D) 1. (C) NATO Secretary General Scheffer briefed NATO Chiefs of Mission on January 13 on his v 
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11. Office space/laptops/mobile phones: Office space in both classified and uncla 


12. Presidential Directive - Trafficking in Persons: All TDY personnel are reminde 
employees stationed abroad. 


13. Security information: 


A. Embassy Athens is designated V'criticalV for indigenous 
terrorism. In the past 

targeted prominent Greeks as well as certain non-Greek 
Officials 

to official US Government personnel on short-term 
assignments to Greece or visiting for tourism is relatively 
low. The indigenous groups historically have engaged in 
extensive operational surveillance over long periods of 
time. In 2003 and again in 2004 

significant progress to combat domestic terrorism by 
successfully convicting the leader and key hit men of the 
November 17 terrorist organization and of the ELA. 17N was 
responsible for assassinating prominent Greeks and five 
members of the US Mission over the course of its 30-year 
history. Convicted ELA members were responsible for 
several bombings 

least one assassination. While these convictions likely 
impacted on the operational capabilities of 17N and ELA 

is too soon to assess whether the threat from domestic 
terrorism is completely eliminated. We urge vigilance and 
caution 

groups against Americans in general remains high. Official 
Americans should assume they are potential targets. 


B. Over the past year the U.S. Embassy has experienced numerous bomb threats 
C. Crime is rated medium!" in Greece. For ΤΟΥ visitors 

D. Traffic in Greek urban areas 

RIES 
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speaks fluent English. 


3. (SBU) Vice President 

Last Name: Mujuru 

First Name: Joyce Teurai Ropa 

Formal Title: Vice President 

Office Telephone Number: (263 4) 707-091/9 
Direct Line: (263 4) 251-097 

Comments: Mrs. Mujuru speaks fluent English. 


JNSIBILITIES 1. Summary: The Taiwan Intellectual Property Office (TIPO) announced in early 200: 


bul market analysts were not surprised at the relatively moderate size of the post-EU decision rally, be 
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4. (SBU) Vice President 

Last Name: Msika 

First/Middle Name: Joseph Wilfred 

Formal Title: Vice President 

Office Telephone Number: (263 4) 707-091/9 
Direct Line: (23 4) 251-098 

Comments: Mr. Msika speaks fluent English. 


5. (SBU) Foreign Minister 

Last Name: Mudenge 

First/Middle Names: Stanislaus Gorerazvo 
Formal Title: Minister of Foreign Affairs 

Office Telephone: (263 4) 727-005 

Cell Phone: (263) 11-201-817 

Comments: Dr. Mudenge speaks fluent English. 


6. (SBU) Minister for Special Affairs 

Last Name: Nkomo 

First/Middle Names: John Landa 

Formal Title: Minister for Special Affairs in the 
Presidents Office (also Chairman of ruling party 
Office Telephone: (263 4) 781-064 direct or 707-091 
Comments: Mr. Nkomo speaks fluent English. 


WEISENFELD 
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citizenship were not being implemented properly. He said he 
understood the impatience that many non-resident Indians had 
with the GOI 

including his own 

concerns of Indians living abroad. He said the application 
process would be simplified and made more transparent. 


Comment 


7. (U) The Manmohan Singh announcement reflects the rapidly 
evolving Indian view of its ethnic diaspora 

reflects New Delhi\'s growing level of comfort with India\'s 
international connections. In the past 

often been treated with a mixture of scorn and envy by various 
Indian governments and by Indian society at large. The Prime 
Minister's message was that India needs to welcome its former 
citizens and utilize their talents and resources as the country 
modernizes. It remains to be seen whether policy changes will 
come as quickly as Singh indicated. All conference participants 


confirms that Spanish citizens have the right to enter Spain regardless of the validity (or absence) of 
FORCE EMAIL 1. Rangoon awoke on Sunday the 26th to a 5.3 earthquake, the largest since 1958 ir 
ORMING TURKEY RE AL-FAQIH,BATTERJEE, AND JANAJALANI REF: A. STATE 270564 B.S 
ıjority over the SenateVs veto. The budget passed with a vote of 180 to 162. The parties voting in fa 
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we spoke with applauded Singh\'s initiative 

their own experience of dealing with the Indian bureaucracy in 
business matters 

as quickly as the Prime Minister had indicated. In any case 
dual citizenship 

medium- to long-term effect that Singh desires. 


8. (U) Embassy New Delhi cleared this cable. 
SIMMONS 
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right 

supervisor intervened on several occasions to prevent abuse. 
Grigoryan\'s lawyer alleged that when Grigoryan\'s commanding 
officer went on vacation 

left his unit without leave. Grigoryan is currently in 

hiding. 


3. (С) Margaryan stated that no Jehovah\'s Witness members 
have been forced into the army in recent memory 

nine remained in prison as conscientious objectors despite 
the newly adopted law on Alternatives to Military Service. 


4. (C) This information authoritatively discredits 

allegations made by the Norwegian NGO \"Forum 18." While the 
hazing described in paragraph 2 above is certainly 

objectionable 

post-Soviet armed forces. 

EVANS 
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JULIO LAW 


REF: A) 04 BRASILIA 2835 
BRASILIA 1384 


1. The December 24 \"O Estado de Sao Paulo!" article set 
forth in paragraph 2 (below) describes the arrest by the 

GoB Federal Police of Julio Law -- the brother of notorious 
pirated goods trafficker Law Kin Chong. Federal Police 
sources have told Mission officers that as of January 11 

Julio Law remains in custody. With respect to Law Kin 
Chong 

VFolha de Sao Paulo\" of December 29 

Chong\'s request for habeus corpus was denied by the Federal 
Supreme Court. Post thought that these items might be of 
interest to those in Washington who follow IPR developments 


AMI SITUATION REF: COLOMBO 2046 (NOTAL) 1. Five Americans have been reported killed and 


- (U) Classified by CDA Richard Albright for reasons 1.4(b), (d), and (h). 1. (S/NF) MFA U/S Abdullah 
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in Brazil. 


2. (Begin Unofficial Embassy Translation) 
Headline: In the Midst of Shopping 


Yesterday [December 23] at nine oYclock 

arrested Chinese national Julio Law 

Chong 

given five days of temporary arrest and will have to 
explain the origin of 18 tons of electro-electronics seized 
yesterday in two containers in the Port of Santos 
Baixada Santista. 


Julio was followed from his home in Alphaville in Greater 
Sao Paulo to one of his companies on Rua 25 de Marco 
downtown Sao Paulo 

was taken to Federal Police headquarters in Pirituba 
western zone. 


According to the police 

one of Julio\'s companies. Detective Antonio Wagner 
Castilho said that besides electronic goods 

tennis shoes 

knock-offs. 


The containers came from China 

the destination and product content were altered 
entered Brazil through the Port of Santos 

a shipment of plastics. 


Five detectives and 31 federal agents participated in the 
operation 

detention of Julio Law. His arrest was decreed by Judge 
Helio Egydio de Matos Nogueira 

Court 

Law was indicted for contraband 

evasion. 


Law Kim Chon has been in the custody of the Federal Police 
in Brasilia since June 1 

a bribe to Federal Deputy Luis Antonio de Medeiros 

himself out of the CPI Piracy report. 


At 13h15 

experts conducted an order of search and seizure in the 
Mini-shopping Stand Center on Avenida Paulista. The 
objective was to apprehend pirated software and computer 
video games. A young man who worked in one of the stores 
was detained for questioning. 
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End unofficial Embassy translation. 
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was roundly denounced throughout the society 

differed on what it means for Kuwait. Although newspapers 
described the attack as shocking 

surprised by the violent shootout. Mainstream Islamists were 
quick to denounce the attack. If the other involved 

assailants -- currently on the run -- are caught 

be watching closely to see which prominent Islamists come to 
the rhetorical aid of those detained extremists -- something 
they have done repeatedly in the past. It is worth noting 

that even proponents of a GOK crackdown expressed no 
confidence that a Government response would be meaningful. 
End Summary and Comment. 


2. (U) The killing of two Kuwait State Security (KSS) 

officers in a shootout with militants on January 10 has 
shocked Kuwaitis and has been roundly condemned by all 
sectors of society. All English and Arabic dailies devoted 
extensive front-page coverage to the story which included 
graphic pictures of the crime scene. The father of one of 

the slain KSS officers characterized what happened to his son 
as an Vact of GodW and demanded that the perpetrators be 
hunted and brought to justice. Many Kuwaiti citizens called 
news dailies and asked them to promote a weapons collection 
program as a security and social priority. Many liberals are 
urging the GOK to deal firmly with terrorists and to uproot 
their funding sources. Even Scientific Salafi MP Walid 
Al-Tabtabaei said that the attack is unacceptable and morally 
undermines the pillars of stability and security in Kuwait. 

He stressed that Kuwaitis will not accept violence as a tool 

for change. 


What Does This Mean For Kuwait? 


3. (SBU) During January 11 meetings with Kuwait University 
professors 

the meaning of the incident. Professor of political science 
Dr. Abdull-Redha Al-Assiri said that while this violent 
behavior does not have its roots in Kuwait 

cannot isolate itself from regional influences. He agreed 
that an extremist mentality was growing in the region and 
that more attacks were almost certain to come 

that KuwaitVs wealth and political freedoms would ensure that 
Kuwait would not succumb to the levels of violence seen in 
Saudi Arabia. He stated that the GOK is only looking at the 


Jingly. 1. (SBU) On December 24, the Armenian National Assembly voted to authorize sending a non 
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problem as a security matter 

reacting to the socio-political ramifications as well. Dr. 
Al-Assiri stated his belief that the GOK would initiate a 
short-term crackdown on militants but that ultimately 

nothing would change. Politically moderate professor Dr. 
Falah Madaris told PolOffs that the GOK must crack down or 
more violence would undoubtedly result. 


4. (SBU) Traditional Salafi Kuwait University political 
science professor Dr. Abdullah Al-Ghanim told PolOffs that 
this attack shows the weakness of the extremists. He 
explained that the attack on KSS officers shows that the 
extremists have no meaningful targets and the very fact that 
State Security was following them at the time demonstrates 
that the GOK is able to monitor and prevent these extremists 
from committing acts of terror. Dr. Abdullah believes that 
there will be an increase in terror-related attacks in the 
short-term 

actions in Kuwait will cause the extremist mentality to wane. 


5. (C) The director of the Center for Strategic and Future 
Studies at Kuwait University Dr. Shamlan Al-Issa (protect) 
liberal who has been warning about the growing threat of 
extremism in Kuwait for years 

that Kuwait is fertile soil for terrorism and the violence 

will only increase until the problem is addressed not just as 
a security matter 

He said the GOK has been ignoring the actions of Islamists 
and has overlooked the close relationship between hardline 
Salafis in Kuwait and Saudi Arabia 

growth of a mentality of violence. 


Kuwaiti \"Bloggers\" Blast GOK Over Attacks 


6. (U) Not to be outdone by the professional pundits 
primarily young 

bloggers -- participants in internet web log chats -- had 

their say with most agreeing that the attack did not come as 
a surprise. One blogger wrote V'theeeey re heeeere! 

then continued V'they were here a long time ago but the 
government ain\'t doing a thing about it!\" Another wrote that 
he wasnt surprised at all by news of the attack and advised 
others to be prepared for more extreme things to happen. The 
writer continued V'this is a result of the governments gamble 
since the invasion 

possible and giving them all the freedom in the world to do 
whatever they want with this country." A third blogger asked 
why the terrorist who died in the shootout was supposedly 
detained on several occasions but was allowed to walk free. 
This person ended with the comment that \"lives could have 
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been spared if we had a proper judicial system." 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


You can also access this site through the 
State DepartmentVs Classified SIPRNET website 
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Plans\" -- one step in the process of defining and 

developing the EUV's relationships with the countries in its 

V Neighborhood" that at this point seem unlikely to become 
membership candidates. The Action Plans are agreed areas for 
political and economic engagement that will bring partner 
countries closer to EU norms. While the Action Plans do not 
in 

and of themselves 

party 

ties between the EU and its neighbors. END SUMMARY. 


CONCEPT AND HISTORY 


2. (U) For much of its history 

influence neighboring states by wielding the carrot of EU 
membership. In 2003 

Commissioner Chris Patten noted &the promise of EU 
membership8 was &the Union 

policy 

instrument.8 But with the most recent enlargement 
Croatia 

waiting in the wings 

is reaching the limits of membership expansion. Patten 
noted that the EU now needed &new ways8 to shape the 
neighboring countries that were unlikely to be EU 
candidates. 


3. (U) In 2003 

Policy (ENP) to support the Common Foreign and Security 
Policy 

around the EU 

democracy 

engagement 

According to former Enlargement Commissioner Gunter 
Verheugen 


ZORDINGLY MIKULAS DZURINDA PRIME MINISTER OFFICE PHONE: 011-421-2-5729 5400; 572 


RTERRORISM DIVISION-SSA KVONKLEINSMID AND INTL OPERATIONS-SAC TFUENTES FBI N 
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countries that respect common values (such as human rights 
and sustainable development) a &real stake in the enlarged 
EU.8 To implement the ENP 

seven of its neighbors an V'Action Plan\" (AP) -- a lengthy 
customized list of goals and priorities defining progress 
over three to five years. The APs seek a comprehensive 
approach in creating &a ring of friends8 to avoid a new 
dividing line in Europe 

the Commission Romano Prodi and External Relations 
Commissioner Benita Ferrero-Waldner. 


4. (SBU) Originally 

s new neighbors to the east: *Russia 

Belarus. The APs were intended to be highly conditional 
tying* 

progress on specific economic and political reforms with 
specific EU commitment and funding. As the EU 
developed the ENP 

First 

country on the EU 

develop a separate &partnership8 with Moscow. Next 
EU 

s southern members lobbied successfully to expand the ENP 
to include the EU 

process. Finally 

negotiated 

reluctant to impose the strict conditionality originally 
envisioned. As a result 


NOT A PATH TO MEMBERSHIP 


5. (SBU) Since the policy 

stressed that the ENP was not an enlargement policy. The 
emphasis on the &neighborhood8 as distinct from potential 
membership implies that a country that is considered a & 
neighbor is likely to remain an outsider. The Commission 
simply offers that the fulfillment of AP priorities may 

lead to a &new privileged partnership.8 Although the 
neighborhood policy raises the unresolved question of where 
Europe 

that question before the Union digests the May 2004 EU 
enlargement 

accession of Bulgaria 

accession of Turkey and the former Yugoslav republics. 

6. (SBU) The negotiations over UkraineVs Action Plan 
illustrated the limits of the EU\'s willingness to deal with 

the issue of potential membership for neighbors. According 
to a Ukrainian official 

negotiations for more concrete language on membership. But 
they counted themselves fortunate to achieve the following 


its latest proposal for the U.S. Government to extend legal status to its large population of undocume 
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nebulous sentence: V'Consideration will be given to the 
possibility of a new enhanced agreement 

be defined in the light of the fulfillment of the 

objectives of this Action Plan and of the overall evolution 
of EU-Ukraine relations. The advisability of any new 
contractual arrangements will be considered in due time.\" 
In short 

membership; the EU offered somewhat lesser formula that 
does not slam the door shut. As a senior EU official 
recently noted 

program without the word enlargement; if Ukraine does 
everything in the plan 

only V'ten minutes." (Comment. Assuming 

EU had made the political decision to extend membership to 
Ukraine -- which it has not. End Comment.) 


CURRENT ACTION PLANS 


7. (U) In December 2004 

Council endorsed the first Action Plans for Moldova 
Ukraine 

Palestinian Authority. The APs then passed to the relevant 
Association or Cooperation Council for approval. In 
Ukraine 

EU-Ukraine Cooperation Council approve the AP only after & 
developments in Ukraine make it possible8 -- a condition 
that included holding a free and fair presidential election 
rerun on December 26 

the Commission plans to conclude APs for Egypt 

Armenia 


8. (U) Although based on common elements 

differentiated the Action Plans 

issues of mutual importance to the EU and the other party. 
For example 

V progress toward a comprehensive settlement of the Middle 
East conflictsV' and non-proliferation of weapons of mass 
destruction 

strengthening democracy and ensuring a free press. 


WHATS IN IT FOR NEIGHBORS? 


9. (U) The Action Plans do not 

offer the neighbors dramatic new benefits. While they 
reference other agreements to which the EU and a given 
neighbor may be party 

cooperation 

other legally binding commitments. But they engage the EU 
politically in helping its partners to help themselves 
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obliging the neighbors to reform their systems in exchange 
for an EU promise of deeper integration. The benefit to 
the neighboring countries is the potential for long-term 
opportunities for mutual growth and improved relations with 
the EU. Neighbors may expect that 

Neighborhood Policy will lead to concrete benefits such as 
more favorable trade conditions 

and cultural and scientific exchanges. 


10. (SBU) Rather than committing new funding 

Plans the EU commits political will to the &new privileged 
partnership 

neighboring countries unchanged 

official. The APs largely call on each 

partner to fulfill its previous commitments to the EU and 
the international community 

Agreement 

United Nations treaties. In some cases 

counter US policies 

partners sign and ratify the International Criminal Court 
Treaty or the Convention on the Prohibition of the Use 
Stockpiling 

Mines and Their Destruction. 


11. (U) There is potential 

Action Plans to result in new funding for the EU 

neighbors. As part of a broad plan to simplify EU 
assistance 

Initiative (ENPI) is being set up as one of four main EU 
funding mechanisms. It is unclear how large this mechanism 
will be 

firm commitment for new funding in the seven Action Plans 
already negotiated 

that neighbors who make progress in implementing their 
Action Plans will be encouraged with additional EU 
assistance. 


12. (SBU) COMMENT: The goals listed in the Action Plans 
are optimistic and ambitious 

guarantees and safeguards seem few. A Commission official 
working on relations with 

Russia 

implementation 

of the Action Plans depends on the political will of the 
parties 

the EU remains committed to the neighborhood policy -- and 
if the neighbors cooperate -- the Action Plans may become 
an important step in securing stable relationships between 
the EU and the nations 


13. (U) More information about the European Neighborhood 


hard L. Baltimore Ill. Reason: 1.4 (b, а). 1. (C) In a December 27 meeting with Minister Responsible 
) SRENENDER STATE PASS DOC FOR PHUPER STATE PASS TRANSPORTATION FOR MARAD 
Turkish press reports often contain errors or exaggerations; AmConsulate Adana does not vouch for 
IFIED, PLEASE PROTECT ACCORDINGLY. 2. (U) Information below responds to questions and foi 
-5535. PHONE 200- 5734. U.S.EMBASSY-LJUBLJANA, PRESERNOVA 31, LJUBLJANA, SL 
)-5535. PHONE 200- 5734. U.S.EMBASSY-LJUBLJANA, PRESERNOVA 31, LJUBLJANA, SI 


‘that Turkish press reports often contain errors or exaggerations; AmConsulate Adana does пої vouc 
Please protect accordingly. (SBU) PolEcon chief delivered reftel points on adoption of the 12 counter 
NIGERIAN CIVIL AVIATION BILL FORWARDED TO NATIONAL ASSEMBLY REF: November 22 Aj 
. Embassy Vilnius convened a meeting of the Counter-Terrorism Action Group (CTAG) in Lithuania o 
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Policy can be found at: 
http://europa.eu.int/comm/world/enp/. 


Schnabel 
[o 
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\"Cumhuriyet\" report that Senator Jon Kyl led a US 
congressional delegation to Ankara yesterday for official 
meetings with Parliament Speaker Bulent Arinc and Foreign 
Minister Abdullah Gul. After the delegation s meeting at 

the Foreign Ministry 

critical statements by Turkish politicians about the United 
States and their possible impact on the ' Armenian genocideV 
issue in the US Congress. Senator Kyl characterized the 
statements as ‘fallacious 

repercussionsV in the Congress. W Sabah!" reports that Kyl 
said he hoped that the US and Turkey could "'overcomev this 
problem. 


General Abizaid Comes to Turkey: Most papers report that 

the US CENTCOM Commander General John Abizaid will arrive in 
Ankara today for official meetings with the Turkish General 

Staff 

the National Security Council.. Because General Abizaid\'s 

visit coincides with the trilateral talks on the PKK issue 

\"Aksam\" describes the visit as "surprising. \"Hurriyet\" 

suggests that General Abizaid will ask Turkey for a broader 

use of Incirlik Air Base in efforts to establish security in 

Iraq. 


Trilateral Meeting on PKK Issue: Papers report that 
delegations from Turkey 

trilateral meeting on security issues 

threat 

Deputy Assistant Secretary Laura Kennedy 

delegation will be headed by the Turkish Ambassador in Iraq 
Osman Koruturk 

will represent Iraq. \"Milliyet\" adds that this will be the 

first three-way meeting on the PKK issue. 


PM Erdogan\'s Visit to Russia: \"Hurriyet\" reports that 
Erdoganvs visit to Russia is intended to ease PutinVs 
concerns that Turkish-Russian relations would weaken after 
Turkey\'s EU accession. During his visit to Turkey on the 
eve of the EU summit in December 

message that Turkey should not join the EU. In order to 
ease these concerns 

600 Turkish businessmen and noted that Turkey would never 
give up its cooperation with Russia. \"Milliyet\" notes that 
during their dinner last night 
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support at the UN to lift the embargo against the "TRNC.Y 
He also reportedly encouraged the Russians to build oil 
pipelines through Turkey that would reduce the number of 
tankers that pass through the Turkish Straits. 


EDITORIAL OPINION: 
Israel-Palestine 
The US and Indonesia 


VA New Beginning in the Middle East\" 

Sami Kohen wrote in the mass appeal \"Milliyet\" (1/11): 
VPalestine has entered into a new period following its 
extraordinarily democratic performance during the elections. 
Yet this new period comes with both opportunities and 
challenges. There are some urgent domestic issues for Abbas 
to deal with: reform of the state system 

problem 

security. . His performance on these domestic issues is 
directly related to international circumstances 

particularly the PalestiniansV relations with Israel. An 
agreement with Israel should be a priority for Abbas. There 

is hope on that score 

intention to engage in a dialogue with Israeli PM Sharon. . 
The Israeli cabinet has been altered to include Labor Party 
leader Shimon Peres 

meet with Abbas. The US and the EU are preparing to launch 
some initiatives as well. These are all good signs that 

provide hope for a new beginning in the Middle East. V" 


\"The Key to Peace is in the hands of Sharon 

Haluk Ulman wrote in the economic-political \"Dunya\" (1/11): 
\"The West 

the election results in Palestine. They believe that Abbas 

is a great chance for peace in the Middle East. Yet there 

is an oversight here. The biggest obstacle to a Palestinian- 
Israeli peace settlement was never Arafat 

claimed by Sharon and the Bush administration. Contrary to 
common belief 

agreement in Camp David between Arafat and Barak in 2000 
was the Israeli PM 

refused to accept the transfer of East Jerusalem to the 
Palestinian State. This was the real reason for the failure 

at Camp David. At present 

that Sharon will do anything different. . It is much too 

early to conclude that Abbas is going to establish peace 

with Israel 


VA US Occupation in Indonesia V" 

Yalcin Dogan wrote in the mass appeal \"Hurriyet\" (01/11): 
VAssistance has become mixed up with the barrel of a gun. 
This is a golden opportunity 


| Relations in the Ministry of Foreign Affairs. Hassan said that in the past three months Djibouti has p: 
rarche (reftel A) to Mohamed Ali Hassan, Director of Bilateral Relations in the Ministry of Foreign Айа 


2004 HEAD OF GOVERNMENT LAST NAME: Gross FIRST/MIDDLE NAMES: Stanislav CONVENT 
ATE 273036 D) BAKU 2082 Classified By: Amb. John M. Evans for reasons 1.4 (b) and (d). (C) As 
rt Kocharian named Armen Bayburdian Deputy Foreign Minister (DFM) December 24. Bayburdian jo 
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troops to Indonesia! Turhan Comez 

Balikesir 

gather some information on the assistance efforts for non- 
governmental organizations. His observations are 
interesting. Most importantly 

interest of the US in Indonesia. .Indonesia was opposed to 
the US occupation of Iraq 

gas and oil fields of Sumatra. Besides that 

controls the regions most important maritime strait. And 
the region doesn't lack for separatist and radical forces 
either. The earthquake has created an opportunity for the 
US. By saying \"we are helping you 

troops in Indonesia! Several pretexts are coming together 
at once and 

occupation has started there!" 

EDELMAN 
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have liked regarding support for the elections. In Amman 

had proposed that the group issue a statement in Baghdad in 
order to speak directly to the Iraqi people. Jordanian 

Foreign Minister Al Mulki was ready to do it but Iraqi 

Foreign Minister Zebari was \"hesitant\" about the idea. 
Addressing sectarian concerns 

group in Iraq had the right to rule another. Shaikh Mohammed 
complained that there were problems in Bahrain\'s 
communication with Iraq\'s Sunnis; Iraqvs Shia have been more 
active with Bahrain. End Summary. 


2. (S) Ambassador January 11 delivered reftel demarche on 
underscoring the importance of Iraqi elections moving forward 
as scheduled to Foreign Minister Shaikh Mohammed bin Mubarak 
Al Khalifa. The Ambassador emphasized that public 
expressions of support for the elections were most important 
and noted that Egyptian President Mubarak had done so twice 
in recent days. The Minister replied 

He continued that the aims of the January 6 Iraq Neighbors 
conference in Amman were (1) to ensure that neighboring 
countries 

Iraq\'s domestic affairs 

\"clearly and forcefully;\" that is 

participate and all of Iraqvs neighbors to support them. Не 
commented that the conference did not accomplish these aims 
as well as it could have. 


3. (S) Shaikh Mohammed said that the only initiatives on the 
agenda іп Amman were from Bahrain - the Kings previously 


ΣΤ: SRI LANKA: ASSISTANCE EFFORTS BEGIN REF: COLOMBO 2053 AND PREVIOUS 1. (U) А 


Jmbers for leading government and political figures are: A. Post: Djibouti Date of submission: Dece 
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proposed invitation for an Iraqi moderates conference in 
Manama 

Jordanian Foreign Minister Al Mulki issue a public statement 
of support in Baghdad. Representatives of the UN and Arab 
League could be present at the announcement. The other 
ministers agreed it was a good idea but Iraqi Foreign 
Minister Zebari was hesitant 

proposal outright. Shaikh Mohammed reiterated that he is 
ready to go to Baghdad at any time for this purpose. Such a 
statement would appeal directly to the Iraqi people 

that the elections are a unique opportunity and they should 
take advantage of it. 


4. (S) In response to the Ambassador\'s question 

Minister said that Zebari was very optimistic about the 
elections 

Regarding lraqvs Sunnis 

Zebari had told the conference that the V'minority would not 
rule the majority and the majority would not rule the 
minority.\" He had said the constitutional principle was that 
no one group had the right to rule others. The Ambassador 
commented that SCIRI leader Al Hakim had said the right 
things during his recent visit to Bahrain. Shaikh Mohammed 
agreed and noted that many Iraqi Shia had come to Bahrain 
(Hakim\'s son Amer Abdul Aziz Al Hakim is here now) 

Iraqvs Sunnis had not done so. He said there were problems 
in BahrainYs communication with the Sunnis. (Note: ІС 
President Yawar visited Bahrain for several weeks in 
November. End Note.) The Ambassador stated that as many 
Sunnis as possible should participate in the elections so 

they feel they have a stake in Iraq\'s future. 


5. (S) The Minister stated that this election will have a 

major impact on the future of the region. The participation 

of Turkey and Iran in the neighbors meetings is important. 

He noted that some Arabs feel hesitant about Zebari. They 
were surprised when he spoke in English at the Sharm meeting 
rather than in Arabic. Shaikh Mohammed said 

pull Iraq from the Arab world." The majority of the 

population - Sunni and Shia - are Arabs 

Persians. Despite the concerns 

reasonable 


6. (S) Shaikh Mohammed stated that Iran was strong in Basra 
but other areas of the country are opposed to Iranian 
interference. There are fears of Iran\'s expansionist 
tendencies in Iraq and throughout the region. He commented 
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that the Iranian government should be more concerned with 
providing good education and clean water to its citizens than 
about spending billions on the military. 


7. (U) Baghdad minimize considered. 
MONROE 
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and stressed GoF readiness to help Abbas proceed with 
necessary reforms and prepare for Gaza withdrawal. Barnier 
also offered a positive assessment of PM Sharon 

his earlier description of the Gaza disengagement plan as 
\"courageous\" (ref b) and declaring that Sharon was up to the 
historic task now before him. Barnier also repeated his 
earlier statement (ref a) that the \"test\" of the 

transatlantic relationship would be our collective capacity 

to relaunch the Middle East peace process. Meanwhile 
President Chirac 

public by the Elysee 

promoting democracy and rule of law 

would be by his side V'more than ever" іп the quest for peace. 
Chirac also encouraged Abbas to visit Paris at the earliest 
opportunity. 


3. (C) In a discussion with us on Palestinian and 
Lebanon-related issues (septel) January 10 
DAS-equivalent for Egypt/Levant issues Christian Jouret 
stressed GoF satisfaction with the January 9 election 
results. Jouret praised Palestinian handling of the 
electoral process 

showed that the Palestinians were ahead of other Arab 
governments in building a democratic foundation for 
governance. Jouret also commended Israeli facilitation of 
the elections as V'pretty good." 


4. (C) After briefly discussing the election results 

raised the UK-proposed meeting on Palestinian reforms 
take place in March. Jouret questioned the utility of the 
London meeting 

international efforts 

which had already reaffirmed the international commitment to 
help the Palestinians. Although the GoF would \"go along" 
with the UK proposal 

the London meeting to be a true international conference 
called for in the roadmap 

Jouret quipped that the GoF was a fan of international 
conferences in general 

Iraq context. He added that GoF interpreted the London 
meeting largely as a UK effort to boost Blair\'s domestic 


sting with Foreign Minister Qirbi concerning the Sanaa Gathering meeting in Khartoum (reftel), Speci: 
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standing 

the U.S. \"spokesman\" in pressing the Palestinians to do more. 
(Comment: The UK embassy has expressed private frustration 
to us over their efforts to consult with the French on the 
proposed London meeting 

by the manner in which Blair announced the meeting during his 
recent trip to the region. End comment.) Jouret summed up 
that the GoF wanted to move faster than the U.S. and UK 
towards final status issues; he stressed 

the GoF had no initiatives to move the process forward. 

France remained concerned that waiting for the Palestinians 

to complete reforms that would take years to achieve 

absence of gestures from the Israeli side 

process open to disruption from Hamas and others. The GoF 
also remained worried 

on PM Sharon and his Gaza disengagement plan 

first would be Gaza last 

content to withdraw from Gaza and halt the process there. 


5. (C) Probed for details on what new initiatives France 

might take to help the Palestinians 

specifics. He stressed that the Solana Plan remained the 
framework for European engagement to facilitate the Gaza 
withdrawal 

\"something.\" He added that Israeli resistance to a European 
role on security remained an impediment to further European 
engagement 

suggested that the U.S. was the only potential player on 
Palestinian security 


6. (C) On a more positive note 

Barnier would visit Israel and the Occupied Territories 
January 30-31 to meet with senior officials 

Sharon 

FM Shaath and PLC Speaker Fattouh. Jouret stressed that the 
GoF felt that it was the right time to re-engage with the 
parties and quipped that Barnier was perhaps the last 
European FM to travel to the region in the wake of ArafatVs 
death. On this point 

could wait to travel to the region to greet the new 
Palestinian leadership 

role in ArafatVs final days. Jouret compared the French 
attitude with Spanish FM Moratinos 

nearly seeking to \"kiss Arafat\'s cadaver" during a December 
2004 visit to the region. Jouret added that the Barnier trip 
would also serve the GoF\'s long-standing objective of 
improving bilateral relations with Israel 

focus of a Barnier visit to Israel in October 2004. Two 
weeks after the Barnier trip 

Paris in mid-February to inaugurate 

the new Israeli Embassy chancery building in Paris. 
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in promoting the good of the Cuban people. Such freedom 
according to the Pope 

foreign missionaries as well as the ability to maintain 

links with Catholics in other countries. The Pope said 
Cuba\'s Catholic Church was ideally suited to promote the 
common good of the people 

that religious liberty would ensure it was even more 
effective in this service. End Summary. 


2. (U) In a strong appeal for greater religious freedom in 
Cuba 

Church in Cuba during the presentation of credentials by 
Cuba\'s new Ambassador to the Holy See 

Pope pointed out that the Church played a vital role in 
promoting human dignity 

and supporting the education of a new generation in the 
culture of life 

Church\'s potential to shed light on the complex 
relationship between economics and spiritual values. 


3. (U) The Роре\'ѕ call for religious freedom was 

prefaced by praise for Cuba\'s spirit of solidarity and 
compassion \"made evident by sending personnel and material 
resources and basic necessities to various populations 

affected by natural disasters 

Paul ll also referred to the U.S. economic embargo against 
Cuba 

impeding free communication and trade \"be overcome as soon 
as possible.\" The Pope maintained that Cuba\'s development 
depended on respectful and open dialogue with everyone. 


4. (U) Career diplomat Raul Roa Kouri previously served as 
ambassador to the United Nations Educational 

and Cultural Organization (UNESCO) 

and Vice Minister of Foreign Affairs. His reply to the 

Pope -- peppered with anti-American rhetoric -- lamented 
the rise of neo-liberal capitalism that made a few rich 
countries wealthier but impoverished many others. Roa 
Kouri also criticized \"first world\" efforts at the United 
Nations to maintain an economic 

embargo on Cuba. Kouri juxtaposed the Pope\'s efforts to 
build a V'better world\" with Fidel Castro\'s 

efforts around the world and at home in the medical and 
educational fields and even likening Cuban doctors working 
overseas to Church missionaries. 
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5. (SBU) Holy See Country Director for Cuba Monsignor 
Giorgio Lingua told us January 11 that 

speech contained nothing groundbreaking 

for the Holy See to reemphasize its position on Cuba every 
so often 

freedom. According to Lingua 

equivalent Archbishop Giovanni Lajolo delivered a similar 
message to the Cuban ambassador when the two met for a 
courtesy call on the margins of the Papal audience. "We 
try to reinforce our position when we can 

Nevertheless 

Cuba-Holy See relationship. Lingua did note that the Pope 
had continued his emphasis upon the importance of religious 
freedom by devoting a sizable portion of his annual address 
to the Vatican Diplomatic Corps to the topic two days after 
his remarks on Cuba (septel). 


Nicholson 
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Director General to submit a preliminary report.setting 
forth the situation to be regulated and the possible scope 
of regulation action proposed 

draft of a convention on the protection of the diversity of 
cultural contents and artistic expressions." End note.) 


3. (SBU) Donaldson pointed out that the normal four-year 
process had gotten compressed into two years 

simply not enough time to sort through the issues. 

Normally 

drafting a Convention would ask for a preliminary report 
setting forth various possibilities. That preliminary 

report would be discussed at a General Convention 

would then make policy decisions and direct the preparation 
of a final report. 


4. (SBU) Donaldson cited additional arguments to support 
his position. 


--UNESCO Rule E 

required the Director General to distribute a V'final 

report 

the General Conference. Therefore 

with the anomalous situation in which the DG is apparently 
gearing itself up for issuing a \"final report\" in March 

2005 

General Conference is not due until October 2005. 


> to Ambassador Khalid Al-Maqamis, Director of the Ministry of Foreign Affairs coordination and Follo 
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-- Investigation of the wording of the resolutions 

concerning other UNESCO Conventions and the timetable of 
their adoption would bear the normal four-year timetable 

out 

UNESCO web site. 


5. (SBU) In response to poloff\'s question about the 
timetable of the Underwater Cultural Heritage Convention 
Donaldson said that he \"thought\" that the Underwater 
Cultural Convention took four years 

rush to complete negotiations at the end. 


6. (SBU) Poloff 

2003 

Abdulqawi Yusuf 

Heritage Convention that it was possible to develop and 

adopt a UNESCO Convention in one biennium 

Relying on this opinion 

General Conference adopted the Underwater Cultural Heritage 
Convention. (Comment. The Underwater Cultural Heritage 
Convention is now viewed as an unmitigated failure in UNESCO 
circles. Probably because the rush to complete negotiations 
left unresolved some important technical issues 

ratified by only a handful of states 

ratifications expected. As top UNESCO culture official 

Mounir Bouchenaki told Ambassador Oliver in September 2004 
the UNESCO Secretariat does not want the Cultural Diversity 
Convention to suffer a similar fate as the Underwater 

Cultural Heritage Convention \"fiasco.\" End Comment.) 


Conversation on Scope 


7. (SBU) In the earlier part of the telcon 

Donaldson about the scope of Reso. 32C/34. Donaldson 
responded that this resolution 

Conference resolutions 

development or change would be permissible 

that the Intergovernmental report should explain why it had 
varied from the mandate. 


8. (SBU) Poloff asked Donaldson whether there were any 
limits to how far the draft Convention submitted by the 
Intergovernmental process could vary from the Reso. 32C/34. 
Donaldson explained that it could not be completely off- 

topic 


9. (SBU) Poloff pointed out that the question of the Saudi 
Arabian Ambassador to Donaldson at a 16 December meeting had 
been about a significant policy issue -- whether the draft 
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Convention submitted to the October 2005 General Conference 
must cover V'cultural contents 

Reso. 32C/34 

expressions. V 

10. (SBU) Donaldson took the point 

recent General Conference resolutions 

had become much more specific in recent years 

to previous UNESCO Director Generals 

submitted reports at wide variance with the General 
Conference resolutions 

judgment for that of the General Conferences. (Note. 
Donaldson hastened to add that this had not been a problem 
with the current Director General 

this case 

less important 

appeared to want 


ACTION REQUEST. 


11. (SBU) Even though the words of Reso. 32C/34 require 
only the submission of a \"preliminary\" report covering the 
\"possible\" scope of regulating action and a \"draft\" 
Convention 

be that the General Conference is required to decide on 
passing a Convention in October 2005. If 

intimates 

rules 

October could be slowed considerably. 


12. (SBU) Mission would therefore appreciate WashingtonVs 
analysis and guidance. 
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policeV. Also missing from this picture are the complex yet 
apparently frequent illicit activities of JamaicaVs 
widespread organized criminal elements 

Vcommunity leader" 

or \"don\" (Ref A). Added to this equation is the fact that 
statistics are compiled manually. The JCF does not have an 
automated system 

subject to human error. Aware 

whether medical 

successfully until its dimensions are known 

leadership is trying to implement more accurate central 
reporting methods. 
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6. (C) In 2004 

of the weakness of law enforcement and political institutions 

in combating crime. One particularly stark example: at the 

time of his murder in July 2004 

Orden" gang leader Oliver Bubba Smith was using a vehicle 
registered in the name of his alleged criminal deputy 

VBun Man\" Hope 

\"Babsy\" Grange. (Ref B) Police questioned Grange for several 
hours regarding her connection to Smith and Hope. She denied 
knowing Smith and claimed that she only guaranteed a loan for 
Hope 

four hour search of Smiths home 

Jamaica Labour Party t-shirt with the words V'One Love Babsy 
Cares! written on the front and “Оле Order Central St. 
Catherine!" written on the back. The investigation into 
Grange\'s relationship with Smith has been dropped. 


7. (C) Deputy Commissioner of Police Lucius Thomas 

to become the new Commissioner of the JCF on January 19 (Ref 
C) 

Jamaica - gangs 

least two to three JCF officers involved. He stated frankly 
that it is impossible for illegal activity to take place in 
Jamaica without some sort of JCF assistance. In an effort to 
address corruption in its ranks 

reform policies under the Professional Standards Branch of 
the JCF. This new unitVs core function will be to target and 
investigate police misconduct and corruption. It is 
anticipated that its policies will be implemented after the 

new JCF commissioner is sworn in on January 19. 


8. (C) Somewhat ironically 

Forbes may have been yet another \"casualty\" of 2004\'s soaring 
crime rate 

JCF\'s seeming impotence in effectively confronting the 

problem. In his departing remarks 

other senior JCF officers to consider early retirement in 

order to allow \"new blood\" to circulate within the JCF 
leadership. We shall see how many others follow - or are 
compelled to follow - Forbes\'s lead in retiring. 


9. (C) There is every reason to believe that crime in Jamaica 
will remain a significant public concern during 2005. Some 
commentators note a lasting solution to the problem rests not 
only with law enforcement 

policing requires a level of trust in the JCF that does not 


rations, particularly where there is evidence of child sexual exploitation. In late December, the distric 
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currently exist and that citizens cease tolerating the many 
types of illicit activities that often occur openly without 
comment or action. It can be a vicious cycle 

general lack of trust in the JCF is often a direct result of 
corruption in the force 

policing 

to emergency calls. ForbesVs departure offers the 
possibility of an improvement in JCF performance 
commissioner may well have a short honeymoon. It remains to 
be seen whether he and other senior officers will succeed in 
making the JCF more effective in its assigned role. End 
Comment. 

COBB 
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developments\" on Lebanon. French officials summed up by 
stressing their desire to proceed cautiously on looking for 

ways for UNIFIL to advance the objectives of 1559 
implementation. Although French officials prefaced their 
January 11 remarks to us by expressing concern over perceived 
U.S. lack of cooperation on a UNSC press statement on the 
January 9 Blue Line clashes 

a quid pro quo between the press statement and the UNIFIL 
renewal text. End summary and comment. 


2. (C) Poloff reviewed reftel talking points on U.S. views 

on UNIFIL renewal with MFA DAS-equivalent for UN/Political 
Affairs Jean-Pierre La Croix and MFA UN/Middle East desk 
officer Alice Guitton January 11 

for Egypt/Levant Affairs Christian Jouret January 10. (Note: 
As the MFA IO Directorate has the lead on this issue 

Croix provided the definitive GoF response 

made in consultation with Presidential Technical Advisor on 
the Middle East/Americas Andre Parant. End note.) La Croix 
responded to our points by stressing shared U.S. and French 
objectives on Lebanon. As co-sponsors of 1559 

desire to promote Lebanon\'s sovereignty 

integrity and the restoration of Lebanese authority 

throughout Lebanon 

reinforce these concepts in the UNIFIL renewal resolution. 
Nevertheless 

counterproductive to include a preambular reference to UNSCR 
1559 in the UNIFIL renewal 

not advance 1559 implementation. On the contrary 
concluded that a 1559 reference would V'do exactly what the 
Syrian and Lebanese governments wanted 

Syrian effort to link its domination of Lebanon to lack of a 
comprehensive Middle East peace. Contrary to U.S. analysis 
the GoF believed that Syria would welcome a 1559 reference in 
the UNIFIL renewal in order to reinforce its V'chronological 
approach" to enforcement of UNSCRVs -- i.e 


lent Robert Kocharian signed legislation December 28 that establishes a system of alternatives to mil 
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425 et al 

implementing UNSCR 1559. La Croix summed up by stressing 
that France 

a line of separation between Syrian domination of Lebanon and 
the peace process; in the French view 

reference to 1559 in the UNIFIL renewal would break that line 
of separation and slow prospects for implementation. 


3. (C) Responding to our assessment of the common elements 
between UNSCR 1553 (on UNIFILVs most recent extension) and 
UNSCR 1559 

\"territorial integrity 

elements of UNSCR resolutions long predating 1559. The GoF 
believed that we could stress \"ideas\" or elements from UNSCR 
1559 -- such as the need for the GoL to return authority to 

the South -- and toughen references in the UNIFIL renewal 

text to LebanonVs sovereignty and independence 

creating a specific linkage between UNIFIL and 1559. In the 
GoF view 

implementation would undermine the confidence of the Lebanese 
and Syrian governments 

continued ability to carry out its vital mission. 

4. (C) La Croix was less negative 

the U.S. proposal to ask DPKO to examine the UNIFIL force 
structure. On the one hand 

in asking DPKO to examine the efficacy of ongoing PKO\'s. At 
the same time 

current situation in the aftermath of the adoption of UNSCR 
1559 

if we wanted UNIFIL to have any role in helping advance 
implementation of UNSCR 1559 

issue more reports 

relevant to 1559 -- all conditions which would suggest the 

need to preserve UNIFIL 

believed UNIFIL could be a part of UNSCR 1559 implementation 
but wanted to proceed discreetly and cautiously 

associating the Syrian presence in Lebanon with the peace 
process 

its mission. 


5. (C) Turning to French expectations of the UN role on 
UNSCR 1559 implementation 

preoccupation with pressing for Syrian non-interference in 
Lebanon\'s upcoming legislative elections. La Croix described 
Terje Roed-Larsen 

for UNSCR 1559 implementation 

\"ally\" on this issue and said the GoF had hoped Larsen could 
visit the region at the earliest opportunity. Larsen had 

hoped to make such a visit earlier this month 

by the Syrians to delay the visit two weeks 

possible \"positive development\" on Lebanon. (Comment: La 
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Croix evinced skepticism that such a positive gesture was 
forthcoming from the Syrian side. End comment.) The GoF 
wanted Larsen to pass a strong message to the Syrians on 
Lebanon\'s electoral law 

visit the region frequently in the run-up to the April UNSYG 
report. The GoF had already specified to Larsen that it 

hoped the April report would follow the same format as its 
predecessor 

implementation 

each condition had been meet. La Croix added that if 

April 

UNSCR 1559 into account 

\"consequences\" for French bilateral relations with both 
governments. He added that the GoF was seeking to raise the 
European profile in pushing for UNSCR 1559 implementation and 
supporting LarsenVs efforts; the GoF had successfully pressed 
for mention of 1559 in the most recent European Council 
declaration 

and External Affairs Council (GAERC) meeting to invite Larsen 
to attend and brief ministers on his efforts. 


6. (C) Comment: La Croix prefaced his remarks to us by 
stressing the GoF\'s disappointment that 

meeting 

agreement on a UNSC press statement condemning the January 9 
Blue Line clashes that ended with the death of a French UN 
observer in southern Lebanon. While the apparent resolution 
of the press statement will improve atmospherics with the 
French in New York as we discuss UNIFIL renewal 

did La Croix suggest that France was willing to offer a quid 
pro quo or link the press statement with its position on 
UNIFIL renewal. To us the French opposition to including the 
preambular reference appears quite firm 

appear ready to engage in New York on other ways to toughen 
the renewal resolution. We also see little potential for the 
Elysee to overrule the MFA on this 

authoritative 

doubt his assertion that the Elysee is on board with the 
position he articulated. At any rate 

Elysee Middle East Advisor Parant on the evening of January 
11 to press further on this issue and see if there is hope of 
bringing the GoF around on this. End comment. 

Leach 
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together we should face it.\" 


3. (SBU) This new spirit of cooperation was evident in the 
January 9 editorial in the pro-BJP \"Pioneer 

harsh critic of the UPA. Saying that this \"is not an 
occasion to score debating points 


ПОМ5 Sensitive but Unclassified - Business Confidential and Law Enforcement Information - Handle 
economic growth slowed slightly to 5.3 percent in the third quarter of 2004, but still outpaced its Cent 
3TS - CREATION OF TSUNAMI TASK FORCE SIPDIS 1. USUN Rome Humanitarian Affairs Couns 
5 D. STATE 188228 (ALL МОТА) Classified By: Acting DCM Gerri H. OVBrien for reasons 1.4 (b 
. Riley, reasons 1.4(b), (d) and (h). (S) Poloff delivered reftel points concerning the lifting of sanctior 
1 who were believed to be in the areas affected by the December 26 Asian tsunami are unaccounted 


's Director General of Civil Aviation in the Public Works Ministry regarding summer 2005 schedules fc 
IGURES REF: SECSTATE 271552 1. POST: Ottawa DATE OF SUBMISSION: 29 December 200: 
)MAN E.O. 12958: N/A TAGS: EAIR, IT, AVIATION, FAA SUBJECT: AIREUROPE SUBSIDIARY OF I 
eign Ministry. We are awaiting a response from the MFA and will update the Department as soon as 


ms of Newfoundland and Labrador took the unusual step of ordering the Canadian Flag removed froi 
REF: SECSTATE 259661 1. Summary: The GOH has introduced no new restrictive laws or regulati 


ee Canadians are confirmed dead, and approximately 60 are still missing. Of the three dead, two die 
iassador Hamilton; Reason 1.5 (d) 1. (C) Summary: The GOG and the U.N. Office of the High Comr 


Column 3 

praised the UPA government for its V'clarity and focus 
noting that \"discordant notes have been overwhelmed by a 
burst of generosity 

Indians to overcome partisan politics. 


Left Tones Down Criticism 


4. (SBU) The Left Parties 

months with the UPA over economic policy 

cooperative. Gurudas Dasgupta the General Secretary of the 
Communist Party of India (CPI) labor federation (AITUC) told 
reporters on January 3 that V'we are dedicating the whole of 
January to Tsunami and cooperation with the government. We 
differ with the government on important policies. But we 

have told the PM there is no question of us expressing these 
views this entire one month. V 


5. (SBU) The CPI did not publicly back DasguptaVs statement 
however 

call-off confrontation. A January 3 article in the Communist 
Party of India-Marxist (CPM) newspaper \"People\'s Democracy" 
pledged CPM V'support for the government in relief and 
rehabilitation. V 


Some Residual Partisanship 


6. (SBU) While the two alliances have forsworn 
confrontation 

for political purposes. The CPM reacted with scorn to a BJP 
claim that Goa was not hurt by the Tsunami because it had a 
BJP government 

\"the people experienced a Tsunami of hatred for five years 
under the NDA regime 

that 

Tsunami is no ominous signal." 


SIPDIS 


7. (SBU) It appears that the Tsunami has become a divisive 
issue only in Tamil Nadu. Janata Party President Subramaniam 
Swamy demanded that UPA Ministers from Tamil Nadu resign 
the UPA government had \"betrayed the state in the allocation 
of funds from the PM\'s relief fund." He claimed that all 

money raised for the fund was being diverted to UPA coffers. 
The opposition DMK party also attacked the ruling AIDMK 
government headed by Chief Minister Jayalalitha 

of nonperformance (reftel). 


Comment 


1g cellular telephones, have risen sharply throughout Turkey in 2004, with the highest jump in Istanbu 
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8. (C) The Tsunami has brought about a period of relative 
quiet from the normally harsh partisanship and mudslinging 
that characterizes Indian politics. Politicians have largely 
refrained from conflict and embraced cooperation 

minority has tried to use the disaster for partisan purposes. 
Political campaigning for the February elections in Bihar 
Jharkhand 

If this period of amity persists 

relatively quiet affairs. 

9. (C) The massive relief effort has also shifted the GOI 
focus inward 

issues like the India Pakistan Composite Dialogue and 
determining a new date for the postponed SAARC Summiit. 
MULFORD 
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trained and employed them on his farms. He said he 
seeks to profit from his processing facilities 

then sell sixty percent of the farmland he cultivates 
to farmers he has trained over the last few years. 
Okeke said offering the farmers the prospect of a 
reliable income is the only way to revive Nigeria\'s 
agricultural sector. (Comment: Okeke\'s initiative is 
notable 

success stories showing Nigerian entrepreneurs 
diversifying Nigeriavs economy. End comment.) 


KRAMER 
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Turkish variant and Turkish \"secularism\". In either event 

as long as CHP remains in opposition we see no willingness to 
change its cheap 

summary. 


2. (C) The CHP extraordinary party convention 

for 29 January 

leader Deniz Bakyal and CHP Sisli Mayor Mustafa Sarigul. The 
two men have been fighting for control of the party for 

several months 

the country and Baykal accusing Sarigul of corruption. 
Fourteen CHP deputies called for Deniz BaykalVs resignation 
last week in the aftermath of the decision by the CHP Supreme 
Disciplinary Board (YDK) to reject BaykalVs corruption 

charges against Sarigul. Baykal responded by accusing 
Sarigul of bribing the YDK; claiming that corruption is rank 
within the party -- thereby simultaneously undermining his 
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own claim to the party leadership and further denigrating the 
party's image in the eyes of the public -- and calling for a 
special party convention. 


3. (C) SarigulVs challenge to Baykal is more than just the 
struggle between two men for the control of the second 
largest political party in Turkey. It is also a struggle 

over the future of V'social democracy" as understood in 
Turkey 

Turkish \"secularism\". Baykal 

majority of CHP parliamentary deputies are left-of-center 
elitist 

presence of Islam in the public sphere (ref A). Thus 
according to CHP internal opposition figures like Istanbul MP 
Hasan Aydin and former CHP Secretary General Ertugrul Gunay 
the party has alienated itself from the majority of Turkey\'s 
voters 

CHP\'s scornful attitude toward visible manifestations of 
Islam. Indeed 

that CHP has been unable to win more than 20 percent of the 
vote since 1977. 


4. (C) Sarigul 

choreographed way as an observant Muslim and he won over 70 
percent of the vote in his race to become mayor of the mixed 
\"secular\" and more pious Sisli in March 2004 (ref B). He has 
asserted to his supporters that if he were elected leader of 

the party 

next parliamentary election and become the majority party in 
Turkey. (Comment. Absent an unforeseen meltdown in ruling 
AK Party it is impossible for Sarigul to turn CHP\'s fortunes 
around so quickly 

recover broad support as long as Baykal remains as the leader 
of the party. End Comment.) 


5.(C) Sarigul very publicly attends Friday noon prayers. 
He has very publicly spent municipality funds to fix up 
Muslim 

municipality. He has also used municipality funds to take 
religious groups on tours of Islamic sites in Edirne and 
Konya. Aydin claims -- without giving any details -- that 
Sarigul has support among members of two leading Turkish 
religious societies 

of Fethullah Gulen. Sarigul\'s supporters see him as CHP\'s 
observant but \"secular\" answer to PM Erdogan. His critics 
however 

overly authoritarian. 


6. (C) Baykal\'s ability arbitrarily to manipulate CHP rules 
and machinery makes it more difficult to predict the outcome 
of the current struggle. Erol Cevikce -- a former CHP State 
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Minister and longtime Embassy contact on intra-CHP politics 
who correctly predicted two weeks ago that the YDK would not 
convict Sarigul -- estimates that 700-800 of the 
approximately 1 

pro-Baykal camp. He also believes 

blowing іп Sarigul\'s favor. Cevikce claims that Sarigul will 
muster 30 

convention hall and pressure the delegates to back Sarigul. 
Cevicke also believes that the delegates\' own political 
ambition may aid Sarigul. Many delegates want to be elected 
to parliament or other public offices 

they can benefit from SarigulVs pork barrel largesse 

they believe that their chances are dim as long as the 
unpopular and elitist Baykal remains the leader of the party. 


7. (C) Cevikce also noted that -- despite Baykal\'s public 
statement and press reports to the contrary -- the party 
administration has not yet officially announced an 
extraordinary party convention 

Baykal\'s announcement was just a ruse to expose would be 
challengers. Cevicke suggested that Baykal may be planning 
additional political maneuvers -- such as purging the YDK and 
having a new YDK remove Sarigul from the party -- before 
calling a new party convention to deal with remaining 
challengers to his leadership. 


8. (C) There is also the possibility of a dark horse 
candidate emerging at the party convention. Several 
candidates have been mentioned in the press 

Dervis 

Koc 

Economy Minister 2001-mid-2002 

establishment Kurdish baron who is currently NATO civil 
representative to Afghanistan and is a former speaker of 
parliament and FonMin 

uninterested in leading CHP. Moreover 

consistently shown himself inept at party politicking or at 
broadening his appeal beyond the urban \"elites\" in Western 
Turkey. 


9. (C) In separate meetings with us 

Koc carefully avoided commenting on whether they seek the 
chairmanship. Gunay 

is clearly dissatisfied with BaykalVs leadership and believes 
the party must respect the religious beliefs of the majority 
of Turks 

Koc 

uncharacteristically nervous and unwilling to discuss 
internal politics. He also suggested that he might soon 
return to academia. (Note. KocYs nervousness may be a 
further indicator of how unstable the current political 
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situation is within the party. End Note.) 


10. (C) Cevikce 

minister) are working together to advance the case for former 
CHP mayor of Gaziantep Celal Dogan 

(strictly protect). If they are unsuccessful in advancing 
Dogan\'s cause 

Sarigul\" because it is easier to use Sarigul to get rid of 
Baykal and then remove Sarigul \"three months later" than it 
will be to remove Baykal if he survives the current crisis 
according to Cevikce. 


11. (C) Comment: Sarigul is adept at pumping up his image in 
some of the press but is deprecated as a phony by the 
broadest range of our contacts. He has tried to use his 2004 
participation on an IV program to portray himself as backed 
by the U.S. 

among the chronically paranoid courtiers around Baykal (e.g. 
former ambassador Onur Oymen) but one we have worked to 
dispel among others in CHP and more generally. In the end 
we do not foresee any diminution in CHP\'s cliche-ridden 
anti-Americanism as long as the party is in opposition. End 
comment. 

EDELMAN 
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\"deepen and broaden" ties 

defense areas. The PM pointed out that he had met with 
President Bush in New York on the margins of the UNGA last 
fall 

Stating that there was a growing convergence between Indian 
and US interests 

traditions 

hoped that Indian expertise in IT and biotech would further 
bilateral cooperation 

create an V'environment for entrepreneurship in India 

that its citizens would no longer have to emigrate. Senator 
Frist responded by underlining his wish to build on growing 
US-India ties 

dimension. 

Disaster Relief 


3. (C) After extending condolences regarding the Tsunami 
disaster 

Lanka 

to India for its support 

respect internationally both as a victim and a donor. The PM 
thanked the US for its support and assistance to the GOI 
Tsunami relief effort 


ins 1.4 (B,D). 1. (U) Reflecting the very positive Indian reaction to the US initiative to create a Core ( 


unami of December 26 and French plans for humanitarian aid SIPDIS packages for the regions hit h 
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SIPDIS 
Secretary\'s visit to the Indian Embassy in Washington. The 


SIPDIS 

PM characterized the establishment of the V'core group as a 
\"good and timely step. Noting that for India the suffering 
was restricted to its South and Eastern islands 

that future Indian economic development would take such 
potential disasters into account. 


Democratization in Burma 


4. (C) Senator McConnell asked the PM whether he was 
troubled by IndiaVs ties with the Burmese junta 

felt about hosting General Than Shwe last October. PM Singh 
replied that he holds ASSK in very high regard for the values 
she promotes 

land border with Burma 

coastline along the Bay of Bengal 

some of Indias northeastern states take shelter in Burma. 
These factors compel India and Burma to talk 

recalled that he had told both General Than Shwe and the 
Indian Parliament that Burma must do everything possible to 
honor its own previously stated commitment to restore 
democracy. 


HIV/AIDS 


5. (C) In response to Senator DeWine\'s question about how 
India was dealing with HIV/AIDS and the role the 
international community could play in these efforts 

pointed out that there were now five million AIDS sufferers 

in India. Characterizing AIDS as a \"major national problem 
he said that it could affect India\'s economic development 
especially because of its impact on the young. Stressing 
that the GOI takes the problem \"very seriously 

engagement with youth in his fight against AIDS. While 
culture often prevents open discussion of this issue 

met with the media to enlist their support. The PM expressed 
appreciation for the support of American and international 
donor organizations in this battle 

would commit more resources. 

Trade and the WTO 


6. (C) Senator Coleman then asked how the US and India could 
work better together on trade/WTO issues 

pointed out that the USG would like to see more GOI action on 
economic reform 
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protection. In response 

want to improve the WTO 

provide a rule-based 

international trade. He was pleased with the last round of 
WTO talks 

closely together. The PM reiterated that the GOI is 
committed to moving forward together with the US 
introduced an ordinance to prevent copyright infringement 
and expects to introduce legislation to enshrine these 
measures into law. 


Iraq 


7. (C) Senator Frist noted that it is clear there will be an 
election in Iraq on January 30 

stability to Iraq must be a real international effort 

that the outcome there effects everyone 

Responding 

Iraq and agreed that it was crucial that the election be held 
as scheduled. It was vital 

in Iraq as it has in Afghanistan 

complex and dangerous situation. He reiterated IndiaVs offer 
to train election officials for Iraq in India. Senator 
McConnell pointed out that there are two more elections 
scheduled in Iraq for 2005 

constitution 

the year 

running into the future. 


NSSP 


8. (C) Emphasizing that the USG would like to reinforce and 
support the Next Steps in Strategic Partnership (NSSP) and 
expand talks on Missile Defense 

the US and India need to improve export control 
implementation and enforcement to achieve their joint NSSP 
goals. The PM replied that India takes its nonproliferation 
obligations seriously 

to halt the spread of WMD. 


India/Pakistan Relations 


9. (C) Commenting that US relations with India and Pakistan 
were not a \"zero-sum\" game and that they should develop 
independently 

a bilateral Indo-Pak approach to Kashmir. PM Singh responded 
that India is committed to solving all outstanding issues 

with Islamabad 


1.4 (A), (B), (C), AND (D) (S) On December 30, Emboff delivered reftel points to Dearbhla Doyle, Di 
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ground realities 

boundaries 

undermine India\'s secular character 

the public at large. Instead 

of the LOC should have greater opportunities to travel and 
trade. Since India is a V'status quo power 

Pakistan well and hopes it can bring its problems with 
terrorism and extremism under control. 


United Nations Reform 


10. (C) Senator Coleman ended the meeting by pointing out 
that both India and the US want a \"credible 

transparent UN 

together on UN reform. The PM replied that India agrees that 
the UN is in need of reform and seeks a permanent seat on the 
UNSC. 


11. (U) Baghdad minimize considered. 
MULFORD 
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his inauguration (President Bush and UN Secretary General 
Kofi Annan were the only leaders addressed specifically in 
the speech). Chirac said he looks forward to facing the 
world's challenges with the U.S. 

as Vopportunities to illustrate the vitality of the 

transatlantic link" While the overall tone of Chirac\'s 
speech was positive and encouraging as regards both the U.S. 
and the transatlantic relationship 

opportunity to stress issues on which France and the U.S. 
differ -- the importance of the Kyoto protocol and the 
establishment of an \"international tax" to name two -- he 
finished with a reminder that \"the multipolar reality of our 
world is becoming more and more obvious." Chirac\'s look 
forward to 2005 cites a myriad of challenges 

the international community will prepare for and administer 
emergency aid (a challenge brought to the forefront by the 
recent tsunami); establishing democracy in Iraq and the 
Middle East; bringing stability to the Ivory Coast and 
Darfour; reforming the United Nations; and dealing with the 
threat of nuclear proliferation and terrorism. END SUMMARY 


2. (U) ChiracVs address took a conciliatory tone towards the 
U.S. and the transatlantic relationship which were mentioned 
specifically five times in the course of ChiracYs 30 minute 
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speech. Firstly 

credible \"Europe Defense!" that will contribute to 
strengthening the Atlantic Alliance; V" he later congratulated 
President Bush 

Vopportunities to illustrate the vitality of the 

transatlantic link" and then spoke of the U.S. as a partner 
in dealing with Iran; a co-contributor with Europe for Global 
Fund replenishment and finally as an important world player 
which needs to be engaged regarding the Kyoto protocol. 
ChiracVs opinions were not always in accord with U.S. 
positions 

as a partner. 


3. (U) Chirac used the recent tsunami as a means to 
highlight both French involvement on the world stage and 
shortcomings of the international community to act in pursuit 
of a common goal. He offered concrete examples of what 
France is doing in the region 

meeting that he chaired just prior to his speech 

French ministers decided to focus immediate efforts on 
providing access to drinking water and on preventing 
epidemics by setting up a field hospital in northern Sumatra 
and sending the helicopter carrier Jeanne dVArc to the area. 


4. (U) He followed by stressing France\'s perspective for 
providing aid 

January 12 

interest-free moratorium on debt repayment for the countries 

of the region. For the worst-affected areas 

will be proposing additional debt-relief measures following 

an assessment of reconstruction needs. He said that he has 
already submitted a proposal that the G8 adopt a generous and 
coordinated approach to these issues to the British G8 
Presidency. 


5. (U) Chirac said that in the upcoming January 7 meeting in 
Brussels the GOF would support a massive commitment by the EU 
to help the region by calling for all of the available 

resources to be brought together in a European Reconstruction 
Fund (see reftel for French Donor Support). He added that 

France 

the financial resources required for reconstruction based on 

need assessments that will be announced in donor conferences. 


6. (U) However 
means to discuss the efforts France has made and intends to 
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make 

community to respond to such catastrophes. Chirac dusted off 
several long-standing proposals in his call for measures that 
he said would better prepare the world for future disasters. 
Included in his list of innovative funding mechanisms" 
through which to increase development assistance was his old 
idea of \"international taxationW which 

be raising this year in the G8 and the UN. (Chirac also 
brought up the international tax idea when discussing aid for 
developing nations in the context of reform of international 
institutions later in his speech.) He stated the need for a 
worldwide early-warning system and said that France would 
contribute to the development of such a network and the 
creation of a humanitarian rapid reaction force which 

said 


7. (U) Chirac said that the Middle East and Iraq are \"the 
most urgent issues!" to be faced in the coming year. He 
voiced his support for the political process set out in 
Resolution 1546 and the reconstruction of the country but was 
also careful to stress that all sectors of Iraqi society be 
given the opportunity to participate in that process 
essential that the largest possible number of Iraqis take 
part in it 

He underscored this by saying that \"all parts of Iraqi 
society and all stakeholders in Iraqi political life\" must be 
guaranteed \"their rightful place in the country's future 
institutions 

by Sunni groups. 


8. (U) Chirac was measured and optimistic in his assessment 
of the Israeli/Palestinian situation. He praised both the 
\"maturity of the Palestinian people\" in finding a successor 

to Yasser Arafat and the V'courageous decision by the Israeli 
government" to disengage from Gaza. While he stressed the 
importance that the withdrawal from Gaza be a success 

also said that the Palestinian Authority must meet its own 
responsibilities and that the withdrawal must be coordinated 
with the roadmap which 

immediately.\" 


9.(U) As regards Lebanon 

of Resolution 1559 as an example of further freeing the 
Middle East by \"putting an end to outdated arrangements.\" 
Implementation of the resolution 

full attention 

elections next spring.\" 


CRASH OF CHANCHANGI AIRLINER RESURFACES QUESTIONS ABOUT AIR SAFETY LANDIN 


ISG FUNDING REF: STATE 269517 Classified By: Ambassador Larry Palmer; Reasons 1.5 d. 1. (C 
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10. (U) The threat of terrorism was not prominently 
addressed in his speech 

bioterrorism and cyberterrorism specifically as V'new forms 
taken by the threat" which demand an increasingly effective 
response. He also said that France calls on the EU to be 
vigilant in destroying terrorist finance networks (Vtax 
havens\ in the speech) while remaining \"in compliance with 
ош values." The struggle 

of terrorism 

unresolved conflicts with their attendant injustice 

and despair. V 


11. (U) Chirac suggested that the EU3\'s dealings with Iran 

is a template to be followed when preventing the 

proliferation of weapons of mass destruction. He said that 
countries abiding by their international nonproliferation 
obligations must be able to have the benefit of access to 

legal technologies while V'we must be unwavering towards those 
who fail to live up to their commitments." These principles 

he said 

agreement with Iran 

the EU 


12. (U) Echoing many of the same sentiments he expressed 
when addressing the international community\'s ability to 
respond to disasters 

in speeches over the past year 

to make international institutions more efficient and 

effective. He said that the United Nations is the only 

universal forum for regulating international relations; he 
praised Kofi Annan as V'a man of peace 

and integrity; " and said \"2005 must be the year of UN 
reform." He stated that next September\'s UN summit meeting 
will present an opportunity to implement reforms outlined by 
the Panel of Eminent Persons. He reiterated FranceVs support 
of Security Council expansion in both the permanent and 
non-permanent categories; creation of an economic and social 
governance policy forum and a UN Environment Organization; 
reinforcement of post-conflict management capabilities; and 
further progress in the protection of human rights. 


13. (U) Chirac mentioned another international tax 


TATE PASS USTR FOR VARGO, RYCKMAN, MALITO, CRONIN USDOC FOR 4322/ITA/MAC/W H/ 
------------------ 1. (SBU) The FAC emergency task force manager confirms that the number of Сапа! 
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time in the context of development financing. He said that 
the September Summit must be used to make the decision to 
double concessional financing and that he would continue to 
work with Brazil 

other V'innovative mechanisms" which are necessary to make 
this happen. He argued that an international tax could also 
support anti-AIDS initiatives. He said that it is essential 

to raise an annual amount of three billion dollars at the 
Global Fund Replenishment Conference in March 

the US and other donors each contributing a third of the 

total amount. Chirac added that France will be hosting an 
international conference in June on microcredit 

said needs to be increased tenfold in the coming year. 


14. (U) Chirac said that the G8 Summit in Gleneagles will 
provide an opportunity to engage the US on the Kyoto 
Protocol 

said the needs of emerging countries must also be addressed 
as they must in concluding the Doha round of the WTO. 


15. (U) In discussing Europe 

diversity convention currently under negotiation in UNESCO. 
He said that he has asked the government to organize a 
meeting of European cultural leaders in Paris this spring. 


16. (U) Chirac spoke positively of the European 
Constitution 

the summer break. French citizens 

and contemplate how far we have come in the last 
half-century. The Constitution 

force to the European economic and social model to withstand 
the strong winds of globalization. The Constitution 

added 

to develop ambitious policies 

Airbus already points the way (he added he will be in 
Toulouse on January 18 with the Federal Chancellor and the 
Prime Ministers of Britain and Spain to attend the official 
roll-out of the A380). He also noted that the joint fusion 
project 

(France) 

to acquire energies of the future. V 


17. (U) As regards the integration of Turkey he said 
objective is indeed to prepare for Turkish accession.\" But 
\"we cannot rule out the possibility of a different outcome if 
that country is not able 

through to its conclusion. V 
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18. (U) French and international press made note of Chirac\'s 
remarks 

Left-leaning Liberation headlined that Chirac was \"making 
eyes at the U.S. 

mend relations with the U.S." The Financial Times reported 
that ChiracVs speech revealed a range of forward-looking 
proposals V'so freshly designed that they even seemed to catch 
some of his own ministers off-guard 

in Liberation suggests that Chirac is pushing his focus on 

the coming ten years because he has achieved so little in the 
ten years he has already spent in office. 


19. (C) COMMENT. Chirac\'s views put forward on January 6 
are not particularly new -- as he has on many occasions 
expressed his desire to increase the competitiveness of 
Europe and sees the Constitution as a fundamental 
prerequisite for doing so. He repeated his view that the UN 
is the sole forum for reconciling international disputes and 
said he wants to implement reforms that will empower it. He 
ratcheted up his rhetoric to generate development funds 
through an international tax. There is 

positive tone in his remarks about the U.S. 

describes as a partner in the effort to meet global 
challenges. The question now is whether this change is 
merely rhetorical 

Or 

substance to the new tone. 


20. (U) A copy of the full text of Chirac\'s speech has been 

faxed to EUR/WE. 

Leach 
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4. Itis important that all visitors carefully read the information and instructions prov 
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6. Arrivals: We expect to be able to provide transportation for official visitors at the 
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9. Regional Medical Office: The Health Unit at the Embassy is fully staffed. A Sta 
10. Currency: Greece is a member of the European Monetary Union 
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the release of Father Ly and the opening of new churches in 
the Central Highlands. End Summary. 


2. (SBU) The Ambassador and Vice Foreign Minister Le Van 
Bang met on the margins of the Asia Pacific Parliamentary 
Forum in Halong City (septel) January 10. VFM Bang said he 
had traveled to Jakarta with Prime Minister Phan Van Khai 
for the tsunami-related summit meeting 

visit they had discussed the PM\'s possible trip to the 

United States. PM Khai 

the United States during the June 20-30 2005 timeframe. The 
PM\'s visit (the length of which is to be determined but 

which will probably not be a ten-day visit) would include 
Seattle 

GVN remains interested in a joint statement or other 
document summarizing the long-term framework for the 
bilateral relationship 

could be the occasion for the signing of documents V'or other 
notable progress" on V'commercial and economic issues of 
interest to the United States." 


3. (SBU) Turning to the \"CPC\" decision 

СУМ is considering \"three actions that could be 
accomplished" to improve religious freedom in Vietnam: the 
release of a V prominent figure such as Father Ly"; the 
opening of more churches and \"allowing more space for 
unregistered groups to conduct religious activities" in the 
Central Highlands; and the release of implementing 
regulations for the ordinance on religion that would contain 
\"clear language\" making interference with the right to 


d the International Organization for Migration (IOM) signed a memorandum of understanding January 


art A - Prior Fiscal Year Funds. 1. FY 2000: DHRF Number Amt Obligated Unliq. Balance 


Column 3 

worship or belief criminally punishable. The Ambassador 

said that all of these actions would be welcome 

other steps 

Buddhist Church of Vietnam (UBCV) to travel freely. The 
Ambassador noted UBCV\'s Thich Quang Do\'s desire to travel to 
Binh Dinh Province to visit Thich Huyen Quang during the 
Vietnamese New Year holiday in February. VFM Bang said he 
would look into it. 


4. (SBU) VFM Bang closed by saying that he still hopes to 

visit Washington in March to work on the PM\'s trip. Не 

added that Deputy Prime Minister Vu Khoan would be prepared 
to make another advance trip in May. 

MARINE 
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giving permission to three companies to develop and sell freehold 
properties on government-designated pieces of land. However 
because specific laws regarding freehold ownership remain to be 
codified and procedures for title documentation and conveyance 
remain to be established 

they will have an absolute freehold title that means the same as 

it does in Europe of the U.S. 


Perhaps the most important impediment to freeholds is that owners 
cannot register titles with the Dubai Land Department 

that allows owners access to the full range of legal protections 
and transactions that property ownership requires. If a national 
and foreigner try to register a change of land title 

Department normally turns them away. Inheritance laws present 
another area of concern to freehold buyers 

legislation appears ambiguous. Freeholds are so new that there 
are no court precedents yet. Some people are reportedly avoiding 
this legal ambiguity by purchasing homes through an offshore 
shell company. Nevertheless 

to resolve these problems and ambiguities in a new land law. So 
far 

sales to foreigners 

have announced similar schemes. 


Oil will continue to be a major sector for foreign investment in 
2005. UAE oil production capacity currently is around 2.5 
million barrels per day (MB/D). It should rise to 2.8 and 3.0 
MB/D by 2005 and 2010 

Onshore Operations (ADCO) plans to lift production to 1.45 MB/D 
Abu Dhabi Marine Operating Company (ADMA-OPCO) to 600 
Zakum Development Company (ZADCO) to 600 

three to five years. As part of the effort to continue to 

improve output and seek foreign technological and managerial 
expertise 

tendered the privatization of a 28 percent stake in the offshore 


ns 1.4 (B) & (D) 1. (C) Foreign Minister al-Mulki updated Charge on January 3 on plans for the Iraq 
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Zakum oilfield in April 2002. Exxon-Mobil 

Shell are participating in this content 

in 2005. In 2002 

share in oil and gas field equipment spare parts 
No regulatory/demand issues affect the market. 


We are optimistic that opportunities for foreign investment in 

the public utilities sector will increase as well. In March 1998 

the Abu Dhabi Water and Electricity Authority (ADWEA) awarded a 
contract for the UAEVs first independent water and power project 
(IWPP) 

firm. The firm was selected as part of an Anglo-American 
consortium to manage the emirate\'s third IWPP in 2001. The Abu 
Dhabi government has announced that power generation (includes 
power and desalinated water production) and transmission will be 
privatized 

control of Abu Dhabi authorities. The estimated commercial value 
of planned power and water sector development projects in Abu 
Dhabi is $5 billion. 


The UAE has opened the telecommunications market to foreign 
investment by enacting legislation to end the monopoly of 
Etisalat (the official UAE telecommunications company) and open 
the market to the private sector and foreign investment on 
January 1 


Defense contractors with an eye for investment in the UAE must 
negotiate directly with the UAE Offsets Group (UOG) 

an amount that will generate a profit equal to 60% of their 

contract in the UAE. UOG investment projects generally must show 
the required profit after seven years. The contractor may not 

own more than 49 percent of the project 

hold the remaining 51 percent. There are currently more than 30 
offset ventures; offset projects cover the full spectrum of 

economic activity 

farming 

aircraft maintenance 

grounds. One of the largest offset ventures is the Oasis 
International leasing company - a British Aerospace offsets 

venture. 

A.2 CONVERSION AND TRANSFER POLICIES 

There are no restrictions or delays on the import or export of 

either the UAE Dirham or foreign currencies by foreigners or UAE 
nationals 

currencies of those countries subject to United Nations 

sanctions. The UAEG passed comprehensive anti-money laundering 
legislation following the attacks of September 11 

imposes strict documentary requirements on large wire transfers. 
Travelers entering the UAE must declare currency amounts of more 
than 40 


sified By: Charge dVAffaires David Hale for reason 1.4 (b,d) 1. (C) Finance Minister Abu Наттоиг, ir 
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measures. 


Since February 2002 
U.S. Dollar. The exchange rate is 3.67 UAE Dirhams per one U.S. 
Dollar. 


A.3 EXPROPRIATION AND COMPENSATION 

Foreign investors have not been involved in any expropriations in 
the UAE in recent years. There are no set rules governing 
compensation if expropriations were to occur 

emirates probably would treat this differently. In practice 
authorities in the UAE would not expropriate unless there was a 
compelling developmental or public interest need to do so 

such cases compensation would be generous. 


A.4 DISPUTE SETTLEMENT 

There have been no significant investment disputes during the 
past few years involving U.S. or other foreign investors 

there have been several contractor disputes 

as well as local businesses. Disputes generally are resolved by 
arbitration 

legal system. Dispute resolution can be difficult and uncertain 
however. Arbitration may commence by petition to the federal 
courts on the basis of mutual consent 

agreement 

through a referral to an appointing authority without recourse to 
judicial proceedings. Enforcing arbitration judgments can be 
difficult as they require court certification 

proceedings may continue for several years. 


The UAE constitution established a federal court system while 
acknowledging the right of the individual emirates to maintain a 
court system of their own. Accordingly 

federal law in its own court system that consists of courts of 
first instance 

of first instance consists of civil 

(Islamic law) courts. Sharia law is only applicable to Muslims 
and relates to family matters mentioned in the Koran. Courts 
will interpret statutory law and legal precedent in deciding 
cases. Commercial disputes involving foreign parties tend to 
come before the civil courts in the federal system; a panel of 
three judges ordinarily hears commercial disputes. All cases 
involving banks and financial institutions are required to be 
heard by civil courts. In Abu Dhabi 

commercial disputes are first brought to the Abu Dhabi 
Conciliation Department. If the parties are unable to reach a 
settlement 

first instance. 


The Embassy\'s summary update has also been emailed to John Kincannon and Kiersten McCutchar 


jave the Migrant Workers Protection Society permission to operate December 29. The Society, whicl 
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The UAE federal Supreme Court has held that a foreign arbitration 
clause in a registered commercial agency agreement is 
unenforceable because the Commercial Agency Law of 1981 states 
that UAE courts have jurisdiction over commercial agency 
disputes. According to an analysis by Western-trained attorneys 
of the UAE code of civil procedures 

recognize a decision by both parties to refer a dispute to 
arbitration. No party in a dispute can file a court claim if 

such party already has agreed to refer the claim to arbitration. 

The parties can move to arbitration at any stage during 

litigation. The civil procedure code details rule governing the 
qualification of arbitrators and many other aspects of the 
arbitration process. The venue of arbitration is required to be 
within the UAE 

foreign judgment. 


The code contains comprehensive rules in connection with the 
various types of preventive and provisional remedies prior to 
litigation and the issuance of judgments 

attachment of property 

and prohibitions on travel 

defendant in certain instances. However 

all arbitration decisions 

substantive claims 

procedural considerations. Parties can also appeal certification 
decisions thus prolonging enforcement indefinitely. 


In 1993 the Abu Dhabi Chamber of Commerce and Industry formed the 
Abu Dhabi Commercial Conciliation and Arbitration Center in an 
effort to accelerate commercial dispute resolution. The Center 
has jurisdiction to conciliate or arbitrate commercial disputes. 
Currently 

40 new cases each year. The Center\'s executive regulations 
govern the conciliation and arbitration procedure. Though 
referral by the parties to the Dispute Center ostensibly requires 
them to accept the finality of the Centers decision 

must still certify the decision and enforcement can be delayed. 
The Center conducts proceedings in Arabic or any other agreed 
upon language. 


The Dubai Chamber of Commerce and Industry has promulgated 
similar commercial conciliation and arbitration rules that permit 
parties to have conciliation or arbitration proceedings under the 
auspices of the Chamber. In 2004 

Arbitration Center was made independent of the Chamber. The 
Arbitration Center aims to bring international standards of 
arbitration to business in Dubai. 


The UAE is a member of the International Center for the 
Settlement of Investment Disputes. Although the UAE Cabinet 
approved entry into the New York Convention of 1958 on the 


Column 3 

Recognition and Enforcement of Foreign Arbitral Awards in 2003 
the UAEG has not implemented the legislation 

do so in the near future. 


A.5 PERFORMANCE REQUIREMENTS/INCENTIVES 

As listed elsewhere in this report 

framework in the UAE favors local over foreign investors. The US 
raised this as a concern in the TIFA council meetings. There is 
no national treatment for investors in the UAE. The UAE 
maintains non-tariff barriers to investment in the form of 
restrictive agency 

requirements. In order to do business in the UAE outside one of 
the free zones 

national sponsor 

agents 

replaced without their agreement. Government tendering is not 
conducted according to generally accepted international 
standards 

projects 

or a company in which UAE nationals own at least 51 percent of 
the capital or have a local agent or distributor. Federal 

tenders must be accompanied by a bid bond in the form of an 
unconditional bank guarantee for 5 percent of the value of the 
bid. In UAE federal government entities can tender 
internationally since foreign companies sometimes are the only 
suppliers of specialized goods or services that are not widely 
available. 


Incentives are given to foreign investors in the free zones. 
Outside the free zones 

ability to purchase property as freehold in certain favored 
projects in Dubai - and promises that foreign owners of such 
property would be granted residence permits as long as they 
remained in possession of title - would appear to be incentives 
aimed at attracting foreign investment. 


Visas 

foreigners in the UAE except nationals from GCC countries. 
Americans are eligible to receive 10-year 

which authorize stay up to six months per entry 

possibility of a six-month extension. U.S. citizens may obtain 
visas for business and tourism at the airport upon arrival. 
These visas do not permit employment in the UAE. 


A.6 RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT 
Except as detailed elsewhere in this report 

restrictions on the right of private entities to establish and 

own business enterprises and engage in all forms of remunerative 
activity. 
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A.7 PROTECTION OF PROPERTY RIGHTS 

The concept of a mortgage has just been introduced - but only for 
select Dubai-based five-star property developments. Mortgages 
are generally unavailable beyond these limited exceptions. Title 
to all land in Abu Dhabi 

ruler. Most construction 

financed by a specialized agency of the government of Abu Dhabi 
and commercial banks finance the remainder. Their collateral 
traditionally has been access to the rent stream of the building 

or the personal guarantee of the developer. 


Foreign and national banks have increased their activity in the 
mortgage market 

as nationals due to the recent boom in freehold property. 

Foreign banks have entered the market on a smaller scale; the 

local Mashreq Bank and Dubai Islamic Bank are most heavily 
involved in new mortgage business 

Chartered and HSBC providing mortgages on a case-by-case basis to 
established customers. 


The UAE Government continues to lead the region in protecting 
intellectual property rights (IPR). Anecdotal and statistical 
evidence confirms that the UAEG is enforcing copyright 

trademark 

intellectual property 

commitment to the 2002 agreement providing TRIPS-plus levels of 
protection to U.S. pharmaceuticals. 


The copyright law 

authors of creative works and expands the categories of protected 
works to include computer programs 

other digital works. Efforts to combat computer software piracy 

in the UAE have been successful. According to 2003 industry 
estimates 

in the Middle East. The UAE is recognized as the regional leader 
in fighting computer software piracy. 


The UAEVs Trademark Law 

the UAE will follow the International Classification System and 
that one trademark can be registered in a number of classes. The 
new law provides that the owner of the registration shall enjoy 
exclusive rights to the use of the trademark as registered and 

can prevent others from using an identical or similar mark on 
similar 

confusion among consumers. 


In 2004 
landmark copyright 
Most notably 
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regulations under the 2002 Copyright Law allowing for specialized 
collecting societies. These societies are a practical way for 
sound recording companies to collect royalties on the broadcast 
and performance of copyrighted material. The UAEG also is 
considering legislation for data protection 

IP-related issues. In response to TIFA Council discussions 

UAE identified points of contact for rights holders to address 
complaints. The UAE also resolved a number of IPR complaints 
with U.S. pharmaceutical manufacturers in 2004. 


A.8 TRANSPARENCY OF THE REGULATORY SYSTEM 

The fundamental instrument by which all of the emirates regulate 
business activity is the requirement that any place of business 
must acquire and maintain a proper license. The procedures for 
obtaining a license vary from emirate to emirate 

straightforward and publicly available. 


A license is not required unless a place of business is set up in 
the UAE. In other words 

but without a regular or continuing business presence in the UAE 
do not need a license. Licenses available include trade 

licenses 

licenses 


Several federal regulations govern business activities in the UAE 
outside free trade zones. Activities within the free zones are 
governed by special bylaws. 


A.9 EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 
The UAE federal commercial code 

entire chapter to bankruptcy - the first comprehensive 

legislation in the UAE on the subject. Monetary judgments in 
bankruptcy cases are made in the local currency 

enforce the judgments of foreign courts if there is reciprocity 
based on bilateral or international treaties. In the judgment of 
western legal experts 

governs the procedures and effects of bankruptcy in the UAE 
does not provide a mechanism for the orderly evaluation and 
distribution of assets of a bankrupt entity. 

Credit is allocated on market terms. There are 21 UAE-owned 
banks with 344 branches in the UAE and abroad 

with 109 branches 

banks 

caused by accumulating bad debts after the oil boom in the mid- 
1980s 

banks. However 

announced that it would allow the operation of more banks from 
other countries on a reciprocal basis. The Central Bank is also 
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considering allowing foreign banks operating in the UAE to set up 
new branches provided that they undertake to employ UAE 
nationals. 


Citibank is the only U.S. bank in the UAE that offers full 

banking services. Bank of America has a representative office in 
Dubai 

banks in terms of assets include the National Bank of Abu Dhabi 
National Bank of Dubai 

and Abu Dhabi Commercial Bank. 


The Central Bank prohibits lending to an amount greater than 7 
percent of a bank\'s capital base to any single customer. Foreign 
banks with branches in the UAE are not permitted to calculate 
loans as a percentage of their global capital 

be used to calculate in the capital adequacy ratio. In a 

revision to the rule 

exclude from the requirement non-funded exposures 

letters of credit and guarantees. The Central Bank also 
announced implementation of internationally recognized and 
accepted accounting principles. 


The UAEG implemented a body of anti-money laundering legislation 
at the end of 2001 

requirements for wire transfers exceeding $545 and currency 
importation reporting requirements of amounts exceeding 
approximately $10 

(jail time and fines) for money laundering and also provides safe 
harbor provisions for those who report such crimes. Banks and 
other financial institutions are required to follow strict \"know 
your customer" guidelines; all financial transactions more than 
$54 

Central Bank. Banks and other financial institutions supervised 
by the Central Bank (exchange houses 

brokerages) are required to maintain records on all transactions 
for at least five years. 


In 2004 

terrorism and terrorist financing by passing Federal Law Number 1 
of 2004 on Combating Terror Crimes on July 29 

1/2004). Law No. 1/2004 specifically criminalizes the funding of 
terrorist activities or terrorist organizations. Law No. 1/2004 
provides for asset seizure and confiscation. 


The UAE Central Bank established the Anti-Money Laundering and 
Suspicious Cases Unit (AMLSCU) in 1998 to perform the functions 
of a financial intelligence unit (FIU). The AMLSCU jointed the 
prestigious Egmont Group of FIUs - the first Arab country to do 

so - at the Group's June 2002 conference in Monaco. This 
membership was the basis of a number of Memoranda of 
Understanding the AMLSCU signed with other countries FIUs in 


Column 3 

2002 to facilitate information sharing and case processing. The 
AMLSCU participated in seminars 

training with Washington-based agencies in 2002 

Department of Treasury\'s FinCEN. Banks 

other relevant personnel are required to file suspicious 
transaction reports with the unit. 


Local banks finance most non-oil investment in the UAE. Even so 
banks lack sufficient lending opportunities in the UAE 
consequently place most of their funds in overseas markets. Most 
of the manufacturing sector operates with higher levels of debt 
than prescribed by the 60:40 debt-to-equity ratio - generally the 
norm for this sector. Some three-fourths of gross fixed capital 
formation in manufacturing is directly or indirectly financed by 

the banking system. 

Abu Dhabi and Dubai each have a stock exchange. 22 out of 53 
stocks on the UAE stock market are open to foreign investment. 
Ministry of Economy and Planning rules allow foreign investment 
up to 4996 in companies on the stock market 

laws in many cases prohibit or limit foreign ownership. 

A.10 POLITICAL VIOLENCE 

There have been no instances in recent memory involving 
politically motivated damage to projects 

have impacted the investment environment. 


A.11 CORRUPTION 


There is no evidence that corruption of public officials is a 

systemic problem; however 

Port Authority - along with five other customs officials - was 

tried 

prison on charges of corruption and embezzlement. He was 
pardoned four months later by the Dubai government and released. 


American firms are bound by the Foreign Corrupt Practices Act - a 
copy of which may be obtained from the Commercial Section of the 
U.S. Embassy. The UAE is not a signatory to the UN 
Anticorruption Convention. 


A.11.b BILATERAL INVESTMENT AGREEMENTS 

On March 15 

Investment Framework Agreement (TIFA) with the United Arab 
Emirates to provide a formal framework for dialogue on economic 
reform and trade liberalization. TIFAs promote the establishment 
of legal protection for investors 

property right protection 

procedures 

regulations. Through this process 
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(USG) can identify potential partners for further trade 
cooperation 


A key element of the TIFA agreement is the establishment of a 
U.S.-UAE TIFA Council which provides an opportunity for the U.S. 
and the UAE to learn more about each otherVs trade and economic 
policies. It also provides a forum for discussions of ways to 
increase bilateral trade and bolster the UAEVs current economic 
reform efforts. The U.S.-UAE TIFA Council met in April and 
October 2004 in Washington 

detailed questions about each others IPR levels of protection 
standards 

procurement 


The United States announced the intent to begin FTA negotiations 
with the UAE on November 15 
Congressional notification period. 


A.11.c OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS 
The UAE has been suspended from U.S. OPIC insurance programs 
since 1995 because of the UAEG\'s lack of compliance with 
internationally recognized worker rights standards - particularly 
laborers rights to association and collective bargaining. The 

ILO reported in April 2003 

address these concerns. The UAE is in the process of drafting a 
labor law in consultation with the ILO that permits the creation 

of formal labor associations/unions. 


Workers currently address grievances and negotiate disputes of 
matters of interest with employers through formal and informal 
mechanisms 

technically sanction them. The UAEG does allow workers to 
associate freely for the advancement of common goals and 
interests. 


The UAEG prohibits strikes by those employed in the public sector 
on the grounds of national security considerations. There is 
continuous coverage in the local press 

sector employees striking in protest of non-payment of wages. 
Throughout 2004 

mediated such disputes - often to the benefit of the striking 
workers - and negotiated quick settlements. 


A.11.d LABOR 

Population in the UAE is approximately 4 million 

2003 data estimates. More than 80 percent of residents are 
foreigners 

workers in the UAE are non-UAE nationals. Emiratization of the 
UAE workforce remains a national objective 
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hiring of nationals has been limited to only a few sectors 
as banking. 

The Right to Organize and Bargain Collectively 


The law does not specifically grant - but does not prohibit - 
workers the right to engage in collective bargaining. It does 
however 

There were a number of organized gatherings of workers that 
complained of unpaid wages before the Ministry of Labor and 
Social Affairs in 2003. Professional associations may raise work- 
related concerns 

grievance with the Government. For the resolution of work- 
related disputes 

organized by the Ministry of Labor and Social Affairs or on 
special labor courts. 


Labor laws do not cover 

employees 

latter two groups face considerable difficulty in negotiating 
employment contracts because the mandatory requirements contained 
in the labor law do not apply. They also face considerable 

difficulty in obtaining assistance to resolve disputes with their 
employers. UAE employers generally tie an employeeVs residency 
or visa to his employment and sponsorship. If the employee 
terminates his employment and is unable to secure new employment 
and a new sponsor 

required to leave the country. 


The UAE Government has committed itself to strictly regulating 
and enforcing labor laws 

legislation and proposals. In June 2004 

Ministers approved a memo calling for the establishment of labor 
unions and associations in the UAE. The UAEG instructed a 
ministerial committee to draft a federal law creating unions; the 
committee will then have six months to submit the draft law for 
approval. This new Labor Law will allow for the creation of 

labor unions to ensure laborers\' rights to organize and bargain 
collectively. Unlike the current Labor Law 

private sector employees 

will include employees from both the public and private sectors. 
The exact role unions will play and membership conditions remain 
unclear. Under the new law 

citizens 

special committees. 


Businesses in free trade zones must comply with federal labor 
laws; however 

Instead 

to address workers\' concerns. 


Prohibition of Forced or Bonded Labor 


12 million euros. GoF donations have increased over the past week to keep slightly ahead of private 
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Forced or bonded labor is illegal in the UAE. However 
employment agents bring foreign workers to the country under 
conditions approaching indenture. Some women reportedly are 
brought to the country for service sector employment and later 
forced into prostitution. The Government prohibits forced and 
bonded child labor and generally enforces this prohibition 
effectively. 


Starting October 1 

requiring employers to submit job offers stating the salary and 
job title of their prospective employees at the same time 
employers submit visa applications. The former practice was for 
employers to provide employment details on the visa applications 
only. This mandate is intended to make employers more 
accountable when applying for work visas on behalf of their 
employees and aims to protect the rights of workers 

sometimes misled by their employers. 


Status of Child Labor Practices and Minimum Age for Employment 


The labor law prohibits employment of persons under the age of 15 
and has special provisions for employing those 15 to 18 years of 
age. The Federal Ministry of Labor and Social Affairs is 
responsible for enforcing the regulations. Other regulations 

permit employers to employ only adult foreign workers. The UAEG 
does not issue work permits for foreign workers under the age of 
18 years. 

In September 2002 

foreign child camel jockeys and included criminal penalties for 
violators up to and including imprisonment. The ban prohibits 

the use of camel jockeys less than 15 years of age and under 45 
kilos. Enforcement has not been consistent. 

Acceptable Conditions of Work 


There are a considerable number of skilled foreign nationals in 
the country who are employed under favorable working conditions. 
However 

unskilled workers 

most of them women from South and East Asia 

number of unskilled male workers 

unskilled laborers actively compete for jobs in the UAE 

are subject to poor working conditions. 


The standard workday is eight hours per day; the standard 
workweek is six days per week; however 

enforced strictly. Certain types of workers 

servants 

The law also provides for a minimum of 24 days per year of annual 
leave plus 10 national and religious holidays. There is no 
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legislated or administrative minimum wage; rather 

demand determine compensation. Compensation packages generally 
provide housing or housing allowances. In addition 

benefits 

no-cost health care 

employers. The Labor and Social Affairs Ministry reviews labor 
contracts and does not approve any contract that stipulates a 

clearly unacceptable wage. 


The Ministries of Health and of Labor and Social Affairs 
municipalities 

standards 

concern to employ a certified occupational safety officer. 
Contrary to popular belief 

prohibits labor outdoors when the temperate exceeds 50 degrees 
Celsius. The law does require 

employees with a safe work environment. 


A.11.e FOREIGN TRADE ZONES/FREE PORTS 

The UAE Free Zones today are home to approximately 5 
companies with a total investment estimated at more than $4 
billion. Presently 

more are in the developmental stage. Overall 

form a vital component of the local economy 

re-export centers to the Gulf region. 


Since UAE tariffs are low and not levied against many imports 
the chief attraction of the free zones is the waiver of the 
requirement for majority local ownership. In the free zones 
foreigners may own up to 100 percent of the equity in an 
enterprise. All free zones provide 100 percent import and export 
tax exemption 

percent repatriation of capital and profits 

easy access to sea and airports 

connections (often at subsidized prices) 

recruitment. In addition 

significant support services 

housing 


By far the largest and most successful of the free zones is the 
Jebel Ali Free Zone (JAFZ) in Dubai 

city adjacent to the Jebel Ali Port. Over 2 

representing 80 countries have set up shop in the JAFZ 
numerous Fortune 500 firms. 


The JAFZ managing authority authorizes three types of licenses - 
a general license 

license. The licenses are valid while a company holds a current 
lease from the free zone authority and are renewable annually as 
long as the lease is in force. The special license is issued to 
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companies incorporated 

the free zone or outside the UAE. In such cases 

license is required 

percent foreign. The license is issued for any activity 

permitted by the free zone authority 

company with a special license can operate only in the JAFZ or 
outside the UAE 

the UAE through or to a company holding a valid Dubai Economic 
Department license. A company with a special license 

can itself purchase goods or services from within the UAE. 

A variety of innovative free zones in Dubai have been established 
since 2000 

Commerce and Media) free zone. TECOM houses both Internet City 
and Media City 

the IT and media sectors. TECOM offers a high bandwidth 
state-of-the-art IT infrastructure. Current tenants of TECOM 
include prominent names such as Oracle 

Packard and Microsoft. Other Dubai free zones planned include 
Health Care City 

and the Mohammed Bin Rashid Technology Park 

promote scientific research and development 

technology throughout the region. 


A.11.£ FOREIGN DIRECT INVESTMENT STATISTICS 

The United Nations Conferences on Trade and Development (UNCTAD) 
reports that inward FDI flow for the UAE was $480 million in 

2003 

statistics on FDI flows are not available 

that foreign investment is an increasingly important source of 

finance. 


The Abu Dhabi Chamber of Commerce and Industry notes that the 
leading sectors for investment in the UAE in 2002 were (in order 
of magnitude of investment): oil and gas-field machinery and 
services 

equipment and supplies 

telecommunications 


There are no restrictions or incentives with regard to the export 

of capital and outward direct investment 

abroad is significant. It is conservatively estimated that the 

Abu Dhabi Investment Authority (ADIA) manages an approximate USD 
$250 billion in government assets in overseas markets - mostly in 

the United States 


End text. 
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25252 

25253 

\"nationalization\" or \"sequestration\". 


15. A4. Dispute settlement: 


16. Qatar is not a member of the International Center for 
the Settlement of Investment Disputes (ICSID). In March 
2003 Qatar became a signatory to the New York Convention 
of 1958. If and when investment disputes do occur 

accepts binding international arbitration between the 
Government and foreign investors. However 

do not enforce judgments of other courts in disputes 
emanating from investment agreements made under the 
jurisdiction of other nations. 


17. U.S. firms are advised to consult with a Qatari or 
foreign-based law firm when executing contracts with 
local parties 

Contracts between local and foreign parties serve as the 
basis for resolving any future commercial disputes. The 
process of resolving disputes in the Qatari legal system 
can be time-consuming. 


18. A5. Performance requirements/incentives: 


19. Performance requirements for foreign investment in 
Qatar 

exist. While screening investment proposals 
Government may indicate preferences for locating 
facilities 

Disclosure of financial and employment data is required 
but proprietary information is not. 


20. The Government offers a variety of incentives to 
foreign investors 

property grants 

financing. The following is a list of possible 
incentives offered to foreign investors: 


--Natural gas priced at USD 60-75 cents per mbtu; 
--Electricity offered at less than USD two cents per kWh; 
--Industrial land offered at USD 27 cents per square 
meter per year for a period of 50 

years including options for renewing the lease; 
--Exemption from customs duties on imports of machinery 
equipment and spare 

parts; 
--Exemption on export duties; 
--Exemption from corporate earnings taxes for five years 
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extendable to ten years; 

--Exemption from income taxes; 

-- Absence of quotas on imports; 

--Low cost financing through Qatar Industrial Development 
Bank; and 

--Flexible immigration and employment rules to enable 
import of foreign labor. 


21. A6. Right to private ownership and establishment 


22. The Commercial Companies Law 

(replacing Law No. 11/1981) controls the establishment of 
all private business concerns in Qatar. The updated law 
provides for corporate mergers 

conversion of corporate partnerships into joint stock 
companies. 


23. Joint ventures involving foreign partners almost 
always take the form of limited liability partnerships. 
Law No. 15/1990 

commercial companies 

enter into a joint stock company with Qatari partners. 
Foreign investors may own up to 49 percent 

Qatari partners no less than 51 percent 

liability concern. Foreign partners in ventures 
organized as limited liability partnerships must pay the 
full amount of their contribution to authorized capital 
in cash or in kind 

Usually 

of profits each year in a statutory reserve 

equals 50 percent of the ventureVs authorized capital. 


24. Foreigners are generally not allowed to own property 

or invest in privatized public services. However 

residential and commercial areas of Doha and corporate 
stocks have been made available to foreign investors. On 
July 4 

foreigners to own some residential property in select 
projects of the Pearl of the Gulf Real Estate Development 
Project. Foreigners may also own land in select real 

estate development projects in the West Bay Lagoon and Al- 
Khor areas. 


25. A7. Protection of property rights: 


26. Within Qatar 

holders of patents depend on Qatari laws and regulations 
for protection. Intellectual property rights in Qatar 

are protected by Law No. 7/2002 (Copyright and 
Neighboring Rights Law) and Law No. 9/2002 (Trademarks 
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and Geographical Indicators Law). Qatar has adopted the 
GCC Patent Law and created a GCC Patent Office. The 
Ministry of Economy and Commerce is responsible for 
enforcing these laws and other intellectual property 

rights matters. 


27. The Ministry of Public Health requires registration 
of all pharmaceutical products imported into the country 
and will not register unauthorized copies of products 
patented in other countries. 


28. A8. Transparency of the regulatory system: 


29. In Qatar 

user of a wide range of products and services. 

Government procurement regulations provide a ten percent 
preference for Qatari bidders and five percent for GCC 
bidders. 


30. The Central Tenders Committee (CTC) of the Ministry 
of Finance is responsible for processing the majority of 
public sector tenders. The CTC applies standard 
tendering procedures and adheres to established 
performance norms. It also sets the standards for rules 
and regulations for bidding procedures. 


31. Information on CTC tenders may be obtained from the 
CTC office in Doha or on the Internet at 
http://www.ctc.gov.qa. In tenders valued in excess of QR 
100 million (USD 27 million) 

qualify international firms to bid for a specific product 

or service. Technical bids submitted to the CTC are 
referred to the appropriate government end-user for short- 
listing. The CTC then opens the commercial bids and 
recommends the lowest priced 

bidder to the entity concerned 

award decision. Inquiries about specific award decisions 
should be directed to the CTC. 


32. Some governmental entities have internal tender 
committees. The Ministry of Energy and Industry and 
Qatar Petroleum process all tenders independently. Qatar 
Armed Forces and the Ministry of Interior are responsible 
for issuing tenders for classified materials and 

services. The Ministry of Municipal Affairs and 

Agriculture may tender consultant contracts valued at 

less than QR three million (USD 822 

contracts valued at less than QR 1 million (USD 274 


33. Foreign firms wishing to participate in government 
procurement programs may be required to have a local 
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agent and provide bid and performance bonds. 
International bidders should contact end-users directly 
for information on local agent requirements. 


34. Other regulatory policies do not significantly affect 
foreign investment decisions. The Government continues 
to strive to facilitate private investment (foreign and 
national) in the Qatari economy. 


35. The lack of transparency in Qatari Government 
procurement has become a growing issue. Some U.S. 
companies have expressed concerns about the lack of 
transparency in government procurement. The Government 
of Qatar is aware of these concerns and the United States 
will continue to engage Qatar on this issue. 


36. A9. Efficient capital markets and portfolio 
investment 


37. In Qatar 
of capital. 


38. Qatar Central Bank (QCB) adheres to conservative 
policies aimed at maintaining steady economic growth and 
prudent and responsible banking sector. 


39. QatarVs banking sector assets at the end of September 
2004 was estimated at QR 82 billion (USD 22.5 billion) 
15.25 percent over the previous yearVs corresponding 
figure. Qatar National Bank (50 percent state-owned) is 
the largest bank in the country. Its total assets at the 

end of 2003 was QR 34.8 billion (USD 5.5 billion) 

percent over the previous yearVs total. As in previous 
years 

assets of all commercial banks in Qatar. 


40. Almost all import transactions are controlled by 
standard letters of credit (L/Cs) processed by local 
banks and their correspondent banks in the exporting 
countries. Credit facilities are provided to local and 
foreign investors within the framework of standard 
international banking practices. Foreign investors are 
usually required to have a guarantee from their local 
sponsor/local equity partner. However 

with QCB guidelines 

priority to Qataris and to public development projects in 
their financing operations. Moreover 

banks from lending an amount greater than seven percent 
of a bankVs capital base to any single customer. 


41. In addition 
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\"cross-sharing\" and V'stable shareholder" arrangements 
among banks and other business concerns that result in 
fewer shares of some corporations actually trading freely 
in the market. 


42. The Doha Securities Market (DSM) is considered the 
second most active stock market in the Middle East and 
North Africa. DSM has grown from 2 

2002 to 3 

approximately 70 percent. In 2003 

approximately USD 26.7 billion in investment. DSM has 
benefited from QatarVs current economic boom 
remuneration of bank deposits 

the economy and policies that foster an open economy 
attractive to the private sector and foreign investment. 


43. Qatar\'s current regulations allow foreigners to 

invest in two stock options 

Salam International Investment. Gulf Cooperation Council 
(GCC) nationals are allowed to invest in up to eight 

stocks. In December 2003 

approved a law allowing foreigners to own up to 25 

percent of a company listed in the DSM. The implementing 
regulations for this law are expected in 2005. In May 

2004 

implementing regulations for the Mutual Fund Law (Law. No 
25/2002) 

the stock market. No bond loans have been traded on the 
DSM. 


44. International Credit Ratings companies have 
recognized Qatar's management of the economy 
finance sectors. According to 2004 Qatari Government 
statistics 

term foreign currency rating of A+ (positive) and a long 
term local currency rating of A+ (positive). Standard 
and Poor's also rated Qatar with an A-1 (positive) for 
short-term foreign and local currency. Moody's rated 
Qatar A3 for long-term stability in the bond market and 
deposits and Prime-2 (stable) for short-term stability. 
Capital Intelligence rated Qatar as A- for its sovereign 
long-term rating and A2 for its sovereign 

rating. 


45. A10. Political violence: 


46. Qatar is politically stable. The crime rate is low. 
There are no political parties 

associations. There is no known organized domestic 
political opposition. These facts combine to minimize 
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dissent. 


47. With regard to possible terrorist attacks 
Government considers the potential for acts of 
transnational terrorism to occur in Qatar as high. 
Potential investors and U.S. citizens are encouraged to 
stay in close contact with the Embassy for up-to-date 
threat information. 


48. A11. A. Corruption: 


49. A bribe to an official or a foreign official in Qatar 

is viewed as a crime. Law No. 14/1971 stipulates that a 
government official who is convicted of corruption may 
receive up to seven years imprisonment. According to 
Law No. 14 

Ministry of Interiors Office of the Attorney General and 
Criminal Investigation Department. Final judgments are 
made by the criminal court 

Ministry of Justice. While normal punishment for 
giving/taking a bribe is imprisonment of up to seven 
years 

fine worth QR 1 


50. The Government of Qatar has begun a major initiative 
to combat corruption in government procurement. Several 
cases of alleged corruption at a variety of government 
entities are currently under investigation or 

adjudication. State-owned entities are increasingly 
sensitive to appearances of corruption and are working to 
establish more open and transparent processes. 


51. Qatar is not a participant in regional anti- 
corruption initiatives. No regional or local watchdog 
organization operates in this country. 

52. U.S. investors are subject to the provisions of the 
U.S. Foreign Corrupt Practices Act. 


53. B. Bilateral Investment Agreements: 


54. Over the past ten years 

investment promotion agreements with several countries 
including Armenia 

France 

Senegal 


55. Qatar has not entered into a bilateral investment 
trade or taxation treaty with the United States. 


56. C. OPIC and other investment insurance programs: 
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57. Due to concerns about labor practices in Qatar 
suspended its operations in Qatar in 1995. However 
Qatar is working diligently to improve its labor 
standards in order to reinstate OPIC coverage. In May 
2004 

rights and protections for Qataris and non-Qataris. 


58. Qatar has no plans to become a member of the 
Multilateral Investment Guarantee Agency (MIGA). 


59. D. Labor: 


60. Qatar\'s labor force consists primarily of expatriate 
workers. With a total estimated population of 744 

and Qataris constituting no more than one fourth of this 
number 

important. The Ministry of Interior and the Ministry of 
Civil Service and Housing Affairs Department of Labor 
regulate recruitment of expatriate labor. 


61. The largest group of foreign workers come from South 
Asia. Recently 

the sources of expatriate labor 

percentage of workers from outside this region. Qatar\'s 
plan to develop its own manpower resources continues to 
receive attention at all government levels. 


62. In May 2004 

allows Qatari workers to right to strike 

workers committees and to join international labor 
organizations with ministerial approval. Strikes are 
forbidden in vital industries including oil and gas 
water and power 

Under the new law 

collective negotiations over all work-related issues 
through the formation of joint committees with employers. 
Where workers\' committees exist 

interest of all employees; in other cases 

are 30 or more employees 

representatives. 


63. Where joint committees cannot resolve disputes 

must be submitted to the Labor Department in the Ministry 
of Civil Service Affairs and Housing for mediation. If 

still unresolved 

composed of representatives of the Ministry 

employees. If still unresolved 

brought before an Arbitration Committee headed by a 
judge 

the Qatar Chamber of Commerce and Industry 


inister of State Abdel Ghaffar, provided reftel analysis of how our two countries could ratify the Article 
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64. All expatriate labor must have a Qatari sponsor. 
Therefore 

visa issues with their sponsors/local agents/partners in 
the early stages of contract negotiation. The Ministry 

of Interior and the current sponsor must approve all 
transfers of sponsorship of an expatriate from one Qatari 
national or firm to another. With the approval of the 
Ministry of Interior 

valid complaints of abuse by employers can be transferred 
without the current employers agreement. By law 
expatriate hired locally is only entitled to two 

sponsorship transfers during his/her residence in Qatar 
provided he/she is below 60 years of age. Expatriates 
hired abroad are not allowed to change sponsorship. If 
for any reason a residence permit is canceled 

expatriate is not allowed to return to Qatar on a work 
visa for a period of two years. 


65. It is common practice іп Qatar for expatriate workers 
to be provided accommodation 

homeward passage allowance 

There is no minimum wage regulation. While salaries and 
wages are negotiable 

to three different laws. 


66. Qatar has become increasingly active in the 
International Labor Organization and is currently 
drafting a new labor law. 


67. E. Foreign trade zones/Free ports: 


68. There are currently no foreign trade zones or free 
ports in Qatar. However 

free trade zone in Qatar at the site of the new Doha 
International Airport 

09. 


69. F. Foreign direct investments statistics: 


70. The Government of Qatar does not publish detailed 
statistics for foreign direct investment in Qatar or the 
Government's direct investments overseas. 


71. In recent years 

investments in the areas of enhanced oil recovery and 
production 

industry. During the past ten years 

have invested an estimated USD 100 billion in upstream 
and downstream operations. The development of Qatar\'s 
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offshore natural gas reserves in the North Field will 
continue to dominate all other sectors in attracting 

foreign investors. Qatar\'s gas industry has attracted 
investors/creditors from the around the world. The U.S. 
firm ExxonMobil alone has invested approximately USD 40 
billion 

Natural Gas Company (Qatargas) (10 percent) and Ras 
Laffan Liquefied Natural Gas Co. (RasGas) (26.5 percent). 


72. Leading U.S. oil companies such as Occidental and 
Anadarko are currently operating under production sharing 
agreements for enhanced oil recovery/production. U.S. 
investment in Qatar (mainly in the oil and gas sector) is 
estimated to be USD 60-70 billion. Government officials 
expect an additional approximately USD 70 billion will be 
invested in Qatar's energy sector by 2010. 


73. The following is a list of foreign equity 
participation investors 

major state-owned industrial/petroleum related 
industries: 


Natural Gas Sector: 


74. Qatar Liquefied Gas Company (Qatargas): Equity share 
capital: QR 500 million (USD 137 million). Shareholders: 
Upstream: Qatar Petroleum (QP) 65 percent 

10 percent 

Company Ltd. (Japan) 7.5 percent each and ExxonMobil Oil 
(USA) 10 percent. Shareholders: Downstream: Qatar 
Petroleum 65.0 percent 

Exxonmobil 10.0 percent 

percent. Year established: 1984. End-users of LNG: 
Worldwide. Commencement of commercial production: 
December 1996. Current value of foreign equity: Unknown. 


75. Qatar Liquefied Gas Company (Qatargas) Il (Qatargas 
Il): Equity share capital: Unknown. Shareholders: Qatar 
Petroleum 70 percent and ExxonMobil 30 percent. Year 
Established: 2002. End-users: U.K. Commencement of 
commercial production: 2007. Current value of foreign 
equity: Unknown. 


76. Qatar Liquefied Gas Company (Qatargas) III (Qatargas 
Ш): Equity Share Capital: USD 5 billion Shareholders: 
Qatar Petroleum (QP) 70 percent and ConocoPhillps 30 
percent. Year Established: 2003. End-users: USA 
Commencement of commercial production: 2009. Current 
value of foreign equity: Unknown. 
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77. Ras Laffan Liquefied Natural Gas Co. (RasGas): Equity 
share capital: QR 7.28 billion (USD 2 billion). 

Shareholders: Qatar Petroleum (QP) 63 percent 

Gas Inc. 25 percent 

Iwai Corporation 3 percent and KOGAS 5 percent. Year 
established: 1993. End-users of LNG: South Korea 91 
percent 

Commencement of commercial production: 1999. Current 
value of foreign equity: Unknown. 


78. Ras Laffan Liquefied Natural Gas Co. (RasGas) II 
(RasGas Il): Equity Share Capital: USD 550 million. 
Shareholders: QP 70 percent and ExxonMobil 30 percent. 
Year Established: 2001. End-users: India 

Taiwan. Commencement of commercial production: 2004 
(Train 3). Current value of foreign equity: Unknown. 


79. Ras Laffan Liquefied Natural Gas Co. (RasGas) III 
(RasGas ІІІ): Equity Share: Unknown. Capital: USD 12-14 
million. Shareholders: QP 70 percent stake and 

ExxonMobil 30 percent. Year Established: 2003. End- 
users: USA Commencement of commercial production: 2010. 
Current value of foreign equity: Unknown. 


Gas-To-Liquids Sector: 


80. Oryx GTL Project: Equity Share Capital: Unknown. 
Shareholders: Qatar Petroleum 51 percent and Sasol 49 
percent. Year Established: 2003. End-users: Singapore 

Japan and Europe. Commencement of commercial production: 
2006 (revised from initial estimate of December 2006). 

Current value of foreign equity: Unknown. 


81. Other Oil and Gas-Based Industries: 

Gulf International Drilling: Equity Share Capital: USD 

258 million. Shareholders: Qatar Petroleum 60 percent 

and JDC 40 percent. Year Established: 2004. End-users: 
TBD Commencement of commercial operations: 2004. Current 
value of foreign equity: Unknown. 


82. Qatar Chemical Company (Q-Chem): Equity Share 
Capital: Unknown. Shareholders: Qatar Petroleum (QP) 51 
percent; Chevron-Phillips Chemical Company 49 percent. 
Year established: 1997. End-users: Asia 

East and Africa. Commencement of commercial production: 
2003. Current value of foreign equity: Unknown. 


83. Qatar Chemical Company ΙΙ (Q-Chem 11): Equity Share 
Capital: Unknown. Shareholders: Qatar Petroleum 51 
percent and ChevronPhillips 49 percent. Year Established: 
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2002. End-users: Local and international. Commencement 
of commercial production: 2007. Current value of foreign 
equity: Unknown. 


84. Qatar Fertilizer Company (QAFCO): Equity share 
capital: QR 100 million (USD 27.5 million). 
Shareholders: Industries of Qatar (IQ) 70 percent 
Hydro (Norway) 25 percent 

percent 

established: 1969. Commencement of commercial 
production: 1974. Current value of foreign equity: 
Unknown. 


85. Qatar Fuel Additives Company (QAFAC): Equity share 
capital: QR 1.2 billion (USD 330 million) (total capital 

QR 2.5 billion (USD 687 million)). Shareholders: 

Industries of Qatar 50 percent 

N.V. 20 percent 

(IOL) 15 percent 

Corporation (LCYCIC) 15 percent. Year established: 1992. 
End-users: Far East 

Commencement of commercial production: 2001. Current 
value of foreign equity: Unknown. 


86. Qatar Petrochemical Company (QAPCO): Equity share 
capital: QR 360 million (USD 99 million). Shareholders: 
The partially privatized Industries of Qatar (IQ) 80 

percent 

Enichem (Italy) 10 percent. Year established: 1975. 
Commencement of commercial production: 1981. Current 
value of foreign equity: Unknown. 


87. Qatar Vinyl Company (QVC): Shareholders: QAPCO 31.9 
percent 

percent and Atofina 12.9 percent. Year established: 

1996. End-users: Asian countries. Commencement of 
commercial production: Mid-2001. Current value of foreign 
equity: Unknown. 


88. Qatofin: Equity Share Capital: Unknown. 

Shareholders: QAPCO 63 percent 

QP 1 percent. Year Established: 2002. End-users: Asia 

and Europe. Commencement of commercial production: 2007. 
Current value of foreign equity: Unknown. 


89. Ras Laffan Ethylene Cracker: Equity Share Capital: 
Unknown. Shareholders: Q-Chem II 53.31 percent 
45.69 percent and QP 1 percent. Year Established: 2002. 
End-users: Domestic. Commencement of commercial 
production: 2007. Current value of foreign equity: 
Unknown. 


315 9098 Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 1.4 (b) and (d). 1. ( 


Textile Industry Fears End of MultiFiber Agreement REF: A) 04 Lima 5816 В) 04 Lima 5445 1. (SE 


Column 3 


Other Sectors: 


90. Ras Laffan Independent Water and Power Project: 
Equity Share Capital: Unknown. Shareholders: AES 
Corporation 55 percent 

Company 25 percent 

Investment Corporation 10 percent. Year Established: 
2001. End-users: Local. Commencement of commercial 
production: 2004. Current value of foreign equity: 
Unknown. 
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Columnist Rana Sabbagh writes on the op-ed page of 
independent Arabic daily Al-Ghad 901/12): \"Hope 
remains that the ІОМ (International Organization for 
Migration) 

elections in places where lragis live outside of Iraq 
(14 Arab and foreign countries 

will succeed in motivating and raising the awareness 
of Iraqis of the importance of exercising their 
constitutional right of voting. An extensive 
participation may just determine the beginning of the 
way out of the dark Iraqi tunnel 

rising talk in the Congress 

White House about the need to start thinking of a 
scenario for when and how to bring about the American 
disengagement from Iraq after the conclusion of the 
elections. Washington cannot continue to pay the cost 
of President George Bush's adventures for long. It is 
costing the U.S. treasury 4.5 billion dollars a month 
plus the rising human cost and the escalation of the 
resistance 

American public vis--vis the gains acquired by the 
war" 


-- VAnd there has become a partner for peace!!V 


Center-left 

(01/11) editorializes: WFinally 

have a new president . and Israel no right to claim 
the presence of an `obstacleV to resuming the 
political process 

Palestinian territories 

Palestinian state.. The Palestinian people proved 
through these elections 


TASK FORCE 1 USAID/W FOR A/AID ANDREW NATSIOS, JBRAUSE DCHA/OFDA GGOTTLIEB, N 


Column 3 

exercising democracy and express their will. They 
proved that they are people who can not only rule 
themselves and preserve their entity 

overcome the biggest of crises and surpass the ordeal 
of losing their leader.. The only thing remaining now 
is to drag Israel to the negotiating table in order to 
start the countdown towards ridding the Palestinian 
brethren of one of the ugliest occupations in modern 
history." 


-- VFateh or Palestine?" 


Daily columnist Basem Sakijha writes on the op-ed page 
of center-left 

(01/11): \"(Amidst all the celebrating) | thought that 
Mahmoud Abbas had defeated Ariel Sharon in the 
elections 

Fateh Movement 

declared along with the initial results of the 

elections. The volume of Fateh\'s celebrations was 
larger than the event itself. Fateh men shooting 

their guns in the air was nothing more than childish.. 
The celebrators forgot all about Palestinian democracy 
and magnified out of proportion a frail victory for a 
single organization.. We had hoped that celebrations 
would take place all over Palestine because of the 
victory for Palestinian democracy 

case when the late Yaser Arafat was elected 
president.. Moreover 

refugees 

along the long way. We heard not a word of 
condemnation for the Israeli enemy 

the election campaign. In all cases 

establishment of a single party in the great tradition 
of the third world. V 


-- VA divider between two stages" 

Daily columnist Urayb Rintawi writes on the op-ed page 
of center-left 

(01/11): VBecause the elections occurred in a climate 
of fair competition and transparency unprecedented in 
the Arab world 

results of the these elections moved to question their 
legitimacy 

exaggerate the effect of the international support for 
Abu Mazen. Yet 

thwarted by the facts on the ground 

to ignore by launching ready-made accusations. 
Instead of analyzing and discussing the significance 
of the prominent participation in the voting process 
and the meaning of the large percentage of votes that 
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aman 

the elections 

moment and a cosmic conspiracy 

Mazen would not have won. These people did not 
realize that the decision to boycott was not a popular 
decision. The Palestinian people are longing for 
freedom and democracy. These people did not realize 
that the Palestinian people have concerns and 
priorities 

exaggerated slogans. These people did not realize 
that ballot boxes were the final arbitrator.. What 
was before the elections cannot be after the 
elections. The Palestinian people have cast their 
vote and they voted for Abu Mazen 

movement 

January 9 has the right to veto.. It is time to speak 
the language of respect for the will and the choice of 
the people. Using the Palestinians of the Diaspora as 
an excuse to say that the elections reflected the will 
of just part of the Palestinians and not all of them 
lacks credibility 

Diaspora are more influential and more popular than 
the Palestinians living in Palestine." 


-- VNot an authorization to concede! V" 


Daily columnist Yaser ZaVatreh writes on the op-ed 

page of center-left 

Dustour (01/11): What happened [Palestinian 
presidential elections] was a vote for the Fateh 
Movement in the absence of Hamas and Islamic Jihad 
and has absolutely nothing to do with Mahmoud Abbas or 
any other person running.. The game of forging the 

truth has started despite the fact that people know 

that victory was guaranteed for a man whom everyone on 
the Arab and international levels preferred. A large 

part of the Palestinian people could not reject him 

when the Authority\'s party had given him its 

legitimacy 

had heard the man talk about Palestinian principles 

and his readiness to hold a referendum on any final 
status solution of the Palestinian issue. V 
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that each citizen received in late 2004 

Assembly has opened tsunami relief accounts in all Kuwaiti 
banks. In addition 

separate special account for credit card 

contributions 
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donating 1 KD (about $3.40) to KCRS each time someone sends 
MTC the letter \"T\" as a text message. Finally 

Ministries of Information and Social Affairs and Labor 
coordination with the cabinet 

Day" on January 16 to encourage further charitable giving. 


3. On January 11 

of Disbursement for the Kuwait Fund for Arab and Economic 
Development (KFAED) 

pledged by the GOK for rebuilding infrastructure. Al-Attal 
said that KFAED will delay disbursemenets until the UN 
Bank or some other international body indicates that the 
cleanup efforts have been completed and rebuilding can begin. 
Al-Attal did not have a time estimate 

that some rebuilding projects might not start for a year. He 
said that the Kuwait Fund would most likely focus its 
financing on housing and water systems reconstruction 
would wait to see what the specific needs are. According to 
Al-Attal 

still remain (noting that if 

were completely destroyed 

rebuilt housing). 
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former FM David Levy and Yehiel Hazan -- decided to 
endorse it. All media had led with the possibility 

that the vote of the \"rebels\" could have toppled PM 
Sharon\'s new national unity government. Leading media 
reported that United Torah Judaism (UTJ) is splitting 

into its two component factions -- Agudat Yisrael and 
Degel Hatorah -- which will remain in the government 
coalition. 


Leading media reported that Tuesday Sharon 
congratulated PA chairman-elect Mahmoud Abbas (Abu 
Mazen) on his \"personal achievement" in the elections 
and told the cabinet that he would be meeting him in 
the \"near future. Israel Radio quoted Secretary of 
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State Colin Powell as saying Tuesday on Fox News-TV 
that if Abbas fights those who support violence 

U.S. will be able to support him.VV The radio 

reported that Powell talked on the phone with Sharon 
and FM Silvan Shalom 

peace process. Israel Radio reported that Jibril 

Rajoub 

tendered his resignation. However 

new position after the establishment of a new 
Palestinian government. Jerusalem Post quoted sources 
close to Abbas as saying that at least six PA ministers 
would lose their job in the Palestinian government 
reshuffling. Nagi al-Ghatrifi 

Egypt\'s Al-Ghad Party 

interview with Jerusalem Post that Sunday\'s election 
was the jolt that the totalitarian political systems of 

the rest of the Arab world needed. 


Israel Radio reported that this morning an Israeli was 
killed and three IDF soldiers were wounded in an 
explosion near the southern Gaza Strip settlement of 
Morag. Qassam rockets have been fired at Israeli 
targets in the Gaza Strip. All media reported that an 
Israeli who was wounded by a shell atthe Erez Crossing 
10 days ago died of his wounds. Israel Radio reported 
that this morning IAF helicopters fired at targets in 

the south of Gaza City. The radio also reported that 

IDF troops killed two wanted Hamas men in a clash near 
Ramallah 

West Bank. 

Yediot and Israel Radio reported that the defense 
establishment has finalized its settlement evacuation 
plans. Yediot says that the project will be approved 

at Sharon\'s office on Thursday. Yediot reported that 

at the conclusion of the plan\'s implementation in the 
Katif Bloc 

sand. HaVaretz cited recommendations submitted to the 
GOI by the IDF 

to maintain a mobile presence in the areas of the four 
settlements to be evacuated from the northern West 
Bank. The newspaper also quoted Col. Uzi Buchbinder 
Home Front Command official as saying Tuesday that 46 
communities in the western Negev will be exposed to 
Qassam rocket fire after the disengagement plan is 
implemented. Jerusalem Post reported that on Tuesday 
experts told the Knesset\'s Interior Committee that 
strategic energy facilities in Ashkelon and water 
supplies in northern Israel could be in danger if the 
disengagement plan is carried out. 


Maariv reported that incoming Interior Minster Ophir 
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Pines-Paz (Labor) has decided to dry up the settlersV 
anti-disengagement PR campaign 

been estimated at USD 7 million. Following a petition 
to the High Court of Justice by Peace Now Secretary- 
General Yariv Oppenheimer 

ban on fund transfers from the local councils. 
HaVaretz quoted O/C Northern Command Maj. Gen. Benny 
Ganz as saying Tuesday that the wave of threats from 
pro-settlement elements to refuse to obey army orders 
to evacuate settlements \"is more dangerous than any 
flying rocket. V 


Israel Radio reported that Israel has asked the U.S. 
administration and Congress to help it set up new 
border crossings to the PA 

crossings. The station quoted Washington sources as 
saying that the cost of the plan is USD 450 million 
and that Israel is asking the U.S. to participate with 
USD 180 million. The radio also reported that the U.S. 
is preparing a new aid package for the Palestinians 
the sum of USD 200 million 

aid comes on top of a similar sum that the U.S. is 
transferring to the Palestinians 

and other organizations. 


Citing AP 
parts of repaired Harpy drones to China -- after the 
U.S. expressed concerns over the matter. 


Israel Radio reported that Tuesday UN Secretary-General 
Kofi Annan forwarded a letter to the UNGA setting out a 
framework and the next moves for the creation of a UN 
register of the damage Israel\'s construction of a 
separation barrier is causing Palestinians in the 

occupied West Bank. The UNGA called for the registry 
last summer after demanding that Israel comply with an 
advisory opinion issued by the International Court of 
Justice (ICJ). 

Israel Radio and HaVaretz quoted IDF Intelligence chief 
Maj. Gen. Aharon Zeevi-Farkash as saying Tuesday that 
Iran will be capable of enriching uranium in six 

months. Maariv quoted him as saying that Abbas is weak 
and unpopular 

Palestinian public. Zeevi was speaking at Haifa 
University. 


All media reported that the Haifa District Court is due 
on Wednesday morning to sentence the leaders of the 
radical northern branch of Israel's Islamic Movement 
after they reached a plea bargain agreement with the 
state prosecution. The Islamic leaders had mainly been 
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indicted for contact with a foreign (Iranian) agent and 
abetting Hamas. Raed Salah 

be released in six months 

a few days. While citing the prosecution a saying that 
the case represents one of the first actions against 
financing of world terror 

Islamic Movement as saying that V'the mountain gave 
birth to a molehill." The Shin Bet opposed the deal. 


HaVaretz reported that Israel has reported to the U.S. 
administration on the recent crisis with Russia. The 
newspaper says that Israel did not ask the U.S. to 
intervene in solving the problem that caused the crisis 
to erupt 

matter in the past. Yediot cited a denial by official 
Israeli sources of a Channel 2-TV report that the 
bilateral crisis was the result of a claim by President 
Vladimir Putin that Israeli elements have assisted and 
funded Viktor Yushchenko\'s election campaign. HaVaretz 
also reported that tension is mounting in Jerusalem 
ahead of Syrian President Bashar Assad\'s visit to 
Moscow 


Jerusalem Post reported that 

and Syria agreed that Golan Druze could sell their 
apples in Syria 

deal. 


Israel Radio reported that the UN Security Council 
asked Israel and Hizbullah on Tuesday to respect the 
\"Purple Line\" demarcating the Israeli-Lebanese border. 


HaVaretz reported that an Arabic translation of 
portions of the most extensive planning document ever 
produced in Israel -- the master plan for the year 2020 
-- has been published by the Center of Arab Unity 
Studies in Beirut. This institution brings together 
intellectuals from the Arab countries with the goal of 
reviving pan-Arabism and addressing \"Zionism and 
imperialism.\" 

Yediot reported that Orly Benny-Davis 

who resides in South Carolina and is a \"respected 
political activist in the Republican Party 

arrive in Israel next week to promote the construction 
of a \"third temple.\" She is prepared to hear any 
suggestion 

Mount. 


HaVaretz quoted a well-placed official Israeli source 
as saying that the GOI believes that Stanley FischerVs 
appointment to the post of governor of the Bank of 
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Israel will increase Israel\'s chances of acceptance to 
the Organization for Economic Cooperation and 
Development (OECD). 


Jerusalem Post reported that visiting state attorneys 
from U.S. states 

General Jane Brady 

Israel\'s state of preparedness against terrorist 
attacks. 


Maariv 

news conference Tuesday 

new Secretary of Homeland Security 
who Maariv says is a Jew 

son." 


HaVaretz and Jerusalem Post quoted UN Secretary-General 
Kofi Annan as saying Tuesday that he will convene a 
special session of the UNGA on January 24 to mark the 
60th anniversary of the liberation of the extermination 
camps in Europe. Over 110 member nations of the UN have 
already agreed to hold the meeting -- there have only 

been 27 such sessions since the foundation of the UN. 


Senior op-ed writer Uzi Benziman observed in 
independent 

this week 

the opportunity offered with the election of Abu Mazen 
and not repeat the mistake of the previous government 
which waited for Abu Mazen the chick to grow its 
feathers.\" 


Senior columnist Haggai Huberman wrote in nationalist 
Orthodox Hatzofe: \"Ariel Sharon has broken [a] record. 
A Likud-led government -- Sharon\'s -- is being 
supported by the votes of the Left and the Arabs.\" 


Block Quotes: 


I. VHelping the Chick Grow Its Feathers\" 


Senior op-ed writer Uzi Benziman observed in 
independent 
\"Official Jerusalem understands that something happened 
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this week: a new government arose in Ramallah and in 
Israel 

take office in Washington. And thereVs the rub. The 
powers that be in Israel are taking into account that 

the second Bush administration will not necessarily be 
identical with the first: neither in its approach to 

the Israeli-Palestinian conflict 

the balance of power inside it. A significant change 

is expected in Bush\'s attitude toward the Palestinians 
as could already be seen in the presidents warm 
congratulations to Abu Mazen and the invitation to the 
White House that Bush extended to the new Palestinian 
president. The U.S. administration will be the power 
supply that sends current to Jerusalem and Ramallah to 
divert the violent conflict to a track of political 

dialogue. He will demand that Abu Mazen make a major 
change in his governments capability for enforcing his 
will on the Palestinian street and foremost on the 

terror organization 

help Abu Mazen and thus fulfill its part in the 
actualization of the road map. As things appeared this 
week 

opportunity offered with the election of Abu Mazen and 
not repeat the mistake of the previous government 
which waited for Abu Mazen the chick to grow its 
feathers. V" 


Il. \"An Illegitimate Government" 


Senior columnist Haggai Huberman wrote in nationalist 
Orthodox Hatzofe (January 12): \"Ariel Sharon has broken 
[a] record. A Likud-led government -- Sharon\'s -- is 
being supported by the votes of the Left and the Arabs 
without a Jewish or Zionist majority. All those who 
decade ago 

illegitimate because it didn\'t enjoy a Jewish or 

Zionist majority 

when weVre talking about the extreme Left government 
headed by Ariel Sharon -- the government of the 
transfer [of Jews from their homes]. V 


Defense and foreign affairs columnist Amir Oren wrote 
in independent 

Ministry ... has been warning in recent weeks about the 
formation of a Sino-Russian axis as a counterweight to 


als were charged with treason on Wednesday for carrying guns to a meeting with President Bingu wa 
ment Head Botsali, who is in charge of OIC-related issues. Botsali noted that OIC SecGen Ihsanoglu 
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the American supremacy in the world. V 


Block Quotes: 


VA Cold Wind Is Blowing\" 


Defense and foreign affairs columnist Amir Oren wrote 
in independent 

\"The Foreign Ministry\'s center for political research 
the smallest and poorest of Israel\'s intelligence 
branches but perhaps the most sober of all of them in 
its political assessments 

weeks about the formation of a Sino-Russian axis as a 
counterweight to the American supremacy in the world 
which would have a bad influence on IsraelVs strategic 
position. Such an alliance could rip open a hole in 

the front that has formed against a nuclear Iran. Bush 
prefers to devote 2005 to political activity 

through two more elections in Iraq (for a constitution 
and the permanent government) 

to war against the ayatollahs. But Sino-Russian 
opposition could speed up Bush\'s military moves. Тһе 
incoming American foreign policy leadership -- 
Condoleezza Rice 

Zoellick and the designated deputy secretary for 
political affairs Nicolas Barnes 

NATO -- is considered friendlier to Israel than the 
outgoing trio -- Colin Powell 

Mark Grossman. That leadership is more aggressive 
toward lran 

combative toward Syria 

suspended its tensions for the coming weeks in exchange 
for a promise from Damascus to freeze its aid to the 
opponents of an Iraqi election. This is all far from 
being a replay of the Cold War 

so many ramifications for the Israeli-Arab front 

there is a searing cold in the air. It may be 

seasonal 


Conservative 

\"Should we not ... be proud that we 

have attracted an economist of such global stature? V" 
Independent 


t with ChevronTexaco\'s Chairman of the Board, David O\'Reilly, and other ChevronTexaco executive 
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opposition to the appointment of a new immigrant to a 
senior position is narrow-minded.\" 

Block Quotes: 


1. "Welcome 


Conservative 

(January 12): V The choice of Stanley Fischer as the 
eighth governor of the Bank of Israel was not an 
obvious one 

possibly inspired choice 

accepting ends.... The reaction of some 

choice is a slight against our own qualified economists 
and business leaders 

we not instead be proud that we 

attracted an economist of such global stature? Are we 
not signaling 

island 

competitive player in the global economy? V" 


II. V'Stanley Fischer 


Independent 

(January 12): V'The opposition to the appointment of a 
new immigrant to a senior position is narrow-minded. 
It is as if Israelis are willing to see new immigrants 

at least in the early days of their integration 

as street-cleaners or standing behind the supermarket 
check-out counter 

Opposition to the appointment of a bank governor 
either from Israel or America 

wing -- essentially Thatcheresque -- a worldview 

be understood. But as long as the policy of the 
government and the finance minister is such 
impossible to expect the appointment of a governor with 
a different worldview.\" 


KURTZER 


25258 
present circumstances 
A Second LNG Deal 


6. (SBU) The two government\'s also endorsed a December 
agreement between ІОС and the Iranian oil company Petropars 
for a 40 percent IOC share in the development of one of the 
blocks in South Pars gas field (Ref A). IOC would also get 

60 percent stake in a 9 MMTPA LNG liquefaction plant related 
to this development. The 25-year agreement would provide IOC 
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about 4.5 MMTPA of LNG. Total development costs of this 
project are estimated at $3.2 billion. GAIL had loudly 
complained about being left out of the deal in December 
claiming that GOI policy has been to allow Indian 
state-controlled energy companies to invest overseas only in 
a consortium. GAIL removed its opposition after it was 
brought into the overall package. The LNG imported in the 
two deals -- the 4.5 MMPTA from South Pars and the 7.5 MMPTA 
(para 2) will be marketed in India by GAIL 

Oil India Limited in the 40:25:25:10 proportions. 


Other Parts of the Package 


7. (U) Yadavaran: ONGC Videsh Limited (OVL) 

arm of the Indian state-run oil exploration company Oil and 
Natural Gas Corporation 

development of Iran\'s on-shore Yadavaran oil field. This 
equity stake is equivalent to about 60 


8. (U) Jufeyr: OVL will get a 100 percent stake in the 
Iran\'s Jufeyr field. This field is expected to yield 30 
per day when developed. 


9. (U) Bandar Assaluyeh: Iran offered IOC participation in 

a petrochemical complex under development at Bandar 
Assaluyeh. The proposed terms for taking part in the project 
were not disclosed. 


10. (U) CNG: GAIL proposed investing in development of CNG 
for Teheran and Esfahan and signed an agreement with the Iran 
Fuel Conservation Organization for cooperation on CNG 
development. 


11. (SBU) Pipeline: An Iranian team will visit India in 
February to discuss issues relating to trans-Pakistan gas 
pipeline. The Indian official who backgrounded the overall 
agreement for the media downplayed the importance of these 
discussions by emphasizing that security of gas supplies 
remained a key issue. 


Comment 


12. (C) Although some parts of the deal are merely 
commitments for further discussion 

Iranian gas and invest in Iranian upstream oil and gas 
developments appear to be quite firm. The deal is huge for 
India -- its 12 MMTPA of LNG represents about half of IndiaVs 
current natural gas production. Together with the 5 MMTPA 
imported from ExxonMobil\'s RasGas development 


¡CHA tsunami donor conference to Laurynas Jonavicius of the MFAVs Development Assistance Divisi 
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becoming a major player in the Asian LNG markets. The deal 
represents still further evidence that the Indian oil 

companies 

properties abroad. The GOI\'s goal is to enhance Indian 
energy security. The oil companies 

to become international players who can compete with the 
majors. 


13. (C) With the GOIVs decision to enter into such large and 
long-term LNG purchase agreements 

commerical prospects of an Iran-Pakistan-India gas pipeline 
recede further. Mani Shanker Aiyar stirred up a flurry of 
excitement about such a project soon after he assumed office 
last summer. The excitement appears to have abated now as 
conditions -- first MFN 

-- have been appended at the insistence of MEAVs Pakistan 
hands. MEA Joint Secretary Jaishanker told Ambassador that 
he believes 

trans-Pakistan pipeline are enormous. He characterized 
Aiyar\'s public statements in support of a pipeline as more 
smoke than fire. V 


14. (C) Embassy notes that large and expensive projects such 
asa3 

sector backer and promoter. We are not aware that any 
international oil and gas company has shown an interest in 
becoming involved. Our contacts in the Indian oil and gas 
industry are not enthusiastic 

probably not economically viable given the extra risk 
management costs involved and the projections of alternative 
sources of supply. In any case 

cost-benefit analysis has been done. 

MULFORD 
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institution" This in turn was a dig at Brajesh Mishra\'s 

role as the power behind Vajpayee on a broad range of 
political and foreign policy matters. Structural changes 

were predicted after Congress came to power last May 
faded quickly from the agenda following Dixit\'s rapid 
occupation of the same \"super minister\" role played by his 
predecessor. Speculation lingers around a partial shift in 
the NSAVs work balance away from its current advisory role 
toward greater management of the NSC as an organization. Any 
substantial redefinition of the position would probably take 
some time (and a measure of conscious self-restraint by the 
incumbent). However 

and the presence of an experienced hand as Acting NSA will 
provide breathing space to do so. 


4. (C) The eminence grise of Indian strategic thinkers 
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Subramanyam 

helm of a fully functioning NSC dedicated to addressing 
India\'s strategic needs 

of essays 

rather than being the PM\'s point-man on the foreign affairs 
issues of the day 

Dixit held it. V'Indian Express" strategic affairs editor 

Jasjit Singh has observed that much of MishraVs authority 
grew out of his other role as Principal Secretary to the PM 
which removed the impetus to create a durable NSC that 
remains absent to this day. WHindustan Times! foreign 
affairs correspondent and National Security Advisory Board 
(NSAB) member Manoj Joshi wrote recently that PM SinghVs 
reassessment would provide an opportunity to split the NSA 
away from dealing with Islamabad 

back-channel with Pakistan's NSA Tariq Aziz 

issue \"back where it belongs!" -- in the Foreign Ministry. А 
January 6 \"Times of India" news report speculated that the 
internal and external security elements of the NSA position 
might be bifurcated. 

5. (C) Redefining the NSA as the active NSC chair also poses 
a geographical problem if it is to remain in the forefront of 
GOI policymaking. Mishra and Dixit sat in the PMO 

hall from the MEA 

foreign policy decisionmaking. The NSC staff 

works out of a decrepit building on the other side of town 
far from the corridors of influence. For now 

symbolizes the NSC\'s marginal role in Indian foreign 
policymaking. 


Narayanan Has the Edge 


6. (C) By most accounts 

(\"Mike\") Narayanan 

Advisor on January 4 after Dixit\'s death 

track to become his permanent replacement. Narayanan brings 
over four decades of experience in the Indian intelligence 
community 

as part of the traditional \"coterie\" around Congress Party 
President Sonia Gandhi. 


7. (C) That said 

names of other NSA aspirants 

stronger foreign policy credentials than Narayanan. This 

list includes (based on diplomatic and media gossip): 

-- Former Cabinet and Defense Secretary and Ambassador to 
Washington Naresh Chandra 

-- Gandhi family confidant and Ambassador to the US Ronen Sen 
-- Former High Commissioner to Pakistan and Rajiv Gandhi PMO 
veteran G Parthasarthy 
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-- Former Foreign Secretary and recently-appointed Arunachal 
Pradesh Governor SK Singh 

-- Former Foreign Secretary and Indo-Pak Track II activist 
Salman Haidar 

-- Former Ambassador 

Security Advisory Board Convenor SK Lambah 

-- Former Ambassador to China Chandrashekhar Dasgupta 

-- Former Foreign Secretary MK Rasgotra 

-- Former Foreign Secretary K Ragunath 

-- Former Foreign Secretary Muchkund Dubey 

-- Former Defense and Home Secretary and Kashmir Interlocutor 
NN Vohra 

- Former Ambassador Lalit Mansingh 


The Indian press has been quick to handicap the V'contenders 
many of whom have been promoting their own suitability. For 
example 

considered too dovish for this post; and Lambah and Dasgupta 
are seen as political Vlight-weights. V 


He\'s No Dixit 


8. (C) Unlike Dixit and Mishra 

Foreign Service Officer 

capacity; he thus does not enjoy a network of loyalists 
within the MEA bureaucracy 

position becomes more inter-ministerial in nature. Unlike 
Dixit 

Narayanan also has not cultivated the Delhi press corps. 
When Narayanan took the position of Special Adviser to the 
PM 

Dixit for his \"executive duties 

\"glamorous part of the (NSA) job 

dovetail with whatever NSA/NSC restructuring emerges. 


Early Tests Likely 


9. (C) If Narayanan continues as NSA 

test as both Intelligence Bureau head AK Doval and Research 
and Analysis Wing chief CD Sahay are due to retire on or 
about January 30. The IB succession will probably be 
straightforward 

RAW officers are concerned that Narayanan 

background makes him by definition and institutionally 
skeptical of RAW 

Sahay\'s successor 

the job. 


10. (C) Narayanan -- or whoever becomes NSA on a permanent 
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basis -- will also have his hands full with other 
intelligence issues 

review of RAW operations that began with last spring\'s 
revelation that RAW Joint Secretary Rabinder Singh had been 
spiriting away classified information before he spirited 
himself out of the country. Media reports of his supposed 
whereabouts surface from time to time 

suggesting he was spotted in Virginia in December. If 
Narayanan does become NSA 

to obstruct reforms initiated by a former IB head. 


11. (С) If he inherits Dixit\'s diplomatic role with 
Pakistan 

disadvantages 

practical negotiating experience. As demonstrated in his 
effective dialogue with Tariq Aziz and with the US over NSSP 
Dixit was one of Indias most respected diplomatic 
practitioners -- well versed in the arts of listening 
compromise 

Ambassador to all of India s neighbors 

as well 

regional relationships. 


An Intelligence Professional 


12. (C) Narayanan joined the Indian Police Service (IPS) in 
1955 and spent his first four years with the IPS in Tamil 
Nadu. Calm 

across as a classic intelligence analyst type. It is not 
unusual for a conversation with Narayanan to consist largely 
of questions. Although his writings have occasionally been 
critical of \"the West 

attitudes. His many years of service to the Gandhi family 
earned him his post as Special Advisor 

behind-the-scenes coordinator for intelligence activity -- 
including IndiaWs Northeast and Nepal 

New Delhi on a daily basis. His position as Special Advisor 
carries with it the rank of Minister of State. As Special 
Advisor 

Embassy officials 


13. (C) He became one of Prime Minister Indira GandhiVs 
confidants after moving to the IB 

intelligence service 

Tamil Nadu made him an effective figure in intelligence 
activities involving Sri Lankan Tamil issues after Rajiv 
Gandhi appointed him IB Director in 1987. US Consulate 
General Chennai officials recall his repeatedly expressed and 
profound distaste for the LTTE. He is also known as an 
expert on the Indian Left and communism. 


Middle Eastern Affairs. Dawson said that the SIPDIS GOI did not plan to contribute observers or pri 


1/06/05 Classified By: USEU POLOFF TODD HUIZINGA FOR REASONS 1.4 B/D 1. (C) SUMMARY 


Column 3 


14. (C) In 1990 

from the IB to become Chairman of the Joint Intelligence 
Committee and Secretary of the National Security Council. 

Less than a year later 

government was supported by the Congress Party 

him as IB head 

After retirement 

Security Affairs to Prime Minister Narasimha Rao and as a 
member of Prime Minister Vajpayee\'s NSAB from 1998-2001. He 
also served on two task forces on intelligence and internal 
security set up in the aftermath of the 1999 Kargil War. 
Narayanan is also a founding 

Center for Security Analysis 

15. (C) Narayanan once related to CG/Chennai an anecdote 
from his days as Senior Advisor to PM Rao: Narayanan outlined 
how he had written a report and gave it to an aide to deliver 

to the PM. After reading the report 

he could not deliver such information 

said that he responded 

to inform the РМ." 


Need for V'Holistic Synergy" on Kashmir 


16. (C) During his retirement years 

particular interest in Pakistan and Kashmir through weekly 
columns he contributed to V'Asian Age\" (expanded excerpts 
reftel). In them 

Kashmiris supported the militancy 

the 2002 elections did not lead to a drop in violence. An 
Vearly solution appears difficult 

and in March he expanded that \"Neither VclevernessV nor 
\'shortcuts\' can help. Creating a holistic synergy is 
necessary 

other of being obstructive ... than in progressing the 
dialogue. Neither side has been able to rise above narrow 
interpretations and preoccupations.\" 


Personal Data 


17. (C) Born on March 10 

(non-Brahmin 

bachelor\'s degree at Madras Christian College. He and his 
wife Vijaya 

daughter 

and Managing Director of BPL Ltd 

manufacturing company 

has served. After retirement 

permanent home 


dson Duarte, the Brazilian delegation to the UNOCHA Tsunami Donors Conference will be led by the 
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mother. When he became Special Adviser to PM Singh 
spent weekends in Chennai 

becomes NSA on a permanent basis. 


18. (C) According to a January 17 \"Outlook\" weekly profile 
by its foreign affairs correspondent V Sudarshan 

is a teetotaler and a fitness buff. He also travels to 

Kerala every winter to visit the Hindu temple in Sabarimala 
South India\'s largest pilgrimage site. Narayanan has visited 
the US several times 

in excellent English. He is an honorary member of the 
International Association of Chiefs of Police 

distinction. 


19. (C) Along with Principal Secretary TKA Nair 

constitutes what is now a Keralite V'mafiaV in the PMO. In a 
bureaucratic culture dominated by North Indian Hindi 
speakers 

circle represents something of an anomaly 

long term create new faultlines around the Prime Minister. 
MULFORD 
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in the region. The Czech Republic will also serve this year 
as the NATO Contact Embassy for Israel. Silhavy also 
discussed strong GOCR interest in sending observers to 
monitor Iraqi elections later this month 

efforts to keep its Iraqi development budget from being 
raided by those seeking to boost Czech assistance to victims 
of the South Asia tsunamis. End summary. 


2. (C) Silhavy said that the Czechs were very pleased with 
the January 9 elections in the Palestinian Authority 

that they appeared to be largely free and fair. This gives 
Mahmoud Abbas a fairly broad mandate to represent the 
Palestinian people in re-starting the peace process. He 
noted that both sides seemed ready to come back to the 
negotiating table -- something that has often been missing 
historically. The GOCR has made assisting the Middle East 
Peace Process a foreign policy priority and they are 
committed to seeing the roadmap implemented. Silhavy said 
that the Czech Republic enjoys a reputation in the region as 
being \"neither pro-Israeli 

enjoys good relations with neighboring Arab countries as 
well. FM Svoboda completed a trip to the Middle East in 
December 2004 

in Israel met with the PM 

well as with Palestinian leaders. This year 

Embassy will serve as the NATO Contact embassy for Israel. 
Silhavy stated that one advantage of the Czech Republic is 
that 


reftel text of Jamaica\'s Interim TIP Assessment by fax to Ann Scott, Assistant Director, Caribbean an 
> Defense Minister's Diplomatic Advisor. The Defense AttacheVs office made a similar request to its 
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superpower or major foreign policy player 

and encouragement to the table without anyone suspecting them 
of having another \"agenda\" where affecting the outcome could 
be put to their benefit. 


3. (C) Silhavy was also very interested in this monthVs 
elections in Iraq. He said the MFA had identified a small 
number of people (probably 2-5) who are willing to go to Iraq 
to serve as election observers. The GOCR is now waiting for 
further word from the Coalition authorities as to how 

security will be managed 

their participation. The Czechs met with a group of 25 
countries in Ottawa that is considering basing election 
observers out of Amman 

other possible missions where they can contribute. The 
missing details about security will determine the final 
outcome; they want to know how the coalition plans to 
guarantee security for voters and observers on election day. 
Silhavy is also occupied with guarding his Iraqi assistance 
and development budget (approximately $1.4 million in 
transformation and cooperation funds) 

by Minister of Industry and Trade Milan Urban to raid some of 
the Iraq budget to boost Czech assistance to the 
tsunami-stricken areas of South Asia. Silhavy said that a 


SIPDIS 

final decision on this should take place on January 19 and 
that he was hopeful that his budget would remain intact. 
After all 

government decides it is a priority. 


4. (C) The conversation also briefly touched on the issue of 
democracy in the Middle East and whether the Palestinian 
elections would spur additional democratization initiatives 

in the region. Silhavy said that if Iraq can get the 

security situation under control 

case for implementing democracy in the Middle East 

now being \"exported\" there 


5. (C) Comment. Silhavy 

East Department Directors 

policies in the region. Outside of Europe 

democratic change in both the Middle East and Cuba are two of 
the GOCR\'s most significant foreign policy goals. Despite 
(or perhaps because of) the lack of a visible connection in 
both places 

role in supporting USG initiatives there. In both the Middle 
East and Cuba 

to take a stand within the EU to push for policy initiatives 

it has a wealth of experience in transitioning to democratic 
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institutions and a market economy to share 

that as a small country with no ulterior motives 

a significant role as V'honest broker." The Czechs want a 
strong partnership with the U.S. in these areas. If ket 
informed on USG policy initiatives 

natural allies in helping shape the EU positions on issues 
when we seek European backing. End comment. 


6. BAGHDAD MINIMIZE CONSIDERED. 
HILLAS 
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government provides for deployment of armed lrish forces only 
under a UN resolution and with approval of the government and 
parliament 

Vrapid response." There are also restrictions on joint 

training Irish forces can do (absent a UN resolution) and on 
foreign troops training on Irish soil. OVDea cited these 

issues as complicating Irish desires to participate in a 
battlegroup. 


2. (C) McBean took pains to emphasize that Irish policy has 
not changed: the lrish are positively disposed to 
participate in a battle group 

imminently in any case for political and legal reasons. The 
Prime Minister\'s top foreign policy goal is Irish 

ratification of the EU constitution 

undermined if the public sees IrelandYs EU defense 
obligations undercutting its cherished neutrality. In 
addition to the political desire to put battlegroups on the 
slow burner 

hurdles to sort out 

intergovernmental group (DFA 

continues to meet on those questions. 


3. (C) Comment: The GOl is extremely proud of its 
peacekeeping contributions and McBean was clear in stating 
that Ireland will continue that practice 

whether or when it joins an EU battlegroup. Defense Minister 
O\'Dea\'s comments to the press seem one part the actions of a 
minister new to defense 

ministries or to consider the reaction of EU partners 

one part the actions of a minister who has long been a member 
of parliament and who wanted to put his spin on the issue 
before parliament reconvenes. End Comment. 

KENNY 
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4. (S/NF) Sargsian said that Armenia was under increasing 
pressure from Iran to expand relations. Armenia\'s borders 
with Turkey and Azerbaijan remain closed and Armenia is 
dependent on Iran as a source of imports. Sargsian explained 
that for an extended period when access to goods via Georgia 
was limited because of unrest 

Sargsian said that Iran\'s ambassador іп Yerevan sought to 
meet with him almost every two weeks and was stepping up the 
pressure for the MOD to visit Tehran. 


5. (S/NF) Sargsian said that Armenia remained committed to 
working with the USG to combat terrorism and was cooperating 
with the U.S. on the border with Iran to contain the spread 

of WMD. Armenia will continue to ensure full transparency 
with the U.S. in its relations with Iran. 


6. (S/NF) The Ambassador thanked Sargsian for bringing the 
potential weapons sale to our attention before a deal was 
concluded and agreed to forward it immediately to Washington 
for consideration and response. But the USG continued to 
consider Iran as the number one state sponsor of terrorism 
and a U.S. approval of a weapons sale to Iran would be 
extremely unlikely. 


Action Request 


7. (S/NF) Request Department guidance on how to respond to 
Sargsian 
Armenia should the GOAM decide to proceed with the sale. 


Comment 


8. (S/NF) While Sargsian\'s approach shows a certain degree 
of naivete or at least unfounded optimism 

vet this sale with us also demonstrates that he values the 
relationship with the USG. While we anticipate Washington\'s 
negative reaction to this sale 

Armenia has little choice but to develop its relationship 

with Iran. If we approach this relationship with some 
understanding 

We want to encourage Armenia to maintain her policy of 
transparency regarding relations with her southern neighbor 
and would like to forestall her sliding into an even more 
intimate embrace with Tehran. 

EVANS 
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previous authorization requirements on investments in other 
sectors deemed of strategic interest 

transportation. It also removed all forms of portfolio 

authorization and established free movement of capital into Spain 
as well as Spanish capital out of the country. As a result 

Spanish law now conforms with the multi-disciplinary EU Directive 
88/361 

movements between member states as well as between such states 
and 

other countries 

residence rather than nationality. 


C. Registration requirements are simple and straightforward 
apply to foreign and domestic investments equally. They aim to 
verify the purpose of the investment 

investment. 


D. Spain\'s privatization process is slowing down because the 
government has already sold off most of its leading publicly 
owned companies. The process for those remaining is open to all 
investors. American companies have successfully participated in 
several purchases. This year 

privatizing railroad assets and shipbuilding companies. In 

2005 

plans to privatize at least six companies and reduce ownership 
shares gradually in firms where SEPI is a minority shareholder. 
SEPI has already initiated the privatization of IZAR 

shipyard 

construction. The liberalization of the railroad company RENFE 
is the second big project of the socialist government for 2005. 
The last Council of Ministers in December 2004 approved two 
royal decrees with the by-laws of the two new companies that 

will manage the Spanish rail network 


E. The Spanish government has liberalized the energy 

electricity 

These efforts have opened SpainYs economy to new investment 
including by American companies. However 

these changes have not been broad enough to fully stimulate the 
economy. For example 

analysts believe that Telefonica s dominant position undermines 
competition and innovation. Essentially 

difficult for new entrants to gain traction in sectors 

dominated by former state run monopolies such as Telefonica. 


2. Conversion and Transfer Policies 


There are no controls on capital flows. On February 

decree 1816/1991 provided complete freedom of action in financial 
transactions between residents and non-residents of Spain. 
Previous requirements for prior clearance of technology transfer 
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and technical assistance agreements were eliminated. The liberal 
provisions of this law apply to payments 

generated by foreign investments in Spain. Capital controls on 
the transfer of funds outside of the country were abolished in 
1991. Remittances of profits 

royalties from intellectual property can all be affected at 

market rates using commercial banks. 


3. Expropriation and Compensation 


Spanish legislation sets up a series of safeguards that virtually 
prohibit the nationalization or expropriation of foreign 
investment. No expropriation or nationalization of foreign 
investment has taken place in recent years. There are no 
outstanding investment disputes between the United States and 
Spain. 


4. Dispute Settlement 


A. Legislation establishes mechanisms to solve disputes if they 
arise. The judicial system is open and transparent 

slow- 

moving at times. The Spanish judiciary system is independent from 
the executive; therefore 

court rulings. Judges are in charge of prosecution and criminal 
investigation 

prosecution system allows for successive appeals to a higher 
Court of Justice. The European Court of Justice can hear the 

final appeal. In addition 

rulings of the International Court of Justice at The 

Hague. Spain is a member of both the International Center for the 
Settlement of Investment Disputes (ICSID) and the New York 
Convention of 1958 on the Recognition and Enforcement of Foreign 
Arbitral Awards. 

B. Spain has a fair and transparent bankruptcy regime. In June 
2003 

law which entered into force on September 1 


5. Performance Requirements/Incentives 

A. Performance requirements are not used to determine the 
eligibility or level of incentives granted to investors. A range 

of investment incentives exists in Spain 

according to the authorities granting incentives and the type and 
purpose of the incentives. 

B. Authorities that provide incentives in Spain: 


- 1. The European Union: 


The European Union provides incentives in the form of subsidies 
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in general development programs such as FEDER and F.S.E. FEOGA- 
Guarantee. They also provide programs to target specific sectors 
under the EU Sixth Framework Programme. The Government of Spain 
manages these incentives locally. However 

EU- 

sponsored programs are limited to companies located in the 

European Community. These incentives will become less 

financially significant over the coming years as Spain\'s 

increasing wealth and EU enlargement will lead to a smaller 

share for Spain of the EU\'s general development programs. 


- 2. The Central Government: 


- а. The central government grants incentives out of its 
annual budget. Usually 

Central government incentive programs are easily available for 
direct investment plans. The Ministry of Economy and Ministry of 
Science and Technology play active roles in granting the 
incentives. 


- b. The Foreign Investment Department 

of Economy 

government incentives. The Ministry of Economy\'s sector-related 
departments negotiate directly with the old market investors to 
inform them of incentives available for new investments. 


- 3. The Regional Government: 


Regional governments 
maintain specific programs to attract investment 
designed to complement central government incentives. 


- 4. Municipalities: 


- а. Municipal corporations offer incentives to direct 
investment by facilitating infrastructure needs 

licenses 

permits. Usually they are designed to help ease the initial 
operations of direct investment. 


-  b.Generally 

the management of each type of investment. This provides a 
benefit to investors as each autonomous community has a specific 
interest in attracting investment that enhances its economy. 


- с. Types of incentives available: 


-- Financial subsidies 

-- Exemption from certain taxes 

-- Preferential access to official credit 
- Reduction of burdens 


1. Per request in reftel and in preparation for the February 2004 Seventh Conference of the Parties 


JRGET US! 1. Summary. Central African refugees told Ambassador Wall not to forget their plight d 


son: 1.4 (B,D) 1. (C) Summary. On January 4, the Legislative Yuan (LY) once again refused to put | 
:MENT TEAM SIPDIS DCHA/FFP FOR LAUREN LANDIS DCHA BUREAU FOR ASSISTANT ADMI 
fact sheet to officials at TaiwanVs Ministry of Foreign Affairs, the National Science Council and the Na 


JNGWE 728 B. LILONGWE 15 1. (U) SUMMARY. The expanding rift (reftel A) between Preside 
rkish Ministry of Foreign Affairs Middle East Department Head Botsali. Botsali said Turkey strongly si 


Column 3 
companies 

- Bonuses for acquisition of certain material 

- Customs exemption for certain imported goods 

-- Real estate grants 

-- Guarantees granted in credit operations 

-- Loans with low interest 

-- Guarantee of dividends 

-- Professional training and qualification 

-- Indirect aid by means of supplying infrastructure facilities 
(accesses 


- а. Incentives from national 
governments and the EU are granted to Spanish and foreign 
companies alike without discrimination. 


- e. Spain is in compliance with WTO TRIMS [Trade-Related 
Investment Measures] obligations. 


6. Right to Private Ownership and Establishment 


A. The Constitution protects private ownership. Spanish law 
establishes clear rights to private ownership and foreign firms 
receive the same legal treatment as Spanish companies. 


B. There is no discrimination against public or private firms 
with respect to local access to markets 
supplies. 


7. Protection of Property Rights 


A. Spanish law protects property rights with enforcement carried 
out at the administrative and judicial levels. Any decision by 

the Administration pertaining to property rights can be appealed 
first at the administrative level and then at the judicial level 
which has three levels of court appeals. Property protection is 
effective in Spain 

legal system fully recognizes property rights and facilitates 

their acquisition and disposition. 


B. Spanish patent 

or exceed EU levels of intellectual property protection. Spain is 
a party to the Paris Convention 

Accord on Trademarks 

Spain has ratified the World Intellectual Property 
Organization\'s (WIPO) Copyright Treaty (WCT) and the WIPO 
Phonograms and Performances Treaty (WPPT) 

internet treaties. However 

legislation yet for these treaties because it has not 
implemented the EU Copyright Directive (dealing with much of the 
same substance of the internet treaties) yet. Some industry 
observers say that Spain is therefore lacking in protection of 
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internet-based intellectual property. The GOS recently unveiled 
an anti-piracy initiative which 

treaty implementing legislation slated for passage this year 
may address some of these problems. The GOSVs plans for 
combating intellectual property piracy may also have a positive 
effect in curtailing street piracy (discussed in section C). 


C. Public and private sector enforcement actions (especially 
private sector initiatives) using Spain\'s new patent 

and trademark legal framework have greatly increased the number 
of criminal and civil actions taken against intellectual property 
pirates. Despite enforcement efforts 

significant problem. Sale of pirate music CDs has increased 
dramatically 

operations. Industry sources estimate that illegal CDs 

constitute 3096 of the Spanish market with pirated versions of new 
releases approaching 50%. Pirated software 

are also sold widely. 


- a. Patents 

A non-renewable 20-year period for working patents is available 
if the patent is used within the first three years. Spain 

permits both product and process patents. 


Spain has ratified the 1973 Munich European Patent Convention 
allowing Spain to be designated in a European patent application. 
European patents are administered by the European Patent Office 
based in Munich (Germany). 

b. Copyrights 


The law extends copyright protection to all literary 

scientific creations 

United States are members of the Universal Copyright Convention. 
For protection 

organization. 


c. Trademarks 


There are various procedures to register a trademark in Spain. 

The Spanish Office of Patents and Trademarks oversees protection 
for national trademarks. Trademarks registered in the Industrial 
Property Registry receive protection for a 10-year period from 

the date of application 

granted for generic names 

Spanish customs or other inappropriate trademarks. Spanish 
authorities published a new Trademark law in 2001 (Law 17/2001) 
which came into effect in July 2002. 


Applicants must designate the countries where they wish to obtain 
protection. The World International Property Organization (WIPO 


i on January 8. Charge encouraged the participation of ROYG military officers in this year's meeting 
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headquartered in Geneva) oversees an international system of 
patent registration. However 

firms with an establishment in a country which is a party of the 
Agreement or the Protocol. 


Business may seek a trademark valid throughout the EU. The 
Office for Harmonization in the Internal Market (OHIM) for the 
registration of community trademarks in the European Union 
started its operations in 1996. Its headquarters are located in 
Alicante: 


Oficina de Armonizacion del Mercado Interior (Office for 
Harmonization in the Internal Market) 

Avenida Aguilera 

03080 Alicante 

Tel: (34) 96-513-9100 

Fax: (84) 96-513-9173 


8. Transparency of the Regulatory System 


A. Spain modernized its commercial laws and regulations following 
its 1986 entry into the EU. Its local regulatory framework 

compares favorably with other major European countries. 
Bureaucratic procedures have been streamlined and much red tape 
has been eliminated 

can still suffer delays. Efficacy of regulation at the regional 

level is uneven. 


B. Quasi-independent regulatory bodies exist in several sectors; 
however 

fighting to assert their independence. Making the transition from 
state-owned monopolies to promoting full and open competition has 
been a slow 


C. The comment process for proposed rule-making changes is not 
as formal as in the United States. Spain does not have an 

official comment procedure for government regulations like the 
U.S. system. Most new laws and regulations are published as 
drafts before they go into force 

but by the time they are published 

opportunities to 

change them. Government officials do seek out stakeholder 
comments before finalizing significant regulations 

comment system is geared towards collecting input from officially 
recognized industry sector associations or consumer 
organizations. The general public will not necessarily be aware 
of a regulation until it is finalized and published. 


9. Efficient Capital Markets and Portfolio Investment 


A. Lower interest rates due to the convergence of monetary policy 
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following the adoption of the euro has led to a significant 
lowering of interest rates in recent years. Foreign investors do 
not face discrimination when seeking local financing for 
projects. There is a large range of credit instruments available 
through Spanish and international financial institutions. Many 
large Spanish companies rely on cross-holding arrangements and 
ownership stakes by banks rather than pure loans. However 
arrangements do not act to restrict foreign ownership. Several 
of the largest 

Spanish companies that engage in this practice are also traded 
publicly in the U.S. 


B. Corporate scandals in the U.S. and Europe 

further integration of European capital markets and efforts to 
make Spain a more attractive destination for foreign investment 
have led to several new initiatives to improve the transparency 
of capital markets and corporate governance. Spanish business 
organizations and private economic think tanks are pro-active on 
corporate governance issues. In 2003 and 2004 

leaders created a progressive code of business practices and 
ethics. In 2004 

codified the business codes and required Spain\'s listed 
companies to follow a rigorous set of corporate governance and 
transparency rules. Spain\'s government views corporate 
governance rules as a means of ameliorating the effects of 
concentrated economic power and preventing a major corporate 
scandal along the lines of Enron or Parmalat. 


Due to extensive cross-ownership within a small universe of 
dominant companies 

Spanish corporations have traditionally not had truly independent 
board members. This situation is slowly changing 

leading Spanish companies introducing independent members to 
their boards in an effort to improve transparency. 

Hostile takeover rules and the threat of a government \"Golden 
Share" veto have been used to prevent takeovers of companies. 
While surfacing on occasion in purely Spanish transactions 
defenses are most often used when the acquiring company was 
partially or fully owned by other governments 

government and securities regulators acting to prevent what they 
interpret as another government taking over a privatized Spanish 
company. A European court of Justice decision has ruled 

such practices illegal. 


C. The domestic Spanish banking system is regarded as healthy 
with four banks dominating the market. Spanish regulators have 
recently focused attention on these banks\' exposure to non- 
performing Latin American assets 

provisions against this exposure. In 2003 

investment abroad was USD 27.5 billion 

drop from the 2002 annual level. During the first six months of 
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2004 

foreign direct investment 

with investment in the first semester of 2003. (Note: Statistics 

on Spanish overseas investments and foreign investments in Spain 
for the second semester of 2004 will be available in May or June 

of 2005.) The drop in Spanish overseas investment reflects 

part 

Latin America as many of the major privatization there have 
already taken place. 


10. Political Violence 


A. The Government of Spain is involved in a long-running campaign 
against Basque Fatherland and Liberty (ETA) 

organization founded in 1959 and dedicated to promoting Basque 
independence. ETA regularly targets Spanish government 
officials 

journalists 

for assassination. U.S. citizens and U.S. companies have not 
been ETA targets. In recent years 

secured greater security cooperation from French authorities on 
the ETA threat. ETA reaffirmed its commitment to using terror in 
the wake of September 11. ETA has killed over 40 persons since 
January 2000 and about 850 persons since its founding. Its main 
methods are car bombs and assassinations with firearms. ETA 
operatives extort Vrevolutionary taxes!" from businesspersons and 
professionals living in the Basque region 

their property to intimidate them into paying extortion demands. 
ETA supporters also engage in street violence and vandalism 
against government facilities 

banks) 

cause. In 2004 

ranking ETA members and two top ETA leaders were arrested in 
France. ETA responded by detonating small bombs in Madrid and 
other cities 

been greatly weakened by the 2004 arrests. 


B. On March 11 

trains headed for Madrid\'s central Atocha train station. 

Several foreign nationals died in the attack 

were no American citizen casualties. Islamic extremists remain 
active in Spain and if there are other attacks 

citizens/property could be hurt/damaged 

citizens and companies in Spain have not been direct Islamic 
terrorist targets. 


11. Corruption 


A. Giving or accepting a bribe is a criminal act. Under the 
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Spanish civil code 

are prohibited from deducting bribes from domestic tax 
computations. 


B. Spain has a wide variety of laws 

dealing with corruption. The legal regime has both civil and 
criminal sanctions for corruption 

malfeasance 

by the fact that only natural persons 

persons 

company. Furthermore 

cannot begin until there is a finding of criminal liability 

against a natural person. Although the Ministry of Justice has 
initiated an amendment process to provide for sanctions of legal 
persons 


C. Spain is a signatory of the OECD Convention on Combating 
Bribery 

corruption. The government is working to amend domestic law to 
make the Convention a more useful investigative and prosecutorial 
tool. 


D. The General State Prosecutor is authorized to investigate and 
prosecute corruption cases involving funds in excess of roughly 
USD $500 

subordinate unit of the General State Prosecutor 

prosecutors in Madrid 

with investigating and prosecuting domestic and international 
bribery allegations. There is also the V'Audiencia Nacional 

corps of magistrates given broad discretion to investigate and 
prosecute alleged instances of Spanish businesspeople bribing 
foreign officials. 


E. Spain enforces anti-corruption laws on a generally uniform 
basis. Public officials are probably subjected to more scrutiny 
than private individuals 

business executives have been successfully prosecuted for 
corruption. There is no obvious bias for or against foreign 
investors. U.S. firms have not identified corruption as an 
obstacle to investment in Spain. 


F. Conversations with representatives of the Spanish legal 
community indicate that the Convention is increasingly being 
taken into account in the drafting of contracts. Spanish 
companies 

clauses protecting them against requests for bribes be inserted 
into business contracts. Tax evasion 

work in cash-based sectors has reportedly been heavy. 


11.B Bilateral Investment Agreements (Ana Maria please check 
this section and provide updated numbers for the remainder of 
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the report). 


A. Spain has concluded bilateral investment agreements with 
Hungary (1989) 

Republic (1990) 

Tunisia (1991) 

Uruguay (1992) 


(1996) 

Estonia (1997) 

South Africa (1998) 

(1999) 

(2001) 

Federal Republic of Yugoslavia (2002) 
(2002) 


B. Spain and the United States have a Friendship 

Commerce (FCN) Treaty and a Bilateral Taxation Treaty (1990). 
Spanish officials have indicated that they would like to keep 

the FCN 

Member States to terminate bilateral FCN agreements. 


11.C OPIC and Other Investment Insurance Programs 


A. As Spain is a member of the European Union 

not applicable. Various EU directives 

law 

currently a member of the World Bank\'s Multilateral Investment 
Guarantee Agency (MIGA). 


11.D Labor 


A. Employment estimates for 2004 show that there are about 19.2 
million Spaniards in the work force. This figure is expected to 
climb to 19.5 million for 2005. Meanwhile 

continued 

its decrease from the 1994 high of 24.2 percent down to 10.54 
percent in third quarter of 2004. Unemployment for women 
continues to be substantially higher than the male average 

14.38 percent compared to 7.87 percent. Spain faces a shortage 
of 

high-tech workers for its IT sector 

its fishing and agricultural industries. 


B. Labor market reforms in 1994 and 1997 eased Spain\'s well- 
known labor market rigidities but did not fundamentally change 
the difficult labor situation. The result is that one third of 
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all employed Spaniards are classified as temporary hires. 
SpainVs new socialist government promised to reform labor laws 
as part of their electoral program. The government would like 

to move people from short-term contracts to regular employment 
status 

have not been implemented. The government recognizes that labor 
market reform is essential to increasing productivity 

Spain needs to do as it faces competition from lower-wage EU 
accession countries. Collective bargaining reform should be 
part of this effort 

In early 2005 

indexing the minimum wage to inflation. The unions supported 
this position and employers accepted it 

unenthusiastically with some employer representatives 
questioning the decision. 


C. Collective bargaining is widespread in both the private and 
public sectors. Sixty percent of the working population is 
covered by collective bargaining agreements although only a 
minority (generally estimated to be about 10 percent) are 
actually union members. Under the Spanish system 
delegates to represent them before management every four years. 
If a certain proportion of those delegates is union-affiliated 
those unions form part of the workers committees. Large 
employers generally have individual collective agreements. In 
industries characterized by smaller companies 

agreements are often industry-wide or regional. 


D. The constitution guarantees the right to strike and it has 
been interpreted to include the right to call general strikes 
called to protest 

government policy. 


11.E Foreign-Trade Zones/Free Ports 


A. Both on the mainland and islands there are numerous free trade 
zones (in most Spanish airports and seaports) where 
manufacturing 

sampling and other commercial operations may be undertaken free 
of any Spanish duties or taxes. The largest free trade zones are 

in Barcelona 

warehouse to several square kilometers. Spanish customs 
legislation allows for companies to have their own free trade 

areas. Duties and taxes are payable only on those items imported 
for use in Spain. These companies have to abide by Spanish labor 
laws. 


11.F Foreign Direct Investment Statistics 


2001* 2002* 2003* 
(USD millions) 
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Total new foreign 
direct investment 

in Spain 29 
18 


U.S. direct investment 
in Spain 4 
15 


U.S. share of total 
direct invest. (96) 14.64 
50.75 31.11 


Total new Spanish 
investment abroad 40 
27 


Spanish investment in U.S. 1 
1 


U.S. share of total 
Spanish invest. (26) 
3.80 3.44 6.37 


New Foreign Direct Investment in Spain (2003*): by country of 
origin 


U.S. 31.11percent 

The Netherlands 13.93 percent 
Germany 3.69 percent 
United Kingdom 13.87 percent 
France 3.40 percent 
Luxembourg 7.96 percent 
Canada 9.92 percent 
Italy 5.7 percent 

Sweden 2.49 percent 


Other EU countries 1.91 percent 


New Foreign Direct Investment in Spain (2003*): by industry 
sector destination 


Food and Beverage 0.42 percent 

Electric Energy Production 3.13 percent 
Manufacturing 9.83 percent 
Commerce 3.10 percent 
Transportation and Communication 12.54 percent 
Banking and Insurance 2.12 percent 

Real estate and services 7.06 percent 


Company Management and 
Share Holding 53.69 percent 
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Others 4.96 percent 


Source: Directorate General of Foreign Trade and Investment 
Ministry of Industry 

Note (*): data are not comparable with previous investment 

figures for previous years. It is a new concept that corresponds 

to Registered Gross Investment discounted: a) acquisitions of 
shares and stakes in Spanish companies from other non-residents; 
and b) multiple accounting for the same investment as a result of 
business group restructuring in Spain. 


11.G Major Foreign Investors 

Foreign investment has played a significant role in modernizing 

the Spanish economy over the past 35 years. Attracted by SpainVs 
large domestic market 

foreign companies in large numbers have set up operations. 
Spain\'s automotive industry is almost entirely foreign-owned. 


Multinationals control half of the food production companies 
third of chemical firms and two-thirds of the cement sector. 
Several foreign banks have acquired networks from Spanish banks 
and foreign firms control close to one third of the insurance 
market. In 2003 

direct investment 

investment in 2002. In 2003 

were the largest investors accounting for 41.09 percent. By 
countries 

Netherlands 

Luxemburg 
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COMMITMENT WILL BE LONG-LASTING. THE OP-ED IS ANNOUNCED IN A 
FRONT-PAGE SIDEBAR: WIN A LETTER TO OUR PAPER 

PRESIDENT CONVEYS HIS LONG-LASTING COMMITMENT TO HELPING THE 
VICTIMS OF THE TSUNAMI." 


UNDERNEATH THE OP-ED HENRI VERNET COMMENTS: VIT IS A RARE 
OCCASION WHEN PRESIDENT BUSH SPEAKS DIRECTLY TO A COUNTRY 
OTHER THAN HIS OWN. IF HE HAS CHOSEN TO DO THIS AT THIS TIME 
IT IS BECAUSE THE TRAGEDY WHICH HAS HIT SOUTH ASIA IS OF AN 
UNPRECEDENTED MAGNITUDE. IT MAY ALSO BE BECAUSE THE INITIAL 
U.S. REACTION TO THE TRAGEDY WAS VERY MUCH CRITICIZED 

THE PRESIDENT ON THE FRONT LINES. TO COUNTER THIS CRITICISM 
THE WHITE HOUSE HAS DECIDED TO EXPLAIN AMERICAYS ACTIONS TO 
WORLD OPINION DIRECTLY. 


THE OP-ED WAS MENTIONED BY AGENCE FRANCE PRESSE 


Prague has reviewed the list of services sectors transmitted reftel. We submit the following rating of 
(S) REF: SECSTATE 270425 Classified By: EST Counselor Robert W. Dry for Reasons 1.5 (b) and 
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STATIONS 
NEWS TELEVISION STATION LCI. 


FRONT-PAGES OF TODAY\'S MAJOR DAILIES ARE DEVOTED TO DOMESTIC 
SOCIAL ISSUES 

THEIR LEAD STORIES TO THE AGREEMENT REACHED IN BRUSSELS 
BETWEEN AIRBUS AND BOEING. \"THE U.S. AND EUROPE SIGN AN 
ARMISTICE\" HEADLINES LES ECHOS WHILE LA TRIBUNE TITLES 
VNEGOTIATIONS ON TRACK IN ΤΗΕ BOEING-AIRBUS DISPUTE. THE 
EDITORIAL NEVERTHELESS SUGGESTS THAT BEFORE AN \"ACCEPTABLE 
COMPROMISE IS REACHED 

SIMILAR TO A HIGH WIRE ACT.\" (SEE PART C) 


LEFT-OF-CENTER LE MONDE DEVOTES ITS EDITORIAL TO THE DETAINEES 
IN GUANTANAMO BAY 

MONSTER.\" (SEE PART C) LEFT-OF-CENTER LIBERATION CARRIES А 
FULL-PAGE REPORT ON THE TRIAL OF CHARLES GRANER FOR HIS 
CONDUCT IN THE ABU GHARAIB PRISON. THE ARTICLE CARRIES THE 
CONTROVERSIAL PICTURE OF THE PRISONERSY PYRAMID. IN A REPORT 
ON THE GROWING VIOLENCE IN IRAQ POPULAR RIGHT-OF-CENTER FRANC 
SOIR ASKS: \"AFTER THE ELECTIONS 


MANY REPORTS CONTINUE TO BE DEVOTED TO THE AFTERMATH OF MAH 
ABBAS\'S ELECTION AND TO SHARON\'S PHONE CALL TO THE NEWLY- 
ELECTED PALESTINIAN PRESIDENT. IN RIGHT-OF-CENTER LE FIGARO 
ALEXANDRE ADLER EXPLAINS WHAT SHARON CAN REASONABLY EXPECT 
FROM THE PALESTINIANS IN THE SHORT TERM. (SEE PART C) LEFT-OF- 
CENTER LE MONDE CARRIES AN OP-ED PENNED BY FORMER MIDDLE EAS 
ENVOY DENNIS ROSS 

MUBARAK.\" \"PRESIDENT MUBARAK SUPPORTED ABBAS. AND DECLARED 
THAT SHARON MAY BE THE MAN WHO CAN BRING PEACE. WE AMERICANS 
NEED TO COLLABORATE WITH THE EUROPEANS. THERE IS AN OPENING. / 
HISTORIC MOMENT WHICH MAY NOT LAST. IF WE DO NOT GRASP THIS 
OPPORTUNITY IT MAY BE LOST FOR ALONG TIME.\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
MIDDLE EAST - PALESTINIAN ELECTION 


VWHAT CAN WE FEAR 

ALEXANDRE ADLER IN RIGHT-OF-CENTER LE FIGARO (01/12): VA 

SINGLE QUESTION COMES TO MIND: WILL HE SUCCEED? WE WOULD LIKE 
TO SAY HE WILL 

GUYS 

THE BIGGEST STUMBLING BLOCK MAY BE ISRAEL AND THOSE WHO ARE 
ASKING FOR TOO MUCH TOO SOON FROM ABBAS. PALESTINIAN OFFICIAL: 
CAN GIVE A LOT ON SECURITY ISSUES 

FORCE AND CUNNING. MUCH CAN BE ASKED OF THEM 

PUBLICLY." 


GUANTANAMO 
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VGUANTANAMO 

LEFT-OF-CENTER LE MONDE IN ITS UNSIGNED EDITORIAL (01/12): 

VTHE VENUE OF GUANTANAMO WAS CHOSEN BECAUSE IT CAME UNDER N 
JURISDICTION 

PENTAGON'S INTENTION 

CREATE A ZONE THAT WOULD STAND OUTSIDE THE LAW 

AL-QAEDA COMBATANTS. COULD BE DETAINED 

INTERROGATED WITHOUT JUDICIAL CONTROL. A PENTAGON SPOKESPER 
ANNOUNCED ON JANUARY 6 THAT AMONG THE DETAINEES IN GUANTANA 
AROUND 25 PERCENT HAD SOME "VALUEY IN TERMS OF INTELLIGENCE. 
EVEN IF THIS WAS REASON ENOUGH TO DETAIN THEM 

SAID ABOUT THE OTHER 75 PERCENT? WHAT ARE THE CHARGES AGAINS 
THEM? BEFORE WHAT JURISDICTION WILL THEY BE ABLE TO ANSWER TH 
CHARGES AND WHEN? . 

FBI DOCUMENTS OBTAINED BY HUMAN RIGHTS ACTIVISTS HAVE REVEALE 
THAT INTERROGATION PROCEDURES IN GUANTANAMO INCLUDED VIOLEN 
THE INTERNATIONAL RED CROSS 

U.S. TO WATCH OVER THE CONDITIONS OF DETENTION 

NOVEMBER 2004 CALLED ATTENTION TO METHODS WHICH WERE 
"EQUIVALENT TO TORTUREN 

THE SIMPLE TRUTH IS THAT AMERICAN OFFICIALS CREATED A LEGAL 
MONSTER IN GUANTANAMO BAY. THEY MUST PUT AN END TO THE 
SITUATION 

DETAINEES WHOSE FILES ARE EMPTY AND BY CHARGING THE REST 
BEFORE ORDINARY COURTS OF LAW.\" 


AIRBUS-BOEING AGREEMENT 


“А HIGH WIRE ACT" 

PASCAL AUBERT IN CENTRIST LA TRIBUNE (01/12): "RATHER THAN 

GOING BEFORE THE WTO 

OF WISDOM. NEITHER SIDE APPEARS EAGER TO LET THE TRADE SHERIFF 
PUT ITS NOSE IN THE BILATERAL AGREEMENT REACHED IN 1992. FOR 
BOTH WASHINGTON AND BRUSSELS 

A TWO-SIDED AGREEMENT. HAVING MADE THE SAME ANALYSIS 

SIDES OF THE ATLANTIC HAVE OPTED FOR A TRUCE. BUT WHAT REMAINS 
TO BE FOUND IS AN ACCEPTABLE COMPROMISE. THE DISCUSSIONS WILL 
BE AN EXERCISE SIMILAR TO A HIGH WIRE ACT. THE POSITIONS ARE 
STILL SO FAR APART 

FIRST CONDITION IS FINDING A COMMON LANGUAGE 

WHEN IT COMES TO SPEAKING ABOUT AID AND COMPETITION. THE 
AMERICANS SPEAK OF AIRBUS\S `UNFAIRV SUBSIDIES 

LEGITIMATE AID. ANOTHER CONDITION FOR SUCCESSFUL NEGOTIATIONS 
IS THE NEED FOR STRICT EQUALITY OF TREATMENT 

VERIFIABLE AT ALL TIMES. SO AS TO REACH A REGIME THAT IS 
TRANSPARENT AND WILL AVOID FUTURE DISPUTES." LEACH 
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should there be any future conflict between Kuwait and Iraq. 
On Iraq 

recognize the \"impossibility\" of establishing an Islamic 
Republic there. End Summary. 


Kuwaiti-Iranian Relations Good 


2. (C) Kuwait University Political Science Chairman Professor 
Abdull Redha Assiri told Poloffs January 11 that the state of 
Kuwaiti-Iranian relations is generally good 

and Egypt share the best reputations amongst Arab countries 
іп Iran. Although Kuwaitis and Iranians do a brisk trade in 
many legitimate goods 

transshipment point for smuggled goods and drugs. 


Iranian Regional Policy 


3. (C) Assiri said Iranians are generally businesslike and 
rhetoric notwithstanding 

the same manner. He noted that Iran had been \"positively 
neutral" during the liberation of Kuwait 

to U.S. violations of their airspace while at the same time 
accepting fleeing Iraqi aircraft. He asserted that in the 
event that Kuwait and Iraq have some sort of future conflict 
Iran would act as a Vbalancer 

Iraqi occupation 

if Arab states did nothing to restore Kuwaiti sovereignty. 


Iranian Involvement in Iraq 


4. (C) Turning to Iranian involvement in Iraq 

Iran recognizes 

conditions in Iraq will not allow for the implementation of 

an Islamic Republic; accordingly 

trying to establish one there. Rather 

is involved in Iraq only insofar as it views itself as the 
\"guardians of Islam\" and a neighbor. (Note: This contradicts 
what Sunni GOK officials have told Emboffs. End Note.) 


Internal Policy: A Multi-Headed Dragon Dogged by Poverty 


5. (C) On Iranian internal politics 

nationalism and religion were the two major political 

currents driving events inside the country. Although he 
described the current environment as one in which V'politics 

is made in Qom and exported to Tehran and every small town 


Column 3 

contains an Iranian Revolutionary Guard Force (IRGC) element 
he said that major changes were afoot which would steadily 
decrease the influence of hardline clerics in the country. 

Chief among these 


6. (C) Assiri said the average lranian leaves their home for 
work at 6 AM and doesn't return until midnight 

week. During this period 

which pays a monthly salary of 80 

90-120) 

where the combined monthly salary is another 80 
100 

wealth should be the foundation of a strong economy 
hard life 

majority has no recollection of the Revolution. Assiri 
predicted that poor economic conditions in Iran would 
eventually lead to the downfall of the current hardline 
regime; for now 

influence of the thoughts of Ayatollah Khomeini. 


7. (C) Assiri took the opportuntiy to suggest that the U.S. 
unfreeze assets to reach out to Iranian moderates. 


8. (C) Comment: Assiri is a well-regarded strategic thinker 
and visits Iran often enough to be able to provide reliable 
commentary on Iranian policy. As with most of posts Shiite 
contacts 

Assiri downplays the influence of Iranian state actors in 

Iraq. His assertion that Iran cannot successfully export the 
concept of velayat e faqih to Iraq is accurate; his belief 

that they are not trying to may be naive. 
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2. The grilling of Justice Minister and MP Ahmed Baqer by 
liberal MP Jamal Al-Omar 

Assembly which began July 2003 

unconvincing and was also the most poorly attended as most 
MPs departed to their offices or a common room to follow the 
proceedings on TV. (Note: Justice Minister and MP Ahmed 
Bager 


zer conducted a site visit of TEK-GER company at the address provided in reftel. The company appe 
1. (SBU) Summary: On December 27, poloff met with Osman Kaplan, Deputy Director of the Foreigr 


has offered to facilitate the delivery of private contributions to tsunami victims in the Indian Ocean re 


nVs legal framework for access to genetic resources and benefit sharing (abs). Taiwan is neither a m 
, Investigator, to travel to Madrid, January 29-February 2, to give a lecture at the Instituto de Salud Ce 


TRY: Republic of Bulgaria 2.(U) DATE: January 11, 2005 3.(SBU) HEAD OF GOVERNMENT Name 
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Islamist ministers. The other two Islamists in the cabinet 

are Health Minister Dr. Mohammed Al-Jarallah and Minister of 
Awqaf and Islamic Affairs Dr. Abdullah Al-Maatoug. End Note.) 
At one point 

most were talking among themselves apparently paying little 
attention to the deliberations. 


3. The debate lasted over nine hours during which Al-Omar 
charged that serious violations in the Public Authority for 
Minor\'s Affairs (РАМА) took place and that the Justice 
Minister refused to attest marriage contracts to bidoon 
couples (stateless Arabs) 

give up their pursuit of Kuwaiti citizenship. Al-Omar 
described this as a violation of Islamic teachings and human 
rights principles. In his 122 page motion 

accused Bagger of taking no action against investments that 
involved trading in pork and accepting interest -- both 
actions are forbidden in Islam -- by the Public Authority for 
Minor Affairs (PAMA) 

authority. In his presentation of PAMAVs irregularities 
Al-Omar also claimed the public authority cheated some 
recipients from funds entitled to them. 


4. Вадег defended his position saying the grilling was a 
personal attack because most of the accusations took place 
before he became Justice Minister. Bager also defended 
himself against the pork allegations saying immediately after 
hearing about the matter 

cabinet to tighten measures against the entry of pork 
products. Bager challenged Al-Omar in the discussions to 
produce any substantiated violations or irregularities 
committed by PAMA officials saying the authority had been 
praised by the GOK and the independent audit bureau. Bager 
also stated there is no official policy to ban the 

attestation of marriage contracts of bidoon couples or 
marriages involving bidoons. The grilling ended uneventfully 
when 11 MPs called for the formation of a committee by the 
Ministry of Justice to investigate the allegations. 

(Comment: The decision to investigate the allegations is most 
likely a face-saving measure designed to pacify MPs on both 
sides of the argument and is unlikely to lead to any 
meaningful resolution of the allegations. End Comment.) 


Liberals vs. Islamists or Personal Feud? 


5. All three mainstream Sunni Islamic groups supported the 
Justice Minister\'s case. The Sunni Islamic Bloc held a 
meeting on January 9 to publicly defend Bager\'s V'clean 
record as ап MP and minister. Despite MP Al-OmarVs 
accusations 


Column 3 

the session. Many observers saw this inquiry as a 

tit-for-tat response by liberals to the IslamistVs 

unrelenting attacks on non-Sunni-Islamist cabinet ministers. 


6. (Comment: This grilling more likely rose from a personal 
feud between Al-Omar and Bager. In 2004 

have accused Al-Omar of corruptly buying his parliamentary 
seat. Al-Omar responded to the attack inquiring how Bager 
was ever appointed a minister and saying that he was not even 
fit to be a teaboy in a ministry. End Comment) 
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their families.\" Al-Maqamis also asserted that the agreement 
permitting the return of Amtiri also applied to the other 11 

and said the GOK would detain and prosecute any detainee 
returned to Kuwait. (Note: PM Shaykh Sabah made the same 
statement to the Ambassador January 8 and to Deputy Secretary 
Armitage and Secretary Rumsfeld in late 2004. Postis not 
aware of any blanket agreements on detainee transfers 
although the GOK position appears to be that its diplomatic 
notes on the transfer of Amtiri and on charges facing Adel 
Zamil Abdul Mohsin Al-Zamil (ref c) 

that the GOK will take appropriate legal measures against 
repatriated detainees 

Additionally 

reached on domestic legal action against detainees with 
Ambassador Prosper. Post notes and reporting do not support 
this contention 

on this point. End Note.) 


3. (S/NF) Al-Maqamis also raised the case of Abdelraham 
Al-Bathali (also Abd-Al-Rahman Mubarak Mishkis) 

that Al-Bathali\'s father claims the young man has been 
released from Abu Ghraib. He added that Iraqi Human Rights 
Minister Bakhtiar Amin recently informed the GOK of 
Al-Bathali\'s release and advised him of the detention of two 
other Kuwaitis. Based on information provided in ref b 

has previously and informally confirmed to the GOK 
Al-BathaliVs detention. We have no definitive information on 
his present status and receive updates from the ІС and ICRC 
by way of the GOK. 


| RESPONSE MANAGEMENT TEAM SIPDIS DCHA/FFP FOR LAUREN LANDIS DCHA BUREAU F 
-ECTION OF DATA ON SERVICES IN RENEWABLE ENERGY AND AIR AND NOISE POLLUTION / 


f Staff to President Purvanov, Andrei Karaslavov, called on the Ambassador to request a meeting beh 
anges, principally in Europe. Several of the high profile Ambassadors had been appointed to their pr 
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4. (S/NF) Action Requested: Please provide Post with 
information of the status of Al-Bathali that can be released 
to the GOK. We seek background on his arrest 

is responsible for his detention 

facilities in Iraq 

in the near term. Please also provide information on any 
other Kuwaiti nationals currently detained in Iraq. 


5. (S/NF) Comment: Although GOK officials regularly raise 
the status of incarcerated Kuwaiti nationals with emboffs 

given the six months it has taken for the repatriation of 

Amtiri 

of these criminals. The real problem is public relations. 
Al-Bathali\'s father and attorneys for the Gitmo 12 excel at 
keeping the story in the press. There is also mounting 

pressure from conservative Members of Parliament on the GOK 
to do more for its nationals. Al-Maqamis informed Pol Chief 
that he has been summoned several times to explain to MPs on 
the Human Rights Committee why the MFA has failed to obtain 
from the U.S. information on detained Kuwaitis. Our 

inability to provide accurate information on Al-Bathali is 
particularly unfortunate since Parliament will soon consider 
matters of importance to the U.S. 

agreement and debt relief for Iraq. We will continue to face 
criticism from several Islamists in Parliament 

help the GOK to help us if we could answer the mail on 
Al-Bathali. End Comment. 


6. (U) Baghdad: Minimize Considered. 
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of the International and Arab Labor Standards and Basic 
Principles and Rights at Work." The purpose of the seminar 
given to 30 labor inspectors and legal affairs officers 

help them understand how to apply the six core ILO conventions 
the UAEG has signed. MoL U/S Dr. Khalid Al Khazraji opened the 
seminar by reading a keynote speech by Minister of Labor Dr. Ali 
ΑΙ KaVabi stressing the UAEVs intention to adhere to and 
implement international conventions. End Summary. 


2. (U) From January 8-10 

Affairs (MoL) hosted a seminar in Dubai entitled “Тһе Role of 
the Labor Department in the Implementation of the International 
and Arab Labor Standards and Basic Principles and Rights at 
Work. Organized in cooperation with the Arab Center for Labor 
Management and Employment in Tunisia 

by 30 MoL inspectors and legal affairs officers. MoL U/S Dr. 


A TAGS: ETRD, ECON, ENRG, EPET, PREL, PL, Poland-Russia SUBJECT: Poland Pleasantly Sur 
B) 04 YEREVAN 2656 C) 04 YEREVAN 165 Classified By: Amb. John Evans for reasons 1.4 (b) and 


in both government organizations and state-owned enterprises. In 2003-2004, the GDRC negotiated : 


га second term on January 7. His inauguration was delayed by several hours because of a tug-of-w: 
IRGESS AND JONATHAN KIMBALL E.O. 12958: DECL: 01/10/2014 TAGS: ECON, EFIN, ETRD, PI 
1 the Ministry of Foreign Affairs and the Ministry of Industry, Tourism and Commerce, urging Spain to 
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Khalid Al Khazraji opened the seminar by reading a keynote 
speech by Minister of Labor Dr. Ali Al KaVabi stressing the 
UAE\'s intention to adhere to and implement international 
conventions. He noted that the UAE had ratified nine ILO 
conventions 

stressed that \"ratification of international labor conventions 
obligates the country to observe them in national legislation 
and practice. This puts a huge responsibility on labor 
officials to monitor the UAE\'s obligations in labor standards." 


3. (SBU) On January 11 

Al Khazraji to get a readout on the seminar. Al Khazraji said 
the purpose of the seminar was to help the MoL participants 
understand how to apply 

conventions that the UAE had signed. Al Khazraji said other 
topics discussed included a comparison of UAE law to ILO 
standards 


4. (SBU) The four main presenters at the seminar were two 
experts from the Tunisian Arab Labor Center and two experts from 
the MoL. According to Al Khazraji 

mainly young up-and-comers at the MoL. For some it was their 
first exposure to the ILO conventions. Participants especially 
enjoyed the workshop session 

groups 

convention. 


5. (SBU) CG asked whether the seminar had dealt at all with the 
labor union law. Al Khazraji said the seminar had not dealt with 
that law 

drafted yet. Would the new law allow foreign workers to join 
labor unions 

debating that issue. 


6. (SBU) Regarding the recently released statistic that 11 

labor complaints involving 16 

the MoL in 2004 

growing market -- this is to be expected." He said 80 percent 

of the disputes were resolved at the MoL rather than going to 
court. Al Khazraji additionally claimed that workers themselves 
were partially to blame in many cases. “"Тһеу wait until after 
they haven't been paid for six or seven months before coming to 
us 


7. (SBU) Comment: UAEG officials have told us repeatedly that 
they understand the need to revise their labor law to bring it 
more in compliance with ILO standards. The issue of allowing 
labor unions is a sensitive one here 

understands must be dealt with as part of FTA negotiations with 
the U.S. In the meantime 


al/Economic Officer Kathleen FitzGibbon for reaso ns 1.4 (b) and (d). 1. (C) SUMMARY. During a v 
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at the dam several times 

say it is treaty compliant 

recent round of discussions January 4-7 yielded no results 
India had proposed fresh technical talks 

they could lead to a further convergence of views. MEA 
Spokesman Navtej Sarna told the press on January 11 that the 
GOI had provided volumes of data beyond treaty requirements 
which V'should convince (Pakistan) that the technical 
parameters of the project do not violate Indus Waters Treaty 
provision." Singh found it unfortunate that Islamabad seems 
prepared to go forward with arbitration 

\"they will be disappointed. V" 


3. (C) Singh attributed the Pakistani position on 
arbitration to politics 

technical issues. Pakistan wants to prevent water projects 
in J&K 

benefits Kashmiris. He asserted that the Baglihar Dam would 
have a major positive impact on electricity supplies in the 
state 

have major political benefits for New Delhi 

not forego 

project. The Pakistani position was a signal to Kashmiris 
that Islamabad has a veto on development in J&K 

which India could not accept. 


4. (C) Looking back historically 

the Dam as analagous in some respects to the Wullar 
Barrage/Tulbul Navigation Project 

several months as a favor to Benazir Bhutto 

provision. Once the GOI stopped it 

Vhad what it wanted 

after that. India will not make the same mistake again. 
Singh recalled that the Indus Waters Treaty had worked very 
well so far 

crisis 


World Bank View 


5. (C) In a January 12 conversation with D/Polcouns 
Bank New Delhi official who is very familiar with the case 


nk surprised markets January 11 by announcing a 1 percent rate cut decided at the first meeting of tl 
of gross violations of human rights by any of the Bangladesh armed forces units identified to participe 
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observed that Pakistan is very serious about seeking 
arbitration because it sees the bilateral process as going 
nowhere. The arbitration process would have to follow a 
strict series of steps 

longer 

route in the past 

of hypotheticals that could influence the process 

could predict its course 


Comment 


6. (C) We have rarely seen Arun Singh more confident on an 
issue than this one. He was beyond comfortable 

clearly that the GOI has done its homework and is prepared 
for arbitration 

that the dispute is V'not about water 

Kashmir politics 

of this case 

Pakistan 

page item 

and has little public resonance. 


7. (C) While it may be preferable for the case to be 

resolved bilaterally 

posturing on both sides have shown few results. It is 
encouraging for Indo-Pak normalization that the parties have 
a neutral mechanism to decide the outcome 

hypothetical World Bank timeline for arbitration suggests 
that the dispute could hang over the Composite Dialogue for 
quite some time 

Given the local World Bank officeVs lack of independent 
views on this looming dispute 

Washington perspectives on the views of IBRD headquarters 
regarding process 

project. 
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4. (C) Sharon said that these steps by Palestinians will 

open the door to renewed security and intelligence 

cooperation with Israel. Also 

determination to proceed with the disengagement plan 

said that Palestinian security actions would pave the way for 
cooperation and coordination on disengagement. On the other 
hand 

Palestinians 


5. (C) Sharon repeated his willingness for V'painful 


alick, to travel to Brno, Czech Republic, February 9-21. 2. Embassy point of contact will be Global At 
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compromises\" but said that he will not compromise on the 
issue of Israeli security or the security of Israeli 

citizens. V'There will be no compromises now or in the future 
on these issues." Sharon also warned against any attempts to 
apply pressure on Israel to compromise on what Israel 
determines to be its security requirements. He said it is 

his historic responsibility to provide security to Israelis 

and he will not be pushed into compromises on this. 


6. (C) Sharon said he is ready to meet with Abu Mazen and 
that security will be at the top of the Israeli agenda. 

Sharon plans to tell Abu Mazen that it is absolutely critical 

that Israel\'s withdrawal from Gaza not take place under fire. 
Sharon promised а \"very hard reaction" if Palestinian groups 
attack or fire on the Israeli convoys evacuating settlers 

from Gaza. 


7. (C) Sharon said that the Israelis and Palestinians are 

not currently working on the roadmap but that disengagement 
could pave the way to return to the roadmap. In this regard 
as Israel disengages 

create the opportunity to return to the roadmap following 
disengagement. 


8. (C) Asked about IsraelVs relations with Jordan and 

Egypt 

with Jordan 

relations between governments have not been matched by 
relations between peoples. Unions and popular organizations 
in both countries continue to boycott Israel. Sharon said he 
does not foresee real peace with the Arab world until the 
Arabs V'recognize the birthright of the Jewish people to an 
independent Jewish state in the cradle of Jewish 

civilization." He said that he maintains contact with 

President Mubarak and King Abdullah and noted that relations 
with Egypt have been improving in the past few months 

in particular the importance of EgyptNs having released Azzam 
Azzam. 


9. (C) Asked about Palestinian economic prospects 

said it is important that there be investment in the 
Palestinian economy in order to produce jobs. He warned 
however 

Authority until the donors are sure that the money would not 
be channeled into uses other than those specified. Sharon 
said that Palestinians need several mega-projects which 
should absorb much of the aid of the donors such as power 
stations 

an airport. Sharon also called for donor support for the 
construction of housing for refugees currently in camps in 
the West Bank and Gaza. 
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10. (C) Sharon said that he recognizes Palestinians are 
likely to try to arrange a ceasefire 

Israel will not be a party to any ceasefire. Rather 

will respond to quiet with quiet. Until now 

Palestinians have not taken any measures against terrorism 
despite the fact that 30 

in Gaza have been untouched by the Intifada. Sharon assessed 
that Palestinians are capable of taking steps 

preventing Qassam rocket attacks 

take action. Sharon advised the Congressional 
representatives not to be misled by the apparent reduction in 
Palestinian terrorism. He said there are constant attempts 
by Palestinians to conduct terrorism 

capabilities have had more success in stopping the terrorism 
before it can succeed. 


11. (C) Sharon lamented what he termed 120 years of lost 
opportunities by Palestinians to end the conflict with 

Israel. He said the dispute between Israelis and 

Palestinians did not start with Israel\'s occupation of the 

West Bank and Gaza. Palestinians now have another chance to 
make peace. By the end of 2005 

Vvillages or towns" (i.e. settlements) in Gaza 

settlements will also be removed from the West Bank. If 
Palestinians do their part on security 

Palestinians can return to the roadmap. A final settlement 
might take a few years 

it was V'not clever" to fix a timetable for such progress 

since many timetables were announced previously to no avail. 
Asked whether he had a broader vision of peace 

that the vision of peace is the same as stated by President 
Bush and incorporated in the roadmap. If the Palestinians do 
the necessary steps 

and then negotiations could begin on final status. 


12. (C) Asked about settlements 

Weissglas 

dealt with now 

continued that no land is being taken by Israel for new 
settlements 

within the lines of built-up areas inside the settlements. 
Weissglas said V'one hundred outposts had already been 
removed and that action would soon be taken on the remainder. 
Sharon commented that building continues within some 
settlements because \"they have many children." He said 
Israel will continue to build within the settlements until 

the final status negotiations. Sharon noted that the removal 
of outposts 

continue but that it was very hard to accomplish. 


't Stanley, Americas desk officer, and emphasized steps Ireland can take even though it does not hav 
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13. (C) Asked whether Israel would seek U.S. assistance for 
Gaza disengagement 

contacts" with the Administration but no sums have been 
discussed. Sharon noted that President Bush had committed to 
help support the Palestinians and Israel. He summoned the 
Director General of the Prime Ministry 

that the cost to Israel for security issues related to 
disengagement is estimated to be NIS 2-2.5 billion 
(approximately 450-550 million dollars). The cost to Israel 

for civilian issues of disengagement 

compensation and relocation 

(approximately 670 million dollars). 


14. (C) On Iran 

Mazen that the greatest danger to Palestinians comes from 
Iran 

Iranian support 

Hizbollah has also made inroads in directing and financing 
terrorism in the West Bank. The other danger from Iran is 
its intention to build a nuclear weapons program 

with missiles that can reach Israel 

Iranians have stated publicly their intention to destroy the 
State of Israel and yet no one reacts to those statements. 
Sharon said he wants diplomacy to succeed 

Iranian issue must be referred to the United Nations Security 
Council and that sanctions must be imposed 

Iranian flights 

Sharon said he fears that the Europeans 

that are leading the negotiations with Iran 

less accepted that Iran will become a member of the \"nuclear 
club.\" He said Europe appears \"tired\" and does not show any 
real determination to act. Sharon was asked whether their 
was a military option against Iran if diplomacy did not work. 
Sharon responded that Israel\'s 1981 attack on Iraq had 
postponed lraqvs nuclear capability for many years. He said 
Israel knows where the Iranian program is being worked but 
repeated that nothing should be done until the Iranians had 
reached V'the point of no return. V" 


15. (C) Sharon told the visiting delegations that Syria 
remains a Vcenter of terror.\" Terrorists headquarters аге 
located in Damascus 

commit acts of terrorism emanate from Syria 

smuggled from Syria to terrorists. Sharon said that Syria 
has allowed lranian revolutionary guards into Lebanon 
not allow the Lebanese Army to deploy to the border 

now become a training and logistics center for terrorists 
operating in Iraq. Sharon claimed that Syrian statements of 
readiness to negotiate with Israel are designed to reduce 
pressure on Syria to change its policies in these other 
areas. While he is ready to negotiate with every Arab 


Senior Investigator, National Institute of Diabetes and Digestive and Kidney Diseases, NIH, to travel t 
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country 

Syria of their intention to negotiate seriously 

does not see why Israel should help Syria escape U.S. and 
international pressure. 


16. (U) The CoDels did not clear this message. 
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all stand together. Itis not possible for any one community 
alone to rebuild this country.\" Not to be outdone 

Liberation Tigers of Tamil Eelam (LTTE) chief Prabhakaran 
sounded a similarly high-minded note when he was quoted on 
the LTTE Peace Secretariat website the following day offering 
condolences to \"our Muslim and Sinhala brethren in the 
Sinhala coastal areas . . . who have lost kith and kin and 

are in deep sorrow.V A January 2 interview on the pro-LTTE 
website TamilNet with Bhanu 

commander 

soldiers who had been dragged into the sea by the tidal wave 
being saved by LTTE cadres 

of praise for Special Task Force (STF) aid to civilians and 
coordination with the LTTE. 


3. (SBU) These initial calls for amity seem to be wearing 
thin 

of malfeasance are beginning to surface more frequently in 
the local press. By the second week after the disaster 

local English and Sinhala media were carrying largely 
unconfirmed stories of LTTE interference in relief efforts in 
the north and east 

Government mishandling/rerouting of relief supplies intended 
for Tamil communities in the north and east. Pro-LTTE 
sources have also claimed that the Marxist Sinhalese Janatha 
Vimukthi Peramuna (JVP) 

partner 

redirected them to Sinhalese communities in the south and 
Trincomalee. Representatives of Muslim communities in the 
east 

and unreliable aid distribution in their constituencies. As 
usual 

to determine. In response 

appointed a panel 


Column 3 
Fernando 
east. 


4. (C) Despite the grousing in the media 

INGO and diplomatic community indicate that coordination 
between the Government of Sri Lanka (GSL) and the LTTE 
least in the east 

authority/credit/responsibility still occurs. In Trincomalee 
(where the Sinhalese 

roughly equal) 

Rehabilitation Organization (TRO) and the Tamil National 
Alliance (TNA) participate side by side with the JVP in the 
GSL-appointed district coordinating committee 

headed by the Government Agent. According to USAID/OTI staff 
in the district 

working well 

into LTTE-controlled areas. (Indeed 

LTTE-controlled area in Trincomalee lies along the coast 
Tiger territory is reportedly getting a substantial amount of 

the aid available.) While there have been no significant 
complaints of GSL or LTTE malfeasance or obstructionism at 
the district level 

bottlenecks in distributing aid to individual 
communities--snafus that seem more likely attributed to 
systemic GSL inefficiencies and logistical constraints than 

to any intentional design to bypass particular groups. 

(Note: One exception appears to be the Sinhalese nationalist 
JVP. An aid worker in Trincomalee recounted stories of the 
JVP diverting aid intended for Tamil communities 
concentrated along the coast 

communities farther inland. End note.) The World Food 
Program representative reported attending a recent meeting in 
Batticaloa in which he observed the Government Agent and an 
LTTE representative working out the details of delivering and 
distributing aid in Tiger-controlled areas. Diplomatic 
colleagues in several European missions reported similar 
stories. 


5. (C) In an effort to reduce pilferage and improve 
Security 
tsunami was recently turned over to the Sri Lankan 


SIPDIS 

military--a move that routed the TRO from its secure position 

within camps in the east and ruffled LTTE feathers. The TRO 
local government officials and other NGOs had been working 
together well in the camps 

Another source in the aid community reported that the LTTE 


2. 12958: DECL: 01/12/2015 TAGS: AEMR, EAID, CASC, PGOV, CE, MV, Maldives, Tsunami SUBJE 


ssador John Evans for reason 1.4 (b) and (d) Summary ------- 1. (S/NF) In deploying troops to the co 
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had been carrying on active recruiting in the camps 

house a number of orphaned children who could be particularly 
vulnerable to such pressure. While the TRO has not been 
banned from the camps 

Sri Lanka Army General Officer Commanding in Trincomalee 
set new ground rules for TRO operation 

organization may not show pro-LTTE films 

propaganda or spend the night in the camps. 


SOME COOPERATION AT CENTER; 
SITUATION IN NORTH STILL HAZY 


6. (C) The extent of destruction and the number of 
casualties in LTTE-controlled areas in the north remain 
difficult to assess. Accounts on the LTTE website likely 
underreport the degree of destruction and numbers of deaths 
among Tiger cadres. In the tsunami-affected northern 
districts of Mullaitivu and Kilinochchi 

wields complete control 

and coordination between the GSL and Tigers are minimal. 
Wallaya Pura 

organization has asked the Sri Lankan Air Force to allow an 
aircraft provided by a foreign donor to fly relief supplies 

into LTTE-controlled territory in the north. So far 

said 

Operations for the Air Force told DATT on January 12 that he 
was not aware of such a request. End note.) A positive 
reply would be a true litmus test of the GSLVs 
much-reiterated willingness to cooperate 

7. (C) The LTTEVs monolithic authority 

streamlines relief operations. According to UNDP Resident 
Representative Miguel Bermeo 

more efficient than their GSL-run counterparts. However 
efficient these operations may be 

overtures to the GSL to improve coordination at the central 
level 

in a January 6 conversation 

reconstruction is too great for the LTTE to handle alone. On 
January 12 Peace Secretariat head Jayantha Dhanapala told the 
Ambassador and DCM that the government began reaching out to 
the LTTE immediately after the disaster. Dhanapala said that 
he had participated in several working-level meetings with 
the LTTE on relief coordination 

progressing well 

coastal area. 


8. (C) Amid much speculation in the local media that the 
LTTE would protest U.S. military participation in relief 
efforts 


J) Embassy conveyed reftel points to Austrian MFA DAS-equivalent for Latin American Kornelia Weih 
ID representative observed UNHCR-directed refugee repatriations November 24 in Djibouti. The pro 
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reported Tiger sources asserting that the LTTE has no 
objection to U.S. forcesY presence in Sri Lanka for relief 
purposes. In an interview with AFP on January 11 

political chief Thamilchelvan expressed similar sentiments 
stating that U.S. military participation is understandable 

in a situation of human disaster.V (These statements track 
closely with Reftel comments made by the LTTE Peace 
Secretariat head last week.) Local Sinhala media have also 


SIPDIS 

recently begun speculating that LTTE chief Prabhakaran might 
have been killed when the tidal wave hit Mullaitivu. (Note: 
Prabhakaran is habitually reclusive; his absence from the 

public scene over the past two weeks does not necessarily 
indicate death or injury. On the other hand 

military sources have told DATT that Prabhakaran was known to 
have been in Mullaitivu 

the tsunami 


9. (C) The January 7-8 visit of UN Secretary General Kofi 

Annan spurred a minor brouhaha after the GSL turned down a UN 
suggestion that he visit Tiger \"headquarters\" to review 

relief efforts in the north. President Kumaratunga indicated 

to the Ambassador on January 6 that the GSL 

visit would give the Tigers legitimacy as a quasi-separate 

state 

Secretariat head Dhanapala told the Ambassador and DCM on 


SIPDIS 

January 12 that a UNSYG visit to LTTE territory was a 
fundamental sovereignty issue on which the GSL would not 
waver. He was quite critical of UN efforts to make it 

happen. Publicly 

it scotched the request 

decided on Annanvs itinerary independently. UNDP\'s Bermeo 
told emboffs privately that he viewed the GSL\'s rejection as 

a Vlost opportunity. V" 


10. (C) The unprecedented magnitude of the natural 
catastrophe elicited unprecedented expressions of mutual good 
will and pledges of cooperation from the GSL and LTTE. Now 
that the initial shock is over 

returning--and with it 
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accusations and recriminations that characterize Sri Lankan 
political discourse. For the Tigers 

mismanagement makes financial 

The humanitarian disaster--and the (unproven) claim that the 
GSL is not providing for Tamils--will likely prove a better 
fundraising theme among the Tamil diaspora than the peace 
process 

on it. Behind the rhetoric 

largely to be working well at the local level. This--along 

with the LTTE/GSL quiet effort to improve communication at 
the central level--indicate that the Tigers may have been 
harder hit by the tsunami than they are willing to admit 
publicly. Before the disaster 

stalled for so long and the parties had adopted such 
uncompromising positions that many observers were beginning 
to look for signs of rigor mortis. If nothing else 

tsunami 


SIPDIS 

face-saving pretext for a fresh start back to the peace 

table 

successful collaboration reported between the GSL and LTTE at 
the local level 

foothold from which to make the first step. 
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with normal market conditions and practices.\" In such 
instances 

the Central Bank does not respond within five working 
days 


13. Interest and amortization payments specified in 

the loan contract can be made without additional 
approval from the Central Bank. That also applies to 
early payments 

for early payment. If the contract does not have such 

a provision 

the Central Bank. According to Central Bank officials 
this requirement is to ensure accurate records of 
BrazilVs stock of debt 

approved since the new guidelines were issued in 2000. 


14. In addition to payments associated with registered 
loans and investments 

procedures for transferring funds abroad that in 
practice can be used for a wide range of purposes. 


15. Capital-gain remittances are subject to a 15 
percent income withholding tax. Repatriation of an 
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initial investment is exempt from income tax. 
Beginning in 2000 

percent withholding tax. Remittances related to 
technology transfers are not subject to the tax on 
credit 

they are subject to a 1596 withholding tax and an extra 
1096 Contribution of Intervention in the Economic Domain 
(CIDE). Loans with terms of 90 days or less must pay 
the IOF (596) 

In 2002 

financial transaction tax (CPMF) 

0.3896 

double taxation treaty with the US 

treaties with a number of other countries 

among others 

Netherlands 


Expropriation and Compensation 


16. There have been no expropriatory actions in Brazil 
in the recent past nor any signs that the current 
Government is contemplating such actions. In 1999 
state government sought and obtained a court ruling 
canceling contractual obligations 

state government 

privatization of a state electricity company. The U.S. 
investors are appealing the court ruling. In 2003 

newly inaugurated government in another state refused 
to honor a number of contracts the previous state 
government had signed with a range of Brazilian and 
foreign investors; the parties involved continue to 
negotiate these contract disputes and have had recourse 
to local courts. Some claims regarding land 
expropriations by state agencies many years ago have 
been judged by courts in US citizens\' favor. There 
remain individuals who have not yet been compensated 
because the states have appealed these decisions. 


Dispute Settlement 


17. Brazil is not a member of the International Center 
for the Settlement of Investment Disputes (ICSID - also 
known as the Washington Convention) 

to the New York Convention of 1958 on the recognition 
and enforcement of foreign arbitration awards. In 
August 1995 

Convention on International Commercial Arbitration 
well as the 1979 Interamerican Convention on 
Extraterritorial Validity of Foreign Judgments and 
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Arbitral Awards. 


18. Arbitration clauses in contracts are not 

automatically enforceable. Foreign arbitral awards 
require confirmation by a court of the country in which 

the award was rendered and by the Brazilian Supreme 
Court. This confirmation is procedural in nature 

not meant to consider the merits of the case. 
Confirmation by the Supreme Court allows the claimant 
to enforce the arbitral award through Brazilian courts. 

The Supreme Court has confirmed foreign arbitral awards 
between two private parties in multiple cases. 


19. There is some legal controversy in Brazil over 
binding foreign arbitration between foreign investors 
and state entities. Some Brazilian legal 

interpretations claim this is prohibited under 

Brazilian law on the grounds that it infringes the 
sovereign rights of the state. The Federal Government 
nevertheless maintains 

judicial ruling on the issue 

binding foreign arbitration and routinely enters into 
contracts that allow for such arbitration. 


20. This legal uncertainty 

politics 

Investment Agreements that Brazil has signed with about 
fourteen countries (not including the US) 

for arbitration by either ICSID or a panel set up under 

the United Nations Rules for International Commercial 
Law. Given the doubts about the applicability under 
Brazilian law of these international arbitration 

provisions to Brazilian government entities 

government in December 2003 withdrew the agreements 
from consideration for Senate ratification. 


21. Brazil has a functional commercial code that 
governs most aspects of commercial association 

for corporations formed for the provision of 
professional services 

code. In December 2004 

of the bankruptcy code. The reforms create a system 
modeled on Chapter 11 of the U.S. bankruptcy code 
which allows a company in financial straits to 
negotiate a restructuring with its creditors outside of 
the courts. In the event a company does fail despite 
restructuring efforts 

better chance at recovering their debts. An 
overburdened court system is available for enforcing 
property rights but decisions can take years. Judicial 
reform measures enacted in December 2004 streamline 
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administrative procedures 

concept of binding precedent 
judicial decisions more predictable. 


Political Violence (As It May Affect Investments) 


22. Brazil's major urban centers suffer from 
significant drug trafficking-related and organized 
crime-related violence. Poverty 

lack of government resources have combined to erode 
state authority in some urban slums (favelas). There 
have been episodes of drug-related violence prompting 
major police crackdowns 

Janeiro. Police have been implicated in significant 
human rights violations 

killings 

activity. Since mid-2003 the Landless WorkersV 
Movement (MST) has continued its aggressive invasions 
of a variety of agricultural interests 

and foreign 

land. In rural areas 

aided by police or private security agents 

violence to settle land disputes 

limited to those with the MST or indigenous peoples 
and to influence the local judiciary. 


Performance Requirements and Incentives 


23. Geographic preferences consist of tax benefits for 
investment in less developed parts of the country 

as the Northeast and the Amazon 

to foreign and domestic investors. These benefits have 
succeeded in attracting some major foreign plants to 
for example 

foreign investment remains concentrated in the more 
industrialized southern part of Brazil. Individual 

states have sought to attract investment by offering ad 
hoc tax benefits and infrastructure support to specific 
companies. Some municipalities provide land on 
favorable terms for industrial development. 


24. |n firms employing three or more persons 
Brazilian nationals must constitute at least two-thirds 
of all employees and receive at least two-thirds of 
total payroll. Foreign specialists in fields where 
Brazilians are unavailable are not counted in 
calculating the one-third permitted for non-Brazilians. 


25. The Special Agency for Industrial Financing 
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(FINAME) of the National Bank for Economic and Social 
Development (BNDES) provides financing for purchases by 
Brazilian firms of Brazilian-made machinery and 

equipment -- capital goods with a high level of 

domestic content. The government also has a series of 
smaller programs designed to assist small and medium 
sized businesses export. 


Right to Private Ownership and Establishment 


26. Foreign and domestic private entities may 
establish 


Protection of Intellectual Property Rights (IPR) 


27. Brazil is a signatory to the GATT Uruguay Round 
Accords 

Intellectual Property (TRIPS) Agreement 

April 1994. Brazil is a member of the World 
Intellectual Property Organization (WIPO) and a 
signatory of the Bern Convention on artistic property 
the Washington Patent Cooperation Treaty 
Convention on Protection of Intellectual Property. In 
August 1992 

accepted the Stockholm revision of the Paris 
Convention. Brazil has not yet ratified the WIPO 
Treaties on Copyright and Performances and Phonograms. 
As a result of continuing problems regarding protection 
of intellectual property rights 

enforcement 

watch list following the early 2004 review. 


28. Patents. In most respects 

Industrial Property law brings its patent and trademark 
regime up to the international standards specified in 
the TRIPS Agreement. However 

compulsory licensing and local working requirements 
which may be TRIPS-inconsistent. The law would 
theoretically permit the grant of a compulsory license 
if a patent owner has failed to \"work\" (i.e. locally 
manufacture) the patented invention in Brazil within 
three years of issuance. Brazil has agreed to consult 
with the US before any potential invocation of the 
local working requirement; to date 

grant a compulsory license. 


29. Trademarks. The fraudulent use of internationally 
\"famous\" marks has been a problem in Brazil. However 
the Industrial Property Law has provided improvements 
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Column 3 

in Brazil\'s trademark regime 

protection for internationally known trademarks. Some 
foreign firms have been successful in court actions 
against trademark infringement. Trademark licensing 
agreements must be registered with the National 
Institute of Industrial Property (INPI) to be 

enforceable; however 

agreements will no longer result in cancellation of 
trademark registration for non-use. 


30. Copyrights. Brazil\'s copyright law generally 
conforms to world-class standards. Likewise 
software copyright protection law contains provisions 
that introduce a rental right and an increase in the 
term of protection to 50 years. Despite passage of 
these copyright laws in 1998 

copyright and trademark material remains a problem. 
Government efforts to stem the flow of pirated goods 
through its ports and across the border with Paraguay 
have 

private sector estimates that trade losses from 
copyright infringements (including from piracy of 
videocassettes sound recordings and musical 
compositions 

million in 2003. 

31. In May 2001 

ministerial committee to address copyright piracy 

a national strategy for combating piracy on a 
comprehensive scale has yet to emerge. A sting 
operation at a border crossing in Foz do Iguacu in 
early 2003 also resulted in the arrest of a number of 
government officials involved with smuggling 
operations. A significant number of raids and seizures 
were carried out in 2004 in the same border region 
well as in Sao Paulo and Rio de Janeiro. The judicial 
system 


32. To enhance enforcement efforts 

Congress passed a law in July 2003 that establishes 
prison terms of two to four years for copyright 
violations 

products 

smuggling 

products. The new law also establishes procedures for 
making arrests and destroying confiscated products. A 
much-publicized Special Congressional Inquiry into IPR 
piracy completed its report in June 2004 

considerable sensation after a reputed piracy kingpin 
was arrested on charges of trying to bribe the chairman 
of the inquiry commission. 


mbiqueYs FYO5 BFIF Proposal REF: A. State 248715 B. Dent-Winstead email on 01/10/05 with Moz 


Column 3 

33. Integrated Circuit Layout Designs. A government- 
drafted bill to provide protection for the layout 

design of integrated circuits (computer mask works) was 
introduced in the Brazilian Congress in April 1996. 

The draft law was still under discussion in 2004. 
However 

announced in early 2004 prioritize passage of this bill 

to stimulate innovation in local production. 


Regulatory System (as it pertains to investments) 


34. Although some improvements have been made 
Brazilian legal and procedural system is complex and 
overburdened. State courts in particular can be 
subject to political influence. The central government 
has historically exercised considerable control over 
private business through extensive and frequently 
changing regulations. The bureaucracy has broad 
discretionary authority. 


35. Taxes are numerous and burdensome 
discriminate between foreign and domestic firms 
although in a few instances there have been complaints 
that the value-added tax collected by individual states 
(ICMS) is set to favor local companies. Taxes on 
commercial and financial transactions are particularly 
burdensome 

hinder international competitiveness of Brazilian 
products. Brazil has separate value-added tax systems 
run by the federal and state governments 

imposes several invoice taxes that are cumulative. In 
2002 

added tax. In 2003 

reform legislation to congress that would simplify the 
value-added tax collected by the states and convert 
another invoice tax to a value-added tax 

draft legislation was subsequently deferred until at 

least 2005. 


36. Regulatory agencies for sectors such as 
telecommunications 

relatively young phenomenon in Brazil. ANATEL 
country\'s telecommunication agency 

and assigns bandwidth. The National Petroleum Agency 
(ANP) is commended by the industry for its fair 
handling of auctions of oil exploration blocks and its 
willingness to assist industry in seeking to simplify 
regulatory procedures such as environmental licensing. 
Conversely 

companies have complained about the high level of 
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regulatory risk 

and the implementation of the Brazil\'s new energy 
policy. The federal government in 2003 passed 
legislation setting fixed three-year terms for 
directors of the regulatory agencies. New legislation 
to further clarify the roles and responsibilities of 

the regulatory agencies and consolidate into one the 
multiple laws governing each separate regulator 
currently is being considered by the Congress. 


Bilateral Investment Agreements (BITs) 


37. Brazil has signed Bilateral Investment Agreements 
(BITs) with fourteen countries. There are two Mercosul 
investment-related agreements: the Buenos Aires 
Protocol (\"extra-bloc\") and the Colonia Protocol 
(\"intra-bloc\"); the latter has not been signed by 

Brazil. Seven of the bilateral investment treaties 

have been sent to the Brazilian Congress 

been ratified. All of these treaties pending 

ratification were withdrawn from Senate consideration 
by the Executive in late 2003. The Executive cited the 
need for further review of the treaties so as to avoid 
potential juridical conflicts. At issue are the 
international arbitration clauses of these treaties 

which may not be binding on Brazilian government 
agencies under Brazilian law. The US signed an 
Investment Warranty Treaty with Brazil in 1965 (OPIC). 
The US and Brazil currently have no plans to discuss a 
BIT. 


OPIC and Other Investment Insurance Programs 


38. Programs of the Overseas Private Investment 
Corporation (OPIC) are fully available 

has increased in recent years. The size of OPICVs 
exposure in Brazil may occasionally limit its capacity 
for new coverage. For more information on OPIC 
go to http://www.opic.gov. 


39. Brazil became a member of the Multilateral 
Investment Guarantee Agency in 1992. 


Capital Outflow Policy 


40. There are few restrictions on converting or 
transferring funds associated with an investment. 
However 
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discretion in regulating remittances 

has created problems for foreign investors. At this 

time 

currency at the V'commercialV rate. The Central Bank is 
working on a new regulatory regime for capital flows to 
simplify bureaucratic requirements while retaining 
necessary reporting requirements. 


41. There has been a relaxation since 1991 of the 
restrictions on the remittances of royalty payments for 
patent and trademark use between subsidiaries 
established in Brazil and the parent office 
headquartered overseas and on remittances of franchise 
contract royalties. A 1992 INPI resolution simplified 
procedures and 

requirements (but not all) concerning technology 
transfer agreements. No royalties or other fees may be 
transferred between related companies for the use of 
software. 


42. The Brazilian labor force comprises nearly 84 
million workers in a wide range of occupations and 
industries. Nearly half of the labor force is employed 
in the service sector 

agriculture 

combine to employ another quarter. The participation 
of women 

labor force 

high rate of informal sector employment; most sources 
estimate that at least half of all workers are not 
formally registered 

enjoy full protection under the law. About a quarter 
of all workers are self-employed. 


43. Unemployment - Significant. The Brazilian 

Institute of Geography and Statistics (IBGE) calculates 
an average unemployment rate for the country based on 
data collected monthly in BrazilVs six largest 
metropolitan areas. According to this survey 
unemployment rate in November 2004 was 10.6%. This 
average masks some significant variation 

of 15.9% in Salvador to a low of 7.8% in Porto Alegre. 


44. Real Wages Halt Decline 

Real wages in 2004 halted an almost decade long slide. 

Real wages were up 2.6% in November 2004 over November 
2003. The average monthly wage in BrazilVs six largest 
cities was approximately 905 Reals (approximately $332) 
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in November 2004 

raised from 240 Reals ($80) to 260 Reals ($87) in April 
2004. These averages gloss over some stark wage 
inequalities 

population earn nearly 90 percent of the total income. 
Earnings also vary significantly by region and 
industry. The typical industrial worker in Sao Paulo 
for example 

average retail worker in the northeastern state of 
Bahia. 


45. Differences in earnings are caused in part by the 
regional disparity in educational attainment and in the 
availability of skilled workers. According to a 2002 
survey by IBGE 

than 8 years of schooling 

percent in the Southeast (including Rio and Sao Paulo) 
and 70 percent in the Northeast (including Recife and 
Salvador). Illiteracy rates also exhibit regional 
disparities. The IBGE reports that about 11 percent of 
the population is illiterate 

in the Southeast and 21 percent in the Northeast. 


46. Unions Play a Significant Role. Labor unions 
especially in sectors such as metalworking and banking 
tend to be well-organized and aggressive in defending 
wages and working conditions. In more remote areas 
with smaller local unions 

less effective. Union members account for 
approximately 12 percent of the workforce 

represent more than twice this number in collective 
bargaining. Unions 

mandatory tax equivalent to one day's wages per year 
are obliged to represent all formal sector workers in a 
professional category and geographical area 

of membership status. 


47. The Ministry of Labor estimates that there are 
over 16 

officials note that these figures are inexact. Local 
unions often associate with state federations and 
national confederations in their professional category. 
In addition 

Vcentrals 

(CUT) 

Workers\' General Confederation (CGT) 

Democratic Union (SDS). Labor unions channel much of 
the political activity of the labor movement. They 

also organize strikes and salary campaigns involving 
multiple professional categories and represent workers 
in many governmental and tripartite councils. While 
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some labor organizations and their leadership operate 
independently of the government and of political 
parties 

political parties. 


48. Extensive Regulation 

labor code is highly detailed and relatively generous; 
formal sector workers are guaranteed 30 days of annual 
leave 

severance pay in the case of dismissal without cause. 
Brazil also has a system of labor courts that are 
charged with resolving routine cases involving unfair 
dismissal 

other grievances. Currently 

languish in the labor court system 

remain unresolved for four or five years. The 

Brazilian government is attempting to reduce this 
backlog and increase the efficiency of the labor courts 
through recent initiatives to expedite legal procedures 
and increase the number of claims that are resolved 
before reaching the courts. 

49. Labor courts have the power to impose an agreement 
on employers and unions if negotiations break down and 
either side appeals to the court system. As a result 
labor courts routinely are called upon to determine 
wages and working conditions in industries across the 
country. The system is tantamount to compulsory 
arbitration and does not encourage collective 
bargaining. In recent years 

management have become more flexible and collective 
bargaining has assumed greater relevance. The Inter- 
Union Department of Socioeconomic Studies and 
Statistics (DIEESE) no longer collects data on the 
number of strikes each month. Strikes have been a 
frequent occurrence 

sector unions. During 2004 

workers 

customs officers were out on strike. 


Major Foreign Investors 


50. According to the Central BankYs most recent 
foreign-capital census (December 2000) 

largest single foreign investor in Brazil followed by 
Spain 

Investment from the Cayman Islands began growing 
rapidly in 1995 and is thought to represent mainly 
repatriation of Brazilian capital entering the country 
as foreign investment and 

investment activity by other national groups. 
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Investment from Spain and Portugal surged beginning in 
1998 due to involvement in telecom privatizations and 
greatly increased investment in the banking sector by 
Spain. 


51. The stock of direct foreign investment in Brazil 
stood at $103 billion as of December 2000 

recent year for which detailed data is available. Of 
this 

billion (24%). Spain had 11.996 of the total ($12.2 
billion) and The Netherlands 10.796 ($11.0 billion). 
Investment inflows since 2000 (not net of capital 
repatriation or depreciation) have amounted to about 
$65 billion. 


52. Four US companies - GM 

are among the top twenty domestic firms. Six of the 
top ten importing firms in 2003 were foreign: Nokia 
Motorola 

DaimlerChrysler. Five of the top ten exporters -- 
Bunge 

represented foreign investment. 


Efficient Capital Markets and Portfolio Investment 


53. Banking Shakeout Results in Improved System. The 
Brazilian financial sector is large and sophisticated 

in part a legacy of the high inflation period when good 
financial management was critical to financial 

survival. Despite current moderate inflation rates 
bank-lending spreads remain extremely high due to 
taxation 

of contracts 

administrative overhead. 


54. Brazilian banks have weathered a difficult period 
of consolidation and streamlining over the last decade. 
The elimination of high inflation in the mid-1990s 

with it the disappearance of so-called \"float income 

led to liquidity problems among many banks. A series 
of failures 

1996 and 1997; three of the countryVs ten largest banks 
failed and were taken over by other banks 

smaller banks were liquidated. Today 

sector is fairly concentrated 

institutions accounting for over 65% of financial 

sector assets. Lending by these institutions is 

likewise focused on the largest companies 

small and medium-sized companies underserved. The 
surviving banks have returned to profitability; the 
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largest banks attained record profits in 2002 and 2003 
despite the weak economy. 


55. Most government-owned banks 

that were owned by state governments 

privatized. These insolvent institutions were taken 

over by the federal government 

or transformed into development agencies. Three 
federally owned banks 

still play a prominent role in the financial system. 

These federal banks 

state-level counterparts 

and carrying poorly performing loans 

of the loss-making V'socialV lending. These banks have 
to an extent 

bonds. Extraordinary bank profits in 2002 and 2003 

also have improved the health of their balance sheets. 
As part of an effort to prevent the need for future 
recapitalizations of these federal banks 

government now requires that loss-making social lending 
programs by any government-owned bank be supported with 
an explicit government subsidy. 


56. Dealing with the bank failures and consolidations 
of the last several years has led the Central Bank to 
strengthen bank audits 

internal control requirements 

adequacy rules to better reflect risk. It also 
established loan classification and provisioning 
requirements. These measures are applied to private 
and publicly owned banks alike. 


57. Stock Markets Not an Option For Most Companies. 
Only a few 

through the Brazilian stock exchanges. In 2003 

new issues in the primary market raised $174.3 million. 
In June 2004 

public share offering simultaneously on the Sao Paulo 
and New York stock exchanges. Nevertheless 

number of companies listed on the Sao Paulo stock 
market (BOVESPA) fell to 361 as of June 2004 

to 399 in 2002 and 428 in 2001. Some companies find 
the benefits of maintaining a listing on the stock 
exchange do not justify the cost. Total turnover in 

the secondary market was $68.1 billion in 2003. 
Trading is highly concentrated 

accounting for over 50 percent of turnover. Some 71 
Brazilian firms 

Itau 

on the NYSE via American Depository Receipts (ADR\'s). 
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58. In 2000 

market and improving liquidity 

stock markets agreed to consolidate. All stock trading 
is now done on the Sao Paulo stock market 

trading of public securities is conducted on the Rio de 
Janeiro market. The Sao Paulo stock market also 
launched a V'New Market 

would comply with strict corporate governance 
requirements. As of June 2004 

listed companies. 


59. Until recently 

corporation\'s capital could be preferred (non-voting) 
shares 

control of voting shares 

only 17 percent of total capital. In 2001 

Congress approved a law that limits preferred shares 
for new issuances to 50 percent. The same proposal 
strengthens rights for minority shareholders. 


60. The Brazilian Securities Exchange Commission (CVM) 
directly regulates the stock exchanges 

distributors 

companies. In 2001 

independence and established stronger penalties against 
insider trading. 


61. In January 2000 

number of remaining restrictions on foreign portfolio 
investment. As a result 

institutions and individuals - can directly invest in 
equities 

investors are required to trade derivatives and stocks 
of publicly held companies on established markets. 


62. Export Credit Availability. BNDES 

national development bank 

Source of longer-term credit 

credits. FINAME (Special Agency for Industrial 
Financing) provides foreign and domestic companies 
operating in Brazil financing for the manufacturing and 
marketing of capital goods. FINAMEX (Export Financing) 
is a part of FINAME 

exports for both foreign and domestic companies. An 
export credit program for capital and some consumer 
durable goods 

PROEX receives funds from the National Treasury to 
offer assistance in the areas of interest rate 
equalization 

Service exports. 
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63. Other Issues: Accounting and Mergers. Wholly 
owned subsidiaries of multinational accounting firms 
including the major US firms 

The failure of major banks and large businesses during 
1995 

prepared by the major accounting firms 

about the credibility of these financial statements. 
Beginning in 1996 

for the accuracy of accounting statements prepared for 
banks. 


64. Brazilian law recognizes mergers 

company loses its separate identity by being merged 
into another 

existing companies are extinguished and a new entity 
emerges. The procedures for both are essentially the 
same. Sales of Brazilian companies usually result from 
private negotiations 

activities. Acquisitions resulting in market 
concentration in excess of 20 percent are subject to 
review by the Administrative Council for Economic 
Defense (CADE) under Brazil\'s 1994 Anti-trust Law. 
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of Oil would be merged with the Ministry of Electricity and 
Water. 


2. (C) Turning to the issue of oil and recent squabbles with 
Saudi Arabia 

Saudi Arabia\'s oil grants to Bahrain. The Minister noted 
that the situation was ironic: Bahrain had invested $700 
million to double production of the Abu SaVafa field only to 
receive a lower quantity of oil. (NOTE: Bahrain and Saudi 
Arabia inaugurated the Abu SaVafa oil field expansion on 
December 26 

thousand barrels per day (bpd) to 300 thousand bpd. Prior to 
the expansion 

Saudi Arabia\'s share of 75 thousand bpd 

grant against BahrainVs reserves of 50 thousand bpd for a 
total of 200 thousand bpd. According to King Hamad (ref A) 
although Bahrain invested $700 million in the expansion 

is now receiving only its share of Abu SaVafa production -- 
150 thousand bpd. Saudi Arabia is not granting Bahrain any 
of its share of Abu SaVafa and Saudi Arabia suspended the 
grant of 50 thousand bpd in July 2004. END NOTE). The 
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Minister said higher international oil prices would help 
offset the lower quantity Bahrain receives. He also told the 
Ambassador that despite the disappointment 

always very supportive and close to Bahrain. 


3. (C) The Ambassador asked for an update on the project to 
run a natural gas pipeline from Qatar to Bahrain and on to 
Kuwait. The Minister said that in principle Qatar is ready 

to go and he recently signed an agreement of intent with the 
СОСО on the project. However 

to work out pricing 

the Bahrain-to-Kuwait portion of the pipeline 

traverse Saudi territorial waters. The Ambassador asked when 
Bahrain will have a gas shortage problem. The Minister 
responded by saying 

cancel the deal between U.S.-firm ALCOA and BahrainVs 
aluminum manufacturer (ALBA) to develop a sixth production 
line because of a lack of gas. The Minister said the Crown 
Prince is heading a committee to discuss the gas shortage. 
The Ambassador asked what was stopping Qatar from proceeding 
with the pipeline to Bahrain. The Minister responded by 

saying 

and shaking of hands 


4. (C) The Minister mentioned that Iran had offered Bahrain 

gas from its offshore fields 

its offer 

had not yet developed the field from which the gas would 

come. The Ambassador reaffirmed that the United States would 
oppose such a deal with Iran. 


5. (C) Three projects with possible U.S. content were 
discussed. First on the list was a $160 million 

desulferization project. The Minister told the Ambassador 
that at an Oil Council meeting on January 10 

five American companies 

the project. He did not say who the American companies are. 
The Minister said the Bahrain Petroleum Company (BAPCO) will 
soon start a $440 million project to upgrade its refinery. 

In regard to the $1.4 billion naptha cracker project (ref B) 

the Minister said BAPCO is reviewing the proposals. He 
stated that to be a viable joint-venture project 

retain at least a 30 percent share 


passport or other identity documents. Since Spain has been maintaining a database of Spanish паш 
1the capital, testimony to the vast power of the quake off Indonesia. Though there were no reports o 
¡TATE 269617 (SBU) Last week, post informed the Turkish MFA of US co-sponsorship of the Al-Fagi 
vor of the budget were the Socialists, the Republican Left of Catalonia (ERC), the United Left (IU), the 
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a greater portion of the profits. He did not comment on the 
status of any American company bids. 
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communications technology applications and related policy. 
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representative of the Iraqi people. The IAF expressed its 
appreciation for the non-binding resolution passed by the 
Jordanian parliament opposing the placement of banners and 
posters encouraging Iraqis in Jordan to register to vote in 
the elections (ref B). Jordan\'s professional associations 
close ally of the IAF on many issues 

sponsoring a non-violent rally January 9 condemning U.S. 
alleged atrocities in Iraq and praising the \"heroic forces of 
resistance!" in Fallujah. 


3. (U) On January 10 Government Spokesperson Asma Khader 
rejected Parliament\'s complaints about electoral campaigning 
for Iraqis. While noting that the government V'respects 
deputies\' points of view 

legal grounds to ban the voter registration media campaign. 
She further noted that the upcoming Iraqi elections were Wa 
very important step" in the reconstruction of Iraq and that 
preservation of IraqVs national unity required \"participation 

of all Iraqi people in the elections." During a December 

2004 interview with the press 

Jordan backed all efforts to hold Iraqi elections on time. 


4. (U) King Abdullah and other Jordanian leaders have 
repeatedly and publicly affirmed Jordan\'s endorsement of the 
January 30 elections while encouraging all Iraqis to vote. 
For example 

neighboring foreign ministers during the January 6 Amman 
conference that the elections V'are the embodiment of the 
IraqisV will in determining their future.\" In an interview 
with a Kuwaiti daily early this month 

the need for all Iraqis to participate in the elections and 
denied charges that he was anti-Shia. Foreign Minister 
al-Mulki 

Javier Solana 

supportive of the upcoming elections 


| about 100 remain unaccounted for after a tsunami struck Sri Lanka the morning of December 26, cz 
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necessary to build a free and democratic Iraq. Mulki earlier 
gave an interview to Al-Quds Al-Arabi 

press 

elections and the need for every Iraqi 

Sunnis 

al-Fayez 

publicly renewed Jordan\'s call for all Iraqis to cast ballots 
in the January 30 elections. 


5. (SBU) Richard Scott 

out-of-country (OCV) program run by the International 
Organization for Migration (IOM) 

11 that Iraqi voter registration in Jordan is on schedule for 
January 17-23. Scott said that according to IOM estimates 
there are roughly 200 

Jordan has the second-largest population of eligible Iraqis 
after Syria. He expressed confidence that registration 
centers would accommodate possible crowds 

V'if they all decide to show up on the 23rd 

have a problem." 

6. (SBU) In a separate conversation 

director Monique Degroot told PolOff that television 
advertisements on voter registration began running January 8 
to complement radio ads that started December 20. In 
addition to Jordan TV 

satellite networks (to include channels such as MBC 

Al Arabiya) in order to reach Iragis residing in all 

countries that will participate in the OCV program. Degroot 
said that the IOM has sponsored several informational 
meetings in east Amman for the Iraqi community in Jordan 
that they were unable to distribute the list of candidates as 
they had not yet received the names from the Independent 
Electoral Commission of Iraq (IECI). 


7. (C) When asked about voter awareness among local Iraqis 
Abdul al-Malki of the Iraqi Embassy in Amman told PolOff 
January 11 that he had not seen or heard any radio or TV ads 
on the voting process. He elaborated that Iragis in Jordan 
were flooding the Embassy with phone inquiries on candidates 
and registration procedures and locations. Malki privately 
questioned whether there was sufficient time to reach and 
educate potential voters so as to help ensure a solid 

turnout. 


i Rashed al-Noaimi expressed his appreciation to Charge December 27 for the close and effective co 
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8. (SBU) EmbOffs paid a visit January 11 to the new IMIE 
secretariat in Jordan 


SIPDIS 

Canadian election consultants. Grant Kippen 

consultant 

he and his colleague had been setting up an office (an Amman 
hotel room) and contacting diplomatic missions and NGOs. He 
explained that the IMIEYs mandate was still not completely 
defined; they were \"flying by the seat of our pants.\" Kippen 
said that the IMIE currently envisioned a limited assessment 
operation designed to provide recommendations for later Iraqi 
elections to follow the January 30 polling 

large-scale monitoring mission that would \"judge\" the 

election outcome. According to Kippen 

find and hire V'a few\" experienced international election 
consultants to lead IMIE activities in Iraq 

that security conditions could make this difficult. The IMIE 
additionally plans to recruit local hires in each of the 

countries where out-of-country voting will take place to look 

at registration procedures and polling outside Iraq. 


9. (U) Baghdad minimize considered. 
HALE 
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disregarded \"warning signs." Another directed a withering attack 
on the government accusing it of \"raising these terrorists in 
schools and mosques\" in an environment ripe for breeding 
terrorists. End Summary. 


2. Liberal columnist Ahmad Al-Dayin writing in independent Al-Rai 
Al-Aam opined (01/12): \"It is wrong to accuse Islam alone of 
being the sole source of fanaticism 

Fundamentalism exists in Judaism and in Christianity 

the United StatesV right-wing Christian Zionists 

religion." 


3. Pro-government columnist Faisal Al-Qenai of independent Al- 
Seyassah said (01/12): V'This type of criminal who looks for 
victims at random registers the extent of their evil intentions. 
After Monday's bloody events 

reevaluate and examine the loopholes in our laws and legislation 
exploited by these terrorists and all who sympathize with their 
actions." 


4. Liberal columnist Dr. Shanlan Al-Issa of independent Al- 
Seyassah wrote (01/12): V'This cowardly terrorist operation 
establishes what many in Kuwait have already realized: Kuwait has 
become an incubator and a suitable environment for breeding and 


-combat contingent to Iraq. This clears the way for deployment of the approximately 50-man GOAM 
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spreading terrorism. ...The government...has ignored the firm 

ties between religious movements in Kuwait and Saudi...If the 
government is serious about combating terrorism 

to other political affiliations. Attempting to please political 

Islamist movements at the expense of citizens V freedoms and their 
constitutional rights will not be of any use." 


5. Regular columnist Saleh Al-Shayji of independent Al-Anba wrote 
(01/12): “Тһе black car of death roaming our streets (a reference 

to the Embassy\'s warden message) should move us to stop praising 
the government and extolling the virtue of its justice 

and guidance. It is the government that must bear most of the 
responsibility for that crime. It is the government that raised 

these criminals and terrorists in its schools 

and in religious associations 

implant the culture of violence....\" 
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Palestinian society. Sharansky referred to his November 11 
meeting with President Bush 

he had agreed that peace would come from promoting democracy 
in the region. Sharansky opined that newly-elected PA 
President Abu Mazen should be strengthened 

that Abu Mazen has done little to curb incitement against 
Israel. The Ambassador underscored that the PA and Israel 
each have responsibilities to undertake in order to advance 
the peace process. Among them 

strengthen the rule of law on the street and for Israel to 

curb provocation and violence by extremist settlers. 


2. (U) Summary contVd: Sharansky 

disengagement 

Ambassador that LikudYs Central Committee agreed January 6 to 
the merger of his Yisrael BVAliya party with Likud 

would add what Sharansky said are 128 disengagement opponents 
to the Likud Central Committee. The Yisrael BVAliya Central 
Committee will vote on the merger on or about January 16. 
Minister Sharansky was accompanied by his advisor 

Green. End summary. 


3. (C) Minister-Without-Portfolio Natan Sharansky used his 
new book 

Overcome Tyranny and Terror\" as a backdrop to his January 10 
meeting with the Ambassador 

supporting democracy 
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peace in the region. Sharansky referred to his November 11 
meeting with President Bush 

President Bush told him that his book provides the 

theoretical basis for many of the President's instincts. 
Sharansky noted that while he does not believe the January 9 
PA elections were Vfree and democratic because of the \"fear\" 
that exists in Palestinian society 

were a good start 

that can now advance democracy. The Palestinians 

underlined 

democracy since they have an educated middle class." 
Sharansky stressed the importance of nurturing an independent 
Palestinian middle class 

monopoly" of three or four Palestinian families. While he 
complained that newly-elected PA president Abu Mazen has not 
done enough to curb Palestinian religious incitement against 
Israel 

strengthened. 


4. (C) The Ambassador noted that participants in the recent 
Oslo donors meeting voiced their willingness to provide 
substantial assistance to the PA with the condition that this 
assistance be tied to reform. He said that Palestinians have 
responsibilities to fulfill in order to move the peace 

process forward 

installing an effective police force and removing weapons 
from the street. The Ambassador said that Israel also has 
responsibilities in the process 

and violence by extremist settlers. As an example 
Ambassador noted that the GOI could prevent incidents such as 
that where settlers attacked members of an NGO who were 
helping Palestinian residents tend to their olive groves. 
Sharansky said he was not aware of these attacks 

his advisor 

information. 


5. (SBU) Sharansky highlighed the January 6 Likud Central 
Committee decision to approve the merger of Sharansky\'s 
Russian immigrant-based Yisrael bVAliya Party with Likud. 
The merger 

members to LikudYs Central Committee. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
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Classified SIPRNET website. 
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handle Chavez because the two share leftist ideologies. Lula 
has been unwilling to engage 

regional efforts to contain Chavez 

Porras said the Europeans have been just as weak on Chavez 
especially since the departure of Spanish President Jose 
Maria Aznar. The Archbishop said that both Latin America and 
Europe need strong leadership from the USG. 


4. (C) Porras described Chavez as a Vlong-term problem." He 
said Chavez will continue to dismantle civil society groups 
necessary to foster democratic rule: organized labor 
independent press 

The Archbishop cited as an example the GOV efforts to 
penetrate the Catholic school system in Merida. GOV 

officials insisted that the Catholics accept "community 
representatives" on their school boards 

these individuals began to push revolutionary \"reforms.\" 
Porras also noted reduced contacts with the military 

had traditionally invited him to change of command ceremonies 
but had not done so in more than three years. 


5. (C) Porras offered to facilitate any USG efforts at the 
community level to demonstrate that non-GOV entities -- the 
church 

impact on Venezuela\'s poor. He welcomed USG visits to church 
social programs in poor neighborhoods. Porras warned that 

the longer the USG waits 

undermining traditional democratic organizations. He 
acknowledged an inherent conflict in his own analysis: 

Chavez is a long-term problem but the longer it takes to 

address 


6. (C) Porras and the rest of the Catholic leadership have 
kept low profiles since the referendum 

they grudgingly accepted. Chavez has targeted the church 
especially its leadership 

previous political regime. Chavez has a long-running 
conflict as well with Porras 


9 5314 CELL: 011-421 905 722 263 (MR.JEZOVICA, FOREIGN POLICY ADVISOR) SPEAKS ENGL 


Y FOR SAC CFRAHM AND CSSA NDONOVAN BRUSSELS FOR TSA AND USEU-SCRISTINA E.O 
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accuse Chavez of authoritarian tendencies. Rivalries aside 
Porras is in touch with current domestic and international 
thought on Venezuela. The Catholic social projects Porras 
Seeks to promote 

V' missions 

poor that is not so easily undone 
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pointing to several areas of improvement since the Fernandez 
administration took power in August 

of a dedicated anti- TIP unit in the Migration Directorate. 
They pledged to increase efforts 

need to address the root causes of trafficking 

\"conditions of life\" that prompt potential TIP victims to put 
themselves at risk. They also said the MFA will immediately 
encourage the authorities to reactivate stalled TIP cases and 
investigations and will continue the interagency effort to 
combine resources and share information. 
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path that we must travel." He hoped that the new building 
would represent a new beginning in the reform of the justice 
system 

institutional response to the problem of crime." 


4. Fernandez also made a strong and impassioned defense of 
the new Criminal Procedures Code (implemented in September) 
which has been criticized by some for being too lenient on 
criminals and the accused. He referred to the code as \"no 
more than the first expression of the process of reform 

said that the recent rise in crime is not related to the 

additional protections of citizen rights provided by the 

Code 

narco-trafficking 

globalization." Fernandez said that the new code was a large 
step forward in respect for human rights and guarantees of 
the individual liberties established in the Constitution. 
KUBISKE 
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Milliyet 

Ankara Warns US and Iraq About PKK - Milliyet 
Cyprus Gesture from Putin - Sabah 


Column 3 

Two critical Requests at PKK Talks - Sabah 

US Repeats Request for Incirlik - Aksam 

President Bush Writes on Tsunami Victims - Posta 
US Passes Ball to Iraq at Trilateral Meeting - Vatan 


OPINION MAKERS 


General Abizaid Seeks Operational Use of Incirlik - Radikal 
US Will Not Interfere with PKK in Irag - Radikal 

US Insists on Incirlik - Cumhuriyet 

Turkish Troops On Their Way to Afghanistan - Cumhuriyet 

No Concrete Result From Trilateral PKK Meeting - Cumhuriyet 
Northern Cyprus Gesture From Putin - Zaman 


BRIEFING 


General Abizaid in Ankara: All papers and TV channels cover 
the visit of US Central Command General John Abizaid to 
Ankara. The General met with NSC chairman Yigit Alpogan and 
FM Gul yesterday. Following the meeting with Gul 

Abizaid responded to journalists\' questions as he left the 
Foreign Ministry. \"Cumhuriyet\" quotes Abizaid as saying 
that We look forward to use the facilities in Incirlik as 

an ally. It is good for us 

use the facilities there.Y Abizaid stressed that the two 

sides also discussed the PKK issue. The US 

regards the PKK as a terrorist organization 

He vowed that the PKK threat would be eliminated "over 

time 

providing a secure environment for the upcoming elections in 
Iraq. V'RadikalV reports that General Abizaid presented 
Turkish officials with a number of demands about the use of 
Incirlik air base. He reportedly asked the Turkish 
government to remove the requirement to seek parliamentary 
approval for the use of the base. However 

Sources said that Abizaid did not convey any new demands 
about Incirlik. 


Trilateral Meetings on the PKK: V'CumhuriyetV reports that 
the trilateral meeting on PKK between Turkey-US-lraq 
produced no concrete results. Turkey presented evidence and 
managed to convince the US that the PKK intended to 
participate in the Iraqi election under different names. 

The US ensured Turkey that it would exert every effort on 
the PKK issue 

have to wait until after the Iraqi elections on January 30. 

In a joint statement released after the five-hour meeting 

the parties said that Iraq and Turkey had agreed to continue 
to cooperate against the PKK 

cooperation between Turkey and Iraq on this issue. 


: for Foreign Affairs Yusuf bin Alawi (YBA), the Ambassador urged on behalf of the G-8 and EU missic 
STATE PASS OPIC FOR CDUFFY STATE PASS TDA FOR BTERNET STATE PASS EXIM FOR JRI 
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n December 9. Representatives from the French, German, Canadian, Japanese, Spanish, Italian, Br 


Column 3 


Goodwill Gesture From Putin on Cyprus: \"Sabah\" reports that 
in the second day of Erdogan\'s visit to Russia 

Putin made a ‘goodwill gesture\' by interrupting his meeting 
with Erdogan to call UN Secretary General Kofi Annan to 
denounce the isolation of Turkish Republic of Northern 

Cyprus. \"Turkiye\" reports that Putin promised to support 
Turkey on the Cyprus issue. Other papers say that he 
indicated RussiaVs support for the Annan Plan 

rejected by Greek Cypriots in a referendum last April. 
EDITORIAL OPINION: 


The Middle East/Palestinian Elections 
The Abizaid Visit 


\"Democratic Experience in the Middle East" 

Sami Kohen noted in the mass appeal \"Milliyet\" (1/12): 
\"Palestinians have shown a strong will to hold the elections 
in spite of the many difficulties and challenges. The 
Palestinian election proved that a democratic process is 
possible even if the circumstances are not the best. This 
is a very good example for authoritarian regimes in the 
region. . There is already an expectation that the 
Palestinian election might create a domino effect in the 
region and force other Arab countries toward 
democratization. In this regard 

Iraq is also very important. There are some similarities 
between conditions in Iraq and those we saw in Palestine. 
Iraq is under occupation 

the elections. However 

political parties in Iraq want elections to be held on time. 

. Under the current circumstances 

democratic election in Iraq would seem to be quite 
difficult. But the process must be carried through. . If 
the Iraqi elections are held on time 

role not only for the future of Iraq 

message of democracy to the Middle East.\" 


VA Threatening Virus: Democracy!" 

Erdal Safak commented in the mass appeal \"Sabah\" (1/12): 
VArab kings and sheiks must be afraid of the spreading virus 
of democracy. The latest example of this phenomenon can be 
seen in Palestine. The Palestinians managed to conduct a 
transparent and exciting election process. . Palestine now 
joins the family of democracies 

first Arab country in this regard. Palestine is also the 

first example in the Arab world in which the new leadership 
did not come from a dynasty or from a one-party referendum. 
Such a unique success will undoubtedly put fear into many 
Arab dictators.\" 
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\"Abizaid is Here 

Asli Aydintasbas wrote in the mass appeal \"Sabah\" (01/11): 
V'Those who are looking for a secret agenda concerning Iran 
Incirlik 

Commander General John Abizaid are mistaken. A high-level 
US official confirmed that Abizaid is here to discuss ‘the 

big picture.\' That is 

PKK issue - and Afghanistan 

Turkish military relationship 

possibility that the violence and chaos in Iraq could 

continue beyond the elections. Several months ago 

Turkish military officials got together and agreed that the 
dialogue between CENTCOM and Ankara was one of the most 
fragile aspects of a Turkish-American relationship weakened 
by the March 1 vote. The reason is simple. Ankara\'s 
traditional interlocutor on the military side was the US 
European Command (EUCOM). After September 11 

fell under CENTCOM - especially Iraq and Afghanistan - 
gained importance as part of the war on terrorism. CENTCOM 
was less sensitive to Turkey\'s historical sensitivities 

reluctant to deal with the PKK issue 

respect to Ankara due to the disappointment of March 1. 
During his discussions with the Foreign Minister and 
Secretary General of the National Security Council 
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raised issues ranging from regional security to the future 
of Iraq. The Americans are concerned that if Sunni 
participation in the January 30 elections is low 

Turkey will complain and the elections will be seen as 
illegitimate. FM GulVs recent statements 

yesterday 

with the widest posible participation 

sweet music to the AmericansY ears. But everyone knows that 
the elections and the post-election period are problematic. 
In the Iraq equation 

list of Washington's priorities. In contacts here 
yesterday 

the PKK to the Iraqi Government 

this business. It\'s like a joke. It is clear that there is 

little hope on this issue from the Iraqis. It\'s even come 

to the point that the PKK is taking part in the January 30 
elections as a party with a different name! So the PKK 
continues to be a military and political problem for Turkey. 
Looking at the ‘big picture 

Shiite administration in Iraq 

a post-election civil war or Sunni-Shiite conflict could 
accelerate the formation of a Kurdish state in northern 
Iraq. According to Turkish officials 

is the worse of these two possible negative outcomes. V 


assed many of the counterterrorism conventions that had previously been stalled in the government E 
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malcontents before they could get transport into the Gombe 
area. An estimated four to thirteen civilians and two 
policemen died 

over seventy on charges of vandalism. One Amcit was the 
victim of a carjacking by protestors in the Binza-IPN area 
but was unharmed and retrieved his vehicle on January 11. 
The U.S. Mission maintained normal operations throughout the 
day with no incidents noted 

staff were unable to come to work because of the 
unavailability of public transportation early in the day. No 
other cities experienced demonstrations or unrest 
Kinshasa itself was quiet on January 11 and 12. 


3. (SBU) Most observers directly or indirectly blamed 
political opposition figure Etienne Tshisekedi for the 
unrest 

Information did not say so publicly. If it was an attempt to 
demonstrate the amount of support for Tshisekedi 
flat because university students by and large did not 
participate. (Comment: In the 1990s 

was such that his party 

Kinshasa to a halt through strikes and boycotts. At a 
January 12 meeting with the Ambassador 
involvement in the recent unrest. End Comment.) 


4. (SBU) COMMENT: Post will continue to monitor the 
situation. Already the Kinshasa rumor mill is speculating 
about the possibility of more unrest on Friday 

close to the the January 17 anniversary of Patrice Lumumba\'s 
assassination and the January 18 anniversary of Laurent 
Kabila\'s assassination. END COMMENT. 
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Parliament prior to new deployments presented a further 
political complication. However 

Spanish officials indicated a readiness to proceed with new 
deployments 

officials on a recent scouting mission to Afghanistan seemed 
prepared to support a doubling of the Spanish deployment to 
1 

the Herat FSB. The USG took this to mean that Spain is 
leaning towards leading a PRT. 


2. (C) Alonso said that Spain understood its commitment to 
the NATO mission in Afghanistan and would continue to 
participate in that mission. She emphasized that the 


As of COB on December 28, unconfirmed estimates put the number killed in the December 26 tsunar 
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composition of Spanish forces would be based primarily on the 
recommendations of the MFA and MOD. While she hadn't yet 
seen the recommendations of the Spanish team that visited 
Afghanistan January 7-10 

important in operational terms. Alonso said she did not 
expect the requirement for consultations with Parliament to 

be a problem 

does not reconvene until the first week in February. She 
cautioned 

skepticism of Spanish involvement in virtually any military 
mission 

humanitarian component. Also 

recent deployment to support tsunami relief operations in 
Indonesia (594 troops 

medical unit 

manpower and resources 

planners hadn\'t forseen with repect to the GOS contribution 

to Afghanistan. The mission in Indonesia is currently 
expected to last two months. 


3. (C) Poloff also delivered reftel points to MFA Deputy 
Director General for Foreign Policy Felix Costales and noted 
our confusion regarding SpainVs position on leading a PRT. 
Costales said that a PRT would be a very new type of project 
for the GOS and that there were ongoing internal discussions 
regarding the composition of a Spanish-led PRT. Most 
importantly 

as those led by the U.S. and the UK 

emphasize the humanitarian aspect of such a mission. Like 
Alonso 

assistance to victims of the tsunami disaster presented a 
possible complication for SpainVs contribution to ISAF Stage 
ll. 


//COMMENT// 


4. (C) We have heavily lobbied the GOS at all levels of the 
MOD 

other important missions in Afghanistan. General B. B. Bell 
made a strong pitch to Spanish officers on the margins of a 
1/10 visit to his NATO counterpart in Madrid. While the GOS 
military is clearly anxious to take on a larger role 

political leaders are far more cautious. In a recent meeting 
with Charge 

Casajuana was adamant that no new Spanish deployment could 
move forward without Parliamentary approval. Spain\'s 
contribution to tsunami relief operations is a new twist and 
could tempt the GOS to further delay a tough decision on its 
participation in ISAF Il. We will continue to push the GOS 
hard on this issue 

to operations that could result in military casualties is a 


»mber 27, 2004 B. Head of Government: Ismail Omar Guelleh Title: President of the Republic of Dj 
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very significant impediment. Zapatero\'s officials are well 
aware that the popularity of his government is based mainly 
on his reversal of former President Aznar\'s unpopular 
decision to deploy Spanish forces to Iraq. The GOS does not 
want to give the opposition a similar opportunity. 
MANZANARES 
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MAZENVS TEAM IN GAZA 


Classified By: A/DCM Norm Olsen 
This message has been coordinated with ConGen Jerusalem. 


1. (C) Summary: Senior Abu Mazen confidants in the Gaza 
Strip Marwan Kanafani 

Effrangi told Poloff January 11 that Abu Mazen is determined 
to bring the numerous militant splinter groups V'back into the 
Fatah fold 

security from Israeli attacks and the financial security of 
alternative employment. Senior Hamas leaders in Gaza have 
apparently walked back from January 10-11 public statements 
casting doubt upon the legitimacy of Abu MazenYs mandate 
according to PLC Political Committee Chairman Marwan 
Kanafani. Kanafani and others further categorized dealing 
with Hamas as a lower priority than successfully 

reintegrating the Fatah militias. End Summary. 


2. (C) Fatah Revolutionary Council member Marwan Abdul-Hamid 
was ebullient in a conversation with Poloff January 11 

boasting that when we say Fatah now 

Everyone participated in the elections 

even some Hamas members. The goal of Abu Mazen supporters 
now 

Mazen stream within Fatah in the run-up to the PLC elections 

now scheduled for July 17. 


3. (C) PLC Political Committee chairman Marwan Kanafani told 
Poloff January 11 that the Gaza political leadership is 

meeting to assess a situation that Kanafani described as 
\"going in the right direction for the first time in years. V' 

Citing what he called a new willingness to cooperate among 
fractious political factions 

of Abu Mazen are so high that Kanafani worries about the 
performance of the new government and how it could possibly 
meet them. Abu Mazen V'has six months 
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according to Kanafani 
to be done. 


4. (C) When asked about the January 11 statements from the 
Hamas spokesman and other Hamas leaders in Gaza that 
questioned the legitimacy of Abu Mazen\'s mandate because of 
claimed low voter turnout 

is the least of my concerns.\" (Note: The charge of less than 
50 percent turnout is only applicable if the turnout is 
calculated from the out-of-date civil registry. 

International observers and the CEC 

voter turnout at 71 percent based on the recently compiled 
voter registration list. End Note). Kanafani said the he 

met January 11 with senior Hamas members who wished to 
\"clarify\" that it had not been the organization\'s intention 

to call into question the legitimacy of Abu Mazen\'s electoral 
victory. Rather 

\"reminder\" to Abu Mazen that he should hold a national 
referendum before deciding major issues such as resuming 
talks with the Israelis or \"disarming\" the Intifadah. 

Despite down-playing the challenge posed by Hamas 
hastened to add that Abu Mazen intends to meet with Hamas 
leaders when he returns to Gaza after his inauguration. \"Our 
contacts with Hamas are constant 


5. (C) Abdul-Hamid made a similar point with regard to the 
Hamas statements 

Khaled MishaVel in Damascus 

January 10 to congratulate him on his victory. Abdul-Hamid 
dismissed Hamas \"mutterings\" in the Gaza Strip as an effort 
to \"remind people they are still here.\" Abu Mazen has loudly 
and bravely condemned the rocket attacks in the Gaza Strip 
he said 

position would cost him votes. Instead 

to be true 

afraid to criticize militant activity rallied to Abu Mazen 

for having the courage to say the previously unspeakable and 
cast their vote accordingly. People in Gaza 

Abdul-Hamid 

Hamas\'s chaotic policies." 


6. (C) Abdul-Hamid confidently stated that \"all\" Fatah 
militants are also Abu Mazen supporters 


al Advisor to the Foreign Minister Khalid al-Yemeni told Charge and Pol/Econ Chief that Yemen is wor 
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will obey orders intended to increase Israel\'s security and 
thus reduce the subsequent need for IDF operations in Gaza. 
When pressed 

expected to deliver something in return to the Fatah 

faithful. What they are looking for 

Abdul-Hamid 

assassinations and arrest operations 

(read: jobs). Abu Mazen urgently needs to reach an agreement 
with the Israelis to stop \"hunting\" the militants 

Abdul-Hamid 

point. Then 

way to \"absorb\" the militants 

security bodies 

them to provide for their families. Abu Mazen needs help 
Abdul-Hamid said 


7. (C) Fatah Central Committee member Abdullah Effrangi 
recently told Poloff that Abu Mazen had made serious efforts 
to reach out to Fatah\'s militant splinter groups during his 
pre-election campaign swing through the Gaza Strip (Note: 
Indeed 

January 10 that he had met with all the al-Aqsa MartyrsV 
Brigades leaders 

Bank.V End Note). Despite the difficulty of bringing his 
message home when delivering it from amid the rubble of 
destroyed houses in 

according to Effrangi 

the militant factions because it is essential to bring the 
fighters back \"inside\" mainstream Fatah. It is simply too 
dangerous for Palestinian society not to do so. After 
attending a number of campaign rallies 

is confident that Abu MazenYs message is being received and 
that fighters are 

Fatah fold. The Fatah leadership 

determined that it must give these men a chance and is now 
looking for ways to reincorporate them into official 
structures. While Effrangi felt that it was easiest to 

funnel the fighters into the security organizations 

not rule out finding them jobs elsewhere. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State DepartmentVs 
Classified SIPRNET website. 
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elements!" including an offer of assistance in negotiating 
with the IAEA. While the GOB recognized the complexity of 
any discussions with the IAEA 

doubtful such help would be requested. 


2. (SBU) Mourao reconfirmed BrazilVs stated position on the 
AP: it was not against the Additional Protocol but is 
proceeding deliberately in assessing the impact of the AP on 
Brazilian enterprises and likely will only resume discussions 
on it with the IAEA following the NPT revcon. He added the 
GOB is not prepared to offer any AP-related \"gesture\" before 
the May conference. However 

bureaucratic development that will jump-start the GOBVs 
inter-ministerial AP review process. Led by the National 
Commission on Energy 

set up which 

BrazilVs position vis a vis the IAEA. Mourao or his deputy 
will likely chair the panel. 


Chicola 
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(SAFE) 

of States Bureau of Diplomatic Security that the employee 
has undergone equivalent security training. The contact 
for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for 
any traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates 
the threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat 
mail have occasionally targeted U.S. diplomatic missions 

in New Zealand. In response to U.S. policies and actions 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 


ION: December 26, 2004 HEAD OF GOVERNMENT AND STATE Last Name: al-Said First/Middle М 
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demonstrations 

services normally provide adequate protection to the 
Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such 

experienced an increase in violent and petty crimes 
they are usually non-confrontational in nature. However 
home invasion robberies and assaults 

becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of Auckland 
Christchurch and Wellington 

especially aware that street crime 

pickpockets 

Common sense precautions should be taken 

night 


e. (SBU) Generally 

significant role in the world drug situation; however 

evidence indicates that New Zealand has been utilized as a 
transit point for shipments of Ecstasy 

to Australia. The most abused drugs in New Zealand are 
locally produced methamphetamine and cannabis. There have 
been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (0) All forms of public transportation are generally 

safe at all times of the day; however 

should use common sense precautions so as to not become a 
target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult 
with a moderate amount of congestion. Visitors are 
advised that traffic drives on the left-hand side of the 
road. Visitors are advised that traffic accidents are 
common and that it is safe to pull over so that police may 
take an accident report. However 

hostility or anti-American sentiment should depart the 
scene immediately and notify the RSO. 


h. (U) Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular telephones 
and to securely safeguard classified or sensitive 
information at the Chancery and not at hotels or 
residences. 


i. (U) Visitors should also be aware of the State 
DepartmentVs Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements 


N Up Department, and Ambassador Abdullah Al-Murad, Director of the MFA Department of Internatio! 
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j. (U) In essence 

appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000 


9. (U) The Cock Islands is a Parliamentary democracy in 
free association with New Zealand 

defense and assistance in meeting low-level security 
threats. The Embassy is not aware of any specific threats 
to U.S. facilities or personnel at this time in the Cook 
Islands. However 

alert all visitors should heighten their security 

awareness and report any unusual incidents to the Regional 
Security Office at the Embassy in Wellington 


10. (U) Following the September 11 

attacks in the U.S. and the November 2002 terrorist 
bombing in Bali 

might seek to take advantage of the low level of security 
maintained in small island states such as the Cook Islands 
in order to target tourists in previously safe 

destinations. New Zealand has worked with the Cook 
Islands to improve airport security in response to this 
possibility. Terrorist actions may include 

limited to 

Possible threats include conventional weapons such as 
explosive devices or non-conventional weapons 

chemical or biological agents. Terrorists do not 
distinguish between official and civilian targets. 

Targets may include facilities where Americans and other 
foreigners congregate or visit 

clubs 

outdoor recreation events 

citizens should increase their security awareness at such 
locations 

Americans in large numbers generally do not congregate. 
11. (U) The Cook Islands offshore finance industry has 
come under scrutiny regarding possible money laundering. 
The Cook Islands has been included on the OECD\'s list of 
non-cooperating states in the fight against money 
laundering. 


12. (U) As a result of recent military action in Iraq 
there is a potential for retaliatory actions to be taken 
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against U.S. citizens and interest throughout the world. 
Public demonstrations carry the potential for 
precipitating violence directed at American citizens. 


13. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert and some have drawn down their 
dependents and/or personnel. These facilities may 
temporarily close or suspend public services from time to 
time for security reasons. In those instances 

embassies and consulates will make every effort to provide 
emergency services to American citizens. Monitor the 
local news and maintain contact with the nearest American 
Embassy or U.S. Consulate. 


14. (U) Crime: Appropriate common sense precautions 
should be taken 
target of opportunity. 


15. (U) Weather: Severe cyclones present a threat during 
the hurricane season 


Swindells 
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from criminal or civil prosecution. Regulations issued in 
1998 require that individuals transporting more than 10 
Reais (then approximately $10 

in cash 

border must fill out a customs declaration that is sent to 
the Central Bank. Financial institutions remitting more than 
10 

Bank. On June 11 

10.467 

effect Decree 3 

active corruption in international commercial transactions 
by foreign public officials. Law 10.467 also added penalties 
for this offense under Chapter Il of Law 9.613. 


7. Law 9.613 also created a financial intelligence unit 
(FIU) 

Activities (COAF) 

Finance. The COAF includes representatives from regulatory 
and law enforcement agencies 

Federal Police. The COAF regulates those financial sectors 
not already under the jurisdiction of another supervising 
entity. Currently 

18 analysts 

counterterrorism specialist 

director was appointed in February 2004. 


8. Between 1999 and 2001 


't attorney,s office in Santiago, the Dominican Republic,s second largest city, closed two bars known f 
ssified by Charge dVAffaires Eric Schultz under Section 1.5 b/d ----------- Summary ------------ 1. (С): 


Column 3 

regulations that require customer identification 

keeping 

COAF by obligated entities. Entities that fall under the 
regulation of the Central Bank 

(CVM) 

the Office of Supplemental Pension Plans (PC) 
suspicious activity reports (SARs) with their respective 
regulator 

regulatory body then electronically submits the SARs to 
COAF. Entities that do not fall under the regulations of the 
above-mentioned bodies 

remittance businesses 

lotteries 

credit card companies 

art and antiques 

directly to the FIU either via the Internet or using paper 
forms. All of these regulations include a list of guidelines 
that help institutions identify suspicious transactions. The 
COAF receives roughly 300 to 500 SARs per month 
percent of which lead to investigations by law enforcement. 


9. The Central Bank has established the Department to 
Combat Exchange and Financial Crimes (DECIF) to implement 
anti-money laundering policy 

supervision of the Central Bank to ensure compliance with 
suspicious transaction reporting 

the nature of the suspect transaction to the COAF. Since 

the January 2001 passage of Complementary Law No. 105 and 
its implementing Decree No. 3 

authorities 

complete bank transaction information during an 

investigation without a court order. On January 11 

then President Cardoso signed Brazil\'s new omnibus drug 
legislation 

during drug trafficking investigations. 


10. On July 9 

9.613 of 1998. Law 10.701 criminalizes terrorist financing 
and makes it a predicate offense for money laundering. The 
law also establishes crimes against foreign governments as a 
predicate offenses 

maintain a registry 

information on all bank account holders 

COAF to request from all government entities financial 
information on any subject suspected of involvement in 
criminal activity. Other measures enacted in 2003 required 
banks to report cash transactions exceeding 10 
(approximately $3 

department within the Ministry of Justice to recover 
financial assets 

Ministry of Justice to the COAF. 
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11. Brazil has established systems for identifying 
tracing 

assets. The COAF and the Ministry of Justice manage these 
Systems jointly. Police authorities and the customs and 
revenue services are responsible for tracing and seizing 
assets 

perform such activities. The judicial system has the 
authority to forfeit seized assets. Brazilian law permits 
the sharing of forfeited assets with other countries. 
Traffickers have not taken any retaliatory actions related 
to money laundering investigations 

with the U.S. Government 


12. Brazil has some ability to employ advanced law 
enforcement techniques such as undercover operations 
controlled delivery 

force investigations that are critical to the successful 
investigation of complex crimes 

Generally such techniques can be used only for information 
purposes 

Brazilian courts handed down their first criminal conviction 

for money laundering. The case involved illegal transfers of 
money overseas through a currency exchange in Foz do Iguacu. 
A flood of new investigations (1 

2002) has led to a sharp spike in the number of money 
laundering cases going to court (132 in 2003 

2002). To improve the ability of the judicial system to deal 
with money laundering crimes 

created seven special federal-level money-laundering courts 
one in each federal judicial district 

one more. The judges in these courts generally have received 
some specialized training to deal with money laundering 
cases. 


13. Investigations into the scandal involving Banestado 

the state bank of Parana 

banks in the tri-border region of Brazil 

Argentina 

currency exchange accounts 

accounts quickly became used as a means of laundering money. 
Moneychangers opened hundreds of fake CC-5 accounts 

which criminals deposited millions of Reais. The money was 
then wired in dollars to the Banestado branch in New York 

City and from there to other banks 

considered to be tax havens. The moneychangers and Banestado 
officials took cuts from each transaction. Over 250 phony CC- 

5 accounts have been identified and it is suspected that as 

much as $30 billion passed through CC-5 Banestado accounts 
in the U.S. between 1996 and 1999 

likely laundered. A separate and sometimes politicized 


itary service in Armenia. The National Assembly began work on this legislation at the end of 2003 at 


1. 


Basic Support for Institutionalizing Child Survival (BASICS), both | and ΙΙ, has bet 
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Congressional inquiry into the Banestado case was closed at 
end-2004; its final report recommended that law enforcement 
agencies indict several prominent figures in the case. 


14. The COAF has responded to U.S. Government efforts to 
identify and block terrorist-related funds. Since September 
11 

records for entities and individuals on the UN 1267 
Sanctions Committees consolidated list. None of the 
individuals and entities on the consolidated list were found 
to be operating or executing financial transactions in 

Brazil 

terrorist financing in the country. The USG remains 
concerned 

and Paraguay 

including arms 

enforcement of currency controls and cross-border reporting 
requirements and may be a source of terrorist financing. In 
November 2003 

Paraguay on charges of tax evasion. 


15. The GOB has signed 

International Convention for the Suppression of the 

Financing of Terrorism and the OAS Inter-American Convention 
on Terrorism. In 2000 Brazil became a full member of the 
Financial Action Task Force (FATF) 

GAFISUD 

comply with the FATF Eight Special Recommendations on 
Terrorist Financing. Brazil is a party to the 1988 UN Drug 
Convention and has signed 

Convention against Transnational Organized Crime 

entered into force on September 29 

2003 

which is not yet in force internationally; Brazil also is a 

member of the OECD anti-bribery convention. Brazil is also a 
member of the Organization of American States Inter-American 
Drug Abuse Control Commission (OAS/CICAD) Experts Group to 
Control Money Laundering. The COAF has been a member of the 
Egmont Group since 1999. In February 2001 

Assistance Treaty between Brazil and the United States 
entered into force. The Brazilian Senate ratified in 2004 a 
bilateral Customs Mutual Assistance Agreement with the U.S. 
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the ratification of CAFTA has been put off by Congress until 
after the primary elections of February 20. According to 
President Maduro 

biggest exporter to the U.S. 


Accordingly. Not for Internet Distribution. Action Request for EB/TRA and CA/OCS in paragraph 13. 
ral European neighbors. Higher investments and household consumption replaced exports as the m 
elor Earl Gast and Program Specialist Philip Lamade were briefed by senior World Food Program (М 
) and (d). 1. (U) This is an action request. See para 4. 2. (C) Summary: Turkey is preparing to step 
is against Spanish entity Telstar December 29 to Javier Hergueta, the Foreign Ministry\'s deputy direc 
for, according to Thomas Brady, Department of Foreign Affairs (DFA) Principal Officer for Consular O 
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m all provincial buildings on Thursday, December 23. Williams was reacting to another failure to neg 
ons that pertain to Living Modified Organisms (LMOs) or biotechnology since the First Meeting of the 
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Congress keeps postponing the ratification of the agreement. V 


\"Not everything people say about CAFTA is true 

organizations oppose it because they probably haven\'t had a 
chance to become acquainted with all the provisions of the 
agreement. For instance 

Honduras will be able export about 91% of its agricultural 
production to the U.S. free of tariffs 

to undergo a progressive elimination of duties and tariffs for up 
to 20 years. V" 


VCAFTA reaffirms our national sovereignty 

trade liberalization will not affect the environment or our 
workers, rights. Besides 

measures for public officials that ask or receive bribes and for 
companies that allow or offer them." 


VCAFTA is a countdown that cannot wait. Either we introduce 
ourselves into the free market or we remain isolated from the 
world 

speculative 


Palmer 
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REF: 2004 CARACAS 02153 


Classified By: POLITICAL COUNSELOR ABELARDO A. ARIAS FOR 1.4 (D) 


1. (C) The alleged abduction from Caracas to Colombia of 
FARC \"foreign minister" Rodrigo Granda during December 13-14 
has become the most publicized news story of the new year 
after initially garnering little attention from the 

Venezuelan press. On December 15 

Ministry claimed Granda had been arrested in Cucuta 
Colombia. On January 3 

official communique. Venezuela\'s National Assembly named a 
committee to investigate the action 

Justice Minister Jesse Chacon and other government officials 
proceeded cautiously and inconsistently 

evidence that Granda was living in Venezuela with the 
connivance of the GOV. After opponents of President Hugo 
Chavez publicized proof of Granda\'s Venezuelan 

naturalization 

FARC leader had obtained it under false pretenses. The 


»d in Thailand and one in Sri Lanka. Forty-eight of the missing Canadians were in Thailand, with the 
nissioner for Human Rights (OHCHR) have agreed to establish an OHCHR Resident Office in Guate 
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Chavez administration\'s dilemma is how to contend with 
criticism for harboring terrorists or for allowing Colombian 
officials to operate in Venezuela with impunity. End 
summary. 


2. (C) The alleged abduction of senior FARC official 

Rodrigo Granda--known as the guerrillas\' \"foreign 
minister\"--from Venezuela to Colombia has become Venezuela\'s 
lead news story of the new year. On December 15 
announced Grandavs arrest in the Colombian border town of 
Cucuta on December 14. The FARC 

official communique on January 3 

attested to press rumors alleging he was \"kidnapped\" in 
downtown Caracas. According to Granda\'s version 

officials posing as Venezuelan intelligence (Disip) officers 
shoved him into the trunk of a car on the afternoon of 
December 13 and drove him 16 hours to Cucuta 

Other media outlets speculated about GOV complicity in the 
abduction 

Colombian Defense Minister Jorge Uribe disavowed the FARC 
story 

While sticking to the story that no violation of Venezuelan 
Sovereignty occurred 

had paid for information leading to Granda\'s arrest. А 

radical pro-Chavez advisor for citizen security issues in the 
Caracas metropolitan mayor\'s office told poloff in late 
December that the GOV knew the operation had taken place in 
Caracas. Separately 

the Venezuelan Ministry of Interior and Justice (MIJ) 
confirmed to poloff the GOV had known about the Caracas 
capture. 


3. (U) Faced with Colombian press reports asserting the 
capture had occurred in Venezuela 

Minister Jesse Chacon on December 29 ordered the 
investigation of a kidnapping that took place on December 13 
near a Caracas metro station. By early January 

storm had erupted over the issue. On January 5 

that it was difficult to determine the true identity of the 

victim 

collusion with Colombians may have captured Granda at the 
site. The National Assembly followed by announcing its own 
investigation on January 6. Foreign Minister Ali Rodriguez 
urged patience while authorities completed their 
investigation. 


l. National attention following an incident leading to the death of a student in Istanbul in November р 
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Granda\'s Business in Venezuela 


4. (C) According to a pro-Government tabloid 

Assembly deputy Marelys Perez said on 6 January that Granda 
had been living in Venezuela for years. Perez immediately 
denied making the statement but admitted that Granda had been 
in Venezuela to attend a \"Bolivarian Congress of the People" 
on 7-8 December. The FARC communique stated Granda had 
participated at the invitation of the Venezuelan Government 
which Perez also denied. Granda\'s lawyer 

Granda had obtained Venezuelan citizenship and offered his 
Venezuelan cedula number as proof. Chacon countered that 
many people obtain cedulas illegally at the border. Granda 
was not a citizen 

no record of him entering the country. 


5. (U) On January 7 

Congress Cristobal Fernandez Dalo held a press conference in 
which he showed a copy of the July 9 

gazette listing Granda as a naturalized citizen. Fernandez 
cited the gazette as proof that the GOV had lied about 
Grandavs citizenship and--if Granda did not complete five 
years of Venezuelan residence before applying--had 
naturalized him illegally. Granda\'s lawyer 

interview 

hours to receive naturalization. Granda\'s citizenship has 
played into the hands of government critics 

asserted that the GOV\'s pre-referendum citizenship drive was 
fraudulent (REFTEL). Opposition members also have circulated 
via email a 2002 article from Caracas daily El Universal 
alleging that Granda had served on a secret Disip committee 
charged with providing Colombians illegal access to 
Venezuela; the newspaper has since republished the story. To 
further embarrass the GOV 

President Alvaro Uribevs 2002 avowal that Colombian 
authorities would capture guerrillas in Venezuela if Chavez 

did not hand them over as promised. 


6. (U) On the same day as Fernandez\'s conference 

affirmed that Granda had been kidnapped in Caracas. Chavez 
weighed in on January 9 during his V'Alo Presidente broadcast 
that Colombian police had lied about having captured Granda 


‘TOR DAVID KEEGAN; REASONS: 1.4 (B), (D) AND (H) 1. (U) This is an action request. Please : 
=VENTH HOUR, ITALY APPROVES 2005 BUDGET 1. ON DECEMBER 29, PARLIAMENT PASSEI 


financial resources rather than human resources November 24 at the EU. Decisions on further supp: 
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in Colombia 

following day that the GOV had not yet established Colombian 
police involvement in the \"kidnapping.\" He added that he 
would bring up the issue with Colombian President Uribe. 
Having committed himself to protesting Granda\'s abduction 
Chavez began to try to explain his presence in the country. 
Showing an alleged copy of Granda\'s passport 

Granda of using false documents to obtain naturalization 
which he said should be revoked. He deflected charges of 
having protected a terrorist by demanding that countries 
request extradition of such criminals rather than violating 
international law by extraterritorial kidnappings. On 
January 12 

Institute (INTI) director Eliezer Otaiza suggested the CIA 
could have been involved in the operation. 


7. (C) The FARC\'s going public on the Granda case has 
forced the GOV into a situation in which it has had 

difficulty saving face. Disavowing Granda would be 
tantamount to admitting it has allowed a violation of 
Venezuelan sovereignty. Protesting the arrest leaves the GOV 
vulnerable to charges of protecting a terrorist and padding 
electoral rolls with foreigners. For the time being 

has hedged his bets by criticizing Colombian cops while 
stopping short of faulting the Colombian government directly 

a position made more tenable by Colombia\'s recent admission 
of having paid for information (ostensibly from corrupt 
Venezuelan officials) on Granda. Chavez may also take 
greater advantage of his tried-and-true trick of blaming the 
United States to distract the public from the real nature of 

the problem. End comment. 
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reftels. UNHCR keeps no political data on the non-Kurd 
Iranians but UNHCR 

claims to be a royalist 

supporter 

has found that only about 100 do not meet its profile for 
third-country resettlement 

UNHCR has started to secure third-country resettlement 
options for some of the Al Tash Kurds in NML (ref A) 
UNHCR Jordan assume the population will remain stable through 
mid-2005 due to a boycott that disrupted individual screening 
(para 5). 
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4. (SBU) UNHCR and its implementing partners in the NML camp 
-- the Jordanian Hashemite Charitable Organization (HCO) 
which took over management of all of the border camps in 
March 2003 

were struggling to provide adequate protection for vulnerable 
camp residents 

refcoords visited December 15. UNHCR\'s border field staff 
and its Amman-based Representative admit that poor security 
conditions have disrupted their operations for the past two 
months. The NML camp 

between the Iraqi and Jordanian border posts at the Karama 
crossing has created a legal black hole 

HCO efforts to protect the camp 

some normal services. NML camp 

March 2003 MOU with UNHCR 

territory. However 

MOI maintained the camp was in Iraq 

growing fears in Jordan of a large refugee inflow. UNHCR and 
HCO staff claim that they have struggled to keep refugees 
from selling food and commodities to the hundreds of trucks 
that queue at the border each day 

boy was killed after getting caught in a truck wheel. UNHCR 
and HCO staff are also frustrated that GOJ prosecutors have 
determined that they cannot charge under Jordanian law three 
camp residents whom they believe committed rape 

Iraqi resident who was caught torturing a woman by suspending 
her upside down by wire from a tent pole. 


5. (SBU) As reported in ref A 

Sten Bronee believes that this V'climate of lawlessness\" 
contributed to a boycott of non-essential camp services by 

the self-appointed Iranian Kurd camp committee organized to 
pressure UNHCR to focus their efforts exclusively on 
third-country resettlement. The boycott was enforced by 
blocking entry of UNHCR and CARE staff to the camp by means 
of physical threats. MOI refused UNHCR 

security at the camp until late November 

after camp residents threatened to extend their strike to 
essential food 

camp committee agreed to allow UNHCR staff to reenter the 
camp on November 26 

that their verbal and physical threats violated Jordanian 

law. According to Bronee 

extend to NML the security cost sharing arrangement it 
currently has with UNHCR in Ruwaished camp in order to 
establish a permanent national police presence to monitor the 
camp perimeter and to guard UNHCR offices during resettlement 


aroup for tsunami relief, and New DelhiVs resolve to do even more to assist India's neighbors, on De 
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screening interviews. UNHCR Jordan has secured funding from 
UNHCR Geneva to cover these costs 

proposal from the Ministry of Planning. 


DECEMBER 3 ATTACK 


6. (C) Threats to nearby Jordanian border security offices 

and U.S. military facilities have also disrupted services in 

the NML camp 

approximately 1.5-km from U.S. Marine and Army units posted 
at the border. Heavy traffic 

supporting the U.S. effort in Iraq 

Amman-Baghdad highway through the Al Karama crossing. One 
side of the perimeter fence is located less than 100 feet 

from the highway. The vulnerability of this location was 
demonstrated December 3 

originating in Iraq 

the no-man 

U.S. Marine position on the Iraqi side of the frontier. The 
second 

feet from the NML camp fence. According to GID officials at 
the border 

tankers at the checkpoint queuing to leave Jordan. The 
driver fled into the NML camp where he was captured with the 
help of the refugees. U.S. Humanitarian Assistance 
Coordination Center border liaison officers told refcoords 
December 16 the failed attack could have caused significant 
damage and loss of life in the camp. The Jordanian Director 
of General Intelligence at the Karama Border crossing 

Col. Al Sharafat (strictly protect) 

officials must perform thorough screening because the Dulaimi 
tribal officials who monopolize positions in the Iraqi border 
Services in this part of Iraq are corrupt and do not search 

the hundreds of vehicles leaving Iraq daily 

and his own facilities in danger. Al Sharafat 

at Al Karama for the last two years 

security situation was the worst he had seen. 


7. (C) The Marine position 1.5-km east of the camp has 
engaged in three firefights with insurgents in the last 

month. Refugees also told visiting refcoords that two 
strangers dressed in black had infiltrated the camp the 
previous night. UNHCR suspects the incident may have been a 
robbery as one of its storage facilities was ransacked 

GID took the report seriously enough to shut down the border 
for several hours. The camp residents fear retaliation for 
their role in apprehending one of the December 3 attackers. 
Female residents organized a peaceful demonstration at the 
entrance for two weeks after the December 3 VBIED attack 
asking for improved security. Rather than pressing for 


ardest by the disaster. Vassy elaborated on the deaths and voiced concerns that the number of Fren 
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third-country resettlement 
approached refcoords requested that camp safety be improved. 


8. (SBU) Camp staff are also increasingly unwilling to travel 
through the Al Karama border crossing. CARE has suspended 
its work in the NML until the Jordanian authorities improve 
security. They explain that without diplomatic status they 

feel particularly vulnerable queuing at the crossing to reach 

the camp. Sten Bronee also told refcoord December 21 that he 
suspects that the two loan ICMC and ICRC staff seconded to 
his office 

border 

deteriorating conditions at the NML. UNICEF provides primary 
and intermediate schooling for children in Ruwaished camp 
but has long refused to work in the NML because Jordan does 
not clearly recognize it as Jordanian territory. 


9. (C) The GOJ is increasing security at NML camp in response 
to the December 3 attack. National police 

requested by UNHCR are patrolling the camp perimeter 

border officials are digging a trench with a dirt berm two or 
three meters high on the highway shoulder to control access 

to the camp. Border officials have also started construction 

on a new checkpoint that would move vehicle inspections about 
500 yards further away from the camp. However 

Sharafat revealed that border officials fear the NML camp 
could offer cover to future attackers 

recommendation to the Interior Minister to shift the NML camp 
5 km south 

land. He privately expressed doubts the 5-km move would 
improve the situation. While moving the camp might mitigate 
the impact of an explosion on the highway 

his opinion 

reach of insurgents who might want to target the camp 
intimidate its residents 

HCO Camp Manager of NML said a forced relocation would plunge 
camp management into another standoff with residents; he 
recalled that following flooding last summer 

had protested relocating the camp to higher ground as an 
attempt to \"stabilize\" them in the no-man 


10. (C) UNHCR Jordan 
December 21 that he opposes 
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grounds 

no-man\'s land. Bronee explained that he is eliminating nine 
positions because UNHCR Geneva cut his requested operational 
budget (which comes from the special Iraq appeal) by 29%. He 
said that it cost UNHCR $113 

last summer. While Bronee added that Jordan should be 
pressed to uphold fully its first asylum responsibilities 

his contentious relationship with Interior Minister Habashneh 
limited his effectiveness. Bronee said that the Minister of 
Planning might be a possible alternative. COMMENT: We will 
continue to encourage UNHCR Jordan to use this approach. END 
COMMENT. 


11. (C) In a December 27 meeting 

refcoord that he had used the December 3 attack to press King 
Abdullah to allow him to identify a safer location for the 

NML camp 

logical and cost effective solution but would require careful 
handling to achieve. He explained that he had meant to press 
the issue earlier 

ongoing operations in Bam and Darfur and had already been 
accused by a senior GOJ official of V'appointing himself 
Governor of Ruwaished. However 

compelled to intervene in the situation because of the 
Vpersonality conflict" between Interior Minister and UNHCR\'s 
Representative. Rashid argued that the Interior Minister is 
\"willing to listen to reason 

option. He proposed arranging a joint meeting with the PM 
the MOI and the HCO 

to discuss the NML camp 

January. 


12. (C) UNHCR 

the NML arrangements are neither adequate nor were intended 
to be long-term. Recent security concerns 

UNHCR can no longer support two 

separate border operations with special Iraq appeal funding 
suggests that a way must be found to resolve the lingering 
problem at the NML camp. Earlier hopes UNHCR would 
reestablish operations inside Iraq and open a camp in 
northern Iraq to support the NML population no longer appear 
realistic. We share Prince Rashid 

Jordanian officials will not agree to admit the NML refugees 


ask Officer, Europe Section, and Brendan McMahon, Assistant Legal Advisor, in the Department of Fc 
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into Jordan proper without concrete assurances that they will 
be re-settled in third countries or returned to Iraq by a 

date certain. Therefore 

that UNHCR develop a more realistic strategy on camp 
management. 


13. (U) Baghdad minimize considered. 
HALE 
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which designates terrorism financing as a major crime is 

still pending legislative approval. Under CTAL provisions 

the National Police Administration 

Investigation Bureau (MJIB) 

seize the suspected terrorist assets even before criminal 
charges are made. In emergency situations 

agencies would be able to freeze assets for three days 
without a court order. Assets and income obtained from 
committing terrorist crimes could be confiscated permanently 
unless such assets and income can be identified as belonging 
to the victims of the crimes. Taiwan officials have the 
authority to freeze and/or seize terrorist-related financial 
assets. 


9. The Bureau of Monetary Affairs (BOMA) of the FSC has 
circulated lists of individuals and entities identified by 

the UN 1267 Sanction Committee and provided by the U.S. to 
domestic and foreign financial institutions in Taiwan. 

Taiwan and the U.S. have established procedures to exchange 
records concerning suspicious terrorist financial 

activities. After receiving financial terrorist lists from 

AIT 

institutions. 


10. Domestic and international financial information 
including terrorist and money laundering lists are available 
on the MLPL internet website. Banks are required to file a 
report on cash remittances of at least NT$ 1 million or if 
the remittor/remittee is on a terrorist list. Foreign labor 
brokers are authorized to remit income earned by foreign 
workers via banks to their home countries. These 
remittances are not regulated or reported 

laundering regulations are not imposed on these foreign 
labor brokers. At present 

charitable or non-profit entities to see if they serve as 
conduits for financing of terrorism. These entities must 
register with official agencies. 


11. Taiwan is not a party to the 1999 International 
Convention for the Suppression of the Financing of 
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Terrorism 


Offshore Financial Centers 


12. All foreign financial institutions and offshore banking 
units follow the same regulations as domestic financial 
entities. All offshore banks 

companies 

disclosure regulations from Taiwan\'s Central Bank of China 
(CBC) 

conduct background checks on applicants for banking and 
business licenses. Offshore casinos or internet gambling 
sites are illegal. 


Free-Trade-Zones 


13. Taiwan\'s only free trade zone began operation іп Keelung 
on October 1 

trade zones must submit applications to the port 

authorities. Entities can conduct simple processing of 
commodities in the zone and re-export them without 
inspection by customs. There is no indication that the zone 

is used in money-laundering schemes or by financers of 
terrorism. Keelung port authority has a panel composed of 
members from various enforcement agencies to conduct checks 
of commodities 

to Taiwan\'s Banking Law and Securities Trading Law 

for financial institutions to conduct foreign currency 
operations Taiwan\'s Central Bank must first approve the 
institution to conduct foreign-currency operations. The 
financial institutions must then submit an application to 

port authorities to establish an offshore banking unit in 

the free trade zone. 


International Cooperation 


14. Taiwan is not a member of the United Nations and 
therefore cannot be a party to the UN International 
Convention against Illicit Traffic in Narcotic Drugs and 
Psychotropic Substances or other UN agreements and 
conventions. However 

those conventions. Taiwan is a member of the Egmont Group 
and the Asia/Pacific Group on Money Laundering (APG) adheres 
to regulations/recommendations from other international 
groups including the Financial Action Task Force on Money 
Laundering (FATF). Where necessary 

regulations to meet international standards. 

15. The Taipei Economic and Cultural Representative Office 
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(TECRO) and the American Institute in Taiwan (AIT) signed a 
Mutual Legal Assistance Agreement (MLAA) in March 2002. 
This agreement remains the primary avenue of law enforcement 
cooperation in regards to investigations of narcotics 

trafficking 

financing 


Asset Forfeiture and Seizure Legislation 

16. Taiwan has established drug-related asset seizure and 
forfeiture regulations 

treaties or agreements TaiwanVs Ministry of Justice shall 
share seized assets with foreign official agencies 
institutions or international parties who provide Taiwan 

with assistance in investigations/enforcements. Assets of 
drug traffickers 

intangible property 

businesses used to launder money. The injured parties can 
be compensated with seized assets. The Ministry of Justice 
distributes other seized assets to the prosecutor\'s office 
police 

does not allow for civil forfeiture. 


17. In January-September 2004 

NT$ 20 million (about US$ 660 

laundering and other serious crimes 

financial intelligence units of other countries on asset 
tracing 

and public have been supportive of Taiwan authoritiesV 
enforcement efforts. 
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an independent 

peacefully with the State of Israel.\" President Mkapa 
concluded by thanking all countries for their 
overwhelming support for Tanzania\'s candidacy for the 
Security Council. 


An Election Year Warning 


5. (C) Mkapa\'s speech will be most remembered 
however 

set for October 30 

support for ongoing electoral reforms 

attempted to pre-empt foreign criticism of the coming 
year's campaign by declaring that the ruling CCM party 
was strong 

elections. Mkapa said that the November 2004 local 


IG GEAR FAILS TO DEPLOY; PASSENGERS SAFE 


>) PolOff met November 8 with Gustavo Zelaya, Legal Assistance Program Coordinator for Casa Alia 


CARIBBEAN BASIN DIVISION USDOC FOR 3134/ITA/USFCS/RD/WH; DHS FOR CIS-CARLOS ITI 
dian deaths has risen to four. The task force has opened welfare and whereabouts files on 2,500-30( 
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elections demonstrated Tanzania\'s commitment to 
developing democratic leadership at the grassroots 
level 

interest and passion." (Comment: This 
characterization of the local elections might have 
surprised some of the assembled diplomats who had 
observed low voter turn-out 

short tempers at many the urban polling places. See 
reftel B.) President Mkapa noted that 350 

elective positions 

were contested in the local elections. While returns 
from a few of the more remote areas were still 
trickling in almost two months after the elections 

the overall results of the elections had just been 
compiled. President Mkapa reported an astounding 
tally for the CCM: 96.6 percent of the vote went to 
ruling party candidates; with the CUF party in second 
place with 1.49 percent of the votes on the Tanzanian 
mainland. The remaining sixteen registered political 
parties each received less than one percent of the 
vote. 


6. (U) Mkapa reiterated his support for political 

reforms during the nine years of his administration 

and said he would consolidate those reforms during his 
final year in office. He gave a nod to the \"spirit 

of the Muafaka 

CCM and the CUF that mandates electoral reforms on 
polarized Zanzibar. Mkapa called for efforts to 
strengthen political institutions and for a binding 

code of political conduct to guide partisan behavior 
during the campaign and voting. 


The New CCM Party Line 


7.(C) Although his speech touched on strengthening 
democratic institutions 

of his energy into strengthening the ruling CCM party. 
In an implied warning to the assembled diplomats 
said VI strongly discourage the notion that if CCM 
wins 

strong. We do not need to rig. We have more to gain 
by winning peacefully 


8. (U) Mkapa\'s remarks appear to be the final 
confirmation of CCM\'s new party line. Mkapa\'s speech 
echoed the sentiments voiced by Zanzibari President 
Karume just a few days earlier 

inaugurated the new headquarters for the Zanzibar 
Electoral Commission (ZEC). On that occasion 


'X001 - SRI LANKA TSUNAMI FINDINGS OF USAID/OFDA RAPID ASSESSMENT MISSION ALON( 


JRESS ABS ISSUES. THE MOST IMPORTANT OF THESE IS FEDERAL LAW #24 OF 1999 ON TF 


<A, SITREP NO. 6, JANUARY 2 REF: COLOMBO 0001 AND PREVIOUS Classified By: AMB. JEFF 
AID, AEMR, CE, Tsunami SUBJECT: ТЕХО02 - UPDATE OF ACTIVITIES OF USAID/OFDA DART T 


Column 3 

decried foreign \"meddling 

observers believe an election is free and fair only if 
an opposition party wins it. Karume had also 
reiterated the discredited accusation that one British 
diplomat had observed voter registration on Pemba 
without the knowledge of the ZEC or the Zanzibar 
government. (In fact 

missions 

the invitation of the ZEC and the Foreign Ministry. 
Please see Reftels A and C). Karume also advised 
foreign donors (rather unnecessarily) to look at other 
issues 


The Diplomats Take the Measure of the CCM 


9. (C) Diplomats sipping sherry on the Statehouse 
terrace after the speech had an opportunity to 
exchange views on the remarks of both Presidents 

to speculate what they meant for the CCM\'s election 
campaign. Diplomats representing the Basket Group 
that had funded the renovation of the ZEC headquarters 
described an uncomfortable situation at the 
inauguration. Karume had made his unhelpful remarks 
in Swahili 

toward the assembled donors 

understood him. According to some of the diplomats 
who had been present 

for the building. The Dutch Ambassador speculated 
that Karume had been misinformed about the diplomatic 
group that had observed voter registration; or perhaps 
Zanzibar government officials were miffed by the way 
the invitations had been issued. (The Foreign 

Ministry of the Union Government had issued the 
invitations to embassies on behalf of the ZEC.) 

UNDP Country Representative John Hendra observed that 
voter registration was going well nationwide 
notwithstanding the ritualized hand-wringing over 
foreign observers. Over 90% of potential voters had 
registered in most districts on the mainland. On 
Zanzibar 

southern Pemba 

have been registering just under 90% of potential 

voters in most districts 

confrontations of the early days of voter registration 
have not been repeated. 


10. (C) Comment: Mkapa\'s New Year\'s speech indicates 
the diplomatic community can generally expect more of 
the same from Tanzania\'s international relations in 

2005. The Foreign Ministry 


formation on leading Finnish government figures. 2. COUNTRY: Republic of Finland DATE: De 
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overwhelmed 

international organizations and will follow the 

regional consensus 

most issues. The Tanzanian Government 

dependent on foreign assistance 

welcome cooperation with donors on various long-term 
assistance projects. Electoral assistance 

is proving to be the major exception: Mkapa\'s speech 
represents a clear effort to set election-year limits 

on outside assistance and advice. 


11. (C) Comment continued: The CCMVs sweep of 96.6% 
of the vote in a field of 17 competitors indicates the 
strength of the ruling party; but it also indicates 

the continuing weakness of multiparty democracy on the 
Tanzanian mainland. Only on Zanzibar 

opposition CUF is strong 

electoral competition in 2005. The donor community 
has tended to see President Mkapa as an ally in the 
effort to strengthen Tanzanian democratic 

institutions 

history of electoral conflict. Donors believed Mkapa 
was concerned about his legacy 

promoting a strong democratic transition nd capable 

of reining in embattled CCM hardliners on Zanzibar and 
preventing their worst excesses. With his January 7 
speech 

would be a CCM partisan first 

second. Mkapa seems more inclined to support 
hardliners like Karume 

This first week of the New Year opened with a rather 
discouraging display of CCM party solidarity. End 
Comment. 
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aggressors be met with dialogue rather than force. To meet 
the challenge of V'life 

but welcomed adult stem cell research. To combat hunger 
he called for V'a vast moral mobilization 

prosperous countries to step up assistance. He lamented 
armed conflicts and condemned the V'brutal 

phenomenon of terrorism 

Darfur settlement and the election of a new Palestinian 
president would lead to a decrease in armed confrontation. 
The Pope reinforced his fervent commitment to freedom 
noting that religious freedom is a right V'not yet 

sufficiently or adequately recognized. The Pope\'s 
international agenda tracked closely with a series of 


half of the Government and People of Djibouti, and indeed on my own behalf, sincere best wishes of 
IAN COMMUNITY OF BULAWAYO 1. (SBU) Summary: Despite their strong ties to the country, Ziml 


: contains broad commitments to open services markets. Bahrain will accord substantial market acce 


"2 in Abu Dhabi allowing Iraqi expatriates living in the UAE and other Gulf countries to take part in the 
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Embassy initiatives this past year aimed at increasing Holy 
See attention to problems of hunger 

terrorism. End Summary. 


2.(U) Addressing the 174 members of the Vatican 
diplomatic corps for the 27th year 

called on represented countries to meet four fundamental 
challenges to restore hope in a world which has seen 
tremendous Wanguish and distress" over the past year. 
Building on his theme for World Peace Day of V'overcoming 
evil with good!" (reftel) 

discouragement and proposed a focus on \"the common bonds of 
humanity" in meeting four specific challenges: protection 
of human life 

and expanding the reach of freedom. 


3. (SBU) Some American media has seized on the PopeVs use 
of the phrase \"arrogance of power" to suggest that the Pope 
was criticizing the U.S. for acting arrogantly in Iraq. 

Such an interpretation distorts the Popes intention 

was to urge that dictators 

pursue armed conflicts be met not with force but with 

reason and dialogue: V'The arrogance of power must be 
countered with reason 

with outstretched hands 

the Pope was speaking about Iraq 

as a caution that an \"arrogant\" dictator such as Saddam 
should have been met with dialogue 

rather than force. This has been the Pope\'s consistent 

view on Iraq 

his World Peace Day message (reftel) of overcoming evil 
with good. 


4. (SBU) The Popevs only specific mention of Iraq in his 
remarks was to condemn V'the acts of barbarous terrorism 
which caused bloodshed in Iraq and other countries of the 
world. While certainly there is implicit criticism of Iraq 

in his suggestion that recourse to arms had \"increased the 
causes of tension 

conflicts \"from one end of the world to the other... in 

the Middle East 

recourse to arms and violence has not only led to 
incalculable material damage 
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increased causes of tension 

difficulty of finding and implementing solutions capable of 
reconciling legitimate interest of all the parties 

involved.V 


5. (U) Noting that states have as their primary task the 
\"safeguarding and promotion of human life 

asserted that the challenge to human life has recently 
\"grown in scale and urgency. Describing abortion 
assisted procreation 

scientific research 

inadmissible 

research using adult stem cells. The Pope also called 
attention to what the termed \"the very sanctuary of life\" - 
-- the family -- which he asserted was under threat from 
legislation in many countries permitting same-sex unions. 


6. (U) Turning to an issue that has been a major focus on 
Embassy engagement with the Holy See 

that hundreds of millions of human beings are suffering 
from grave malnutrition and \"millions of children die each 
year from its effects." Unfortunately 

short of endorsing the potential of biotechnology to 
address world hunger 

standard call for a greater 'commitment to justice\" and 
\"display of solidarity.\" Significantly 

emphasized the Holy See\'s \"great interest in this dramatic 
problem. He praised the work of international 
organizations and NGO\'s who have been active in providing 
assistance 

enough.\" An adequate response to overcome the evil of 
hunger 

of public opinion and political leaders 

more prosperous countries. 


7.(U) Peace 
of every generationW and a V'supreme good\" essential to 
attaining goods 


neighbors, ministerial, scheduled to be held in Amman on January 6. All neighboring states have cor 


1a January 3 conversation, reconfirmed to Charge that Jordan\'s arrangement to receive 50,000 barr 
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humanity 

Paul Il denounced the recourse to armed conflict in the 

Middle East 

issued a forceful condemnation of terrorism 

brutal 

on a global dimension unknown to previous generations.\" 
The Pope noted that he has consistently sought to point out 

V paths to peace V" and has counseled \"courage and patience V 
in pursuing them. 


8. (U) Despite the many threats to peace 

to deliver an optimistic message that this challenge could 
be met through a common will to prevent conflicts and 
greater cooperation between international organizations and 
continental groupings. In this regard 

the efforts of the African Union to prevent conflicts and 

cited progress in Darfur 

Turing to the Middle East 

in armed confrontation and expressed his hope for a 
political breakthrough with the election of the new 
Palestinian president. The Pope hailed the European Union 
as an example of how past enemies could put their 
differences aside and consolidate their union 

remain open to new members. 


9. (U) Citing the struggle of his native Polish people 

the Pope concluded by reaffirming that freedom offered V'the 
only way human beings can find fulfillment befitting their 
nature." Religious freedom 

the heart of all freedoms.\" Noting the many express 
international guarantees for religious freedom 

pointed out that in many states such freedom was \"not yet 
sufficiently or adequately recognized." He therefore 
appealed for religious freedom to be constitutionally 
guaranteed everywhere. Responding to fears of Muslim 
states that such freedom would interfere with secular 
government 

distinguish \"what belongs to Caesar and what belongs to 
God." Freedom 

cooperate effectively for the good of societies and 


consequently for the good of mankind. 


1 per reftel instructions. 2. (U) a) Finland actively supports and participates in the European UnionV 
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10.(SBU) Despite the media\'s eagerness to find criticism 
of the U.S. in the PopeVs Vstate of the world address 
Pope has consistently avoided looking backward at Iraq. As 
he observed 

peace\" and urging they be followed. Since the decision to 
go to war 

U.S. efforts to help the Iraqis build stability and 
democracy. Other freelancing members of the Curia 
retired Cardinal Pio Laghi 

of the U.S. for failing to achieve a rapid and effective 
transition has been widely reported 

to try to score points through the Italian media. Their 
views 


11. (SBU) In fact 

Italian journalist source 

posed to him by a Vatican journalist 

with the question by quoting previous Laghi comments 
following his White House meeting that U.S. officials had 
promised the war would be quick and effective. Laghi 
simply concurred with the journalist that the war had been 
neither quick nor effective. In fact 

statement recounted a conversation not with the President 
but with a military aide present during the White House 
meetings. 


12. (SBU) Beyond the media focus on Iraq 

perspective on the primary challenges facing the world 
today and his agenda for dealing with them tracks closely 
with U.S. efforts. From combating hunger and promoting 
religious freedom to defeating terror and protecting human 
rights 

to heighten the VaticanVs focus on these issues through а 
series of outreach conferences and regular engagement at 
senior levels. We can expect to see the Vatican return to 
these themes -- the renunciation of war and violence 
condemnation of terrorism 

poverty and hunger 

a natural universal right -- in the year ahead. It was 
unfortunate that the Pope was not yet willing to publicly 
embrace the potential of agricultural biotechnology in his 
discussion of hunger 

the Holy See to see biotechnology as an important tool in 
addressing this priority challenge. 


Nicholson 
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between Taiwan and PRC representatives 

percent certain direct flights will be implemented. On the 
media speculation of DPP cooperation with the People First 
Party (PFP) 

in promoting the rumors 

alliance will remain intact. End Summary. 


Special Defense Budget 


2. (C) KMT Chairman Lien told AIT Director in a December 12 
meeting that the KMT is committed to maintaining a viable 
military capability for Taiwan and that reports that the KMT 
opposes to arms procurement are misleading. Lien did say 
however 

Special Budget and the Special Budget Authorization Bill as a 
package. Lien pointed out that the requirement for separate 
legislation authorizing a Special Budget was a feature that 

the DPP pressed to be enacted in 1996. 


3. (C) Asserting that there is not enough time for action in 

this LY session 

LY caucus to pass half (approximately USD nine billion) of 

the USD 18 billion as soon as the legislation is resubmitted 

in the next LY session 

telephone call to KMT LY caucus leader Tseng Yung-chuan 
told the Director that there is no need for a six-month delay 

in resubmission by the Executive Yuan (EY) 

Security Council Secretary General Chiou I-jen contended in 
previous conversations with AIT. Rather 

the EY accepts the Ministry of National Defense\'s 
recommendation to separate the authorization and spending 
bills 

week of February. He noted that the KMT would support PAC-3 
P-3 

approximately USD one billion for purchases of needed 
ammunitions such as Standard missiles for Kidd destroyers and 
AMRAAMS for the Taiwan Air Force. While the submarines are 
desirable 

Taiwan to handle. Since it was the KMT that had originally 
proposed purchasing the submarines 

did not want to be seen as opposing it 

advocate buying piecemeal. 


Cross-Strait Chartered Flights 


4. (C) On the cross-Strait Lunar New Year charter flights 
Lien credited the KMT delegation that traveled to Beijing to 
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meet with the PRC\'s Taiwan Affairs Office (TAO) with V'paving 
the way\" for further discussions between Taiwan and PRC 
representatives. Lien told the AIT Director that the KMT 
decided to get involved in the issue because many Taishang 
(Taiwan businessmen working in the PRC) complained to the KMT 
that the DPP government had made no progress. He said that 
after receiving a positive response from the TAO welcoming 

the KMTVs involvement 

led a delegation to meet with TAO Director Chen Yunlin on 
January 10. Lien said that he was 90 percent certain that 

the proposals negotiated between Chen and the KMT delegation 
including direct reciprocal flights between the Mainland and 
Taiwan servicing multiple routes 

time for the Lunar New Year. Lien said he hoped the DPP 
would not obstruct the KMTYs accomplishment by politicizing 
the charter flight issue. 


5. (C) Lien told the Director that when the KMT briefed the 
Mainland Affairs Council (MAC) on the talks between the KMT 
delegation and the TAO 

follow the V'Hong Kong Model" for negotiations (i.e. 

MAC officials had been members of the Taiwan negotiating team 
nominally headed by an airline industry official). Lien said 

the Hong Kong formula is not necessarily the ideal model 

if Taiwan is independent and sovereign 

downgraded to Hong Kong\'s status. In passing 

the 2002 V'Hong Kong model 

appropriate for Taiwan national officials to have been 
negotiating with mere Hong Kong municipal authorities. Lien 
concluded by stating that since the LY election the KMT has 
concluded that it should play a more active role in 

cross-Strait affairs 

the government cannot. 


Rumors of DPP-PFP Cooperation 


6. (C) Commenting on the media speculation of DPP cooperation 
with the People First Party (PFP) 

that the DPP has nothing to lose in promoting the rumors. If 

the DPP were to succeed in courting the PFP 

gain a working LY majority and effectively divide the 

Pan-Blue 

will stand fast. Lien said that before PFP Chairman James 
Soong departed Taiwan he assured him that although KMT-PFP 
merger is not possible in the immediate future 

continue to cooperate with the KMT. Soong had told Lien that 
on the premise that the DPP government is responsible for 
safeguarding the ROC 

DPP on specific issues involving the peoples livelihood. 

Lien also stated that Soong told him the PFP would support 


:HMD RUEHRO DE RUEHBM #0008/01 0031546 ZNR UUUUU ZZH P 031546Z JAN 05 FM AMEME 
Mesic fell one percent short of the simple majority he needed for a first round re-election on January 
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Wang Jin-pyng for LY Speaker in exchange for the KMT 
supporting a PFP member for Vice Speaker. Lien noted that 
although Chen Shui-bian has suffered a setback in the LY 
election 

Therefore 

the U.S. 


Comment: Emerging from Post Election Haze? 


7. (C) Since the March 2004 presidential election 

focused almost exclusively on the Pan-BlueWs challenge of the 
presidential election result 

the courts 

was not fully involved in the KMT LY campaign effort. KMT 
Vice Chairman Vincent Siew told AIT that many LY members in 
Central and Southern Taiwan did not want Lien to stump for 
them. The KMTVs unexpected success in the LY election 
appears to have reinvigorated Lien 

step back into the limelight. So far 

used the KMTNSs victory to oppose the DPP 

that he has even begun to address the many internal problems 
in the Pan-Blue alliance. 
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positive reforms of the judicial system 

administration 

property rights protection 

to investors. While there have been many success stories 
handful of investors have experienced problems 

heavily regulated sectors of the economy such as the media 
and in enterprises where the state is a partner. Investors 
also complain about difficulties in enforcing contractual 
rights 

court system is often compounded by judges lack of 
familiarity with commercial cases. Needed reforms of the 
System for registering companies and the bankruptcy laws 
have been slow in coming. Concerns about corruption have 
been voiced by foreign and domestic businesses alike. 


Organizational Structure of Investments 


Foreign investors can 

establish sole proprietorships 

offices in the Czech Republic. In addition 

recognizes joint-stock companies 

companies 

commercial partnerships 

associations. The government imposes a Czech language 
requirement for issuance of the trade licenses needed for 
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most forms of business. The requirement has been waived for 
citizens of EU countries 

Czech bilateral investment treaty should be waived for U.S. 
citizens as well. 


National Treatment 


Legally 

identically. Both are subject to the same tax codes and 

laws. The government does not differentiate between foreign 
investors from different countries 

foreign investment projects other than in the banking 
insurance and defense sectors. Upon accession to the OECD 
the Czech government agreed to meet (with a small number of 
exceptions) the OECD standards for equal treatment of 
foreign and domestic investors and limitations on special 
investment incentives. The U.S.-Czech Bilateral Investment 
Treaty contains specific guarantees of National Treatment 
and Most Favored Nation treatment for U.S. investors in all 
areas of the economy other than insurance and real estate. 
(See the section on the Bilateral Investment Treaty below) 


Exempted Sectors 


According to Czechlnvest 

attracting and facilitating FDI 

economy are open to foreign investment. Investors in 
banking 

sectors must meet certain licensing requirements. Some 
professions 

advisors 

professional chamber. These licensing and membership 
requirements apply equally to foreign and domestic 
investors. 


Privatization 


More than eighty percent of the Czech economy is now in 
private hands after several waves of privatization of 
formerly state-owned companies since 1989. Privatization 
programs have been open to foreign investors. In fact 
major state-owned companies have been privatized with 
foreign participation. The government evaluates all 
investment offers for state enterprises. Non-transparent 
and unfair practices have been alleged in connection with 
some recent privatizations. 


Conversion and Transfer Policies 


The Czech crown is fully convertible for business purposes 
including all trade transactions and investment transactions 
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with one limitation: non-resident foreign individuals and 
companies without registered offices in the Czech Republic 
cannot purchase real estate. Imports or exports of more 
than 350 

money orders must be declared at the border. 


The U.S.-Czech Bilateral Investment Treaty guarantees 
repatriation of earnings from U.S. investments. A 1596 
withholding tax is charged on repatriation of profits from 
the Czech Republic. This tax is reduced under the terms of 
applicable double taxation treaties. For instance 

the U.S. treaty 

shareholder is a company controlling more than 1096 of the 
Czech entity 

administrative obstacles for removing capital. The law 
permits convertibility into any currency. The average delay 
for remitting investment returns meets the international 
standard of three working days. 


Expropriation and Compensation 


The Embassy is unaware of any expropriation of foreign 
investment since 1989. Acquisition of property by the 
government is now only for public purposes (similar to 
property condemnation in the United States for public works 
projects) in a non-discriminatory manner 

compliance with international law. It is unlikely that any 
investor losing property due to a governmental taking would 
not receive full compensation. 


Another issue of concern to foreign investors in the Czech 
Republic is restitution. In 1990 and 1991 

government of Czechoslovakia enacted various laws aimed at 
compensating those people whose property was confiscated by 
the communist regime during the period of 1948-1989. Under 
the restitution laws 

compensation for property taken from them by the communist 
government. Most claims for restitution of non-agricultural 
property had to be filed by October 31 

agricultural property by December 1992. There were 

additional open seasons for claims in 1994 and 1998 
respectively but all deadlines for these claims expired on 

July 8 

of the Property Damages Caused by the Holocaust entered into 
force. It amends the restitution laws allowing the state 

subject to certain conditions 

property 

Nazis to entitled Jewish communities and individuals. 


Although deadlines for submitting restitution claims are now 
past 
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to invest in the Czech Republic first ensure that they have 
clear title to all land and property associated with 

potential projects. The process of tracing the history of 
property and land acquisition can be complex and time- 
consuming 

insurance is not yet offered in the Czech Republic. 
Investors participating in privatization of state-owned 
companies are protected from restitution claims through a 
binding contract signed with the government. 


Dispute Settlement 


The Czech Republic has a commercial code and a civil code 
that are largely based on the German legal system. The 
commercial code details rules pertaining to legal entities 

and is analogous to corporate law in the United States. The 
civil code deals primarily with contractual relationships 

among parties. When the Czech Republic was formed in 1993 
the new Czech government maintained the previous commercial 
and civil codes. The laws have been extensively amended 
since then 

independent 

Commercial disputes 

bankruptcy proceedings 

registration is in the hands of the courts and is sometimes 
slow and overly complicated. 


The need for an improved bankruptcy law remains an important 
structural impediment. Most observers believe the slow and 
uneven performance of the courts and weakness of creditorsV 
legal standing is an impediment to increased lending to 

small and medium enterprises. The law also lacks provisions 
for corporate restructuring. The Ministry of Justice has 
identified bankruptcy reform as a priority and appointed a 
commission to draft a completely new 

law. Progress has been slow and competing versions of the 
law are now under consideration. 


The Czech Republic ratified the Convention on the Settlement 
of Investment Disputes between States and Nationals of Other 
States in 1993. The U.S.-Czech Bilateral Investment Treaty 
provides for international arbitration of investment 

disputes with the state. The Czech Republic has also 

ratified the New York Convention on the Recognition and 
Enforcement of Arbitral Awards. As a signatory of the latter 
convention 

awards in disputes between Czech and foreign parties. 
However 

corporations outside the Czech Republic is not permitted 
even if the owners are foreign. Applications for enforcement 
of foreign judgments can be made to the Czech courts and 


NISTRATOR ROGER WINTER ANE DEPUTY ASSISTANT ADMINISTRATOR MARK WARD ΒΑΝΩ͂Ι 


ETD 7/2007 THOMAS 


Column 3 

will be determined in accordance with a bilateral 

recognition treaty 

requirements of Czech law. Judgments rendered in other EU 
countries are enforceable in accordance with applicable EU 
regulations. 


Investment Incentives 


In 1998 the Czech government approved a package of 
incentives to attract investment. The incentives are offered 
to foreign and domestic firms that make a $10 million 
manufacturing investment through a newly registered company. 
The package includes relief from corporate taxes for up to 
ten years 

opportunities to obtain low-cost land. A tax incentive is 
also available for expansion of an existing manufacturing 
investment. Subsidies are offered for services centers for 
software development 

recently 

and development centers have been added. Tax deductions for 
new machinery 

re-training grants 

free import of machinery are also available under certain 
conditions to qualified companies. The incentives were 
developed with the assistance of the EU in order to ensure 
their compatibility with EU rules on industrial subsidies. 
Therefore 

as a result of the Czech Republic\'s accession to the 
European Union. 


The Czech Republic is in compliance with WTO TRIMs 
requirements. There are currently no general performance 
requirements imposed on foreign firms for establishing 
maintaining 

connection with the incentives described above. These 
performance requirements generally relate to the amount of 
investment or hiring of employees if special job-creation 
grants are received with the incentive package. For more 
information contact Czechlnvest 

phone: 420-296 342 501 

Stepanska 15 

marketing@czechinvest.org 

performance requirements are negotiable. 


Foreign workers in the Czech Republic must obtain permits 
and visas in advance of their taking up employment and 
residence. The process of obtaining the required permits 
can be time-consuming. 


Right to Private Ownership and Establishment 


npiled each year by the COARM (conventional arms exports) working group of Member State licensit 


? donations. End Summary 2. (U) Embassy Helsinki made subject demarche immediately on the mc 
zRAL CHARISSE PHILLIPS. NO NAMES WERE PROVIDED DURING THE MEETING. BROWN. 
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The right of foreign and domestic private entities to 

establish and own business enterprises is guaranteed by law 
in the Czech Republic. Enterprises are permitted to engage 
in any legal activity with the previously noted limitations 

in some sensitive sectors. Personal ownership of real estate 
by non-resident foreign individuals is not permitted 

since January 1 

business in the Czech Republic and Czech branches of foreign 
entities may own real estate 

forest land. Since May 1 

nationals can purchase real property if they comply with 
temporary residence requirements. Czech legal entities 
including 100% foreign-owned subsidiaries 

estate without any limitations. 


Protection of Property Rights 


Existing legislation guarantees protection of all forms of 
property rights 

interests in land (mortgages) and in personal property are 
permitted. Government subsidy programs are making mortgage 
financing more accessible 

used to using both secured and unsecured forms of credit. 
According to U.S. lawyers in the Czech Republic 

judgments and foreclosing security interests in land and 
personal property can still be difficult in practice. 


Major amendments to the Commercial Code came into force in 
2001 that strengthen protection of creditors and minority 
shareholders. The law includes detailed provisions for 

mergers and places time limits on decisions by the 

authorities on registering of companies. New laws on 

auditing and on accounting were also enacted. These laws 
include the use of international accounting standards (IAS) 

for consolidated corporate groups. 


The Czech Republic is a signatory to the Bern 

Universal Copyright Conventions. In 2001 

ratified the WIPO Copyright Treaty and the WIPO Treaty on 
Performances and Phonograms. Domestic legislation protects 
all intellectual property rights 

copyrights 

design. Amendments to the trademark law and the copyright 
law have brought Czech law into compliance with relevant EU 
directives and WTO TRIPs requirements. Changes to the civil 
procedure code 

parte search and seizure in enforcement actions. The Czech 
Republic increased copyright protection for literary works 

from 50 to 70 years 

the powers of the customs service and the Czech Commercial 
Inspection to seize counterfeit goods. The Embassy continues 


ring the Secretary\'s transit en route to Asia. As reported ref B, the SIPDIS Minister regretted the fac 
f Foreign Affairs, Fairouz Ahmed Houssein. Houssein said that the Minister of Cooperation in the Mini 
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to work with U.S. industry and Czech government officials to 
further improve enforcement of intellectual property rights. 


Transparency of the Regulatory System 


Tax 

generally do not distort or impede investment. Policy 
frameworks are consistent with a market economy. All laws 
and regulations are published before they enter into force. 
Opportunities for prior consultation on pending regulations 
exist 

entities 

legislative and non-legislative work is available on the 
Internet 

regulations (often only in Czech language). Comments can be 
and are made by business associations 

other non-governmental organizations 

Chamber of Commerce. 

However 

source of complaints by both domestic and foreign investors. 
Delays and allegations of corruption are common 

in the process of registering companies and changes to 
corporate structure 

foreign companies operating in the Czech Republic. 


In content and principle 

OECD standards. A new Act on the Protection of Economic 
Competition entered into force in 2001 

consistent with EU competition policy as regards restrictive 
agreements 


Efficient Capital Markets and Portfolio Investments 


The government privatized the last state-owned bank in 2001 
and foreign-controlled banks now manage 90% of total banking 
assets. The banking sector has recovered from the 1998-99 
recession 

clients 

1990s. Stricter oversight by the central bank has been 
imposed. Commercial banks have returned to profitability 
after posting losses in 1999. As of April 1 

assets of commercial banks stood at $14.1 billion. As of the 
same date 

credit volume 

not include non-performing loans (with a face value of $5.5 
billion as of March 31 

Consolidation Agency 

them. Foreign investors have access to bank credit on the 
local market 

terms. In 2002 

mechanism for sharing credit histories of borrowers. 


ve (PEI). Citing USG promotion of the PEI (ref A), MoH Chief of Staff Clemens Auer thanked the USC 
rtagena Protocol on Biosafety in 2000. In 1996 Bulgaria set out a Biosafety Decree regulating biotecl 
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The Czech securities market is still handicapped by a poor 
reputation generated by several years of lax regulation 

fraud and scandals. Market capitalization of equities traded 
on the Prague Stock Exchange was 27.096 of GDP in 2003. Only 
a handful of stocks are actively traded. The first 

successful initial public offering of a company\'s shares 

since the stock market opened in 1992 took place in 2004. In 
1998 the government created a Securities and Exchange 
Commission to function as capital market watchdog. The 
Commission has made important strides in establishing a 
regulatory framework for Czech capital markets and enforcing 
new rules. It has employed a large number of new staff. A 
new securities law was adopted in 2001 to improve regulation 
of brokers and dealers. Legislation adopted in 2002 gives 

the SEC more flexibility in issuing guidelines and requiring 
reporting of information. 


Political Violence 


The risk of political violence in the Czech Republic is 
extremely low. The Czech lands have never had a history of 
political violence or terrorism in modern times. Two recent 
historic political changes -- the V'Velvet Revolution" which 
ended the Communist era in 1989 and the division of 
Czechoslovakia into the Czech Republic and Slovakia in 1993 
-- occurred without loss of life or significant violence. 


Corruption 


Current law makes both giving and receiving bribes criminal 
acts 

have been increased to up to eight years for officials 

stiffer penalties for bribery previously enacted by 

Parliament. Bribes cannot be deducted from taxes. Law 
enforcement authorities are responsible for combating 
corruption. These laws are applied equally to Czech and 
foreign investors. The Czech Republic ratified the OECD anti- 
bribery convention in January 2000. 


While there has been no lack of public accusations and 
suspicions of bribery 

prosecution and conviction stage. Allegations of corruption 
are most pervasive in connection with the court-controlled 
system of company registration and the police. Such 
allegations have also been raised in the course of recent 
privatizations and government procurements. A new government 
procurement law 

curb illegal activities in this sphere. The Transparency 
International chapter in the Czech Republic actively 
conducts public information campaigns through distribution 


has pledged USD 2 million in disaster relief, and will coordinate with the Red Crescent/Red Cross to 


in January 4. Mickeviciene said that the GOL will likely announce on January 5 plans to contribute 15 
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of posters and has given numerous broadcast and print media 
interviews on corruption and bribery cases. In 2004 
government proposed legislative changes and other actions to 
reduce corruption in public life. 


Bilateral Investment Agreements 

The former government of Czechoslovakia signed a bilateral 
investment treaty (BIT) with the United States 

into effect in 1992. The Czech Republic adopted this treaty 
after the split with Slovakia. Changes to the treaty were 
agreed with the Czech Republic after extensive negotiations 
with the EU Commission and the Czech government during 2003. 
The amendments were narrowly tailored to meet EU concerns 
about perceived conflicts with the EU acquis communautaire. 
Subsequently 

changes to the treaty that would affect its coverage and 
dispute settlement provisions. To date 

signed and ratified similar agreements with the Czech 
Republic. They include: Australia 

Luxembourg 

France 

Jordan 

Mongolia 

Africa 

Kingdom. Agreements with other countries are in the process 
of ratification. A bilateral U.S.-Czech Convention on 
Avoidance of Double Taxation has been in force since 1993. 


OPIC and Other Investment Insurance Programs 


Finance programs of the Overseas Private Investment 
Corporation (OPIC) 

been available in the Czech Republic since 1991. Investors 
are urged to contact OPIC\'s offices in Washington directly 
for up-to-date information regarding availability of 

services and eligibility. The OPIC InfoLine (202) 336-8799 
offers general information 24 hours a day. Application forms 
and detailed information may be obtained from OPIC 

York Avenue 

is a member of the Multilateral Investment Guarantee Agency 
(MIGA). 


Labor 


The wide availability of educated 

doorstep of the more expensive Western European labor market 
is a major attraction for foreign investors 

those looking to invest in manufacturing industries. Wages 

and benefits are on the rise 

still have far lower labor costs in the year 2004 than those 

in Western Europe. There are currently no significant 


f. TURKEY HAS DRAFTED BIOTECHNOLOGY REGULATIONS THAT IF ADOPTED IN THEIR СОР 


ionzalez, agreed with the Ministry of Communications! official reaction to reftel demarche. The Minis 
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shortages of specialized labor skills 

investors still cite weaknesses in middle-management levels. 
Various factors 

reduce the mobility of Czech workers within the country. 


By law 

efforts have been exhausted 

in sensitive positions (nuclear power plant operators 

military 

rare 

unions 

staged strikes when the government tried to limit public 
sector wage increases. Increased labor activity has been 
noted in mining and steel industries due to current economic 
problems. Workers in the Czech Republic have the legal right 
to form and join unions of their own choosing without prior 
authorization. Currently 

force is a member of some labor organization. The overall 
number of union members has fallen sharply since 1991 
reflecting the fact that union membership is no longer 
compulsory. 


The Ministry of Labor and Social Affairs sets minimum wage 
standards. On January 1 

force 

workweek is 40 hours. Caps exist for overtime. Workers are 
assured 30 minutes of paid rest per work day and annual 
leave of at least four weeks per year. 


Foreign-Trade Zones and Free Ports 


Czech law permits foreign investors involved in joint 
ventures to take advantage of commercial or industrial 
customs-free zones into which goods may be imported and 
later exported without depositing customs duty. Duties need 
be paid only in the event that the goods brought into the 
free zone are introduced into the local economy. The 
investment incentive package also permits duty-free import 
of high tech goods and creation of additional foreign-trade 
zones. 


Currently authorized foreign trade zones in the Czech 
Republic are Cheb 

Trinec 

Kralove. Rules for operations within a commercial or 
industrial customs-free zone are the same as in the EU. 


Foreign Direct Investment Statistics 


According to data compiled by the Czech National Bank and 
the U.S. Embassy 
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(including reinvestment of profits) totaled $41.1 billion in 
1993-2003 (56.4% of 2002 GDP). Germany and the Netherlands 
are officially the leading foreign investors. Their 

investments totaled $11.3 billion (3196) and $9.6 billion 
(26.096) respectively 

Austria with $3.6 billion (10.196) each 

billion (696) 

investors include Belgium 

inward flows of FDI reached $9.3 billion (13.396 of GDP and 
the second largest inflow per capita in Central and Eastern 
Europe 

Czech Republic is number one among these countries). The 
upswing in investment since 1998 is generally attributed to 
the introduction of investment incentives 

Czech Republic\'s natural advantages. 


By sector 

into manufacturing ($11.9 billion or 32.696) 

services ($5.8 billion or 1696); trade 

restaurants ($4.8 billion or 13.196); transportation and 
telecommunications ($7.3 billion or 2096); real estate and 
business activities ($3.6 billion or 9.896); and electricity 
gas and water supply ($2.0 billion or 5.496). Other sectors 
attracting foreign investment included mining and 
construction. Government officials anticipate the steady 
inflow of investment to continue 

the eventual sale of the government shares in companies like 
the electrical utility CEZ and the telecom company Cesky 
Telecom. 


The stock of Czech direct investment abroad totaled $1.4 
billion as of December 2002. The flow of Czech investment 
abroad was $276 million in 2002 

of Slovakia (40%) 

Virgin Islands (11.096) 


Significant foreign investors include: 


U.S. 
Conoco/Dupont $665 mil 
Philip Morris $420 mil 
Pepsi-Cola $291 mil 
International 
Coca Cola $200 mil 
IFC Kaiser $176.4 mil 
Cable 
Technology (CDT) 


Ford Motor Company $115 mil 
E.M. Warburg Pincus $110 mil 
and Co. LLC 


the Blue Lantern Program in Tanzania. This information was originally sent in September in reftel B, i 


ation of agreements reached at the November 30 trilateral (U.S.-Irag-Turkey) trucker security meetint 
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Proctor and Gamble $109 mil 


Other Countries 


RWE Gas AG Germany $3.6 bil 
Toyota/PSA Japan/France $1.3 bil 
KBC Bank NV Belgium $1.2 bil 
Volkswagen AG Germany $1.2 bil 
Societe Generale France $1.0 bil 
ING Holdings Netherlands $936 mil 
Philips Netherlands $733 mil 
South African South Africa $619 mil 


Breweries 
Kappa Packaging Netherlands $445 mil 
BV 
Siemens Germany $373 mil 
Daewoo Korea $357 mil 
DHL Germany $230 mil 


Sources of data for this report included the Czech 
Statistical Office 
OECD and Central European Advisory Group. 
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simply \"Al-Sablah\" -- is the liveliest and most comprehensive 
Arabic-language forum for political and social discourse in the 
country 

the conventional media. While not totally free 

reflective of Omani public opinion 

a worthwhile window into the hot topics and unvarnished views of 
the day. This edition of Oman Online contains the following 
topic: 


-- A comparison between the Omani Majlis Al-Shura and the Kuwaiti 
Parliament 


End summary. 


2. An al-Sablah member began a discussion comparing Oman\'s Majlis 
Al-Shura with the Kuwaiti parliament by stating 

of people criticize Kuwaiti foreign policy because of its support 

for the United States 

internal policies have positively affected the daily lives of 

Kuwaitis.\" Another participant commented 

there are several American bases in Kuwaiti territory -- giving 


imposed in late 2003 following the discovery of a BSE-infected cow in Washington State, prevented 1 
'st Omani flights carrying relief supplies left the Sultanate for Colombo. The flights, with more to follo 


igh (speaking on behalf of Iraq Office Director and Task Force Director Luigi Maccotta) on January 4 


t exclusion list to MFA Director for Bilateral Affairs Dhafer Al Umran. Al Umran was aware of the issu: 
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the impression of strong U.S. influence -- the opposite is true. 
Anyone familiar with Kuwaiti culture and society knows that 
Kuwaitis are very much in control. Kuwaitis do everything 
possible to preserve their culture and society. For example 
they prohibit bars and night clubs that serve alcohol." Other 
members mentioned 

from foreign influence 

alcohol.\" According to another al-Sablah participant 

Society is less strict because it is trying to project a sense of 
openness and tolerance for Westerners. This is the reason it 
permits things that are prohibited by Islam." 


3. The al-Sablah member who initiated the conversation ended the 
discussion by stating 

to run for positions in the Majlis Al-Shura to please Westerners. 

It gave women the right to vote because it knows that the Majlis 
has no real power to change the country. However 

parliament did not approve the participation of women in 
government 

is because the Kuwaiti parliament has real power. Parliament 
members have the power to effect change and are free to address 
all issues of concern to the country." 
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avoided necessary reforms. For example 

deposit rates are still capped below the rate of inflation 

and private banks still cannot handle foreign exchange. As 
expected 

Three of the four largest pre-crash private banks remain 
shuttered (two 

of money laundering and under investigation) and other banks 
are suffering under the new regulations combined with a very 
chilly business climate. 


3. (C) According to the new regulations 

total deposits larger than seven times paid-in capital. 

Though confidence in the banking sector is not high 

have been good over the last year. Most of the private banks 
are quite small and long-ago exceeded the 7:1 ratio. One 
private banker said his bank was already at a deposit-capital 
ratio of 14:1 and a colleague\'s bank was at 28:1. The larger 
active private banks have kept their deposit ratio at 7:1 by 
periodically refusing to accept deposits from new customers. 
The GOB is taking notice of this cap busting. At the end of 
December 2004 

by a SPDC member with no economic experience) began once 
again to call in all private bankers for nightly reviews of 

the day\'s activities and Vnecessary instructions!" for getting 


AANY YEARS, THE OFFICIAL EXCHANGE RATE USED BY THE EMBASSY HAS BEEN USD 1.00: 
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in line with the regulations. These all-hands nightly 
sessions had not occurred since March 2004. 


Loans are Too Low 


4. (SBU) The deposit problem is exacerbated 

by the low volume of new loans. After the banking crisis of 
2003 

outstanding loans (performing or not). These borrowers have 
not returned since lending was re-commenced in mid-2004. 


5. (C) This is the result of two factors. First and 

foremost 

of chronic economic mismanagement 

private business have faced several acute problems: a banking 
collapse 

agricultural exports 

the purge of Prime Minister Khin Nyunt and his economically 
active military intelligence apparatus. Domestic investment 

is nearly zero as most businesses refuse to make any new 
deals until the future is clearer. Businesspeople tell us 

they are waiting for signals from the top and are reluctant 

to make any move that could later come back to haunt them. 
Even GOB projects started during Khin NyuntVs era have been 
halted awaiting explicit approval to continue. None has 

come. Businesses are expatriating their money or sticking it 

in banks or in the rice barrel hoping for better times. 


6. (SBU) A second factor is the regulatory environment. 
Though loans are cheap (a maximum 15 percent interest rate 
with inflation in 2004 running about 20 percent) 

only lend out 35 percent of the \"forced-sale\" value of a 
borrower\'s collateral. Furthermore 

that as loans above 30 million kyat (about $33 

special reporting to the GOB 

conduct such a deal and draw the attention of the 

authorities. Even if the loans flowed again 

regulations prohibit total loans of more than 70 percent of 
total deposits (or roughly five times paid-in capital). Thus 

the volume of lending from the small banks allowed to operate 
will do little to spur the economy as a whole. 


Comment: A Vicious Cycle Toward Collapse? 


7. (C) A flourishing private banking sector is essential for 
sustainable economic growth in Burma. However 

growth is dependent on a vibrant banking system. In this bad 
business climate with banks so poorly regulated 

cycle has emerged. The economy is cold so businesses are 
reluctant to borrow and invest. Banks are not lending so 
they face difficulties staying profitable with the influx of 
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deposits. Without new lending the economy will have trouble 
reviving. The GOB authorities do not understand the problem 
or are ignoring it. While authorities are apparently keen to 
enforce their draconian regulations 

rationalizing the industry or freeing up or restructuring the 
largest private banks. All this points to a potential second 
private banking crisis as bank owners and investors lose 
money while being forced by the GOB to raise additional 
paid-in capital (by buying GOB bonds paying 9.5 percent) or 
turn away customers. End comment. 

Martinez 
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of appeal" calling for President Arroyo to pardon former 
congressman Romeo Jalosjos 

for raping an 11 year old girl. President Arroyo is studying 
the request 

legislative program on fiscal reforms 

strong opposition. According to a senior adviser 

almost certainly not grant the pardon. Even contemplation of 
pardoning a convicted child rapist highlights Arroyo\'s 
continued insecurity over her political position. End 
Summary. 


2. (SBU) With signatures of over 50 congressmen 

\"letter of appeal\" called for President Arroyo to pardon 
influential former congressman Romeo Jalosjos 

arrested in 1997 and subsequent convicted for rape of an 11 
year old girl. (Note: See Para five for further background. 
end note) Deputy Speaker Abdulgani \"Gerry\" Salapuddin from 
Mindanao and Representative Ernesto Nieva from Manila are 
leading calls for his pardon 

Cesar and sister Cecilia 

Over the holidays 

in making an emotional public appeal to the President to 
grant clemency on the basis that his health had deteriorated 
while in prison. 


3. (C) Several sources have confirmed that President Arroyo 
is indeed studying the pardon request. The President\'s 
Political Adviser Gabriel Claudio told Dep Polcouns on 
January 12 that Arroyo was \"closely reviewing the matter as 
she awaited further input from the Department of Justice.\" 


14, to participate in a meeting sponsored by the European Commission at the Instituto Mediterraneo 
4 BRASILIA 1971 Н. 04 BRASILIA 3105 1. 04 BRASILIA 2774 1. (SBU) SUMMARY. By stayin 


4G GROUP AND WAS CHAIRED BY THE CHARGE, ROBERT MANZANARES. THE CHARGE E 


98 agreement through an exchange of diplomatic notes, as well as suggested language for an excha 
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He confirmed press reports that Presidential chief of staff 
and former National Security Adviser Norberto V'BertN' 
Gonzales 

her to grant the pardon “оп humanitarian grounds.\" Claudio 
added that some of the representatives who had signed the 
request for a pardon had indicated that their support for 
Arroyo\'s legislative agenda -- notably 

tax reform measures -- could hinge on whether or not she 
granted the pardon. 


4. (C) However 

believe that Arroyo would grant the pardon. Most politicians 
and other people he had canvassed were fiercely opposed to a 
pardon to a convicted child rapist. He noted in particular 

that Secretary of Social Welfare and Development Corazon 
\"Dinky\" Soliman and Senate President Franklin Drilon 

close allies of the President 

opposition 

advocates for women\'s and childrens rights. 
Pro-administration Congressman Ronaldo Puno confided to Dep 
Polcouns during a recent meeting that he also did not think 
Arroyo would grant the pardon. He added 

was \"а slim possibility" that she might do so because of V'her 
political insecurities.\" Puno remarked that a possible 

pardon of Jalosjos was questionable on legal grounds in any 
case because he had not served the required minimum prison 
time corresponding to his life sentence 

eligible for parole. Puno added that he had met with 

Jalosjos in early 2004 and found the former congressman 
active and in good health 

that humanitarian parole should not be a serious option. 


5. (SBU) Jalosjos was already a long-time politician when 
police arrested him in 1997 for raping an 11 year old girl. 

He received two life terms sentences in 1998. Jalosjos was a 
popular representative from Zamboanga del Norte province in 
Mindanao and the scion of a highly-influential family. 

Despite his conviction and imprisonment 

the House in both 1998 and 2001 (his seat remained vacant 
during those terms). The 65-year-old Jalosjos reportedly 

still wields considerable political power even from prison. 

He remains a key member of an influential regional political 
grouping in Western Mindanao called the V'Partido Demokratiko 


ist reform efforts, per reftels. (NOTE: The EU does not have a mission in Bahrain. END NOTE). All 
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Sosyalista ng Pilipinas 

In addition 

owner of a luxury resort 
the entertainment industry. 


6. (C) That Arroyo would even contemplate pardoning a 
convicted child rapist highlights her continued insecurity 

over her political position and surprisingly weak base 

despite nominal strong majorities for her Administration in 
both Houses. Since winning last year's election in a close 
vote and amid much controversy over voting irregularities 
Arroyo has appeared to lack confidence 

glaringly apparent when the kidnapping of Filipino worker 
Angelo de la Cruz in Iraq led to her decision to withdraw a 
Philippine peacekeeping contingent early. In a similar 
anxious state 

way to appease a large segment of the House and other friends 
of Jalosjos. The good news is that she appears unlikely to 
grant the pardon request 

informal agreement that Congress and the Senate could pass 
whichever tax bills they like as long as the net result was 

80 billion pesos more in revenue. If she does 

Arroyo\'s reputation for caving in to pressure will only grow 
but this time with a blow to her popularity polls. 

Ricciardone 
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REF: A. RANGOON 20 
B. 04 RANGOON 1612 AND PREVIOUS 
C. 04 RANGOON 1591 AND PREVIOUS 
D. 04 RANGOON 1563 
E. 04 RANGOON 1647 


Classified By: COM Carmen Martinez for Reasons 1.4 (b 


1. (C) Summary: As a result of the regimes increasing 
restrictions on Aung San Suu Kyi 

they now have \"absolutely no contact" with the detained 
democracy leader. Nothing would indicate ASSK is facing 
imminent danger. However 

in that the party cannot assess her well-being and has no 
ability to consult with her on strategy 

the pro-democracy movement. Meanwhile the regime announced 
that the National Convention will reconvene on February 17 
but has failed to communicate with the NLD or respond 
directly to the party's December letter to Chairman Than 


elivered talking points and noted that the SAG established a DFA Relief Coordinating Center to be tht 


(fax) and dentln@state.gov. Ms. DentVs estimated departure date from post is July 2005. DUDLEY 


ck on the bona fides of this company as a registered broker and to verify the physical location of the ı 
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Shwe. End Summary. 


2. (C) On January 13 

members 

to discuss recent developments. U Aung Shwe said that party 
leaders no longer have any means to communicate with Aung San 
Suu Kyi at her University Avenue compound 

under house arrest. Under new arrangements imposed by GOB 
authorities in late December 2004 (ref B) 

household companions are prohibited from departing the 
compound to purchase food and other supplies (designated ASSK 
supporters are allowed to deliver provisions to an on-site 

Special Branch (SB) officer 

communicate with the compound residents). 


3. (C) Furthermore 

that ASSKVs personal physician 

recently reduced from daily to weekly visits (ref C) 

further limited to only one visit per month. (Note: 
Information about the physician\'s access is difficult to 
verify as he is no longer permitted to meet with NLD leaders 
or with foreign diplomats. End Note.) \"We now һауе 
absolutely no contact with ASSK 

remain concerned about her 

According to mid-level NLD sources 

recently visited ASSK o/a January 6 

for questioning by SB officers over the weekend of January 
8-9. 


4. (C) On a separate issue 

announced that it intends to reconvene the National 
Convention (NC) on February 17. U Lwin said that the NLD had 
received no direct overtures from the regime on any matter 
including either the NC or a December NLD letter to Chairman 
Than Shwe (ref D). U Lwin observed that the political 

situation remains in a status quo: the SPDC intends to plow 
ahead without the NLD (or the pro-democracy ethnic parties) 
and secure a new constitution that enshrines a preeminent 
governing role for the military. He added that the only 
unresolved component in the NC process remains whether the 
ethnic cease-fire groups (CFGs) agree to participate and sign 
off on a new constitution. 


5. (C) Comment: We have no information that would indicate 
that ASSK is facing any imminent danger or increased risk. 
We have made it abundantly clear to the GOB that the regime 
is solely responsible for her safety and security 

recently with the Home Minister in December (ref E). 
However 

tighter restrictions is troubling. In addition to irregular 

and unreliable information about her well-being 
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does not at the moment have the ability to consult with her 
about party strategy and pertinent developments 

blow to the pro-democracy movement which relies on her 
leadership and decisions. As for the National Convention and 
the cease-fire groups 

the SPDC announced a date to reconvene with a clear 
indication that at least the major CFGs intend to return to 

the table. End Comment. 

Martinez 
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Vision 20201" development plan highlighted the need for 
the Omani economy to diversify beyond its present 
reliance on petroleum 

industrialization and privatization. The government has 
proceeded with several major privatization projects 
including power generation projects in Salalah 

Rusayl 

consortium led by the British Airport Authority became 
the strategic partner for MuscatVs Seeb International 
Airport and Salalah Airport. However 

dissolved in November 2004 following disagreement with 
the government over delayed construction of new airport 
terminals. Management of the airports has reverted to 
the government 

underway. The latest plan envisions a second runway and 
a new terminal with a 12 million passenger per annum 
capacity at Seeb International Airport by 2008 

with a new terminal capable of accommodating up to 2 
million passengers per annum in Salalah. Other privately 
financed infrastructure projects include a petrochemical 
plant 

aluminum smelter in Sohar. 


One of the most successful diversification projects thus 
far is Salalah Port 

transshipment port was originally established jointly by 
private investors (40 percent) 

percent) 

percent); Maersk bought Sea-LandVs share in mid-1999. 
The port handled more than 2.2 million TEUs in 2004 
surpassing its 2004 target of two million TEUs. Aside 
from being one of the largest in the region 

ranks among the most efficient container ports in the 
world. It is currently undergoing a major expansion 

plan 

to meet sustained increases in demand. The Omani 
government formed its own company in 2004 to pursue the 
establishment of an industrial free zone at Port Salalah 
possibly with a foreign partner. 


C) Poloff reviewed reftel points urging French support for the International Mission for Iraq Elections | 
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According to the 2003 national census 

expatriates in Oman is 559 

population. Despite government efforts to replace 
expatriate workers with Omanis 

heavily on South Asian labor to fill jobs that require 
physical labor 

skills. According to the government's recently published 
Human Development Report 

an estimated 3.3% annual rate 

national population younger than 20 years old and 56 
percent younger than 24 years. (Note: this growth rate 

is considerably higher than the 1.996 annual rate reported 
in the 2003 national census. End Note.) More than 

45 

most are unable to find immediate work or continue with 
higher education. The government encourages training for 
Omanis as a means to spur employment 

Manpower increasingly uses its authority to enforce 
Omanization efforts 

wage scale. 


Continued development and population pressures have also 
contributed to a growing water problem. Aquifers are 

being seriously depleted. There are increasing levels of 
salinity in groundwater in coastal agricultural areas. A 
Middle East Desalination Research Center officially 

opened in 1997 

funding for this center came from Oman 

States 


Oman is developing more light manufacturing industries. 
In order to provide facilities for these efforts 

Public Establishment for Industrial Estates manages 
industrial estates throughout the country. More than 235 
factories operate in industrial estates 

investment of $1.3 billion. The original and most 
developed is Rusayl Industrial Estate 

outskirts of the capital. 


A dramatic downturn in the Muscat Securities Market 
(MSM) 

1998 to 2001 

deeply and undermined confidence in the economy. The MSM 
dropped from an all-time high of 509 points in February 
1998 to 152 at the end of December 2001. Observers 
attributed the sell-off to overzealous speculation 
combined with abnormally high equity valuations 
uninformed investors 

However 

some of its losses 


JU) Summary. The Peruvian Government fears that the termination of the World Trade Organization" 
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over 2002. This momentum continued in 2004. In April 
the market crossed the psychological barrier of 300 
points 

May 2004 

one and reached 3 

Power Company 

Virginia 

up capital) for initial public writing. According to 

press reports 

seventeen times the amount of shares offered 

strong demand in the Omani market for portfolio 
investment. In early 2005 

Omantel is scheduled to float 30 percent of its shares 
which will constitute another milestone IPO for the Omani 
capital market. Dhofar Power Company in southern Oman 
subsidiary of New Jersey-based PSE&G 

an IPO in 2005. 


Since 1998 

measures to revive the market and regain investors\' 
confidence. The government announced a $260 million 
bailout in November 2000 

investors" and creating a national investment fund made 
up of contributions from government pension funds and the 
State General Reserve Fund 

incentives for investment companies to merge. The 
governmentVs regulatory agency 

Authority (CMA) 

in the market 

International Accounting Standard (IAS) 39 and the 
establishment of new corporate governance standards. 


3. OPENNESS TO FOREIGN INVESTMENT 


Oman actively seeks private foreign investors 

in the industrial 

higher education fields. Investors transferring 
technology and providing employment and training for 
Omanis are particularly welcome. Omani law relating to 
foreign investment is contained in the Foreign Business 
Investment Law of 1974 

spin-off 

Export Development (OCIPED) opened in 1997 to attract 
foreign investors and smooth the path for business 
formation and private sector project development. OCIPED 
also provides prospective foreign investors with 
information on government regulations 

always transparent - and sometimes contradictory. 
Nevertheless 

stop shop!" for government clearances 

process for establishing a business can be tedious 


AMARX, RTHAYER, BDEEMER AID/W FOR DCHA/OFDA TSUNAMI RESPONSE MANAGEMENT 1 
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particularly with respect to land acquisition and labor 
requirements. 


With Oman\'s accession to the World Trade Organization іп 
October 2000 

ownership (up to 70 percent) is available. Registration 
of these joint ventures is treated in the same manner as 
that common to all registrants. The foreign firm must 
supply documentary evidence of its registration in its 
home country 

holdings 

it must demonstrate its authority to enter the joint 
venture. Except in the petroleum sector 

concession agreements with the Ministry of Oil and Gas 
determine the terms of investment 

greater than 70 percent foreign ownership are subject to 
the approval of the Minister of Commerce and Industry. 
As part of its WTO accession package 

expected to allow 100 percent foreign ownership in 
certain services sector 

accountancy 


In early 1999 

policy and lifted the requirement that foreign-owned 

joint ventures include a publicly traded joint stock 
company listed on the MSM in order to enjoy national tax 
treatment. In 2003 

to all registered companies regardless of percentage of 
foreign ownership 

profit. Omani branches of foreign companies are treated 
as foreign companies and therefore taxed at a maximum of 
3096. Since Omani labor and tax laws are complex 
investors should consider engaging local counsel. 


New majority foreign-owned entrants are barred from most 
professional service areas 

architecture 

foreign-owned professional service firms were given 
timeframes within which to obtain Omani partners (e.g. 
five years for accounting firms). An exception exists 

for professional service firms with subspecialties of 
critical importance to Oman. Wholly U.S.-owned service 
firms present in Oman include Ernst & Young 

the law firm Curtiss 

Under Omani commercial law 

of foreign banks are allowed to enter the market. 


The permitted level of foreign ownership in privatization 
projects increased to 100 percent in July 2004 

a Royal Decree providing an updated privatization 
framework. By privatization 
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conversion of a state-owned or mixed enterprise into a 
private sector firm 

new firm providing a commercial service that had 
previously been provided by the state (e.g. 

electricity). One approach to partial conversion will be 
applied to the state-run telephone company 
government is planning to float 30 percent of its stake 
in the company 


Industrial establishments with total capital of $52 

or more must be licensed by the Ministry of Commerce and 
Industry. In addition 

establishing a company in Oman must obtain approval from 
other ministries 

Municipalities 

Foreign workers must obtain work permits and residency 
permits from the Ministry of Manpower and the Royal Oman 
Police\'s Immigration Office. 


Omanvs investment incentives focus on industrial 
development and include the following: 


- Five year tax holiday 

- Low-interest loans from the Oman Development Bank (now 
available on a very limited basis 

firms); 

- Low-interest loans from the Ministry of Commerce and 
Industry; 

- Subsidized plant facilities and utilities at industrial 
estates; 

- Feasibility studies supplied by the Ministry of 
Commerce and Industry; and 

- Exemption from customs duties on equipment and raw 
materials during the first ten (10) years of a project. 


4. CONVERSION AND TRANSFER POLICIES 


Oman has no restrictions or reporting requirements on 
private capital movements into or out of the country 
there have been no reports of difficulty in obtaining 
foreign exchange. The Omani Rial is pegged to the dollar 
at a rate of 0.3849 Omani Rials to the U.S. dollar. The 
Rial was devalued slightly in 1986 due to the collapse in 
oil prices 

devaluation productive. Late in 2001 

implementing a new law for the prevention of money 
laundering 

being issued in July 2004. 


5. EXPROPRIATION AND COMPENSATION 


ry Director asked on behalf of the UN Country Team (UNCT) for access to the satellite imagery of the 
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Oman\'s belief in a free market economy and desire for 
increased foreign investment and technology transfer make 
expropriation or nationalization extremely unlikely. In 

any event 

of the Basic Law of the State stipulates that the 
Government of Oman will provide prompt and fair 
compensation. 


6. DISPUTE SETTLEMENT 


Oman is a party to the International Center for the 
Settlement of Investment Disputes (ICSID). However 
ultimate adjudicator of business disputes within Oman is 
the Commercial Court 

from the former Authority for Settlement of Commercial 
Disputes (ASCD). The Commercial Court has jurisdiction 
over most tax and labor cases 

enforcement of decisions (the ASCD was limited to issuing 
orders of recognition of decisions). The Commercial 
Court can also accept cases against governmental bodies 
which the ASCD was unable to do. In such cases 

the Commercial Court can issue - but not enforce - 
rulings against the government. Many practical details 
remain to be clarified. 


Decisions of the Commercial Court are final if the value 

of the case does not exceed U.S. $26 

Appeals exists for cases where the sum disputed is 

greater than U.S. $26 

established in mid-2001. Decisions of the Supreme Court 
are final. However 

judgment has been issued if new documents are discovered 
or irregularities (e.g. 

There is no provision for the publication of decisions. 


Oman also maintains other judicial bodies to adjudicate 
various disputes. The Labor Welfare Board under the 
Ministry of Manpower hears disputes regarding severance 
pay 

hears tenant-landlord disputes 

deals with traffic matters 

handles misdemeanors and criminal matters. Lastly 
ShariVa Court deals with family law 

divorces 

litigation and hearings must be conducted in Arabic. 


The Oman Chamber of Commerce and Industry has an 
arbitration committee to which parties to a dispute may 
refer their case when the amounts in controversy are 
small. Local authorities 

governors appointed by the central government) 


2 of MFA DAS-equivalent director for disarmament issues Francois Richier, we presented reftel dema 
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handle minor disputes. While Oman is a member of the GCC 
Arbitration Center 

yet to establish a track record. 


7. PERFORMANCE REQUIREMENTS AND INCENTIVES 


Since Omanvs accession to the WTO in November 2000 
has been subject to TRIMs obligations. 


Under the Industry Organization and Encouragement Law of 
1978 

installations on the recommendation of the Industrial 
Development Committee. V'Industrial installations V" 
include not only those for the conversion of raw 
materials and semi-finished parts into manufactured 
products 

operations. Firms involved in agriculture and fishing 
may also be included. Companies must have at least 35 
percent Omani ownership to qualify for these incentives. 
This law is expected to change soon to reflect recent 
developments in foreign investment regulations. 


In addition 

given priority for government purchases 

the local products meet standard quality specifications 
and their prices do not exceed those of similar imported 
goods by more than 10 percent. This incentive is 
available to Omani-owned commercial enterprises 

as foreign industrial producers in joint ventures with 
local concerns. The government offers subsidies to 
offset the cost of feasibility and other studies if the 
proposed project is considered sufficiently important to 
the national economy. 


Only in the most general sense of business plan 
objectives does proprietary information have to be 
provided to qualify for incentives. 


8. RIGHT TO PRIVATE OWNERSHIP AND ESTABLISHMENT 


Under Omanvs foreign capital investment law 

are not allowed to conduct commercial 

tourism businesses or participate in any Omani company 
without a license issued by the Ministry of Commerce and 
Industry. 


According to Oman\'s commercial companies law 

by private entities to establish 

interests in business enterprises must be announced in 
the commercial register 

approval of the Ministry of Commerce and Industry. 


Е FARMER GROUP SAYS SITUATION MIGHT IMPROVE FOR ITS MEMBERS ------- Summary -- 
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Subject to the licensing and taxation previously noted 
foreign and domestic entities can engage in all legal 
forms of remunerative activity. Government entities do 
not compete with the private sector 

favors the privatization of public utilities. 


9. PROTECTION OF PROPERTY RIGHTS 


Real property rights are recognized and enforced in Oman 
and records are well kept. There is no contemporary 
history of arbitrary seizures of land. Subject to 
government approval 

anywhere in Oman. The government actively seeks to 
promote tourism 

attract investment is the ability to sell villas and 

estates in mixed tourist/residential developments slated 
for construction. A new law by the Ministry of Housing 
Electricity and Water allowing foreign nationals to own 
real estate within government-recognized tourism 
complexes in Oman was issued in November 2004. This law 
permits freehold ownership of residential property 
including full rights of inheritance according to the 

laws of the owner's country of origin 

residency status for landowners and their immediate 
family members. The government is finalizing the 
implementing regulations and preparing to designate the 
zones within which the law will apply. The law does not 
apply to commercial real estate 

non-GCC nationals. 


Oman has a trademark law. Trademarks must be registered 
and noted in the Official Gazette through the Ministry of 
Commerce and Industry. Local law firms can assist 
companies with the registration of trademarks. In May 

2000 

with TRIPS. 


Oman enacted a copyright protection law in 1996 

not announce enforcement mechanisms until a ministerial 
decree in April 1998 

foreign copyrighted literary 

works; works of the graphic and plastic arts; and sound 
and video recordings. In order to receive protection 
foreign-copyrighted work must be registered with the 
Omani government by depositing a copy of the work with 
the government and paying a fee. Since January 1999 
government has enforced copyright protection for audio 
and videocassettes 

cassettes seized from vendors. The government did not 
extend protection to foreign-copyrighted software until 
late 1998 
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importation and sale of non-licensed software by July 1 
1999. Thereafter 

curtail software piracy in Oman 

businesses to ensure that Omani firms use no pirated 
software. The Business Software Alliance continues to 
work with Omani officials on improving enforcement of 
anti-piracy provisions. 


Enforcement of the copyright protection decree by the 
Ministry of Heritage and Culture 

Commerce and Industry 

effective 

and computer software have largely disappeared from local 
vendors shelves. Nonetheless 

of unauthorized software and DVDs persist in various 
locations 

effective enforcement measures against such sales. In 
late October 2003 

Software Alliance (BSA) Code of Ethics. The Code of 
Ethics declares that the signatories would neither commit 
nor tolerate the manufacture or use or distribution of 
unlicensed software and would only supply licensed 
software to customers. In late December 2004 
government raid of four unauthorized software resellers 
in coordination with BSA resulted in confiscation of 
pirated software. According to local satellite TV 
representatives 

sporadic raids on unlicensed distributors of pirated 
satellite signals in response to industry complaints. 


In mid-2000 

consistent intellectual property laws on copyrights 
trademarks 

Further 

intellectual property rights legislation to protect 
patents and other intellectual property rights. 


Oman has joined the World Intellectual Property 

Organization (WIPO) 

signatory to the Paris and Berne conventions on 

intellectual property protection. Although not yet a 

party to the WIPO Internet Treaties (i.e. 

Copyright Treaty and the WIPO Performances and Phonograms 
Treaty) 


10. TRANSPARENCY OF THE REGULATORY SYSTEM 


In 2003 

(TRA) began functioning as a legal and regulatory body in 
Oman. The TRA oversees the process of liberalization and 
privatization of the telecommunications sector 


? action request: ref 060115Z Jan 05 SUBJECT: REQUEST FOR COUNTRY LIAISON OFFICERS F 
2 SUBMIT THEIR RESIGNATIONS LATE EVENING JANUARY 5, 2004. WE ARE TOLD THAT THE 
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composed of four senior officials (one from the Ministry 
of National Economy 

Oman Police 

Communications 

addition 

July 2004 provides for a new regulator for public 
utilities that are being privatized in the power and 
water sectors. 


The government recognizes that its regulatory environment 
can hamper investment and commercial activity. In 
addition to the ownership and agency requirements already 
mentioned 

time-consuming and complicated. The absence of a 
particular clearance will stall the entire process. For 
example 

Qaboos Port can add significantly to the amount of time 

it takes to get goods to market or inputs to a project. 


Omanvs tax laws can also impede foreign investment. 
Although Oman amended its tax laws to allow national tax 
treatment for joint ventures regardless of percentage of 
foreign participation 

taxed at 30 percent of income. Oman\'s labor laws 
require minimum quotas of Omani employees depending on 
the type of work 

foreign investment. The governments Omanization effort 
has been the subject of criticism in the Omani private 
sector 

productivity and restrict hiring and firing policies. 


Government red tape and long delays in official decision- 
making are other frequent complaints among the local 
private sector. Because decisions often require the 
approval of multiple ministries 

making process can be tedious and non-transparent. 


The government has issued a series of regulations aimed 
at increasing transparency and disclosure in the 

financial market. The Capital Market Authority (CMA) has 
ordered all public companies to comply with a set of 
standards for disclosure. Under the requirements 

holding companies must publish the accounts of their 
subsidiaries with the parent companies" accounts. 
Companies must also fully disclose their investment 
portfolios 

current market prices for investment holdings. The new 
initiatives also require publication of these financial 
statements in the local press. At the same time 

Central Bank has also introduced new rules to limit the 
level of \"related party transactions" (financial 


. Mutharika. The Attorney General said authorities had information that some politicians had plotted tc 
I issued an appeal on January 1 for assistance to all OIC countries and Turkish FM Gul followed up tt 
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transactions involving families or subsidiary companies 
belonging to major shareholders or board members) in 
Oman\'s commercial banks. The new rules will help 
increase transparency in financial transactions in local 
banks and the MSM 

of publicly traded companies. 


11. EFFICIENT CAPITAL MARKETS AND PORTFOLIO INVESTMENT 


There are no restrictions in Oman on the flow of capital 
and the repatriation of profits. Access to Oman\'s 
limited commercial credit resources is open to Omani 
firms with some foreign participation. Joint stock 
companies with capital in excess of $5.2 million must be 
listed on the MSM. According to the recently amended 
Commercial Companies Law 

existence for at least two years before being floated for 
public trading. 


The Sultanate has two loan programs to promote 
investment. The Ministry of Commerce & Industry (MOCI) 
administers a program designed to promote industrial 
investment. Formerly interest free 

charges 4 percent interest 

terms. MOCI loans will match equity contributions in the 
Muscat capital area 

locations. Projects with a high percentage of local 
content or employing large numbers of Omanis are given 
priority 

area. The Oman Development Bank also administers a loan 
program to support development of smaller loans to 
industry 

services. 


Foreigners may invest in the MSM 

through a local broker. Since the 1998 market downturn 
MSM statistics show that the percentage of foreign 
investment in the MSM has remained stable at around 18 
percent. 


The legacy of the economic slowdown continues to impact 
the banking sector 

significant increase in profitability during 2004. 

Corporate profitability declined significantly in 1999 

but has experienced a robust recovery in subsequent 
years. The banking law issued in November 2000 allowed 
more efficient control over the financial sector by the 
authorities. Furthermore 

of Oman promulgated new rules and regulations to ensure 
proper and efficient management of the banks. The effect 
of this circular was enhanced by the implementation of a 


SA desk officer Javier Diaz December 30. Embassy will report any substantive response. Brownfield 
|) On January 5, MFA Disarmament Office Deputy Veronique Vouland informed us that the MFA had t 


3 comments to Ecuador's Channel 1 television, revealed his candidate to head the GoEVs embassy 


's to discuss oil and gas related issues in Colombia. O\'Reilly was pleased with the relationship betwt 
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Code of Corporate Governance 

the Capital Market Law and the Commercial Companies Law 
which stipulated that the boards of directors of all 

jointly listed companies should appoint an internal audit 
committee 


Banking consolidation continued in 2004 with the 

announced merger of Bank Muscat and the National Bank of 
Oman 

institution. Subject to final audits and approval by the 
shareholders of the respective companies 

expected to become final by the end of March 2005. 


12. POLITICAL VIOLENCE 


Politically motivated violence is virtually unknown in 
Oman. Since October 2000 
demonstrations 


13. CORRUPTION 


Article 53 of the Basic Law of the State 

November 1996 

offices in public shareholding enterprises. As of 1999 
Under Secretaries (deputy ministers) were also required 
to resign from the boards of any public companies. Most 
major contracts are awarded through a slow 

generally clean tender process. Contracts awarded 
through a ministry\'s internal tender process are subject 
to fewer controls. Although Oman is not a signatory to 
the OECD convention on combating bribery 

has dismissed several ministers and senior government 
officials for corruption during his reign. Oman has not 
yet signed the UN Convention Against Corruption. 


14. BILATERAL INVESTMENT AGREEMENTS 


Oman and the United States signed a bilateral Trade and 
Investment Framework Agreement (TIFA) on July 7 

This agreement established a U.S.-Oman Trade and 
Investment Council 

Washington in September 2004. Investment issues are 
under active discussion in follow-up meetings 

in preparation for negotiating a Free Trade Agreement 
(FTA) with Oman beginning in Spring 2005. These 
negotiations will supplant previous discussions regarding 
a Bilateral Investment Treaty 

investment chapter. 


15. OPIC AND OTHER INVESTMENT INSURANCE PROGRAMS 
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Oman is eligible for Export-Import Bank of the United 
States (EXIM) financing and insurance coverage. In late 
2003 

proposed an update to its existing 1976 bilateral 
agreement with Oman to reflect current investment 
realities. As of January 2005 

still reviewing the updated agreement. 


16. LABOR 


A new Labor Law was promulgated by Royal Decree in 2003 
providing additional protections for workers and raising 

the minimum working age from 13 to 15. Implementing 
regulations adopted in early 2004 clarified the role and 
scope of workers\' representation committees as outlined 

in this law. In addition 

its Omanization drive to areas outside the capital of 

Muscat 

manufacturing sectors. 


Oman relies heavily on expatriate labor 

India 

menial and physically taxing work as well as to fill 
managerial positions. Omani labor law stipulates basic 
practices to safeguard workers; employers set wages for 
Omanis within guidelines delineated by the Ministry of 
Manpower. The minimum wage for Omanis working in the 
private sector 

R.O. (about $312) per month. Work rules must be approved 
by the Ministry and posted conspicuously in the work 
place. The workweek is five days in the public sector 

and generally five and one-half days in the private 

sector. The labor law and subsequent regulations also 
detail requirements for occupational safety and access to 
medical treatment. However 

personal service outlets 

fields typically work up to seven days a week 

on their contracts. 


\"Omanization\" - the replacement of expatriate labor by 
Omanis - is a high priority for the government. Foreign 
nationals may not be employed as technical assistants 
guards 

agricultural workers 

public relations officers 

that there are no Omanis available for the position. 
Only Omanis are permitted to work as taxi drivers 
customs expediters 

government \"Omanized\" (i.e. 

working in) a number of low-wage jobs 

vegetable and grocery shopkeepers 


on on January 7. MFA Undersecretary Sarunas Adomavicius, said Jonavicius, who is attending the e 
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drivers 

real estate agents. Through concerted training efforts 
the government has also sought to increase the number of 
Omanis employed as gasoline station attendants 
barbers 

remain employed in such positions. The government 
recently announced its intention to Omanize 24 more 
occupation classifications over the next four years. The 
first phase of the plan will include 16 occupation 
classifications 

shopkeepers and repairmen. 


In 1994 
Organization (ILO). 


17. FOREIGN TRADE ZONES/FREE PORTS 


Oman has no general provisions for the temporary entry of 
goods. In the case of auto re-exports 

import vehicles into the country for the purpose of re- 
export and have duties refunded if it re-exports the 
vehicle within six months. In 1999 

a new free trade zone at an interior border crossing 

point with Yemen (al-Mazyounah). Oman is currently 
planning to develop a free trade zone in Salalah 

adjacent to the international container transshipment 

port that opened in November 1998. The government has 
also expressed its intention to establish a free zone at 
Sohar port 

existing port and industrial zone. 


18. FOREIGN DIRECT INVESTMENT STATISTICS AND MAJOR 
FOREIGN INVESTORS 


Systematic information on foreign direct investment is 
limited. As per Capital Market Authority statistics 

total investment in listed Omani companies with foreign 
participation was $2.4 billion in September 2004 

which 8.9496 was foreign investment. Foreign capital 
constituted 7.4996 of capital invested in finance 

in manufacturing 


The largest foreign investor is Royal Dutch Shell Oil 
which holds 34 percent of Petroleum Development Oman 
state oil company 

Gas. Other companies 

Amoco 

in the petroleum sector. Two U.S. firms 

(water pumps) and FMC (wellhead equipment) 

into industrial joint ventures with Omani firms. Both 

joint ventures involve modest manufacturing operations. 
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Since 1999 

investment through the privatization process. Major 
foreign investors that have entered the Omani market 
recently include PSEG Global (U.S.) 

National Power (U.K.). Dow Chemical of the U.S. 
announced a joint venture with Oman Oil Company and the 
Government of Oman in July 2004 to develop a large 
petrochemical plant in Sohar. 


BALTIMORE 
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negotiations 

Friday 

АІТ had been \"very successful\" in setting the framework for 
further negotiations. Chen Chung-hsin 

for cross-strait relations at the National Security Council 
(NSC) 

authorized Taipei Airline Association (TAA) Director Michael 
Lo (Lo Ta-hsin) to transmit a proposed Taiwan five-person 
delegation list to Beijing consisting of: TAA Director 

Michael Lo 

Chief of the Civil Aeronautics Administration (CAA 
Communication and Transportation Ministry) 

each from the Mainland Affairs Council (MAC) and the Straits 
Exchange Foundation (SEF). Explaining that he is a 
\"pragmatist\" who just wants to get charter flights moving 
Chen said he had cautioned his \"colleagues\" that the MAC and 
SEF officials would be automatically rejected by TAO. That 
he noted 

announced in a press conference in Beijing yesterday 

12. 


3. (C) That same afternoon 

worked out a new delegation list consisting of Michael Lo 
CAA Director Chang Kuo-cheng 

Chief Secretary 

approved and which Michael Lo transmitted to his PRC CAA 
counterpart in Beijing. Chen felt reasonably confident that 
this second list would be acceptable to Beijing 

said 

reporter 

would be unacceptable to Beijing by clarifying that he had 
only mentioned MAC and SEF. 


4. (C) This afternoon 

say that Taiwan had just received a positive response from 
Beijing 

Shortly afterward 

same messagae 

his part in it. The Taiwan side 


de reftel points to Luis Fernando Serra and Bruno Carvalho Ramos of ANATEL (Brazil's Telecommui 
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last ditch effort to get a MAC economist included in the 
delegation 

are working out the details of meeting time and place 

he hopes will take place this weekend. Final details will be 
announced at a government-wide -- MAC 

of Transport and Communications -- press conference tomorrow 
afternoon 


Way Forward 


5. (C) In his meeting with AIT 

on the issue of Taiwan government participation in charter 
flight negotiations than MAC Chair Joseph Wu. In public and 
to AIT in private 

will only negotiate with China on charter flights according 

to the Hong Kong model (the 2002 air service agreement 
between Hong Kong and Taiwan by delegations nominally headed 
by airline industry officials 

negotiations done by government officials from both sides). 
Chen 

delegation list 

could be used for subsequent expanded cross-strait air 
service negotiations. President Chen 

approved of this graduated negotiation process 

stage of which would be negotiation on the V'three links V 
(commodity 

explained 

future progress depends. First 

cross-Strait tensions. 


6. (C) Chen told AIT that the DPP government was having to 
tread very carefully on the cross-Strait issue 

its supporters were hostile to any concessions on 
negotiations with China. \"Liberty Times 

represented that contingent and functioned as a major 
restraint on the Government 

however 

Beijing as Joseph Wu and other DPP leaders. The KMT trip 
Chen charged bitterly 

intervention to help the KMT 

by China. He was particularly incensed at the claims by the 
KMT that the charter flight issue had been resolved by the 
KMT delegation to Beijing (see septel report on KMT Chairman 
Lien Chan 


Comment 


7. (C) The charter flight issue is playing out against the 


th a three-year, $5 million commitment in Croatia, the Global Fund to Fight AIDS, Malaria, and Tuberc 


TC, MNUC, PARM, PREL, KSTC, KNNP, ETTC, PREL, LO SUBJECT: EXBS: SLOVAKIA ADVISOR 
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backdrop of Taiwan 

run up to the formation of the new government (i.e. 
Executive Yuan). The KMT delegation visit to Beijing and 
subsequent KMT claims that it successfully negotiated a 
charter flight deal forced the Taipei government to move and 
necessitated the Taiwan governments small but significant 
back step on delegation composition. Beijing saved Taipei 
some face by agreeing to two non-mainland related officials 
in the Taiwan delegation. This is better news than AIT is 
used to. 

PAAL 


25323 

25324 

rights person. While he has 

never dismissed the importance of human rights 

is patron of a number of charitable organizations 

President thus far has not come out as a strong proponent. 
It may be too much to expect him to speak out about human 
rights abuses taking place in neighboring Zimbabwe 

in view of the GOB 

this issue. As a former Botswana Defense Force commander 
Khama is known to have strong sympathies with 

his Zimbabwean army counterparts 

facing up to the wretched realities across the border. 


6. (C) The Vice President has made several clumsy remarks 
concerning women 

his commitment or sensitivity to gender equality -- and of 

the capabilities of his public relations staff. On at least 

three separate occasions during the 2004 electoral campaign 
Khama made speeches in which he dismissed or denigrated women 
and their role in politics. Dr. Gloria Somolekae 

professor of politics 

Commission and who is well connected within the ruling elite 
characterized these as lapses of judgment in which Khama used 
humor appropriate for private settings in public fora. She 

did not believe 

boded ill for the role of women in a Khama administration. 

The head of Botswana Women\'s NGO Coalition was similarly 
ambiguous 

what priority he assigns to women's rights. 


7. (C) Vice President Khama apparently has little patience 

for dissent or criticism. One interlocutor reported to 

PolOff a conversation with Minister of Communications 

Science and Technology Pelonomi Venson in which she remarked 
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that no one in the cabinet dared voice disagreement with the 
Vice President except for President Mogae himself. Members 
of the BDP -- primarily from the Kedikilwe faction -- have 
echoed this sentiment 

fear crossing the Vice President and doubt whether they will 
retain the ability to speak freely in a post-Mogae scenario. 
This may well be due to the fact that the Vice President was 
brought into BDP politics from the military in 1998 with the 
specific dual mandate of lending the Khama luster to the 
party and of being the enforcer: ensuring that ministries got 
their deliverables out in time. Khama 

can be described as long on commanding; 

short on the give-and-take of political accommodation. 


8. (C) Dr. Somolekae 

Khamavs dual mandate. She opined that Khama has had 
difficulty transitioning from a military to a political mode. 

She saw him as focused on delivering desired outcomes more 
than on building and maintaining consensus. While this 
approach could increase productivity in Botswana\'s lethargic 
bureaucracy 

dialogue and undermine checks on government power. 


9. (C) The 2004 general election process confirmed to many 
observers Khamavs intolerance of dissent in any form. The 
BDP\'s primary election process was troubled 

constituencies re-runs resulted in an altered outcome. Dr. 
Somolekae\'s close ties to President Mogae and other BDP 
leaders notwithstanding 

elections 

the Mogae/Khama faction. News reports alleging that ballots 
were only cast a second time in constituencies where a 
candidate from the Khama faction had lost 

impression -- of sham primaries -- is commonly shared. 


10. (U) After the October 30 2004 general election 

of the rival faction led by MP Ponatshego Kedikilwe were 
almost entirely excluded from cabinet and council 
nominations 

parliament (Ref A). Despite gaining 48 percent of the 
popular vote 


nominated seats in local councils 

central government. The independent press interpreted the 
appointment of three novice politicians with military 
backgrounds to the cabinet as an indication that Khama places 


ovide other forms of bilateral support to the International Mission for Iraq Elections (IMIE). He noted ! 


f: We met with counterparts from the Australian Mission to the EU, at their request, to discuss EU adc 


Institutional Security (GSI) chief, General Jorge Armando Felix. (The GSI is located within the Presid 
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a premium on obedience and loyalty over experience and 
talent. It should be noted that the three new cabinet 

officials come to their jobs with considerable private sector 
experience. Reports that the Vice President is looking into 
abolishing the long-standing caucus of BDP backbench MPs 
which have been among his most outspoken critics of late 
reinforced perceptions that Khamal's top priority is a BDP 
that speaks with one voice 


11. (U) Critics accuse Vice President Khama of acting as 
though he were above the law. The incident that rankles most 
is the GOB aircraft saga. In April 2001 

advised President Mogae that Vice President Khama should not 
pilot Botswana Defense Force (BDF) aircraft because 

civilian 

damage. Instead 

and the Vice President continued to fly himself around the 
country 

to the point was that Khama 

instant advantage over opposition parties 

personnel continued to accompany him to political party 
events despite complaints about that practice as well. 


12. (U) In the press 

the location of the prospective second university is 

unfolding as a commentary on the governing style of the Vice 
President (Ref B). On December 10 

faction of the BDP rallied to defeat a motion to investigate 

the determination to locate the institution in 

Serowe-Palapye 

revisit the executiveVs decision. (The commission appointed 
to recommend the location of the second university had 
selected the town of Selebi-Phikwe 

cabinet). Members of the rival BDP faction led by Ponatshego 
Kedikilwe 

walked out in protest. In subsequent press reports 

Kedikilwe and MP Daniel Kwelagobe articulated apprehension at 
the implications for a balance of power 

between the executive and legislature. One BDP member 
asserted in frustration that the dominant Mogae/Khama faction 
was \"killing democracy.V 


13. (C) None of the speculations about Khama 
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should be interpreted as a threat to Botswana 
institutions. Indeed 

about the Vice PresidentVs nature 

is testimony to the vibrancy of Botswana 

of the country's talent for planning ahead. As son of the 
first president of the country 

heaped to the point of overload with expectations 

bound in consequence to disappoint at least a part of 
the public. The contitution provides for a powerful chief 
executiveand the country's political culture has tolerated 
decisive 

presidents. Botswana prides itself on the stablity of its 
democratic institutions 

small elite. If Khama is perceived as more autocratic than 
his predecessors 

substance. Consequently 

ascendance will derail democracy in Botswana. It may well 
enhance it 

other institutions will have to reassess their role and 
define themselves against a more assertive personality. 


HUGGINS 
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ED. THE EDITORIAL IS TITLED 'NICE AMERICA\" AND WASHINGTON 
CORRESPONDENT PHILIPPE GELIE REPORTS ON \"BUSH\'S ATTEMPT TO 
RESTORE AMERICAVS IMAGE.\" (SEE PART C) 


LEFT-OF-CENTER LIBERATION HEADLINES V'TSUNAMI: LIFTING THE 
DEBT." IN HIS EDITORIAL GERARD DUPUY PRAISES THE CLUB DE PARIS 
FOR EASING THE DEBT OF COUNTRIES HIT BY THE TSUNAMI 

VSOME COUNTRIES LIVE IN CONDITIONS WHICH ARE JUST AS BAD 
WITHOUT THE TSUNAMI. THOSE WHO LEND TO THESE POOR NATIONS ML 
ALSO REVISE THE GENERAL CONDITIONS UNDER WHICH THEY FINANCE 
THESE COUNTRIES.\" 


LIBERATION CARRIES AN OP-ED BY SENIOR EDITORIALIST JACQUES 
AMALRIC TITLED IRAQ 

WEEKLY LE NOUVEL OBSERVATEUR DEVOTES ITS EDITORIAL TO \"THE 
HISTORIC TURNING POINT" IN THE MIDDLE EAST AFTER THE ELECTION 
OF MAHMUD ABBAS. BUT EDITORIALIST JEAN DANIEL INSISTS THAT 
WISRAELYS AND THE INTERNATIONAL COMMUNITY\'S GESTURE TOWARDS 
THE PALESTINIANS MUST ВЕ UNCONDITIONAL.\" DANIEL ALSO WRITES IN 
THE SAME COLUMN THAT V'HOLDING ELECTIONS IN IRAQ IN JANUARY IS 
А DESPERATE GESTURE.\" (SEE PART C) 


LE NOUVEL OBSERVATEUR ALSO CARRIES A COLUMN PENNED BY JACQUI 
JULLIARD TITLED \"FROM VANCOUVER ТО VLADIVOSTOK!" THE ACERBIC 


id Americas Department, Ministry of Foreign Affairs and Foreign Trade (MFAFT). Scott acknowledge 
contacts at the MOD\'s Planning and Operations center. We have been advised that the French are 


EST OF SIX INDIVIDUALS TI-05-0002/UEZ11;COLMER-LACAYO,EDUARDO CCX:GFTI-05-9276/C 
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AND IRONIC COLUMN SUGGESTS: VLETVS ASK THE U.S. TO INTEGRATE 
INTO EUROPE. AFTER ALL WE NEED CANDIDATES OF VALUE. YOUVLL SAY 
WE HAVE TURKEY? THAT\'S A DONE DEAL. | WOULD LIKE TO ADD 
ARMENIA. I LIKE ARMENIA AND THE ARMENIANS. FROM NOW ON THE 
ONLY WAY TO SHOW OUR FRIENDSHIP TOWARDS ANY NATION IS TO ASK 
IT TO INTEGRATE INTO EUROPE. SOMEONE WROTE THAT RUSSIA SHOULI 
BE INVITED. AND THAT\'S HOW | GOT THE IDEA OF INVITING THE U.S. 

| AM PROPOSING A EUROPE THAT GOES FROM VANCOUVER TO 
VLADIVOSTOK 

DIRECTION EUROPE WOULD NOT INCLUDE THE FRENCH OR THE GERMAN 
WHICH WOULD DELIGHT PRESIDENT BUSH. | CAN PROVE TO ALL WHO SA' 
THAT AMERICA IS NOT PART OF EUROPE THAT IT IS. BUT WE WILL BE 
UNSHAKEABLE ABOUT ABU GHARAIB 

PENALTY. AMERICA\'S EUROPEAN INTEGRATION IS NOT FOR TOMORROW. 
CAN SEE CHIRAC 

REFERENDUM 

THE SITUATION WILL LOOK ACCEPTABLE TO THE MALTESE AND THE 
ESTONIANS. BUT DO THE AMERICANS REALLY WANT TO BE PART OF 
EUROPE? THE TROUBLEMAKERS WILL SAY THE U.S. HAS NOT ASKED TO 
BE A CANDIDATE. NOT SO. HERE IS A COUNTRY WHOSE INTENTION IS 

TO LEAD IN EUROPE AND WHICH ALREADY DOES. HOW CAN ANYONE SAY 
ΤΗΕ U.S. DOES NOT WANT TO BE А CANDIDATE?\" 


(C) SUPPORTING TEXT/BLOCK QUOTES: 
U.S. POLICY - U.S. IMAGE 


VNICE AMERICA 

PIERRE ROUSSELIN IN LEFT-OF-CENTER LE FIGARO (01/13): “DURING 

HIS FIRST TERM 

AMERICAVS IMAGE ABROAD. SINCE BEING REELECTED HE IS A NEW MAN. 
NOT THAT HIS POLICY HAS CHANGED. RATHER THAN THE CONTENT 
WHICH REMAINS UNCHANGED 

PRESIDENT BUSH WANTS TO BE CONVINCING WELL BEYOND AMERICA\'S 
SHORES. THE AID WHICH AMERICA IS BRINGING TO SOUTH ASIA IS A 
GODSEND FOR THE IMAGE OF A SUPERPOWER WHICH HAS BEEN CHASTI 
IN THE ISLAMIC WORLD AND ELSEWHERE FOR THE WAY IT IS LEADING 
ITS FIGHT AGAINST TERRORISM AND ITS WAR IN IRAQ. BY EXPLAINING 

IN THE WORLD PRESS AMERICA\'S ACTION IN ASIA PRESIDENT BUSH 
SHOWS THAT HE WANTS TO TAKE ADVANTAGE OF THIS OPPORTUNITY W 
BEYOND THE SHORES OF THE INDIAN OCEAN. FOR A U.S. PRESIDENT TO 
SHOW GREATER INTEREST IN WORLD OPINION DURING HIS SECOND TER 
IS NOTHING NEW. BUSH 

ON HISTORY. THIS DESIRE TO BE CONVINCING EXPLAINS HIS 

“EXTENDED HANDY TOWARDS THE EUROPEANS DURING HIS UPCOMING 
TRIP. IN THE MIDDLE EAST HIS PLANS ARE BEING SERVED BY 

POLITICAL EVENTS: A DIALOGUE IS NOW POSSIBLE. BUT GEORGE BUSH 
HAS NOT GIVEN UP ON HIS BELIEFS. IRAQ OF COURSE REMAINS A BIG 
QUESTION MARK. WHILE THE U.S. PRESIDENT IS EAGER TO PROJECT TO 
THE WORLD A BETTER IMAGE 

UNDERSTOOD 


5 3 M Accounting, audit and bookkeeping 4 H Taxation 

st reform efforts, per reftels. (NOTE: The EU does not have a mission in Bahrain. END NOTE). All 
NISTRATOR ROGER WINTER ANE DEPUTY ASSISTANT ADMINISTRATOR MARK WARD ΒΑΝΩ͂Ι 
uwaitis to join the two conventions to which they had not yet adhered: Convention for the Suppressic 


rammed Abdul Jaleel, emphasizing that the January elections are part of a larger process aimed at οἱ 
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VA SEDUCTION CAMPAIGN" 

PHILIPPE GELIE IN RIGHT-OF-CENTER LE FIGARO (01/13): 

\"PRESIDENT BUSH PUBLISHED AN OP-ED IN SEVERAL EUROPEAN 
COUNTRIES TO EXPLAIN AMERICA\'S RELIEF EFFORT IN SOUTH ASIA. HE 
HAS TAKEN THIS OPPORTUNITY TO SHOW A DIFFERENT SIDE (OF 
AMERICA.) THIS GESTURE IS NOT AN ISOLATED ONE. IN THE MIDDLE 
EAST 

PRESIDENT BUSH WILL ALSO SHOW A VERY DIFFERENT SIDE TO A VERY 
DIVIDED EUROPE WHEN HE UNDERTAKES HIS RECONCILIATORY TRIP NE» 
FEBRUARY. BUT THESE GESTURES MUST NOT FOOL ANYONE: MORE THAI 
EVER THE U.S. PRESIDENT IS CONVINCED THAT HIS POLICIES ARE THE 
RIGHT POLICIES. THE NEW TONE ADOPTED BY WASHINGTON IS AN 
INVITATION TO THE WORLD TO JOIN HIM 

OF CONTRITION.\" 


IRAQ 


\"IRAQ 

JACQUES AMALRIC IN LEFT-OF-CENTER LIBERATION (01/13): THE 
COMING CELEBRATIONS AROUND PRESIDENT BUSH\'S INAUGURATION WI 
HIDE FOR A MOMENT 

SITUATION IN IRAQ. THE PREDICTABLE RESULT OF THE ELECTIONS 
SHIITE LANDSLIDE 

WASHINGTON 

PRAGMATISM. AND MUCH TALK ABOUT DEATH SQUADRONS TO DEAL WITI 
THE GUERRILLA FIGHTERS. WHILE THE PENTAGON WANTS TO WITHDRAV 
SOME OF ITS TROOPS 

REFUSAL TO GET INVOLVED IN THE IRAQI QUAGMIRE 

HAVE TO SEND MORE TROOPS. BUT JUST UNTIL THE IRAQIS 
THEMSELVES DECIDE THEY WANT THE U.S. TO LEAVE. WHATEVER THE 
CONSEQUENCES. BUT SOME REALISTS IN WASHINGTON ARE READY TO 
ACCEPT THE LOSSES OF THE IRAQI QUAGMIRE 

THE FIGHT AGAINST TERRORISM. THE FIGHT AGAINST TERROR WILL 
CONTINUE WITH OTHER COLLATERAL DAMAGES THAT WASHINGTON IS 
ALREADY WORRYING ABOUT: GUANTANAMO. AND THE ACCUSATIONS ABC 
TORTURE. 

CHARLES GRANER.\" 


MIDDLE EAST - ABBAS ELECTION 


\"A HISTORIC TURNING POINT\" 

JEAN DANIEL IN LEFT-OF-CENTER WEEKLY LE NOUVEL OBSERVATEUR 
(01/13): "THE RELATIVE SUCCESS ACHIEVED BY MAHMUD ABBAS 
EMPHASIZES THE FACT THAT THESE WERE FREE ELECTIONS. AS FOR THI 
DEFEAT OF HAMAS 

NOW WE MUST BE CAREFUL. THERE IS THE OPPORTUNITY FORA 
DIALOGUE 

THE INTERNATIONAL COMMUNITY AND ISRAEL PROVING TO THE 
PALESTINIANS THEY MADE THE RIGHT CHOICE. BUT THESE GESTURES 
MUST BE UNCONDITIONAL. FRANCE HAS ALWAYS BELIEVED THAT 


that Kuwaiti aid was available, but that some had been held up for lack of runway space in the affecte 


/ INACCORDANCE WITH REFMSG POST PROVIDES THE FOLLOWING SCHEDULE INFORMA 
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SETTLING THIS CONFLICT WAS ESSENTIAL. FM BARNIER 

TRAVEL TO THE U.S. EVERY THREE MONTHS 

ATTITUDE TOWARDS ISRAEL AND THE PALESTINIANS WOULD SERVE AS A 
TEST TO DETERMINE WHETHER THE TIME HAD COME FOR A TRUE 
PARTNERSHIP BETWEEN THE U.S. AND THE EU. THAT THIS WOULD BE A 
GOOD START. BUT THERE IS STILL IRAQ AND IT APPEARS THAT THE 
BUSH ADMINISTRATION IS SET ON ORGANIZING ELECTIONS IN JANUARY 
A FEAT WHICH LOOKS LIKE A DESPERATE GESTURE EVEN IN THE EYES 
OF SOME U.S. MILITARY OFFICIALS. BUT BUSH INSISTS THAT THERE 
HAVE BEEN ELECTIONS IN AFGHANISTAN 

THERE MUST BE ELECTIONS IN IRAQ." LEACH 
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missiles -- an advanced 

Israel Radio cited IDF sources as saying that the 

Israel Air Force knows how to cope with anti-aircraft 
missiles; on the other hand 

a former head of the Homa missile defense project in 
the Defense Ministry 

Foreign Affairs and Defense Committee 

missiles could tip the power balance in favor of Syria 
and that they pose a threat to American forces in Iraq 
as well (Rubin also cited the threat posed to Israel 

and the U.S. forces in Iraq by Iran\'s Shihab 4 missile 
which is currently under development). Maariv and 
Israel Radio reported that PM Sharon has written to 
President Vladimir Putin 

atrisk. The media reported that Israel has recalled 

its ambassador from Moscow 

Yediot quoted Russia\'s Deputy FM Alexander Saltanov 
who met last week with FM Silvan Shalom and Shimon 
Peres 

into account." Leading media reported that Wednesday 
the State Department expressed strong opposition to the 
deal 

Syria should the deal take place. Spokesman Richard 
Boucher said Washington is against the sale of deadly 
military equipment to Syria 

of terrorism." Incidentally 

Russian Defense Minister Sergey Ivanov as saying that 
the U.S. and Russia may be close to signing an 
agreement to help control the trafficking of shoulder- 
fired aircraft missiles 

terrorists. 


Jerusalem Post reported that Israeli officials are 
expected to tell visiting EU foreign policy chief 
Javier Solana today that Israel will not begin 
diplomatic negotiations with the PA simply because 
Abbas was elected PA chairman. 
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Israel Radio reported from Washington that the U.S. 
administration intends to deepen its involvement in the 
region and that it is considering naming either a 
permanent envoy to the Middle East 

secretary of state-designate Condoleezza Ricevs direct 


SIPDIS 

subordinate and reside in the region 

Department coordinator who would exclusively devote his 
work to the Israeli-Palestinian conflict. Citing 

recent pressure by European and Arab officials on the 
U.S. to alter its strategy -- they reportedly told the 

U.S. administration that otherwise PA Chairman Mahmoud 
Abbas (Abu Mazen) would resign and a civil war erupt in 
the territories -- HaVaretz (English Ed.) also mentions 

the possibility of President Bush appointing a 

presidential envoy in the Middle East 

former secretary of state James Baker is the preferred 
candidate for the position; the newspaper also brings 

the name of former U.S. representative to the UN John 
Davenport (sic: read Danforth). The radio reported 

that PA Chairman Mahmoud Abbas (Abu Mazen) and Sharon 
could be invited separately to the White House in 

March. 


Havaretz (Aluf Benn) reported that the Israel-U.S. 
dispute concerning the Harpy drones Israel sold to 
China is on the verge of resolution. 


Jerusalem Post writes that right-wing activist leaders 

told the newspaper that radical elements in the anti- 
disengagement camp have \"agents\" in the security forces 
helping them in their struggle. 


Yediot and Jerusalem Post highlighted the V'heavy price\" 
Sharon is willing to pay to add Shas to his government 
coalition -- 1 billion shekels (around USD 230 million) 

for social welfare in exchange for support of the 
disengagement plan. 


Rashid Abu Shabak 

Preventative Security in the Gaza Strip 

saying in an interview with Maariv that the PA will do 
everything to prevent violence. Jerusalem Post 

reported that the independent Gaza newspaper Donia Al- 
Watan on Wednesday published a story about a civil 
lawsuit filed by a local resident against PA Foreign 
Minister Nabil Shaath over alleged corruption. 


The media reported that the Haifa MagistrateVs Court on 
Wednesday sentenced Sheikh Raed Salah 
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the northern branch of the Islamic Movement 

and a half years in prison for security offenses. 

Salah was also slapped with a three-year suspended 
sentence. Jerusalem Post quoted Salah as saying that 
Israel would last less than 20 years if another group 

of Israeli Arabs was \"unjustly\" arrested and put on 
trial as his group had allegedly been. 


Leading media reported that on Wednesday 

Court of Justice ordered to release Staff Sergeant 
Yossi Pilant 

who was sentenced to 28 days in military jail for 
calling on soldiers to refuse to serve orders to 
evacuate two caravans in his settlement. The High 
Court said that the military courts sentence was 
flawed 

trial a second time. 


Under the headline 

Yediot reported that while Sharon and Shalom received 
former U.S. president Jimmy Carter 

international Palestinian election monitoring team 
Carter told the Atlanta Journal-Constitution in a 

Vharsh interview" that Sharon is opposed to the road 
map. 


HaVaretz cited the Amman registration center for the 
January 30 parliamentary elections in Iraq as saying 
Thursday that Israelis of Iraqi origin may take part in 
the voting. The newspaper quoted Shlomo Hillel 
Knesset speaker and winner of the Israel Prize for his 
activity on behalf of Iraqvs Jews 

that if former Iraqis living in Israel may vote in the 
elections 

signaling Iraqvs willingness to change direction." 
Conversely 

Minister and former defense minister Binyamin Ben- 
Eliezer 

as saying that he does not believe Israelis will vote 
Vbecause anyone who sees Israel as his country will not 
vote in the Iraqi elections." 


Yediot reported that incoming Interior Minister Ophir 
Pines-Paz has instructed that the question about 
religion in the form distributed to all tourists 

entering Israel be removed. 


HaVaretz reported the Foreign Ministry will set up a 
department to fight anti-Semitism and to commemorate 
the Holocaust. 


of the Convention on Biological Diversity (CBD), EconCommoff interviewed the CBD point of contact 
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Defense and foreign affairs columnist Amir Oren wrote 
in independent 

V'The key to the limitation of the Russian-Syrian 
missile deal is to be found in Washington." 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in an editorial of mass-circulation 

pluralist Yediot Aharonot: What are the Russian arms 
dealers seeking there? The main factor behind all 
these strange developments is the situation in 
Chechnya.\" 

Diplomatic correspondent Ben Caspit wrote on page one 
of popular 

leadership sees it 

surrender to Assad\'s peace maneuvers and negotiation 
spins.\" 


Block Quotes: 


|. "Washington Has the Key to Defusing the Crisis\" 


Defense and foreign affairs columnist Amir Oren wrote 
in independent 

\"The key to the limitation of the Russian-Syrian 
missile deal is to be found in Washington. U.S. 
Defense Secretary Donald Rumsfeld 

Russian counterpart Sergey Ivanov on Tuesday 

with him about the Russian commitment to avoid 
disseminating anti-aircraft shoulder-fired missiles 
which could reach terrorists seeking to down civilian 
airliners. At a joint press conference 

that the Russians had completed their version of a 
draft of a treaty providing for the mutual transfer of 
information about such missiles (MANPADS).... lvanov 
stressed that scrupulous supervision and that the 
signing of the treaty can be expected soon.... Despite 
the fact that lvanov\'s announcement was released even 
before the deal with Syria became known 

Russian will to minimize Israels concern about the 
trickling of ground-to-air missiles to terrorist 

elements in Lebanon and the territories. V 


uring his visit to Amboko Camp in Gore on December 14. Amboko, in southern Chad near the borde 


‘he 610.8 billion NT (USD 18 billion) Defense Special Budget on the LY agenda. With only two weeks 
NISTRATOR ROGER WINTER ANE DEPUTY ASSISTANT ADMINISTRATOR MARK WARD ΒΑΝΩ͂Ι 
itional Space Program Office. Interlocutors agreed to pass the information on to other potentially inte 


»nt Mutharika and former President Muluzi, now chairman of the ruling United Democratic Front (UDF 
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ll. Russian Crisis V" 


Chief Economic Editor and senior columnist Sever 
Plotker wrote in an editorial of mass-circulation 

pluralist Yediot Aharonot (January 13): "Something bad 
is happening in Russia. The behavior of its president 
Vladimir Putin 

contradictory and illogical.... Now 

arms deals between Russia and Syria 

Arab country 

support and immunity to terror organizations has been 
added to the dismal picture. What are the Russian arms 
dealers seeking there? The main factor behind all 
these strange developments is the situation in 
Chechnya. The Putin administration is not only unable 
to stabilize the pro-Russian government there 

stands exposed and powerless in face of the anticipated 
wave of murderous terror attacks. The failure in 
Chechnya 

civilians and soldiers 

the Russian leadership; it has raised to the surface 
dark political forces and is sowing a storm of 
irrationality in the Kremlin. A Russian crisis is 
developing 

stability of the entire world.\" 


III. \"Pressure\" 

Diplomatic correspondent Ben Caspit wrote on page one 
of popular 

[Russian-Syrian arms] deal really goes through in the 
end 

assumptions that no longer apply. It is already 
impossible to fly freely over the Gaza Strip 

it will be impossible to fly freely over Lebanon 

Syria 

have to work hard in order to spot the tiny missiles 

being removed from their vehicles (the Russians will 

sell the Syrians the motorized version) 

their miniature version and somehow getting into 
Nasrallah\'s hands. And then 

looks like we will learn to live with that 

as the Israeli leadership sees it 

that we do not surrender to Assad\'s peace maneuvers and 
negotiation spins.\" 
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Prof. Uzi Arad 

former prime minister Binyamin Netanyahu 
independent 

American expectations is ... a clear-cut Israeli 
interest. V 


Block Quotes: 


“Мо Automatic Pilot For Disengagement\" 


Prof. Uzi Arad 

former prime minister Binyamin Netanyahu 
independent 

are those who treat the disengagement as if it is 
operating on Vautomatic pilot However 

approach requires demonstrating sensitivity to changing 
circumstances 

action to improve the problematic equation between its 
risks and opportunities.... [Among other conditions 
Israel cannot dismiss the American demand 

also been made to the Europeans 

democracy in Palestinian society. Fulfilling the 
American expectations is also a clear-cut Israeli 
interest. It is where to find the long-term answer to 
Palestinian acceptance of the Jewish state and a 
permanent agreement. But above all 

thing is to do everything possible to reduce the 
Vdemocratic deficit\' that has built up in the decision- 
making process toward the disengagement. V" 


Middle East affairs commentator Guy Bechor 
at the Interdisciplinary Center 

circulation 

mistakes are leading Iraq and the region into a 
worrying direction.\" 


Block Quotes: 


\"Iraq\'s Slippery Slope" 


Middle East affairs commentator Guy Bechor 
at the Interdisciplinary Center 


in Istanbul, particularly given current regional tensions. Dhabbi said he was not familiar with the evei 
PORTING CABLE (DECEMBER 2004) REF: STATE 146478 1. Summary: EXBS advisor focuse 
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circulation 

V'The Americans have erred in some strategic decisions 
they made concerning a proud and despondent nation 
[Iraq] 

heart of the Arab world. One of those mistakes was the 
dismantling of the VArab Army 

The Vdemocratic constitutionY that was dictated to the 
Iraqis has turned into a farce; no community intends to 
carry it out.... It is too bad that Iraq was not 
immediately split into three different countries... 

Lastly 

organization those proportional elections?.... It 

surely is too much to expect a country that has always 
been controlled by the fear of the other to immediately 
become a democracy that protects minorities. Those 
American mistakes are leading Iraq and the region into 
a worrying direction. The unending wave of terror 
looming elections 

govern 

the edge of a civil war.\" 
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charges of high treason and charges of public disorder 
offences following the incident of August 12-13 this year 
according to a statement on the Presidents official website. 
It went оп to characterize the Presidents motivation for 
calling for the dismissal of charges as V'to promote and 
sustain that (community) spirit" evident in the wake of the 
December 26 tsunami that struck the island nation (Ref A). 
In a January 1 conversation 

Government Spokesman 

for two 

or was prohibited from traveling out of Maldives. Shaheed 
said the government was only pursuing two cases stemming from 
the August 12-13 civil unrest: one against the individual 
alleged to have stabbed a National Security Service (NSS) 
officer on August 13 and a second against an individual 
alleged to have been found with literature related to killing 
President Gayoom. Both of these men remain in jail pending 
their trials. 


3. (C) COMMITMENT TO ELECTIONS: Parliamentary elections 
which had been scheduled for December 31 

obviously postponed in the aftermath of the tsunami. The 
Government of the Republic of Maldives (GORM) clearly felt 

that it would be impossible to organize such an undertaking 
when the country\'s attention and resources were solely 

focused on aiding citizens still reeling from the disaster. 

Shaheed shared such sentiments with poloff during the same 
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January 1 conversation 

tentatively scheduled for January 22. Explaining the 
reasoning behind choosing the date 

required the new Majlis (Parliament) to be selected at least 
one month prior to the end -- February 23 

current MajlisW term. 


4. (C) In a follow-up January 12 conversation 

poloff that 

January 22 date for elections. He felt the government would 
lose credibility if the elections were further postponed. He 
also felt that 

reconstruction challenge facing the country 

preferable to work with a Majlis with a new mandate for 
decision-making. 


5. (C) Poloff spoke with Ibrahim Rashad 
Commissioner on January 13 

intended to hold elections on January 22 

declaring the results by January 26. He was not sure 
however 

the realignment of transportation resources since the 
tsunami. He admitted that organizing voting stations to 


SIPDIS 

accommodate internally displaced persons (IDPs) would be a 
challenge but said 

another date. (Note: Candidates are elected on an 
atoll-wide basis. From poloff\'s impression during a January 
2-4 visit to Maldives 

islands within their home atoll 

ballot may be one of the Election Commissioner's smaller 
challenges. End Note.) When asked about former detainees 
who may have wanted to run for a Majlis seat but were 
allegedly barred from submitting their paperwork 

that the candidate slate remained the same as the original 
one intended for the December 31 vote. He said that no more 
people would be able to submit candidacy papers and noted 
that no one had tried to do so. Rashad stated that 
Commonwealth and South Asia Association for Regional 
Cooperation (SAARC) election observing teams would return for 
the January 22 vote (Ref B). 


6. (C) COMMENT: Given the relief effort which the GORM 
faces 

let alone to consider whether the atmosphere for it is free 

or fair. To postpone the elections beyond the January 22 

date 

validity of the election or charges that the government was 
using the tsunami to avoid a vote it does not want. The 
government recognizes what would result from a twice-delayed 


an exercise and hope to have a final decision well before the next Operational Expert Working Group 
ED. PLEASE HANDLE ACCORDINGLY. 1. (U) Summary: On December 23, the Foreign Trade Unt 
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election and is eager to avoid such criticism. Despite the 
GORM\'s commitment to selecting the new Majlis 

not clear 

actually pull off the logistical challenge of the election 

with so many resources otherwise engaged. END COMMENT. 
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if intensifying coordination among national supervisors is 

not effective?" One possible answer: give \"the Network" of 
national supervisors legal and supervisory powers to deal 
with trans-EU issues. This is like standing on the edge of 
the future. 


2. (SBU) The European financial industry has cut through 
practical 

creation of a lead regulator. While this has attracted push 
back from CEBS and the European Central Bank (ECB) 
recently approved Capital Adequacy Directive (CAD III) 
incorporates the concept of V'coordinating supervisor 
possible step along the way to a lead supervisor. Ensuring 
political accountability will be essential before the EU 
progresses to a unified supervisor. The idea 

irresistible to some. Deutsche Bank 

the current trend and is dusting off its old piece: A 
European Financial Supervisory Authority - A Matter of When 
Not If.\" End Summary 


Committee Creation: Back Waters No Longer 


3. (SBU) In a short three and a half years CESR 

CEIOPS 

supervisors 

was the first. Created in June 2001 

upon a recommendation by a group of wise men led by 
Alexander Lamfalussy (the Lamfalussy Group). Lamfalussy 
who headed up the precursor to the ECB 

knitting European financial markets closer together would 
require a flexible regulatory process to respond to dynamic 
markets and close cooperation among national supervisors to 
ensure uniform implementation on a pan-EU scale. Finance 
Ministers replicated this basic approach in agreeing at the 
end of 2002 to create CEBS and CEIOPS. Like CESR 
CEIOPS were matched by regulatory committees composed of 
Finance Ministry representatives. The Financial Services 
Committee 

sets strategic directions. Details of CEBS and CEIOPS took 
a while to resolve. Both opened their doors for business in 


2. ON DECEMBER 22, 2004, THE SPANISH NATIONAL POLICE IN CONJUNCTION WITH THE 
eline is 95 percent complete in Turkey. After testing and line fill, the first tanker will be loaded at Cey 


nce in Geneva to MFA Director for International Organizations Ghassan Shaikho. Shaikho said that I 
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the fall of 2004. 

4. (SBU) Granted 

What is different is that they all have a formal role in 
providing advice to the Commission on Financial Legislation 
and Regulation 

EU legislation in member states. The European CouncilVs 
Stockholm Resolution that gave birth to CESR states that 
\"national regulators and CESR should also play an important 
role in the transposition process by securing more effective 
cooperation between supervisory authorities carrying out 
peer reviews and promoting best practices 

more consistent and timely implementation of community 
legislation in member states." Precursor supervisory 
committees were largely voluntary 

small space in the formal EU regulatory framework. All this 
is about to change. 


Long “То Do List" Implementation Begins 


5. (SBU) Implementation of legislation now has become the 
focal point for EU financial services activities. The 
Financial Services Action Plan has retooled basic elements 
of EU securities legislation and now will have to be 
implemented. CESR is helping with the implementation of the 
Market Abuse and Prospectus Directives 

International Accounting Standards 

Directive on Undertakings in Collective Investments in 
Transferable Securities (UCITS). In the wings is 
implementation for the more recently adopted Directives on 
Markets in Financial Instruments (MiFID) and on 
Transparency. 


6. (SBU) Even though their legislative list is not as long 

as CESR\'s 

for implementing major new directives. CEBS is beginning 
its implementation work for the Capital Adequacy Directive 
(CAD Ш) that will fundamentally change risk capital 
assessments for financial institutions. CAD Ill is being 
finalized by the Council and is pending in the European 
Parliament. CEBS is designing a common reporting framework 
for capital requirements and the solvency ratio 

published draft guidelines on the supervisory review 

process 

neutralizing the effects of new accounting standards on 
regulatory capital. CEIOPS is gearing up to provide advice 
for the Commissions major rewrite of capital adequacy rules 
for insurance firms (Solvency 1). The Commission is likely 
to make a proposal in 2006 or early 2007. 


Implementation: Where the Rubber Hits the Road 
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7. (SBU) The logic of an integrated financial market is that 
all players to follow the same rules. This can help ensure 
healthy competition and a relatively efficient allocation of 
capital. In highly competitive and regulated financial 
markets 

same way. Lax enforcement might be considered to gain a 
competitive advantage 

Such an approach would put a quick end to mutual 
recognitionW of one member stateVs supervisory surveillance 
by another 


8. (SBU) CESR has done the most public thinking on this 
topic. In a paper released at the end of October 

three groups to categorize its implementation functions (so- 
called V'Level 31" functions 

Level 2 being the implementing measures regulations or 
follow up directives 

issuing rule books and supervisory guidance explaining how 
firms are expected to comply with the directives and 
regulations). These are: (1) coordinated implementation of 
EU law; (2) regulatory convergence; and (3) supervisory 
convergence. 


9. (SBU) Coordinated implementation involves the legal 
transposition of directives into national laws and their day- 
to-day application. CESR has established a Review Panel to 
carry out peer reviews using correspondence tables detailing 
how directives are being implemented in each member state. 
CESR members are to provide a self-assessment on their 
implementation. The Review Panel will offer an opinion and 
suggestions for common approaches to implementation. The 
correspondence tables 

made public. To ensure consistent enforcement in all member 
states CESR has recommended that CESR members be granted 
equivalent rulemaking and enforcement powers by their 
respective national authorities. 


10. (SBU) Regulatory convergence is defined by CESR as 
creating common approaches. Each supervisor takes decisions 
that create a body of jurisprudence in its jurisdiction. 

Acting together 

common approaches that could be memorialized in meeting 
minutes 

These would not have the status of EU law 

implemented on a V'voluntary basis" by all supervisors. 

Areas that are subject to such regulatory convergence need 
not be covered by EU law 

standards on clearing and settlement developed together with 
the ECB are an example. CESR also has worked on guidelines 


Mires country team warmly welcome CODEL Dodd to Argentina January 12-13. During your stay in Αι 
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on implementation of the Market Abuse and Prospectuses 
Directive and has begun work on guidance for certain mutual 
fund issues. 


11. (SBU) Supervisory convergence relates to how supervisors 
approach the practical operation of rules and legislation. 

This means strengthened cooperation in practical ways. One 
is to pull together provisions in directives that mandate 

mutual recognition and cooperation into one consolidated 

text. CESR thinks this would serve as the basis to handle 

all situations requiring cooperation among supervisors. In 
another practical implementation measure 

up a mediation mechanism by its peers!" to provide an 
acceptable solution where \"home\" and \"host\" supervisors 
disagree. Joint supervisory visits and investigations by 

CESR members and compiling “ЕО jurisprudence\" in a database 
of national decisions are other CESR initiatives to 

strengthen cooperation and 

convergence. 


12. (SBU) CESR develops these ideas further in another 
provocative thought piece entitled V'Preliminary Progress 
Report: Which Supervisory Tools for the EU Securities 
Markets?\" This paper 

Report 

categories of implementation functions cited above. CESR 
sets the tone by proclaiming its V'serious objective" is to 
Venhance its role as the "supervisor of national 
supervisors." In this regard CESR suggests that its 
network of supervisors might consider more systematic peer 
reviews on member state implementation with V'mission teams V 
making assessments and CESR publishing results where 
implementation is inadequate. 


13. (SBU) A more robust mediation mechanism could require 
mediation where there are disagreements or lack of 
cooperation among supervisors. 


14. (SBU) In the Himalaya paper CESR ventures onto the area 
of supervision of trans-European activities 

investment firms 

cooperation can be efficiently executed by many separate 
authorities 

Other areas demanding a possible pan-EU approach include 
public offerings 

accounting standards for listed companies 

credit rating agencies 

infrastructures (exchanges and clearing and settlement 
systems). CESR muses whether its network should take single 
EU decisions on such matters. Backing up a bit from the 

edge 


of market openness for each sector (high, medium, low): Sectors with rank of 1 ---------------------- -- C 
nce on U.S. aircraft at Gestair repair station. 2. Embassy understands that no assistance is necesse 


aview programs and activities under the jurisdiction of the Military Construction Subcommittee. 2. Er 
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and should not be attempted unless the present system cannot 
provide proper solutions to supervisory convergence. 

Different local laws 

and political accountability at the EU level present real 
obstacles to a pan-EU solution. 


Industry: Leading the Way to the Lead Supervisor? 


15. (SBU) The European Financial Services Roundtable (EFSR) 
cuts through the worrisome details and recommends that the 
trans-national option be exercised now 

supervisor for prudential supervision of cross-border 
financial institutions.\" The EFSR proposes that the lead 
supervisor would be the single point of contact for the 
financial institution within the prudential supervisory 
framework 

internal models 

and approving cross-border set up of specific functions. 
Local supervisors would be involved in supervision based on 
delegated authority from the lead supervisor. The lead and 
local supervisors would set up \"colleges\" to advise the lead 
supervisor 

CEBS 

opinion 

the quality of supervision at an acceptable cost 

be an important catalyst for convergence of supervision 
towards best practices. 


Dutch Nudge: Just Thinking Out Loud 


16. (SBU) The Dutch Presidency gave the notion of lead 
supervision a bit of a nudge. In a November seminar on 

V Enhancing Supervisory Convergence 

Zalm raised questions as to whether present coordinating 
mechanisms were effective 

efficient. He opined that different supervisory practices 

in different member states can V'cause market distortions. V" 
Good supervisory arrangements 

stimulate rather than hamper the integration of European 
financial markets. Noting that national supervisors can 
only operate under national mandates 

should be \"thinking about more European solutions for 
supervision of truly European financial groups. Although we 
should not try to cause a revolution here 

see an evolution towards more European supervisory 
structures. V 


CAD III Coordinating Supervisor: Planting the Seed 
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17. (SBU) The proposed CAD ΙΙΙ contains a potential seed for 
a lead supervisor. According to the CommissionVs proposal 
draft 

authority that has responsibility for supervision of a 

financial institution on a consolidated basis. This 
supervisor needs to work with other relevant authorities of 
jurisdictions in which the institution is present to 

validate technical aspects of CAD Ill. Such aspects include 
the risk-weighted exposure amounts using the Internal 
Ratings Based Approach 

defaults 

based on internal risk measurement systems. However 
agreement is reached within six months among the 
coordinating and other competent supervisors 

coordinating supervisor can make its own determination. 
That determination will apply to the entire institution 
throughout the EU. 


18. (SBU) This approach encountered opposition. A member of 
the Bundesbank board 

citing national responsibility for subsidiaries of parent 
institutions located in other member states. The ECB 

however 

gap between what the lead supervisor championed by industry 
and the coordinating supervisor envisioned in CAD III. 
Nonetheless 


19. (SBU) The Chairman of CEBS 

up that challenge. He does not share EFSRVs view 
explaining that rather than having a V'one-stop-shop 

V more pragmatic approach is needed" within the present 
institutional framework. Indeed 

their main objective is to show that more intensive 
cooperation is the solution. German Finance Ministry 
officials 

concept in CAD Ill as a step toward a single EU supervisor. 
A Dutch supervisor put it another way: if a coordinating 
supervisor approach cannot be made to be effective 
option of going straight to an EU supervisory authority will 
gain currency. 


Got the Move 


20. (SBU) In the end 

solutions. The Chairman of the European ParliamentVs 
Economic and Monetary Affairs Committee livened up CESR\'s 
December gala by lamented the V'democratic deficit of some 
of CESRVs ideas. Who is in charge of CESR? CESR is 
sensitive to this issue. In its Himalaya paper CESR noted 


sectors in the Czech Republic that offer the highest potential for U.S. services providers. Ratings ап 
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that it is \"firmly determined to develop its political and 
democratic accountability links vis--vis the Finance 
Services Committee 

Parliament. 


21. (SBU) The Inter-Institutional Monitoring Group (IMG) 
also is cautious about the politics and the EU 

\"institutional balance 

Commission 

The IIMG 

institutions 

supervisory convergence and CESR\'s proposed mediation 
mechanism. On regulatory convergence 

reserved." The IIMG worried that the V'multiplication of non- 
binding rules at Level 3 should not lead to a gray area 
where legal certainty is absent and political accountability 
is unclear." 


22. (SBU) The draft Constitutional Treaty addressed some of 
the political questions. Article 35 would give the European 
Parliament the right to block the entry into force of 
regulations delegated to the Commission in directives 

that the Parliament now has only by the grace of a political 
understanding with the Council. The Constitution also 
states V'where uniform conditions for implementing binding 
Union acts are needed 

powers on the Commission.” There is no mention of 
ParliamentVs role or of the accountability of supervisory 
authorities 


Comment: 


23. (SBU) If process defines outcomes 

phase of EU-wide financial service legislation will be an 
interesting process. Getting the politics right is 

essential. The power of the idea of regulatory convergence 
would seem irresistible for those that wish the EU to be 
truly an integrated financial market. The questions raised 
by CESR and Dutch Finance Minister Zalm on the limits of 
national supervisors coordinating to oversee pan-EU 
activities are unavoidable. Officials at Deutsche Bank 
welcome the trend of the current thinking. They are dusting 
off their old think piece: V'European Financial Service 
Authority - A Matter of When 


24. (U) This report coordinated with Embassies Berlin and 
The Hague and USEU Brussels. 


25. (U) POC: James Wallar 
wallarjg2@state.gov; tel. 49-(69)-7535-2431 


; and the GOE\'s designate for Ambassador to the U.S., Roberto Betancourt, invited the DCM to his o 
erate to combat trafficking in persons. He also shed (sometimes disturbing) light on his thinking on г 
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and not to create \"privileged conditions for anybody. In 

these words Kocharian acknowledged the dominant concern of 
the Armenian economy and perhaps the heaviest burden on 
small and medium enterprise development. ArmeniaVs revenue 
services systematically either fail to tax or undertax 

Armenia\'s oligarchs 

and foreign firms to compensate. Besides limiting tax 
revenues 

oligarchs in various basic sectors where competition should 

be stronger. Reform of the revenue services will damage 
entrenched interests of powerful people 

political will at the highest levels of Armenian government. 

End Summary. 


3. (SBU) In his January 11 address to the State Customs 
Committee 

corruption in the revenue services 

international business community 

Fund and we have been saying for years. Along with 
addressing the longer-term task of increasing revenue 
Kocharian acknowledged corruption and nepotism in the 
customs service 

businesses V'equally and fairly.\" \"! am sure that if you 

start from yourself 

you will not let others escape taxation either 

said 

forbid your friends from doing business. We encourage free 
enterprise. What we don\'t encourage is the creation of 
privileged conditions for anybody." Kocharian made a 
similar address to the tax service officials the next day 
saying 

for years and those which are inspected several times every 
year. V 


4. (SBU) The tax and customs services have long been tools 
of the oligarchs. Rather than following Armenian law and 
WTO procedures on customs valuation 
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used different valuations for different importers 

resulting in a laughably low tariff burden for favored 
importers and a prohibitively high tariff burden for new 
market entrants (reftel). The result has been virtual 
monopolies on the import of several basic goods such as 
wheat 

is no economic justification for a natural monopoly or lack 
of competition. 


5. (SBU) Similarly 

tax provision against some of Armenia\'s largest businesses. 
Kotayk Beer 

and Deputy of Parliament Gagik Tsarukian (aka Dodi Gago) is 
indisputably Armenia\'s largest beer company. Nevertheless 
it does not appear on the list of Armenia\'s large taxpayers 
despite the fact that Kilikia 

of the top ten taxpayers. Small and medium-sized 
enterprises 

Members of the Yerevan American Chamber of Commerce complain 
of harassing and unjustifiable tax inspections 

demands for prepayment of tax liability 

the Armenian government to refund tax overpayments for 
several years. 


6. (SBU) Corruption in the tax and customs services has come 
under increasing pressure from the international donor 
community in the past two years. The American Chamber of 
Commerce has raised it to the Prime Minister 

the High Business Council. The IMF has made tax and customs 
reforms conditionalities in its reviews of ArmeniaYs PRGF 
arrangement 

customs consistently at the US-Armenia Task Force (USATF). 
7. (SBU) Speaking about the possibility of a new Poverty 
Reduction and Growth Facility (PRGF) arrangement 

resident representative James McHugh told us that the 
government has completed all the reforms that are 

politically easy to complete. (Note: The last tranche of 

the last PRGF arrangement was disbursed in November 2004. 
End Note.) “Тһе question we are asking them now is 
McHugh 

international community has constantly emphasized the need 
for reform of the tax and customs administration in order to 
create a competitive business environment and to increase 
overall tax revenues 

demands called for іп Armenia\'s Poverty Reduction Strategy 
Paper. (Note: At 15 percent of GDP 

the lowest in the CIS. End Note.) 


ared to be very small, consisting of a handful of employees, who occupied a converted apartment off 
ers Unit of the Istanbul Police Department, to follow up on trafficking in persons issues raised during 


gion. Since an initial SIPDIS shipment of 41 tons of aid, the government of Oman has committed to 
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8. (SBU) In a November letter to the IMF asking for a follow- 
on PRGF arrangement 

Minister promised reforms of the two revenue services 
specifically promising to bring them under the control of 

the Minister of Finance. To move revenue collection and 
expenditure under the same roof could be a boon for the 
Armenian economy 

highest officials to effect. 


9. (SBU) We welcome President Kocharian\'s comments about 
reforms in the tax and customs service 

the Presidents will and 

through. Reform of these two agencies will require breaking 
down entrenched interests in nepotism and corruption 
replacing powerful officials who have close ties to the 
President and Minister of Defense. Although some GOAM 
officials recognize the need for reform 

they have the power to change the leadership or practices of 
the powerful revenue services. In the past 

(and those of other donors) for reforms in the revenue 
services have been received positively by the Minister of 
Finance 

At the May 2004 USATF in Yerevan 

customs valuation created a publicly awkward moment between 
ArmeniaVs Minister of Finance and General Avetissian 

Head of the Customs Service 

that he does not report to the Minister. Now that Kocharian 
has stated the problem and the direction of reform 

progress he makes will be a test of Armenia\'s political will 
to move from familiar ways of nepotism and corruption to a 
true market economy. 

EVANS 
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Training Institute\" near Muzaffarabad 
commander. 


-- Jaish-e-Mohammed (JEM) camp \"Bukad Bud\" near Mansehra 
terrorists. 


-- Hizbul-Mujahidin (HM) camp on hill near Mangla run by 
Shamsul Haq. Pakistan Army cadres are kept separate from 
Kashmiri cadres. HM supremo Syed Salahuddin lives in G-10 
sector in Islamabad. 


-- Hizbi-Islami (formerly Majid Dar group) operates 2 camps 


(last, first/middle): Saxe-Coburg Gotha, Simeon Conventional usage: Simeon Saxe-Coburg Formal t 
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with 500 members 


-- 200 cadres from Hizbullah 
Force are in Khewadi on Mansehra Ridge. 


-- Al Barq and Tehreek-e-Jehad-e-Islami 
Mansehra with 100 members. 


-- 130 cadres Harakat-ul-Mujahidin (HUM) are at Mansehra. 
All are Pakistanis. 


-- Al-Badr camp at Chola Bandi 
End text. 


Comment 


3. (C) The MEA obviously hopes we will use this information 
to further pressure President Musharraf on cross-border 
infiltration. Mission would appreciate Washington\'s 
perspective on the veracity of this data. 

MULFORD 
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report 

Kapil Sibal continues to promise a tsunami warning system for 
India. Meanwhile 

scientists to advise the GOI on what tsunami warning systems 
are like 

from such a system (reftel). SciCouns has been in touch with 
NOAA and the NSF regarding possible US participants to the 
January 21-22 Tsunami Warning System Brainstorming Session 
the Department of Science and Technology is calling in New 
Delhi. 


V Tsunami Diplomacy: Continued 


5. (U) Despite the generally positive take on IndiaVs 
handling of the disaster at home and in neighboring 
countries 

wisdom of New DelhiVs refusal of outside help. A January 12 
editorial in the V'Indian Express\" criticized the GOIVs 
decision to disallow Kofi Annan\'s visit as demonstrating 
\"indifferent diplomacy" and \"misplaced hypersensitivity\" to 
offers of assistance. A \"Tribune\" op-ed from the same day 
called IndiaVs position illogical 

So its government 

nationalism.\" Highlighting the GOIVs \"hypocritical stand 
the piece noted that NGOs operating in India receive a large 
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amount of foreign funding. Novelist Amitav Ghosh 
three-part article published in the \"Hindu 

Indians waiting for days for help in the Andaman and Nicobar 
Islands took little consolation in radio reports that New 
DelhiVs rapid deployment of assistance to Sri Lanka would 
establish India as a superpower. 


Casualty Numbers 


6. (U) Over the last 24 hours 

(MHA) again revised the Indian dead and missing numbers 
upward. On January 13 

had died as a result of the tsunami 

January 12. While the MHA has not yet declared the more than 
5 

three to 5 

MULFORD 
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remains the absence of a single opposition leader with enough 
charisma 

unite party leaders in opposing the current government. 
EVANS 
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momentum 

the recent round. He suggested that Islamabad\'s interest in 
CBMs via people-to-people exchanges was limited to Punjab 
and observed that PM Aziz had been given the role of V'bad 
cop\" to MusharrafVs V'good сору" on Indo-Pak issues. Не 
insisted that setbacks 

the Baglihar Dam dispute to arbitration 

action against Kashmir-oriented terrorist infrastructure 
refusal to grant transit rights for Indian aid to Afghanistan 
(septel) 

gave Islamabad partial credit for the decline in terrorist 
infiltration over the past few months 

the GOP had taken no action against terrorist infrastructure 
or communications. Singh pointed to a busy itinerary of 
bilateral meetings this spring 

February trip to Pakistan 

in backchannel meetings following the death of NSA Dixit 
would be more than offset by the continuation of the 
Composite Dialogue and other bilateral meetings. Commenting 
on the upcoming Pakistani cricket team\'s tour of India in 
February-April 

people-to-people success 

year\'s groundbreaking Pakistan tour by the Indian team. End 
Summary. 


Neen the two presidents. Purvanov prefers the first half of this year. 2. (SBU) Karaslavov noted that 
esent positions by former President Fernando Henrique Cardoso. 2. (U) In Paris former Minister of I 


xised at Upturn in Commercial Relations with Russia (U) This cable is sensitive, but unclassified, a 
(d). 1. (C) Summary. Post strongly supports the United StateVs joining the Black Sea Economic Coi 


a civil service restructuring plan with the World Bank without union involvement. The GDRC designec 


ar over the selection of the new Speaker of Parliament, Ebenezer Sekyi Hughes. This showdown cot 
REL, RO SUBJECT: AMBASSADORVS MEETINGS WITH KEY ECONOMIC MINISTERS IN NEW G 
join us in resisting a change to the ITU veto procedures. On January 11, ECONOFF met with Marta 
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MEA Upbeat from Top to Bottom 


2. (C) MEA Joint Secretary (Pakistan 

Arun K Singh opened our January 12 discussion of New DelhiVs 
relations with Islamabad by reporting that both FM Natwar 
Singh and FS Shaym Saran remained upbeat on the dialogue 
process. The recent flare-up regarding the GOP\'s threat to 
bring the Baglihar Dam issue to arbitration (reftel) was 
Vunhelpful 

because V'it has momentum. V 


GOP Turning \"People-to-People\" into \"Punjabi-to-Punjabi\" 


3. (C) Singh downplayed Pakistani FM Kasuri\'s January 3 
proposal to open a new Indo-Pak border crossing near Ferozpur 
as aimed to benefit his own constituency 

for only being interested in promoting \"Punjabi-to-Punjabi\" 
exchanges that are not replicated \"for Sindh or elsewhere.\" 
He claimed that the Munnabao-Khokhrapar train connection 
would have been a done deal if it had connected the two 
Punjabs and not Sindh-Rajasthan. Likewise 

Islamabad is the obstacle to opening the 
Srinagar-Muzaffarabad bus line 

deal on the bus should still be doable. 


MEA View of Pak Leadership: \"Good Cop/Bad Cop\" 


4. (C) Describing the MEA\'s view of the GOP 

the Indian media \"obsessed with Pakistan 

then PM Aziz.\" Musharraf is casting himself as more 
\"reasonable\" while Aziz 

professional 

example 

to bring the Baglihar Dam dispute to arbitration 

the linkage between trade normalization and the 
Iran-Pakistan-India pipeline V'that Musharraf and Manmohan 
Singh agreed to in New York 

normalizing trade ties. They are playing good cop/bad cop 
Singh concluded 

private views are much more accommodating than those of the 
Pakistani President. 


GOP Helping Curb Violence in Kashmir 


5. (C) Turning to Kashmir 
Vsignificant decline\" in infiltration rates as reported by 
the GOI: \"we are more organized!" (i.e. the LOC fencing and 


risit to Moundou on December 13, a ruling party member treated Ambassador Wall to a tour d,horizor 
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better military preparations are working) 

also taking action." That said 

7-8 suicide attack on a government building in Srinagar as 
evidence that terrorist groups maintain the capacity to 
execute dramatic attacks and that Vthe issue of camps and 
other infrastructure remains.V Singh then showed us an 
internal GOI paper on terrorist camps in Pakistan and 
Pakistani Kashmir (septel). He noted that cross-border 
terrorist communications are undiminished 

exhorting their jihadist clients to fight on. 


6. (C) The Indian journalists who traveled to Pakistani 

Kashmir November 19-December 1 gave \"fairly reliable reports V" 
of Kashmiri terrorists who V'are tired and want to come back 
Singh said. Remarking on the difficulty of managing 
re-integration on a large scale 

nevertheless wanted them V'back in the fold\" and to help 

Vevict the Punjabis and Pashtuns.\" 


Backchannel Dormant While Front Channel Races Ahead 


7. (C) Waving away press speculation about the state of the 
backchannel 

Aziz\'s recent visit to New Delhi was strictly a condolence 
call: VHe saw only the FM 

called it V'an important gesture 

of substance was discussed. 


8. (C) Turning to the slate of bilateral talks 

predicted that there would be V'concrete outcomes" to announce 
by next summers meeting of the two Foreign Secretaries 
though he did not mention any specific agenda items as being 
ripe for agreement. Singh recounted that the Composite 
Dialogue and technical talks would resume later in January 
and conclude when the Foreign Secretaries meet in July. A 
Joint Study Group on trade 

24-25 

request of his Pakistani MFA counterpart D/G for South Asia 
Jalil Abbas Jilani 

exhausting 

FM visit to Pakistan (although the dates are still not firm). 


Spring in South Asia 


9. (C) Singh predicted that the Pakistan cricket teamVs 
February 25-April 18 India tour 

and confidence-building development 

splash as last year's Indian team in Pakistan. V'This is 
continuity now 


зе Bank's newly-created Monetary Board January 10. Analysts were surprised by the timing of the c 
ite in Balance Buffalo 05-1, 7 February - 11 March 2005. The units are: Bangladesh Army - 1st Para 
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Comment 


10. (C) Even when discussing contentious issues such as 
Baglihar Dam and terrorism in Kashmir 

and measured throughout the conversation 
disappointment but not issuing blame. In fact 

that WPakistan is also taking action against terrorist 
infiltration -- whether or not he firmly believes it -- is a 
noticeable break with the host of officials and pundits who 
credit the decline largely to the Army and the LOC fence. 
This presentation came off as much more than just an 
optimistic spin for US consumption 

policy levels of the MEA are firm in supporting the peace 
process despite continuing violence and infiltration in 
Kashmir. Singh did not let on to whether his prediction that 
\"concrete progress V" would be made in time for the July 
Foreign Secretaries\' meeting was grounded in anticipation 
that New Delhi would yield on certain issues 

Islamabad would do so 

some modus vivendi. His focus on front-channel diplomacy may 
also reflect an MEA effort to ensure that the high level 
diplomacy conducted by late NSA Dixit is now moved firmly 
back to the hands of MEAYs mandarins. 
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the 21-nation governing body of the 1972 UNESCO World 
Heritage Convention 

Paris. The UNESCO World Heritage ListVs importance as a 
symbol of national pride and as a source of tourist revenues 
was evident throughout the meeting. 


Discussions covered: 
Nomination and evaluation procedures for potential 
World Heritage Sites 
reports concerning the state of current World Heritage 
Sites; 


Working methods of the Committee 


Member-state participation in Advisory Body 
evaluation of their proposed sites; 


Proposals to refine the Secretariat\'s workload; 


Possibilities for additional Committee meetings; 
and 
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Whether WHC members should refrain from nominating 
sites during their tenure on the WHC. (The USG 

which is not likely to nominate any sites in the 

near future 

to one of the 12 seats on the WHC which will 

become vacant in fall 2005); 


Plans for a special meeting of experts to be held in 
Russia to examine how the concept of Outstanding 
Universal Value is being applied in various contexts 

with a view towards enhancing the representative nature 
of the World Heritage List; and 


The interplay between the 1972 World Heritage 
Convention and more recent UNESCO documents 
particularly the 2003 Intangible Heritage Convention. 


End summary. 


Introduction 


2. The WHC held its 7th Extraordinary Session at UNESCO 
Headquarters in Paris from December 6-1 1 

was held as a follow-up meeting to the 28th Session of the 
Committee that was held in China during June and July 2004. 
The 29th Session of the Committee will be held in Durban 
South Africa in July 


3. The U.S. delegation included US Ambassador to UNESCO 
Louise Oliver 
Secretary Paul Hoffman 


SIPDIS 

Service Fran P. Mainella 

of International Affairs Stephen Morris and USUNESCO 
political officer Anne Carson. 


4. The USG participated as an Observer at this December 
2004 session. (Note. The USG is considering standing for 
election to one of the twelve Committee seats 

filled at the General Assembly of States Parties meeting 
held in conjunction with the 3-21 October 2005 UNESCO 
General Conference. The USG 

to the World Heritage Convention 

member of the Committee during several periods over its 
approximately thirty-year history. End note.) 


5. While the interventions of many Committee reps on the 
finer points of procedure seemed geared toward enhancing the 


fairs Officer Mark Canning, tel (420) 257 530 663, ext. 2320, e-mail CanningMA2@state.gov. Visit P 
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chances for their nation\'s individual nominations 

Seemed to general agreement to preserve the exclusivity and 
prestige associated with World Heritage Sites. (Note. The 
interventions 

evidenced the importance of inscription of a site on the 
World Heritage List for national pride and commercial 
interests. For example 

referred several times to the \"elation\" in her country when 
its nominated site was finally inscribed on the World 
Heritage list. End note.) 


Nomination and Evaluation Procedures; Review of Reports; 
Procedural Details 


6. The Committee completed its work on revising its 
Operational Guidelines by adding some finishing touches and 
deciding that these Guidelines will be first applied to site 
nominations submitted in 2007. (Note. Current Guidelines 
went into effect in 2002. End note.) The finishing touches 
included: 

A definition of V'transboundary sites!" (sites with parts 

in adjoining countries 

nominated as transboundary sites; not to be confused 

with multinational serial nominations 

thematically- related sites in different countries); 


A request to the World Heritage Convention Secretariat 
to update \"tentative\" lists submitted by States Parties 
indicating possible future World Heritage nominations 
within its territory to reflect any changes in the list 

(e.g. 

the Member State country removes the site from its 
list); 


A specification that the V'comparative analysis\" 
required in the nomination dossier must be along the 
same lines as analyses of similar properties 

or not on the World Heritage List 

and international levels; and 


An addition of language encouraging States Parties to 
grant to UNESCO the non-exclusive right to use 
photographs 

the profits to go to the World Heritage Fund. 


7. The Working Methods of the Committee (which cover 
precise points such as timing of submission of various 
documents and are separate from the V'Operational 
Guidelines V") will be reviewed at the July 2005 Durban 
meeting. 


e an embassy in Cuba, such as inviting dissidents to Europe and supporting their work in Cuba, supr 


Column 3 
8. At this December 2004 meeting 


Reaffirmed earlier decisions that total nominations may 
not exceed 45 per year and that each State Party may 
submit only two nominations in any one year 

one is for a natural site 

submitted nominations that were deferred. 


Stressed the importance of rigorous adherence to 
established timetables for the submission of various 
documents 

Advisory Bodies following their examination of the 
site. 


Discussed the process by which countries can correct 
factual errors in the evaluation of their proposed 

sites by the Advisory Bodies and the mechanics of 
drafting of proposed decisions by the Secretariat; 


Discussed proposals to streamline the CommitteeVs 
consideration of State of Conservation reports; 


Debated whether there was a need for additional 
meetings and the possibility that establishing working 
groups would assist the Committee in accomplishing its 
goals in a timelier manner; 


Incorporated the recommendation of the USG rep that new 
WHC Members and new heads of delegation be afforded the 
opportunity to attend training and orientation sessions 
to better acquaint them with the Convention 
Committee decisions on key issues 

Guidelines 

USG plans to make similar practical recommendations 
concerning a variety of matters if elected to the 
Committee.) 


9. The Committee also reviewed several items pertaining to 
Periodic Regional reports (the pending report for Europe and 
North America; action plans following-up on completed 
reports for the Arab States; Africa; Asia and the Pacific 

and Latin America) concerning the state of World Heritage 
Sites. Based on a recommendation originating with Canada 
and the USG 

Periodic Reporting for one year to evaluate the results of 

the first cycle and make any necessary changes. 


10. In an apparent response to some State Party complaints 
about extensive and sometimes duplicative reporting 


2 Madrid, February 6-10, to participate in a workshop on Epigenetics and Chromatin: Transcriptional 
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requirements 

present proposals at the July meeting in Durban for better 
coordination and use of required reports concerning the 
maintenance of World Heritage Sites. 


11. In other financial and administrative matters 
Committee: 
Asked the World Heritage Center director to take 
appropriate steps to regularize the use UNESCO World 
Heritage Emblem under intellectual property law; 
Reviewed some aspects of the Partnership for World 
Heritage Conservation (PACT); and 


Approved the agenda for the July 11-17 Durban meeting. 


(Note. The full text of the CommitteeVs decision is 
available on UNESCOVs web site under 7 WHC-04/7EXT.COM/17. 
End Note. 


Should WHC Members Refrain from Nominating Sites While 
Serving on the WHC? 


12. Continuing discussions from the July 2004 Committee 
meeting in China 

cited statistics showing that the V'success rate" for 
inscription of nominated sites is much higher for the 21 
nations sitting on the Committee than it is for the 157 
States-Parties not sitting on the Committee. 


13. There was discussion of an opinion of the UNESCO Legal 
Advisor 

Heritage Convention do not allow the Committee to prohibit 
any State Party from making a nomination. The opinion goes 
on to state 

WHC may say (i.e. 

they will voluntarily refrain from nominating sites within 

their countries during their service on the Committee. 

Some Committee reps expressed the view that allowing such 
\"pledges\" could limit a nation\'s ability to nominate a site 
and would therefore be inconsistent with both principles of 
state party sovereignty and with the specific intent of the 
World Heritage Convention. Discussions on this subject will 
continue at the July meeting in Durban 


What Gives a Nominated Site V'UniversalV' Value within the 
Meaning of the Convention ? 


14. Discussions at previous Committee meetings about a 
Vrepresentative 
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Heritage Sites resulted in a decision to convene a meeting 
of experts to formulate recommendations to assist the 
Committee develop a strategy to achieve this goal. In 
particular 

concept of Outstanding Universal Value as it has been 
applied in different ways by the Advisory Bodies. 


15. Atthis December 2004 meeting 

the Russian Federation\'s offer of Kazan as a meeting site 

for the March 2005 meeting and specified that the experts 
report would be considered at the July 2005 Durban Committee 
meeting. (Note. The USG has nominated an expert to serve 
on the 50-member expert group. End note.) 


Relationship between 1973 World Heritage Convention and 
other Normative Documents 
Heritage Convention 


16. Several Committee rep interventions indicated 
unwillingness to tie closely the \"flagship\" World Heritage 
Convention 

Heritage Convention 

to other normative UNESCO documents 

Biosphere or the Convention on Biological Diversity 
substantive provisions are not accepted by many nations. In 
particular 

spoke against the proposed decision to modify the World 
Heritage ConventionYs Operational Guidelines to remove a 
reference to intangible cultural values 

inherent conflict between the 2 conventions 

inappropriate to subordinate the well-established World 
Heritage treaty to the as-yet untested Intangible Heritage 
Convention. 


17. Some Committee interventions noted that World Heritage 
Sites include not only impressive edifices 

sites of beauty and locales in which man and nature have 
achieved an extraordinary degree of functional and aesthetic 
harmony and necessarily involved principles expounded in 
other UNESCO normative documents 

Intangible Cultural Heritage Convention. 

18. The representative from Benin appeared to encapsulate 
the feeling informing many interventions when he drew an 
analogy to a father trying to determine how to divide his 
attentions and riches between a 32-year old eldest unmarried 
son 

strength and manhood 

needed care and upbringing. There was no perfect solution 
he pointed out. The sons were at different stages of their 
lives and so could not be treated alike. 


СТ: TXFO01: SRI LANKA AND MALDIVES SITREP NO. 10, JANUARY 12 REF: COLOMBO 70 AN 


ialition in Iraq and agreeing to a defense assessment, Armenia has taken important steps in building : 
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19. The Committee decision on this point generally noted 
that there might be some overlapping coverage in UNESCO 
documents and invited the Secretariat to continue to 
formulate suggestions for ways to interrelate the documents. 
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REF: (A) 03 STATE 155368 
(B) various Belon/Dade emails July-November 2004 


1. (SBU) As requested in ref A 

French firm V'M.C.E.V' on numerous occasions. As detailed in ref 
emails 

details requested or arranging site visits to view the miniature 
integrated GPS/INS systems in question. 


2. (SBU) In a letter dated December 7 
post blue lantern officer 
following: 


begin informal translation 


MCE specializes in physical measurements with significant export 
activities. We work with correspondents located in the 
following countries: India 


Our request is the following: To which of the above listed 
countries can we export material (originating from) BEI Systron? 
To date 

contacts anticipate multiple sales possibilities. It would be 
regrettable 

refused an export license. In order to avoid this situation 

seems indispensable to know with which countries we can work. 


end information translation 


3. (U) Post has faxed a copy of the original letter in French to 
PM/DTCC and EUR/WE. 


Leach 
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to criticize it a week before the GCC Summit was “ода 

the Minister. He mentioned that he had discussed the issue 
with Saudi Foreign Minister Saud AI Faisal on the margins of 


Column 3 

the January 6 Iraq neighbors meeting in Amman. Shaikh 
Mohammed said that he told Saud that the U.S. was not 
interested in a GCC-wide trade agreement 

engage with all six GCC member-states on trade. 


3. (C) Shaikh Mohammed stated that none of the GCC countries 
wants to leave Saudi Arabia behind 

helpful in moving Saudi Arabia along the right path with the 

U.S. The Ambassador responded that 

the first hurdle for Saudi Arabia was to join the World Trade 
Organization (WTO). The Minister said it was his 
understanding that just one major issue remained unresolved 

-- insurance. He expressed hope that Saudi Arabia\'s WTO 
accession could move forward 

steps would be after that. The Ambassador said that he did 

not know the specific thinking with regard to Saudi Arabia 

but normally next steps could include a Trade and Investment 
Framework Agreement and Bilateral Investment Treaty. Shaikh 
Mohammed said that Bahrain counsels Saudi Arabia to engage 
more closely with Washington 

Abdulla visit Washington. 


4. (C) The Minister lamented the continuing struggle with 
terrorism in Saudi Arabia. Noting that the SAG killed four 
terrorists just a few days earlier and that there had been an 
attack in Kuwait the day before 

international community must address the roots of terrorism. 
The Ambassador agreed 

policy 

to get at the roots through political 

educational reform. FTAs 

more open 

strategy. 


5. (C) The Ambassador informed the Minister that the 
Department of Defense has made a decision to continue to 
support the Bahrain School as a DOD institution 

to deal with the very real problem of a sizeable budget 
shortfall during the current school year. The Crown Prince 
and others had previously offered to help meet the budget 
shortfall. A letter is expected shortly from Secretary 
Rumsfeld to the Crown Prince taking him up on the offer 
which will be essential to keeping the school operating as a 


is on January 10. Pol Unit Chief followed up with Weihs (who had just returned from the COLAT EU ı 
cess was disorganized and confrontational, and fraud was blatant. But in the end, the day resulted in 


Sy delivered reftel demarche to MFA Director for South and Southeast Asia Peter Storer on January 1 
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DOD institution. It is our hope to work together to 
eliminate the budget shortfall in future years. Shaikh 
Mohammed affirmed that the GOB wanted to maintain the 
schoolVs status as a DOD institution 

with financing in the short term. It is important to offer a 
proper education far from the influence of militants 

could the school be closed at this time? He confirmed that 
the Crown Prince was the proper recipient for the letter 
asked to receive a copy as well 

proposal to the Prime Minister and support it. 
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was due to informal 

transparent regulations. For example 
legal/regulatory barriers for U.S. construction service 
companies 

construction contracts in Spain is virtually nil. 


2. 


PRIORITY 
OPENNESS 


Legal 3 

Low 

Accounting 

High 

Taxation 4 

Low 

Architectural 3 

Low 

Engineering 3 

Low 

Urban planning/landscape architecture 4 
Low 

Computer 2 

High 

Research and Development 3 
Medium 

Real estate 3 
Medium 

Rental/leasing 3 
Medium 

Advertising 1 

High 

Market research/polling 3 
High 

Management consulting 1 
High 
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Technical testing/analysis 
Low 
Agricultural/forestry/fishing 
Medium 


Mining 4 
Medium 

Energy 2 
Medium 

Energy distribution 


Medium 

Personnel placement/supply 
High 

Investigation/security 
Medium 

Scientific/technical consulting 
High 

Equipment maintenance/repair 
High 

Building cleaning 

Medium 

Photographic services 
Medium 

Packaging services 

Medium 

Printing/publishing 

Medium 

Convention services 

Medium 

Courier 3 
Medium 

Telecommunication 

Low 


Audiovisual 3 


Medium 
Construction/engineering 
Low 
Distribution/retail/franchise 
Medium 


Educational 2 


Medium 
Environmental 
Medium 


Insurance 4 


Medium 
Banking/finance 
Medium 
Tourism 2 
Medium 
Recreation/sporting 
Medium 


4 


2 


3 


2 


3 
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the American supply of sophisticated weapons to Pakistan need 
to be addressed. End Summary. 


Arms to Pakistan 


2. (SBU) Several Indian MPYs described the US supply of 
sophisticated arms to Pakistan as an V'irritantV in the 
bilateral relationship. BJP legislator Ravi Shankar Prasad 
emphasized that V'India wishes well for Pakistan 

that it can become a stable and prosperous society 

no problem should the US provide generous assistance. 
However 

base for international terrorism. For example 

aid must be used to change PakistanVs outlook so that it does 
not commit acts like smuggling nuclear technology to other 
countries. While clearly opposed to US arms sales to 
Pakistan 

this presents. 


3. (C) Senator Brownback noted that there are differing 
views on the subject 

the war on terrorism 

US. He told the MP\'s that while there are \"rumors\" that the 
US will sell F-16 aircraft to Pakistan 

was going to happen 

and the powerful Indian/American community would organize 
against it. The administration may offer the planes to 
Pakistan 

approved by Congress. He urged the Indian legislators to 
\"look at the flip side 

integrated American equipment into their inventory and 
ensured interoperability 

counterpoint to Pakistan. 


4. (SBU) Congressman Leach replied that \"there is no 
monopoly of anger vis a vis Pakistan 

best interest that the US/Pakistan relationship is amicable. 

He emphasized that for the US there is no \"zero sum game\" in 
regards to India and Pakistan. Pointing out that the US has 
\"difficulties\" with \"aspects\" of the Muslim world 

that the US does not want Pakistan to V'trip into terrorism 

and instability." While the US would have \"respectful\" 
relationships with both India and Pakistan 


5ITIVE BUT UNCLASSIFIED - PROTECT ACCORDINGLY 1. (U) Summary. On January 4, Econoff 


o 53 against. The vote included a number of surprises: Likud party rebels who are vehemently oppo: 


1mmary ------- 1. (C) Maria Corina Machado and Roberto Abdul, leaders of the NGO Sumate, briefed 
1. (SBU) On December 30, Emboff delivered Counter- Terrorism Action Group (CTAG) talking points 
f delivered demarche and talking points to the Ministry of Foreign Affairs, urging Mozambique to adop 
iureau on January 10. Pol Unit Chief followed up with Middle East desk officer Wolfgang Lapuh on J: 
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with India would be dominant" as the two countries share 
common values and interests 

the US/Pakistan relationship. 


The Role of the Tsunami 


5. (SBU) Saying he was happy that the US and India were 
working together to assist the victims of the Tsunami 

Congress spokesman Anand Sharma pointed to the relief effort 
as an indicator of the growing closeness of India and the US. 
Murli Deora asked whether there was too much Tsunami relief 
money coming in 


6. (SBU) Congressman Leach replied that the delegation has 
toured the Tsunami stricken region and seen the extraordinary 
depth of the catastrophe 

\"unprecedented.\" He called the US/Indian joint response a 
\"bellwether\" of the other types of cooperation that were 
possible and an indicator of the convergence of interests. 
Senator Brownback described the devastation as \"mind 
boggling 

thanked India for its close cooperation with the US and for 
extending help to neighboring countries while dealing with 

its own disaster. The Senator noted that the disaster had 
\"touched the American people 

for the two countries to work together not just on this 
immediate issue 

said the relief money would be spent 

wisely. He hoped that the money could be committed to a ten 
year effort for major infrastructural improvement in the 

region. The Ambassador pointed out that the close 
cooperation was based on two years of preparation by the 
militaries of the US and India 

to prepare for disaster response. This daily contact between 
our militaries will deepen in the coming days as 
reconstruction takes off 

of the core group of countries a \"significant signal\" and a 
positive sign of deepening ties. 


Economic Development and Trade 


7. (SBU) Congress MP Jyotiraditya Scindia urged both 
countries to make economics the centerpiece of the India/US 
relationship. He emphasized that economic opportunities 
would provide a firmer basis than military equipment sales 
and result in a V'win win\" situation.\" Scindia urged both 
countries to quickly address economic \"irritants\" such as 
IPR 

infrastructural development 


36.1 million) in reconstruction credits and EUR 6 million (USD 7.9 million) in humanitarian assistance. 


‘vation, and political expediency have plagued the Galapagos over the past year. Unfortunately, the ^ 


1 reftel talking points concerning U.S. nonproliferation amendments to the Convention against the Su 
ident Klaus! office, the Czech government in its weekly cabinet session on January 12 decided to se 
1creases, whereas domestic utilities, property taxes and leisure activity prices remained relatively stal 


'al Relations in the Guatemalan MFA. Rodriguez said the GRULAC met January 10 in Geneva and h 
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social sector 

studies demonstrate 

aid or investment that is important but how it is spent. 

With proper diligence 

economic zone. PK Maheshwari complained that the US had 
benefited more from outsourcing and IT than India 

the US to lift import quotas on Indian products and end 

limits on the numbers of H visas issued to Indian IT 
professionals. Anand Sharma complained of a lack of 
understanding of the interests of developing countries in new 
international regimes addressing the environment 

economic development 

and tariffs. 


8. (SBU) Representative Blumenaur replied that there are not 
only differences between India and the US on these issues 
but within Congress itself. He pointed out that the United 
States was not in a strong position to address global warming 
and environmental issues because of its poor record 

was a major irritant to developing countries. He paraphrased 
PM Manmohan Singh 

followed the American example regarding energy consumption 
it would destroy the earth. Congressman Leach emphasized 
that developing world concerns are V'well understood" in the 
US 

addressed for us to have a humane world. While the world 
needs a more open and competitive trading system 

the US has a very open market 

protectionism is only 1/6 that of the EU. This does not give 
the developing world the right to institute protectionist 

trade barriers which actually put India at a \"disadvantage.\" 


United Nations Reform 


9. (SBU) \"Pioneer\" Editor and independent MP Chandran Mitra 
pointed out that there was a new issue that could cause 
problems between India and the US. India wants a permanent 
seat on the UNSC 

G-8 countries are supportive except the United States and 
China 

Congressman Leach replied that he was a strong advocate of 
India and felt that it should be given a permanent seat on 

the UNSC. Circumstances had changed 

deserved the seat. 


Close and Getting Closer 


10. (SBU) Despite the open and frank discussion regarding 
problem issues 


> Ambassador and DCM. He subsequently convoked the first meeting of the GOE\"s interinstitutional 


Column 3 

relationship is close and getting closer. Anand Sharma 
emphasized that promoting US/India cooperation is essential 
and that there must be a continuous dialogue on all issues at 
all levels between the two countries. Noting that there has 
been a shift in relations over the past decade 

pointed out that there is now a \"better awareness!" in the US 
regarding India and its interests. Although the two 

countries have their respective and sometimes differing views 
on a number of issues 

things 

economic growth. Dialog is essential at all levels 

reiterated 

Senator Brownback replied that the growth in the India/US 
relationship over the past five years has been \"phenomenal\" 
and it was good not only for the two countries 

world at large. He agreed that there are a number of issues 
that India and the US can work together on to improve the 
region and the world 

democracy 


11. (U) Codel Leach cleared this message. 
MULFORD 
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meeting now. Noting the Cubans are V'stubborn and proud 
was surprised they had already \"defrozen\" relations with the 
all EU missions in Havana despite the fact that the June 2003 
measures were still technically in place. Spain continued to 
lead on the issue; impetus for a change in EU policy had come 
from the GOS 

measures and in doing so had attracted adherents to the 
argument that the current EU strategy was not working 

said. (They have not attracted the USG 

For the time being 

vis-a-vis Cuba. Groenemeyer added that when the EU changes 
the policy as expected 

to Havana 

level 

in detail. The first test for a new EU position related to 

national days would be the March 25 commemoration of Greek 
national day. 


2. (C) Groenemeyer expected that the GAERC would call on 
the Cuban government to release the rest of the 75 jailed 
dissidents. V'The Cubans know they have to do something 
said. From experience 

with half-measures 

presenting the EU with a dilemma when they revisit the 
situation in June. At that time 

harder line EU members (like the Dutch) would want to say \"! 


ambique Entrepreneurship Forum Draft Agenda Attachment 1. Post requests funding in the amount 
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told you so\" and demand a return to a tougher EU stance. One 
such response 

of an EU V'black list" of Cuban officials prohibited from 
traveling to the EU 

earlier this year but that had been set aside as \"before its 
time.V 


3. (C) The dissidents should anticipate V'greater access to 
the EU\" out of the a revised EU policy. Havana based Heads 
of Mission (HOMs) 

Presidency 

deepening dialogue 

reaction to the USGVs ref B points 

specifically on all of them but promised to fax them directly 

to the Dutch rep in Havana for placement on the agenda of 
discussions there. He thought it unlikely 

EU would agree to invite USINT reps to the monthly meetings 
of the EUVs human rights working group in Havana. It could 
give the Cubans an excuse to continue arguing that V'the EU is 
just in the pocket of the USG.\" Poloff disagreed 

that appearances of a common USG/EU stance against Castro 
could have obvious benefits. Groenemeyer suggested that a 
Vgood cop EU twinned with a V'bad cop" USG might be more 
effective. 


4. (C) Turning to broader issies 

continued to look beyond immediate sanctions. He observed 
that the stricter USG controls (e.g. 

seemed to be having a negative impact on the Cuban economy 
but not on Castro 

in his palace 

this in mind 

its Common Position on Cuba 

would keep the two EU tracks separate. The June measures were 
short term 

support for the dissidents. Longer term 

aims to lay the groundwork for an eventual peaceful 

transition post-Castro and strives to improve the economic 
well-being of Cubans now. The EU will review its Common 
Policy 

short term measures. EU HOMNs in Havana will report on the 
conditions in the country 

basis for the EU\'s review of the Common Policy 

SOBEL 


25351 

25352 

Abizaid: V'Turkey Will be a Key Country in Iraq - Sabah 
Abizaid: \"Incirlik Formula Ease Turkish DriversY Problem" - 
Sabah 

The US Will Not Fight Against the PKK - Milliyet 
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US Will Extradite PKK Militants to Iraq - Milliyet 

PM Erdogan to Russia: \"Let Us Jointly Re-Construct Iraq!" - 
Turkiye 

No Permission For Incirlik; No Operation Against PKK - Vatan 
Military Relations Between Turkey and US Improve - Star 


OPINION MAKERS 


Ankara Asks For Osman Ocalan - Cumhuriyet 

Joint Military Exercise by Turkey-US-Israel - Cumhuriyet 
General Abizaid Urges Turkey to Support Iraqi Elections - 
Radikal 

Turkey Asks Iraq to Hand Over 150 PKK Militants - Radikal 
Erdogan Urges Russia to Cooperate on Iraqi Re-construction - 
Zaman 

Mossad Believes US Will Attack Syria in February - Yeni 
Safak 

White House: There Are No WMDs in Ігад\" - Yeni Safak 


BRIEFING 


General Abizaid Visit: 

CENTCOM Commander General Abizaid left Ankara yesterday 
after meeting with Deputy TGS Chief General Ilker Basbug. 
\"Milliyet\" reports that during the meeting 

highlighted its concerns about the PKK 

to preserve Iraq\'s territorial integrity. \"Hurriyet\" adds 

that Abizaid conveyed important messages to Iran and Syria 
through Turkey not to disturb the regional peace 

them that the US would not tolerate interference in Iraq. 
\"Sabah\" notes that Abizaid\'s meeting with Basbug took place 
in a 'relaxed\' atmosphere and included a ‘big picture\' 
discussion of a wide range of regional issues. The paper 
claims that the two sides were careful to 'speak in a common 
languageY on sensitive issues. General Abizaid reportedly 
referred to General Basbug as `a good soldier.V 


\"Sabah\" Ankara Bureau Chief Asli Aydintasbas 

interviewed Abizaid notes that Abizaid repeated several 

times ‘the need to keep communications channels with Ankara 
open.V `I didn\'t come here with any demands 

have a dialogue with Turkey 

that although this might seem at first glance like 'an empty 
expression 

for the US and Turkey. Abizaid acknowledged that CENTCOM 
has not had the kind of dialogue with Turkey that it should 
have. "Turkey is important 

is critical for Iraq 

by Baathists and Al-Qaeda elements to intimidate Sunni Arab 
voters in Iraq 

participate in the upcoming elections. Abizaid asserted 
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that conditions for elections were good "in 14 of Iraq\'s 18 
provinces.\' He hinted that if the turnout is significantly 
lower among Sunni Arabs 

ensure Sunni representation in the new Iraqi Assembly. 
Abizaid said he had no new proposals concerning Incirlik air 
base 

in establishing a cargo hub at Incirlik. Such a hub 
according to Abizaid 

Gate 

drivers in Iraq.Y Abizaid stressed that Kirkuk is `a 

political issues that nobody should try to resolve through 
force. He said he was confident that Iraqis could work out 
a solution for Kirkuk through patient negotiations. “Kirkuk 
is an lragi city 

Iraqi cities 

the United States 'does not support the establishment of a 
Kurdish state. The Iraqi elections 

Iraqis 

that US forces would remain in Iraq "to give the Iraqis the 
opportunity to build the future they deserve.\' He noted 
that the Turkish example is ‘critically importantV for the 
future of Iraq. “We know that we must work together with 
Turkey in the War on Terroism 

"while we may from time to time have some differences on 
tactics 


VMilliyet" columnist Fikret Bila writes that Ankara was 
"pleased by the results of the Abizaid visit. He notes 
that Abizaid shares Turkey\'s assessment of Iraq 
particularly on the questions of Iraqvs territorial 

integrity and the need to hold the Iraqi elections on time. 
Abizaid made no new demands on Incirlik 

mentioned a possible broadening of logistical cooperation at 
Incirlik within the framework of existing UN decisions. 
Abizaid told Turkish officials that US forces fought 
exclusively with insurgents in Fallujah 

percent of the cityVs civilian population had left the city 
before the fighting began. He pointed out that US forces 
had found torture chambers 

mosques may have been used for this purpose. 


Trilateral Meetings on the PKK: \"Cumhuriyet\" reports that 
"no concrete results\' emerged from the trilateral meeting in 
Ankara held by officials of Turkey 

Ankara failed to convince the US to carry out a military 
operation against the PKK or to prevent PKK participation in 
the upcoming Iraqi elections. \"Milliyet\" reports that after 
getting the message from the US that captured PKK militants 
in Iraq would be handed over to Iraqi authorities 

officials decided to arrange bilateral meetings with Iraq to 
discuss the possibility of increased bilateral cooperation 
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against terrorism. The US delegation declined a Turkish 
request for direct extradition of PKK militants 

that the responsibility for such issues belongs to Iraq. 
\"Milliyet\" Ankara Bureau Chief Fikret Bila claims that 
Turkey and Iraq agreed that existing Iraqi law would permit 
Iraqi authorities to extradite PKK leaders if they are 
arrested in Iraq. V'HurriyetV reports that PM Erdogan said 
the meeting represented a ‘serious step forward 

that he anticipated 'serious measures by the United States 
on the PKK issue after the Iraqi elections. All papers 
report that Turkey has requested the capture and return to 
Turkey of about 150 PKK militants 

brother of jailed PKK leader Abdullah Ocalan. 


WMD Presence in Iraq: \"Үепі SafakW and \"Акѕат\" cite “Тһе 
Washington Post" in reporting that the United States has 

called off its search for weapons of mass destruction in 

Iraq. The report of US inspectors claims that while Saddam 
had the will to produce WMDs 

resources nor the technical capacity to carry out such a 

project. 


EDITORIAL OPINION: Iraq-CENTCOM Visit 

Abizaid: \"Turkey\'s Support of Key Importance to Future of 
Iraqv 

Murat Yetkin wrote in the liberal-opinion maker V'RadikalV 
(1/13): V'General John Abizaid 

StatesY war in Iraq 

channels of communication open\" to describe his two-day 
visit to Turkey. US Central Forces (CENTCOM) Commander 
Abizaid 

this expression three times in the course of our half-hour 
interview yesterday. 


As to why General Abizaid 

yesterday with Foreign Minister Abdullah Gul and MGK 
[National Security Council] General Secretary Ambassador 
Yigit Alpdogan and then yesterday with Deputy General Staff 
Chief General IIker Basbug 

one can see it in these words of his: V'The relationship and 
the channels of communication to date between Turkey and 
CENTCOM via EUCOM (the United States\' European Forces) have 
not been able to be open. | am here to discuss these things 
and keep the channels open. | am here to keep the channels 
of information flow open 

be able to discuss everything openly with our friend and 

ally Turkey.\" 


Does this include the incident on 4 July 2003 
troops under the command of CENTCOM put bags over the heads 
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of Turkish troops in Al-Sulaymaniyah and detained them? Or 
the ongoing murders of Turkish truck-drivers in Iraq despite 
Turkey\'s request for extra protection? Or the killing of 

the five Turkish police officials? 


Abizaid said that \"Al-Sulaymaniyah was an unfortunate 
incident. The killing of the Turkish security personnel 

near Mosul was as well. We regret these things. But this 

is a war. Our efforts to take greater measures together 
have to continue. The American commander said nothing 
different from what has been said before regarding the PKK 
presence in Iraq: \"We stand behind our promise that we are 
not going to allow terrorists to establish themselves in 

Iraq. The PKK and its extensions are accepted by our 
government as a terrorist organization. But | cannot tell 

you everything that is going to be done on that topic; no 
commander 

are aware that we have a commitment in this regard. 
Naturally 

our own: At the head of these come holding the elections in 
Iraq 

establishment of an Iraqi army. We are going to accomplish 
all of these 

partners. V" 


We can translate this as follows: There is no possibility 

of a military intervention against the PKK presence in Iraq 
prior to 30 January. And there are problems afterwards as 
well. Because the Kurds have to contribute in order to keep 
Iraq together and establish a unified Iraqi army. Not only 
the Iraqi Kurds 

military operation against the PKK. The fact that Iraqi 
Deputy Foreign Minister Hamid al-Bayati 

meeting the day before yesterday 

whether or not it was considering an amnesty for the PKK 
militants in the mountains showed this. And perhaps it 
would be useful for Ankara to re-assess whether or not the 
only way to combat the PKK presence in Iraq is a military 
approach 


But it is clear that 

priorities are the 30 January elections and then afterwards 
the establishment of a National Assembly 

an army with the broadest participation possible. Abizaid 
said that \"Turkey\'s support and the example that Turkey 
provides are of key importance for the future of Iraq. V" 
Well 

dimension is military. Included within this is greater use 

of Incirlik. Abizaid said \"There has been no new request in 
terms of Incirlik 

request." He continued: \"! reminded [Turkish officials] of 
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our earlier request to be able to make greater use of 
Incirlik. Your government may reconsider this. We would 
like to use Incirlik as a logistical center for Iraq and 
Afghanistan. In this way 

transported by air. V" 


The political support that the United States expects from 
Turkey in terms of Iraq is more important. Abizaid 

explained as follows: “Тһе Iraqi insurgents\' target is the 
Sunni Arabs. Because they have no chance of influencing or 
winning over the ShiVites or the Kurds. The insurgents get 
their strength from two sources: One is the former 

Ba\'thists 

the other is the [Abu Musab] Al-Zarqawi group. And it\'s 
because they have been unable to influence the ShiVites and 
the Kurds that they are concentrating the pressure on the 
Sunnis. The SunnisY participation in the elections 

the political process in general 

than that of the other groups. So if Turkey could 

contribute in convincing the Sunnis to take part in the 
political process 

that this topic also came up during the meeting that Abizaid 
had with Foreign Minister Gul. 


Abizaid spoke as follows regarding the concerns that 
elections 

leaders\' efforts to lay claim to Kirkuk: \"Kirkuk is no 
doubt a difficult political problem. No one should try to 
resolve this problem by force. Kirkuk 

Basra 

opposes the establishment of a separate Kurdish state in 
Iraq. We want lraq to be established as one united country. 
The elections will not be elections of the Sunnis 

Shiites 

be elections of the Iraqis. An elected government will 
replace the delegated government. And the new 
administration will resolve the problems in Kirkuk inherited 
from the Saddam Hussein regime 

problems.\" 


There was another aspect in Abizaid\'s meetings that did not 
draw much attention: Afghanistan 

United StatesV expectations of Turkey in the global context. 
It would be useful to recount Abizaid\'s words: \"We ascribe 
importance to Turkey\'s taking over the command of the NATO 
force in Afghanistan. Its contribution to Afghanistan via 
NATO is an important factor of stability 

country but in Central Asia as well. The United States is 
waging a global war against terrorism 

together with Turkey in this war. Even if there are some 
differences experienced at the tactical level 
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same line on the strategic level. It\'s for this reason 
important that the lines of communication between the two 
countries be kept open. V 


From these words 

With the Iraqi elections 

policies will enter into a new phase (and in a way that is 

not limited just to Iraq). In this phase 

political and military cooperation in Iraq 

Central Asia may be requested. When the ups and downs of 
the Turkish-US relationship over the past two years are 
taken into account 

sources of tension stand before us. Abizaid was working to 
lay the groundwork 

Iraq crisis are not repeated. 


\"Iraq Elections V" 

Yilmaz Oztuna observed in the conservative \"Turkiye\" (1/13): 
\"General Abizaid\'s visit is related to the Greater Middle 
East Project 

been designed for Turkey in this initiative. The elections 
in Iraq will not bring stability. The Sunni Arabs do not 
want an election. Therefore 

emphasize Kurdish supremacy in the north and Shiite 
supremacy across the country. All of this is enough to 
incite civil war and chaos 

peace and stability. . The US is very likely to launch a 
campaign against Syria. It will also do its best to end the 
Iranian nuclear capacity. It is also likely that a 
Palestinian and Israeli agreement will not be finalized. . 
The Middle East will eventually see a better and more 
peaceful period 


“Тһе US Insistence on Incirlik \" 

Mustafa Balbay wrote in the social democratic-opinion maker 
\"Cumhuriyet\" (1/13): V There are increasing numbers of 
visitors from the US 

USNATO Commander Jones 

Yet there is a reason behind this immense interest about 
Turkey. . The US might make some demands from Turkey right 
after the Iraqi elections. American officials 

Abizaid included 

bring stability to Iraq. Therefore 

Incirlik airbase more effectively. The European media has 
started reporting about the US plan to relocate its troops 
overseas. The US already has started negotiations with 
Bulgaria to establish a new base. The US insistence on the 
use of Incirlik probably stems from another intention -- to 
keep Turkey under better control." 


\"Turkey-US Relations V" 


)04, the GOB has introduced, but still not passed, legislation that would change regulatory practices c 
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Cuneyt Ulsever commented in the mass appeal \"Hurriyet\" 
(1/13): VGiven the current picture 

Turkey and the US might seem to be stumbling due to 
differences over the Iraq issue and PKK terrorism. . But 
circumstances are forcing a better alliance between Turkey 
and the US. Turkey cannot be successful by itself in the 
fight against terrorism. The security and energy policies 

of the US throughout the region require a working 
relationship between Ankara and Washington. The elimination 
of the PKK in northern Iraq also calls for close cooperation 
between the two. . On the other hand 

benefit from smoothing its relations with Turkey. A good 
working US relationship with Turkey will facilitate the 
political process in the new Iraq as well as a solution to 

the Palestinian problem. Turkey\'s location 

with regional countries 

serve US interests. Turkey is also the only reliable and 
stable US ally in the Middle East. . Given these facts 

let's hope that Turkish-US relations can return to the good 
old days.V 
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reference 

diplomatic 

conceded that there could be value in signaling to Syria and 
Lebanon that UNIFIL\'s presence was пої open-ended 

not repeat concerns expressed by the MFA (ref a) on the 
dangers of reducing UNIFILVs size. Parant suggested that the 
January 9 Blue Line clashes launched by Hizballah toughened 
GoF resolve to see the GoL extend its authority in the South 
but will not affect the GoF position on EU designation of 
Hizballah. On Lebanon/Syria developments 

Syria\'s purported transfer of the Lebanon file to Walid 

Muallim as window-dressing 

marginalization of FM Shara as a side benefit. Parant added 
that former PM Hariri had briefed the GoF on his recent lunch 
with the SMI Chief in Lebanon (ref c) 

afraid that Hariri would cut a deal with the Damascus. At 

the same time 

forthright in aligning with the opposition and urged 

opposition elements to develop a long-term strategy for 
cooperation beyond the electoral law. In this context 

Maronite Patriarch Sfeir will visit Paris to meet with Chirac 

in late January. Parant described the U.S. and French 
Ambassadors in Beirut as a formidable team and concluded that 
U.S. and French efforts on 1559 implementation were having a 
positive effect 

Lebanese opposition and pressuring the SARG and GOL 
were in increasing disarray. End summary and comment. 
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PREAMBULAR REFERENCE 


2. (C) Poloff reviewed ref (b) talking points on U.S. views 

on UNIFIL renewal with Presidential Advisor on the Middle 
East Andre Parant late January 12. On including a preambular 
reference to 1559 in the UNIFIL renewal text 

concerns expressed to us by MFA officials earlier this week 
(ref a) 

fashion. First stressing the GoFVs desire to continue to 

work \"Һапа in hand" with the U.S. on this issue 

the GoF had not taken a \"definitive decision" on the 
preambular reference and was willing to discuss this further 

in New York. Parant stressed 

serious \"dangers\" in including the preambular 1559 reference 
which would break the \"line of separation" which the Соғ had 
sought to maintain between 1559 and the peace process 

turn serve Syrian arguments that it would remain in Lebanon 
until a comprehensive peace was achieved. The 1559 reference 
could also potentially undermine confidence in UNIFIL 

as a Chapter 6 operation 

Lebanese government (and others) to remain in place. 
Repeating points made by the MFA (ref a) 

strong preference for indirect references to 1559 in the 

UNIFIL renewal 

territorial integrity and independence and restoring full 

control in the South. He cautioned 

shift UNIFILYs mandate towards supporting 1559\'s call for 
dismantling of militias was V'not realistic 

remained a Chapter 6 operation. Parant summed up his view 
that we would resolve the 1559 reference issue quickly in New 
York 

surmised that the State Department was more adamant on the 
1559 reference than the NSC. He quipped that one could hear 
similarly differing messages 

Elysee on Lebanon. Poloff expressed hope we would reach 
agreement quickly 

fully represented USG views. 


3. (C) Parant suggested that the GoF 

possible changes to UNIFILYs mandate 

accept the U.S. proposal to ask DPKO to examine UNIFILVs 
force structure and report back at a later date. Without 
reviving the arguments made to us by the MFA on the need to 
preserve 

there could be value in signaling to the GOL and SARG that 
UNFIL\'s presence was not to be taken for granted. Although 


1arche January 12 to Henrik Markus, Deputy Director of the Department for Disarmement, OSCE, an 
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the UN Convention against Transnational 


development of the FIU and international cooperation with 


Yemen should also enact 
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others blamed the media - generally considered a 


Anton Rop 
an interesting move 


it will have to shed its image of 


under Anton Rop 
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which the EAC continued to characterize 
the EAC noted no new threat reporting 
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04LJUBLJANA 11: Embassy Ljubljana 
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the Department of Customs in an effort to shift funds to more urgent intellectual property protection p 


last few months. They expect, however, that interest in Turkish financial markets will increase begint 
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including Duty Officer cited no 


and CONS confirmed that there were no security 


information alleged that as of 
the oil company received an anonymous 


who was in danger (NFI). 


where Hunt Oil\'s regional security manager is 


regarding Embassy 

scheduled for 

2004. A response to the action request 
will be sent to FSI/LMS/CMT 


RSO reiterated 


including the 
RSO re-emphasized the importance of immediately 


to Post 
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onals, including biometric elements, for over 150 years, the Spanish National Police have a mechanis 
f casualties or major damage in Rangoon, there were scattered reports throughout the area of slighth 
h, Batterjee, and Janjalani designations at the UN 1267 committee and delivered reftels\' talking poin 
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and that the Embassy\'s FPCON and 
the EAC remains acutely aware of the need to 
and is prepared to take the necessary 


A/DCM 


A/MGT RMAS P/E 
and ECA (USCENTAF) participated in the meeting. 
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and Stressed 


a [Taiwan] high-ranking official revealed 


the United States was positive on President 


inclusive of information sharing. 


who came from Washington and 
V arrived in Taiwan 


as usual does not make any explanation nor 


the official said the more 
the tighter and more 


iusing at least 6,000 deaths islandwide. (Note: The latest government figures indicate the count coulc 


iordination to block ref A shipment of missile related equipment to Iran. Abdullah Rashed confirmed : 
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V and the United 


the "second channel between 


National Security 
traveled 


the talk on the National 
and the ten-point conclusions in the November 10 


sources said the United States 


such as the 

clarification is okay and there 
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affecting GMOs rather 


both sides in the dispute may still appeal the 
but Post has no reason to believe that either 


on August 4 2000 Giuliano 
the Italian Prime Minister at the time issued a 
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2000 and became 
MON 810 (Monsanto) MON 809 (Monsanto) and T 25 


while the three rapeseed varieties were dropped 


2004 the Regional Administrative 


the decree law obstructed 
such as corn gluten 


as well as corn even during a year of 
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a practice known as 
Y or falsifying catch records. If this 


Tinkham met with Fisheries Administrator 


contingent of drivers, sappers, and medics to Iraq in early to mid-January. The resolution ratifies an c 
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AIT might withdraw from the MOU. The MOU 


on November 14 Tinkham and AIT ESTOFF visited Kelly 
MOFA Deputy Director General for the Department of 


which could hinder 


from which AIT may withdraw if Taiwan 
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where the local guide 
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V if correctly expected 
provides the basis to use force 
then the law explicitly challenges the 


that is whether President Chen Shui-bianVs 


especially when current U.S-China relations 


however the 


this is not a question concerning the 


any repairing or 


the next 
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pro- 


V but to legislate the negative 

and even the defensive "anti-secession law.V 
to legislate from a negative sense is 

the 'anti- 


but expresses good will toward the non- 


to abandon the ‘unification lawV 
V Beijing currently is 


thus 


Y Beijing\'s action has been defined as a kind of 
V instead of "offense.V More critically 


President Chen\'s intention caused 
and forced 


V and Deputy Secretary 


V and "Taiwan is a part of China.V All 


V and to some extent China got the 
the United States" "anti-independence\' not only 


V but started to pay attention to 
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there is elasticity toward 


iroposals are politically or legally untenable, we believe that we should revisit the idea of a Central Am 


Column 4 Column 5 Column 6 


V the space in which to 


and left the United States 


played the "Taiwan 


however the situation that 


it also becomes an illegal activity as well. 


the 'anti-secession law\' and the statements by 


but certainly not the end of Taiwan. 


that is the 


pro- 


there will be a struggle between 


which direction Taiwan will be moving and 
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China is passing back this hot potato 


but China is\" 


the United States is a democratic 
it should enhance its interaction with the 
as leaders 


unnecessary misunderstandings have 


the situation could not be improved. This 


Taiwan is not the problem but the China is. 
the long-term goal of the 

including 

seeks to promote political 

and to push China 


but it 


China increases its political control 
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when 240 Americans died in a suicide bombing in Beirut 


despite daily 
President Bush does nothing for the safety of 


but political experts postulate that younger Americans 
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\"Al-Watan\" also carried an editorial entitled 


and are using this maturity and experience to 
and Palestine will be a shining example 


Palestinians preferred to take up 
since that is what their leaders 


New Rules 


after twenty months of being under 
and with elections close at hand it is 


Iraq will never reach this stage under the current 
and with the 


and the new 


but also by its ability to ensure the rule of 
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but in particular 
host 


the GOI continued construction of the 


with Israeli security agencies reporting a notably 


and has been changed in 
Israeli public 


the Israeli Border and National Police 


and Shin Bet all operate throughout Israel and the 


Israeli 
isolate and 
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helicopter 


Shaykh Ahmad Yasin 


Israeli 


Abd al-Aziz al-Rantisi 


the IDF and the Israeli Security 


seizing some $9 million in funds that the 


according to GOI 


and that Israeli law does not allow seizure of 


including several laws regulating 


Marwan Barghuti was 
after a two-year 
on three charges of murder 


plus 40 years in 


he was acquitted on 33 
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although publicized investigations 


the court order allows for the 


and the Attorney General determines the venue. Courts 


were made well before legal representation was made 


a process that may last 


a personVs family must be notified of that 
although a military 


there were some 8 152 Palestinian security 


attacking Israel and Israeli interests within Israel 
rather than engaging in 
a notable increase occurred 
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and 
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Abbas said he was extending his 


in a gesture 


leading media reported that Hamas racked up 
Hamas 

and Fatah won in 12 

HaVaretz reported that 


but that it declined to 


all media reported that following the 
MK Ophir Pines-Paz is 


Jerusalem Post quoted a senior U.S. 


nal Organizations. Both Ambassadors were aware of the U.S. desire for GOK ratification of the two c 
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Jerusalem Post reported that the Bush 


Jerusalem Post reported on anti-Israel hate 


disrupting traffic in the 


transmitting 

contact with the foreign 

illegal possession of a firearm support for a 
and contravening a legal order. 

Fahima helped operatives 


the chairman 
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left-leaning HaVaretz: “Тһе response of 


author Eyal Megged wrote in mass- 
pluralist Yediot Aharonot: \"This is a call 


that is not my aspiration) to 
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independent Jerusalem Post editorialized: 
it appears the taboo on true reconciliation 


left-leaning HaVaretz (December 27): “Тһе 


Y as the Prime 
transformed 


or might have any effect on the situation 
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has 
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provided through the generosity of 


and it is not 
but comes from the mouths of those 


that is not my aspiration) 
that they think 
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may be unrealistically optimistic when 


Column 5 


the ball 


to prepare 


Column 6 
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no matter how much 
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influential Arabic daily Al-Dustour 


are currently meeting in Beirut to discuss 


stopping the publication of the report 


Nader Farjani had scored big and 


who have not sold 
this issue marks the 


mass-appeal Arabic daily Al-Arab Al-Yawm 


the 


there is an urgent need to find a new scapegoat 


the honor fell to 


Zarqawi and 
as some pro-American Iraqis are saying 


despite the fact that its 


would make it a target and would increase 
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claimed that his recent decision to sign 


however 


poloff spoke with Jamshid Karimov 
a Jizzak-area journalist hired in 


Karimov had been beaten 


even with a bruised face 
and by Jamshid\'s mother 
the widow of President 


Jamshid and Muslima discussed their family\'s break 


providing tantalizing 


President Karimov is an orphan. The President 


nor is Pyotr 
Muslima 
he had six brothers and one sister 


two brothers -- Hurshid and Ibodulla -- remain; 
the other in Samarkand. She said 


in fact 


V she commented ruefully. Muslima implied that 
the daughter of the Chairman 

Pyotr Kuchmi 

whom he 
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when his brother Hurshid a 
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Karimov was Deputy Chairman of 
and was expecting a promotion. Karimov called his 


arguing that their careers were in danger. 

the Chair of the Jizzak City Court refused. (Now 
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there was almost no 

Muslima stated. Karimov was soon named First 

that Karimov began to claim that 


the year Karimov was 


but 


as well. 
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provided through the Jizzak Hokimiyat but it is 
and 

\" Jamshid\'s wife complained. Instead the 


where they live in 


electricity and phone 
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Jamshid implied the 


Jamshid\'s wife 
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in 
the money was good (100 dollars per article). 
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however 


Jamshid was called in by 
aman 
who promised to arrange a better government 


Morozov was particularly worried that 


a local political operative running for 
also 
Jamshid was 


but the offer was 
at the insistence of the 


in fact 
and that he had not covered demonstrations. 
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Jamshid was accosted by two persons on 
dragged to the pavement 


V Jamshid stated. Speaking with poloff later that 
Jamshid\'s IWPR colleague Ulugbek Haidarov (protect) 
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done much 
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and kicked repeatedly 


cember 30 the MEA provided us with a further update on GOI support for Sri Lanka, the Maldives, ar 
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we do not expect Turkey to have asustainable 
unless it continues to demonstrate 
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for the most 
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especially 
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he argued 


Pope John Paul II urged 


2005 but the Vatican released the text in a 
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he explained 
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ethnic or other parochial 
the Pope believes a more equitable world can be 
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John Paul Il said a lack of 
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thus promoting lasting 
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Wa child is entitled to rights" that can only be 


. . aid to 
and the mobilization of 
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social and economic 
had to stop being a mere 


is clearly seeking to move the 
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the judicial investigation into the affairs 
allegedly involved in 


continues to 
with press reports of 


the traffic in arms was not in itself illegal but 
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or uncomprehending of 


the GRA decided during the summer of 


according to press reports (denied by 
Villepin made some rash promises to the Angolans 


Guy Azais 


who 


e.g. Eyadema 

while dos Santos 

he notably failed to appear 
attended 


French FM Michel 
again 


and 


Ambassador Azais has made two requests to fix a date. 


V the MFA says 


noting that TOTAL works with UK 
never taking a majority 

according to the MFA 

but also British 
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was 


Bongo and Sassou. 


according to the 


any GRA action on any 
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South African President Thabo Mbeki visited 
in the presence of 
President 


in part to mark the tenth anniversary of 


Burundi the Comoros and currently 


the relationship between 


and 


a judicial investigation this time 
has complicated the relationship. The 


but these difficulties 


the South African investigation on the 


Y but one contact offered that 
FMs Barnier and 

according to the MFA. We 
we also 


such as Iraq where their 
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human rights and the 

the GOF compares Zimbabwe with other African 
in French eyes 


is worse than in Zimbabwe. Referring 


\" an MFA contact told us 


Chirac\'s handshake with Mugabe (even 


occasionally complaining about 
told us that not 


possibly even to a north/south or white/black 


asserting that British 


they will do what is necessary to win 


or those elsewhere in Africa which have been 
even praised by western nations. The MFA envisions 


making it difficult for the UK or the U.S. to 


MFA contacts described him as 
and we could elicit no condemnation from French 


during and after the 2002 
we assess that the French will 


rather than isolation of 
the French plan to 
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were less fair than those in 
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particularly in a British election year. 


Presidents Chirac and Chissano 


particularly 


but we 


the French are positive about 

but only quietly so. With 

the GOF is hardly wedded to 

he sought a meeting with 

causing concern in the GOF about 
Nujoma 

and sought 

a project the GOF is now embarking on. 
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the case made no news in France. 
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and 
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Ford 


that at Puerto Cabello 


whose local plant he had seized as National 


a popular figure 
is regarded as 


health programs and training. 


specifically a low-cost housing project for 
slated to begin construction in January 


defeated in the October 31 elections 
expressed his concern over the election 
and the difficulty in 


he expressed a Wait 
his Proyecto 


comprised of pro-government and 
has formed a permanent group in 
conflict resolution 


and viewed it as a very positive 


reducing dissension between 
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«ОК FOR OFDA SENIOR REGIONAL ADVISOR TOM DOLAN BRUSSELS FOR USEC KATHMAND 


ла authorities, covers the value and quantity of export licenses issued for military equipment by EU gc 


Column 4 


including 
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and how to 


the Venezuelan 
Daimler/Chrysler and 


and tensions are up. 


especially 


a pioneer in 


animal feed and deli products. The 
000 
the largest farmer-owned cooperative 


and its grain and deli products throughout Venezuela. 


the company has improved its production 
and profits in the last six years 
co-sponsored by 


the leading conservative 
met with the 
conducted an interview 


filmed by a local TV 


the second largest newspaper in the region 
which was hosted by 
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expecially in the area of exchange 
scholarships and 


and PAS assistance with cultural and arts 


the Organization \"Refugios Pana 

located in the center of 

the building houses street 

who live in a family-like setting 

and learn social skills and receive counseling from 


inaugurated with the Ambassadors visit 
and an opportunity for the 


offering the Ambassador 


people-to-people US/Venezuela relationship. 
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Lithuania acceded to the EU Code of 


Lithuania updated its 


which focused on: participation in international 


their groups and supporters; identifying and 


the State Defense Council charged 


illegal migration and human trafficking. 


Customs Border 

the Police) and foreign secret services. 

the SSD joined the Club of Berne which includes 
Norway and 


and is working to implement the European 
the GOL established the Interagency Coordination 


the Chief Police Commissioner was invited to 


the Financial Crime 

the 

the State Securities 

and the Bank of Lithuania (BL). 


the Parliament 


which Lithuania signed in 
Lithuania signed a protocol 


Lithuania hosted a 


established in 1990) which set up a 


3 for its efforts and contributions towards eradicating polio. Brown 
nnology work for contained use, and field testing. Commercialization and trade (both imports and ex[ 


see how best forward the assistance (presumably in some combination of goods and cash). MONRC 
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the GOL corrected laws that had 


the Civil Aviation Department allowed the 


the 


the GOL seized three Russian-made Mi-8 


the helicopters were released months later. 
a two-year long investigation by the SSD 


and 
the 


the SSD arrested a well-organized 


the Police seized counterfeit notes 
Lithuania amended its 


without a court order; and enabled 


inform the FIU 
and freeze accounts within 24. Bank of 
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to date no terrorist accounts 


3RENT FORM, WOULD RESTRICT AGRICULTURAL TRADE. THE DRAFT WAS RECENTLY FINA 


try of Communications official reply states that Colombia\'s delegation at the WTSA meeting, last Nc 
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the SSD closed the pro-Chechen 
following expert analysis that it 


a Lithuanian provider opened 
which had moved to 


the Lithuanian MFA banned Chechen 


the \"Aras\" Counter Terrorism response team 
and the Police Department 


Hezbollah and 

2001 the GOL has stepped up 
GOL facilities and strategic 

often acting with other countries NATO and the 
have condemned terrorist attacks across the world. The 

including 


the GOL supported the EU position 


and that the 


Lithuania 
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the GOL and the USG signed an 


the GOL deported 


and five individuals (several of them Lebanese 
the GOL has 

or 

the State 


but Hezbollah was. In previous years 
Sikh 


including 
such permission is granted. The 
monitoring 


voice recordings) verified by criminal experts is 


based upon 


to prevent flight 


or when there is an extradition request. Suspected 


like other criminals 
criminals frequently 


fingerprints 


the GOL has permitted U.S. 
has provided lull 


BALTNET joined the 
NATO 
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and Abu 


and recording of information 


to allow 


are barred from 


and 


in response to reftel C. Name: Jefferson Smith Position: Pol-Econ Officer/Second Secretary Telepho 
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Latvia 


the Lithuanian MoD and the U.S. 


which includes mobile and stationery X-ray and 
has strengthened LithuaniaVs 

airport 

a USG-sponsored WMD and illicit materials 


D.C. 

however 

the GOL opened a new 

the USTDA signed an 

and the GOL hosted a FBI Post Blast 
Latvian 

Lithuania ratified an agreement on 
organized crime 


Germany (since 
and Hungary (since October 2002). In June 


Lithuania has deployed an anti-aircraft missile 


the GOL 
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and Estonia. 


and port security infrastructure. In 


admitted that control and 


USG-funded security and 


and Estonian 


and drug 


J. The Iraqis proposed a more eastern route for Turkish truckers driving from Zakho to Baghdad and 
“Т Ε.Ο. 12958: N/A TAGS: EPET, CASC, ASEC, NI SUBJECT: GREEK NATIONAL KILLED IN POR” 
t distribution. 1. (SBU) Summary: Just before Christmas, the Polish Government completed work on 


the import of all U.S. fresh, chilled and frozen beef and beef byproducts into Kuwait. An informal tran: 
N in the coming days, will deliver over 41 tons of foodstuffs, tents, blankets and utensils. 2. The Omi 


regarding Ref A demarche. Francovigh said that because of time and financial restraints, Italy will no 
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or terrorist groups. The GOL acts promptly to 
terrorist groups 


among others 
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FranceVs engagement arises from its 


873 French troops in Djibouti represents the 
267 troops in Kosovo and nearly 5 
the 


practically impossible anywhere in 


000 French military 


with close cooperation 
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or 


will allow for greater 
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e but did not believe there would be any impact or repercussions in Bahrain. MONROE 
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of a USD 31 million 
the GOF announced a 30 


FranceVs 


when an attorney for Borrel\'s 

Djibouti which 
demanded 

essentially requiring the 

but subsequently assured IOG that he would be 


and 
visits to France as head of state. 


unlikely to use any 


the arrest in 2003 of imprisoned journalist Daher 
the 


is obliged to remain 


if not engaged. By way of illustration we saw and 


including a 
notwithstanding our strategic 
make some form of gesture towards 


our 


Column 6 
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and after any travel to Sudan by French officials. 


the 

which for France is a 
has obliged 

leading to reports of bad 


and the refugees 


the 

leading to either a Turabist faction 

or to a Somalia scenario in which there is no 

asserting variously 

during his February 2004 visit to 

offered to host a conference to bring together the GOS 


with Villepin 
the offer is now almost 


French engagement on Somalia has been limited to 


and to 


TANZANIA AND UGANDA 


French engagement 


and occasionally express concern about 
or moves to 
and admit that 
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de Estudios Avanzados (IMDEA). 2. Embassy understands that no assistance is necessary. 3. Visi 
J in session through Christmas, the Brazilian Congress finally passed the 2005 budget and went into 


XPRESSED HIS APPRECIATION FOR THE CONTINUING STRONG COOPERATION AND СОМА 


Column 4 


12/27/2004 15:03 


Turkey\'s policy on Iraq 


V Otri 


adding that such a partnership would not mean an 


the Syrian PM added. He said that the US and Israel 


by constantly pursuing a "divide and rule\' policy 


V Otri claimed. On Iraq 
peace and stability have 


he continued.\' Otri 


V he added 


V he said. Otri 


V Otri 


so they 
Y Otri claimed. 


who 
met with 
PM Erdogan and FM Gul 


been established. 


. Kharazi shared with 
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and Erdogan\'s 


Otri said that 


“Washington 
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Embassy Ankara 


inge of notes. Abdel Ghaffar, after reiterating once again the difficulty he would have pushing the agr 


parties presented their current initiatives and projects. We described our programs under the four IV 
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weekend papers report. Ahead of the January 30 
both Ankara and Tehran have called for the 


\"Sabah\" reports. The Turks want EU 


Turkey will leave the negotiation table 


which will 
to play an active 


Ankara 
000 troops in north Cyprus until a solution 


\"Sabah\" claims adding that a solution that would go 


the Turkish media reported over the 
Turkey\'s NTV news channel aired 


Ahmet had been 
and asked their relatives 


among the richest 
is the owner of an Istanbul-based 


V FM Abdullah 
adding that the businessman had been missing for a 


\"Reuters\" 


J leading a Provincial Reconstruction Team mission in Afghanistan. The MFA will brief the Foreign M 
Yusuf bin Alawi to encourage Oman\'s bringing into force its IAEA safeguards agreement and appro 


a official entity for fielding private-sector donation requests for Tsunami relief. DFA Officers Johan vai 
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north of Baghdad 


some Kurdish politicians and lawyers of jailed PKK 
the 'Democratic Society MovementV (DTH) 


highlighted by a call for a democratic solution to 
demands for legal guarantees for the 
and the removal of 


000 observers. It seems that Yanukovic has no 
as Yushchenko leads in all 


which seems very 

he will work for Ukraine\'s membership in the EU. In 

Ukraine would become after the 
the EU member country with the closest ties to the 


and to 
Japan and South Korea 
oddly enough state-controlled television and radio 


including Russia and China are 


operation and the nature of the business that the company conducts. Following paragraphs address 
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after the operations in 


particularly in the post-9/11 period. The US 
the Israel factor 


and has a potential to grow even further." 
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with 
with limited experience. The 
which shifted its allegiance to the 


and the ethnic Hungarian party 


affirming that the nominees were selected for 


PUR and the Chamber 


Parliamentary Commissions will begin 
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and the pro-Islamic 
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V essentially the center-right 


both the UDMR and PUR emerged as big winners following 
securing several key 


education and EU 


but his title encompasses coordination of the 


with one leading daily 


since some of the print 


and EU integration ) Bela Marko. Marko is 


Marko infuriated 


Marko\'s UDMR 


(IMIE) with MFA Iraq desk officer Bernard Chappedelaine January 5, after delivering reftel points to th 


's MultiFiber Agreement (MFA) on January 1 will limit the Peruvian textile industry\'s ability to compete 
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entering the Senate this fall under 
he joined the PUR only a few weeks 
receiving a 


holding a major share of 
trade and tourism). He also owns the 


center-left Social Democratic Party (PSD) 


reformist bent. 


insisting when she accepted the 


which sought to educate 


Social Solidarity and Family - Gheorghe 


Barbu is a 
Barbu 


he focused on problems related to the pension system. 


presently serving as Director of the city's 
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she worked 


one of 
s most successful enterprises. He is a graduate 


and from 1997 to 
according to press reports. He was a board member of 


Construction and Tourism - 
s right hand men 
S 


s Secretary General (1998)2000) as well as in the 


at 41 years of age reputedly 


who has a 
was Chancellor General for the 


Szolt coordinated the UDMR 


but has not yet served in 
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he has served as the PNL General Secretary actively 


he has experience as 


when he successfully ran for deputy from Dolj 


s Environment Department. She 


she worked in the 


Minister Delegate for Trade) has been 
was 


as well as German and French andisa 
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few of the proposed ministers 


are tainted by association 


s reporting telegrams are 
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with line in/out changes submitted by 
has been sent via email to Jean Siskovic in 


post sees three specific edits which could 


the Russian side rejected the first use 


V reporting that President 


they were not opposed to using the word 


which reads 
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' Burma coastline referred to by Secretary Powell in his January 4th press briefing on Phuket. SIPDIS 
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and that this sentence was not submitted for 


Chief of the MOD\'s 
and A/S Bloomfield. In 


the entire text with the additional changes would 


Skabara said. 


Colonel Skabara proposed a 
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it is essential 


and \"it is clear 


such as 
are influenced by Iran. If Sistani speaks 
Vitis with a Persian accent 


but he is 


the King noted that Bahrain 


but others do 
but 


\" he 


Column 5 Column 6 


04PARIS9137 Embassy Paris 
04AMMAN10191 Embassy Amman 


Y he added. 


rche December 21 to the desk officer covering the office during the holidays. On January 5, we met 
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| have no problem with the Shia. If 

they venerate the ProphetVs successors unlike the 
the 


but the Iranians are intimidating 


Abdullah said the GOJ is working with the 
where Jordan has the most influence 


according to the King. 


as the two elections -- Iraqi and Palestinian -- 


| can\'t predict what will happen \" he said. 
according to the King especially 
but they 

the King said 


but not popular on the street level. \"We 


V he said. \"Abu Mazen\'s heart is in the right place 


the King said Jordan\'s population growth rate 
but not good enough. Thanks in 


unemployment in Jordan fell from 16 to 12.5 
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and investment is coming in. 
and administrative 


the King noted that Jordan serves as 
but that the instability in Iraq has 


he claimed that the major investments in Jordan 


many investors from the Gulf are looking 

Iraqis and Syrians in 
are buying property in Jordan. 

acknowledging Jordan\'s own suffering at the hands of 


which he expected would continue. 


the King replied: V'In ideal circumstances | have 
given regional instability he expected a number of 
and if you are going to ask me to take risks then | 


economically 
and 
to counteract religious extremism and terrorism. 


he expected his 
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Senate Foreign 


Mexico 


no formal security arrangements 


by extension 


the visit to a Guatemala/Mexico border 


Practices 


specifically citing the lack of 
each GOG representative noted that 


the 
and the National Civilian Police (PNC) -- 


GOG representatives noted the need to 
and between the 


Immigration and the PNC currently only 


Column 5 


and Canada. 


that of 


and Equipment 


Column 6 
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nor are they trained to develop intelligence to 


Guatemala\'s Immigration Service lacks the equipment 


no photographic or 


Reorientation of Military 


they 
many of the relevant tasks can currently only be 


and inquired 


the NAFTA partners need to engage 
particularly 


itis in the United 


and information systems equipment such as 
database archives 


we need to continue our MPP objectives of developing a 
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and wiretap equipment 


y kill the president on January 2, 2004. By Thursday afternoon, reports indicated that charges had be 
ле OIC appeal with a letter to all OIC FMs reiterating the call for assistance. Botsali said that the MFZ 


акеп on board 0/5 Bolton\'s letter re Iranian processing activities (reftels). She said they had not bee 


in Washington: Roberto Betancourt, currently the MFAVs subsecretary (0/5 equivalent) for bilateral г 
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including respect for the rule of 
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then trade minister Halaiqa had 


although a 


new JISM Director Yassin 
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and 
Scotland for G-8 Summit; 


Lisbon for a summit meeting of 


on May 10-11 


itis also 


on the whole the 


and Lula\'s 
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sen Colombia and ChevronTexaco, and said his company is interested in future gas projects, but con 
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2004 announcing the formation of the South 


S price band system since 1995 for 
including feed grains 
oilseed products 


and processed poultry was added in 2001. Ad valorem 


the compensatory tariff for that commodity and 
when the 
the 


S price band system 


even 
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sugar rice 


Venezuela also 
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and for some products such as pork has 
resulting in 

soybean meal yellow 

pork poultry oilseeds 


s Common Automotive 
assembled passenger vehicles constitute an 


the Bolivar following a two-month general 
the 


2003. President Chavez announced the creation of an 
2003 to 


CADIVI was unable to process requests for 


or 55 


which totaled $1.5 billion at the 


followed by private foreign debt with 


since most basic food 


xtraordinary EU GAERC meeting on the situation in Southeast Asia, will represent the GOL at the Jai 
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the problems with 
approval of 


and contracting the shipments 
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such as apples 


pears grapes 


has been dramatically 


raising concerns about the consistency of these 


poultry 


beef apples 


it has been common practice for years 


and permits for grape and 


since Venezuela lacks a good statistical system 


the United States Trade 


the EU 


Chile Argentina 
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used trucks used tires and used clothing. No 


bank notes 


(tax authorities calculate the cigarette 


and can place orders for such products 


calls for protection. 


TESTING LABELING AND CERTIFICATION 


increasing the cost of 


which requires importers of goods to Venezuela to 


SGS Trade Assurance Services 
and Intertek Foreign Trade Standards. 


U.S. industries have raised 
s labeling regulation for 


s Autonomous National Service for Standardization 
Metrology and Technical Regulations (SENCAMER) were 


which 


nications Regulatory Agency and the entity here responsible for ITU issues). Serra is the Head of the 


sulosis has made possible free and anonymous HIV testing in three urban centers of Croatia and sup 
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establish the register of 


s government procurement law covers 


national universities and 


the law also states that 


or to offset adverse conditions for national 


technology transfer and/or 


half of that 20 percent of content must be from 


the Government of Venezuela in 2004 introduced a 


though much 


Venezuela has 


Mercal a 
CASA has to date 
rice wheat flour black beans 


margarines poultry and eggs from a variety of 
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as a government entity brings in products without 


Health and Social Development and 


the government is working to move food registration 


some fruits and certain seafood products - are 


s value. 


the Geneva Phonograms Convention the Universal 
and the Paris Convention for the 


Venezuela has ratified the provisions of the 


and its actions and 


that the GOI currently did not have personnel on the ground in Iraq and therefore could not assess wl 


Jitionality and the World Conference on Disaster Reduction (WCDR), to be held іп Kobe January 18-: 
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S office. 


including 


SENIAT seems 


pirated software music and movies 


Venezuela remained on USTRVs Special 301 Watch 


without 
Venezuela is not completely TRIPS 


which do not allow for the patenting of 

Venezuela has revoked previously issued patents. Very 
Venezuela\'s 

which were the bioequivalents 

thereby denying the patent-holding 

the 


most of which 
to be used by 


including computer software. A National 


ency; General Felix serves as the senior intelligence advisor to the President.) MREVs Head of the A 
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as well as for 
overseeing and ensuring compliance with the 


which would require the mandatory registry of 
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reduce protection terms hamper distribution 


coupled with a very 


has forced COMANPI to work with the National Guard and 


which leads to weaker enforcement. 


engineers architects 
accountants lawyers 


only Venezuelan nationals may be licensed as 


and only Venezuelan nationals may act as 


foreign professionals wishing to work in 


economists 
doctors 


d receipt of the fax, and stated that she would pass the information to the appropriate office. 2. On J: 
moving quickly to select a candidate, who may be LCL Chadtal, identified in reftel as having received 
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and professional services whose 
in any 

foreign employees are 

and Venezuelan 


and at least half of FM radio broadcasting must be 


securities life and non-life in 


or on maritime aviation and 
and it reserved the right to apply 


maritime 


therefore 


including oil petrochemicals and much of the 
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production refining 
storage and foreign and domestic sale of 
private 


the Venezuelan government partially opened the sector 


representing 14 
participated in this process. PDVSA and 


and Venezuela\'s government has 


though the government retains the right to 


although private sector participation 


the U.S. power generating company AES Corporation 
by means of a stock swap of 
the local electrical company 
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parties presented their current initiatives and projects. We described our programs under the four M 
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yn of the Financing of Terrorism and the Convention for the Suppression of Terrorist Bombings. Ther 


1oosing lraq,s future leadership and shaping the country,s future. Abdul Jaleel said the UAE wants nt 


а агеа. 2. In addition to the USD 10 million previously announced (ref a), Kuwaiti newspapers repo 
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coal 
CVG 


announced its first joint venture with a foreign 


however 
the concession 


and the concession has been granted 
the Venezuelan Government 


the government 


Colombia and Ecuador impose local content 


and 


the three countries were obligated to eliminate 
in 
the Andean Automotive Policy Council 


but instead 
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prosecutors obtained measures against 30 persons 
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bauxite gold 


the state-owned mining 


forced CVG and its 
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000 oil workers who 
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prosecutors obtained 


(PDVSA) for their role in the 


Horacio Medina 


Gonzalo Feijoo Edgar Quijano Juan Luis 

Edgar Paredes and Juan Lino Carrillo. The charges 
incitement to commit a crime 

and 


carrying a 20-year prison term. Fernandez is 
V the NGO formed by oil 


the labor 


an appeals court ruled that 


just as he was 


though prosecutors did not formally open new 


resorting to detention as a means of holding the cases 


Quijano asserted as 


making impossible any legal maneuvers to stay the 


Column 4 Column 5 Column 6 


filed nearly two years ago. Quijano 


Medina and he held Spanish passports and beli 
in fact has been in Spain on 
but 


who are picking up the case from 
told the judge the 30 


when then Fedecamaras President Pedro Carmona swore 
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prosecutors obtained a travel restriction 
a lawyer known for bringing lawsuits 


when the 
Alvarez accused the judges of being hand-picked 


a court 


as he had been 


a judge in Anzoategui State issued a 


000 to renovate the house. De Lima who did not 
denied the 


he 


the issue is 


now that the court-packing 


for Yemen, Mahmoud M. Shidiwah, Chairman of the Environmental Protection Authority (EPA), and L 


r with Central African Republic, has been open since June 2003 and hosts 13,800 refugees who fled 


; remaining, prospects for passage in the current session are virtually zero. The ruling Democratic Pr 
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:), has recently been punctuated by sporadic violence, allegedly by the UDF-affiliated Young Democre 
10w IMIE will work with the UN and OSCE; and the U.S. perspective on how IMIE is linked to UNSC ` 
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we expect that the GOV will 
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Said Taiwan-U.S. Relations Unchanged V and 
despite gaining two seats the DPP 


with the pan-Blue 


with its increasingly 


s relations with the U.S. Maverick New 
publicly criticizing ChenVs foreign policy 
and urging Chen to improve relations with the 


as the largest 
it will be 


however represented by a phalanx of advisors w 
casting aspersions on the criticsV loyalty to 


himself a 
was placed in the awkward position of 
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to urge DPP factions not to air their criticisms 
but rather to present and discuss them internally. 


Said Taiwan-U.S. 
“а high level 


confirmed U.S. support for 
S performance and stressed there is now no 


the report continued wanted to maintain \"this second 
President Chen pulled out all 
via his palace guard fought back against his 


despite the DPP election setback and Chen S 
he and DPP insiders continue 


replying that relations would be 
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nt, but that he would look into it. DATT will follow up with MOD. KHOURY 
а on updating the status of previously introduced initiatives with new GOT MFA points of contact. Th 
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in which the "negatively developing Taiwan 


V which are more harsh and more baldly stated 


the white paper proposed 


and China has no hope for future talks 


pro-status quo V'China Times!" 


China did not mention the United 


and China does not adopt a 


itis less than four years 


hence there is 


but the contents of the 
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the current deadlock in cross-Strait relations 


and the authorities on both sides of the Strait 
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there are currently only 24. Originally 
Kang Ning-hsiang and 


respectively. In 1999 the National Assembly 


however the LY 


however questioning the qualifications 
accusing Chen Shui-bian and Annette Lu of 
and on 


complaining that they had not been 


Hung Gui-sen and Yu Mei-nu 


and 


Jersecretariat (FTU) published a communique in the State Gazette announcing surveillance and prot: 
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the Lafayette frigate 
and the Taiwan High Speed Rail project. 


the nominee for Control Yuan Vice 
for generally supporting whatever party was in 


Tuan Yi-kang 


and Chou Ching-y all of whom 
said at the December 21 party 


if Chang Fu-mei is counted) of the 


civic group leaders 
Judicial 

PFP Legislator Lee 
V and 


legal experts and 
and 
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han port by September 2005. Given construction delays and problems with the subcontractors in the 
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he said 
but by 


a KMT Legislator and 
told AIT that he 


Lee explained 


newly 


told AIT that Chen had worked out a deal 


but the party revoked his membership for 


who 


told AIT “алу КМТ member who 


argued that past 


and vowed not to revise his list of 
Presidential Secretary General Su 
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had 


the KMT leadership had 


Bahrain would be represented at the conference by its permanent representative in Geneva. He state 
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Lee added V'actually itis 
he explained has the responsibility to 
confirm those nominees it deems qualified 

he 


the LY is acting unconstitutionally if it refuses to 


who has been accused of a conflict of interest was only 
he continued 


were 


Wu pointed out that the Control Yuan in fact 


Chen Shui-bian had been trying to 


Lee Ying-yuan told AIT that these 


he added Vis very intelligent but he has zero 
i.e. interpersonal skills). 
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but President Chen might have 
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V where 
45 injured 


leaving 200 people homeless. The newspaper account 


as of December 28th 


bordering Thailand 


the GOB has not requested international 


though UNDP is poised to take over that function 


a Myanmar Red Cross source told UN 


though he admitted this number 
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according to the C 34 people 
and 25 are still missing. The GOB 


offered 


and 37 in the Irrawaddy River 


rgentina you will have the opportunity to speak with senior Argentine officials and experts on a range ‹ 


'omputer and related services (high) --Telecommunication (and Internet) services (medium) Sectors 
ary. Please note that FAA cable was sent late Friday, January 7 and received at the Embassy on Janu 


nbassy administrative Point of Contact for this visit is POLECON Officer Michael Sestak, tel: (34) 91- 
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which include hundreds of 
are quite remote and mostly 


and 
there was little or 


we expect the 


we would be surprised if the GOB made 
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the GVN-recognized Southern Evangelical Church 


one contact estimated that approximately 100 
although a few may still be in custody. Our contacts 


but 


Protestant and 


10 in Gia Lai) to 


the GVN-recognized Southern Evangelical 
000 -- mostly 
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Catholic services were unimpeded. 


he texted local authorities 


who 
said that the 


promising resettlement in the United States. Another 
former members of FULRO and other 


barring 
they heard of no reports of serious 


e from 5 (highest) to 1 (lowest). 2. --Legal services 5 --Accounting, auditing and bookkeeping servic: 
Control Regime (MTCR) Point of Contact (POC) David Bertolotti, MFA Deputy Director of Disarmame 
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the Protestant Community has firewalled itself from 


Dak Lak\'s provincial 
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Prabhakaran 


\"If some elements of our (ISGA) proposal are deemed 
these issues can be resolved 


Dhanapala 


V but added provisos referencing 


Dhanapala explained the President authorized 


Solheim gave 


because it was a draft the LTTE had 


V and 
\"clearly they have changed the goal posts again. V 
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but had not done so. After the fact Solheim 
Solheim 
\" to the Tigers and 


the LTTE wasted no time publicizing 


“Тһе LTTE... is displeased with (the agenda\'s) 


the JVP the Tamil Tiger leaders 
comprehensive agenda instead of revising 
definitely specifying that the Interim 

as proposed by the LTTE shall be 
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which 


000 French nationals (60 per cent of whom are 


the GOF is doubtless pleased 


his lack of fluency in French 


having already been to Madagascar 


but notes that notwithstanding traditional 
the GOM has taken courageous steps 


as exemplified by the 


not even able 


an MFA contact told us 


just over 100 miles from the French 


Sudan 


which preach extreme pro-Islamic 


000 clandestine Comorians in Mayotte 


including by vigilante groups against the 
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is to 


anti-western 
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although 


new President 


with the majority of Seychellois economically 
with almost all commerce under the 
saying that there were constant food 


fearing that elections scheduled for 2006 will go 
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TutsiV 
Chirac\'s belief informs the French policy process 


but is poorly 


at the expense of his four 
something the GOF feels would imperil the 


principally the RCD/G. Accordingly the French 


all of this to be undertaken by the UN. Thus we 


ісе space іп a run down district of Ankara. According to TEK-GERVs owner, Murat Odoglu, TEK-GEI 
the visit of a Moldavan anti-TIP government delegation (ref B) and the murder of a Belarusian woma 


shipping over 300 tons of relief supplies. The Oman Charitable Organization (OCO), a government-: 


Iso has no laws specifically addressing abs issues. That being said, Taiwan is currently looking into є 
stands that no assistance is necessary. 3. Visitors are reminded that bearers of diplomatic and offici: 


Ше: Prime Minister of the Republic of Bulgaria Office phone numbers: 359-2-940-21-28 (answered by 
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Chirac laid down several conditions 
participation by British troops 


Chirac ordered 

but the MFA 

finally confirmed to us that the 
at the end of the mission 
when Belgian FM Michel 


the French had no appetite for a reprise of operation 
insisting that MONUC deal with the fighting. 


the French now see U.S. policy on the 


seen in Paris as an unconditional 


France\'s problems in Cote d\'lvoire 

at times 

who was 

from New York to 

and the subsequent departure of Dominique de 
a committed Africanist 


but no mutually 


the 1994 
and the role played by French forces in V'Operation 
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and 


perhaps fearing a rebuff or the opening 


Defense 


been all-consuming for senior French A 


from the Quai d\'Orsay has 
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during the first visit to Rwanda 
Hubert 


Vedrine told the Rwandans that the genocide had 
commentators 


accompanied by UK Foreign 
who delighted the French by delivering a 


FM de Villepin also 
notwithstanding the vehement criticism by the 
Kagame filed a lawsuit 


V'The Secrets of the Rwandan 
V asserts that Kagame\'s Rwandan Patriotic Front was 


1994 - the event generally accepted as the trigger for the 


on behalf of the widows of the French 
was leaked to the French press in March 2004 also 


the French were concerned by the timing 


Kagame delivered an anti-French diatribe at the 

causing the French representative 

to cut short his visit to Rwanda 

according to the MFA undoing VillepinVs efforts to 


the 


you ensure it 
following a call from Nelson Mandela to Chirac 


Rwanda Tanzania and Kenya to engage the Bur 
an idea French officials characterized as 
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ternational Trade Commission (USITC) Senior International Trade Specialist David Ingersoll and Inter 


Bulgaria has been the most stalwart coalition ally in Iraq, but is the only coalition partner whose head 
Development, Industry and Foreign Trade, Sergio Amaral, will turn over the embassy to Ministry of Ex 
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France 

but 

an MFA official described 


France did 
push EU partners to provide financial support to 


the GOF was 


the French were surprised by the positive 
following his January 2004 visit 


both for vacations and for meetings with 


in early 1994 Chirac\'s African affairs 


that Sassou 


the inquiry 


2004 


of which there are many 


businessmen and industrialists all paying court 


and reportedly even advises Chirac on his 
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like Gabonese President 


essentially because the 


by Omar 


nd NOT for Internet distribution. 1. (SBU) Summary: Polish and Russian firms had feared that Pola 
Jncil (BSEC) as an observer, per ref A. There could be multiple benefits for the U.S.: we focus here c 


1 a salary increase of 20 percent (or FC 133) calculated on a base salary of FC 665 (approx. USD 1.€ 


ла sour relations for some time between the two major parties in parliament. We do not expect тис! 
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Cimas-Hernando, Subdirector General of International Telecommunications Organizations, and Antoi 
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Bongo and Chirac have known each 


as Bongo has done recently in Madagascar and 
on assuming their 

both Villepin and Barnier 

any 


French officials have candidly 


the MFA issued statements of condemnation 


Gabonese 
due to 
has become the V'big 


France is careful to take no position on the 


12/28/2004 11:20 


COMMENTATORS TODAY AGREED THAT UKRAINE HAS TAKEN 
) 
L 

REPORTS AND EDITORIALS 


Column 5 


04PARIS9147 


Column 6 


Embassy Paris 
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THE NEW PRESIDENT WILL HAVE TO FIND A 
D 


BUT IT IS NOT 


THAT UKRAINE COULD UNDERGO A DYNAMIC PROCESS 
THAT IT COULD SUCCUMB TO A MORE 


BUT ALSO ON THE LINES THAT WILL BE THROWN TO THEM 
EUROPE AND THE U.S. THE EU ESPECIALLY WILL HAVE TO 


IT WILL HAVE TO EMBODY THE PRINCIPLES OF THE 


THEY HAVE IMPOSED DEMOCRACY. 
YOUCHENKO NOW NEEDS TO WIN THE FOURTH. HE 


‘ut, and took it as a sign of increased Central Bank confidence in ability to meet its 2005 inflation targe 
Commando Battalion Bangladesh Navy - Chittagong Naval Command 2. Human Rights Officer, Che 
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YUSHCHENKO WILL HAVE TO GO THROUGH 


AS THE LATTER COULD STILL SEEK TO DESTABILIZE 
1E 


FOR ITS PART 
A MAJORITY OF EU MEMBER STATES ARE NOT 


IS IN A VERY DELICATE SITUATION 
DOES NOT SEEM 
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2005. 


and increasingly Indian 


and the GOI will pursue 


which will begin in January 
and to finalize an MOU on defense cooperation. 
Korean officials 'commended the Indian 


\" were a distortion of the facts. 


which is 
those countries that are should honor their 
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orting an EU visa ban regime targetting human rights abusers, and raising concerns with the Cuban 
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Regulation and Beyond. 2. Embassy understands that no assistance is necessary. 3. Visitors are r 
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the Surp Pirgic Hospital in Yedikule is one of four 


religious garments and antique medical 


the small museum focuses on the history of 
avoiding 
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human values 


PM Erdogan 


even in areas where 


PM Erdogan 


Turgay Ucal of the Turkish 

editor of 

told poloff that while the PM\'s 

he doubted whether these events signified any kind 
we have heard other blunt voices 


the Deputy Director of Surp Pirgic Hospital 


was slammed 


VP of the Jewish Community 
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trade 
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a broader, deeper defense relationship; lack of full compliance with conventional arms control regime 


Column 4 


but that the community had refused to donate a torah 


according to the daily 

Father Alphonse Sammut 

claimed that V'as long as the rights of 
the 


despite also being invited 


grassroots 
Jews and 
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the GRM was pushing to get Fund agreement so 


but the Board review 


we understand that 2004 performance 
and the overall concept of the 
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was a clear sign that he 
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working group meeting in Brussels) on January 12. Weihs told us that the Luxembourg Presidency h 
511 refugees repatriated from the Ali Addeh refugee camp in Djibouti to northern Somalia. End Sum 
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headed by Mr. Juan Carlos Di Tata was timed 


as measured by 
have risen 12 percent from a year 
and the 11 percent target for 2004 is still 


anda 


and 


bank loan rates are now down to 24 percent. 
SO 


the 


Banco Internacional de 
BIM was 


submission to the parliament of the law 


budget reporting using the computerized 


2. We expressed appreciation for Austria\'s ISAF contributions, and reiterated our hope that Austria 
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and 


regulations to 
the 
and the 


the Fund projects generally 


reaching 


up from USD 740 million in 2004. 


with the domestic 


a point of contention in the 
will appear to go up as a 


government 
000 new employees in priority 
5000 of which in education alone 


and 


paving the way to IAS 


both 


on 
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so the Fund 
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but he 
particularly 
ina 


the telephone 
as well 


Government 


and it was decided that further studies 


and several 


the Netherlands Germany and USAID 


and FSN visited civic leaders in the Tatra region to discuss restoration and renewal efforts in the wak 
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a Statistics Mission is working with the central 


and the amount is holding 


the 


and the Fund is not concerned 


structural reforms and 


the appreciation has been 

2.0 percent against the 

and 7.2 percent against the EURO for the 12 
2004]. 


attached to the IMF Mission 


agreed to in the GRM/G-15 Joint 


sed to disengagement and threatened to deep six the budget vote to show their blocs power voted м 


I CODEL Dodd on January 10 on future plans of the electoral advocacy group. Machado lamented th 
to Fernando Chomar, an officer at the Ministry of Foreign Affairs responsible for security-related issu 
it the Additional Protocol to the comprehensive standards of the International Atomic Energy Agency ( 
anuary 12. Lapuh agreed with our assessment that successful elections would represent a critical tur 


. In addition, the GOS will deploy nearly 600 soldiers, three planes and a naval vessel in the region tc 
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is still to be convoked. 


there is no consideration being 
the 


and there will be no major changes 


[2] the 

and [3] the banking system and bank 
did 

and added [4] HIV/AIDS; 
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Jew Year brought no cause for celebration. It now appears likely that the Minister of the Environment 


ppression of Unlawful Acts against the Safety of Maritime Navigation (SUA) with Marcos Rodriguez C 
ek a parliamentary mandate for the continued deployment of the Czech company of MPs in southern 
ole. Many of the increases in the cost of living can be attributed to measures taken by the municipal « 


ad left for a follow-on meeting the issue of naming its candidate for the CHR Working Group on Situs 
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the children work (primarily petty 


which are usually paid two or 


understandably 


how can anybody expect 


000 ($113) monthly 


000 ($60) a month. Recounting her 
she said the irregularity 


hoping the government 


she is besieged with requests 


000 for so long 
000 now is insufficient. 
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lack motivation. \"If serving 


committee. He also re-assigned the portfolio to U/S Vicente Olmedo. Presidential advisor Carlos Pc 
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he has been without 
and is thus relying on 
incurring even more expenses. 


and exporting what it 

Nigeria imports 

she observed. While Nigeria 
Nigerians 

she lamented. (Note: The 


lack of electricity rising food 
unemployment poor public health 
and an unfriendly housing 


when they hear government 


this 


of USD 30,223 under the Business Facilitation Incentive Fund (BFIF) for FYO5. 2. In order of priority, 
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support reform initiatives 
they 


but harm their personal interests in 


they bristle at 
most Lagosians 
will judge the efficacy of 


most people believe this year has 


support for 


and bring more 


it will have to do a 


12/28/2004 12:45 


but that it will not come up for a vote before 
at the earliest in late February). 


the timeline for 
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000) real-estate transactions of 
000) as well as any 


000). The law also requires state registration 


000) in a sole proprietorship company 
000) for other types of 
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the Head of Unit for 
Central and Latin America (who returned from vacation 


at 


and the 


the Dutch Presidency issued 


and said &the EU stands ready to assist in 


lame: Lt. General Soe Win Conventional and Formal Title: Prime Minister Lt. General Office Telepho 
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000 citizens was 
shelter 


the swell destroyed the generators 


the four most 


food medical supplies 


000 (the most severely 


\" were helping to evacuate Maldivians to 


two small and one large 
all estimated to be arriving in the next two 
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but the decision does not include the 


Law and Justice Committee 


the disengagement plan will 
the Chairman of 


as saying at the committees session that 


and that there are mounting 


but 


perpetuating the image that Israel is fleeing 
and primarily the 
is a vital matter. Jerusalem 


told him that Israels 


an independent Palestinian 
as he campaigned in East 
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Law and Justice Committee A-G Menachem 
saying that Israel's basic 


leading media quoted Mazuz as saying that 
several posts of 


with a majority in 
has 


upon a request by France\'s 
Tunisian President Zine el Abidine 


and to rehabilitate the old Jewish 


Vice President of the non- 
has 
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a 


has recently launched a web site 
and has begun lecturing across 


left-leaning HaVaretz: \"There is something 
very disturbing 


columnist 


left-leaning HaVaretz (December 28): VVA 
V screams the cover of the new 
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850 immigrants 


that a debate about 
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:oncerning biosafety. Although, the bill is pro-GMO, it would reinforce existing labeling and document: 
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Foreign 

very 

that a debate about IsraelVs right to exist 


the debate reverberates 
Indian and even Egyptian statesmen 
foreign minister and other Israeli leaders 


listening politely to 
wiping the spit off their faces 


it may legitimize it. But despite the silence 


columnist 


wrote in conservative independent 


but secretly. VOur numbers 
Y said Egyptian liberal Saad Eddin Ibrahim 


but out of fear of publicly 


such as Arab nationalism and Islamism and 
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iture potential in the low-cost segment and are focused on growing the airport\'s cargo business. Hal 


-------- -------- Legal 5 L Accounting, auditing, etc. 
assador SIPDIS Ronen Sen in Washington has been instructed to have one of IndiaVs Military Attach 
e. Obeidat asked that we keep the Ministry of Foreign Affairs apprised of all developments related to 
s 1.4 (b) ἃ (d). ------- SUMMARY ------- 1. (U) Embassy Amman strongly supports a proposal, put to 
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independent Jerusalem Post editorialized: 


beyond 
is staving off a nuclear Iran. Yet 


independent Jerusalem Post editorialized 


as in most 

a myriad of separate bodies deal with 
foreign affairs and intelligence 
weaknesses and 


in this case 
beyond 
is staving off a nuclear Iran. Yet 


the credit or 


but rather on those of the 


that of strategic planning. V 


12/28/2004 13:32 
12/28/2004 13:41 


Column 5 Column 6 


all of which 


a negative example. Perhaps 


04DJIBOUTI1624 Embassy Djibouti 
04KUWAIT4540 Embassy Kuwait 


ins in April 2005. The projected changes include the retirement and replacement of Djibouti,s only twc 


leration of Disability Organizations Synopsis: The project is in its final stages, and though it has expe 
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d Council of Europe at the MFA, and Marek Smid, Deputy Director of the International Law Departme 


Миавһег, he heard a readiness by Jordan to find practical areas of cooperation and to build military-to 
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his message has been increasingly heard from other 


unofficially 


Shaykh 


S services to Kuwaitis and minimize the sway of 
or \"wasta 

Thamer Jabir Al-Ahmed Al-Sabah 

runs 


Shaykh Mohammed 


it is difficult Vto 


the 


he explained 


Shaykh Mohammed claimed that 


when 
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with Members of Parliament. He 


V іп society. Shaykh Mohammed noted 
a 


that has been 


he asserted Kuwait has done mu 


riorities. TIPO and Department of Customs held a training session for Taipei area Customs manager: 


ving early next year, as Turkey attracts a broader base of global investors. End Summary. 2. (u) Ben 
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or whether they were meant as a message from 


the U.S. could not have launched the war 


respect is very important. A 
he remarked is leading to a waning of 


however that 
but he emphasized that 


restating that the war in 


yet 
inquired why Kuwait must show patience while 
Qatar does not have to. The Ambassador 


in his early thirties is the eldest 

he 

in theory in the line of succession to become Am 
s late 

he has 


including Shaykh Sabah and is believed to hold sway 


sm for confirming the identity of Spanish citizens. For the purposes of INA 212(a)(7)(B)(small i)(l), Sp 
y damaged buildings. The state-run media was predictably tight-lipped about the quake, as the SPD( 
ts and background papers. Ahmet Arda of MFA\'s Office of Intelligence and Research, undertook to « 
ist Party, the Basque Nationalist Party and Catalonia,s Convergence and Union joined the opposition 
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perhaps in 


Shaykh Mohammed told the 


who is the sister of Energy 


1921-1950. Mohammed\'s mother Shaykha Souad bint 
who amassed a fortune in real estate 


including the M1A1 Abrams tank; she also 
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Microsoft 


Haifa University 


a Labor-party veteran who served 


was elected 
Neighborhood 
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is known as a 
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and 


and 


J rise as high as 10,000. End note.) This tally includes at least 900 victims whose bodies have been 
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culturally 


which he had been proud to present at the 


as well as a master's in government from 
where he went on 

he served in the past as 

as commander of 

and as 


but also the challenges of dealing 


many of these immigrants 


drug trafficking 


turning up later in hospitals or dead. To cope 
Mariesh said he actively recruits FSU 


hoping thereby to improve ties with and 


the Haifa police force like those 
are called on to supply officers. Col. Meriesh 
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that the German Embassy had submitted a diplomatic note formally requesting return of the shipmen 
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one of IsraelVs leading music 
and the Bahai Centre and Gardens 
the trip concluded with a visit 


Ron Robin. Professor Robin 


though 
and the 


he 
all viewpoints and 


the Professor noted 


as well as a tour of the Consular 
especially 
for many of them the first 
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the world 


to characterize HU as 


he had 


enjoyed an 
to participate in 
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agreement signed by President Kocharian on September 6, committing Armenian personnel to work v 
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but many challenges remain for the 


no 


have 
and that 
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Research and Publication: 100 
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\"Friends of Women 
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e-mail HeffernKL@state.gov. As of May 
political officer Jonathan Peccia will be the POC 
e-mail PecciaJR@state.gov. 
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who often deal with 
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the wildcat 
begun on December 6 


comprising approximately five 
and reportedly 
paid \"very significant wage increases!" to 


but several speculated that V'the others Y" paid 


such as OPET 
and Petrol Ofisi 
according to their own accounts V'broke the 
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against SOMO 


reportedly the biggest Turkish SOMO 
perhaps third or fourth 
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but started recovering 


27 Diesel 
this is 


180 diesel 

regarding U.S. military 

which had been affected by a 

there were 180 JP8 and 17 MOGAS 


the main Turkish sustainment fuel contractor 


total 


000 daily transits. Limited Turkish trucker supply dictates 
even over a short timeframe 


even if short-term 
more Turkish Jandarma to conduct inbound customs 


the strike seems to be over 
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18 Kerosene and 


37 kerosene and 


said it was 


recovering and refueling 


to be successful. For 


but its 


111-421-905 939 302 (PRESIDENT\S DETAIL) DOES NOT SPEAK ENGLISH EDUARD KUKAN МІ 


ITATION OF EMERGENCY AMENDMENTS; ACTION REQUEST RE IPSI FOR AIR FRANCE REF: 


ierican MigrantsY Agreement modeled on the agreements we currently have with Mexico. End Sumn 
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and he would be very surprised if the company 
in fact 
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Aliyu Adamu Jimeta 


he said. 
he commented that the same group of between five and 


but 
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and 


claimed that Wa group" of 
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home of the 


frustrated with the continuing corruption and the 
is ready to 


Embassy had doubts as to whether it was truly staged by 


cont.: The second possibility is that the 


in the GON analysis 
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the GoF-created 


in the 
two leading contenders in the 2007 


which officially separated the church from the 
be amended to allow for the state to finance 


and culture. The main objectives of the 
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“he Ambassador noted that the Foreign Ministry has been assuring the G-8 for more than a year that 
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soldiers and NGOs, commemorated the 90th anniversary of a tragic event of 1914 when 90,000 Tur 
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severe bites on their heads is not available in Turkey and will be brought from Iran. Six-year-old Burt 
ie 12 and was committed to adopting the remaining five. He said that the GOB had already started tr 
Jecember 22, and the Nigerian National Assembly will soon consider this bill. Embassy Abuja expect: 
rrorism assistance to Lithuania. The CTAG agreed that the threat of terrorism in Lithuania is low. So 
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and to seek greater control over 


the same officials suggest a V'take it 
including 


based both on 
since its creation 


2005. Current president Dalil Boubakeur has 


each is also aligned with a 
which tends to 


while the FNMF is close 


and the UOIF maintains ties to the Muslim 
according to press reports garners 


for health reasons to take a leading role in 


leaders from the UOIF and 


exiled founder of the radical Algerian Islamic Front 
comments by Interior Minister 


which may reflect concern 
Villepin asserted that the CFCM did 


and that some 40 percent of French Muslims were not 
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ruling 


Sarkozy published a book 
les religions NesperanceW (The 
Religions Hope). In it Sarkozy proposed changinc 


as were the Christian and 
in the laws dispositions. Sarkozy has also 


particularly Muslims. (Note: President Chirac 


Nicolas Sarkozy whom 
\"by forceps.\" As a result in Lafon\'s view the 
come up with a plan of action and 


the CFCM\'s most pressing problem was not how to 


but rather to demonstrate the CFCM\'s 


the CFCM not only sent a 
but offered a united front against the 


particularly by the powerful UOIF component which 


‘ion for the Suppression of the Financing of Terrorism and Convention on the Physical Protection of N 
any action is taken. RAGSDALE 


'4-002-111 CELL PHONE NOS.: not available COMMENTS: On weekdays, there are several English: 
Minister of Defense Serzh Sargsian told the Ambassador December 1 that his attempts to phone his 
t ambassador to Italy). We expect that the president will name Arman Kirakossian and Gegham Gha 
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the hostage 


Lafon noted that 


15-day study by French security services and 


who frequents such mosques the number of Muslims 
and other 


Lafon asserted that the MOI study found that of the 


200 imams in France most were poorly trained 
75 percent were not French and only 30 percent 


685 mosques 
less than 50 can be regarded as radical. End 


and the need to 


while remaining respectful of the 


which Villepin 
would accept both 


V to include in group 


members designated by the CFCM; in the second group GoF 
Social 


and Foreign Affairs; and in group three \"persons of 


Board, 70 were foreign tourists. The Embassy has confirmed that seven American citizens were kill 
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Lafon cited the captain of the French national 
who is Muslim and had financed the construction 


despite its voluntary nature. According to 

the GoF had already approached a number of unnamed 
and found them amenable to the 

which 


beyond noting that a process of 


Lafon expressed confidence 


the GoF was preoccupied by 
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non-governmental channels 


the GoF wanted 
history and 
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with about 60 to 70 students. Plans were underway to 
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it was conceivable that five years from now 


Lafon responded 
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the GoF would deal with them accordingly. 
whom 


the GoF is making an 
pursuing creative thinking 


and seeking 
secular French Muslims in 


however 


uniquely \"French Islam. Similarly 


who may simply bypass the 


as 
Sarkozy has the 


however 


in his proposal 


(moved by Chirac from the Foreign Ministry to 
is under pressure to produce 


including having to deport 
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but noted that the USG 
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particularly his proposals for a formal dialogue 
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beginning with his Sea Island attendance and 
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was this administration\'s smoothest and 
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and not provide grist to rabid 
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she queried the former finance minister on 


Y he pondered whether to demand a guaranteed 


background and political savvy 
the Ambassador 


with technical Andean 


she asserted. While the 
that process could be halted 
however. 


Polit telephoned the Ambassador to 


however and was 


Posts 


things we cannot say of 
however we must be stilett: 
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the Foreign Ministry might leak the news 
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Raul 
too enjoyed a close relationship with Gutierrez. 


and eventual short tenure however. 
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the end of the year has typically been a time in 


Attorney General Frank Soto, authorities in Santiago acted on an anonymous tip about illicit activities 
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while making sure 


which they do not believe to be true. They 
gender 
etc. of the refugees in order to respond more 


intended to keep out irregulars and 
is increasing the number of refugees who are not 


reinforced by some public statements 
the newspaper 


from January to December 2003 
according to statistics 


schooling 
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the report suggests. 


increasingly 
but in interior cities 
Guayaquil 


for 
received 826 applications between January and 


as most 


Pablo de la Vega 


De la Vega called 
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including the USG and the GoC 


Christian Espinoza of the Ministry of 
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do not want the 
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day laborers 


331 refugee applications from 2000 to November 2004 


according to press reports and NGO statements 
director general for Amazonian and 

as well as representatives from the MFA\'s 

the military 

traveled to the border region in 


UNHCR says it has a clear mandate in Ecuador which 
with 


press reported an MFA statement announcing that 
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such as the movement of refugees to the interior of 
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the group then removed cables from computers to 


Siona and Secoya nationalities left 
in support of Quenama. 


a small group of Quenama 
with support 
Undersecretary for 


also made a statement concerning rebuilding CONAIE. 
Quenama said his supporters reject 


since Quenama was not allowed to participate as a 


Leonidas Iza the CONAIEVs 
accused the government of a campaign of 
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said to the press that he received 


he would be dead within 


Santi also claimed Quenama offered him $25 000 
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expressing its rejection of the alleged 
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and a future 
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a member of the Saraguro ethnicity (part of 
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after the fall of the dictatorship and was 
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he became a Congressional 
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2009. 
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certain pet food non-protein free e and 
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to United Nations and International Red Cross relief efforts; later in the day it was announced that th« 
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S biosecurity standards. 


but mandatory cold treatment 
MAF had not 
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including the United States to be cooked to 
either before export or after import 
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allowing pig meat products from the 


this 
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s import regulations for oilseed 
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the New Zealand Parliament enacted a ban on 
videos and DVDs for the 


not to parallel 
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who must prove that an 
sound recording or computer software is not a 


software and 
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particularly producers and 
have voiced concerns that 
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the threshold for 
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investors would be 
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in which the Canadian Government took the 


in which China took the lead for both issues; 
in which Norway 


which was not 


at the forum representatives from 
Thailand Malaysia and Mongolia suggested the 


although other countries were tepid about this. He 


the EU carried out a seminar 
as agreed to in last summers EU - Vietnam dialogue 
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South Korea the United Kingdom and 


said that it would \"consider reducing V' the number of 


and stated that abolition of the death penalty 
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the Office of the Government and the Ho Chi 
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and the EU did the same. The 
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saying that the Europeans 
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V the EU raised concerns over the number of people 
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urged access to trials by international 
although the MPS acknowledged that VietnamVs laws are 
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the Dutch diplomat said that the EU 
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Israel has released 159 Palestinian 


\"Yeni Safak\" notes. US military doctors in 


the report claims 


according to the report. The \"Al-Vatan\" 


Bahtiyar Muhammed Emin. 


30 


near Kirkuk. The ITF is demanding an apology 
which was first seen on Turkmen- 


about 8 
only to leave again after 


\"Aksam\" reports. Only a few people from the town 
according to US General Erv Lessel. 
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when it comes to arms billions are spent without 
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said that the easy privatizations had been 
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resulting in a disappointing lack of 

the GOI stands by its 

both 

and through a V'strategic block!" 


eight companies had approached the GOI 
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the influence of Islamists is increasingly 
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claiming that holiday items connected to 
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even 
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\" he claimed he 
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\" and 


Law and Justice Committee failed to 


with Israeli Arab MK Azmi Bishara (Balad) 
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as saying Tuesday that settler leaders 
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Israel Radio reported that two IDF 


next to the Green Line. The media quoted 
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were apparently on their way to carry out an 


facing an upsurge in 
the PA is preparing to deploy 


but not Hamas. 
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of running a Mafia-like operation at 

where some 

000 to 17 000 Falash Mura await permission to 


ne: 255-22-2668001, x4521 Fax: 255-22-2668238, 255-22-2668373 Email: SmithJD@state.gov ETD 


| pledged to keep the new route secure. They asked Turkish help to construct secure rest areas alon 
Г HARCOURT 1. (SBU) Francis Lauze, Security Manager for Nigerian firm Globestar Engineering : 
a 2005 budget which has a lower deficit for the first time in three years (forecast at 3.796 of GDP con 


Column 4 Column 5 Column 6 


independent Jerusalem Post editorialized 


pluralist Yediot 


it seems that there are few countries in the 
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the United States tried to win the 


its 


and its continuing 


the United 


falsely 


for the sake of camouflage 


while the guest who opposes 


influential Arabic daily Al-Dustour 
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but said that Kuwait\'s TIFA 


saying the U.S. 
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V and many 


email communication 


to avoid any further misunderstanding about 


Jasem Al-Budaiwi and Zeyad 


on December 21 to discuss the U.S.-Kuwait Trade 


both of whom are responsible for 
sought the meeting 


Column 5 Column 6 


04KUWAIT4554 Embassy Kuwait 


Column 4 Column 5 


which signed 
has only had one TIFA 


that they have better laws on the books than either 
and that they cannot understand why there has been 


which the US 
the TIFA process was 


and 
while 
is contingent upon Kuwait making significant 


Econoff pointed out that the Ministry of 


and that the Ministry of 


who is the working chair of Kuwait\'s 
met with the Ministry of Information\'s 


and we know what 


V said Al-Budaiwi citing inconsistent 


Column 6 


spotty prosecution and insufficiently strong 


and would call the 


ie GoF December 29. Chappedelaine reported that the GoF did not plan to participate in or offer direc 


Column 4 


continued shortcomings 


Al-Budaiwi averred that 

there had been serious 

during 

when he asserted that the U.S. team 
in AUSTR Catherine 


there was no direct request that the 
he said 


Al-Budaiwai commented. He added that the 


he was given 


the GOK did not know what the U.S. needs 


the program 


Not Enough Carrot 


Al-Budaiwi said 


Kuwait had taken a V'great step\" in 


the Ministry of Communications should have received 


Column 5 


the Director 


the GOK feels 


Column 6 


з on both the domestic and international markets. The textile industry accounted for approximately 1! 


Column 4 

V pleaded Al-Budaiwi. Specifically 
conference calls or other 

live interaction to help work out some of 


which was intended to remove any ambiguity 
would be regularly 


and said it was a 


12/29/2004 11:22 

particularly Gabon\'s Bongo 

France would treat with Bozize as de facto head of 
France quietly exfiltrated Patasse\'s Prime 

Martin Ziguele who had taken refuge at the French 


FM de Villepin visited Bozize in CAR 


the French remain 


notwithstanding s.508 


coordinated with the USG 


The GOF provided facilities for a 


aware that Nigeria 
took pains to 


with the International Court of Justice (ICJ) 
French officials 


to press us on support for Cameroon in the IFIs. 


Column 5 
the GOK would 


04PARIS9167 
were 


finally 


to welcome former 


Column 6 


Embassy Paris 


[OR ROGER WINTER ANE DEPUTY ASSISTANT ADMINISTRATOR MARK WARD BANGKOK FOI 


Column 4 Column 5 Column 6 


Biya apparently benefits from Chirac\'s personal 


12/29/2004 11:44 04KUWAIT4557 Embassy Kuwait 


and that KNPC had hosted some Iraqis on visits to 


KUFPEC Chairman 


KUFPEC would become 


which would mean surveying the field splitting 
developing the fields and 


both 


in the short-term Kuwait has explored 


but then the deal was 


but does not know 
if ever. KUFPEC Chairman Al-Khashti 


and added that the gas supply from Qatar would still 


Column 4 Column 5 Column 6 
according 

and then other \"religious\" 

that the Kuwaitis (never know who they are really 

Al-Rushaid said that this will meet a 

but much more 

soa 

transport and other 

so the deal will require some investment. 

but the long-term plan of importing up to 200 

Al-Rushaid said. Kuwait will 

Export Capacity and New Directions 
and looked to increase and diversify the refined 

he explained with KPC S 


both in Kuwait and abroad. He saw the 


all part of what he 
ambitious program" of expansion. 


and said that projects of 


S. These included the Kuwait Project construction 


3 He said that this imagery would be invaluable to UNCT and NGO agencies trying to assess the ext 


. lajuddin CONVENTIONAL USAGE: President FORMAL TITLE: President of the People 


Column 4 
upgrades at existing refineries 
export facility expansion and more. 


and also plans to upgrade 
Al-Zanki said. 
Vv 


000 feet deep. He did not give any indication of 
other than 


Seriously 


not the 96 billion that KPC and the GOK report. 


he 
with the last third of every field being the most 


Hani said 


but it too will run out and will require 


according to Iskander. 


he said 


and falling 


with the creation of a new position overseeing 


Column 5 Column 6 
pipeline 


How Much Oil Do You Have? 


while ChevronTexaco can 


but had problems with the students not 


with RichierYs deputy, Veronique Vouland-Aneini, who voiced skepticism that ΙΑΕΑ Director General E 


Column 4 Column 5 Column 6 


and KNPC had identified its petrol stations 


fewer restrictions on services offered and more 
the 


according to Al-Rushaid. The third round of the 


but the three 


something KNPC cannot do without generating 
the GOK wants to allow the private sector to 


so this was the best way for KPC to participate. 
the lubrication oils plant was privatized as was 


S privatization of petrol 
Hussain said that it was a necessary step and that 
the Prime Minister\'s son wanted to get control 


but 


and that the tanker and transport 


and supervise the EPC contractors. 


he said and would prefer to be self-reliant 


aid the pace of fast track land reform had perceptibly slowed. He attributed this in part to the efforts c 


Column 4 Column 5 Column 6 
KNPC will begin upgrading the three remaining 


and the construction of the new 


\" because the work would be very 
and it was already in the contract. 


Al-Rushaid said that the planned production of 225 000 


health and environmental issues. 


and will be the 


Deputy Chairman and CEO Kuwait Petroleum 


University of Tulsa 


history and politics. In a recent 
meandering conversation about religion politics and 
Hussain said that Kuwait was V'still trying to find 


in terms of leadership and governing 
noting 


\" he said \"you can\'t just live by digging this stuff 


Column 4 
Chairman 


1976 


rather than the more popular and lucrative 
Oklahoma 


humorous conversationalist and clearly enjoys 


Chairman 

Miami University 

and another is in dentistry school in 

Ireland. His son is finishing high school in Kuwait 


Managing Director 


1977. Worked in KOC 


he is clearly familiar with the West 
and speaks fondly of his many 


s. He spent time in New York after September 11 
and said that he 


on his last visit 


and that he appreciated that. He has eight 
seven girls and one boy (the youngest). He is 


Column 5 Column 6 
Kuwait Oil Company (KOC) 


1980. Worked in KOC from 1980 to 


and 


Kuwait National Petroleum Company 


Kuwait Project 


KUFPEC 


2001 


the immigration and security 


a 1), and communications between USPACOM J-5, OSD, and USDAO New Delhi, Ambassador toda 
HE NEW CABINET ON SATURDAY, JANUARY 8, 2005. IN ADDITION OUR CONTACTS HAVE INF 


Column 4 


12/29/2004 11:54 


Ministry of Finance and MP Al-Haroun. 


12/29/2004 12:09 
reducing taxes 


000 


Netanyahu said Israel is in a moment of 
but that 


he said 


saying only a national 


noting that simply by V'opening up the economy" 


Column 5 Column 6 


04KUWAIT4559 Embassy Kuwait 


04TELAVIV6632 Embassy Tel Aviv 
cutting governmel 


but 


Israel 


en dropped against the men. President Mutharika, however, held a press conference this afternoon, 
instructed Turkey\'s ambassadors to emphasize the OICYs and GulVs appeals with host governmen 


Column 4 


Netanyahu said 


historically 60 
via aggressive privatizations including El Al 


he did so by nationalizing union 
raising the age of retirement across the board 


his welfare reform program has reduced the \"fat 


he 
they ignore the fact that within one year 


something that everyone does 


000 foreign workers that until recently resided in 
and the same number of Israeli unemployed. \"You 


V he noted. Explaining that he did not 
000 illegal workers 
Nigerian 


he said -- it must be 
both Jewish and Arab 


But Nothing Certain Yet 


Column 5 Column 6 


and 


he said that their departure 
Thai 


who take over vacant jobs via 


n surprised by the letter, but she also did not indicate whether France agreed with our assessment. | 


iffairs. Betancourt was GutierrezVs early choice, the president informing the Ambassador December 


cerned about the level of energy sector expertise in the Uribe Administration. End Summary. 2. (SE 


ber 2005 1. This cable summarizes selected Taiwan economic events in December 2004. -- Taiwaı 


Column 4 


a 
V he said. Real 

however 

as well as reforms throughout the PA 


a 


Netanyahu 


he said its success 


due to what he called Europe\'s 
he said 


Israel will go to any length to reach 
he said 


particularly the thorny and urgent issue 


the ensuing 


he said 


not just the Prime Minister. 


Column 5 Column 6 


depends on deep-seated changes withi 


if Abu Mazen and the new 


and it would force 


Column 4 Column 5 Column 6 


12/29/2004 12:24 04SANTODOMIN( Embassy Santo бот 
12/29/2004 12:26 O4HARARE2082 Embassy Harare 
12/29/2004 12:38 04THEHAGUE33£ Embassy The Hague 
the 


and strove to take advantage of 


the 2004 Dutch EU presidency took 


and also the first to deal with a European 


Prime Minister Balkenende\'s 


however the Dutch achieved nearly 


nuary 11 conference. Highlighting the outpouring of victim support from Lithuania, Jonavicius said th: 


Column 4 Column 5 Column 6 


Hague and 


even when dealing with contentious issues such as 


the Dutch often alerted the USG to troublesome 


the Dutch helped set a practical down-to-earth 


while seeking constructive ways to work through 


Column 4 


with the 


then-Commissioner for JHA Vittorino 


but stressed the need 


they ultimately proved both willing and able to 
for 
the Dutch used the 


and to set the 


the Dutch downplayed 
even 


French and British 


although the bruising eleventh-hour negotiations in 


on the 


Column 5 


Column 6 


' Office of International Affairs and a career diplomat. Ramos, an engineer by profession, is the Mobi 


Column 4 Column 5 


the Dutch began their presidency resigned to 


however succeeded not 
but 


its references to not 


Hugo Siblesz made clear that the Dutch expect 


and urged the U.S. to 


MIDDLE EAST UKRAINE 


the Dutch did succeed in focusing the 


stability 


Column 6 


ported NGO education and outreach to vulnerable populations. Given CroatiaWs low prevalence and 


IRS AND AGENCY MANAGERS. The EXBS Advisor was on a consultation trip to the United Sta 


Column 4 


at least 


POLDIR Hugo 
\" 


the shift in the EU\'s 


the Dutch 


Bot brought the Israeli and 
and worked to ensure that Solana 


achievable goals rather than trying to shift the 


perhaps by providing a 


the Ukraine election crisis gave the EU an 


and Solana played 


according to Bot 


Column 5 Column 6 


designed to avoid the appearance 


Column 4 
Y which at one point 


the 


coherent position 


Dutch 


new parliament 


however 


especially between the Secretary and FM Bot 


we believe that the 
combined 
leaves the US and EU well positioned 


Column 5 Column 6 


long summer break) and the 


the Dutch 


were a 


1ether the conditions were right to send observers. He added, however, that Ireland had strongly sup 


22. The Australians said Canberra was concerned, in the context of the tsunami disaster, about &per 


sia and Oceania Department (equivalent to EAP and SA), Ambassador Edmundo Sussumu Fujita, w 


Column 4 Column 5 Column 6 


of which 


while maintaining a high 


laying the 


the Dutch accepted and promoted the U.S. 


the 


and strove to take advantage of 


the 2004 Dutch EU presidency took 


and also the first to deal with a European 


Prime Minister Balkenende\'s 


Column 4 Column 5 Column 6 


however the Dutch achieved nearly 


Hague and 


even when dealing with contentious issues such as 


the Dutch often alerted the USG to troublesome 


the 
down-to-earth tone for the 


while 


anuary 5, poloff conveyed reftel text to Karl Hamilton in the Security, Intelligence, and Operations Divi 
Multinational Planning Augmentation Team training. An as-yet-unidentified senior French officer will 


F; OPERATION WAHOO СЕТІ-05-9154; HONDURAS SUMMARY CASE FILE DEFENDANTS Ne 


Column 4 Column 5 Column 6 


with the 


then-Commissioner for JHA Vittorino 


but stressed the need 


they ultimately proved both willing and able to 
for 
the Dutch used the 


and to set the 


the Dutch downplayed 
even 


French and British 


although the bruising eleventh-hour negotiations in 


M Urban plan. & landscape architecture 5 M Computer and related services 2 
EPI pillars and our joint efforts with the Bahrainis in the BMENA initiative. The EU countries do not h: 
L ADVISOR WILLIAM BERGER GENEVA FOR USAID KYLOH ROME PASS FODAG USEU BRUSS 
2 was some back and forth between the Foreign Minister and his staff about whether these might be 


othing more than to see lraq,s unity, stability and security restored. While the UAE is hopeful that the 


Column 4 Column 5 


on the 


the Dutch began their presidency resigned to 


however succeeded not 
but 


its references to not 


Hugo Siblesz made clear that the Dutch expect 


and urged the U.S. to 


MIDDLE EAST UKRAINE 


the Dutch did succeed in focusing the 


Column 6 


rted January 8 that the GOK would reschedule hundreds of millions of dollars in debt owed by nation: 


port 10:20-10:45 Site Survey: Bratislava Ivanka Airport (Luggage transport to hotel, pre-c 


Column 4 


stability 


at least 


POLDIR Hugo 
M 


the shift in the EUVs 


the Dutch 


Bot brought the Israeli and 
and worked to ensure that Solana 


achievable goals rather than trying to shift the 


perhaps by providing a 


the Ukraine election crisis gave the EU an 


Bot 


Column 5 


Column 6 


Column 4 


and Solana played 


according to Bot 


V which at one point 


the 


coherent position 


Dutch 


new parliament 


however 


especially between the Secretary and FM Bot 


we believe that the 
combined 


Column 5 Column 6 


designed to avoid the appearance 


long summer break) and the 


the Dutch 


werea 


Column 4 
leaves the US and EU well positioned 


12/29/2004 12:46 


Sunnis May Withdraw - Sabah 


Number 2 at State Dept 
Cyprus - Cumhuriyet 


Including 


Turkish papers report. Armitage 
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public distaste for violence has likely 


despite the fact that rural poverty is primarily a 
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the petition combines market-oriented elements such 


this is likely to take the form of 
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V'to take back Andalusia 


whose muddy opinion piece in the 


i.e. on the part of the EU. 


others 

as 

VIf the EU 

everything will look rosy for a short while. Then 


but much easier over the long 
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Erdogan\'s hunger for power reveals 


\"Tayyip Bey believes in God...but doesn\'t trust 


Erdogan has isolated 
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practical domestic or foreign 


\"Eurasia\" 
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parliamentary group 
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an Anatolia-wide group of businessmen 
is disaffected by Erdogan\'s unapproachability. 
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Minister of Culture and 
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the limited 

and the efforts of 

Gul\'s readiness 


Israeli deputy PM Olmert) and his efforts to reduce 
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at party 
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former 
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THE key position in the government/state 
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Islam as it is lived in 
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e.g. 


Islam in Turkey will remain a troubled 
hypocritical to an extreme degree and 


denial 


the study of history and 


warning against various 


proclaims 
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and precedent 
compared to what goes on in 


rubber-meets-the-road reality is 


and (3) the faction- 


ignorant and 


fears 


\"The future is certain. It\'s 
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the road ahead will require a massive overhaul of 
the introduction and acceptance of rule of law 


this is a Wlong and delicate 
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the COM stated the United States 
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but she refused.\" 
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an environment for equal and 
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so 


Vor ‘Taiwan is not a sovereign state. The 


So it does not want to get off the 
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as long as it 

the Taiwan train is much 


it will not go into a showdown with the United 


Beijing might be the one that 


V will Washington be able to re-gain control 
the 
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who represents 
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electricity 
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however 


the agreement notwithstanding 
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the plans for the development had 
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as Bahat explained 


she concluded 


she said 
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because of 
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however that the separation barrier 


albeit west of the barrier. 
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he said. 
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such as the recent letter by 


Shalom said that European efforts to 


he added but aggressive public 


Shalom 


s on December 15, 2004 in preparation for the assumption of EMS responsibilities by Taiwan Custom 


ider SecuritiesY Murat Gulkan told Econ Specialist that the already upbeat bond market welcomed the 


Column 4 


12/30/2004 9:00 
12/30/2004 9:08 
12/30/2004 9:15 


s admonition 
principally within ZANU-PF. On 
a scuffle broke out between supporters of two 
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creating 


forced and organized this trip are 
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especially in 

which do not want a stable Central 

enticed and paid a number of individuals from 


aka Ma Duyen 


and an independent Dega State 
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13 ethnic minority individuals from the 
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Ma Duyen 


Column 4 
these individuals have 


to collect 
fabricate it into reports 


but in fact he sent itto UNHCR in Cambodia. In 
leader Dieu NVGai told his men to flee to 
then leave for the U.S. from there. As soon as Ma 


Y Xuan 
provided Ma Duyen with 


26 Mo 
and the rest Gia Rai crowd in one narrow 
and 


on 
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the group of 26 Mo Nong people staged a 
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you'll get big rewards 
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you need to immediately report to the local 


you were left hungry and even beaten so that the 
don\'t 


UNHCR will provide you with equipment 


the 13 individuals agreed. On October 5 they 


so they confessed the truth as soon as they 


as 


developed and richer life for all ethnic 
no one in the temporary residence camp is 


they contribute to greatly interfering in 
independence and sovereignty... 
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000 all 
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V as el-Khodary 

in 

would be inclined to cease attacks if 

most likely in the security 

el-Khodary said have told 
if not brought into the governing 

\"will turn 

if 

either through 

\"they will 


although 
could easily go awry if for example the 


the Ambassador continued 
by definition do not have much authority 
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three states (Abia, Kano and Lagos) and a total of 20 local government areas (LGAs) within those ste 
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V which 
2004. (Post will 


Ireland has 

regulations or practices relating 
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but also politically vulnerable. A weak economy 


Obasanjo\'s mishandling of his exchange of letters 


OgbehVs letter delivered 
Ogbeh 


Ogbeh observed that economic and social 


because of his own desire to jettison Ogbeh 


because he does not see the reality of the 
Obasanjo and his minions saw it 


they leaked the 
hoping to publicly rub OgbehVs nose in it. However 


they have hurt Obasanjo. 
Obasanjo 


and Ogbeh is aligned with Atiku. 
Ogbeh has now gone on the 


:ambique (LAM) had maintained since independence. Air Corridor has injected much-needed compet 
dition, rising wage forecasts and GOS spending plans should accelerate domestic demand and furth: 
more SIPDIS than 40 WFP international staff are being deployed to affected areas, emergency oper: 
nediate region, and considering hosting a PSI exercise in 2006, perhaps in the Black Sea. MFA reque 
. He also said Telstar stands ready to begin conversations/cooperation immediately with the USG as 
is making steady progress SIPDIS identifying Irish survivors of the disaster, but that communications 


3. NAME OF HEAD OF STATE: Adrienne Clarkson TITLE: Governor General of Canada OFFICE * 
ter carrier AirEurope. On December 27, the National Civil Aviation Authority (ENAC) granted AirEurop 


short end of the federal-provincial stick. While Newfoundland and Labrador thrive on a sense of hist 
S) requirements is sometimes lacking in transparency, resulting in uncertainty among U.S. suppliers . 


8 been resolved. FAC has called іп 25 officers to respond to callers. Initial response ---------------- 2. 
ant Office has the authority to report freely and accurately on human rights in Guatemala. End summ 
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coupled with many 


has led to significant chatter about the 


rumors of coups arise. 
the ease and frequency with which people broach 


or lack 
\" the most vocal of the 
have been advocating some type of quick ouster. Some 


and would at least constrain ObasanjoVs 


democratic channels the CG 


a 


informed CG that Babangida was very worried about 


of course. He has every intention of 


Damachi confided. Damachi and the CG discussed 
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; leading to immigration from eastern and southeastern Turkey, and an increase in street children con 
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he has 


Anambra could become an 
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the Independent Communications 


they 
the determinations should be interpreted in the most 


a senior ICASA official 


‘nterprise Co. Ltd. Taiwan had checked with Washington Agencies regarding the case prior to issuing 
< CUT; AND FINANCE MINISTER SINISCALCO FOR A 2005 BUDGET DEFICIT BELOW THE STAB 
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EMPOWERMENT 


the regulations 


private 

Transnet 

other VANS with spare capacity Telkom the Second 
and potentially Sentech. 


it\'s 


DTl-approved industry charters would prevail given 


000 ($5000). 


limiting 

ICASA\'s senior manager for 

numbering and administration Says 
that the recommended increase in the application 


self- 
reselling spare capacity and access to 
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Judge Fawaz Bqour -- reading from the 72-page 


Vit would have been impossible for 


Y according to the judge. As for the defendants\' 
the judge said \"the court 


at the time of the arrests there 
000 American military personnel in Jordan 


which was strongly opposed 
it also has provided the defendants 


detonators and other weapons) were intended to be 


but the defendants were apprehended 


V according to the judge. Only one 
Muhammad Ahmad al-Shalabi (aka Abu Sayyaf) 


claiming their confessions were 


Abu Sayyaf shouted after the sentencing: \"! am not a 


Barqawi told reporters from the dock that the 


Column 4 


eager to ensure that the Abu Sayyaf 
trumped-up the charges of conspiracy to attack 
but no death 


which might have re-ignited unrest in MaVan. So 
there has been no public reaction to the verdict. 
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influential Arabic daily Al-Dustour 
the American media has 


a loose term that has 


Afghanistan and other part of the world. 
while America 


and so the lies get mixed up with the 
leaving the American people unable to 


scandals and 


influential Arabic daily Al-Dustour 


like the United States and the 
was not up to standard in relation to 


Column 5 Column 6 
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nedical supplies along with communications equipment, and several medical teams, including special 


2 15 million would be part of a larger 22.16 million Euro French relief package. END SUMMARY ----- 
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when the tsunami 


after this 

the United States stops its talk about 
humanitarian and democratic responsibility 
since it deals its 


including the Zionists and 
who are not worth 


why do the other Asian and Muslim 


since the United States 


mass-appeal Arabic daily Al-Arab Al-Yawm 
an armed group surrounds the 

captures 12 of them and shoots 

killing tens of these 


rather 


let us not list 


empowering the Iraqi forces and imposing domestic 


the resistance is gaining strength and 
but the bloody targeting of Iragis serves 


Column 6 


Column 4 
rather it entrenches the division and racial 
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a 


claimed that a US military 


\ a camp leader 
have provided arms and ammunition to the 


Kapilov said. Kapilov claimed that 
and 


500 landmines 


north of Baghdad 


Jordan in an effort 


\"Aksam\" reports. The Americans in Amman 


medical equipment 


000. The American families 


dashing hopes for a more positive position from 


Column 5 Column 6 


04ANKARA7223 Embassy Ankara 


\"Hurriyet\" reports. 


2 000 


in an 


ustice and the Central Bank for study and confirmation. They said that the GOI supports the Internat 
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today\'s 


patrolled by police with automatic weapons and 


and community leaders have 


and Americans do not 


the current 


but the disaster regions have governments with 


but has not yet reached a 


this has 


which is run from the United States was 


Column 4 Column 5 Column 6 
not in the Pacific. When you 

you can clearly see that the lack of 

toaa 

man-made. .\" 


it is just 
the Ukraine crisis is starting to 


Russia announced a joint 


it is certain that 


but the 


and Yuschenko was 
there was a similar situation 


the cheating was real and was well documented. . 
and it is very unlikely 


but he has also signaled a balanced policy line 
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and 
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and to 


status of 
retiree student spouse of a Malawi 


with 


acquire and dispose of interests in business 


credit 


which functions fairly well albeit 


recording and protection of all property rights 
buildings etc.) as well as intellectual property 
patents and trademarks etc.). The 


the World Intellectual Property 


the Berne Convention and the Universal 


established in 
administers the 1989 Copyright Act which protects 


` landing at Murtala Mohammed International Airport (MMIA). Federal Airports Authority of Nigeria (F/ 


ауа said that Casa Alianza was also conducting an internal investigation, but emphasized that it was 


Column 4 Column 5 Column 6 


asa 
to delay full implementation of the 


liberalization 
and elimination of trade and 


labor environment health and safety 
red tape and corrupt practices continue 


which is often neither 
and required land- 


prices of certain other goods -- 
maize petroleum produc and state-provided 


allowing the private sector to import 


Secretary Temistocles Montas called in Paris Club governments\' local representatives on December 
ly total missing, noting that many of the W&W cases involve more than one person and that the volur 


Column 4 


though a legacy of fiscal indiscipline continues to 
growth in money 


headline inflation 
and was at 12% in October 2004. 
excessive government spending has continued 


the kwacha was trading at approximately 109 


but proceeds 


overseen and well 


Continental Discount House 


which operate on a commercial 
have dominated MalawiVs commercial banking sector for 
these banks 


6.4%; FBM 
2.2%. 


Column 5 


and First Discount 


for-profit 


3.8%; and 


Column 6 


S OF SRI LANKA, IN COORDINATION WITH A UNOCHA-FACILITATED ASSESSMENT IN NINE ТЕ 


2CEMENT IS CARRIED OUT BY A NUMBER OF LOCAL OR TOPICAL AGENCIES DEPENDING O! 


the Consular Section remain unresolved; 267 welfare/whereabouts cases have been resolved. 2. (l 
CTIMS. USAID/DART HAS IDENTIFIED AND SIPDIS SUBMITTED FOR RAPID CONTRACTING 1 
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in which the government holds a 4996 stake 


the Capital Market Development Act 
and the Capital Market Development Regulations 


regulatory and accounting 


2000 when 
respectively. Two new brokerage firms 


began 
respectively. The MSE remains 


Blantyre Hotels 


Sugar Corporation of Malawi (SUCOMA) Stanbic 

Press 

Old Mutual Sunbird and National 
2004 6.716 


and the market 
Leopard Match Company Limited Malawi 


Manica Freight Services Limited 


and 


the U.S. 


but will regulate mergers 
and takeovers that are of national interest. 


land Office Telephone Numbers: (358-9) 1602-2000; Fax: (358-9) 1602-2225 After-hours Official Nur 


ficial relations between our two countries in a spirit of cooperation, goodwill and friendship. Please a: 
n a recent visit. The loss of this economically important minority would be a further blow to the count 


ess delivery, telecommunications, computer and related services, distribution, healthcare, constructic 
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the Malawi Young Pioneers 


but there were limited incidents of post- 


and 
also 


but these 
however 
belligerent neighbors 


revised 
provides the legal framework for combating 


the ACB has thus far brought forward a 


among 
the ACB 


but is not a signatory to 


bribes are not tax 


Column 5 


incidents 


no nascent 
or other politically 


Column 6 


immed Al Nasiri, director of the Iraqi Voting Program at the IOM, and MFA Under Secretary Abdullah | 


remainder of activity receipts and financial report. The post sent them to USAID 12-28-04. Once coni 
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there is neither a bilateral investment 


Malawi has not 


the United Kingdom the Netherlands Denmark 
Norway Sweden and Switzerland still maintain L 
engineering medicine education 


the government 
Entrepreneurial and Vocational 


1997. The Act allows 


industrial relations 
labor unions and government 


irit as recent public exchanges between the two countries. At this stage, Mulki said, Tehran is sendin 
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26 unions were registered. 

however given the small percentage 
the lack 

and a resistance 


and have the right to 


mechanisms for enforcing the provisions of the 


resulting in almost no labor- 


Malawi had approved 21 
of which 17 were operational and four 


but not all of their 
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V police continued to receive training 


Lithuanian 
121 crimes (up 
the police shut down a 


14 in 2002 8 in 
0 in 2000). In December 2004 a Kaunas court 


ash pledge was for one year, beginning in March 2003, and the Emirati cash pledge was for nine moi 


Column 4 
8 
and 2 years of imprisonment 


000 doses of LSD 
3 kilograms of marijuana 


2003 
Customs officials confiscated 


000 Rohypnol pills (26 kilograms) at a Latvian border 


a parliamentary 
Kestutis Virbickas 


\" made from medications containing ephedrine 


in cooperation with 
destroyed 52 
426 in 2003 and 22 


884 in 2002). 


more Lithuanian citizens become involved 


heroin 
mostly in 
Germany (11) 


the Police Drug Control Office 
and authorities in 


Lithuanian 
two Belarusians 


and several forged 


Column 5 Column 6 
respectively for 
71 000 ecstasy 


and 2 liters of 


in the largest 


resigned following 


141 square meters of poppy 
676 in 2002) and 196 


cocaine marijuana 


and Sweden (11). There were 


Swedish and Norwegian coop 


and two 


aliban. Afghanistan is a major recipient of Finland\'s foreign assistance; Finland aims to disburse abı 


members applied for registration as an independent organization under the new name. While waitin: 
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especially in schools. In 
20 rehabilitation centers (which together can 


with 315 people receiving treatment in 


in January 2004 1 148 persons 
are registered drug users. In 

219 inmates were infected with HIV. 

the 

000) for equipment 


train officials and educate inmates at the Alytus 
a reconstructed building capable 


a prevention and rehabilitation center 


cases of drug use were discovered among 


the GOL 


the U.S. continued to 


the U.S. funded “Тһе Network of 
a U.S. court in 
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Lithuania extradited an 


the Lithuanian State Security Department discovered 


Minnesota. 


including that of a major organized crime 


it still 


the USG will continue to 
and 


the DEA will 


458 31 152 


hallucinogenic 
various psychotropic drugs and precursors. 


VIEMBASSY ROME 0672 UNCLAS SECTION 01 OF 02 BUCHAREST 000008 SIPDIS FOR CA/O( 
January 16. The biggest surprise was clearly the third-place candidate, a Croatian-American busine 
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190 0.4 


000 30 720 


000 units of various psychotropic 
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Mulki 


and emphasized the importance 
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a MONUC officer reported that Kivu 


said President Kabila had told 


and claimed that Governor Serufuli was directing the 


Column 4 
an 


000 civilians had been displaced from 
between 
Mabe and 


BG Amisi reportedly told Isberg that 


with 


it would be 


MONUC confirmed that Mai Mai and 


one Kinyarwanda-speaking Congolese 


and 
Walikale town 


MONUC poloff reported that there were 


Radio Okapi reported that Nyabiondo 


a large 
and a church was 
Mai Mai 


a MONUC team 


Column 5 


and one Mushi) 


Column 6 


Column 4 Column 5 Column 6 
however saw the local administrator 
and 


an international NGO worker told 


and would not let anyone 
during which time they 


OFDA officer told poloff that a 


and the Lubero-Goma road was 


fighting and 


the real possibility of an ex-ANC/FARDC showdown 
any number of scenarios are 
including the possibility that the ex-ANC is 


south to Kalehe west to 
and Masisi and Rutshuru territories. These 


12/30/2004 14:39 O4TELAVIV6665 Embassy Tel Aviv 


Column 4 
in which one door is sealed 


and terminal management hope 


however 


as well as a physical 


the 


but as yet the GOI has taken no 
KarniVs physical 


its peripheral areas 
and its 


the original open-air loading docks 


and its walled section was expanded for 


raw materials 


Column 5 


Column 6 


must be accompanied by 


aggregates 


and 
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maintaining the wall\'s V'security seal. V 


with an overall average since 2000 of 


rather than оп. End note.) 


000 
both empty and full COGAT says terminal 


500 truckloads per day. 


however 


with its time-consuming and damaging element of 
remains in 


and 


which the World Bank 
and an expanded terminal parking 


the bank says. 


S FODAG NSC FOR MELINE CDR USPACOM FO J3/J4/POLAD E.O. 12958: N/A TAGS: CASC, E, 


uros (31,038 licenses issued; 360 licenses denied). For China (excluding Hong Kong and Macau), th 


Column 4 
and is doubtful that 
in 


handling 


and bottles 


including wood 
grains and flour 
and are sent through the wall via chutes 


OCHA 
head of COGAT\'s Economic branch 


and vice versa. He said that terminal 


25 feet wide 
with bay doors that open to both the Israeli 


Doton 
\"like a lion\'s cage.\" Israeli staff monitors the rooms 


Column 5 Column 6 


a process which Doton conceded often 


plastics textiles 
present much less of a security risk 


and ICRC. Lt. Col. Itzhak 
noted what he 


and 


` became better known, and private donations grew, the ΘΟΕ added another 2 million euros: one milli 


ief, Iraq reconstruction, aid to the Palestinian Administration). He pointed out, however, that Oman w 
ı as the League, but she is unaware of any local objection to the January 30 election date. Houssein r 
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explaining that in 2003 a Palestinian 


and opened fire through the gap on two 
killing one and 


a 2004-model mobile container 


said Doton. With the 
terminal staff is able to check groups of five 


with another eight to ten minutes for 


a number that would drastically cut 


with that number being much lower on 


as well as 
as 


however and an uncertain security situation as 


working on a 


even 
making it difficult for the IAA to 
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the sounds of gunfire called 


and 


many of them simply do not 
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Y and acknowledged 


V Peres said that internal divisions 


rather than via direct aid. Senate staff members 


serious leader 


amenting regulations of the Cartagena Protocol. 2. Bulgaria started transposing the EU biotech legis 


the account. Lithuania\'s Red Cross reports that, to date, more than 900 private donors have contribi 


Column 4 Column 5 
Peres said 


Sa\'eb Erekat said in an 


especially following the January 9 elections. 


the U.S. should encourage its 50 largest 


each of which Peres described as having larger 
to invest in the Palestinian 


however that the 


as demonstrated by the lack of investigative 


Peres 
in 
and said that Israel will implement unspecified 


\" 


Column 6 


THE DRAFT REGULATIONS HAVE BEEN PUT ON HOLD AFTER A SERIES OF OUTREACH EVE! 


1e Permanent Advisory Committee, will present a modified proposal at the next meeting, which was a 
:CT: GREEK NATIONAL KILLED IN PORT HARCOURT 1. (580) Francis Lauze, Security Manage 
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especially by the U.S. 


but that any policy of not talking with the 


but that he can V'start fighting terror any 
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but insisted that they stop 
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noting that Syria supports terrorism headquarters 
continues to station troops 
and permits Hizballah to operate against Israel. 


including sanctions and 
required to halt the IranianVs 


the Ambassador Senate staff and military escort 
Israeli Defense Minister Shaul Mofaz noted 


but Israel must wait and see how they act after the 


reduce the number of independent 
and unify command. \"We need to see one rule 
one gun \" he said. Senator Lieberman 


however that they must stop incitement and actu 


: August 2005 OWEN 
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collecting 
and preventing re-supply by smugglers. 


V primarily in the West Bank. He said Israel 
but 


continues to 
and permits Hizballah to operate 


and Saudi resources); and the return of 


which he described 


he said. Mofaz confided that Israel V'does not see 
which he 


including 
required to halt the 
but \"time is running out." Mofaz 


with its extremist regime support for 
and long-range surface-to-surface missiles asa 


but he expressed 


g the route and to establish a communications network for Iraqi forces responsible for trucker securit 
and Construction Company, (an affiliate of French firm Stolt Offshore Services), confirmed the killing 
qpared to 4.8% in 2004). In drafting the 2005 budget, the GOP built on its success іп 2004 in revitaliz 


rial Order No. 376 for the Year 2004 It has been decided: Article 1. The ban is to be lifted on the im 
‘ceiving financial donations after having established a dedicated relief committee. The committee ha: 


erations in Iraq expired December 31 and has yet to be renewed (although he expected parliament tc 
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Director of MOD Director for Military-Political 
Chief of Staff Ami Shafran Military 
Media Adviser Eli 


and MFA Director for Congress Meirav Eilon-Shahar. 
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history would rue such a 
the best tack would be to 


the CG offered. If Atiku believed he had the inside 
the last thing he would want 


Atiku and by extension 
should be dousing such talk explained the CG. Their 


the CG concluded. 


Kalu\'s talk about civil unrest 


we Clearly signaled 


AL MARKET RATE FOR DJIBOUTI FRANCS. POST ENQUIRED AT THE BANQUE POUR COMME 
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an 
told 


and a handful of even 
they are working to counter what they view 


APGA may not be 


members of the National Executive 


competing factions in each 


the murky 


the only AD governor in the country. Obanikoro 
and one of 


Column 4 
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negotiators are now pursuing a 


or another with a similar aim 


who continue to decline 
reportedly are now seeking a greater 


who was willing to see the secular Shinui party leave 


Sharon faces continuing efforts 


however 
and 
he appears to hold a 56-42 majority in 


the stronger the 


so too does the 
providing an incentive for 


the longer negotiations take 


told the Ambassador this week that UTJ 
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is likely to 


requires only a 
with 


the more UTJ leaders 


ss need to obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Sr 
y have generated enough frustration to reform it before the next cycle. Overall, Congress had a sub} 


zMBER 2004, MADRID SUBMITTED FIVE VISAS VIPER CABLES IDENTIFYING TWENTY-ONE € 
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the 
which includes 


i.e. understaffing 
large caseloads and inadequate pay. 


oral 


suspects must be 
but 
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corruption lack of 


or electronic communications. The 


in practice can be 


ave a coordinated effort in Bahrain at this time. Possible areas for future cooperation include judicial 
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there have been no new developments by the GON 


000 plus person National Police Service 


killing and 


in Rivers state the GON established an 


members of 


it would be difficult 


especially in Northern Nigeria 


Iran 


Column 6 


am from Kabul and Mazar-i-Sharif on January 11, President Adamkus will likely discuss GOL participe 
Jes with MFA Chief of International Organizations Department, Ambassador Talib Miran al-Raisi. Tali 


nter. 2. Paschals told Econoff that the Center is encouraging interested donors to make contribution: 
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the GON has 


the GON has hosted the Commonwealth Heads of 
All Africa Games Visit by the Queen of 


many ECOWAS meetings; all have been 
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Romania will 


and current and 


there have been two 
one arising from a 


when purchasing land or a 
that in those cases where a 
it may be 


ipany is a sole proprietorship operated by Olivier Calvez from his home. The address is 9 rue des Me 
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the public institution must 
the 


Column 4 Column 5 
Romanian legislation provides for 


investors have complained that the 


state subsidies accumulation of 
debt rescheduling and debt-for-equity swaps are 


Romania\'s legislation has seesawed between 
amending and suspending investment incentives. 


with the government at times suspending 


Romania is 


new fiscal regulations do not grandfather past 


customs and tax 


Romanian has capped the 


and likewise state aid for small and medium- 


a system of industrial 


while companies that establish 


Column 6 


st support to the IMIE mission, and stressed that France would channel its contributions via the EU\'s 


0 percent of exports in 2004 and its leaders are politically well connected. The GOP in October imple 
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and eventual local tax 


a new government amended the Fiscal 
abolishing tax brackets and 


2005. Offsetting these cuts is an 


in line with the corporate 


Romania 


but no formal 


and may actually 


a pharmaceutical company petitioned USTR for 


adopted in December 1991 and 
guarantees the right to ownership of 
air rights and similar 


property can only be purchased by 


2007 EU citizens will be 


R OFDA SENIOR REGIONAL ADVISOR TOM DOLAN KATHMANDU FOR OFDA REGIONAL ADVIS 
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the land must be sold within one year of the 


investors can purchase shares 


and specifically addresses the protection 
in an effort to 


ANL targets young applicants and 

and 996 for applicants over that age. Banks 

practice more flexible terms and 
interest charged tracks LIBOR at six months for 


with the addition of Romanian country 


including 
and has enacted legislation protecting patents 
and copyrights. Romania signed the Internet 


enforcement is 


yet 


the U.S. 


Column 6 


Column 4 


Column 5 Column 6 
optical disc piracy grew and poor 


and when cases are 
penalties meted out are light. No one has 


on the 


on the protection of integrated circuit designs 


and 


and ostensibly oversees copyright enforcement. 


Column 4 Column 5 
copyright law enforcement is a low priority for 

judges police officers 
including those 

view copyright piracy as a 

coupled with lack of 

has resulted in weak enforcement of copyright 


music and video is 


piracy rates are still high. 


the designs 


property titles licenses 
regulations change frequently 

which can 

make 


some ministries such as the 
do consult with 
but not all. The labor code adopted in 2003 


the GOR pledged 
but whether it will 


Column 6 


and 


and utility 


ent of the damage in Burma (reftel). While various field missions by UN agencies, the Red Cross, ar 


YS 


Republic of Bangladesh 


OFFICE TELEPHONE NOS.: (880-2)716-1501, (880- 
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foreign investors generally have 
making investigation easier. 


redundant or too-frequent audits and reviews 


debt rescheduling schemes 
or discount 
implementation of the law has been slow 


filing and approval of prospectuses and 
1995. On November 20 1995 
at present lists a total of 60 c with 


is based on a basket of the 10 most active stocks 


zIBaradei could be prevented from pursuing a third term as DG. She noted that France does not beli 
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RASDAQ an over-the-counter stock 
was inaugurated. It is supported by several 


040 companies are listed on the RASDAQ 


which 
RASDAQ. Once 


the consolidation process 


Romanian 


non-transparent privatization lack of 


the GOR issued 


but 


in conjunction with non-transparent 
tends 


hedge funds and venture capital funds continue 


financial investments and regulated markets. 


and was complemented by Law 512 on commodity 


Xf Reserve Bank (RBZ) Governor Gideon Gono to try to restore productivity to the agriculture sector. 


Column 4 


the state-owned Romanian 
with assets totaling $6.5billion (2796 
is to be privatized in 


EBRD and IFC 


the two international finance 


the GOR will re-sell the shares to provide the 
(896 of the stock has 


of the 39 banks operating in Romania 
Societe General) 

is the 

followed by Raiffeisen Bank ($1.4 
7.1%) 

$1.28 billion 

with 


almost 7% of the annual GDP 


non-performing past due and doubtful loans now 
but 


and there are no restrictions on mergers and 


with the result being that Romanian law 


with the exception of 
for which Romania was 
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for 


the 


ABN-AMRO Bank ($1.3 billion 
6.5%. 


y delivered a formal letter of request to India's Defense Secretary, India s Foreign Secretary, and Na 
ORMED US THAT NOT ONLY WILL COMPOSITION CHANGE, BUT THE CUMBERSOME 37 MEM 
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Romania is 


municipal zoning offices local financial 
and other bodies are influenced to some 
demands for 


but enforcement is generally 


but powerful and influential 


undercutting the state\'s professed commitment to 


the 


the Romanian government established in September 


Column 4 


Column 5 
staffed by prosecutors and police to combat 
most anti- 
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criminal prosecutions of only low 


and it has signed and 


and Romania is one of the three members 


in March 


reduced GOR vulnerability 
and improved fiscal responsibility in 


000 state entities with 


000 bidders. With a turnover of EURO 300 

the system resulted in an estimated average 
saving the budget EURO 100 million in two 
the 


as the bids for complex supplies and 


lack of competence and excessive workloads. 


court orders are 
attorneys and 


most commonly to V'speed ир\" litigation or to 


in which, according to journalists present, he charged that the plot was real, that it was organized by 
ts. Turkey has pledged USD 1.25 million to tsunami relief efforts. We expressed appreciation for Tui 


3he indicated that as Political Director Laboulaye had only returned from leave on January 4, a decisi 


2 he required a professional diplomat in Washington, skilled in negotiation and well-versed in trade n 
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litigants in virtually all cases have 


which clogs court 


which surfaced in 
has escalated to a steady stream of 
some of which involve U.S. companies being 


including customer credit card data. There 


the hackers have 


ratified 


liberal capital transfer 


and avoidance of trade-distorting 


the U.S. government negotiated an agreement 
including 
to cover any possible inconsistencies between 


the U.S. and EC signed 
in 
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JU) ChevronTexaco\'s Chairman met with Ambassador Wood after earlier meetings with President Ur 


n becomes OECD trade committee observer -- Taiwan leads world in chip packaging and testing -- ` 
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bilateral investment treaties 
Estonia 

the Slovak Republic 


which will only take 


Algeria 
Austria 
Bolivia 
Croatia 
Finland 
Indonesia 
Lebanon 
Mongolia 
Pakistan 
Portugal 
Slovenia 
Switzerland 
United Kingdom 


following the signing 


and software designers win kudos for quality 


local labor performs well with new 


there continues to be a shortage of western- 
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Latvia 
Romania 


Argentina 
Bangladesh 
Bulgaria 
Cuba 
France 
Israel 
Lithuania 
Morocco 
Paraguay 
Qatar 
South Korea 
Tunisia 
USA 
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Lithuania 
and Bulgaria. All 


Armenia 
Belarus 
Cameroon 
Czech Republic 
Gabon 
Italy 
Malaysia 
Nigeria 
Peru 
Russia 
Spain 
Turkey 
Uruguay 
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labor-management 


unemployment officially stood at 7.8 


special consulting contracts 
work permits are 
and 


and an exemption 


Romanian and non- 


there are six FTZs: Sulina (located at the mouth 


at the entrance to the Black Sea-Danube 


60 km south of Bucharest) 


at the GOL pledged 350,000 Litas (USD 132,000) from its reserve fund to UNOCHA on January 5. In 
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and Tourism. 


direct 


cumulative 


of which $1.42 billion represents 


cumulative foreign direct 


Daewoo 
Siemens 
Johnson Controls 


Socit Gnrale 
AIG 

Banca di Roma); 
France Telecom 
Airtouch- 
Marriott 

Crowne Plaza 
Trinity Industries 


LNM 


Unilever 
Kraft 


Delhaize 
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Continental 
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Alcoa 


Honeywell Garreti Michelin); 


ABN Amro 
ING Barings 


OTE 


Best Western 
Accor); 


General 
Marco 


Henkel 
Coca-Cola 


Carrefour 


Hypovereinsbank 


Howard Johnson 


Solectron 


Parmalat 


Cora 
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aluminum processing 


food 


the European Bank for 


Romania\'s biggest investors are: 


or 17.90% of total FDI 
banking 

and food; 

or 12.79696 in food 

IT 

banking 

or 8.696 in insurance 
banking 

automotive 
hospitality 
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with 
insurance 


machine-construc cement 


hypermarkets; 

food 

chemicals hypermarkets; 
agriculture manufacturing 


le Communications Standards Manager and ANATELY' lead on ITU. Serra and Ramos said the GoB 


low awareness of HIV/AIDS, the Global Fund has played a crucial role in two areas -- education and 


tes, followed by annual leave from December 15-31, 2004. The EXBS Advisor\'s FSN Assistant was 
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which he said was too centralized 
\"too many" in AlckminVs estimation. The Fernando 


he claimed. Alckmin noted that his own 


the PSDB had done well in tl 


the PSDB 


he said was a constructive 
and supported many of the important reforms 


though he avoided any mention of who the PSDB standard- 
suggesting that it is V'too early" to 

V who would undoubtedly make it 

but was not \"unbeatable\" in the 


Alckmin agreed with the Ambassador that 


acknowledging that the U.S. was 


which it fears will 


China was also an important trading partner. 


stressing the importance he places on 
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both local and 

while he credited the Lula 
he also 
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while Kosor is lucky to draw 20 percent 
the elections real 


encouraging him to 
and perhaps even step up 


Mesic remains the nationYs most popular 
a classic populist who often serves as the moral 


Y in sharp contrast to the oft bad-tempered style 
Franjo Tudjman. Known in U.S. circles as 
Mesic 


a movement against Belgrade\'s 


but then left in protest against the 


and as president he 
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reforms on the path to 


iported EU funding and other forms of assistance for the elections and had also contributed euro 500 


ceptions that may arise if Australia were seen as letting a procedural concern8 such as additionality r 


Column 4 Column 5 Column 6 


asking 


currently deputy prime minister and minister of 
veterans affairs and intergeneratione 


however has opened its checkbook and activate: 
making Kosor by far the most promoted 


perhaps to show herself as more 
taking an absolutist stance against 
calling the indictment against 

and flatly opposing the controversial 


her Mother Theresa image as Mesic calls it 


he has 
\" after 


with several candidates claiming that ICTY fugitive 
and others 


all of the far right candidates combined will be 


who enjoy 


as 
and is 


ill represent the Foreign Ministry in Geneva. Duarte explained that President Lula is meeting today w 
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Regional Director 
Mr. al-Sudani 
October 13 2004 - 


V states that he and his 
and provides names of U.S. military officers with 


and he provides his contact information. 
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monitor and collect information 


but will eventually pay big 


even after four months of legal intimidation by 
the USG should be careful about funding 


sion of the Ministry of National Security. MNS officials have indicated to emboffs on several occasior 
contact PACOM to coordinate the assignment. Leach 


ime:FAGOT-Jardines, Edison David DPOB:43 YOA- UNKNOWN Gender: Male Name: BOLANOS, ( 
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there will be no 


Spain is the greatest disappointment. 


but his Foreign 


but he 


but Lagos is now contemplating 


but Cisneros thinks he will accept a 


with subsidized oil sales. 
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he would lurch to 


China had moved visibly into 


odds are good that he has actually 
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issued by 


according to a 
who 
idle estates in 


H Research & Development 5 M Real estate 4 M Rental/L 
ave a coordinated effort in Bahrain at this time. Possible areas for future cooperation include judicial ε 
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with the National Assembly or at some other stage in the approval process. We will follow up with the 


elections will help in that regard, Abdul Jaleel opined that the U.S. is in a &difficult position8 because 


s stricken by the tsunami. While there are no details on individual debts, the Kuwait Fund for Arab Ec 
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has reaffirmed the agrarian reform of state 


and both IRS equivalent SENIAT and state oil 


rancher spokesmen have reacted cautiously. overnor 


has tarried. 


his committee probably will compel property owners o 


Cojedes stateGovernor Jhonny Yanez 


\"latifundos\" (i.e. giant idle estates) 


\" it singled out 25 private properties ad 


academic judicial and para-statal offici 


decreeing 


a property owned by a 


an 
wildlife reserve 
and popular tourist 
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President Hugo Chavez praised YanezVs V'war against 
V which Chavez during his November 12-13 


affirming that it served to implement the 


and eight 


an Accion Democratica (AD) National Assembly 
told the press that Yanez needed legal training 


Albis Munoz president of umbrella 
doubted the legality 


who told poloff on November 23 that the 
said that the governor had not 
according to December 


he affirmed the governor\'s 


president of pork 


Column 4 Column 5 
told the agriculture counselor 


but he expected few results because state technical 


Yanez has since aimed at 


Yanez-- interrupted by several phone 


in part by dictating land 


he added that land expropriation 


whose goal will be to resolve problems that 


the National Lands 


has yet to play a prominent role in the 
headed by former 

for impeding the 

INTI 


Column 6 


Column 4 


Column 5 Column 6 
53 of INTIVs largest rural properties average 112 000 
whereas under the land law а \"latifundio\" is 
000 hectares. 
the GOV 


which has been 


especially since 


whose Cojedes property 
told the press that Cubans had been 


aradical decree a follow-on 


and an outcome that--short of drastic 
but landowners will have 


\" 


and televised public ceremonies in 


\" however cannot be 


i). A least developed country, Yemen is in the embryonic stages of Access and Benefit Sharing (ABS 


eastern Chad has overshadowed their situation. They provided a list of needs, including insufficient fi 


achinations of the KMT-led Pan-Blue coalition. KMT leaders insist they are not the obstacle but offer 
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owned vehicles stolen in confrontations with old-guard party loyalist thugs, and the recent arrests for 
equest that the Department provide us the U.S. prespective on how IMIE is linked to UNSC 1546. Er 
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the GSL 


while the International Monetary Fund (IMF) 


accompanied by four members 


inevitably the entire country. Significant 
while 
trucks and buses were observed still lying 


including stores in Galle remain 


disrupting the delivery of relief 
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rendering them unharvestable. Galle Port 


which is 
suffered 


as ability of our DRAT to 


international donors and 


USAID is soliciting proposals to assist the 
Galle and Hambantota. In addition 


east and north. 


one DRAT member and 


1ing year, to focus on the most practical and best use of potential resources. Finally, EXBS advisor οἱ 
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no response had been 


1/1/2005 3:59 


Abdulaziz 
YBA was firm in saying that the Sultan had no 


on the other hand 
he 


Foreign Minister 

and his old interlocutor Rafsanjani. 

he said 

but Bin Alawi said he understood that the 


but that Khamenei had moved to a location too near 


and the illicit smuggling between the two states 


but manageable if Iran is not 
he thinks Tehran is either 


but feels Iran must be 


and sought the MinisterVs 


and that he planned to raise the matter 
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has thoughts of 


was not typically done by 


a result of the tsunami stands at eight, with one additional AmCit missing and presumed dead. Conc 


Column 4 
YBA was 


shifting some of the spotlight away from Iraq. 


Qorei 

bringing about а V'new 

who visited Muscat 

gave the Sultan an encouraging readout on his 


YBA continued to 


and what it most needs now is a greater lraqi police 


the greater 


bin Alawi admitted that he missed 


YBA said in reference to the 
the view in the region was that being a squeaky wheel 


he believes. He also believes there may 
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and Finance Minister 


; that he expects the GOT will impose limits in line with safeguard procedures in section 242 of the W 
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\" made worse by RiyadhVs blockage of a gas 


the Minister said 


since royals could rise above petty tribal 


YBA said Saud replied 


but it also worsens 


1/1/2005 5:01 

surprising 

more important 

drawing on the MFA\'s now more forcefully 


to a Turk 
we asked 


and the interpretation 
Evirgen said 
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that Bahrain and 


05ANKARA1 Embassy Ankara 


Kharrazi Erdogan did so 


\"wants to believe\" contains an 


KharraziVs face 


¡ESULT OF AN ON-GOING SPANISH POLICE INVESTIGATION IN COOPERATION WITH SEVER 
iken over control of construction completion. End Summary. Lot A Woes Overcome - Inshallah ------ 


Column 4 
if Iran did obtain nukes 
Evirgen said quietly that 


Turkey and Israel held very detailed 


we then asked 


\"but who knows what the world will look like 


Evirgen affirmed that he did but the Turks did not 


who has close contacts with 
that 


Erdogan is ready to sign a 


Evirgen noted wryly 
Khatemi has boxed himself in by acknowledging that 
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the challenge shifts east to the bottleneck at the 
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ча 


because the Turks want 


unusually for the normally wily 


05ANKARA2 Embassy Ankara 


ie SIPDIS channeled through the Red Crescent Society. He noted that Bahraini NGOs were also rai: 
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the backlog of 
000 

northbound 

000 trucks per day 


500 average needed to avoid long delays for truckers. 


the line southbound dwindled to almost zero 
they will again face a long wait to 


it translates 


reducing the number of roundtrips per month and 


the 


Iragi-Turkish and 


for example 
meaning that 


Turkish trucker groups estimate the 
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well below 


Iraqi officials have not been 


Column 4 
the fees 
pick at the Turkish 


materials or 

the Turkish Jandarma 

just outside the Customs yard in 
which is done 

causing 


the Turkish government remains 
and we are encouraged by their 


the biggest remaining 


and await 
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two activities prominent in Posts MPP. 
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reportedly 
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zh Argentina will seek to consolidate its impressive economic and political recovery from the 2001-20! 


vices (high) --Management consulting services (high) --Banking and other financial services (high) --( 
and official passports coming to Spain on official business need to obtain a Spanish visa prior to arri 


| and other group members in the BOQ at Rota Naval Base. 3. Visitors are reminded that bearers ol 
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but looks 

but is 

Sudan 


impressing the Omanis with his pledge to unify the 


bin Alawi 


and told us that 


having pledged USD 1 million to support Sudanese 
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the EAC noted 


and CONS confirmed that there were no security 


RSO distributed copies of and 
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reftel B. In addition to 


the EAC will use JeddahVs lessons 


including the need to maintain a low profile and to 
RSO re-emphasized the 


RSO advised that 


where stand-off is reduced by vacant 
were re-dug over the weekend. Jersey 


and that the Embassy\'s FPCON and 
the EAC remains acutely aware of the need to 


and is prepared to take the necessary 
A/DCM 
A/MGT RMAS P/E 


which was preceded by 
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V before the opening of the 


s 5 --Urban planning and landscape architectural services 5 --Computer and related services 5 --Res 
n the French firm InVTrad to Pakistan, with the possible end-user being New Technologies Islamabad 


Column 4 


namely salt and fish. 


although he was unclear who would be 


although UNDP is not favored as 


in addition to UNDP and the French 
there are four obvious candidates for financial 


the International Cooperation Center (CCI) 


and that pulling the requisite 


in the meanwhile. 
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which are slated to become fully operational this 


was \"disappointing.\" 


several Ugandan businessmen expressed interest in 


but hypothesized they would likely 


Column 5 
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Embassy Djibouti 
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however 


reflecting serious shortcomings in the 


head of the lead Ministry on MCC told the visiting 


drawing on broad 

Assistant Deputy Minister MOPIC 
comprising a range of concerns. 

making the process even more cumbersome. 


a member of the 


the committee is creating 


MCC and USAID want to see 


such as the 
as good-faith (and 


they explained. But the funds 


Column 6 


Embassy Sanaa 


chairs the 


eplacement of the Supreme Court and other judicial institutions did not strengthen democratic institut 
fortunate that Damerval is apparently not a member of the PresidentVs inner circle. End Summary. | 
a result of the tsunami stands at eight, with one additional AmCit missing and presumed dead. Conc 
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the MCC delegation stressed the centrality of 


and said 


Sofan broadened the MCC 
the investment 
and the role of women in society. He welcomed what 


and explained that tradition and lack of education in 
but not impossible. 


he said going after high-level 


he believes MOPIC will pursue smaller measures in 
such as placing signs in ministries and 


including extensive 
training for judges and 


Jafri expressed commitment to make 


advancing womenvs roles in society will be a 


and were 
whether or not Yemen qualifies for MCC. All 
and that the countries future depends 


his 
and several interlocutors see MCC threshold as 
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due in January will speak 


and then it must 
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such as the referendum 


a fact that reassures the 


he said the Turkish Government 


who is close to Kurdish KDP leader Masud 
dismissed the Kurdish threat to boycott the 


he opined. Moreover such a boycott 


e exclusively Turkish law enforcement institutions and intelligence gathering organizations. They sup 
that in November five traffickers were apprehended in Istanbul, of whom three are in jail. He shared « 


nment. In an effort to raise USD 3 million worth of aid, the OCO has also set up special accounts for 


id experts to research and report on the ethical, legal, and social implications of abs. NSC is also plar 
n. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid, Barcelona and other lar 


ісе phone numbers: 359-2-973-76-75, usually answered by PM\'s assistant Galya Dicheva who does 


Column 4 Column 5 
but it puts the issue 


but they must go forward. 
noting that the U.S. and Iraq have 


he strongly 
will not change its stance on 


Zibari stated that the Sunnis want to vote; however 


none of 


while the Sunni Arab vote would be low the rest of 
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U.S. buyers appear committed to 


a total of sixteen people have 


including Mai Van Dau 
his son and four other MOT 
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Embassy Hanoi 
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officials charged with V'serious 
with the 


but the GVN postponed allocation until mid 


the GVN increased the 


exporters of non-quota textiles to the United 
remote enterprises (one percent) 


and enterprises with contracts with large U.S. 


the corruption 


MOT has made efforts 


allowing 


the amount of quota requested and the amount of 


MOT issued two notices on textile quota 


listed the companies that would be 
and instructed 


Column 6 
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r visits to Rio and Sao Paulo to speak to Brazilian governmental entities on regulations governing air 


Jes with President Bush on the margins of international meetings.) Purvanov would prefer an official 
nt Itamar Franco will be replaced by the head of Brazil's WTO Mission in Geneva, Luiz Felipe de Sei: 
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the corruption scandal has also 


the Minister of Trade 


MOT now prohibits the transfer of quota 
decreasing the 


lack of transferability of quota has 


at least in 
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the Chinese-language V'United Daily 


ral trade agreement with Russia. Despite problems in some sectors, trade has expanded significant 
ation, BSEC is one of the few fora Armenia has where it can build economic ties with its neighbors. A 


ЛІ service unions considered organizing another general strike, along the lines of Feb-April events (R. 


liament gets organized and new ministers and deputies are vetted through parliament. End summary 
anian government ministers responsible for the economy reveal pro-business and pro-American attitı 
! discuss the issue. Cimas-Hernando and Fernandez-Paniagua stated that Spain did not feel strongly 
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in which Chen called 


Urging 


pro- 


stable but 


V to consolidate Taiwan\'s 
and to actively push for as well as 


security and dignity of the 


he will 


and not messing up 


Chen said. 


he has extended olive branches to China numerous 


2004 his National Day s and a meeting 


2004 Chen has repeatedly expressed 


! cited the weakness of Chad,s opposition parties as a reason for public acquiescence to the ruling M 


Column 4 
Chen 


Column 5 
it is very regrettable that China still does not 


Column 6 
and it even persistently 


President Chen showed his appreciation 
including the United 


for their long-standing support of 


democracy 


but also long-term cooperative 


Taiwan\'s diplomatic efforts are facing 


and Taiwan sometimes even has to 


but they should not distort or even denigrate 
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American Institute Тг 
English-language “Таіреі Times" 


which is 
we can no 


ignificant step towards transparency and predictability, as well as toward the goal of formal inflation te 
SG, USA, Operations Coordinator, 880-2-885-5500, daodhaka@state.gov. THOMAS 
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V 


Taiwan will become 


it 


gloating over the DPP\'s troubles thinks Chen 


while Chen has pushed for constitutional reform 
he has not 


it is impossible for China 


no one can precisely say the US 


the leadership of the Chinese government has 


V using a demonstration of power 


however 
China launched 


does 


China should include 


English-language “Таіреі Times" 


Column 4 


Chen 


getting tough is going 


but that can\'t be 


it has tried to make room for 
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who is a regional level edible 


hopes the free trade agreement will allow 
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the long-rumored discussion of a Syrian 


with the Syrian consulate in Gaziantep set to open at an 
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while allowing 
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money from the extortion 


The Director for Latin America regularly meets with the Cuban DCM (the Cuban ambassador is residt 
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terrorism and financial crim and 
2003 which will take effect on October 
2004. 


Ley de Servicios de la Sociedad de Informacion y de 
that came into force on 


2002 for Internet marketing and distribution. 
company registry physical address and other company 
in 


2003 modified the structure 


in December 1993 (Law 
as an expansion to the criminal code whichcode 


which set the standards for regulation of the 
terrorism 


keep records of transactions and report 


mutual savings associations credit 


o obtain a Spanish visa prior to arrival to Spain. 4. THREAT ASSESSMENT: In general, Spain is sa 


Column 4 

insurance companies 
postal services 
casinos 


but now they are considered part of the financial 


000 euros. The 


500 euros. 
individuals 


000 

the Spanish authorities could only keep 
but had to 

which 


but it 
the authorities may keep 
depending on the amount of the 


the 

the Federal Prosecutors (Fiscalia) 

the Spanish National Police 

the Treasury 

and the Director General of Insurance and Pension 


should suspicious activity be brought to his 


this regulating body 
fines 
or seizures of assets. Changes in Law 


and a seizure of real estate in an 


Column 5 Column 6 
financial advisers 

currency 

and individuals and unofficial 


the Guardia Civil 
the Bank of 
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the Commission of Vigilance of 


so other members must rely on the 


and penalties are set forth in Articles 572 and 574. 


than drug money laundering 


Law 12/2003 goes beyond EU requirements. 
the implementing regulations for this law have not 
and it has not been used. Once in full effect 


sanctions or other criminal charges may be 


ited efforts. The number of AmCits deaths in Sri Lanka still stands at eight, with one addition AmCit r 


' Serzh Sargsian on January 11 in conjunction with a verbatim delivery of ref A talking points. Sargsia 
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and co-chairs the FATF 


and a cooperating and 


2002 and the UN 


2002. Spain is also a 


Australia Canada Chile 
Mexico Morocco Uruguay 
Chile EI Salvador France 
Panama Portugal Russia 


and the United States. Spain actively collaborates 
supplying and exchanging information on 
U.S. law enforcement authorities 


jewelry planes 
Spanish prosecutors the 
the 

FATF-like bodies and the Egmont Group to 


negotiations are conducted on an ad hoc basis. 


rather than administratively. 
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that the paper had arrived too late for member state reps to consider it. 2. (SBU) Weihs explained tl 
Djiboutian National Organization for Assistance to Refugees and Disaster Victims (ONARS) to witnes 
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THE ZIONISTS 
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AND THEY REALLY 


THEY WOULD HAVE STOPPED THEIR ATTACKS AGAINST THE 
AT LEAST TEMPORARILY. BUT INSTEAD THEY COMMITTED 


A POLICY 
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the Ministry of Foreign Affairs 
translated below 
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000) 
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000) 
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S. 2. (C) Storer responded that the Austrian Defense Ministry was actively considering a temporary c 
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led by Nguyen Huu 
to hold a national convention in Anaheim California 
2005. Included with the demarche were a copy 


according to the 
a Vrepresentative of the President of 


the GVN requests that the USG take steps to 


and 


2004 GVN 


Nguyen Huu Chanh 

2005 in the 

800 West Katella Ave Anaheim CA 
in order to reveal the V'National Leader" and the 


Y and at the same time to create 


a representative of the President of the 


but also is being sought by the 


who are planning to organize a V'National 


on United States territory is a provocation that 
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having diplomatic relations 


Vietnam proposes to the United States to take 


and at the same time 


December 31 2004. 
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she enjoyed the 


\"which largely relies 


she 
with lunch provided by 
on NGO management. There were 15 


leadership and 


as well as 


rs are also members of the GOS Commission established to coordinate cleanup and reconstruction € 


Column 4 Column 5 Column 6 


as well as the 


such as Ambassador\'s Special Self-Help 
and Ambassadors Fund 
as well as the elements of a 
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who is currently serving a 


a former pilot with the Republic of (South) 
was arrested and jailed in Thailand in 


dropping anti-Vietnam 


and should be released 


we have noted that Ly Tong is in a Thai 
over which the United States has no jurisdiction. 


and further to the Ministry\'s diplomatic note 32/NG- 
2004 has the honor to present the 


irtners, the Labor Party (excluding Amir Peretz\'s Am Echad faction) and United Torah Judaism. Орр! 


pecially the National Electoral Council. She said that despite the setback of losing the August 2004 ri 
Je had not yet adopted Convention C - Convention of the Marking of Plastic Explosives for the Purpo: 
surity-related issues, was not familiar with the IAEA protocol. After reviewing the documents, he expre 
in Iraq would likely preclude MFA involvement in the International Mission for Iraq elections (IMIE). L¿ 


cted by the tsunami is a major priority for the GOS. Foreign Minister Moratinos and Secretary of State 
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2000 Ly Tong a Vietnamese citizer 
dropping anti-State leaflets. With 

Ly Tong had seriously violated both the laws of 

on December 25 

Rayong provincial court in Thailand handed down a 


flying the 
illegal 


he must be tried and 


according to information obtained by the 
while in jail in Thailand Ly Tong sent 


France saying that if set 
he will fly an aircraft into Ho Chi Minh\'s mausoleum 


this shows that the accused is a dangerous 
who needs serious punishment and to be under 


the Vietnam has the honor to request the 


December 12 2004. 
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nent to transparency and independence in the Galapagos National Park (GNP) Director selection prc 


the MFA technical staff on disarmament and terrorism issues. Spain supports the U.S. amendment tc 
y as the week of January 17 in a special parliamentary session. The mandate will provide for the Cze 
transportation costs rose most substantially over the past year, while domestic utility prices, property 


ry 20. Rodriguez said Guatemalan Permrep Ambassador Lars Pira had consulted with the MFA, and 
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the whole village would be gone 


the response of 


1994. 


where it was known that 8 people 
was found empty during the operation 


Diyarbakir 


be found and an investigation be brought against the Bolu 


Diyarbakir. 


the exports from 


President of the Turkish-Arab Businessmen Association 


President of the 


Column 5 Column 6 


but for the sheep 


where the dead bodies of 11 villagers w 


stry of Government Called TIP Meeting ----------------------------------------- 2. (SBU) On January 7, in ал 
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the new law also grants subsidy to 
if the new Law takes effect 


and Gaziantep 


Gaziantep will 


General 


held a seminar called "ЕО 
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many we spoke to in 


who 
openly told poloff 


Turks here listed: 1) a specific starting 


not some sort of special status or restricted 


Column 5 


Column 6 


Adana will fall 


the cities that will also be 
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imbique Entrepreneurship Forum --------------------------------------------- A. Justification: Mozambique lac 
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in 
seems to have been the most emotional issue. 


but none of them was willing to accept 


Relief 


we engaged a range of contacts for their views. 


those we spoke with 


a professor at the EU Institute of 
told poloff that the decision was not a 
but merely the latest step in a process that has 


Turks here nevertheless feel 


in fact suspicion remains. Many are still 
negotiatin delays or some 


former ANAP FM Bozer told a Kadir 


former VP of the 
echoed BozerYs concerns 


few here are 


Column 4 
however 


even if failure to do so would 


most admit that Turkey will have difficulty in 
especially agriculture 
environment 


even though many of the reforms would 


VP of the MUSIAD business association and 
for example 


even as Turks here take pride in finally 
there is a strong sense among 


but amongst themselves many Turks here 


petty corruption 


even bad manners and a penchant for doing 


VLook at this (traffic)! If they let us in 


there is 


Column 5 Column 6 


on whether Turkey should sign the 


and free movement of people. Cigdem 


lamented to 


sub-standard 


weNll 


mbers: We have no information on the Prime Ministers personal telephone numbers. Comment: Pr 


NVENTIONAL USAGE: PRESIDENT MOGAE FORMAL TITLE: HIS EXCELLENCY OFFICE TELEPI 
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but merely another (albeit large) obstacle on the long 


or at least 
can\'t be found by next October. Many 
moreover 


Turks here have now 
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but BNP suspicions of socially 


polcouns met for 65 minutes with 


15 relating to corruption 
pro-opposition political 
and three tied to assaults on Proshika premises 


with no formal charges having been filed. V'As 
no investigation is being carried out" He 


and the 15 corruption cases are 
all heard on a single day. There are also 
and eight against Proshika. 


and blocked efforts to hold him 
which contacts in the intelligence community had 


though his wife initially had trouble 


before serving another month 
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that the EU will forever 
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two to 


for 
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ignoring 


that there is little 
and that the time has come for 
the High Court struck down the NGO Affairs 


saying the requirement had no basis in law. A less 


Farooq said he met 


PMO Political Secretary Haris 
and several BNP MPs including Prime Minister 


affirmed a desire to work with it on 


and undertook to promote a positive 


and Bhuyian reportedly characterized the blocking of 


which objects to 


including 
to \"urge but not pressure!" the BDG to release 


JR USPACOM FOR J3/J4/POLAD USEU PASS USEC E.O. 12958: N/A TAGS: EAID, AEMR, PREL, 
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000 taka (about USD 5 000) per constitue, and 


the current High Court Chief Justice 
\"He has been a good judge and has 


Farooq replied “Не would be 
and he 


when he 


BNP hard-liner 


and re-opening ProshikaVs 


Rupantar from the 


Swapan 

who is essentially accused of being an Indian agent. 
the High Court's intervention on behalf 

and the 


such independence underscores why the BDG is 
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the 
which was in the eve 


Ahmet Kaymaz 
only to distract the police 


the wife of Ahmet Kaymaz for Vbeing a member 


Makbule Kaymaz may face up to 24 
Tunceli 


the Tunceli Jandarma Regiment Commander. A 


the (Jandarma) Commander would 


1993. He saved his life because 


after his recuperation he was forced to 
which had brought a charge against the 


President of the 


apart from the mysterious disappearings of seven people in 
a total of sixteen people disappeared 


ducts containing more than 1 percent GMO should be labeled. These standards, however, are rarely 
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Diyarbakir had been discovered 
and 
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saying that the call was evil aimed at fomenting 
hostility and disputes among Muslim states. He 


not intervene in others\' internal affairs and 


which could lead to serious 


Column 5 


people started to 
currently 
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there are 
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jht-flights will end once a new runway comes into operation later this decade). END SUMMARY. -----. 


J 1 M Urban planning and landscape arch. 5 L Computer and related 
‘GOI would send India\'s Military Attache in Bangkok to be their LNO to CSF-536 in Utapao. Lastly, Γ 
> GOJ and Parliament. HALE 

nman to facilitate the Coalition Support Fund (CSF) reimbursement process. The Jordanian Armed F 
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he added. 
Ghanem AI Boanain stated 


opening channels for dialogue and 


describing it 
V'our hope is that 


\"the call of radical Saudis to 


but they are wrong. Democracy is not 


he badly miscalculated. Bahraini 


mary interlocutor for the U.S. military, Colonel Osman Nour Soubagleh. The current military hierarchy 


ing supported the publication of civic education materials and workshops to educate the public on the 
ed engineering services (1) low --Urban planning and landscape architectural services (4) low --Comj 


, but the International Law Department would need to study the proposed language. Neither interlocu 


ilk than action; Scheffer said this view may have stemmed from false expectations. He emphasized | 


Column 4 


Column 5 Column 6 
representing a well-entrenched group in 
particularly the government and business 
are looking for ways to mend relations with the 
Al Faqih did not stand a 
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250 homeless. 


the most heavily damaged parts of 


4 500 homeless) and the southeasterı 
Thailand) in Kawthaung Tanintharyi 


1 750 homeless). The IFRC report furthei 


sea and road to more 
the IFRC noted that UN agencies international NGC the 
and 


to a lesser extent the GOB were 


an appeal for 


is. Taiwan plans to shift EMSVs USD 1 million annual budget to support expansion of the Integrated E 


з Central Bank\'s rate cut. He noted that Turkish Lira (TL) bond rates dropped by close to 2 percentac 
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the 


again to be number one. 


the 80 percent Portuguese government-owned 20 


came in at number two with revenues 


and Mozambique Ports 


Mobil Cil at 19 (USD 

Mobeira (subsidiary of Seaboard 
Avis Rent- 

Colgate Palmolive 

and KPMG at 83 (USD 4 


; as valid for return for a period of six months beyond the expiration date. 2. ANDORRA: The Andorr: 
xt, the December 27th papers carried reminders of what to do during an earthquake. 2. According to 
re. EDELMAN 

; the three month effort of the opposition Popular Party to embarrass ZapateroVs Socialist governmen 


Column 4 
the Minister of Tourism 


Zambezia 


due to the expensive prices of 


according to the 


the World Bank 
and the Beira 


management 


stating that Rites and Ircon 
will 


acquiring new 
and installing a new 


made by the ARJ Group 
will employ 80-100 national and foreign 
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and 


the 


etc). A third agreement was 


as the 


glam (LTTE) in the northern part of the island. Some reports from LTTE areas indicate as many as 1: 


Column 4 
and 


outfitted with modern equipment from Germany 
is only the second cement factory to operate in 


the new factory 


operated by Western 
will begin construction of 


000 tons of 


000 people living in the area. 


the country's most populous 


allowing hospitals and health centers to operate 24 


the governor of the Central Bank 
delivered an end-of-the-year statement on 


helped by significant construction projects 


and the inclusion of mega-projects such as 


monetary expansion was 9.2 percent 


but still remain 


registering 24 percent in November 2004 (as compared 


the metical 


Column 5 


such 


was 16.4 percent 


Column 6 


ing this about, but did not know the modalities. 2. (S/NF) The UAEG, upon determining that the equi; 
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whose value was more than 


a 
monetary expansion of 14.5 
and a 15 percent growth of credit in the 
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and the number of political 
588. However initial reports 


a well-known poet and 


an NLD MP-elect from Shan State arrested in 


an NLD Divisional Executive Committee Member 


aka Kyaw Oo) an NLD Youth member 


a Karen National Union 


the 
400 such 
the releases pale 


mbly during most of 2004 returned and largely voted against the deployment. Most of the pro- goverr 
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but the designated lead 

Military Affairs Security (MAS - the successor 
is unproven at delicate relations with 


a former military commander in Rakhine State 


Major General Maung Oo 


Director General of the Burmese Police Force 


we excised the language in the Burmese 


citing druglord Wei Hseuh 
in order to demonstrate a serious 


\" he added. 


Column 5 
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to 


and other 


Column 6 
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V he said \"but please 


Maung Oo said \"you will see 


head of the GOB\'s new 
said that the FIU had 
000 financial transaction reports and 20 


he said was 
as well 


when we noted that the joint opium survey involved 


Police Brig Gen Khin Yee replied Vin fact the 


including the use of (Burmese Army) 


Rangoon Division Commander Maj Gen Myint Swe. 


who spent three years posted in 
said \"the deadline is a Wa 


not a GOB one and if they don\'t k 


“апа the GOB will do its best to comply 
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but Connected 


although it is uncertain if the 


requiring delicate 


who enjoyed a reputation for brutality when he was 
struck us as confident and fairly 


he demonstrated 


a welcome departure from many cabinet ministers who demur 
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these statistics include 


cash-for-work programs and 


000 


and consular officers have traveled to Galle 
Hambantota and Ampara Districts as well as to the 
in an effort to make contact with American 


Maldives will need engineering expertise construction 


-905 598 058 (MR. LIZAK, DIRECTOR OF OFFICE) SPEAKS ENGLISH THAYER ΝΝΝΝ 


¡SY PARIS FOR REASONS 1.4B AND D. 1. (C) SUMMARY AND ACTION REQUEST: Following coi 


cluding the coordination of an inter-institutional group to address legal reform. Within this purview, th 


Column 4 


all the buildings have been completely 


DART 


a total of 82 have been killed; 26 remain missing; and 
000 are homeless. 


and no Americans remain 
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Mozambique may have been involved in both the 


the director of this small airline 


but there are allegations that 
Satar is said to have told police officials 


and that he earns a 


but half the group 
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DRAT 
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VMr. Mario 
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DAO) is expected to 
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\" 


Column 4 

and the other 17 were 
approximately 700 km away 
Ressano Garcia-Komatipoort. 


but in other cases of trafficking reported by the 
illegal immigrants 


or have attempted to cross by foot. 


17 Bangladeshis were repatriated via the Comoros 


both sides suggesting 


Indian and 


and 


but particularly in more remote areas 
it is not difficult for 


Column 5 


Column 6 


vention of the Suppression of Terrorist Bombings was imminent. The Minister acknowledged the G-€ 
i L. Browne for Reason 5 1.4 (D & E) Summary -------- 1. (C) Seabulk reported to Energy Off on 26 
lainst Russia at Sarikamis, Kars. The group Allahuekber Mountains to visit the scene of the battle. C 
)ENCE TELEPHONE NOS.: Not available. CELL PHONE NOS.: Not available. COMMENTS: PM Ber 


‘the Environmental Research Center at Yuzuncu Yil University, it is abnormal for wolves to approach 
ле parliamentary committees concerned with foreign affairs on the Convention for the Suppression of 
iment on the draft Civil Aviation Bill that the Embassy sent them some time ago. FUREY 

ıembership by using it as an entry point into the rest of the EU. End Summary. Training for Lithuania 
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where Post has seen probable imposters applying for 
draws 


which are routinely granted by Mozambican immigration 
often 


and said the issue would be 
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including in the north and east that no USG personnel 


head of the Liberation Tigers of Tamil Eelam 
at the home of Norwegian Ambassador 


the Ambassador agreed to 


Column 4 


including the 


like the tsunami--OFDA may also call 
including the Department of 
to \"contribute toW the USG response. OFDA 


as well as INGOs 
although no U.S. 


he 


Puleedevan seemed disturbed at 


he alleged. 


limiting the U.S. presence to 


Y he said 


Y he declared. Poloff replied that that would not 


the U.S. would rely on others--with 


and that no greater 


Puleedevan promised that AID 


if clearly marked as carrying humanitarian relief 
would not be taxed upon entering LTTE territory. 


armed with a CD-ROM and a power point 


Column 5 Column 6 


however 


to ensure an equitable distribution 


and urged 


f International Organizations. RAGSDALE 


e call. After-hours and weekend calls are transferred to the PM\'s Residence by an English- speakinc 
d to arrange the exchange through the Red Cross (ref B). EVANS 
AMEN BAYBURDIAN ---------------- 3. (SBU) New Deputy Foreign Minister Armen Bayburdian previou 


Column 4 
briefed on LTTE relief efforts. Within hours 
the LTTE had mobilized its cadres to help 


he said 


V he claimed. Since then 


Batticaloa and Ampara in the east). 

each district secretariat includes members 
the Government Agent; an NGO consortium; 
e.g. 


SAVE 
he asserted 


he continued 
as 
this is 


he said 


he noted. Reports 


he asserted 


816 displaced persons 
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while the Tamil 


UNHCR OXFAM 
etc. The presence of the Government , 
which he 


adding \"We have a lot of experience 


claiming that the Sinhalese 


tion center in Colombo, where the Government is temporarily housing displaced foreign tourists, in a 
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083 dead; 1 386 


901 dead; 692 missing; Ampara: 9 254 dead; 1 251 missing. 


Puleedevan said that he wanted to 
iu 


(but rather) emergency-driven.\" He warned 


even 


and upon 
referred him to address further queries to the 
who had agreed to act as an 


Puleedevan is a 
V a typical representative 


his seemingly genuine disappointment 
including U.S. military would not 


the Tigers 


n is the same as above) D. Foreign Minister: Ali Abdi Farah Title: Minister of Foreign Affairs Office ' 
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s notice...and that the 


S police contact promised to 


S various departments and that he 
carefully look into this matter. 


both explained 


we believe that both Tolon and his colleagues in 
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especially from 
s objective of 


highlighting that Jordan S 


Hindawi rejected allegations 
s trade relationship with Israel had allowed 
the debate 


as the PM 
S 
contending that 


S state religion is 


and criticized the MPs 
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bilateral preferential trading 
1995 agreement had been heavily 


to accommodate the 


he said. MOIT 

in particular were 

Hadidi added if content 

Egypt and Morocco is 


including in Jordan). 


it could bring to fruition what 


a QIZ factory manager told CODEL Thomas that the fixed 


and makes the prices for inputs 
open market 


first proposed at last June\'s bilateral FTA Joint 
would be forthcoming by the end of January. 
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of ROYG support for the political process in Iraq. KRAJESKI 


SIVENES --------------------------------------------- ----------- 1. (SBU) Seabulk Managing Director Robert C 


Column 4 

\" Saran elaborated. However 
200 

it is important for New 


he expressed great 


noted that Indian Ambassadors in the region have been 
and indicated 


the Ambassador suggested that this too would 


but did note 
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adding that the Islamabad talks were \"absolutely 


he took encouragement from the fact 


Saran flagged the following: 
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given the large number of 
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who wander across the LOC. This will be 


Saran reported that the 


Saran observed that all these 


Dixit\'s passing cannot help the process of 
septel will offer a 
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and high-level visits from the US could 


ле via the Royal Diwan via the Chief of Protocol, His Excellency Jumava bin Rashid bin SaVid al-Balu 
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we would attempt to provide 


Foreign 


and 
rather than traveling to Southern India. Saran 


the local 


he reiterated India deeply 


but for now is asking that US 


MEA Joint Secretary (Americas) 
telling PolCouns that the 


V ав New Delhi is 
not just those from the US 


the Indian 


India has been providing relief aid 
including Sri Lanka and 


Column 4 Column 5 Column 6 
in addition to providing for its own 

the GOI has highlighted its role as 

capable of meeting both its 


Bingaman Leach and a possible Code 
have all expressed an interest in 


and the limited number of sites that 
but are still reasonably accessible the 


the government of Tamil Nadu is 


air travel to the tsunami-affected areas is 


water and 
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Saran expressed 


9 451 Indians had di 51 1 were missing 
955 and 3 754 respectively 
for example 


Column 4 


Column 5 Column 6 
Ministry of Defense officials briefed 
Maldives and 
which 
and the stealth 
and four ships and some 1 200 men 


the Ambassador will 
its aftermath 


and what the USG is doing to 
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2004 


Jetention on charges of violating the 2003 law against alien smuggling and trafficking in persons (Law 
atically, but especially on the resettled farms, and Zimbabwean Sugar Sales Association (ZSS) has de 


Column 4 
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presents a very 
the 

Iraq affords an 
the 


the resistance will 


Deputy Prime Minister 


however 


non-representative lraqi 


however 
and Jordan has sometimes set too lofty goals. He 


economic 


the King said that if the people are poor and 
they will listen to extremists 
though 
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convicting Saddam will prove to be a difficult task. 
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that Jordan is glad to be helping U.S. 


is translating vision into 


and 


making political 
that Jordan 
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Column 4 


especially since many harbor doubts about 


and if Saddam\'s top advisors do not testify 
the defense will likely try to clear Saddam of 


privately owned Arabic daily \"Al-Watan\" 


based on Israeli standards of political activism. 


which violates basic 
further underscores Israel\'s attempts to mute the 


and are simply mechanisms for forcing the 


and atrocities 
the world 
including the attack on the U.S. 


even after the 
human rights violations escalated to such a degree that 


the year concluded with a giant tsunami that 


Column 5 Column 6 


despite great efforts (primarily 


/ training begins. Under the law, draftees can apply for civil service such as work in a hospital or alter 


ites. 2. BASICS Il was responsible for reporting on three child survival performance indicators in its ` 


Column 4 
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the 


rather than sell it to the only bidder 
Y amid concerns 


the Litas. On 
2002 
under a currency board 
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the Estonian 


the government pegged the Litas to the 


‘ition in Mozambique but has raised eyebrows since it is an entirely new company whose true owners! 
er fuel economic growth. End summary. 2. The Slovak GDP rose at a real annual rate of 5.3 percer 
ations (EMOPS) have been approved in advance of the UN\'s forthcoming consolidated appeal, and ( 
2515 the time and location of the next operational experts meeting and for information on Black Sea lit 


set out in reftel points. MANZANARES 
; difficulties and limited consular registers at the few Irish embassies in the region were hampering DF 


TELEPHONE NUMBER(S): 613-993-8200 RESIDENCE TELEPHONE AND CELL PHONE NUMBEF 
e a provisional license to commence international flights immediately, valid through May 6, 2005. Th 


drical alienation and the move may play well locally, it could also serve to generate ill will for his cause 
and Honduran importers. Several examples are provided below of instances in which the application 
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on the basis of 


but with compensation at market value in 


the government has been denationalizing 


though the criteria used to determine 


the national government requires that a strategic 


such as the 
such as favorable tax incentives for 
manufacturing and services. 


2003 requires offset 


create 
or purchase local goods as a condition for the 
however processed 


however since most R&D 


. On December 26, Prime Minister Paul Martin issued a statement of condolence and pledged Cana: 
агу. Reaching agreement on OHCHR Resident Office ------------------------------------------- 2. (C) The М 
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though such development is subject 


V which 
2003 is completely harmonized 


permits can in practice only be obtained in 


there are reports that the Migration Office imposes 


income or dividends after payment 
or to reinvest their income without any 


and a law on competition in 1999. An 


1ing from broken families. Incidents continue, one resulting in the arrest in Istanbul of a group of you 
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such as the 


taxes and relationships with 


investors are 


other than the 
which made it 


including the principles of the free 
protection of shareholdersY and 


free access to information and 
2004) the VLaw on 
2004 the Law On 


V the VLaw On Bankruptcy of Enterprises 
V and the V Law on Restructuring of Enterprises of 


the export permit, and Washington Agencies said they had no relevant information about the case. ( 
ІШТҮ PACT THREE-PERCENT BUDGET DEFICIT/GDP CAP. THE 2005 BUDGET WAS PASSED C 
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surety 


earnest money pledge and mortgage. Ban! 
which are regulated by the \"Law on Bankruptcy 
V are consistently applied. The law 


social insurance and state medical insurance 
and claims arising from loans guaranteed or issued 


1994); 


1994); 


1999); 


1997); 


1994); 
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2002); and 


in 2002 enacted regulations to protect 


Lithuania extended protection 
designs and applications. Though 


particularly Russia 


500 (USD 4 800) remain low. The rate of 
estimated at between 55-85 percent of 
was high. The software piracy rate in 2003 (58 


with the number of seized pirated 


music and software that had not yet reached 


confusing and often 


lists, who have been attending to patients. Indian aircraft have provided airlift capability to people anc 
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and that there is no mechanism within ministries 


bureaucratic incompetence and a lack of 


and still less 


nor does it publish an analysis of its 


health and safety laws may distort investment 
2004 to 15 percent and plans to eliminate the 

currently at 1 percent in mid-2005. It is 

the total tax burden remains high since 


000 (USD 1900) of an employee's salary. 


twice the rate a Lithuanian bank would 


κοκ E French Victims and a Fear that the Worst is Yet to Come ---- 
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trade-related loans are 


and the loan market expanded by 52 percent 


expected to be just under 1.5 percent in 2004 


driven by low 


well-regulated and 


representative 
and subsidiaries or through the acquisition of 


2004 amounted to LTL 


including 
insurance asset management and investment 
however has not attracted many 


whose market 
as of May 2004 amounted to approximately 
the 
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Northern Europe\'s largest 


the 
and 


or other politically motivated 


which counts large corporations among its 
reports no outstanding issues with corruption. 


unhelpful corrupt often abusive 


and customs officials who make 


which are seen as a ready source of capital 
in spite of the existence of several 


under the auspices 
to fight corruption. The 


ional Criminal Tribunal for the Former Yugoslavia (ICTY) and will follow the EU lead on any appropria 
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stalled in the second half of 2004 because of 
prosecutors 
the STT Chief 


released in December 2004 


the 
the police 


including free trade agreements with 20 trading 


the United States 
Israel 
Turkey 


including the United States. 


Estonia 
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and the 


noted that one 


and the health care system. The 


Australia China 
Korea Russia 
and a number of Central and Eastern 


Latvia 
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2004 


Azerbaijan 
Canada 

Estonia 

Iceland 

the Netherlands 
Russia 
Switzerland 

and Uzbekistan. 


white-collar workers have a 40-hour 


with 


but they are sometimes 


at 11.3 percent in the second quarter of 
is decreasing. Despite a planned increase in the 
analysts do not expect unemployment to rise 


one of 
may rise if the 


000 workers 
will have left Lithuania 


the 
for example 
000-4 
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it was LTL 2.53 to the dollar. 


Belarus 

China Croatia 
Finland France 
Ireland Italy 
Norway Poland 
Singapore Slovakia 
Turkey Ukraine 


about one-quarter of the 


reported a 
000 truck drivers. Large retail stores 
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such as construction and transportation. It is 


projected to be a 


when they were co-opted by the 


Kaunas and Siauliai. Klaipeda is the 
Kaunas is an air road and rail 
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as a proportion of GDP was 5.3 percent in 2002 and 
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tax 


economic policy health care natural resources 
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in order to comply with existing 


2003 modified the structure of 
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as an expansion to the criminal code that previously 


which set the 


Column 4 

terrorism 

keep records 

and report suspicious financial transactions. 
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000 euros. The law also 
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Customs 
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this regulating body carries out 
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or seizures of assets. Law 19/2003 allows seizures of 
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so other 
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rather than administratively. 


Column 6 


Chile 
Uruguay 


Malta 
and the United State 


1/3/2005 18:16 O5TEGUCIGALPA Embassy Tegucigalp 


impairing sustainable economic 


AID, AEMR, PREL, PGOV, Tsunami SUBJECT: SRI LANKA - EARTHQUAKE AND TSUNAMIS: USA 


Column 4 Column 5 
V and outlined several reforms needed to strengthen 


which required the passage of four financial 


the report found 


too 
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FOSEDE. During the last bank 
FOSEDE took over and 


Banco Capital and Banco 
using resources borrowed from the Central Bank. 


Banco Capital was closed and liquidated 
casting doubt on the usefulness of 
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this move will both simplify FOSEDEVs 
as the 


the reform is seen as a 


independent banking 
the Banking Commission had been 
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since he assumed his post in the summer of 2003 (ref 
mostly along sectarian lines 


reaching a fever pitch after a 


the Ministry of Awqaf and Islamic Affairs 
bar women and men from mixing 


the Ministry 
2005 issued a decree banning 
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public celebrations on New Year\'s eve are not 
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many 
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that Finance Minister Mahmoud Al-NouriVs resignation 
after his grilling in 
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who refused to accept it. Al-Nouri who narrowly 
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it clearly must be viewed as a 


unless an Islamist himself 
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y. Turkish officials want out advice on the Iraqi proposals and want to hold the next trilateral meeting 
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ring the privatization program, which enabled the government to meet its year-end debt targets. The 
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according to 
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the 
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\" he claimed. Noting that 


Yermegiyayev pointed out that 
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and stressed that Otan 


they needed time to see what the other 
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1/4/2005 5:31 05ANKARAS1 Embassy Ankara 


who is heading the new Turkish Lira 
told econ specialist that as of 2:30 p.m. local 
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and the benchmark government bond yield 


the National 


WPI increased 0.13 percent and 


low- 


it is also 
especially 


the Central Bank 
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oar 2004, although an end-of-year bustle saw a few important bills (Judicial Reform, a Bankruptcy La' 
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2005 when trade is fully liberalized. 


imports of rice 
rice imports were subject to a 


Taiwan changed its rice 

in January 2003 the United States as well as 
formally objected to TaiwanVs 

the 
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and the use of a \"ceiling price\" for public 
U.S. suppliers 


Taiwan\'s implementation of its 
allowing the 


both sides made substantial progress in 
paving 


a new tobacco and alcohol management 
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the Taiwan Tobacco and Wine 
Taiwan agreed to impose an excise 


some legislators proposed lower excise taxes on salt- 
contrary to TaiwanYs WTO commitments 


Taiwan 
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primarily due to resistance by organized labor the 


Taiwan has not 
approval by fire 
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2003. Mandatory labeling of 


Column 5 Column 6 


and mandatory labeling on certain 


Column 4 Column 5 
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the DOH announced a requirement for 


the DOH had 
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DOH and the U.S. 
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Taiwan announced a reimbursement- 


the DOH and the 


industry representatives 


Taiwan introduced a V'global budget" 


but critics contend 
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the U.S. 
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its 


Taiwan and the United States signed a 
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»mented temporary textile safeguards on 20 specific products іп an effort to protect its domestic mark 
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to 
and to cooperate fully when such procedures are 


Taiwan officials have 


although Taiwan is not yet a party to that agreement. 
the lack of transparency in the government 


as part of its WTO accession 


to eliminate improper 
went into effect upon Taiwan\'s WTO accession. 


including those obligations associated with the 


Taiwan 


legalizing previously ad hoc task forces and 


the U.S. Government 
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Taiwan was placed 
but was -given an out of cycle review at the 
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night 
and retail shops selling optical media. Taiwan\'s 
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provisions to address Internet piracy were removed 
the Legislative Yuan in 
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and c) giving Customs the 


movies and software from 
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counterfeit 
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and outward appearance of products 
V is another area of concern. 
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U.S. IPR holders 


Column 5 


an area 


Column 6 


id NGOs have not found serious damage or major casualties, UN sources admit that difficult travel cc 


2)831-1202 AFTER-HOURS OFFICIAL NOS.: 956-8041 (24 Hour Exchange) RESIDENCE TELEPF 


Column 4 Column 5 Column 6 


the 


the SFEC removed 


the SFEC phased out a minimum two-year period 


the SFEC lifted the ceiling limit of US$3 billion 


the 


and as of 


the registration could be done on the 


Taiwan allowed foreign portfolio 


futures money market funds and bank 


except for investment by hedge funds and 
foreign individual 


Taiwan permitted life insurance 


2002 insurance firms were 


but the liberalization date 


eve that Geneva Group policy on term limits applies (also see ref B). She observed that the issue of 
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and the Central Reinsurance Corporation 
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foreign 


foreign lawyers must pass the local 


local lawyers 
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local long-distance 


Chunghwa Telecom (CHT). Despite 


CHT set two limitations. A 


DGT and the state-owned 


independence and resources to effectively 


V Communications and Broadcasting Basic Law" and the 
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enabling 
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the three metropolitan areas have 


CHT and Taiwan Cellular. The United States 


but foreign investment remains prohibited in 
wireless 

oil exploration of TaiwanVs coastal area 
and postal services. Foreign investors in 


with the limit on direct foreign investment 


Taiwan lifted its ban on foreign investment in liquor 
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Taiwan\'s legislature passed а new 
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such a policy would appear to run counter to 
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saying \"The results of the 


on had not yet been made on how to respond to U/S Bolton. The EUS might respond individually or г 


j3atters (Ref A). Two weeks later, however, presidential insider Carlos Polit told the Ambassador that | 


ibe and the Minister of Mines and Energy, Luis Ernesto Mejia. OVReilly stated that President Uribe w 


Taiwan worries about over-reliance on China -- Taiwan\'s 2004 and 2005 economic performance -- 1 
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But \"Set the Bar Too High\" 


at least 


expanding its position in the LY by two seats. Its 


continuing its steady growth trend over the last 
from 29.6 percent in 1998 to 33.4 percent in 


V he explained. Likewise 
despite losing seats and vote share 
was a matter of beating everybody\'s 


it likely affected the 


for example 
but won only four of (now) thirteen 


spreading its votes too 


000 votes each 
it would have 


the KMT\'s unexpected success on December 


enabling only 
this year the KMT 
of whom 61 won seats in the LY. 
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often incumbents with large support 


in contrast 
in an effort to cultivate new leaders 


ran slates 


moreover often consisted of 


rented offices. In this election Hsu argued 


he emphasized the issues of V' Taiwan identity" and 


but it may also have scared off 
whom some DPP strategists insist 
s long-term goal of becoming the 


s failure in order to characterize the election as a 
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he explained 
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rather than the DPP. Pointing to the 
compared with 8196 in the March 2004 
Yu 

the only 

\" he said. Hsu 

explaining that the 


not to any change in 
but rather to its inability to effectively 


ironically 
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why is everyone convinced 
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dominating the media with his calls for 
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S success in holding its ground in the LY. After 
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and the 
President Chen remains 
s domestic and cross-Strait agenda. 


he appears to be turning these 


blessing the election 


Chen quickly seized 


but he also excoriated Mainland China for 
the KMT 
but it finds itself once 


the special budget for defense 
even proposals for Taiwan legislation on 


President Chen and the DPP will emerge from 
s political landscape. If that proves true President 


and the result may be 
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however 
due to his 
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about 260 kilometers 


the passenger wanted to shoot wolves 


at least until they finish their 
and bank officials claim no foul play. 
a special session of the 


Saduakas Mameshtegi 
BTA Chairman of Board of Directors 


he 

but 

the bank vowed to adhere to its 

for the present 

not as a murder or conspiracy. 

para. 1 \"Causing death through negligence. V" 
both friends and colleagues are 

a state 

that Tatishev was an experienced hunter who 
a 


who had 
thought such an accident highly 
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are investigating the 
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Tatishev initiated a multi-million dollar 
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a DCK 
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Ablyazov was charged with misusing 


Kazakhstan state television drew a link 


Tatishev broke with DCK saying that 
2004 the BTA 
together with the heads of six other banks signed 


the sensationalist 


an attempt was made on 


he was not in the 
police theorized 
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and 
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\"Creating a New 
V Chen 


improve the peoples livelihood 
and promote cross-Strait peace. On 
recalling the Vheated campaigns" of 


\" Chen stated that 


,000 to the UN protection force in Iraq. BENTON 
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including the Ten Priority Bills and Nine 
proposals that had been rolled out by the 
respectively during the 


as well as representatives from the 
to meet as soon as 


Chen said that now that the LY 
Taiwan should close the \"Pan-Green and 


but China had continued its 
most recently \"concocting a so-called 


security and dignity of the 


and 


\" for their continued 
noting that sometimes \"progress can only be made 
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Pan-Blue 
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V People First 
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but said he would take a wait and see attitude. 
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Taiwan politics remain volatile and 


with the PFP angry that the KMT failed to provide PFP 


between the TSU and DPP and even within 
between its dominant New Tide faction and the 


who feel their party leaders are 


the more optimistic hope that the conclusion of the 


however it will require a dramatic 
cooperation or 


is that MNS would provide the GOJVs official response to the 2004 TIP Report. They have offered or 
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but also 


raising a number of issues in Paraguay\'s efforts to 


focusing upon efforts to encourage the Attorney 
the Supreme Court and the Foreign Ministry 


000 bilateral 


focusing upon its prospects for 


Paraguay Bolivia and Peru 


Democracy 


Developmental Assistance Specialist 


and noted that TIP has health implications in 


ranging from early pregnancy to sexually 


observing that legalized prostitution 


pointing out 


easing 3 M Advertising 2 H Market res, public opinion 
and educational reform. The group agreed to meet quarterly and will coordinate efforts when appropr 
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it has to contend with Iraqis who have not seen the improvements that &they were told would come8 
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and civil society generally have not always been 
which views them more as 


which he chairs. He discussed the state of the GOPVs 
which it presented in 
the 


and that her trip was only 


which focuses upon studies 


where he is organizing an 
and noted that she would be 


pointing to participation in Embassy Montevideo\'s 
participation in the Embassy\'s bilateral 
and efforts to criminalize child pornography. 


contradicting Minister Argana by claiming that most 


:onomic Development (KFAED) reported USD 736 million in loans to India, Indonesia, Malaysia, the N 
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based upon her own experiences as a prosecutor and 
that it is not career enhancing in the judicial system 


such as the women 
and two minor girls from 


but was not positive about prospects 


observing that the issue was unknown just 18 months 


and is now an important focus in the Ministerio Publico. 


including the GOPYs 


and the Attorney GeneralVs 
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many feel that 


she said 


with laws prescribing mild 


as happened in Villarica. Nevertheless 


as the creation of an 


and are encouraged by the 
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because incumbents prefer the status quo to 


and especially not in Austria. 
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arguing that companies primary focus has 


Y non-flexible contracts 
forcing them to pay a fixed 


which represent 30% of 


local suppliers have raised 


President of the Austrian Chamber 
publicly called for the full privatization of 


state or local governments own 51 


Leitl said public ownership had failed 


E-Control told us that experiences with 
successful 
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central and orthern areas. STAR is 


) legislation and regulation. This report will address four parts of the study of ABS, Mutually Agreed T 
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intellectual poperty rights 


and will have a 


including both equity 


and will continue to 


but 
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ood rations and other non-food items; insufficient construction materials, agricultural and educational 
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but will begin work on a ew draft Law on 


none of which have adequately addressed 


two new reforms related 


the 
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influential Arabic daily Al-Dustour 


and not as a measure 


Russia and the United 


which is 
is happening when the 


allowing politicians to 


ontinued to actively coordinate the approval of the NP Cooperation Agreement. This agreement, once 
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mass-appeal Arabic daily Al-Arab Al-Yawm 


civil society institutions or 


we 


as if those poor people of Asia have been 


such as the 


leading to the closure of well-known 


the frozen status of 


leading in turn to the 


mass-appeal Arabic daily Al-Arab Al-Yawm 
we had been 


offs have reduced the number of welfare and whereabouts cases: 15 AmCits remain unaccounted fo 
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escalating and 
that it cannot be squashed and that there 


particularly 


and that political coordination 
in 


and the 


had it presented independent 

had it provided assistance and moral 

and had it opened 

the Islamists etc. 
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N 
SECRETARY POWELL HARSHLY DENIED THAT HE 


orking Party report. End Summary. 2. (U) Econoff and Econ Specialist discussed Turkey\'s textile sc 


Column 4 Column 5 Column 6 


INCLUDING THOSE WHO CANNOT 


THE U.S. IS 
МО 


WITH MILITARY BASES ALL AROUND AND A UNION OF NATIONS 
REGARDLESS OF 


ONE CANNOT HELP BUT ACKNOWLEDGE THAT WHEN IT COMES TO 
THE AMERICANS HAVE BEEN SENDING THE APPROPRIATE 


A NUMBER OF 


THE U.S. IS PUTTING ITS POWER AT THE SERVICE OF 
ONE OF THE HARDEST HIT ALSO 


AMERICA\'S MOBILIZATION IS AN EXCELLENT THING EVEN 


IN PRESIDENT BUSHVS EYES THE ADVANTAGE OF 
DOES NOT MAKE IT LESS EFFECTIVE. 
FRANCE CONTINUES TO PROMOTE THE UN. IN 


THE AID MUST BE COORDINATED. PUBLIC OPINION CAN 
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and impunity seems widespread. 
some 115 senior judges throughout the 


Brazilian judges have been 


criticism and oversight 


requesting raises or avoiding jail. 


caused less by incompetence than by 


Chief Justice of the 
found that at the end of 2003 


including 


meaning that for every 100 cases that entered the courts 
whether newly-presented or carried over from the 

only 16 reached a resolution. Judge Jobim 

replacing a 

and he has 


and he points out that the judiciary\'s legendary 


foreign and 


the uncertainties created by this lack of 


contributing for example to 


and that 
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it became clear that 


a bill to 

where it wallowed in various committees before 
and 

President Lula da 

newly-elected and with his own reform ideas 

a logjam broke 


both of whom were bitterly opposed to the reforms 


the Senate formally approved two bills: one 


and --most 


so its courts decide the 
making the administration of 


STF decisions approved by at least eight of the 
17.3 million 


000 judges averaged 1 
some judges issue 300 


by law 
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sent it 


were 


300 


hear a 


Column 6 


02 crisis. Indeed, during your visit, Argentina will launch its long-awaited restructuring of over USD 8: 
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overwhelming its docket with procedural 
the STF is accorded greater 


for a total of 27. At the lower level 
then an ordinary judge 


whose creation it supported". 


creating conflicts of interest. 
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ifa 
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ending the practice of the 


two national-level oversight councils 


two lawyers and 


then appeals are 


mediation 


elected officials and cabinet 
i.e. charges 


not surprisingly wishes to extend 


Column 4 
as well as current 


even as they celebrated the passage of 
the heads of the three branches of government 


penal 


stricter adherence to court 
and simplification of some family law procedures. 


promising that V'if that happens 


but judging by the ambition 
by the solid support from 
Congressional leaders 


there is 


V'Society demands rapid 
and adequate justice. The broad constitutional 


but a combination 


Column 5 Column 6 
elected 


and labor law procedures. It 


by the end of 


and key judges апа by 


earch and development services 5 --Real estate services 5 --Rental/Leasing Services 5 --Advertising 
|, which is associated with Pakistan\'s ballistic missile program. Prior to the EST officer presenting th: 
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and V broadly conducted along the lines of 


he has indicated 


Guebuza repeatedly said he favored 


as a result of his party 
Guebuza has a good understanding 


on occasion 
which 


and revenue collections all have seen notable 
and the government continues to privatize state 
albeit at a slower pace than in the late 1990\'s. 


continued economic reform 
transportation 
in line 


Column 5 Column 6 

O5HELSINKI15 Embassy Helsinki 
O5VIENNA8 Embassy Vienna 
O5MAPUTO7 Embassy Maputo 


called 


and the growth of 
and tourism sectors. 


ions. Betancourt also provided information on President Gutierrez planned visit to New York later th 
2. (C) The Ambassador invited Damerval to breakfast at the residence to lobby for the ministers per 
2#5 have reduced the number of welfare and whereabouts cases: 15 AmCits remain unaccounted fo 
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corruption is problematic 


the labor law remains 


labor law 
tax system 
it will take 


although major 


and gas) 

airport construction 
minerals 
aquaculture 

cotton 


and tourism. In December 2004 


funded by outside investors 


the newly inaugurated 
and soon-to-be 


qu 
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and the 


business registration 
and land ownership policy. Although 


transportation (ro: rail and 
and air transport) 


timber and 
agriculture/horticu 

sugar vegetables 
the 
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other donors and domestic and 


civil society 
and private sector groups are generally aware of 


with 


a confederation of 


with 


the 


particularly around the MCC 
but as yet no in-depth presentation and analysis of 


anda 


the Mozambique concept is expected to 
investment and employment". The 


iply specialist equipment in the areas of surveillance, forensics, and evidence gathering. TEK-GER o 
Jocuments about the Belarusian case; four men have been arrested and jailed in connection with the 


monetary donations. To date, the OCO has delivered over 1,200 tons to Sri Lanka and the Maldives 


ining to work with several research institutions to hold a number of workshops and symposia over the 
ge cities in Spain --including resort/convention areas such as Benidorm-- attract a large number of cr 
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and 

health and sanitation initiatives to 

000 direct jobs 1.796 incremental 
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indicating that poor households had fallen 


the total poverty 


South Africa\'s Gini coefficient (a 


however 


for Whites from 0.50 to 0.60 for 


which is toward the lower end of 


n\'t speak English; and 359-2-974-11-11, usually answered by the Prime Minister\'s wife Dona Margal 
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Column 5 Column 6 
the 
and recent 
income inequality 
but 
by being based in assets and rands does not 


disabled and elderly South Africans are one 


although given recent large increases in 
these initiatives 
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and that he vowed not to 


Bangladesh and Indonesia 
will arrive by the 


the Foreign Ministry official in charge of 
as saying they 
the foreign 


a high school student campaigning 
a candidate in the upcoming 
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all Muslim countries 


visit to Washington, but, informally, Karaslavov suggested another format would work. Karaslavov si 
xas Correa -- assuming the GOB is unsuccessful in its quest to place Seixas Correa as WTO Directo 


ly. Polish exports were up more than 80% in the first ten months of 2004. Poland is lobbying Brussel: 
rmeniaVs representative to BSEC, stationed in Istanbul, is Armenia\'s only diplomatic representation | 


ef A). 2. (U) On December 20, 2004, the Ministry of Civil Service called a two-day meeting with civil s 


. President Sworn In ------------------ 2. (U) On January 7, John Agyekum Kufuor was sworn in for a 
1465. They want to move ahead aggressively to change perceptions of Romania as a destination for 
about this issue, which they characterized as technical, not political. Noting that the GOS did not ne 
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was killed by soldiers last 


and 


Special Adviser 
has told a Belgian 


and that has it also instructed the U.S. Embassy 


Israel will release several 


following the Iranian nuclear 
the Mossad has 


and that it is 


a coordinating body of 


is spearheading the Israel Campaign For 
a global Jewish relief 


ovement for Patriotic Salvation (MPS). Lucas, comments about President Deby,s quest for a third tei 
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FL by the International Society for Sephard 


from the perspective of the 


left-leaning HaVaretz editorialized: 


columnist 
wrote in conservative independent 


existing ideologies and political 


disengagement 


be it only in order to expose the cheat. 


irgeting іп 2006. End Summary. 2. (SBU) In its very first meeting, the new Central Bank Monetary E 
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from the perspective of the settlers who 
was not over 


terrible and causes 

if 

there is going to be gunfire 
and all the institutions in Israel 
terrifyingly enough 

who is shut in his house in 


deliberating whether to breathe 


or to force early elections that will delay and 
by so doing 


left-leaning HaVaretz editorialized 
one gets the impression that 


say the Palestinians 
must be free in 


Column 5 


blood is 


there isnVt 


with 


Column 6 
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but 


snuggles up to Islamic Jihad and promises the 


he says he will protect them. Israel is 
which boils down only to election 
his romance 


Israel must announce to itself that 


even one that 


be capable of doing this? It is too 


except for the 


columnist 
wrote in conservative independent 
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human 
and moderation.... [Still ] the [Iraqi] 
or at least 


who are not ready for a real peace with 
or for genuine democracy. At the same time 


as well as a 


he almost childishly detailed with frankness 


trees are being uprooted fences are jumped 
houses are being built roads are being p 
regarding disengagement Sharon has 


disengagement is a typical Sharon bluff. 
be it only in 


God willing -- or God 
one wouldn\'t know 


ent in London), and recently called him in to urge that all dissidents be released from prison. Stanley i 
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1/4/2005 13:01 


which has sole 
licensing 


but also 


which will be reported to the 


still hang over the legal profession in 


and much of the V'old guard" advocates have found 


and members 
which prides itself on 
fear that more conservative 


and even if conservatives were 
the law affords many 


and the law protects individual advocates from 
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fe. However, Madrid, Barcelona and other large cities in Spain --including resort/convention areas su 
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and as allowed by the law 


but we will continue to 


when it is formed would be a natural 
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not just cruising 

\" Jaishankar stated. Echoing U/S Juster PolCouns 
Y and urged that the 

but rather take tangible 


but also flagged the political problem he faces 


MEA Additional Secretary 


she 

believes that nothing has really changed in our 
and uses this view to argue that India 

she 

helps to explain the strong GOI push for a more 


V she 


she suggested that US 


she 
and 
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it serves 
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but said he did not 


V remarking that V'our 
we are like family. To 


he emphasized explaining \"we do not want 


calling the Nepalese government V'a different 


\" acknowledging that several Tibetan settlements in 
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in was defensive: declared that the cited incidents referred to movements of equipment not limited by 
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D.C. 


often on the early morning Delta flight 
please note there is no guarantee of early 


the 


the trip to the Embassy 


a valid Schengen 
in 
in order to enter Greece. The 


which requires that all 
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and the Euro is the currency of the country. 


ATMs are readily available throughout the 


most banks and major hotels 


please remember that this equipment 


50 cycles and 


are trafficked. 
fraud and coercion to submit to 


in this 
will enforce all relevant regulations regarding 


local Greek terrorist groups have 


hat although the December General Affairs and External Relations Council (GAERC) had taken a dex 
is the repatriation of 79 refugee families (511 individuals) to northern Somalia, the relatively politically 


Jeployment in support of parliamentary elections in Afghanistan in summer 2005. We emphasized th 
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including Americans. We believe that the threat 


the Greek Government made 


attempted murders and were involved in at least 
it is too 


as 


protest marches and anti-U.S. 


to their disadvantage as Americans. RSO 


located on 


which 


located near the U.S. Embassy. Visitors 


break-ins and occasional scams - are 


purses and parcels when traveling on crowded 
public buses trolleys and/or subways. Th 


Column 4 Column 5 Column 6 
reaching through open windows or smashing 
and stealing whatever is within reach. We have 


parcels 
etc. out of sight under the seat or on the floor 


then 


especially Athens and 
is chaotic. Greece leads the European Union 


tourists 

1/4/2005 13:34 05NEWDELHI74 Embassy New Delhi 
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Ambassador stressed that there was 
in any event there 


and that Abdel Ghaffar would represent 


while opposing Iranian influence 

he (and Defense Minister 

raising concerns for 
that Iranian agents had completely infiltrated Iraqi 
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Abdel Ghaffar acknowledged that his message was 


Bahrain 
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who is senior advisor in the Prime Minister 
s not-yet-adopted 

in a December 8 meeting with 

per his request.) He 

which includes renewed 

is still in draft 


therefore 


nor to the full GOI 


head of the MFA\'s World Jewish Affairs Bureau 


which 
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and is 
gone forward to tr s newly 


for review and 


afforts, which met for the first time on December 13 and will meet again on January 13. All three lead 


osition to the bill included Shinui, which , until leaving the government, had been one of the strongest 


eferendum to recall Chavez, Sumate is moving forward with training for many of its 40,000 volunteers 
se of Detection. He appeared to have some knowledge of the substance of the convention. He said tl 
'ssed support for the general principle of the protocol but wondered what steps and costs would be n 
apuh asked whether Austrians with election observation experience could participate on a private bas 
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could be put forward to the 
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Mor 
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including 


in particular 


while survivors are 


and that the GOI would 


Mor indicated to 


Mor noted that 
s research 


according to the 


Israel is still due money from its 
and represents an amount that West Germany 


probably 
worth about $500 million 


he said. (Note: 


8 Mor took 
he argued 
and 


it stems from 


as 
should not come under the terms of any agreement with 


the former U.S. special envoy for 


3 for International Assistance Leire Pajin departed Jan 10 for a fact-finding mission to Sri Lanka, Thai 


cess also appears to be waning (Ref A). The lack of protection of the resources in the Galapagos ur 


» SUA regarding dual-use offense and will likely support the amendment to SUA regarding transfer of 
ch unit to continue under MNF for now, but switch over to МТМ when МТМ Phase III starts later in the 
taxes and leisure activity costs increased by amounts close to the 2.9% CPI level. ------------- FOOD 


the MFA had decided it could not be a candidate for the Working Group, in part because there were 
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and that 
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and without an 


which will resume on January 11. As the 


opposition 
who has 


announced that he was \"obliged to 


wide-ranging conversation (reported septel) Minister Damerval praised TIP as one of his ministryVs рі 
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to be 

is reported to be a chair in 

but it was 

a fiercely loyal constituency and JLP stronghold. 

scheduled for November 2004 

the vote was postponed when 

and the party conference is now scheduled to 

2005. On that date the party 
who will run for the office of 

to be held by 


however 


the JLP needs an interim opposition leader when 
Seaga\'s West 


MP for Western 
is 


and is considered a 


currently the MP for 


the front-runner to succeed Seaga as party leader in 


represented Central St. Catherine until 1997 but 
s apparent wishes however 
Desmond McKenzie to replace 


McKenzie has publicly declined the 
preferring to focus on his current role as mayor 


including 
who has also expressed an 
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the 


sks a healthy and well- developed small-to-medium-sized (SME) business environment. The lack of s 
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the JLP S public image has suffered in recent 
S position even further particularly in the face 


the position will remain vacant 


the current government little to gain from 


elections will take time and 
and it could be weeks before a new JLP MP 
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but said the Turkish people 

which 

had resulted in the 

000 civilians. Armitage reportedly asked 


V Arinc noted. V'Milliyet reports that FM Gul also 


especially on the issue of 


Palestine: FM Abdullah Gul on Monday 
Palestine and Jordan in 


V 
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V Gul replied to a question about whether Turkey could 


democratic and 


PM Ariel Sharon and FM Silvan Shalom on 


Gul will travel to Amman to attend a 


Gul told \"Hurriyet\" that both Israel and 


\' Gul stressed. Gul 


the sides have held three meetings thus far. The 


Israel US joint rescue e» Israel 


Monday papers report. As a 
elements of the three naval forces 


\"Zaman\" reported on December 31. Тһе 


and are focusing their 


FM Abdullah Gul will 


who have allegedly taken refuge in 


ime Minister Lt. General Soe Win speaks some English, but would likely use an interpreter for any di: 
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where they face serious charges of corruption 
and embezzlement in their dealings with the state and 


VRadikalV reports. Turkish pharmaceutical 


as the EU has called for 


according 


there are certain facts 


from the US point of 
would mean rendering ineffective all groups except for 
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will result in 
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and he wants Turkey to use its influence over other 


and 


which seeks reunification 
there are separatist movements both in the 


particularly the push toward reuniting Crimea 


may gradually diminish but a stronger autonomy 
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clearance of debris and rehabilitation of 
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the parties swap positions the second-ranking 


easily surpassing the ID 


in the 
apparently the ID. PRE leaders protested pointing 
V however entitling the 


populist party of former President Abdala 


Ecuador\'s Supreme Electoral Tribunal (TSE) considered 
but issued an inconclusive finding. 


Alliance Threaten Continued ID Reign 


few believed the PRE 


and the 
facing ID- and PSC-supported impeachment charges 
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however and Gutierrez with PRE 
counterattacked. Via resolutions passed by a slight 

the president and allies in the 


with PRE 


PRE bosses 

removing any claim by the latter to the 

since Article 129 

the president and vice 

respectively.\" 

Bucaram December 

a Guayaquil 

enjoys full PRE PRIAN 
smaller parties that pepper the 

namely the far-left Socialists 

have withheld backing. MPD officials announced 
Marco 

for the post. 

ID leadership December 29 presented four 


Wilfrido Lucero Jorge Sanchez and Andres Paez. 


in a three-hour meeting chose Lucero a veteran 


for 11 years a Congressional staffer 
provided 


Column 4 
pro-ID resolution was 


Santillan reasoned. And the PRE might have 


however. Instead 


PRIAN 


Santillan feared 


and messy negotiation would follow. PSC Deputy Carlos 


Valle 


and pressure from allied 
no matter how strong 

too 

a body that 

a harder demand to meet 


but not impossible. 


an aide to Socialist legislator Segundo 
informed Poloff December 30 that his party had yet 


and would consider both the 
the MPD had 


hinting that 
the Socialists would support Quintana. 


ID pre-candidate Andres Paez told Poloff 
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PSP апа many in and the MPD likely 


meaning lengthy 


would not sway PRE leadership. 
believed the MPD after its 


he 


if forced 


enforced. If passed in its current form, this new legislation will maintain the requirement that food an 
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himself citing Article 129 and the legislature\'s 
it represented 

Vas 


Paez 


a PRE victory 
reinforcing his 


however 


from ratifying the 
anti-TIP 
issues-focused legislator win the 


however. END COMMENT. 
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amongst 


and 


O5MANAMA24 Embassy Manama 


1 H Research and development 4 L Real estate 
ie said they would send two trained MPAT planners to CSF-536. Singh was upbeat about this decisic 
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saying that Bahrain is a small country but it plays 


stating that the U.S. appreciates continued Bahraini 


the Ambassador continued wants 


and asked the King 


from the time of Ibn Saud and Bahrainis are the only 
and by not participating something 
and Dubai 


but Saudi Arabia should be more forward 


tor had seen the proposed language. Markus said the non-state actors provision was fully in-line wit! 


to the Jordanians that if asked, NATO could provide advice, especially on the current effort to enhanc 


Column 4 Column 5 


and the SAG should \"help him help you." The 
not a 
and he does not know how to use the 


and the SAG did not complain when 
so why now be worried about FTAs? The 


and the Saudis had not objected. 


and Saudi Arabia 


is jealous of Bahrain\'s relationship with 


and talk of development of a causeway 
as cutting Saudi Arabia out of the 


there should be no border 


who told the King that he was V'the most 


but he does not have guidance on how to respond when 


Column 6 


:nforcement Task Force (IETF) and a cybercrime unit. Industry\'s reaction to both the abolishment of | 


Je points in two working days on Friday and Monday. Murat Cetinkaya, Head of Treasury for Diler Ya: 


Column 4 


the King said 


but Saudi Arabia will not give approval for a 


of which Bahrain 
however 

which then received all 
Saudi Arabia provided an 


for a total of 200 


the King continued 


Saudi Arabia is giving Bahrain only its 50 percent 


but cannot get it. He recalled 


and wondered if the U.S. 


Kuwait 
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Saudi 


decided to 
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an government does accept the return of their citizens with expired passports for a period of six mon 
eyewitness reports and the GOB\'s Ministry of Hotels and Tourism, Burma\'s most heavily touristed E 


it. Though 2005 marks the first time that the budget was returned to the lower house to override 
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sand and gas pipeline f it 


asked if the King was optimistic about them 


he said 


who V'speaks in a modern way 
the 
was very good but the 


but he \"is more comfortable in London. V" 
but 


and these are the 
not V'radicals 


and she would see a lifestyle much more 


500 may have been killed in areas under Tiger control. Casualty figures across the country are expe: 


oment in the container had originated in Germany, contacted the Germans directly and urged them to 
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but a terrorist; Khamenei is a religious 
but a terrorist; and Rafsanjani is a businessman but 


and needs support from Bahrain and the U.S. 


Egypt where he had met 


who was also vacationing 
and he had spoken with Jordanian King Abdullah. They 


President Bush would make a push on the 


\" he does not trust the Palestinians. 
we must help them during this period. 
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and paragraph 4 


has the honour to forward the reply from 
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2004 


fully cognizant of the value your 


Jamaica\'s support for the Court goes back to 
Trinidad and 


| do not believe that Jamaica\'s support for the 


toghether our countries can 


combating drug trafficking and increasing 


iment coalition (with the exception of the Dashnaks) and non-aligned members, however, voted for tl 
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as we 
and indeed the rest of 


safer and more just societies in which persons can 


based on the 
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including Jordan 
he expected Jordan to focus on 


Poloff contacted Canadian DCM Mark 


but expected it 


he said the Canadian Embassy is working on 
including 


and 
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and at least three of those killed 
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January 3 in 


according to the IDF and three more J: 


but an IDF tank fired a 
whom the IDF claims were 
January 4 killing seven Palestinians 


according to UNRWA. 


the main north-south traffic 
was open January 4 with a major detour at Netzarim 


which transported them to the 


nsiderable Embassy effort to bring about GOF coordination, the French Government finally has issue 


Column 4 


Column 5 
from 


but was open for the import of aggregates used in 


issued statements criticizing Abu 
s call for an end to Qassam rocket and mortar attacks. 


and signed a pledge not to sign any peace 
V 


according to Palestinian sources. 


ersheva but did not release details pending 
according to Israeli media. The al-Aqsa 


according to Palestinian newspapers. Israeli media 
reported that police are investigating the soldier\'s 


Column 6 


e MRE has developed a proposal for the U.S. government regarding the subject of migrants residing 
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but whose 


where Irish efforts are principally focused. Brady 
Dan Mulhall who has 
had already consulted with USG 


Brady noted that the 


and Prime Minister (Taoiseach) Bertie Ahern is 


which have so far raised euro 
include: GOAL (euro 1 million); UNICEF Ireland 


000); Concern (euro 1.6 million); Trocaire the 

Oxfam Ireland (euro 500 000). Several of 

2 000 people took part 
which raised 

000. 


although there are currently no plans to send 


according to Niall Brady DFA 
Kuala Lumpur and New Delhi 
Thailand 


respectively. A Dublin-based DFA official who 


Column 4 


which would give impetus to finalizing IrelandVs 


the Irish Department of Defense 


limited Irish troop deployments to 


situation updates 


Irish Defense Minister Willie OVDea told the 


the Irish public appears to be 


although NGO pressures certainly accounted for the 


well short of IrelandVs 
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as early 

Bahia was one of the few states that 
combined with Bahia\'s proximity to 
helped to attract various 


and was used to 


which 
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and other data 


O5RIODEJANEIR( Consulate Rio De Ja 


375 sustained interest in the matter, but deferred inquiries to the MFAVs Chief of International Organ 

December that an employee was taken hostage near Amatu, Bayelsa State, on 25 December while « 
'UMHURIYET / OZGUR GUNDEM: 2000 people demonstrated against the killing of Ugur Kaymaz 
lusconi speaks very little English and needs an interpreter. He can always be reached through the of 


human settlements and attack people. Ozgur Gundem claims that 40 villages were evacuated betwe 
Unlawful Acts Against the Safety of Maritime Navigation and the Protocol for the Suppression of Unl: 


| ---------------------- 2. (SBU) During a round table discussion, the participants discussed their pas 
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iu 


with 


Bahia after negotiations broke down with the 


the USD 1.9 billion 
which opened in Camacari in October 2001 has had 


000 direct 
000 indirect jobs. (Reftel) The State also 


bringing 400 engineers 


Bahia did \"spend\" a lot to attract the Ford 

including conceding Ford a state-constructed 

leveling the land guaranteed 
some direct financing and tax 

in addition to several public works required by 


essentially doing a bit of 


which 


Bahia\'s \"business friendly" attitude seems to be 
with several new investments 
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which represents an initial investment of USD 270 
should come online in 2006; a cellulose investment 


which has won several contracts for the 


Menezes confided that he thinks that the 


yet 


adding that Salvador 
according to the IBGE. 


Tourism Still in Initial Stages 


as well as a lack of 
tourism is 


to the detriment 
and are refocusing efforts to attract 


) duty officer. PM Gross does not speak English. HEAD OF STATE LAST NAME: Klaus FIRST/MIDE 


isly served as а GOAM DFM from 1997 to 2000, and as Armenia\'s Ambassador to India, Ind 
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expensive or 


000 Americans who visited the region in 2002 were 
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extortion and 
where voice samples from cassette 


the Justice Sector 


Manizales and Pereira on Ja 2005. 
DOJ trained a total of: over 5 000 
over 500 prosecutors and over 300 


as well as to report on the progress of the 


Major 
has been quick to 


and demanding of 
and was 


set priorities and outline his vision. (Note: MG 


in effort to make contact with any Americans who may have turned up there. As of COB on Decembe 


Telephone Number: (253) 35-24-71 Cell Phone: (253) 81-64-31 Residence Phone: (253 
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small unit operations fire support 
Part B area of operations. 


MILGP and COLMIL Joint Staff conducted 


information flow and 


Part B. 


the Colombian National Police received an 


equipped with turboprop engines and are well-suited 


or 
2005. DS/ATA is still 


or the 
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the USG has allocated a total of US $458 million 
alternative development and 
US 


built and equipped 37 schools and promoted 


the 

000 hectares of licit crops such as 
plantains 

000 


rubber black pepper 


000 hectares in 2000 to 
000 hectares in 2003. 


President Uribe and the DCM launched 


372 hectares in six 


USAID is providing alternative and 


Risaralda and Quindio 


job placement and support to 

the program has benefited 

000 families in the region and more than 9 

the initiative has received nearly 

000 in matching contributions from more than 35 


000 
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lemmons reported to Energy Off that Bayelsa State officials have secured the release of Seabulk еті 
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with general 


Honduran voters will be able to 


managed by 
has national authority to run 


with President of Congress 


politician Mel 


while Lobo is for all intents and 
although 
and has the 


and it remains to be seen if 


Haiti 


including the reconstruction of Iraq. In support of 
the GOH deployed some 370 
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and Other Key Foreign Policy Goals 


Column 4 
Honduras did likewise 


CJCS GEN Myers 


the general public overwhelmingly opposed the 
the GOH 


sharing our views on resolutions 
human cloning 


which passed in 


U.S. Southern Command (SOUTHCOM) 
the USG and GOH signed a 


and counternarcotics missions. 


and the trans- 

land 

this trade has now 
overall 

000 kilos were 

and in 2004 

869 kilos of cocaine. 


Public Ministry 
and the judiciary remains a primary 


Column 5 Column 6 
although HondurasV withdrawal 


and Secretary Rumsfeld all 


and 


as 


and 


shi. However, the preferred manner of contacting Sultan Qaboos is for the Operations Center to con 
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though 


although EI Salvador has been slow to implement 
EI Salvador requested a 

the ICJ 

bringing an end to the 


Honduras and Nicaragua 


the dispute has threatened to derail 


Honduras 
more importantly in 1999 
threatening Nicaraguan exports did Managua rescind 


and met the International 


Column 4 
2004 deadline to 
more stringent port 
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not 
but also for goods from 


EI Salvador and Nicaragua. The National Port 


met with the national 
and discussed Honduran port 


President 


000 soldiers to the streets to support the police. The 
after initial 

violent 

particularly homicides 


continued at a high rate. On 
2004 


gunmen killed 28 people and wounded 


increase intake/training of police 
create a model tourist police force boost its 
expand the Frontier Police and 


alien smuggling 


trafficking in persons and other organized 


Column 4 
especially of children and 


have been a source of serious 
and only recently has the GOH begun to take steps 


68 persons 
a Special 


and the Human Rights Commissioner put 


the 


who 
was convicted in 


a fire at the Granja Penal prison in 


timely assistance to inmates that could have 


the main issue for the protection of labor 
including freedom of association and collective 
is the effective enforcement of existing laws. 


particularly melon 

as well as in the informal 

and trafficking in persons of women and children 
Central 


and Mexico. USAID and Peace Corps have both been 


an NGO 
Haiti 


especially any mention of our 
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61 of them gang r were 


coffee and sugar cane (but 


and Paraguay scored lower in the Wesi 
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even if it will cost him 
but real achievements to 


or unable to prosecute high- with 


immunity from prosecution for government 


any public discussion about the 


and Investing in People and is closely 


while also building 
justice reforms and 


there is a concerted focus on trade policy and 


biodiversity and reduced disaster 
to support the Investing in People 
the health program aims toward improving 


family planning child survival 
and 


middle 
and upper secondary levels (grades 10-11) is done 


testing and 


/ 137-03). The minors have reportedly been returned to their homes or placed in the care 
»veloped a better system for separating the sugar by source. The result is that sugar from resettled fi 


Column 4 


000 Hondurans live in the U.S. 
a fact that places immigration 


000 of these 


the Department of Homeland Security extended 
a move that the GOH 


000 American citizens 


American Citizen 


but 


with 220 volunteers 
and the USAID mission has а ҒҮ05 


San 
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according to initial Iraqi Police 
three AIF vehicles ambushed the 


an unarmored BMW in which he was traveling 
as the U.S. Army First Cavalry 
and 


in earlier assassinations (see below) the 
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native military service, which excludes handling weapons. Applicants mus 
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SUVs. The Governor\'s personal security detail 


where 


his family faced difficulties in accessing the zone 


the Iraqi 


however 


which represents the 
is slated to 


Hatem Kamal 
was assassinated in a November 2004 vehicular 


and if they 


then the new Deputy Governor they choose would 
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that when he attempted to take 


also a close CPA and Embassy 


target areas: Exclusive Breastfeeding (EBF) Practice; DPT3 Coverage; and Maintenance of Standarc 
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then the Provincial Council (which covers the 


the councils at all levels 
transparent search procedures to fill 


search committee work and 


permanent governor. With elections in less then a 


the members of the 


a newly formed party mostly composed of council 
or in the southern district of Rasheed because of 


he warned her to be careful; that the AIF 


personal bravery and his practical 


but also of Deputy Mayor 
three District Council Chairpersons 


the murder of Governor al-Haidary will further 


it will have a 


Column 6 


hip and finances are not well known. Furthermore, Air CorridorVs quality of equipment and maintenan 
it in the third quarter of 2004, down moderately from the 5.5 percent and 5.4 percent growth of the se 
Jonor countries are being contacted given the expectation that the relief effort recommended by asse 
toral states\' positions regarding PSI. While Ankara appears prepared to increase its p 


-A efforts. Irish Ambassador to Malaysia, Dan Mulhall, who has responsibility for Thailand, 


iS): Not provided. COMMENTS: Calls to the office number will be forwarded 24 hours a day. 4. МА 
e provisional license was granted upon completion of a satisfactory aircraft inspection and subsequer 


> nationally. END SUMMARY 2. (SBU) Premier Danny Williams of Newfoundland and Labrador orde 
of SPS regulations has adversely impacted U.S. companies in 2004. End summary. 2. Since 2002, 


Ja\'s support. The GOC promised an initial C$1 million (about US$800,000) in humanitarian as 
linistry of Foreign Relations (MRE) informed us that they reached agreement December 22 with the L 
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that the Coalition 
and that anyone is 


whose murder was later claimed 
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but it took until February and July 
signed by 
and published in La Gaceta (the Honduran 


1971) and 


2002). 


but it took until August for the decrees to be 


iths from Diyarbakir in early December. State Minister Aksit predicted the number of street chi 
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the GOH will become party to all 12 
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On a separate issue involving sensitive technologies, AIT provided ref c points in response to HoVs e: 
JNA CONFIDENCE VOTE JUST BEFORE THE DECEMBER 31 DEADLINE (BY LAW, BOTH HOUS 
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the host 


Wellington and Auckland have 

but they 

home 

once very rare 

Christchurch and 

and visitors should be especially aware that 
such as scams and pickpockets is a daily 
especially at night 

New Zealand does not play a significant 


evidence indicates 


Heroin and Cocaine to Australia. The 


at night visitors should 


during 


visitors who experience hostility 
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are becoming 


to avoid becoming a target of 
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which 


visitors to New Zealand must exercise 


24 hours/day). 
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the Provincial Chairperson of the EMEP 
on the grounds that he delivered a speech 


Column 4 
two terrorists 


have been killed. 


the Consul of Turkey in 


the Assembly President of the Diyarbakir 
Sabahattin Karahan 


Turkey cannot benefit much 
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we will see if this unity of purpose leads to 


the SPDC issued its usual statements about unity 
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who 
says \"due to the 
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1 supplies, while crews have offered salvage support in clearing harbors, diver 


CE 2. Vassy told us that there h 


Column 4 
and the necessity to march 
developed 


through a planted article in the January 
V to a December 2 


Vor else." The 


but that 


the article asserted 


packing 


and the regimeVs indirect and negative 


Japan 


the remaining elders from 


held a similar event 


the United 


Column 5 


Column 6 


and discipline-flourishing 


the U.K. 


France 
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But Little Leverage 


the Independence Day events 


particularly the 
appeared to signify a new 


the 
as well as ethnic 


and with the threat of \"legal 
we will see if this apparent unity of 
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using its navy helicopters to help deliver 
500 Marine Corps soldiers 


which was believed to have disappeared 
is now back [to the region] 
the 


English-language \"Taiwan News" 


Washington has never 


te action, to include a visa ban and asset freeze for those concerned. BENTON 
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the U.S. has adopted a "legally ambiguous 


relations between Washington and 


which apparently cannot be altered 


the 
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V who was originally sentenced to death in 2003 for 


many suspect he was 


the 
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a journalist and poet 


a Rangoon NLD Youth leader 


a NLD MP-elect from Shan State arrested in 1996. 


a NLD Mandalay Division Executive Committee 


aka Kyaw Oo) 


a NLD member from Shwebo arrested in the 
2003. 


a NLD member from Shwebo arrested in the 
2003 ambush. 


a NLD MP-elect from Mandalay 


a Rangoon university student arrested in 1997. 
a Rangoon university 


a lawyer from Irrawaddy Division arrested in 


a student arrested during 
1999 (9/9/99). 
a student arrested on 


a student arrested on 9/9/99. 


arrested in 2003 for writing a welcome poster 


from Rangoon. 
from Myitkyina 
from Kachin State 
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a NLD Youth member 


arrested in 1999. 
arrested in 1999. 
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a Karen National Union 
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the UN issued a report on January 5th stressing that 


Red Cross and NGO missions in the affected area: 


000 people need emergency and medium-term 


alongside the Red Cross and international NGOs 


Tanintharyi 
north of Ranong Thailand) 


according to the UN report the 
000 people in the 


water basic health assistance and shelter. V' 1 


the report noted the deaths of \"hundreds\" of 


le the pilot dropped remaining jet fuel into the Atlantic Ocean and instructed the 70-75 passengers to 


)|Off spoke again December 29 with Zelaya, who said that it was Casa AlianzaWs understanding that t 
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it appears that Burma was V'spared.V It 


in an attached letter urged 


Vvery 


V stops cooperating with the UN on 


it 


the IFRC will continue to coordinate the 


food support 


emergency 
healthcare 


and economic and psychological suppo 
the UN agencies will seek additional 
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the EAC noted no new threat 


however that 


including the need to 


ext Paris Club meeting, which is scheduled for the week of January 10. Montas said that at the last rr 
| unaccounted for and FAC expects many if not most of the missing to become deaths. Facilitated i 
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especially 
to Post One. 


a total of five bicycles were stolen from the 


RSO confirmed that he will 


which focused on ways to best 
was in furtherance of the 


RSO reminded EAC 


which took 
following the previous day\'s opening of a 


RSO advised that 


EAMS OBSERVED SIGNIFICANT DAMAGE AND DESTRUCTION OF STRUCTURES ALONG THE 


OPMENT AGENCY IN ABU DHABI, THE DUBAI MUNICIPALITY, THE MINISTRY OF AGRICULTUF 


Jecember 26 tsunami has reached 29,729; 5,240 remain missing. 3. (С) U.S. Actions/Assistance: ( 
МО A RESPONSE TO SUPPORT COORDINATION AND INFORMATION MANAGEMENT AT THE 
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and that the Embassy\'s FPCON and already 


and is 

A/DCM RSO 

DAO OMC (USDR) 
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accounting for over 90 percent of Oman\'s crude oil 
other companies are chomping at the bit to gain 


and Chinese and Thai firms are becoming 


the largest and 
PDO\'s 


PDO\'s expertise 
not in managing long-term 


more 
viscous 


which is also the target of 
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RMAS 
and ECA (USCENT/ 
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yrovided. Comments: Speaks Finnish, Swedish and English. HEAD OF STATE: Last Name: Halone 


signed) Ismail Omar Guelleh President of the Republic of Djibouti 
ІСТІМЕ------------------------------------------- 2. (SBU) On а December 6-7 visit to Bulawayo, Zimbabwe, 


S cross-border as well as businesses wishing to establish a presence locally in the other country. The 
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Omani 


000 bbl/d in its accounting. Both figures deviate 


wherein oil production was estimated at 909 


the 
such 


but it 


this long-term concession 


but this 


and sooner or later 


and PDO\'s reluctance to allow 


the prevailing mood in the oil sector is far from 
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touching on issues and personalities rarely addressed in 
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‘wo voting centers in Abu Dhabi and Dubai, staffed by international, Iraqi, and local officials 


i2: DHRF Number Amt Obligated Unliq. Balance DHR-02-679-002 $24,350 
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nor wholly 
Al-Sablah nevertheless offers 


including most 


there is a growing sentiment among members 


economics and social 
V'Some of the 

the issues are dealt with superficially and are often 

\"Once we establish a free 

this kind of reporting could happen. Other more 


V' Though we support this idea we know 


especially non-journalists the right to put forward 
particularly if these 


because these newspapers do 
demands or problems of the Omani people! 


instead of looking internally. V" 


rather than follow a predetermined curriculum. 


with one writer stating V'This new 


would not be invited. 2. (C) Mulki said the draft communique was negotiated and very ne 


Column 4 Column 5 
and they are 

less than a year after the 

VThe 


who also happened to be a student affected by the change 
VWe do not see the benefits of the new system to students. 


V'This system is 
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as the elections represent the only 


000 Iraqi migrs here a 


ensuring the 

including 

and preventing Iranian manipulation of the outcome. 
Iranian-directed 


but they reflect 
now revived by 


bulwark against Iran. Late in the day Jordanian 


and with whom Jordan will need 
which now stresses that 


thus de-emphasizing sectarianism. 
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h Saudi Arabia to extend its grant of crude oil. The USG intercession with the governments of Kuwail 


Column 4 


they also have begun to see the 
secular Shia such as Allawi 


but we 
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Turkey to MFA 
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3. 

ED 
CONGO AND AIDS. JUST AS USEFUL AS CASH 


INCLUDING FRANCE\'S. TEMMAN 


A MUSLIM 
WHERE 
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AS OPPOSED TC THE 


lately 70 Finnish troops are currently deployed in Afghanistan in support of ongoing ISAF 


continued their activities (including physically rescuing abused housemaids from their employers) with 
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POORLY TRAINED AND OFTEN 
DO NOT APPEAR 


WHICH HAS 


S. 
THEY WILL 
SUCH AS THOSE IN THE MIDDLE EAST. THE 


EITHER BECAUSE THEY ARE 


=D 


IT 
A RAPPROCHEMENT HE DESPERATELY NEEDS. 


ІТ IS SOMEWHAT THE OPPOSITE WHEN IT COMES TO THE 


AMERICANS AND EUROPEANS HAVE EVERYTHING TO GAIN BY 
IT IS NOT THE TIME 


е 


A UNILATERAL ECONOMIC 
INCLUDING BY 
A CONCERTED GESTURE 


Column 6 
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OM 


WE CAN SEE FIVE SIGNALS FROM 

A TENDENCY TO USE EXCESSIVE FORCE TO SUBJUGATE 

NOT ONLY IN SUDAN IRAQ AND PALE: BUT 
IRAN AND LEBANON. TWO AN INCREASE IN U.S. 
PROVIDING AN UMBRELLA FOR ITS AGGRESSIVE 

A DISDAIN FOR A STRONG UN 

N 

THE LAUNCHING OF RELIGIOUS 

CONTRARY TO OLD AMERICAN SECULAR 

LINKED TO CURRENT U.S. POLICIES DESIGNED TO ENLIGHTEN 

THE RESTRICTING OF CIVIL 

BOTH INSIDE AND OUTSIDE AMERICA UNDER THE 
INVS 


2004 UAE NATIONAL DR. 
000) 


MOST OF 
WITH YOUTH THAT ARE JOBLESS 
BER 


WE 
LEADING A MORE VIOLENT 


: TO BE 
THE POLITICAL SITUATION IN THE ARAB WORLD WILL WORSEN. 
IF ARABS WANT TO REACH THE YEAR 2020 IN A BETTER 
WITH MORE PROSPERITY AND STABILITY THEY MUST END 
CANCEL THE MONOPOLY OF POWER AND RESPECT HUMAN 
ER 
ENHANCED DEMOCRACY AND AN INJECTION OF POLITICAL 


000) 


2/15, PINR, RO, EU, adoption SUBJECT: ADOPTIONS SUMMARY ------- 1. On December 30, Con 
he second round. The remaining ten candidates each finished below 3 percent. NGO observers rep 
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ND 
E 
WE COMMITTED OURSELVES 


WHICH LED US INTO ENDLESS CONFLICT DUE TO ITS INTERNAL POWER 


EVEN 
VARABS ARE A MELANCHOLIC NATION" 


UM 
RELISHING IN GLORIES OF THE PAST AND FEELING 
NOT THINKING OF HOW TO RESHAPE OUR 

T 

CAT 
BUT NEVER QUESTION 

IK 


JEIR 


AND ATTRIBUTE EVERY CRISIS TO AN 


DUR 
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among other possibilities a situation in 


to which settlers would respond by firing 
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who HaVaretz says 
called on 


comparing the revolution they 


Dichter and some officers were quoted as 


Jerusalem Post quoted senior officials in 


V a hitherto unknown group claiming to 


Column 4 Column 5 Column 6 


000 


000 shekels (about USD 4 500) to allow candidates 


in a televised ad sponsored by the 
which will be 


the American actor Richard Gere 


Shinui could rejoin 


Maariv and Jerusalem Post reported that 
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which will focus on the rise 


American Magen 


Jerusalem Post distorted a story in the 
which had only noted Sri Lanka\'s 


only 32 
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pluralist Yediot 


and they will be 


and if it does it will be seen as 


independent Jerusalem Post editorialized: 


which is interested in expanding its 
Syria and other places in the Middle 
will press Israel to make significant concessions 


2005" 


pluralist Yediot 


a neighborhood in the 
are the first shock waves of the 
which are being detected mainly by 


taught that VJudea will stand forever V 
all their demands 
they were called upon to be the pillar of 
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9.8 million reported (by the EU-15) for 2002 and reflects an almost fourfold increase in average per-li 
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in their naivety 
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will do everything -- 


to which they were not even partners that in 


it appears 


and also -- woe is to the eyes 


and may we be proven wrong. Israel 
the tsunami is on its мау." 


Viktor Yanukovich\'s election fraud is compared to 


and if it does it will be seen as 


and if 
the price of the coercion would be too high." 


er two million euros to the IFRC, through the Finnish Red Cross. All of the current 4.5 million euros 


[he government is facilitating the delivery of private contributions to thos 
ch translation of the talking points with Houssein. 2. (U) Baghdad minimize c 
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independent Jerusalem Post editorialized 


in some 
troubling path by which the disengagement plan 
but it cannot be argued 


as the prospect of violent 

the settler leaders and the radicals 
the 

into a corner. They are forcing a 


the result of such a terrible 


there would be an 
shaking the very heavens. But those 


Samaria and Gaza [i.e. 


Column 6 


first and foremost because it attempts to 
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it was said that political leaders must 


who 


which is interested in expanding its 
Syria and other places in the Middle 
will press Israel to make significant concessions 
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is it?" What he was really saying 
but that they were separate efforts. 


while we have excellent 
they are also very careful to 


she is ready to 


but does not want any greater 


she emphatically 


where to put our troops and 
etc. So we are almost there and will be 


iMO) Law was drafted and submitted to the Parliament in March 2004. Due to its political sensitivity, 


holic Church, has collected nearly 12,000 Litas (USD 5,000) in private donations. 
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chemical or biological weapons. 


Chief of the MFA\'s International Organizations and 
to discuss the revised draft CWC Host 

who had been the 

informed that he had met with Minister 


the Ambassador proceeded to outline 
and raised an 


Talib Miran said that the Minister 


he said YBA objected to use 


and that it in fact constitutes 


but said Bin Alawi 


\" for instance or even simply \"inspection.\" 


ANIES AND USDA/FAS. AS IT APPEARS THAT THE GOT IS SERIOUSLY CONSIDERING US AND 


mber-state-veto rule. WOOD 
t Offshore Services), confirmed the killing of a Greek national, Anastassiou Stilianos, in Port Harcourt 
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biological or nuclear weapons in 


Extra Information 


para 9B). The Ambassador 


he would share it with the Minister 


Talib Miran said it would be 


even 


he 
the Minister would feel better knowing that other 


as a result the MOD 


Column 6 
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making its 


at 
share all relevant information with it. (Note: 
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the English teaching 
to give an overview of the 


which incorporate games and 


V one of the Department of State English Language 


two 


VMy friends are asking if 
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APAO gave a presentation at the boysY school to 


tour of the 
including a young single female a woman 
a military officer anda 


both in the Emirate of Ajman. 


he emphasized that 


and enable them to 


in February. End Summary. 2. (SBU) Iraqi and Turkish delegations met on December 29-30 to 
dent and CEO of oil service company Danglobe Consortium Limited - a Nigerian oil service firm with 
2005 budget expects that revenues will increase 8.9%, based on continued strong export growth and 


ite of Washington. Article 2. Ministerial Order No. 363 for the year 2003 co 
s and individuals to forward their assistance to OCO banking accounts. No d 


ctions, which means Italy will not be able to provide either financial support or pe 
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then doubled it to $2 million 


matching the amounts initially pledged by 


including individuals companies and welfare 


cash donations from Cargo Transport System 
individual anonymous 
and collections taken up by expatriate religious 


and other editorials and 


\" the 


000 in 


THAT THE EXCHANGE RATE FOR THE USDO ACCOUNT IS FIXED AT THE RATE DF 177.15 - U. 
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2000) and 


2000). (Note: existing generators whose 


old energy but with a new face. End Note.) 


V run by the 
was widely seen as the first real test of the new 
000-megawatt auction was for the 


and who purchase energy through the large 


including some private companies 
through the 


\" and 


the stock of 
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however that 


and that when 
2007 prices approach the lower 


Isaac Averbuch told 


by separating the auction of V'old 
the initial auction benefited 


6 of the 18 


Eletrobras 

the distributors ultimately sign contracts 
when the prices dropped below 

the energy companies participating could 
supply would have been below demand 


the GoB created a 


the GoB could adjust the demand to 
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areas such as Benidorm-- attract a large number of criminals and pickpockets and frequent incident: 
w, and Public-Private Partnerships) pass into law. Several other key bills were left hanging 


.E REFERENCE NUMBERS: MADRID 04649, 04708, 04748, 04749 AND 04776. 4. IN ADDITION 
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in the 
the GoB lowered forecasted 


although the auction resulted in lower 
the outlook for energy 
citing guarantees provided for 


and that it will likely be several years before 


at least for the short-term. Lima from AES 
however 


Born Lima and other energy analysts 


especially if a future 


and the press reports 


only 21 have begun construction. Many 


riate. MONROE 
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the GoB policy views thermal power primarily 


however Averbuch 
because in the new 


Brazil may have an 


investors are watching the 


and the GoB will 


in 
according to news sources even among companies 
such as Tractebel the decision 


existing generators had 


of perhaps greater concern is the apparent GoB 
state-owned energy producers. That said the 


which should show starkly how 


erns are cost and staffing. It will want commitments of personnel and other resources from NATO all 
i status report, Talib Miran apologized that he could not immediately reply as to the Additional Protoco 


'tween R2-3 million ($350-525k) had been donated. Paschal said that Minister of Health Ms. M 
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after-hours effort to re-contact persons in the 
making every effort to 


consular India has closed more than 350 cases in 
and hopes to have the list of open cases 
at which point New 


January 10. 


the press 


\" 


the 


Janata Party president 


which he considers an LTTE front. He 
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Int of warehouse space at the Zone dVActivites Mirville (Mirville Industrial Park), 85600 Bouffere. Ith 
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9 575 Indians had died as a result of the 
an increase of nearly 100 from the previous day. 


918 (from 
681 on January 3) of which 5 801 are from the And 


Vice 
Chief of the Integrated Defense Staff 
was quoted in local press reports as having announced 


which are militarily 


which cannot fly from the eastern part of the 
have flown 
noting that eight 


Operation Gambhir is 
according to the Ministry of Defense. 
a survey ship the INS Nirupak 


and the INS Khukri 


emergency rations and emergency m 
the MEA reported. 
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and 


) might be difficult to approve. He was particularly 


and suggested Sardinia might be an 
and noted that 


how SOF fits in 

availability of SOF in Sigonella for 

political controls SOF operations 

and whether the primary counterpart for the GOI 


reminded the GOI 


and emphasized that NATOVs 


Y but raised concerns over 


which might be deployed alternatively for 
CENTCOM or global SOCOM missions. Brauzzi ref 


but the 


1e IMIE steering committee, France did not have an electoral commission or other suitable in 


‘et. The real challenge to Peru, however, is not in protecting the domestic market but rather in ensuri 
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and we are 


we acknowledge that we will not be 
EUCOM and CENTCOM 


Pavel noted we are seeking 


the 


which promised to return with 
freedom of action and the full 


to allow the Italians to prepare a detailed 
with a sub-working group of EUCOM 


the results of which would be 


given the historical high rate of turnover 


but that both sides would need to 


it will be imperative to maintain 


that 
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and that basic 


they will continue to try to meet our 


at which they expect freedom of action 
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Head of MFA NATO office 

MFA NATO office 

MFA Americas Bureau 
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Chief of IDGS International 


IDGS 
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SOCEUR 
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Commander 
Pol-Mil Counselor 
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ODC Chief 
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V Al-Mukhaizeem 

Vno one would put their money with us.\" The 


or V'sukuk V to finance large projects. The 


and hopes to use this financing method 


Qatar and Malaysia on sukuk financing. KFH has also 


and the GOK appeared interested. 


OFAC 
Al-Omar explained there is not much of an 
Al-Mukhaizeem said the bank was demanding more 


but he said that KFH was complying with the 
and customers are getting used to it. 
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they just 


they tell us that the U.S. side insists that only 


\" Al-Tayer said it would 


since they were the ones who would be \"implementing\" 


there was no reason they could not provide 


VWe recognize that 


Al-Tayer said 
but had given the impression that 


anditions, poor communications, and limited manpower make it impossible for these teams to cover г 


1ONE NOS.: (880-2)716-1502, (880-2)831-3747 CELL PHONE NOS.: N/A COMMENTS: --Indi 
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V' he said 


he added 


CG said it was his 


and arguing for GCC involvement in the belief that 


Al-Tayer nonetheless argued that there was much more 


it would be critical to contain!" or 


DubaiVs re-exports to Saudi Arabia last year were UAED 
and by early December this year they had already 


V i.e those with at least 40 percent value 
whereas re-exports are subject to 5 percent duty 
particular in the food sector. V'If the 

and not through Dubai 


\" Al-Tayer suggested. 


\" Al-Tayer 
not 
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then \"someone must 


that the U.S. was strong-arming 


we 


a third term for ElBaradei is a political decision, while the Geneva Group's focus is on financial iss 
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at least 50 


many in Dubai were wondering why it was necessary to 
which was the only solution 


in exchange for nothing 


Al-Tayer confirmed 


was that Indian-Americans would use the FTA as a 


but our fear is that they Americans of 


Al-Tayer said that UAE nationals who owned 
and 


f central Zimbabwe. Like 500 farmers nationwide, they were still living on their farms but had been ur 
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and we believe that 


we do not believe that 


however 
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but 


in each case raising Catholic concerns with various 


the Pope\'s decision to canonize 


the need for a stronger apology from the Pope 
and the need for the Holy See to make a 


Multi-National Planning and Augmentation Team (MPAT) in Utapao, Thailand, and that these MPAT pl 
"АВІМЕТ SHUFFLE, WHICH HAD BEEN RUMORED FOR SOME TIME, IS TO POSITION HIMSELF 
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but they are 


but that at the middle 
there was considerably more resistance. 


but said it was the 


Frank Dewane of the Pontifical Council of 


Jesuit and Maryknoll professors 
and their 


whose 


Hanford said the U.S. 


who was very active in 


but he belies it is also 
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Egidio Community Hanford was told 


the situation on the ground faced by 


behavior particularly 


Monsignor Dewane 
Egidio s Claudio Betti both urged Hanford 


Dewane emphasized 


Y he said. Maronite 


he 


' not carried in the first broadcast reports carried on Government radio. 
ınuary 6 on Levent Senkaya of MFAVs International Organizations Department, which has be 


is a group, she added. Vouland then provided the same general readout of the December 17 Nuclea 


Gutierrez was reconsidering, instead eyeing ex-Finance Minister Mauricio Pozo for 
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where the Community has been 


the 
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but prospects for drawing 


but 


a combination 
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'as very enthusiastic about ChevronTexaco\'s current investment in Guajira and asked if more in 


'aiwan aids tsunami victims Taiwan Accepted as Project Observer in OECD Trade Committee -------- 
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but that would postpone implementation of the 


something Sharon is loathe to do. 

few 

Sharon could choose to hobble along with 
depending on outside 


he said 
the Haredim 


who has long experience with the 
said Sharon did not take up his offer that 
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V Gul told 


the Syrians are serious and 
V Gul told V'Haaretz 

they are ready 

and they expect a 


V the Turkish role 
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if any political рай want early 


failed to recognize their reputations 
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reconstruction 
and participation in a local peacekeeping 


Gul said: "Bilateral relations with Israel are 


drawing about 300 
V Gul said. Gul was accompanied on his trip by a 
Gul will meet with Palestinian leaders 


PM Ahmed Qorei and Palestine Liberation 
who is widely 


\"Cumhuriyet\" reports. Turkish 


according to 


papers 

whose identity was not 

was reportedly working under contract 
79 Turks have lost their 


including Defense Minister Gonul 
and at least 2-3 other ministers could 


Column 5 
political and 


000 tourists 


including 


could 
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rime Minister Algridas Brazauskas, have to date surpassed 500,000 Litas (USD 192,000). KELLY 
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which were enacted swiftly before the EU summit 
include a provision that carries a prison 


\"Cumhuriyet\" claims. 


according to the 


who say that such a system 


a Turkish businessman 
who lives 
was 


Aysenur Esenler 


they\'re not even close to each other as they were 


the continued PKK presence 


both sides should consider some basic 


as expressed at the official 
and the spread of Anti-American feeling among the 
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who is allegedly a US 
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but the 


102 


the dead boy wedged up against 
we 


after a 
managed to collect 1 million dollars in 


the Bush Administration announced that it 
then to 35 million 

V the US now thinks that 

by 

could perhaps form a South Asia 

through an effort similar to the 

regain some of its lost prestige. So the 


raising 


| won\'t be surprised to see on my television 


in this 


the two-facedness of the 'civilized\' 
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729 dead in Sri La 9 
187 dead in Thailand. And constantly w 


thanks to the tsun it 


embly (WTSA) in Florianopolis and continues to be aligned with the USG on the veto issue. Although 


itigma and lack of understanding pose significant obstacles to outreach and education efforts, Global 


icts were also on leave during this period, no meetings, site assessments or training sessions were c 
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Tony Blair were on 
they were only able to comprehend the situation 


even though 


especially in the energy sector. 


is transported through Ukraine. So 
all governments in Ukraine have managed to maintain 


during the presidential campaign Yushchenko 
this stance has angered 


Russia which has already lost 
does not 


Yushchenko has announced that his first official 
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Premier Wen Jiabao 
and other senior GOC and business 
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Chavez said Venezuela 


said Chavez 


he was going to put Venezuela\'s oil 
especially now that China had 


the GOV approved a 


Chavez asserted that 


despite the distance in time and geography sprang 


Chavez asserted he would have ended up a socialist. 


Chavez said Latin America had paid a high 


V while complimenting China for 


Christian and Maoist.\" He 


RY. 2. (C) In their January 7 meeting with Poloff, Alison Burrows (protect), Minister, and Catherine Di 
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Chavez is seeking support from countries he sees as 


we doubt 


much less the costs associated 
would be 


purely economic considerations seem to 


the GOV moved 


as noted 
Chavez has reportedly agreed to the development of a 


it will be a clear indication of the political 
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four of the 36 ministries will be headed by women as 


3OB should be in a position to present this package at the Conference. Meanwhile, Duarte himself, a 
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both the PeopleVs Party for Reconstruction and Democracy 


replaces 


(Note: 


replaces 


replaces Joseph Mudumbi 


replaces 


replaces 


replaces 


replaces Athanasie 


Лу non-specific criticism of the report to date, and post expects a considered response to be forthcorr 


JNKNOWN Gender: Male POWELL, Arbin Bordas Age: 19 YOA-UNKNOWN Gender: Male ZELAY/ 
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in the wake of the parliamentary report on 
and after months of infighting among RCD-Goma 


perhaps his closest confidant 
in the job or whether the MLC chief simply has 


both of whom 
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Vunilateral preferential trade agreements signed by 


parliament member Abdulnabi Salman stated 


the Bahrain Tribune cited an unnamed official claiming 


the members could go ahead with bilateral negotiations 
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not to 


Hamoud stated it is 


they also want to do what they can to soothe 


perhaps hoping that progress in Geneva will blunt 
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THIS TIME 


DESPITE INVOCATION 
WHICH CONCERNS THE POSSIBLE V'GRAVE RISK\" 


2005 ONLY 16 SPECIALLY 


LITTLE 
AND 


iate. MONROE 
3: USAID/DART SITREP 49 ------- SUMMARY ------- 1. As of January 7, according to the Center for 


¡ after Saddam Hussein,s removal from power. 2. (C) Pol Chief used the opportuni 


Aaldives, Sri Lanka, and Thailand. LEBARON 


Carlton Hotel 14:00-15:00 Site Survey: POTUS program with Slovak Officials Pre: 
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WHERE THE MOTHERVS SISTER WAS 

AN AGRICULTURAL WORKER. THE MOTHER RETURNED HOME 

TOOK THE CHILD TO AUSTRIA. SHE THEN FILED FOR 


AND WAS ULTIMATELY 
BUT THE DIVORCE DECREE HAS NOT YET BEEN 


BUT BEFORE THE 

ON 

2004 THE AUSTRIAN LOWER COURT RUL 
CITING ARTICLE 13B BASED ON THE MOTHERVS CLAIMS 

AND THE TRANSLATOR FOR 

2004 


2004 THE AUSTRIAN 


AS REQUESTED BY THE 


AND THEREFORE THE MERE RETURN 


AND ALSO ABUSES ALCOHOL. THE CASE 


ALLOWING 
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WHICH HAVE ALREADY 
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\" he said. 


and 


and share the substance of this 
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rided below. Post wants to ensure the best possible service to all official visitors and will work closely to arrange de 
D.C. often on the early please note there is 

the trip to the Embassy takes 40 to 60 minutes. 


a valid Schengen visa or diplomatic ID from any other Schengen country in addition to their in order to enter Gre 
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which requires that all Department of State employees bring their Global ID and/or Smart Card that will be acknow 


te Department medical clearance is required by all employees of agencies participating in ICASS who will be travel 
and the Euro is the currency of the country. Accommodation exchange is ATMs are readily most banks and maj 
please remember that this equipment can be used for processing unclas: 50 cycles and outlets are ἵννο-{ 


pornography and the sex tourism phenomenon are trafficked. The fraud and coercion t 


local Greek terrorist groups have targeted prominent Greeks as well as οι including America the Greek Governmi 


protest marches and anti-U.S. dem to their disadvantage 
pick-pocketing and purse snatching are the most common crimes. Taxis break-ins and occasional scan 
especially Athens and Thessaloniki is chaotic. Greec: tourists who rent mo 
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11-12 Israeli 


there were seven shooting 
near Rafah at the Karni 
Netzarim and in Rafiah. 


which did not detonate. 


Israeli tanks and bulldozers entered the coastal 


the main north-south traffic 
was open January 5 with a major detour at Netzarim 


but was open for the import of aggregates used in 


but reportedly operating slowly 


erms (MAT), and Prior Informed Consent (PIC). 


needs; and finally, a lack of support for handicapped and vulnerable individuals. The local Chadian [ 


in keeping it as a political football. The DPP sees the Special Budget as a perfect opportunity 
AMIS: USAID/DART SITREP #4 ------- SUMMARY ------- 1. As of January 7, according to the Cente 


RY. 2. (U) On January 2, allegedly with the blessing of UDF leadership, a group of Young Democrat: 
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now that Jordan has dropped its insistence that 


penciled in for January 12 - the 


after his December trip to Washington 


and certainly within the month of January. The 


Foreign Minister al-Mulki has been searching for a 
and dropped the demand related to 


Israel was 


however that legal 


which the Israeli DCM (protect) characterized as 
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but political realities require that he secure 


by 
to allow the king to return the ambassador 


or could otherwise provide the cover for a return 
Abu-Wandi said no. While a few other 
none carries the same 


Abu-Wandi said he did not know. The 
he acknowledged 

for 

and for the release to 

followed by Jordan\'s expeditious return 


it was clear that he came for the sole purpose of 
frequently noting that Jordan 
\" including the United States 
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the Deputy Secretary pointed to the misuse of 


in the last several months neither side 


whether on Iraq 
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Abu-Wandi 


would be for Israel to indicate 


will make 
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Syria Afghanistan 


' signed, will greatly increase the types of cooperation that can be utilized to enhance the effectivenes 
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is 
despite some V'unpleasant incidents. V" 


NATO Bosnia etc. 


every delegation 


PM Erdogan and FonMin Gul are the most sincere 
Arinc continued. From time to 


but everyone must 
in March 


but the decision 
the 


Turkey has opened its ports airfields and 


with strong ties of 
Arinc declared. One should understand TurkeyVs 
000 


five Turkish 


the 


the 


the pictures of American soldiers torturing 


FonMin Gul and Arinc himself 


there have been cases of intemperate 
for instance the labelling of the Fallujah 


rin Sri Lanka. Consular ΤΟΥ support has arrived in Colombo and has been productive and very helg 
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the actions of some American 
the Deputy Secretary said. 


he said. The U.S. has 


but 

000 deaths V" (sic) contradicts this stated aim. This 

one l express as a friend he asserted. 
he expressed only his personal opinion not that 


both Arinc and the 


Arinc then called 


and is 


whether in Iraq or 


concerning Turkey\'s security and northern Iraq the 
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ifeguard measures against Chinese imports with FTUVs Deputy Director General for Imports on Jan 
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the Ambassador cited the need for progress in 


2003 


USG security 


and concurred with 


he 


will come during the March municipal elections 


and August Fatah elections 


PA security 


ranking 
and NSF Brigadier General Samir Siksek 
ranking behind only 


who 
held the title of deputy chief of staff to 


the Ambassador reiterated the need 
2003 


positive impact on 


in the hope of an improved security situation 


2003 attack 
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attack on U.S. 


May 
where no one 


during 


at least until Yasser 


the 


after which all travel to Gaza was haltec 


POLICE. THE GROUP ALLEGEDLY HAD MADE ARRANGEMENTS TO ACQUIRE AROUND 400 
iber, BTC Turkey Director Yashar Latifov confirmed that construction problems in Lot A ) adjacent to ( 
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at that time no authority attached to the position. 
\"if asked | will serve \"he said 
Yusif said security is the Palestinians\' number 


he had been protected by \"a batallion\" of troops and he 


the religiously 


he said there are murders 
and problems with narcotics in Gaza. 


Yusif said will be setting PA security 

Yusuf said his own preference would be to 
Yusif said he would then physically move to 
staying there and personally overseeing the 

however insists 


or other reasons -- come 
then Yusif said he will be forced to leave the West 


they will 

he said. But if they 

complete results the PA will be allowed to 
what 

he said be in a position to begin 


as the militants make 


and Palestinians could 


\" and 


Column 4 
they want to support a strategic approach -- through 


transparent 
often opaque efforts with 


however 


and that Abu Mazen cannot 


if appointed as 

he can plan and initiate operations 

and that 

he is nonetheless sure that both he and Abu Mazen 


he stressed 
the May PLC elections 
where no one faction has a commanding lead and 


absent a major security effort 


PA security forces must gain control 


he said 
V leaving the 


he 


having V'scrapped all mechanisms for coordination" 
is relying now only on 


complicating things for the Palestinians. 
not 
\" Yusif said 
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and coordinated channel -- 


that he 


while he cannot promise concrete 


will come during the March municipal 
and the August Fatah 


those 


should make the political 


arguing for the re-establishment 
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V who 


and who are V'normal suspects.\" 


he said 


and resolving their fate would leave only a very 


500 of what he said are some 12 


putting 
if appointed interior minister 


he said 
Yusif said: one civil 


several of whom 
could and 


allowing Yusif to focus on 


Yusif said he 


the Preventive Security 
and civil defense. 


Force 17 
such as 
that are 


and the Palestinian part of the Joint 
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comprise the clear majority of all 


000 


to 


has decided that the interior minister 


he said come readily to minc 


and the naval or coastal police (sometir 


| billion of private debt following the largest sovereign default in history. A successful debt restruc 


;ational services (medium) Sectors with rank of З ----- 
d other large cities in Spain --including resort/convention areas such as Benidorm-- attract 


prior to arrival in Spain. 4. THREAT ASSESSMENT: In general, Spain is safe. However, Madrid anı 
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he would take personal operational 
which he referred to 


depending on performance 


removing them from operational command of forces. Once 


he would move his 


but operate under the 
who 

which 

and the PSO 

would be 

rather 


Yusif said 


then that commander will be removed 
however 


Yusif said 

Yusif 

which took place while Dahlan was 
both in rank and within Fatah 


“уои can\'t talk about 


however 
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either or 


would be given a chance 


Yusif said. 
that to hold each and every person 


the only way for 


Column 4 


Yusif said that Abu Mazen must be 


as the security 


PLC elections 


at times 

in Gaza in 

are not capable of swallowing any more 
defined as either \"Israeli aggressionW or PA 
but now must certainly be resolved before the 
Yusif said. “Тһе Palestinians 

he said. 

so 

who appeared in good health and 


declined to eat any meat during 
citing what he said was a diagnosis that he suffers 


Column 5 Column 6 


and then the Fatah Party 


| services 3 --Market research and public opinion, polling services 5 --Management consulting servic 
e demarche, Bertolotti asked if the issue pertained to a shipment to Pakistan, to which EST officer re| 
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V Ozkok said. The Deputy Secretary noted that Turkey 

in that 

it was important to consult and especially for public 


to be seen as consulting. 


the Deputy Secretary 


who he 


what he was doing to 
describing his meeting with various tribal and 


but could not explain what they would do during 


and feeling better about the prospects for 


but even in 


and easier-to-secure voting places outside of urban 


US 


the KDP leader told the press 


Column 4 

but he believed that they will act 
the Kurds seek a delay in 

the future of Kirkuk 


who he described as straightforward 
\"to do the right thing." Similarly 


but 


with the possible exception of Iran 


he allowed. NEA Assistant Secretary William 


but still significant if 


Deputy Secretary Armitage reported. First 


the Deputy Secretary explained. Second 


the Deputy 


but their loyalty 
saying that 
the police and the Jandarma are called in first 


Ozkok doubted that the police 


Column 5 


he thought 


he 


he appointed 


but 


Column 6 


is month. End Summary. GOE Concerned about USG Concern ------------------------------- 2. (C) Bet 
'sonal involvement on the TIP issue, which he accepted eagerly (SepTel). He dominated the c 
rin Sri Lanka. Consular ΤΟΥ support has arrived in Colombo and has been productive and very help 
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but added that any movement of troops 


Arabs and other non-Kurdish ethnic groups. 


but also Aleppo. The previous day he 


that they cannot just wait for the US to provide 
but should use their own 


they may be more 
then they will be less so. Also 


he doesn't have it completely. 
Ozkok stated Syria would 


So there is a prospective 
he noted. The Deputy Secretary 


he concluded. 


TGS/J5 Strategy Dept Chief MG 
MFA Americas DG Selahattin Alpar and his 


EUR Assistant Secretary 
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but feared that if such a clash were to 
it would take place in Kirkuk. A/S Burns relayed 


the US 


where they performed much better 
when some forces 


saying that everything produced in 


Deputy U/S Uzumcu asked for US pressure on Barzani 


fficials claimed to represent foreign suppliers from France, UK, and other countries. Odoglu noted TI 
death. Kaplan clarified the different situations of women described as trafficked; some come volunte 


. According to the executive director of the OCO, Ali Ibrahim Shanoor, if the orga 


> next few years to consider establishing a comprehensive abs legal framework. In the meantime, a 
‘iminals and pickpockets and frequent incidents of crime of opportunity against 


rita Gomez-Acebo who speaks English. Cell phone number: 359-887-900-900. Comments: The Prirr 


Column 4 Column 5 
not to block the opening 


believing that three to five 


who had participated in previous bilateral 


he pointed to US agreement that 
Sensoy said two PKK/Kongra Gel 


the Kurdistan Democratic Solution Party and the 
were registered to take part 


he confirmed that the US would send a strong team both 


Sensoy said he saw reason for optimism in the 
if Hamas viewed the rapprochement 


Sensoy was optimistic that both sides would 


concrete 


the UK planned to support 


according to Sensoy but 


Column 6 
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and 


which must be done in consultation with the 
and to implement the roadmap. Turkey would 


it was important that the Turkish public see the 


Uzumcu 


which in his view 
Uzumcu expected Gul to note TurkeyVs 


with both sides having a 
and welcomed the opportunity 
while 


and encouraged Turkey to repeat the 


A/S Burns said 
during the Gaza 
would shape the US view of a future for 


Column 6 


was too late. During 


TSUNAMIS: USAID/DART SITREP #5 ------- SUMMARY ------- 1. As of January 10, according to th 
1istry of Mines and Energy in the renewal energy, petrol and natural gas divisions. They also met with 


Jggested several possible dates: March 14-16, late March/early April and June. 3. (SBU) T 
r General. Although critical of then Presidential candidate Lula in 2002, then-Minister 
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saying that its emphasis on transparency equality 
etc. were in line with TurkeyVs foreign policy 
Turkey realized it was not 


and therefore supported a 


Turkey supports the participation of all countries 


1/5/2005 16:59 0505МАТОЗ 
including through work on missile 


NATO Heads of State and 
forces and 


along 


which focuses on the 


Column 6 


Mission USNATO 


costs and time scale of possible 


was 
a second Missile Defense 


this study will be 


NATO\'s primary forum for 


5 for some changes in the EU- Russian agreement which set tariffs and quotas for the new members 
n Turkey, despite a large Armenian population in Istanbul and significant trade between the countries 


service unions to continue negotiations. The Minister of Civil Service again presente 


second four-year term as President of Ghana. The inauguration was attended by the president 
foreign direct investment. In particular, they intend to introduce more transparent procedures, root ol 
zessarily oppose the US position, they stated that Spain did not have much latitude in this area as the 
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Foreign Ministers noted the 


which fulfilled another 2002 


which 


it clearly demonstrates that 
and 


the Analysis provides 


population centers or NATO deployed 
while moderate will remain a concern in the decade 
and they 


and the risk that their technology 


rm are an indication of the level of dissatisfaction among some members of the ruling party. END SU 
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and countries today may rely 


but an 


there will be an increased risk that UAVs could be 


peripheral 


development or 


influence or deterrence. Proliferating 


materials 


biotechnology and space 


materials and expertise. The 
monitoring and eventual dismantlement of the 


the capability of both 


3oard (see below) announced a 100 bps rate cut, bringing its simple annual overnig 
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which serve to complement and strengthen 


and while North Korea claims to have 
there is uncertainty as to whether it 


this 


which according to some Allies\' experts with a third 
000 
all of the United States and Europe 


and it is cause for serious 


North Korea and China. 


which would establish the technical base to develop an 


and within the next ten years 


Column 5 


albeit with 


Column 6 
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and the IAEA cannot positively identify that 


Iran could produce sufficient fissile material for a 


Iran is also assessed to be 


and it 
infrastructure and scientific 


as well as an 


production and storage of CW. Syria can produce 


SCUD-Bs and possibly SCUD-Cs. 


notably the southeastern 


and its voluntary 


at present Beijing focuses 


Column 6 


Column 4 Column 5 Column 6 


NATO 


Russia has a mature arsenal 


weapons-grade 


which is probably still offensive 


NATO must 


Giant Leap for SGP 


it has also 


and China in the SGP has in the end produced a 


will continue to 
and 


itis essential that we raise these issues at 


guiding the development of 
and considering operational 


s circulating U.S. ideas around DFA as well as with the Irish embassy in Mexico, which covers Cuba 
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however the GOF has not 


Econ Chief discussed reftel points 
Christian Lechervy. 
Econ Chief had also shared the USAID 


Lechervy noted that France will certainly 
\"most likely at the ministerial level." 
whether it would be a minister from the Finance 


the 


adding that he had left for 


Lechervy said it was 


the outcome of the General 


that the 


Column 6 


Embassy Paris 
Embassy Paris 


ich as Benidorm-- attract a large number of criminals and pickpockets and frequent inci 
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claiming that he was not 


now in its third year 


2005 
during a 


Forbes indicated that the regionalization 
could be cost 


the 

presumably 

would be joining the JCF at the Deputy 
leaves unclear the 


he lacks management experience. He will have to 


Von 


rumors and unsubstantiated 


Column 5 
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to 


Column 6 


Embassy Kingston 
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Thomas 


poverty and the lack 


Thomas 
you wont get killed." He explained that 95 


extortion or some 


drug runners extortionists 


to which Thomas replied that the Commissioner does not 


describing this as a serious 


however they are still hampered by ineffective 


ases to six AmCits unaccounted for. (There are no AmCits unaccounted for in Maldives.) 2. (U) Cas 


' treaty, complained about Azerbaijan\'s continued non-compliance with limits on TLE, and said that 


Column 4 Column 5 Column 6 
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providing 

ELN and AUC. 


all adult terrorist group deserters 


the 3 000 AUC 


the Colombian 


the Colombian military police and investigative 


the U.S. Secret Service and the 


which had planned to use it for 


facilitating the military\'s 
the military also carried 


INTELLIGENCE/SECURITY 
AND MILITARY ACTIONS TAKEN AGAINST AL-QAIDA AND 


sision in principle to suspend some of the measures against Cuba, the modalities of this were still to k 
stable area known as Somaliland. They had all been living in the Ali Addeh refugee camp in southeri 


Column 4 


OR REGULATORY ACTIONS: There were no GOC 


ELN 

(J) and (Q). Military and police units 
impounded narcotics 

infiltrated abandoned FARC camps 
Congress approved a major anti-terrorism 


search residences 


however 


V which would offer alternative sentences 
to 


GOC 


who was issued a one-year resident visa in 


a narcotics 


SPECIFICALLY 
INTEL COLLECTION 
oral 


TO REDUCE THE ABILITY OF TERRORISTS TO CROSS 


however 


the 
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and AUC as 


and rescued kidnap 


and detain suspects more easily. 
the Constitutional Court found the 


AND INVESTIGATION: 
and electronic 


and neighboring countries 


at any additional Austrian efforts in Afghanistan would surely be welcome. Brown 
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INCLUDING STEPS TAKEN IN INTERNATIONAL 
(B). 


FOCUSING ON 
TO INCLUDE 


the Army announced a new Caribbean Joint Command 


Navy and Air 
making the maritime 


VIOLENCE-SUPPORTING 
BOTH BY GOVERNMENT AND CIVIL OR RELIGIOUS SOCIETY. 
(C) and (D). 


COUNTER INSURGENCY OR CT 
ELN 


Plan Patriota 
but other 


POSITIVE OR NEGATIVE IN THE 


INTERNATIONAL OR 


entered office on a \"get tough with 


INCLUDING LACK OF 


000 deserters of 
000 paramilitaries in a 
continued 


the Colombian public 


Column 6 


Column 4 


TERRORISTS 
and continually 
showed sympathies for either the paramilitaries 


or the FARC. One result was a Congressional invitation 


members of 


IRAN 


THEIR GOALS 


kidnapping 


the group still executed significant attacks in 


Antioquia Department killing five and injuring 
a suspected FARC bombing of 


the ELN showed some signs of being willing to 


Column 5 Column 6 


OR TERRORIST GROUPS: 


LIBYA NORTH KOREA 


political murders the indiscriminate 


lers expressed dismay at NGO criticism of the Commission and were eager to participate in a potenti. 
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allegedly conducted to send a 


respectively 


paramilitaries 


on April 18 
killed 12 and \"disappeared\" 30 
La Guajira Department. In 


TERRORIST SANCTUARIES) EITHER BECAUSE 


terrorists used remote jungle areas poor 

cattle ranches and mountain 
TRIALS AND 

\"Nayibe Rojas Valderrama" or \"Sonia “ 

\"Yerbas\" (replacing El Mocho killed 


but it is impossible to 


supporters of the GOIVs economic policies. While the anti- dise 


;. Sumate leaders said they will continue to seek financial support from the National Endowment for | 
nat the National Assembly had no plans to ratify the convention anytime soon, and that it was not on ! 
ecessary to comply with protocol commitments. He agreed to consult with us on the issue again early 
is. PolOff said that election and election monitoring expertise would be in high demand and urged La 


land and Indonesia. Secretary General of Spain\'s aid agency (AECI) represented SIPDIS 
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seven whom were thought to have been in 
four in Sri Lanka four in India and one in the 


a total of 737 New Zealanders remain 


that is where the 


as well as the fact that the military aircraft 
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reflecting lower ratings by investment 


Poland attracted $12.2 billion of portfolio 
the highest level since 2000. This total 


more than three times the average level of 2001-3. 
combined with $680 million invested in PolandVs stock 
helped strengthen the Zloty. The National Bank of 
NBP) does not believe that 

but 


and more than eight quarters of strong 


which are now sitting on very large corporate 


ider the current GNP Director\'s tenure garnered front-page coverage in the local press and forced th 


dual-use items to non-state and state actors. Lavina said that the coordinating group on SUA relatec 
2 year. We understand that the mandate is to provide for deployment until the end of February 2006. 
PRODUCTS ------------- 3. Food product prices increased significantly in the past yea 


three 1503 complaints pending against Guatemala. Rodriguez indicated Guatemala and other GRUL 
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Polish companies are expected to begin 
which in turn should sustain economic growth 


several of which are expected to 
chemical and energy plants and industrial 


particularly in the 
taking advantage of its first full 


including gasoline and in 
bank loans have been priced meaning 
which has 


although not against the dollar. Market 


including by freezing or cutting employment to lower 


as some industries compete with 


or whether it represents a temporary shifting of 


riorities. He was very enthusiastic but not well-versed on the topic. The Ambassador emp 


Column 4 


or speculative spike. NBP expects 


potentially even doubling total trade with the EU as 


increasing 1496 


Y (a rough benchmark used by the market to gauge 


typically betting against 


however 
and that there could be some 
particularly if markets become more nervous about 


the pace of inflation through its 
and indirectly 


and what policies they will implement. As a 
2005 is likely to see more volatility than 2004. 
however 

and the Zloty to 


they are also getting more nervous that the Zloty 
a deputy NBP 
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versus 20% against 


that the 


on the exchange 


expect fundamentals to take over 


killed labor, technological know-how, knowledge of export markets, and less than supportive governn 
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NBP Governor Balcerowicz said publicly that NBP\'s 
and 


but have begun 


noting that Poland has been steadfast 


particularly in the 


including trade and investment. Without a 
the Central Bank 
which could 


as an indication of the future 

it remains 

signaling its determination to fight inflation. 

however that it needs to cut interest 


sending a signal to potential 


they can apply for ERM Il membership during which 
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which in turn requires broad 


GOP officials 


and that the EU would pay particular 
particularly against the 
would have made it exceedingly difficult to remain 


as three month volatility averages by the 
compared to a more 


the Zloty\'s appreciation is a 


although most observers expect the Zloty will 


most of the discussion about the exchange rate has 


however for politicians to V \" 


scussions with foreigners. B) Head of State Name: Senior General Than Shwe Conventional Tit 


7) 395-3991 RESIDENCE FAX NO.: (267) 395-6866 CELL PHONE NOS.: NA COMMENTS: PRESI 
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it will have to take a policy stand on what 


1/6/2005 6:34 05PRAGUE26 
and make 


we met with Czech MEP Jana Hybaskova 


Ms. Hybaskova had a 15 year career with the 


she proved to be an instrumental 


the 
deployed an 
and launched 


police and Iraqi judges. Since being elected as 
Ms. 


among other committee assignments. 


and has been one of our biggest 


she found the European Commission and 

really anti-American.V As one 

she cited the Commission\'s plan to cut a program 
until someone made 

the 

the 


knee jerk reaction is very common and is routinely 


Column 6 


Embassy Prague 


Column 4 Column 5 Column 6 
as these were still 


but that they are not welcome at the 


as there is already a high degree of unity and 
So bringing it into areas where it has 


she holds NATO in very high esteem 


only now on the broader EU stage. Given her youth 
she can be one of those who will most 
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but 


the NSS asked 


they estimated 
000 MREs to sustain some 350 


880 Humanitarian Daily Rations -- does not 
2005.) 


\ID/DART SITREP #1 ------- SUMMARY ------- 1. According to the Maldives National Disaster Mana: 


Column 4 


Column 5 Column 6 
the U.S. team 
there 
however that the 
but 
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which he 


the Vilanculos Coastal Wildlife 
OPIC and Minister of Er 
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she said the NGOAB gave 


UNHCR\'s failures to intervene on 


Column 4 Column 5 Column 6 
and citing her own concern for her staffVs 


but OVDowd 

Mamo added because offering services such 

he indicated falls short of constituting a 
coordination problems and 

rather than merely security seem to be driving 
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when Taiwan 


the move was criticized as `a unilateral 


however Washington acted as if 


the United States would stand by 


not only Taiwan but also the Asia-Pacific 


d food ingredients destined for human consumption be labeled as containing GMOs. 3. Comment: 
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we should 


English-language \"Taiwan News" 


much less 
to this reality. After nearly a decade of 


returning to the era of the National 


if and 
will not be based on "'comfortV 


the process of dialogue to 


the new PRC leaders have little 


and exclude the Taiwan people. 
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Vfacts on the ground" 


n, characterizing it as an important step forward in our security partnership. 2. (C) DATT w 


3. Central Command and the Office of the Under Secretary of Defense-Comptroller. Post requests cc 


Column 4 Column 5 
led by Egypt and supported by the 

to highlight the importance of the Beirut 

especially in the run-up to this SpringVs 


the King said the two situations 


then the greater the strength of 


the King 


ina 
to the emergence of an Iranian dominated 


the King continued it would be 


as a bulwark against Iranian advances. The King 
both to 


and to improve security. He 


including by integrating units into Jordan\'s only 


which he thought should be provided as an integral 


which have performed well when deployed. 


the King 


it was his estimate that 


coalition success in stabilizing Iraq was 
failure to do so would allow Iran to expand its 
he said. Asked to 

the King said we had not 


but not gained much either. Without progress on 
street-level militancy would 


non-governmental Islamic leaders 


Column 6 


ited the retirement of Generals Fathi Ahmed Houssein, Chief of Defense, and Zakaria Chiek Ibr 


tights of Girls Synopsis: Funding supported the development of prim 
ervices (3) low --Rental/Leasing Services (4) low --Advertising services (1) low --Market research and 


1 the GOS and EU position. 2. (C) Markus noted that the GOS would be happy to help air or land inte 


e Jordanian border controls. What it would not provide was the sort of equipmen 
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rhetoric by 

a faith of tolerance. He would later 

in order to combat homegrown 

the King reviewed his 


and his intention to reinforce them when the 


which he viewed as 


but if the U.S. was to continue to look to Jordan 
more was needed. 
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because living conditions are improving 


Mr. Nguyen Thanh Son recognized the obstacles presented by 
but also focused on the 


especially for the regionVs 


suggesting that he seek the assistance sooner 


the Chairman 
the Ambassador noted 


corruption and intellectual property 


the EMS and to the training 


tir 


Column 4 
and foster corruption at every phase of the 


the Ambassador emphasized. He said that 


Viet outlined no specific 


Rector of An 


when An Giang was 

000 

000. However 

Dr. Tuan and Dr. Xuan recognized the need to increase 


CTU enrolls 17 
while the remaining 17 


and is increasing its number of 
Dutch and Belgians to upgrade computer 


but has yet to exploit CD-ROM and digital video 


particularly with the 
had been helpful. Dr. Tuan expressed frustration 


Column 5 Column 6 


both institutions accept only 


000 of its students at the 
000 attend 


‚each areas -- west of Rango 
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but provided no specifics on these programs. 


the 


with five official crossing points manned by 


but all task force officers in An Giang are seconded on a 
vehicles and adequate training. The 


especially counter- 


the project's 21-member team of volunteers provides 


they have held 47 meetings reaching 2 578 


making it difficult 


there are as yet no plans to expand the 


sted to rise as more in 
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rapid modernization of the 
and increased access to higher 


drug smuggling and the attendant spread of HIV/AIDS. 
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O5MANILA84 Embassy Manila 
a 


Malacanang has now designated former justice 


Gutierrez 


while encouraging the task force to focus on some 


GRP Ombudsman Simeon Marcelo filed 


the Sandiganbayan. According to the 
de los Trino 


commander of the Air ForceVs 2nd 
ordered the May 2000 sale of four 


Major 
as well as 


request 
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000 (which they divided among themselves) from businessman 
bypassing a prior public bid of USD 
000. According to media the Office of the Ombudsman 


de los Trinos and 


the Landbank a Filipino financial 


worth nearly USD 120 000. 
defending her 

publicly stated that the Sandiganbayan\'s 

which she 
were \"confidential\" and could only be opened in cases 


the trial of former AFP Chief of Staff 


the GRP won a major victory when the 


this case was one of the top priorities undertaken by 


ле resol 
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a close ally 

and his co-defendants had 

claiming that they were the 


the stock was owned by the public in 
coconut farmers. The court also ruled that 

who had large-scale control of the coconut 

had improperly administered 


the U.S. Federal Court of Appeals for 


stating 


most of the funds remain deposited in a special GRP 


because we are already holding 
V while promising to earmark them for compensation 
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Hung noted. Thailand\'s 


Hung said. Chinas frustration with 
Hung noted because it 


Column 4 Column 5 Column 6 
neither of which has been formalized Hung 


y 
economic and security 
Hung said. In addition 


and could move very fast unlike ASEAN.\" [Note: 


Vietnam supports widening 


and possibly Russia and the United 
\" Hung 
he added 


\" Hung concluded 


Vietnam greatly 


the \"ASEAN+3\" structure allows ASEAN countries 


Vietnam will likely actively promote the expansion of 
such 
to balance China\'s 
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food and 
but one relative of de Souza\'s 


Column 4 Column 5 


contacted separately by the paper 


itis possible that Alves de Souza 
a 


including a PeC1 (misrepresentation) 
a check with DHS 


Danbury as his home 


expired 
2003) and a social security card (044-84- 


DHS informs us that 


several other individuals with De 
CT 


a state infamous as the 
the 


Column 6 


d a directive requiring air carrier compliance with the No Fly and Selectee Emergency Amendments ( 


in the Un 
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he 


MFA deputy 
and llan Baruch 
on Wednesday 


Y he noted. In his view 


yet they 


Gal said 


continued Gal. Moreover 


expressed 


he added 
in an effort to keep 
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chief 


attesting that Fayyad announced that in 


they expressed their 
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Baruch said as opposed to a small 
like Gaza 

as benchmarks in and of 

the U.S. could apply more 


the way it did on the revenue transfer issue in 2003. 


Gal said the GOI supports them in principle but 


and are primarily 


he said they cannot simply 


he explained adding 


it would be clear Israel was 


Agribusiness: \"No-one to Talk To\" 


but that the PA delegation had 
\" they reportedly told Gal. Baruch assured 


including 
but there is \"no-one to talk to\" on 


he said agriculture 


and 


sarrying out operations for Shell. The employee is a Croatian national. The Iduwini National Moveme 
in Kiziltepe, Mardin and people ca 
Tice and after-hours telephone number (switchboard), 


en 1990-1996 i 
a 
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said Baruch the 


000 
000. (Note: Baruch added that Nabil Sharif put the 


000. End note.) 


said Gal. Gazan growers own thousands of 
and Gazan laborers have worked in the 


Egyptian and Jordanian 


and now the GOI 


V in which both the GOI and the PA engaged in 
would be 


said the Ambassador 
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and new legislatively- 


Column 4 


neither CA nor OBO have the 
estimated to be 


nor will they have those funds 


we do not have the luxury of waiting many years for 


000 for 


which are currently at the 


000 and have requested this 


email 


in coordination 
should 


in coordination with IRM) 


but the lack of an offsite location cleared for 


Column 5 


and folders. 


Column 6 


ЛЕ NAMES: Vaclav CONVENTIO 
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our HR 


with 
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which 


Serra ordered the 


?r 28, one American had been located at the c 
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and a review of all on-going service 


intended to bring municipal 


and the presence of a number of 


the party also will likely use Sao Paulo as a 


others in the party are far 
and the Governor is clearly enjoying being 


it could also prove to be an early 
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the Hong Kong model would 


with no direct negotiations 


Column 4 Column 5 


regardless what method is used to implement 
Taiwan airlines are still likely to lose 


who took credit for arranging the 2003 charter 
would depart for Beijing on January 8 to discuss 


he met with Taiwan airlines on January 5 to 
but the 


and suggested that many 


what he would 
or who would accompany him. 
Chairman 


only TAA Secretary General Solo H.J. Su would 


when 
Lo\'s office denied that Lo and Su had any 


the airline only 


absolutely no 


Column 6 
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authorizing PRC 


there was no reciprocal 


Legal and International 


and time is growing short. Taiwan 


but PRC 


even under 
not only as a 
but also as 


but could still differ on what they 


Taiwan may refuse to participate. 


charter flight paths could also be a deal 


such as Hong Kong 


MAC\'s Huang told poloff that 
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advised Saleh 
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Macau or 


O5SANAA36 Embassy Sanaa 
to talk with the Sunni Ba\'thist 


ployee Ivan Roso. Roso was kidnapped by an armed vessel оп 25 December while carrying out sub: 
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\"you force them into the Zarqawi camp. General 
Zarqawi and other 
however would be a 
suggesting that his Iraqi ex- 
V he said \"and let me 


Saleh confirmed that the ROYG would be sending 


saying that he hoped U.S.-Yemen joint efforts in the 
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pluralist Yediot Aharonot: \"It is time for 


a lecturer 
wrote in mass- 
pluralist Yediot Aharonot (January 6): 


he appears in their eyes not as a great hope but 


Column 5 


as 


Column 6 


Column 4 Column 5 Column 6 


the Syrians are now 


elections in this country are expected 


for the 

and what is no less important 
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V killed in 


yu 


\" believed to be one 


according to the GOC. 


010 in 2004) 


Fund support and superb local partne 


onducted in December. 2. COMPLETED ACTIONS FOR THE REPORTING PERIOD. A. SITEAS 


Column 4 Column 5 Column 6 


which 


Colombia perhaps now 
internally cooperative 
and for 


to mimic the success 


both of which are headed up by U.S.-friendly generals 


000 active terrorists from the field 

000 individual deserters from all groups about 
000 paramilitaries from 2003 collective demobilizations 

000 paramilitaries from late 2004 


were 
the lack of an adequate legal framework to deal with 


the institutional weaknesses 
and the inability of 
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he indicated that most inside OHCHR headquarters 


the mandate is 


Column 4 


field offices directors have had close to 
including Fruhling. Magazzeni admitted that 
he has been unsuccessful in reining them 


he cited an 


as proof of U.S. backing. 


a country that had requested UN assistance 


Iran 


still assembling her team 
and immersed on other issues 
Guatemala and Mexico was 


Arbour met 


but are approaching the issue from 


most importantly 


Column 5 Column 6 


as 


was 


Sudan and others where UN assistance 


traveling 
has not focused on 


reduce the progress that can and 


obbin (protect), Third 


long w 


Column 4 Column 5 Column 6 


the U.S. and other G-24 members. The timing would 


Embassy recommends that the Department 


the Netherlands (which continues to 


the UK Brazil and Spain 

would likely give Arbour the same message. 

in New York Geneva 
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Wang said he was confident of 


even if all 10 independent LY members voted with the Pan 
it would represent a 23-seat advantage over the 101 Pan 


Wang commented that it looked likely that 
replacing incumbent 
however did not believe Hsieh 


as Hsieh lacked experience at 


LY member Chairman of the DPP and was the 
but has never held 


Column 4 Column 5 


Wang argued the LY would be a much different game 


as 
if Wang does follow through with promised 


it could stimulate broader debate and maybe even new 


which indicates he 


especially \"deep Blue\" members who oppose the \"ben tu 


perhaps by offering a counter 


last week's announcement that another leading 
Presidential 

would run for DPP 

has left Hsieh as the leading 

would balance successor 


not a few of whom return the favor. 


Column 6 


1і 


N Luis Santiago Age: 21 YOA-UNKNOWN Gender: Male FLORES, Lisa Iveth AGE: 17 YOA-UNKNC 
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not the taxpayer.V (In an 
Trevor Mallard was 


but this would raise pump 


which would increase Mobil\'s working capital 


BP New Zealand and Shell New Zealand 
Gull 


public affairs manager for Mobil 
said the government confused the issue of 


the oil companies in the country have operated on 
V maintaining reserves that have not 


said that if the government wants additional 
it -- and not private industry -- should fund 


John Kerr 
said the governments desire to meet the 


rather than on a commercial view of the 


Thornbury and Kerr 


however 


Column 5 Column 6 
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and an 
operate in the country. 


public affairs manager of 


takes the opposite view: The 


National Operations (CNO), the earthquake and tsunamis killed 30,680 people in Sri Lanka. On Jan 


Column 4 Column 5 Column 6 


for monitoring compliance and for 


allowing New Zealand to draw 


which New Zealand joined in 1976. 


sparked by its desire to ensure adequate energy 
has in the past year included re-regulating the 
instituting incentives for gas 
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Cayman Islands and Cyprus. 


record keeping reporting transactions of a 


000 euros. The National Office for the 
a 


which mandated internal anti-money laundering 


non-bank financial institutions 


attorneys 
and notaries 


although in practic these 


sidential Pal 


Column 4 Column 5 Column 6 


VKnow 
\" іп February 2002. The \"Know-Your-Customer\" 


in keeping with new international standards. Banks 


Law no. 656/2002 on the Prevention and 
changing 


000 euros be 


the new 

travel agents privatization agen postal 
money transferors and real estate agents. 
record keeping recognition of 

with 

000 euro 

upon request to 

and for NOPCML 


the number of STRVs 
241 reports were filed during the 


241 suspicious 
1 134 were filed 


efforts to prosecute these cases 


by a lack of resources in some regions and by 


Column 4 Column 5 Column 6 


but it did not provide for an increase in 


the 


the 


but limited provisions for asset 
No. 78/2000 
No. 87/1994. The 


the interface with the justice system remains 


2204 the GOR approved a draft amendment 
which is expected to be 


but also generalized 


the new law will provide 
the employment of undercover 


Column 4 


codifying the 
as well as 


over 2200 cases of 


2003. The new 
and recording telephone calls for up to 30 


in certain circumstances. These circumstances 
include terrorism acts and 


2001 


passed in October 
legislates that the taking of measures 


are offenses of the same 


which oversees all 
issued Norm No. 5 in 


including the 
freezing and seizure of terrorist funds or 
UN Sanctions 


and the EU and circulates these to banks and 


together with finances 
in regard to 


Column 5 Column 6 


as 


Romania passed a number of 


or the 


: LEGISLATI 


Column 4 Column 5 
no arrests seizures 


the GORVs Supreme Defense Council of the 
which 


effective July 
the General Prosecutor Office the 


and the National Office for the Prevention 


the Parliament adopted Law 535/2004 on 
which abrogated some of 


a regional center that provides law 


including terrorism for several Balkan 


drug 


Column 6 
or prosecutions 


yopulation hosting t 


ır for National Operations (CNO), the earthquake and tsunamis killed 30,718 people in Sri Lanka. Or 


s confiscated a pa 


Column 4 Column 5 Column 6 
including the high evidence standard required for 

a potential conflict with 

and the lack of provisions for 


bringing in legal experts from the EU to consult. 
Romania also underwent a Financial Sector 


the Agreement on Cooperation to Prevent and 
and the UN Convention against 


Romania ratified the Council of Europe 
Search Seizure and Confiscation 


Romania also 


and in December signed the UN Convention Against 


and by continuing its 


seizure and forfeiture of criminal or 
the GOR must initiate 


in November 2004 the Department of 
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the 


Column 4 Column 5 Column 6 
or Basarwa 


Herero and Bayei. In 1989 the 
Kweneng Central Ghanzi 
Southern and Kgatleng Districts. The 


enhancing access to land 
encouraging participation in 


ensuring access to education and 
and facilitating the integration 


the GOB has built clinics schools police stations 
granted livestock offered 
and provided for the education 


however 


a few individuals work for an 


and most receive destitute rations 


;s of the EXBS program in Turkey. 2. Completed Actions 


Column 4 Column 5 Column 6 


but 
a family can 


in the hope that they will have reproduced enough 


district councils assist them in transporting 


however this aspect of the program has yielded 
lack of 
for example provided 


which will own the cattle. 


ful in resolving many outstanding AmCit cases. 


Column 4 Column 5 Column 6 


but they face 


land boards tend 


a senior local government official told PolOff 


land available for use by 


which of course 


that all of the groups it helped to apply that 
while some groups that 


but 


iary 6. FTU identified 42 product categories for whi 


Column 4 
such as wildlife 


Column 5 
is even more restricted. Rights to hunt game 
and one must pay a fee 


the 


the 


like any other national park 
requires a permit obtainable only from the 


and RADs who travel into the Reserve are not 


for example 
however they would 
water 
etc.) outside the Reserve. At one point the 


Wildlife and Tourism subsequently had 


Sekaka Diamonds 


plans 


Column 6 


KILOGRAMS OF HIGH QUALITY INDUSTRIAL-USE EXPLOSIVE THROUGH AN INTERMEDIAF 


3e 
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head of the First People of the 
the organization challenging the Governments 
he met with the same 


however a \"smoking gun V" demonstrating 
residents in another and 
not just 


technological advances have made renewed 


however that few RADs take 


only to fold after a few 
usually but not always due to a lack of 
a sewing and knitting project 


but the artisans simply did not want to 


the RADsV 
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eat two meals a 
and receive uniforms for free. The 


including costs 
the educational 
either as 


as 
must 


different 


whereas paddling is a 


truancy is 


V did not teach their children right from 
or did not value education. Officials frequently 


telling PolOff that 


some find the idea of 


as in the case of sewers and knitters noted 


Column 4 Column 5 Column 6 


RADs tended to 


as a result was 


San organized themselves into family 
they are unrepresented on 
where other Batswana groups 


but no 


the 


such as counselling testing and treatment are nc 


and this 


or even all 
it was not neglecting them. Some 


Column 4 


but not rapidly enough or with sufficient 


where animosity toward 
of 
illustrates the 


not an enemy. 


to which former residents of the CKGR were 


indicate that only a minority wish to return. 


most notably the provision of water 


however 
especially those 


the GOB is 


district 


loss of livestock to predators -- afflict 
not just RADs. Prejudice against the 
while common 


especially 
is key to further improvement in the living 


it might also consider 


Column 5 Column 6 


others 


that any returnees 


has not precluded meaningful 


Column 4 Column 5 Column 6 


such as Permaculture Trust Kuru Trust and the 


but the proposal lacked 
DCM 


the Government 


in the long term cultivate 


this effort 

counter the effects of 

and provide focal points for community 
all leading to a brighter future for RADS. 
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000 companies registered with the SETA will continue 


which 
for at least six months more than R190 


plied in the affirmat 


Column 4 Column 5 
including the 
said they had 


the Labor Department as well 


especially the smaller companies 


the X-Pert project 
is owed nearly R10 million ($1.7 
000 


55 of whom have physical or other 


January 4. 
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pro-status quo \"China Times\" 


Taiwan people feel aggrieved after Taiwan 


Taiwan should not 
instead proactively 


pro-unification English-language 


Column 6 


American Institute Té 


inco 


ful in resolving many outstanding AmCit cases. 
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the administration made a new legislative 


which is subject to 
a new provision that 


many believe this is a 


in the event of Chinese military 


and technically it would still conform 
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Taiwan has committed to invest a total of NT$6 


Column 4 


Taiwan health 


contain and respond 


TCDC has drafted a five-year 


influenza A/B and Novel flu and 


DOH becomes 
and the Executive Yuan 


Taiwan has a 
TCDC urges all travelers to countries with 


all inbound passengers are 


Nasopharyngeal 


in 
passengers from the affected 


Column 5 


Column 6 


EK-GER posses 
arily 


Column 4 


Column 5 Column 6 
medical doctors will 


any outbound passenger with a fever over 38 C 


before they can 
at level B and above any passengers 


a plan to evaluate 


plans to 


TCDC requires all 


Taiwan has ordered a total of 2.5 million doses of 
000 for children 


000 children and 1.62 
babies 


senior citizens over 65 people 
and workers in the avian and 


000 influenza cases). Thus 
only 10 percent has been used. TCDC is planning to 


1e Minister speaks excellent English. He 
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thus far Taiwan has no human cases. Taiwan has 


Veterans General Hospital and 


TCDC has a plan to set up more 
in order to conduct more tests in a 


goggles and surgical 


goggles and garments for health care 
currently the stock of 


e Center for National Operations (CNO), the earthquake and tsunamis had killed 30,725 people in Sr 
the National Agency for Electrical Energy, the 


Column 4 Column 5 


TCDC the 
the Bureau of National Health 
COA and other relevant government agencies have 


SARS 
when and how to 
it establishes a new alerting 


which will enable the TCDC to directly communicate 


the Government Information Office (GIO) is working 


USDA and other agencies be of 


no assistance is necessary at this time. 
Taiwan has been quick to request assistance 
we will keep on top 


Taiwan has been able to avoid an outbreak of 


Column 6 


. Poland is particularly concerned t 
. The prese 


Jt corruption and pursue tax cheats. Post assesses them as sincere and dynamic, but the governm 
y would like 


Column 4 Column 5 Column 6 


detect and respond to an avian 
however it may only be 
fever 


surveillance and control infrastructure 


which are potential Al carriers 


over-winter in 
farmers have been instructed to use 


unless Taiwan finds the political will to raise 
the 


it will 
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according to 
because Slovenian law does not allow sending civilians 


Krek said legislation is now being drafted to 
and he estimated that 


saying only that a proposal for 


IMMARY. 
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offer his opinion that PM Janez Jansa\'s new 


\"especially those 
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including 
albeit modest initiatives 


but with these funding reductions in FY 05 
we would have to cut back either the level of 
perhaps both. In my 

that would be contrary to our own interests. 


І apologize for complicating your difficult 
І urge EAP to get involved in these budgetary 


Column 4 
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including the DEHAP District 
Cafer Simsek 


a CHP (Republican PeopleVs Party) 
claimed that Unal Erkan 
(allegedly) discouraged the Human 


1994 operations 
on the grounds that the 


although delegations from Germany 
the 


Tunceli. Huseyin Tunc 
said that many 


V'This situation has not changed much today. Very 
a member of the army threatened and insulted the 


and 
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are (allegedly) taken into custody by 


Governor of the State 


the democratic 


the Provincial 


Column 4 Column 5 Column 6 
twenty thousand trucks are waiting in 70 


the congestion created by 


President of the Turkish Republic 


is going to meet 
and will 
who is 


Mersin Hatay and Kahramanmaras and 
will speak with the PM about the problems of 


the Mayor of Adana 


the farmers say that 


the incentives for exporting the citrus fruit are 


the prices in domestic markets are not falling as well. 


Column 4 Column 5 
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stable 

united and territorially whole. To that 

Turkey has provided valuable assistance and cooperation. 
approved the use of Incirlik Air Base for 

authorized the transit of US troops from Iraq on 


and permitted the transit of supplies for our 


including providing electricity for 
and has offered senior 


which is fed on a diet of sensationalist and 
and which the government rarely corrects. In response 
which has resulted in fewer public 


fearing 


the friendly U.S. attitude 


Column 6 


Embassy Ankara 


Column 4 


Column 5 Column 6 
as the return of Kurds 
the latter with whom the 
which they want to see held 
as scheduled. On January 11 the US Turkey 


the first 


improving their abilities to protect 


through 


600 troops. 


Column 4 Column 5 
marking a 

s future and in our 

the 


Column 6 


the EU expects Turkey to sign a protocol extending the 
including 

the 

S objections to 


as long as the screening 


meanwhile has yet to name a chief EU 


the recovery remains 


and 
such as privatization and reform of the 
Social security and tax systems all of which are 


Turkey has long received 


this is unlikely to materialize unless more 
there 


Column 4 Column 5 Column 6 


for the fact that EU accession will affect 
and that it may in the end be 
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although he acknowledged that he has not seen any 


Thich Quang Do railed against the \"dictatorship of communist 


democratic system of government. He rejected the idea of a 
which 


he claimed that 
courageous\" monks have been selected to replace UBCV 
when 


although he remains under 


he 


but he has refused 


although he noted that \"the government is very determined 


as 
but he has no intention of 


sualty figures: The death toll around t 


Column 4 Column 5 Column 6 


unless this can be achieved 


the GVN hardline 
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Chad mediation team and international community 

hoping that 

both sides 

however that the GOS noted 


is not true. The rebel movements 


Darfur had remained 


2004. The NMRD abducted 
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27 
29 
25 


10 were released from September to December 
and fifteen persons on the list 


but not the JC that 
in particular from Marla Ishma and Labado. The 
but not in the conclusions Ali indicated that the 


Deputy Force Commander BG Jean 


there are now 1059 personnel 


)e worked out. A 
n Djibouti f 


Column 4 Column 5 
789 Protection Force 

eleven Cease-fire Commission members nine 

392 


and 196 Gambians. There are seventeen AU military 
Chad. 


who 
raised the issue of the NMRD in the 


and the international community. Bercot 


he asked if there 


cannot insist on it. It is up to the AU 


Special Advisor to President Deby for International 
said that 


then the issue of which parties are included in the 


but that the Cease-fire 
saying 


Bercot queried is the NMRD 


but are consulted. During the second day 
Bercot rushed into the room with an \"important\" 
rebel representatives 


Column 6 


Column 4 


it appeared the 


on January 5. The outcome 


the Chad Mediation team passed 


P/E officer assisted in making arrangements for 
who have been stranded in 
to leave for El Fasher on January 6. 


Column 5 


Column 6 


Column 4 
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the current plan is. Premier Yu 


S bureaucracy to make it more 


the Executive Yuan (EY) would 
make final decisions 


Column 5 
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remain headed 


Column 6 
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al Embassy-hosted DVC in which USG ex 


Democracy 
VIFA\'s radar screen, but also said that 
"іп 2005. 2. ( 


p 
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he did indicate that the commissions would be 


which the LY is 


the heads 


but insisted that he was working hard to resolve 


this 
often 


its abolishment would 


lissues 
A DSACEUR letter th 


-AC countries shared our conce 


Column 4 Column 5 


MAC and the NSC have 
January 4 the 


the LY has consequently 


one of the other newly proposed 
the Maritime 
the EY 


MOF has proposed to first take over 
which have less than 50 percent 


however it 


it will move from the Ministry of Economic Affairs 


Column 6 


Column 4 


at this 


it was simply a plan to put one government agency in 


particularly those SOEs that are profitable such 


personnel 
the consolidation is 


commerce 

standards and inspection 
science-based industrial parks 
in addition to MOEA 


Taiwan Sugar and China Petroleum 


development and strategic planning 
the Council on Economic Planning and Development 
the National Science Council (NSC) and the Research 


Column 5 Column 6 


and perks 


trade investment intellectual 


energy medium and small 
and business 


the 


vent policies 


Column 4 


the three Councils are 


the 


the Atomic Energy Commission (AEC) would 


like Germany 


2004. The 
2004. 
the following three bills to implement the law are 


which proposes to reduce the overall number of 
000 to 185 


but press reports 


assets and staff during the transitional period 


Column 5 Column 6 


has committed to a nuclear-free energy 


000 over six years 


Column 4 Column 5 Column 6 


they would be implemented on 
2006. 


P.K. Chiang has 


many details are unclear and 


which 


largely due to the Youth Affairs Council 
no Premier including Premier has 


with only a few 
the ruling and opposition 


the 2005 central budget. Furthermore seemingly 


Premier Yu is also hoping 


Column 4 Column 5 Column 6 
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as well as some key best 


rather 
NATO nation\'s recruiting process. 


all candidates for various FYO5 IMET courses 


V the Faculty of Social Sciences 


Karl Erjavec on 21 


DENT MOGAE (MO-HI) SPEAKS ENGLISH. AT HIS OFFICE, MS. MADISA WILL ANSWER THE PI 


Column 4 


both internally and externally 


Intel Battalion 


it was discovered that these VTCs can easily 


Language Center Coordinator 
English Test Developer 

English Teacher 

English Teacher 

English Teacher 

arrives 14 Jan 05 for 90-day TDY 
S3-B-OAB 


LV 3-7 Jan 05 
LV 3-4 Jan 05 


Column 5 


and 


one year 
one year 
one year 
one year 


TDY NTE 90-day: 


Column 6 


gement Center (NDMC), as of January 12, the earthquake and tsunamis killed 82 people and 26 resi 
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Mary Jo Villalobos received the 


Brig Bojan Suligoj 


was 


Education and Training (equivalent to US 


as is required by the ACSA. Slovenia has not 


Column 4 


ata 
change the wording of the document if 


or email mclaytor@san.osd.mil. 
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2003 to foreign missions 


( 


the Iraqi Foreign Ministry pointed out in its 


the Federal Government carries out 
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guarantee the safety or 
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itis not possible to take along excess baggage 
in particular weapons and ат! in 


the Federal Government cannot sufficiently provide 


the long-term 


the timeframe for each rotation 


2005) about a week later (as of 
2005) another five officers should depart and 

five other officers should return to 

2005) a return 


Referat 107 of the Foreign Office will 
or 


about all details of the planned exchange. 
on the - from your perspective - required 


and on any further details that may be required from 


The 


Column 4 
exchange 


for example 
provided that it can 


the Foreign Office is willing to pay 


December 15 


Berlin 
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Y and recognizing that international and domestic 
had decided to stop emphasizing 


V as he said the CNE had 
RENAMO would refuse to take its seats in the Assembly 


and also marred 


Column 5 Column 6 
transportation of 


if essential 
t wait until the next 


2004 
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onsideration of a CSF revolving 
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FRELIMO would be 
a situation that Namburete 


s estimate of the number of seats being affected and 


noting that RENAMO would be 


s 83 members of the 


and possibly all of 
many of which are implausible. Although 

s claims without 

press reports indicate that the CNE did throw out 


almost 
is a fantasy. 


S 
but none has said that this 


S deputies do not take their seats 
they will lose 


as much of 
S base apparently did not even bother to vote. On 
RENAMO will hold a meeting of its central 


s and the party S 


Column 6 


ardiction effo 
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THE JAKARTA CONFERENCE AND 


ABOUT 

THAT "ΤΗΕ RACE FOR PLEDGES IS 
V IN RIGHT-OF-CENTER LE FIGARO 
H 


ALONG WITH THE NEW SHARON-PERES GOVERNMENT AND 
PRESENT A NEW WINDOW OF OPPORTUNITY FOR THE 


AS SHOWN IN ITS 
DOES NOT 


WASHINGTON HAS 
THE 


AVOIDING WASTE AND CORRUPTION TWO FREQUENT 


Y 
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IN THE WAKE OF A 
CHINA HAS REACTED LIKE ANY OTHER WESTERN 
THUS 


LIKE INDIA IS PROVING ITS REGIONAL 
AND ITS DESIRE NOT 


CHINA\'S POLITICAL AMBITION IS OBVIOUS.\" 


BECAUSE IN 


CHIRAC WILL GO TO WASHINGTON TOWARDS THE 


THE AMERICANS HAVE TURNED TO THE UN 
SOMETHING THAT FRANCE HAS INTERPRETED AS THE 


IS REALLY READY 
IN PARTICULAR WHEN IT COMES TO 


Column 4 Column 5 


Column 6 


AND WITH MUCH INTEREST JOHN GADDISVS BOOK 


SECURITY AND THE AMERICAN EXPERIENCE.Y SHOULD 


GEST 


PRESIDENT BUSH WILL NEED TO 


TODAY 
ACCEPT 


THE U.S. IS NOT YET READY TO COMPLETELY FORGET THE 
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where he became 
Bridoux 


Bridoux was rector of the Academy of 
then Director of the National Superior School of 


before becoming rector of the Academy of Reims from 


Bridoux has served as 


\"MaLigne visio.\" Jointly developed by 
MaLigne visio is an IP-based videophone 


video messaging video 
and information on demand. The service uses 


which subscribers connect to a custom broadband 


Embassy Paris 


Column 4 Column 5 Column 6 
which users activate or deactivate with the press 


just like 


at launch MaLigne visio 


its French internet service 
but the Italian group denied planning to sell the 


000 ADSL internet 


and generated nearly 200 million euros in 2003 


the French internet and telecommunications group 
submitted a bid for 


but tellingly documents about Ti: 
including Deutsche Telecom which owns Club 

and Iliad which owns Free France\'s 

the head of 


a month before Tiscali announced 
its founder and chairman 


Column 4 Column 5 


Level 


400-mile optical network in the U.S. 


V said Level 3Vs president and chief operating 
Kevin OVHara. \"We\'re pleased that France Telecom 


and we look forward to providing 


20-year dark fiber contract signed by the two 
FT 


along 


FranceVs 


after 


while charging high prices for other fixed- 
SFR Cegetel sustained a 6596 negative margin from 
but 


of 


said the 


Column 6 


Column 4 
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the 
and United Torah Judaism signed a 
which will be presented to the 


open 


head of the 
was quoted as saying in 


and that his team is 


000 Palestinian prisoners held in Israeli jails will 


PA and Fatah officials on 


including a National Religious Party member 
intend to disrupt the 


together with New York Jewish 
canvassed towns and 
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transparent election 


Column 4 Column 5 Column 6 
a Palestinian author and peace 
was quoted as saying Thursday in an interview 


prompting the IAF to 
ready to shoot down the 


fighter jets have actually been 
then returned quietly to their base. 


Channel 2-TV reported that former Israel 


without waiting for an advance 
due to the recent upsurge in 


Canada may be shifting toward a more 


EAs). The directive effectively gives 
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the Mayor of the Galilee 


Abbas\'s birthplace as saying that he 


the former 
has been 


but have gone astray: 23 


as you watch their clashes with IDF 


Column 4 Column 5 


pluralist Yediot Aharonot: V'Only in banana 


pluralist Maariv: V'The time has 


violent wrongdoing.... The settlers must ... 


left-leaning HaVaretz: \"These are fateful 


elected 


independent Jerusalem Post editorialized: 


it is the job of 


Throw Them Out\" 


pluralist Yediot Aharonot (January 7): 
all officers and NCOs in the 
signed the disobedience letter whose contents 


they have the right even the duty 


all have the same 


right 


Column 6 


to make 


Column 4 
at stake here is something a lot 


but not in the cruel surroundings in 


or we close up shop.... Only in 


but there is no way to define it semantically as a 


even if 


pluralist Maariv (January 7): 


the time has come to clearly state the 
violent 


fanaticism only 


that they 


even a civil war 
and -- in the 


and 


left-leaning HaVaretz (January 7): 


nothing happened. The more he went on 
the more doubtful the 
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to thwart the disengagement 


int for Peace and 


Column 4 


enabled the settlers to 


elected 


independent Jerusalem Post editorialized 


Abbas made several comments that have raised 


and so far has not prepared 
too 


clearly 


like other democratic leaders we know 


free and 
itis the job of the 


the world 
they've 
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with the road map 
and is therefore unacceptable. Second 


until it has ended all 
the U.S. could 


or risk harming its 


and would have 


these steps have 
disengagement will fall 
as will the dream of Palestinian reform." 
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Caracas\'s principal military base ina 


Chavez announced the armed 


littered his 

he singled out the exploits of 
although he glossed 

who 


calling Alexander Hamilton 


he faulted \"colonialist\" 


which 
resembled those worn by Venezuelan soldiers in 


he said opposed defensive 
which Chavez interpreted to mean Venezuela should 


he tasked all military 
services and commands with fomenting the new 
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he said should radiate outside the ranks of the 


he said 


which was 
V Chavez tasked the military 


although he conceded it should 


he spent several minutes praising retired 


including tanks submarines thousands of rifles 


the Broncos and 


he predicted that in 2005 Venezuela would be able to 


presumably for political reasons. End 
without mentioning that such upgrades 


he said Venezuela has more powerful friends 


000 Russian 
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he highlighted that military personnel in 2004 
credits to buy cars 


which tended to focus on 
were predictably pessimistic. 
General (ret.) Raul Salazar 


another retired senior officer 


new recruits have experienced six years 
which his proposed \"ideological offensive V 


the use of the military in nearly all aspects of 


the 


US-based doctrine at 


the consequences of the 


production 
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the Incentive Law will bring 


and may cause a the loss of 
and launch a new 
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the Minister of Agriculture announced that the GoT is 


high premium subsidies for 
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he said other 


but the reason we were engaged in this matter in 


making it difficult to enforce strict 


and we would 


as well as to the 
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the stationing of Iraqi troops 
and variation of the routes used by 


particularly when returning to Turkey from 


Ankara and 


when a new regulation 


PM Erdogan will seek Russian President Putin\'s support 
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he revealed that he had 
000 USD to General Tuncer Kilinc then 


but 


Hakan Uzan. This phone 


\"Star\" newspaper 


the Ambassador turned down the 


FM Gul discussed the whereabouts of members of 


\"Zaman\" \"Radikal\" 


v Parliament Speaker Bulent Arinc said 
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Turkey seems to want to take an 


for example approve of Turkey\'s approach? We sh 
Russia and the 

if the US is sincere in its desire 

it must take 

but the 


let alone the recently assassinated governor of 
terrorist 
but it 


an election postponement would serve only the 


despite the expected low turnout in 
and the legitimacy 


the hand of terrorist groups will be 
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will provide water purification 
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with a possibility of 

if needed. There are also demining 
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Austria is 
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800 in the first week after the disaster. 
of which 300 were in Thailand and 
the Austrians think there were heavy 
the Sofitel and the Sea 

which catered mainly to Austrians 


outfitting them with medical teams and 


only two injured Austrians remain in 
and Austrian doctors are present to give 


but met very little 

V 

especially the UK 

with diplomatic representation only in Bangkok 
Kuala Lampur and Jakarta 

which has its own 

did not even reply to Austrian 


with a staff of 85 people 
had no orders to intervene on 
Kyrle said. The draft EU 
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Germans and Swedes. 


objected. The result was 


had to send 200 officers to 
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and the Austrians had always 


in the event V'each EU member was 


\" he said. The most direct contacts Austria had 


Kyrle 


although Kyrle was not prepared to 


January 9 to take stock of 


O5BRASILIA75 Embassy Brasilia 


1/7/2005 14:59 
O5TELAVIV131 Embassy Tel Aviv 


1/7/2005 15:10 


according 
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but no injuries were reported. 


the IDF arrested January 


20 Palestinian Fatah activists 
according to Palestinian sources. 


Israeli 


by descending on the post 


however 


Abu Mazen described Sharon 


two Palestinians were 


but damage was reported. 
but no 


Nezer Hazani 


but no injuries or damage were reported. 
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said they will 
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an IDF patrol shot at 
but no injuries 


the main north-south traffic 
was open January 7 with a major detour at Netzarim 


a limited 


but was 


but operating slowly. 
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they are likely to be pressured into 
in 
being administered by the Commission. End 


in September the 


the EC 


that means that the 
and that the 


V' to hit the 2004 budget target of 4.696. 


the deficit officially is estimated to 
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but the 


thus 


the 


V and is of the opinion that \"there has 


January for Germany and June for France. Both 


the Commission reasons that both 


accordingly had set a path for 


the government relies on several one- 


around 


its own calculations suggest the budget 
but remains \"vulnerable\" should 


an estimate with which the Commission roughly 


the deficit projection is V vulnerable" to changes in 
based 
EC staff forecasts 
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the Commission believes that actions by the 


V at this point. 


Cyprus Malta 


although 
to hit its budget deficit target of 3.796 


the Commission concludes Vno 


the basic approach would be to revise the 
extra 


taking account of the CommissionVs assessment. 
it is not 


according 
applies public pressure on the Greek 
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the Commission and ECB and the Council itself for 


if ECOFIN agrees with the 


then ECOFIN will have to 


the last 


this approach did not 


first agreeing with the insufficient action 
then spring the 104(9) recommendations on 


the deficit was only 3.296 and 


the Germans would like the Council 
Article 6 
in accordance 


that an excessive 
and if that 


no new projects or 
no new stages of a project shall be financed from 


from 


but also put on warning. If their efforts falter 
the Commission staff promise to restart the EDP 


but are likely to wait 
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in the case of large multi-stage 


for 
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EC staff believe that unless 
the deficit will pop back up in 2006 


the measure would 
according to Eurostat rules. German 


in economic terms their one- 


Eurostat accounting rules mean that the 


the 


itis not getting money 


as the EC points out 


the transaction is very similar to a Belgian 


if necessary. Last year the 


like the 


it is not postponing a liability but at the same 


like FranceVs 
in the future would bear the full 


according to German 
have reserved judgment until 
probably by 
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the transfer does imply 
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one step before sanctions unless 


the Commission engages in a 


the issue 
whether both countries should be subject 
the last step 


but sets the hook for 


the Commissions public assessment 


such pressure 


it is likely 
the ECB paper points 


are easier to monitor and 


the 


V in budget matters. 
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respectively; and European Commission 


compared to 
regarding the business outlook over the 
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but at a slower pace than in 2004. 
Kramer cautioned that continued growth is 


neither institute foresees a scenario of 


respectively. 


UNEMPLOYMENT RATE STICKY 
one quarter of Austria\'s 2.0% inflation rate 


due to higher energy 

a rise in the tobacco tax and rising housing 
the institutes expect inflationary 

this decrease in 
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measures to raise 

and more women entering the labor 

despite a marked increase in employment in 
the projected 2005 unemployment rate 


tax revenue 
the 


the income and 


the GoA predicted a 1.7% deficit in 
a 0.896 deficit in 2007 


Column 5 Column 6 


and a balanced budget in 


ears but had 
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but opening up firms to private 
even to the extent of ceding majority shares). 


although under the bill passed 


the GOF trumpeted V'social cohesion ' as a major 


\" involving 

integrating 

overcoming poverty 

and fighting against gender discrimination. 


no major social projects were begun in 2004 


namely reducing unemployment and 


but 
the Euro/dollar relationship 


and France continues to advance 
if cautiously. Government 
although most 


as the 2007 presidential 
the GOF is prepared to tackle 
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it wouldnt be wise to do so because it would 
our Congress 


entitled \"TPS and CAFTA.\" VBefore knowing the 
President Bush 


among other factors 


it is likely that he will also use his 


CAFTA wasn't ratified during the holiday 
despite the fact that several 


the situation is uncertain 


now that Bush is about to start 


the opportunity has come for Central 


it may be too late. V" 
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a pipe called \"For the War\" is 
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arguing that the ID was declared the 
and was therefore due the 


53 against. Landazuri 


noting that the Constitution mandates that Congress 


PRIAN (9) PSP (5) 
CFP (1) and 16 independents then recognized 


Again 


ID and Pachakutik later protested 


they claimed was therefore illegitimate. PSC 


alliance members celebrated their victory. 


Bucaram expressed 
crediting his son Jacob for 


the alliance renewed the 
it did 


but our inquiries 


but again failed to 
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but not the 
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Quintana has represented 
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but is best known here as the 
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when he was named by then-president 
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something 


such as slashing the size of the military 


in this case that data protection 
it can be almost 


including 

Ambassador Castillo and 
Vice President Stein. Tourism Commissioner 

who has an agro-chemical joint venture with 

told us that 

only to get a very Guatemalan (jovially 
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most 


Column 4 Column 5 Column 6 
well below the 


Government 
and former chief revenuer 


two of whom (Bonilla and Zapata) have spent much of 
however a bit of gamesmanship in the 
led by the business 


has been one of no more taxes until 1) everyone pays 
fraud and 


indeed they are) in meeting the 


despite 


together with a 


Coconut Grove. 
the Millicom-affiliated cellular telephone 


Oct. 19 1999 was less that three weeks before 
Comcel received cellular 


' for Child Protection a 
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in June 2000. The million was transferred 
according to a copy of a 


for all of his energy and 


was justifiably unwilling to show all that 


his comment was \"it\'s beginning to 
which leaves us wondering why 


public security loomed large as a topic of 


Christmas New Year\'s Eve 
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foot patrols along certain highway 
and detachments stationed at 
despite the security measures 


Salvadoran groups are continuing their 
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unemployment is down from 18 
many see its 
the year has seen spikes as high as 17 percent 


but after 2 years 
the government is still waiting 


the GOC has cut back on some spending 


at 38.5 percent is high 
000 to 1 
but a more 


the fiscal situation could be summed up 


the government runs out of 


budget items for 

Uribe plans to continue 

then social programs. Uribe 
not just plugging holes. 

an environment not seen in 


2004 ended with a 41 percent 


such as kidnappings and murders have also 
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but the GOCAs inability to resist sectoral 


but failed to win support for 

during the sixth round of FTA 

the GOC took a positive step and began to 
but we are still far from closure on key sectors 


the steps his government needs to take require 


they have begun to focus on what they call the 


however there 
a testament to 


but the GOC continues to 
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Sprint-Nextel 
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the U.S. negotiator 


there has been no talk of a merger in the 


not in the interests of the 
but in the interests 


the Colombian negotiators 
originating in the U.S. (Reftel 


via a side letter. Although the issue is still being 
the FCC could not police the corruption within 


while hurting the other. 
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Telecom 


it has weak 
high labor costs 


financial and 


cut Colombian jobs and defy the 


privatization of the sector will force 


leaving antiquated networks or no 
Telecom 


but if it privatized 


buy out the 
slash Colombian jobs by the thousands 


municipal officials 


mayor of Bogota 


(Garzon and his own ETB 
provide the city 


the third largest telecom in the country 
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mayors and obviously 
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share 
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deployment of 
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noting no new threat reporting specific to 


however raise a situation that occurred 


subsequently blocking their path in the parking lot 
the employees 
who instructed 


the vehicle which had followed them 
possibly aware of the 


including vehicle description and 
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Dubai 


with six 


have been organized as separate government agencies. 
according to Dubai Holding CFO 
is to adopt international standards of corporate 


V headed by Mohammed Gergawi 
V the term used loosely 


Inc are Sultan 
Y which includes Dubai Ports and 
V another real estate giant.) 


the Executive Office was an umbrella 


however the 


Dubai Holding is one of the 
holding billions of dollars in 


PolEconoff spoke to Fadel Al Ali Chief 


about the reasons behind the recent 
now that it was 
needed to meet 
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above -- 


and one with a very small staff. "We basically created 
\" he noted wryly. Al 


Al Ali himself and the CEO\'s of the six companies 


selected because his office 


Knowledge Village Arabian Radio Ne and 
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Dubai 
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the property development and management arm of 
run by Hashem AI Dabal. (Dubai Properties controls the USD 


V the newly-announced 


a 
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Europe and the US. The fifth 
Jumeirah International has a hotel and hospitality 


the Emirates Towers 
and several other hotels in Dubai and the UK.) The sixth 
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headed 
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including Lebanon 


TECOM 
does licensing 


the 


run by Saeed 
is the project-germinating wing of the government 


to be jointly run with 


somewhat confusingly 

the new Executive Office will \"backstop\" 
DubaiVs Cabinet-like government 

atop 

told us the new Executive 


however 


and improvement of government efficiency. V" 


Inc. V" is the somewhat sardonic catchphrase used 
public-private sector 
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given that we are talking about an effort 
we do not believe 


post could utilize 
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while Dubai 
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with BOT projects proposed 
wastewater 


which includes U.S. 
projects revenues of US $390 million over 10 years. 


owned by the National Real Estate 
contains retail outlets 
the Fifth 


eating 


a project which stipulates foreign 


which applies to domestic and offshore income. 


but the government has put forward legislation to 


the new draft taxation law lowering the corporate tax 
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some waiting up to 18 months for approval. 


Kuwait decided to peg the 


the KD has fluctuated within a 


interest dividends profits 


investors are also permitted to transfer all or part of 


as a safeguard the new Direct Foreign Capital 


compensation will be 
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including the United States were 
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Department of State. 


Column 4 Column 5 Column 6 
although foreigners face selected restrictions. 


and 
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although they may sue the borrower for the balance 


and its bureaucracy often resembles that of a 


however itis usually to the benefit of Kuwaiti 


but inefficient capital market where 


the financial markets -- and 


the Central Bank of Kuwait purchased all 
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all losses would stay with the banks which would 


the Central Bank improved bank 
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investment 
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000 to 25 
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the vast majority of expatriate 
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the Government of 
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the government has reduced the minimum salary 
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are permitted by law to join 


though that right is limited by provisions 


with the oil industry treated 


however 


particularly unskilled 
receive substantially lower wages. There is no 


provides for a minimum of 14 days of leave per 
and establishes a compensation schedule for industrial 
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30 and 87 regarding hours of work and fre: 


Column 4 Column 5 


the National Assembly passed Law No. 26 
the 
manage and market the 


which was inaugurated in November 1999. Many 
such as corporate taxes 


direct 
as well as those 


but is estimated at more than US $80 


and distribution -- are equally murky. The 
in both direct and portfolio 
are believed to be some US $100 billion. Other 


and Dow Chemical which 


a 


it operates under a Saudi concession 
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Falluja Kirkurk and Mosul and aske 


describing them as a means 


a collaborative effort that requires substantial 


Dr. Mohammed 


which Dr. Mohammed said has the most to 
objected to King Abdullah\'s 


it would not be a 
rather a reflection of their fear. Nonetheless the 


they must be 


a Kurd he said a Sunni could do more to elicit t 


Dr. Mohammed said 
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commenting it would be 


but also recreate the structures for 


but it would be easier with more 
especially from the Arab world. 


a battle between groups with fundamentally 


believing Iraq could become a 
others support the continuation of 


he did not believe Saudi Arabia is 
referring to a January 1 


Dr. Mohammed 
stating its 
strategic threat. 


Iranian occupation of islands 


and an ongoing dispute 


most Iranians 
but direct criticism of the regime 
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forcing them to 


both of which required focused U.S. attention 


and 


including Foreign Minister Farouk Al-SharaV 


and there were signs 


however 
but said the 
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could 


who 


if it did a better job of public 
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and a recovering addict of APON 


but said that it cuts across socio-economic 
who spoke good English and 


stated that by the time he was 13 he and 
they had 

he said. 

econoff was told are 


the NGO staff and the recovering addict suggested the 


a well regarded NGO and a former INL 

has an interest in communicating the worsening 
no one disputes that abuse 

that drug education in schools is 

and that at least some of the widespread criminal 


Islamic society. Bangladesh\'s imams proved to 
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in their mid to late sixties 


\" Maghur said. \"Of course \"he 
\"the Internet offers a way of livening up one\'s 


many young people here use the Internet as a means 


Column 4 
LOL operates a cyber cafi 


particularly in the area of networking services. LOL has 
the same issues that plague 


and they came and took it 


which Maghur\'s brother started on a shoestring 
Canada 


and private businesses 


but that the Chamber was so difficult to work with 
at a financial 


and even 
one of their 
demanding to know why 


which keeps the names of 
Puma 

Afrigiya 

000 hits a month 

000 a month three years ago. 


Majhur says it is no joke 
has helped create e-commerce 
using 


but a 
the most 
who wanted to 


and he came back to us a bit later and said heVs 
and he 
there were pirated 


and is in the process of 
replete with 
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as a means of introducing people in 


as well as a 


and Libtra Tours a member of the 


that LOL 
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\"Tijara\" 
in three months 
including Arabic 


Column 5 


Mohammed 


head of Winzrik Tours and Hosni Bey 
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it helps to examine details from the 


Moussa Ahmed 


the majority in Ali-Sabieh 
an unprecedented case 


V and has 


Ali-Sabieh is considered by politicians to 


over other regions. The tribal composition of Ali- 
sub-clan Fourlaba. This sub-clan is 
to 


Guelleh\'s rival 
but not a Mamassan -- 


the opposition 


winning nearly all the Tadjourah-ville vote as 
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focusing on providing useful 


of the Hosni Bey 
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nevertheless because the nine 


Issas and other communities 
it has thus far been adverse 


as it does not belong to one 
a popular opposition leader 
with poverty so firmly established that 


no matter 


as in the 2003 legislative election where the 
walking off with most of the votes cast. 

the political leanings of the districts 

on each administrations promises and 


no standardized prediction f 
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which also includes Somalia Ethiopia Eritrea 


and 40 percent of its 


ethnic and class 
a unifying feature of Djiboutian society is the 
which is considered the language of 


due to differences in 


Column 4 Column 5 Column 6 
including 

police 

members of the Chamber of Commerce 


herders in 
high school students and even a khat seller on the 


as evidenced recently during a 


the lack of a developed civil 
pose an 


Djibouti\'s weak institutions make locating 


while willing to help will not guarantee public 
Post must 


which is entering 
has spent much of its time in 
with some notable successes. We are 


which is now publishing newspapers 


\" (a Department of State 


which we hope to provide with 
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other agencies at Post have addressed 


000 language 
and USAID has 


however we believe there 


for Post to 


it would 


according to French Cooperation. 


until recently 


resources will be 
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it explained that some 


including: opening youth activity 
implementing 

initiating joint 

reviewing all 

and 


V it meaningfully stated the 
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among other complaints 
and final 


at which time 

making 

in 2002. (Note: The Government of Djibouti sought 
U.S. and other donor financial 


but there have also been no follow up 
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in theory 


as none of the districts has 


controls law enforcement agents 


heisa 


the new decentralization law will 
and he will serve merely as 


indirect and property taxes for the region 


but no solid 


according to the Ministry 
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would make a smoother transition 


rather than 
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the Ministry says and 
these expectations are far from being 
these officials cannot give a deadline or 
especially the European Union for delaying 
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not even Turkey 


joined the 


but 


Zebari said he had a 


Column 4 Column 5 Column 6 


Zebari said it amounted 


Zebari assessed Jordan s role vis--vis Iraq as 
although he found Amman S concerns about the 
Zebari said or of the Shia leacs 


Zebari said he 


Zebari said he looked forward to the next 
once a sovereign Iraqi 
Zebari expected the neighbors events 


he said. 
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representatives of the Financial 


over-use of 
limited CBY oversight authority and 
and intervention of the Ministry of Finance in CBY 


Yemen s fourteen commercial 
four of which are Islamic lend about one-third of 
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however contends that lending remains stagnant 


and the Central 


roughly 2 


with banks lending to their 
is the biggest 


complaining 


s oversight powers as defined in the banking 
were watered down due to the influence of powerful 


s banks 


they are by and 


Assets Management 


low capital and bad 


and 
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the ROYG took over these loans. 
s weak commercial courts 


Ulafi asserted insider trading is 


but as liquidity is not an issue for most 
6 


s sales of 700 


the CBY cannot regulate 


Payments Systems Director for CBY 


banks sell back T-Bills to the CBY. Members of 


which should not be one of its core functions. 
however SO 


even at private banks. Ulafi said that the 


uary 6, Senators Frist and Landrieu, along with the U.S. A 
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Column 5 
in practice the powerful Minister of 
s poorly performing banking sector. Unfortunately 
under the thumb of the Minister of Finance seems to 
where they are paid in cash. This perpetuates 
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led by former Speaker Saed Hayel Srour 


the signatory MPs believed that a 


with 
was able to sideline the 
but MPs may raise the issue again. Relations 


particularly from the Islamic 
to an upgraded trade agreement with 
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Aqaba) publicly alleged that former officials 


demanded 
and threatened possible legal action 


the Lower House asked the government to provide details 


but to create a 
generated 
MP Jamal Dmour (East Banker 


although they slammed the press for V'intentionally 


Madaba - 1st Dist.) 


he responded (loosely 


but 
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as well 
is 
but also highlights their 


which will require legislative 


Saed Hayel Srour (Speaker prior to Majali) and 
these three East 


which thereby 


including the 2005 budget may 


trying another ministerial 
or dismissing altogether his amiable but weak 


no likely successor combines the qualities of 


but potentially unpopular U.S. 
including passage of the article 98 
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often years before they 


000 and estimate total 
however are 

they estimate a fall of around 

perhaps two to three years out. This cable the last 


the factors 
and the possibility of a slump in prices. Part 


while Part Two (Ref B) looked at who was buying it. 


real estate in Dubai could be 


where there 


the Dubai government gave permission to 


recognizing the 


viewed the move as a very logical even 
next step. 


but DubaiVs are 

whether looking at the money 

the dollar amount of total sales or 
or possibly 

neither the developers nor the Dubai government makes 


the CEO of a major Dubai developer told 


1 January 7, U.S. Secretary of State Colin Powell and USAI 
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000 units 

000 or so of those finished. Property giant EmaarYs USD 
well underway 

000 (roughly 37 

and it is sold out. The GM of 

a UAE national 

000 people (approx. 46 


but slated to be 20. 


and the property 
however 
too fast. Two questions heard 


justifying the massive investment? And if 
when it will happen and to what extent? 


Dubai is a 

by most accounts 
and 

particularly in Dubai 


particularly since 9/11 

CEO of local 

recently told the Gulf 

\"Dubai is one of the fastest growing cities in the world. V 
press 


the number of freehold units mentioned in para 


CEO of Dubai developer Emaar 
\"Dubai has an expatriate population with 
000. Of them 
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with only 


is to have a residential 
000 units assuming an averag 


told PolEconoff that 
000 


that this 


the most desirable 
is growing quickly. DubaiVs 


prefers to keep 


told the 
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000-35 
the population of Dubai in 


although the total growth rate is much higher." 


these risk-averse expats will 
without the 
the mortgage market for DubaiVs 


customers will be able to buy more easily 


many observers believe current 

Chairman of 

predicted to a local newspaper on 

also a top official in the Dubai government 
V and the Emirati 


noting that there were V'too many 
VWho will live in all 


they believe that the forces fueling 


70 to 80 percent or more of 


ultimately 
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000 (i.e. only some 10 percent) have bo 


and the 


said 


reside in the properties they have 


Column 4 
as mentioned in para 
of the 130 


which have all sold out 
speculators 


sell 
Dubai residents who do physically move 


it could lead to falling rental prices 


and without a chance to V'kick the tires 


for example 
where residents of 100 villas were recently 


as they were given 


but that 


talking about how construction firms had been cutting 


said he 


while doing a good job of hyping the property market 


some insiders 


prices are bound to fall. 


the property \"bears\" seem to think that 


the first in the beginning 


but that the market would not crash -- though 


V'In four to five 
Y while the head of another bank 
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000 freehold units less than 10 


only about 15 percent 


or keep them vacant in hopes of 


which 


\" 


documents the problems in Emaar\'s 


has 
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the market may be already 


there are some 


Dubai has a strong incentive 


the possibility of a fall in prices seems real. 


a controlled slide in property prices and rents could 
allowing expatriates to buy 


and create more \"buy inW from 
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but we will soon 


\" said the Chief Secretary. 


this incident has adversely affected the moral of 
\"said a 


are to go to the polls in three phases on February 3 
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they are 


though rather costly for the 


000 


a US-based non-profit NGO 
and began the first phase in 


and visit schools 


000 each. The 
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Mindanao. Sally 
Project Manager for ITD confirmed to poloff 


Alastair 


Deputy Project Director of AUSAIDVs Basic Education 
also reviewed ways 


members of the Association of Muslim 


the program involves a range of USG 
U.S. and international NGOVs. The ITD 


000 investment through IDT we will 


funded by the Public Affairs Section 


English language 


funded by the State Department\'s Bureau of 
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science and information and 


including advocacy with the national government 
vigorous 


at USD 400 


it comes in at the higher end of 


Peace Corps 
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which he claims is 
and 


and coalition 
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Public Affairs and 
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and SMK leader Bela Bugar said Hurny made a good 


SDKU MP 


and he 
who was recently elected 
said he 


governmental and business contacts. 
the 


Hungary Italy Poland 
Belarus 


Bulgaria Croatia Macedonia 
Romania Serbia and Monte and Ukraine). 


Belarus and 


a 
and several development 
\" primarily 
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V it would 
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Kuwait has become 


since GCC economies depend highly on expatriate 
Indonesia 


the latter to be administered by 


there are 
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pro- 


even 


the 


Washington\'s cross-Strait policy has been 
political 


mild and 
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India and Thailand. 
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American Institute Té 
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who regarded such remarks as an attempt to 


Washington Needs 


pro-unification English-language 
however 
for instance was an attempt 


Taiwan offices. 
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political specialist spoke to 
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the MOJ officer tasked with 


V Dr. 


Dr. Hong said that Vietnam will not be 


and signing the agreement with the United States would 


an Article 98 
Dr. 


because \"joining the WTO is VietnamVs top 
not substance he 


nd 


the GVN apparently feels it is unwise to 
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and struck back by threatening to 


Dumbo Lemani (ex-minister of 


Humphrey Mvula (ex-president of parastatal Shire bus 


but few here believe that Muluzi will remove them 
National Police and 


and several have 
pro-Muluzi 


and government institutions 


significant challenges lie ahead for 


none here believes that 
and few think Mutharika will be able to wrest 


all of its real property and the business interests 


he has 
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who in the current climate have 


including one sitting cabinet minister (Ref. A). 


the President will 


given their number and value. The nullification of 


it is doubtful that he will 


and Mutharika is viewed as 


and theoretically 


since its current rhetoric 


it would be a nuisance and another battle 


Mutharika will likely form 
possibly reviving his United Party (UP) and 
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while most are 


which penalizes MPs with the loss of 


or vice versa (they may 


but would 


and 


but he will need a block of 


as many 
Muluzi would have every incentive to encourage 
Mvula and Jumbe to testify or 


and he and Muluzi are bitter political enemies dating 
they may cooperate in the 


which both believe they would win. There 


but the payoff would be worth the 
Muluzi could run as the UDF 


especially in 
and others who remember the Muluzi years of 


and Mutharika\'s interregnum would 
although this would 


gentle suasion and 
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a 
has diligently set about 


except Muluzi who are 


but the 
the 
and as is being proven by the return of the Young 


as when MuluziVs bid to amend the Constitution to 


the 
a situation 


probably with the help of officials within 
and this may 


hold on 


which clearly will not go without a fight. 
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and they 


the 


and estimated capital expenditure of 


reliable and quality supply 
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000 MW of which Eskom (state-owned electricity 


000 MW. Eskom mothballed 3 600 MW of 

2003 was 36 200 MW. Coal-fired stations 

nuclear 596 pumped-storage 

hydro 296 emergency gas tu and 296 is imported 
a two-reactor 1 800 MW nuclear station (Koeberg 


six small hydro 
and two pumped-storage schemes that play a critical 


but these total only 


the peak demand was 32 000 MW equal to 8996 of NOC 
000 MW per annum and 


Managing Director of Rotek 

a 

and the equipment on these stations 
the old equipment is more 


but financial constraints limit this option. 
Eskom has experienced an abnormally 


and aimed to ensure that South 


i Lanka. The USAID/Disaster Assistance Response Team (DART) с 
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during this time Eskom became a virtual V'on- 


however 
valued at more than $4 billion 
this process 


and the balancing of 
operational and environmental criteria in 


new Public 


as outlined 
the Cabinet approved $13.5 


build 7096 of new capacity 
transmission lines 


particularly foreign 
a 3096 slice of the proposed new generation 
he hopes to ensure healthy 


EskomVs Managing Director for Resources and 
has stated that the investment decision was in time 


000 MW of capacity every year 


to avoid shortages during peak usage time. The 


$2.2 billion for distribution 
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remained the supplier of last resort and 


to 


and 
and 


from 2005 to 


and $1.6 
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600 MW. In addition Eskom is 
000 MW open cycle gas turbine (OCGT) plant 

and by mid 2005 the DME 

000 MW 

fueled by a light diesel 

to be operational by 2008. 


the program was based on 


there are contingency plans 


1 330 MW pumped-storage scheme at 
by 2013 
1 000 MW pumped-storage scheme at 
by 2014 


000 MW pumped-storage facility at Monontsa in 

and planned for 2019 

1 500 MW combined cycle gas turbine (C! 
possibly located near Coega (new deep water port 

by 2013 


000 MW) added to the six already operating at the Mathimba 

at a cost of $3.2 billion 

000 MW greenfields coal-fired power station atan 
near coal reserves in 

or in neighboring 


but are shown 
these technologies 


600 
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640 


630 
330 
000 
330 
000 
770 


470 
320 
780 
000 
570 


environmental criteria are 


as Eskom\'s coal-fired plants are the chief emitters 


which could be ready for commercial 

and features in Eskom\'s long-term expansion 

from about 2015 onwards. The capacity of a single 
and that of an 8-pack cluster 


320 MW. Johan Kriek CEO of PBMR Ltc plans to start 
the first commercial unit by 2013 and to 

the 

and buying 

as 


depending on the 
in November 
the South African utility was one of five Southern 


Column 4 


and the associated transmission and interconnect 
500 

but many experts believe this to 

given the political (and 


dealing with 
is well under 


when refurbished 

600 MW to the grid. The largest of the 
Camden 

000 MW 


and а 1330 MW pumped-storage station 
as part of a $13.5 billion 

the DME issued an IPP 

000 MW OCGT 

fueled by a light 

to be operational by 2008. The 

and 

as the purchaser of the electricity 


including a $160 million upgrade of the 


100 MW Arnot station. Through demand and supply side 


Eskom management 
000 MW out of the system by 2013. 


Fani Zulu 


Eskom is likely to revert to the local and 
has a relatively low 3096 
and has some room on its balance sheet to raise its 


which the NER determines. The regulator 


the main conclusions drawn from the 
are that: 
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is set to return to service in 2005. The 


cannot bid 


has indicated that Eskom 
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and after returning the Eskom 
fluidized bed combustion (FBC) 
followed by 

and then CCGT plants (in the western 
using imported gas/LNG 


power plant availability 
and interruptible supply strategies 
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we heard reports about the crisis and received 


coverage of the catastrophe was superficial in 


and when a huge event 


privately owned Arabic daily \"Al-Watan\" carried 


Palestinians will demonstrate 
they can elect their 
direct and democratic elections. This should 


Column 4 Column 5 


they will rise 


they must refrain from interfering in IraqVs internal 


indicating that none of Iraq\'s neighbors support 
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V the vast majority of Arab 


saying: \"We offer this 


and that a \"big jihad\" 
\" the latter remark 


perhaps as soon as next week. Like other major 


Jerusalem Post quoted senior GOI officials as 


Israel 


Yediot 


while calling on Israel to \"improve the 


and on the Arab states to resume their aid to 
HaVaretz cited 
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to 


all media reported that a 
three other soldiers and a civilian 


Jerusalem Post mentioned Ambassador Kurizer\'s 


who will become interior minister in 


in which they 


during which no agreement was reached. 
at an 


V leading rabbis from the Religious Zionist and 


although it 


UTJ\'s spiritual mentor who approved 


Yediot reported on the defense 
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HaVaretz reported 


which was held in 


if it does not get back 
which says that the affair could cost Israel 


recalls that the U.S. is 


HaVaretz reported on Sunday that the 


reaching 250 


the 


Stanley Fischer 
accepted PM Sharon and Finance Minister 


Fischer will have to immigrate to Israel and 
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179 in 2004. 830 


the vice chairman of 
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according to which more than 70 


pluralist Yediot Aharonot: V'Abu Mazen is 


and he will not be easily 


they are also 


pluralist Maariv: V'In spite of 

Israel ought to view 

encouraging step. V 

independent Jerusalem Post editorialized: 
Arafat. V" 


Orthodox Hatzofe editorialized: Abu Mazen 


action should be taken 


according to his 
the situation in 


Column 4 Column 5 Column 6 


the Palestinian co-initiator of the 
wrote in Yediot Aharonot: \"We need to 
which is 


Israel will have to divest itself of 


never mind their 
another unilateral 


1967 


pluralist Yediot Aharonot (January 10): 


most of whom face only 


occupation and corruption may not have seen a 
en 
to the polling stations but Abu Mazen is the 


and he will not be easily 


V that they were 


there will no longer be anyone else 


the Palestinian gain is not necessarily our 
and vice versa. V 
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they are 


not 

are unwilling to accept 

even if it is the 

it is doubtful 

the Jenin 

as opposed to the yuppies of 

Sunday's elections are definitely a step 


Abu Mazen is 
and cannot sell his 


those who still hold 
and is ready for the 


but he hopes that Israel will not turn its 


Abu Mazen needs time. The question is whether 


pluralist Maariv (January 10): 

and likewise its candidates 

demonstrated a genuine desire for 

a desire to turn over a new leaf to remove the 


there was a feeling that 


they have a long way to go before they can 


but the Palestinian Authority is in dire need 
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he 
Israel ought to view these 
encouraging step 


the preferred candidate of 
but also because 


everything should be done to help it 


independent Jerusalem Post editorialized 
not to mention 

have a great interest in 

however 

but the expectations of the 


after all 
it would not be not be 


Arafat 
never lift a finger to 


claim weakness 


if the 


it must behave differently. Financial support 


it should go 
should not undermine such linkage. 
it 


Shimon Peres." 


Orthodox Hatzofe editorialized (January 
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not only 


has taken contradictory 


who would sometimes 
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so he will say is to help him gain control over 
particularly 

and as far as we know Abu Mazen will find : 
action 


he will turn to the use 
and Israel now is going to pay a dear price 


a military power with 


who ignores the arms 
considers Abu Mazen to be an ally with 


the strategist 
has gone blind in many fields and 


according to his 
the situation in 


the Palestinian co-initiator of the 
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wrote in Yediot Aharonot (January 9): 


and the time has come to 
we openly declared our 
to 

we need a 


but the 


V as the Prime Minister's aide Dov Weisglass 


we need to 


we need to see on the 
which is based on the 
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Crown 
delivered an emphatic message 


seeking to encourage attendees to serve as the 


and faulted Arab governments for suppressing dissent. 


UAE Minister of 
followed MBR 


MODERATION 


Sheikh Mohammed bin Rashid 
VIf 
media.is the pilothouse.steering it.in 


to justify failure 


MBR identified the first major 


MBR distilled it down to a disagreement 


reform 
he went 
is struggling to find an appropriate balance 


Column 5 Column 6 
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as keynote 


calling for an end to 


MODERNIZATION 


managing the state and the 
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but it was suppressed by governments lacking the 


protect 


authors and other media professionals 

Gulf media professionals possess a special 
politicians 

a message that promotes 


encourages development 


citing that 


economic growth and 
all resulting from reform 


youngest son of the 
called for a re-assessment of the legal framework 


\" he 


\"tapes of murder 


\"in languages that the world knows 
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economists 


calls for moderati 


will lead 


V and 


and in 
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research 
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and to 


V ABZ asserted. Media reform must be part of an 


Muslims and non-Muslim alike as 
iu 

Non- 

principles and values that 


rather than 


director-general for Al-Jazeera 


and not from government authorities. 
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regional security economy and 
the media and Islam and sessions at the , 


the Dubai-based Gulf Research Center. We would of 
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Column 4 Column 5 
but Ahmed 


it is not widely utilized. As a 
banks lend almost entirely to customers they know 


according to 
Yemen is the only country where it is considered 


neither do banks. 


willing to falsify balance sheets in exchange for 
and 
but the system is not effective. The list only 


so there is no 
powerful 


saying that an independent credit 


each bank must rely on its own 
which it is unlikely to share. 


lending to bad borrowers because of personal 
or for fear of losing customers to other banks. 
but this is rarely 


Column 6 


HONE AND CONNECT THE CALLER TO THE PRESIDENT. AT HIS 


Column 4 Column 5 Column 6 


no Development 


s 1997-8 reforms all Yemeni banks are now liquid. 
liquidity is no longer the main problem. By law 
but most are 


however to which banks can lend. Applicants 


but Alawi remained 


which are afraid to reveal their 


but their techniques are 


and as result they are generally 
where 


both 
but 
so far the banks have failed to overcome their mutual 


each of which Hamdani reports 


Column 4 Column 5 Column 6 


with monthly 
however necessary and well meaning are unlikely to 
including rule-of-law effective CBY 


and a viable credit system to 


1/10/2005 11:39 O5ABUDHABI160 Embassy Abu Dhabi 
Dubai 


the workshop 


as defined by the ILO. The UAE has told us that 


the Abu Dhabi 


Customs and Free Zone Cc which 


dents are missing in Maldives. On January 10, four USAID/Disaste 


Column 4 Column 5 Column 6 


these 


there has been more 
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saying 


but was still not sufficient to 


and 


Mulamula 


because the СОТ is representing \"not just 
but all of Africa" on the Security Council. She 


to 
as the type of forum in 


noting that as the United Republic of 
the GOT delegation would be seated next to the US 


Mulamula said there was 


she said the international community 
only to pull 
which hosts over 400 000 refugees would also 


and for more sessions 
citing the recent UNSC session 


Column 4 


but realizes this is unlikely. If there is 
then Tanzania would staunchly oppose 
and would push hard for 

she said 


such as 


much of the 


the troops are thin in the 


but will also 
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ALONG WITH PRESIDENT BUSHVS RE- 


AND A FIRST 
SHARON IS AT A HISTORIC 
AND I BELIEVE HE WILL BE UP TO THE TASK. WE ARE IN 
WITH A LEGITIMATE PALESTINIAN AUTHORITY 
"ING 
A U.S. PRESIDENT NEWLY ELECTED AND EUROPEANS WHO 


Y 


Column 5 Column 6 


and the decision should 


05COLOMBO67 Embassy Colombo 
O5PARIS152 Embassy Paris 


A MUCH 


Column 4 Column 5 


BUT EACH STICKS TO HIS GUNS. AFTER THE 
WE ARE MODERATE IN OUR 
IN ORDER TO GIVE THE NEGOTIATIONS THEIR BEST 


IRAQ AND THE GROWING DAILY VIOLENCE 
LBE 


A RESEARCHER AT THE CNRS (THE NATIONAL CENTER 


WHICH 


WRITING ON THE DISAPPEARANCE OF LIBERATION\'S 
NOTE BAGHDAD\'S GROWING INSECURITY PRIOR TO THE 


HAS A FREE HAND 


AS ILLUSTRATED BY CHIRAC\'S VISIT TO 


COULD SERVE AS A 'LEVER\' TO GET THE PEACE PROCESS 


THE 


EXPRESSED TO THEM AS WELL AS TO 


Column 6 


Column 4 Column 5 
BUT 


HE WILL BE HELD RESPONSIBLE. THE 


EVEN IF THE CONFERENCE IS NOT THE ANSWER. 


BEFORE THAT 
) 


BUT A HOPE NEVERTHELESS. IT IS 


ABBAS\'S FATE IS 


THE U.S. 
JST 


ABBAS WILL BE PLAYING A DIFFICULT GAME. HE WILL 
OR HIS POSITION AS A MODERATE WILL SOON 


AN INSURRECTION IS RAVAGING TWO THIRDS OF 


IRAQ HAS BECOME THE THEATRE OF A VERY WORRISOME 


TO HIT THEM WHERE THEIR BIG WAR MACHINE IS MOST 


AS THE AUTHORITIES SAY. 
THE SUNNI ANSAR 
. A RADICAL GROUP OF FORMER SADDAM HUSSEIN 


Column 6 


Column 4 

AVE 

WHICH MAY NOT BE THE ONLY 
FORTUNATELY 


WHO ARE LIKE SO MANY ELEPHANTS IN A CHINA 
IRAQ\'S NEW POLITICAL FORCE 


AND CAUSE MORE 


THEY ON THE OTHER HAND 
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and 


and 


but not widely 
which demonstrate Nigerian 


and diversifying its revenues beyond petroleum- 
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V Le. 
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Jerusalem and the 


Column 5 Column 6 


LACK COORDINATION. 


ARE NOW ABLE 


05LAGOS30 Consulate Lagos 


O5AMMAN216 Embassy Amman 
stop lobbying the 


O5AMMAN217 Embassy Amman 


Column 4 Column 5 Column 6 


American- 


particularly 


though 


participation of the 
in effect nullify 
because this participation would be 


claiming the lives of 

the Sudanese president and the Peoples Army 
is hoped to put an 

like other developments expected 


will be the 


stability and justice are to reign. The 


Column 4 Column 5 Column 6 


Israel proves to be a major part in most of 


but in all areas of the Arab 


as well as the IsraelisW recruitment 
Israel and other 


while turning these issues 


plant fear and 
there are 


be 


influential Arabic daily Al-Rai 

as much in Palestine as 

the 

the Americans or the British know that 


and nothing else.. The stance of the 


Column 4 


Column 5 Column 6 
leading the way for the rise of a 
independence and self-determination! 
dignity and 
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Embassy requested and received a copy of Brazilian 


Chief of the Division of Science and 
Embassy 


and hopes that it can be scheduled in 


as often Ministry 


Column 4 


the Brazilians hold this 


or 


1/10/2005 12:59 


chaired by Prime Minister Shaikh Khalifa 


they agreed on many of the major items. 


the end result would be five (of 24) ministers 
two new ministers 
two ministries dissolved 


the number of deputy prime ministers would increase 


BahrainVs central bank. 


those leaving the cabinet are: 


Column 5 Column 6 


O5MANAMA50 Embassy Мапата 


four ministers moved to new 
and ten 


Column 4 


Mutawwa is rumored to 
Hamar could be 


and Shaikh Isa and Shoala are supposed to 


in a January 10 phone call 


he would remain in the cabinet as Minister of Oil. 


\" he said. He stated that the new cabinet 
January 11 


replacing Mohammed Al 


though there is no indication GOYS will be a 


but its 


Acquisitions 


Column 5 Column 6 


Minister of Cil 


and he scheduled a 


and Splits 


Column 4 Column 5 Column 6 


and so returned to the status quo ante of two years 


and 


with current Minister Majid Al 


Shaikh 


will retain their positions. 


who will lose the Justice portfolio and current 
it appears that the 
three are Shaikh Khalifa\'s men: Mutawwa Saif 


King Hamad). Of those who have bolstered their 

Fakhro and Mirza also are in the King and Crown 

a Shia has ties with the Shia bloc 
the Council of 

a group the King is seeking to encourage for 


the PM may have agreed to the changes on one 
Shaikh Ali be made deputy PM in 


Column 4 
PM Khalifa will 
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1/10/2005 13:09 
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President Kagame hailed V'good 
security and patriotism\" -- rather than 


and called for 


2004 
in 
in the 


and five representatives of each of 
municipalities 

members of parliament 

whose agenda called for participants to make 
security 


poverty reduction and economic prosperity. 


President Kagame emphasized 


Rwanda\'s problems have been 


and strategic plans have been set up. The next 


security 


but specific actions 


and commitment to productivity 


Column 5 


O5ANKARA128 
O5ANKARA129 
O5KIGALI27 


Column 6 


Embassy Ankara 
Embassy Ankara 
Embassy Kigali 


President Paul Kagame chaired 


and 106 districts 


and all 12 provincial 


and patriotism 


Column 4 


especially those in 
must understand that their actions 
in order to create a 


who will never listen 
through their acts 


even by an 


the bad behavior risks becoming the community\'s 


especially when there are 


the reason behind that is that 


coordinating 


but there is no direct consequence for 


related to fulfilling duties 


Column 5 


and 


and enforcing 


Column 6 


Column 4 Column 5 Column 6 


they spend more time on things that 


you may think about it another time 


including Cabinet meetings. If 
one would notice that 


in order to ask 


we will repeat over and over again the same 


construction and other sectors). 


it can 
when there is no direct 


| was informed that about a 


the food caterer must be held 
and no payment should be 


and customers 


who must be 


Column 4 Column 5 Column 6 
people always contribute 


which are never implemented as a result of 


wherever it is found. V 


thus 


Vgenocide ideology has become a discussion 


because the consequences of 


remember some people 


people 
and to 


there is scarcity of resources but it 


Column 4 Column 5 Column 6 


Nkusi (formerly director-general of Electrogaz 
Rwandatel) 


although neither faced 


the subject of a major parliamentary 


at which he hailed Rwanda as a model for good 


security and patriotismW that Kagame 
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Column 4 


Sandhu explained 


however 


adding that we 


but that no US military deployments or 


including suggestions that the GOI needs 


500 
and that the USG was 


Sandhu commented that this was 
because Dixit (who 


he observed 


he continued 
parenthetically 


Column 5 Column 6 


that New Delhi found 


and they may 


that could be the 


Column 4 


Sandhu told PolCouns he has not yet seen V'the 


and expressed 


including the CTJWG. Sandhu agreed V'in 
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Syria 


Lisa Murkowski 
as well as Congressional and 


Defense Attache Colonel Timothy Murphy 
Chairman of 


and staffers from the Knesset 


\" 
death of 
approval of PM Sharon\'s disengagement plan 


Column 5 Column 6 


O5TELAVIV163 Embassy Tel Aviv 


and Iran. He ascribed improved 


and Mel Martinez and 


and poloff 


IDF MOD 


and 


Column 4 Column 5 Column 6 


despite what he said were 100 terrorist 


however he cautioned that he is Vnot sure 


provided the 


the EU and UK. Israel will do its best to let Abt 
said YaValon. This process must occur in a matter of 

not years \" he cautioned. YaValon maintained the 
but of a political 


but V'never received the order" YaValon noted that 


but \"there is no way to convince 


YaValon 

whose 

he said but is prepared to act unilaterally if 
the PA 

Syria and their 


he said 


Column 4 


even if it must redeploy ground forces 


Al-Qaedastan 


Syria 


Syria 
and others see the adoption of western values 


and that the main operational 


YaValon 


however 


Cairo refuses to address the 


but described the EU-3 agreement as V'not 


Column 5 


Hizballahstan.\" 


Lebanon 


Hamas 


as a \"paradise 


Column 6 


and Egypt 


Hizballah 


Column 4 


he added 


but an unconventional 
V which makes the threat to Europe tangibly different 


he added. 


IsraelVs 


primarily mortar 


incitement 
he said. YaValon expressed full 


where 
no doubt about it." Israel has 
Israel enjoys four 


air superiority 
the ability to transmit 


Israeli security forces have freedom of 


however 

necessitating larger deployments for each operation. 
combined with 

are \"the main 


Column 5 Column 6 

rocket and suicide bomber 
and 

he added \"the best defense -- 


precision munitior and 


troops are not based in the 


Column 4 Column 5 Column 6 
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Edelman stressed that 


including the Blue Stream Project the Samsun-Ceyhan 
and the passage of oil through the Turkish 
will top the bilateral agenda. Cyprus and 


Column 4 Column 5 Column 6 
and open a Turkish Trade 


by approving the trade agreements last month 
has 


the Americans are extremely upset 


but the policies of the US 
this 


Column 4 Column 5 


it does harm not just to the US but to 


he sometimes indicated he did 


to the danger of the spread of Anti- 


to Turkey-US relations. . My impression was 


particularly in the Islamic world -just like 


such misunderstandings must be cleared up. That's 


criticism could be relayed to officials 


Sharon and Bush" 


Washington wants to see a 


the US will act 


and a new security concept for 
which would lay the foundation for a cease- 


followed by a series of security and 


Column 6 


Column 4 
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Brazil 
2004 without incident 


which provided a permanent framework 


and the turnover of the 6-month pro 


and Argentina 


Peru 


who conveyed an interest in 


the 


particularly within the Ministry of 
the GoBVs commitment to the 


itisa 


other leaders\' public remarks revealed 


effective and equitable way to form a 
let alone the long-term goal of 


but warned 
V in 


Column 5 Column 6 
O5BRASILIA91 Embassy Brasilia 


but 


despite earlier doubts about 


and Venezuela al: as well as 


Column 4 Column 5 
including the exceptions- 
were seen as 


in his capacity as president of the Mercosul 
complained 


the GoB\'s 

despite Brazil's preparation of a package of 

including a proposal to change the Mercosul 

yet sensitive issues such 


were also put aside for the sake of a 


Y most summit initiatives have 
the 


the new regulations are not yet 
but must be approved by national legislatures. 
a fifth round of services negotiations 


Paraguay finally relented 


for the near-term this will have no economic 
the initiative will 


Column 6 


Column 4 
asan 


but status quo for all others. 


leaders announced their intent to 
though no 

slated to 

is supposed to provide 


about 450 for each side 
with 20 


907 products (approximately 1 

with tariff reductions ranging from 20 
Mercosul leaders 

count these as important 


Column 5 


for which 


000 for each 
50 and 


Column 6 


Column 4 Column 5 


Venezuela 
Chile and Peru as 
associate 


but are not required to 


Bolivia Vs President Mesa 


stating that V'we have to be brief and 
a 


the GoB 


to the launching of trade negotiations. 


Mexico Costa Rica 
Dominican Republic Suriname 
India South Africa 
Swaziland Canada 
Japan New Zealand 


but was unable to send a representative. (The 


Sao Paulo 

a member of the Foreign 

lamented the USG absence in Ouro 
suggesting that it demonstrated the failure of 


Column 6 


Cuba 
Trinidad and 
Botswana 
Australia 
Pakistan 


Column 4 
leaders directed the 


with gradual evolution 


commitment to Mercosul runs 
most importantly with 


the GoB will continue to push for 
not less 


while the 
it wasn\'t a funeral either. 
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concluding 


Column 5 


Column 6 


integration within | and as 


O5MANAMA53 
O5VILNIUS28 


Embassy Manama 
Embassy Vilnius 
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estimated 
as the most likely source of illicit 


for example costs only one-fourth the price of 


a shift from 2002 when cigarettes transited 


since smugglers underreport the value of the goods 


for example 


VAT revenues 
whereas in 2002 


they 


up from 101 in 


the four top categories of smuggled goods in terms 


Column 4 
worth LTL 654 
644 (USD 247 


worth LTL 400 
246 


worth LTL 114 
298 


worth LTL 73 
000 (USD 35 


but also Russian and Belarusian 


when large criminal groups 
and smuggled goods exited 


up 
and 467 


000 packs at the Belarussian border; and 
000 packs at the Latvian border. 


which is only half the legal price at shopping 


and 


Column 5 Column 6 
624 (USD 251 778) 
940) during the same period in 


000 (USD 153 846) 
097 (USD 479 268) during the first r 


222 (USD 43 931) 
688 (USD 3 961 


000 (USD 28 077) 
384) during the first nine months of 200: 


smugglers 


000 packs in 2002. 


ST DECADE AND SEEKS 24 BILLION 


Column 4 


the press reported that the FCIS 
which had 


the 


trading in timber 
000 
923) in cash 


530 


the same number as in 2003. Law 


and is smuggled to the Kaliningrad 


620 

778) during the first nine months of 2004 
706 (USD 57 

2004 

000 

307) and on December 14 

000 in cash. 


Column 5 Column 6 


metal and other 


a dozen plastic be and 


000). 


down 
964) during the same period in 
the Border Guards detained a 


another Belarusian 


Column 4 

but this is probably a low 

when viewed in the context of the size of the 
USD 3.8 billion)). 


and seven additional cases of 
document forgery 


out of a total of more than one million 


while the 


two foreign bank 
and laundering cash through 


fraud 
and the production of 


and 

largely Scandinavian-owned 
Border Guards 

while the 


however 
such as a lack of adequate cooperation and 


inadequate training of officers 
following EU accession 


relying instead on 


and plans to establish an additional ten 


Column 5 Column 6 


and smuggling. 


Customs) 


some deficiencies in law enforcement 


and corruption at 


Column 4 Column 5 Column 6 


such as those purchasing 

jewelry furniture or other luxury 

000 (USD 19 230) and large 
and matches them with 


such as inspection of 
information from 


and review 

2004 all taxpayers must submit one annual ir 
only those 

000- 

000 (USD 17 700-19 230) 


using illegal-source monies 


2005. 


however that it has encountered cases of Lithuar 
then 


such that the Lithuanian companies are able to 


on 
2004 amended the definition of money 


concludes the 
uses them in economic or commercial activity 


for the purposes of concealing or 


Column 4 


2004. FCIS now 
upon receiving a report of suspicious 
to direct financial institutions to 


insurance companies 


the Cabinet expanded the criteria to identify 


such as an unusual increase in cash 
cashing LTL 100 

splitting a cash transaction into a number of 
000 (USD 

000) threshold 


000) in seven days using a foreign credit card. 


and on 


the Cabinet adopted detailed rules governing 


and transactions exceeding LTL 50 
230). 


the Cabinet approved new V'Rules on 


except 


Column 5 Column 6 


investment comp: book- 


000 (USD 40 000) or more within 


and cashing more 000 (USD 


000 (USD 


Column 4 


to freeze suspicious money operations for 48 
unless such action 


and to appoint 


000 (USD 
230). The law also requires financial institutions to 


000 (USD 19 

and to retain records for a minimum of 
however 

000 


230). Banks are aware of their reporting 


have been very 


not only upon request of the FCIS. 


Article 16.4 of the 


2002 


000 (USD 3 
this requirement applies only to individuals 


and no later 
incidents where a person 


000 or equivalent (USD 19 
the Border Police 
and the FCIS provides consultation 


Column 5 Column 6 


230) or its equivalent in 


has criticized the 


846). Following Lithuania\'s EU 


230). Customs has 


Column 4 Column 5 
as necessary. 


500 
269). Casinos must register patrons who wager win 
500 (USD 


346). Although they are not obliged to report this 
FCIS tells us that they usually do. Casinos 


000 (USD 19 230). 


and that the association inform the FCIS 


000 (USD 769) on bank officers who negligently or 


or who do not keep the required records. 


Column 6 


Column 4 Column 5 Column 6 


per the Criminal Process Code 
199). The Court protects the anonymity of 


health freedom or 
or when the witnessVs testimony is critical to 


but these were not specific to money laundering 


after which period procedures outlined 
or represent the result of a crime. Article 250 
which came into force on April 10 

establishes financing terrorist acts as a crime and 


Lithuania ratified the International 
which came into force on March 22 2003. In 


the Parliament passed a law on the 


valid in 
and charges MFA with taking the lead in 


such as FCIS Customs the 
and the Stock Exchange Commission in 
by resolution implementation of 


irrespective of whether foreign 


Column 4 Column 5 


it circulated to financial institutions the names of 


FCIS 


000 (USD 3 846). 


while the parliamentary budget committee debates 


Kaunas and Siauliai. Klaipeda is the 
Kaunas is an air road 
and Siauliai hosts the largest airport in the Baltics. 


with 130 


has signed contracts with four more enterprises 


1995 that regulates conditions for the 


but precludes the establishment of new ones. 


and 50 percent for the next five years; 


Column 6 


and rail 


Column 4 Column 5 Column 6 


financial crimes terrorist financing and 


the 
and the Internal 


and carries out joint 


FCIS responded to five FBI 


while FBI responded to several 


Lithuania 


which entered into force in 1999 provides a 


whose primary objective is to 


DISTRICT 


USAID/OFDA FUNDED R 


Column 4 
permitting communication via secure email 


and technological developments. In 


GOL officials exchange records via 
and FBI 


money laundering 
the Azerbaijan 
the Italian Guarda di Finanza 


Bulgaria 
Estonia 


including terrorist financing 
a not-for-profit organization that promotes 


conducted the 


Estonia 
2004. Lithuanian participants included two 
two prosecutors and two FCIS 


2004. Lithuanian participants included six FCIS 
two judges 


there were participants from 
Latvia 


EWMI organized a study tour to the 


the U.S. FIU 


Column 5 Column 6 
including 


Customs and Internal Revenue Service 


and exchange of information 


and the 


Croatia 
Finland Latvia 


and 


on 


nine prosecutors and the 


and Ukraine; 


to discuss money laundering; 


Column 4 Column 5 Column 6 


on May 22-23 2003 which served as a fo 


judges and prosecutors 
and Latvia as well; 


Latvia on October 30 

Latvia on October 30 2002. 
the USG and the GOL signed a letter of 

2003 under 

000 in 

pursuant to a Letter of 

2002 to combat corruption. 


which it ratified on 

1998. It is also party to the 1990 Council of 

Search 

which 

2003 Lithuania Vs 


FCIS 
secret police) are responsible for tracing assets. 


Column 4 Column 5 Column 6 


an individual may be subject to fines 


or 
and in 2002 LTL 35.1 million (USD 13.5 million). 
except for armaments which go into the 


the government is not 


so long as these 
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V Dhabbi complained “апа at the same we are trying 


Column 4 Column 5 Column 6 
Dhabbi raised the 


he told CDA “уои give them the impression that 


and 
but complained that when U.S. diplomats meet 


for example the press syndicate and discuss the ca: 
Үчһеу take this to 


along with 
did not agree with the jailing of 
however the as-Shura editor was tried and 


including banning 


but said it would 


as well as the arrest detention and 


advised 
and may affect qualification for the MCA and other 


pointing out that despite Saleh\'s repeated pledges 


the President declared it illegal 


pressed CDA this practice is 
and the only reason to bring in excess 


Column 4 Column 5 Column 6 
said CDA and the 


\" he said 


the visit was in many ways dominated by the refusal of 


and that there seems to have been some 


he insisted the unfortunate result of the Yemeni 

he said. 

in addition to submitting all the necessary 

however we do interpret the decision to hold 
and that it was not taken well here or in 


a western-leaning 
agreed it was an appalling incident. In a January 


SalehVs words were \"let it all in just 


however that the President said this only to 
or that someone else later 


Column 4 Column 5 Column 6 


injunctions 


and 
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O5VIENNA72 Embassy Vienna 
Schuessel said the funds would come from all 


the states would provide 10 million Euros 


both for Austrian victims and for the countries 


700 Austrians. 
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Column 4 


Marianne Kappeyen van de 


Column 5 Column 6 
MFA 


Director of Weste had 
he said.) 


which lay 


while observing that EU and USG 


\" he said. 


such as now 


but V'Cuba always seems to 
the EU seems determined to 
he said. He noted that the 
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O5TELAVIV170 Embassy Tel Aviv 


and that only on the Sunday morning 


Column 4 Column 5 Column 6 
with 


although Fischer was one of the 
which 


he does not speak fluent Hebrew and is 


Economic Editor 

stressed that although Fischer V'is not 
speaks only 

\" ... the fact that he V'consented to accept the 


sends a highly optimistic 


we will accept him as a new immigrant with open arms." 


when he was in Israel for the 


noting that a negative deviation can be as serious 


which led to negative inflation in 2003). Regarding 
although he did not refer specifically to Israel he 


Fischer 


Column 4 


quickly issuing comments January 


while promoting sustained 


as 

whom one MoF official 
Y noted 

Y and said that 


head of economic 
told us he was \"very happy 


he was 


and 


the head of an 
told us he expected 
both domestically and 


and noted V'Sharon listens 
Fischer possessed 
he noted 


Former Director General of the Finance 
told Kol Israel that in spite of the predictable 
he thinks that this will be one of the 


Column 5 


domestic and 


Column 6 


Column 4 Column 5 


although Fischer 
V Israelis recognize American talents 


business art 


the stock 
racked up immediate gains following the nomination. 


who worked closely with Fischer at the time that the 
expressed wide 


but reminded listeners of the many 


Netanyahu\'s nemesis appeared 


and said that he 


saying that 


although Fischer is 

he did not immigrate 

and although he may be a fist-class 

he was divorced from the average Israeli 


Fischer is likely to face at least 


Column 6 


sport 


did not serve in th nor 


Column 4 


Netanyahu felt Klein\'s conservative 


the pressure to lower the 10 percent 


but it 


1943; 
joined in 


1994-2001; 

1990-94; 

1988-1990; 

long- 

University of Chicago 


1969; 
1962-66. 


Column 5 


Column 6 


Column 4 
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except to note the need to force the Cubans to 


which Hrda 


does not 


the Czechs have prepared their 


at EU embassies or 
with an agenda covering \"political orientation of 


during the 


at EU embassies on a 
covering V'political orientation of different 


Column 5 
O5VIENNA74 
O5MADRID57 
O5PRAGUE44 


Column 6 

Embassy Vienna 
Embassy Madrid 
Embassy Prague 


Column 4 


Column 5 Column 6 
development of their lawsuits in the period before 
Slovaks Slovenians and Germans. Hrda 
Hrda said 
DFM Kolar MFA Political Director 
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NOR WITH NON-PARIS CLUB PARTICIPANTS. 


comparability of 
review of arrears 


EDR tables 


Secretariat report (Brazil) 


Column 4 


and will try again 


although some progress had been 
data issues remain. The GoA is unable or unwilling 


but the 

then the IMF would 

which could lead to Article IV 
which 


and 


and finalization of 


but 


with a board date for 


and offered to help the Secretariat contact 


welcomed the Spanish offer of assistance 


Column 5 


Column 6 


Column 4 
not 
in which the Argentineans urged 


however 


the 


2005. The GoA expects a high rate of 


because of its concerns about 


an IMF program is just a means to an end 
no conditionality would exist absent an IMF 
UK opposed any restructuring outside 


the Paris Club should 
complaining 


but arguing that the time is not right 


and fully 


reminding the GoA about its 


Column 5 Column 6 


that the GoA does not want another 


suggested 


Column 4 Column 5 Column 6 


in order for the Club to consider the issue of 


the opposite of Russia and 


because to be a Paris Club member a country must 


having forgiven $1.3 billion of all debt 


and pointed out a number of public sources the 


China remains the Banks largest borrower 
although the IBRD 


2003 and 2004). China is still an active 
at about $1.2 billion a year. 


Column 4 Column 5 


so that members could then consider next steps. 


increase oil 


while the PRGF 


which brings the IMF assumptions 


and commented on two technical 


and a 5-year 


which Japan supported. The French suggested a 


and 


since most debtors refuse them and since they are 
but noted flexibility within the range between 1 


V with only limited 


but agreed 


Column 6 


Column 4 Column 5 Column 6 


the Minister of Finance had lectured 


creditors should be discussing their 


the Minister said those countries (It 


and in Italy\'s case the issue was not a 


showing them a 


the results of which will 


members did not 


the IMF rep indicated. The 


Column 4 Column 5 Column 6 


and on the 
acknowledged it was a 


instead suggesting that the Club offer financing 


permit the IMF program to go 
and motivate the DR to work towards CoT. 


and the IMF confirmed that the two-year 


and by that time the results 


which 


and between January and March 


but 

Italy and Spain with the bulk of it owed to 
the IMF had 

e.g. the USG and Can 

far in 

or provide aid to cover payments due asa 


and a USD 73 million 


Column 4 Column 5 


but is contingent on Haiti clearing USD 52 million 


and 


but will get an answer within a week. 


to see whether after the IMF report the Club 


and was doing a good job in meeting its HIPC 


with a possible CP for end-March 2005. 
and said its Board has scheduled 


it 


and 


but there appears to be a need 
the Chair has 


Column 6 


Column 4 Column 5 
so the IMF is unable to judge EPCA 


but questions have arisen about the concrete 


contained in the Secretariat working paper. The 


while noting the 1994 working paper that serves as a 
questioned whether this was a sound 
the USDEL 


and hopefully 


2004 date for budgetary purposes as it has 


noting that it had not yet widely 


defended the methodology to 


and would proceed to 


2005) of the latest agreement. The IMF 


due in part 


with 


although the 


Column 6 


T USD 1.00 = DF 177.00 FOR ALL 


Column 4 Column 5 Column 6 


characterizing 


but said Kenya has continued to be affected 


to align the Paris 


unless he 


staff could go to the Board in 
the IMF might seek financing assurances in 


the GoK 


but not 


of which 45 percent are grants. 


no 
50 


апа noted that 
SO a concession 


and of course could follow the goodwill 
and inquired when 


Column 4 Column 5 Column 6 


but commented that it will not change 


to which Russia suggested that the Secretariat 


staff completed a visit 


and the 


and IMF 


Denmark\'s proposal is one option but 


although some creditors 
perhaps 


there was disagreement 


and Brazil which 


and while it is flexible it 
Russia supports sending a letter that ties 


and mentioned 


Column 4 Column 5 Column 6 
it would press for increased payment. Germany 


not with Nigeria. Denmark agreed 
and 


not with arrears and no IMF program. As for the 
its proposal is still on the table. 
but said as soon as 


and so 


but suggested 


the Netherlands can lift the 


if not in one year then at least all maturities 
the Netherlands cannot 
but can accept the Danish 


but could be 
but in any event the draft letter is 
and is 


although it prefers greater 


and agreed that if Nigeria were to meet all 
the Paris Club could avoid the 


and the lack of consensus on allocation 
he suggested a 


Column 4 Column 5 Column 6 


but since it has a peak in 
it would like to partially 


and a second review will 


improve duration and reduce the overall stock of 


meaning 


and promised to study the request. 


and is OK with the methodology. Japan said it 


and is OK with the methodology - it 


Column 4 Column 5 Column 6 


noting that debt for nature 


with a slight majority indicating their intention 


and reiterated its 


but it chose DSR so it will not participate. 


agrees with the methodology and has not 

the 

is not interested but the GOC and EDC 
is 

and is interested. Austria chose DSR is still 

is ok with methodology but 


and is interested. Norway chose the DSR 
and is still thinking. Spain is not likely to 
and agrees 


Column 4 Column 5 Column 6 
and 
noted the 


and in fact would prefer further fiscal 


and is prepared to negotiate the 


to 

as per the working 

voluntary participation and 
might consider combining discount 

but insists on cash. Australia has not 


but if there is a three-year prepayment with 


it would only participate in the first 
and will 


Denmark and Spain agree with the working papel 
as does the UK. 


to preserve voluntary participation but would 
on the 


with emphasis on voluntary participation. 


Column 4 Column 5 Column 6 


a classical negotiation 


and then pay the IMF whatever is left 


when its PRGF was extended 


HIPC 


the Club would send another letter. 


and that a 2005 SMP was 
using a Rights-Accumulated Policy approach. 


which could be used as a 


and asked when non-Paris 


the IMF said the RAP could last 1-3 years. He 


the IMF 


Column 4 Column 5 
the IMF 

a time when Paris Club 

so it would 


or the 
per Iraq model. The Chairman 


reiterating that Darfur would need to be 
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and the GoB\'s conciliatory 
the 


as well as a number of respected 
has accused the GoB of subordinating tangible 


the GoB is under attack for its 
i.e. the 
which together receive nearly 50 


criticism more 


BrazilVs trade with its Mercosul 
from $10.5 billion in 1994 to $18.5 
with exports and imports in relative 


Column 6 


Embassy Brasilia 


Column 4 Column 5 Column 6 
BrazilVs trade 


reaching a low of $8.9 billion in 2002. In 2003 
growing 


it still remains well below 


the blocYs 


dropping to 9.6 percent a decade 


the Southern Africa Customs Union and with the 
and the Mercosul-India 

about 450 for each 

in comparison with 

tariff preference agreements with these 


former Brazilian Ambassador to the U.S. Rubens 
claimed the private sector had not been consulted 


an array of Brazilian business people leveled 


recent trade agreements with Peru 
Colombia and Venezuela have generated little 


the 
and the longer tariff phase-out 


but this is from a base of only $3.7 


Column 4 


contending 


in part causing those negotiations to stall before 
2004 deadline. Although the business 


such as Brazil\'s reluctance 


many here believe 
Brazil 


\" and 
have also 


but positive trade 
rebounding Brazilian 


washing machines 


compared with only 19 percent growth 


has provoke outrage by the 
and at times by Minister of 


160 units 


354 being sold 
Argentina has assessed a 21.5 


000 to 


500. The Argentines are also seeking a reduction in 


Column 5 Column 6 
ovens televisions 
down 


limiting their market share to 


Column 4 Column 5 


when Argentine 


on December 8 
raising 


the presidents of Uruguay and Paraguay publicly 
the war is far from 


but 


Which Road Forward? 
few 


two schools of thought are emerging on how 


allowing the free flow of goods 
while enabling them to orient their trade 


former Executive Director of 

and currently head of International 

has been publicly championing this cause. His 
Brazil\'s Foreign 


but resonates among many business leaders. 


led by President Lula and 
argues that it is more not less 


and 
into an 


the GoB\'s 


Column 6 


Column 4 


and to install a Mercosul parliament in 2006 


its 


and in particular on Mercosul 


1/10/2005 16:41 
1/10/2005 17:42 
1/10/2005 18:24 
(142). 


Judiciary spokesman 
since the Majlis was 
one of the most vocal 


Tabriz Representative 
told press that the 


not any specific decrees or rulings. 


when lranian press broke a story that IranVs 


in accordance with its constitutional authority 
a conservative Iranian news site reported that 


to investigate the Judiciary. According to 

Orumiyan had formed a three-person 

Hossein Madhi (aka 

Haj Reza Hosseini). The two other members of this 


Column 5 


unless Lula 


O5PRAGUE46 
O5PARIS174 
05DUBAI128 
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Embassy Prague 
Embassy Paris 
Consulate Dubai 


Column 4 


referred to as VSepehr.V 


Column 5 Column 6 
this EA 


V Le. the 


and armed with 


attempted to detain some of the Judicial CI officials. 


on December 29 


and also denied the death 


Mahmoudi told press that the V'EA investigating 


\" saying that the group in no 


these decrees also having been subsequently 


Deputy Head of the 
who denied Judiciary Cl department 


focusing on V'parallel 


and denied 


he added that most complaints received by the Article 


Column 4 Column 5 


2005 when a 
Judge Vahed Sharifi 


who was the caseVs examining magistrate said that a 


Hosseini 


the 
alleged that 


even 


at one point 


he proposed to her. When she repeatedly refused 
and upon release got a court 


he and some 

“рша sack over her head V and 
where 

he harassed and molested her. According 

Majlis representative Eshrat Shayeq was present 


which he subsequently 


many of these decrees seeking to 


handcuffs and walkie-talkie and a revolver. 


Column 6 


JLITICAL REFORM. THERE ARE POLITICAL 


Column 4 
ten members of the 


fraud 
illegal sales of government property 


Hosseini had a criminal record and 


Sharifi said the former\'s 


and that the file on Orumiyan would be sent to the 


2005 press account 


and as such had opened an 


it encountered increased 
2004 


to include team leader Hosseini. According 
and released on bail on October 7 


V who was 
had in 


V controversy 


2005 


protect the martyrs\' blood and carry out 
\" he chastised Judiciary 


Orumiyan said his office staff 
to include the Judiciary\'s Cl 


and that these representatives were involved in and 
as was Judiciary CI 


Column 5 Column 6 


involvement in 


and 

the 

2004. He 
after which 


Iranian press carried a letter from 


Column 4 


but claimed to 
whom 


2005 


denying the charges against her and asking for him to 


and 


who was allegedly tortured and killed at 
as another reason for judicial 


2005 

V in which he claimed that he didn\'t 

had never violated the law nor been found 
and had not fired from his job (rather 

and in 


who each day has to take more than 50 
seven sprays 


first proposed by Judiciary Head Ayatollah Shahroudi in 
were to be entrusted with \" crime-fighting 
\"in 


some of which have already been stood up. 
and 


Column 5 Column 6 


Iranian press printed a letter from 


when lranian press carried a statement 


he 


and three syrups. 


Column 4 Column 5 


and that \"this scheme lacks 


responsible for 
a function currently largely 
Intelligence Ministry and Law 


operating 


Y one of 
with extensive 


who had great power within the Majlis 


which it saw as a 


something he said happened all the time" 


the case is 


when the political situation is clearer. 
these reports of groups armed with both 


extortion and intervening in the judicial process give a 
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including farmers 
and truck drivers. The GOF also planned to use 


Column 6 


Embassy Paris 


Column 4 


reducing expected windfall VAT 
the GOF decided to pay an extra 


these new 


GOF Sticks to its 


Prime 


and he has never altered 


new Finance Minister Herve Gaymard opined \"we 


as well as 


but downgraded its GDP growth forecast for 


based on 


Column 5 


Column 6 


Column 4 


and no social progress since inheritance taxes 


as gifts to the 


arguing that 70 percent of the 


not to discourage 
and it responds to the concern of many 


the 


backtracking from its liberal (in the French 


the increase 


and if the GOF 


UDF passed the budget as the 
and listened to UDFVs 


which can review 


all companies (not only 


deeming that it was not a budget issue. The 


and how taxes at large affect taxpayers. The Tax 


Column 5 


Column 6 


Column 4 Column 5 Column 6 


the resulting higher tax 


setting the deficit at 45.2 billion euros. The 2005 


since the 2004 CG deficit was revised to 
and eventually adjusted to 49.5 


which is a 

but it cannot be repeated every year nor resolve 
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he said there is not the same level of comfort w 


the French need to proceed 
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Guatemalan labor law 


the ILO conducted a study in 2003 that 


Column 4 Column 5 Column 6 


not yet one 
has been developing a labor reform package to 


when the Constitutional Court issued a decision that 


health and safety of 
however did not expressly 


rather than a 
the GOG noted that they had implicitly 


since this observation 
the GOG has never declared a strike illegal in 


only cast 


which allows employers such as those 


to easily close their operations and 


either to move 


points questioned by 


Column 4 Column 5 


it was agreed by all parties that 
where it 


the Labor Code -- as the petition 


but the major union representing commercial 


that the ILO also 


which was later 


the Ministry continued to assess fines on 


began to overturn the fines based on the larger 
inspectors now 


but only temporary. 
the 


the 

which 

Foreign Relations and 
and other government agencies such as the Bank of 

began to address the issue in order to find a 

the discussions are based on a 


VESTEX told us that 


followed by new legislation through the 


which brought the 
has repeatedly argued 


Column 6 


Column 4 Column 5 Column 6 
employs formulae for calculating fines based on the 


to 
sexual 
domestic labor and reinstatement; a point for 


in accord with an ILO direct request. The new 


since reforms nullify 
there is no automatic return to the 
the new reforms cannot move 


in fact return Guatemala to status quo ante 


the 


the retirement or firing for cause of many of its 
and the hiring and training of new inspectors has 
as 

the Constitutional Court decision of August 2004 


the Ministry of Labor has had difficulty reaching 
however have been 
and the 


such as the U.S. Department of Labor-funded 
the Commission for Verification of 
the tri-partite 


including murder. 
there were no murder cases 


Column 4 


his murder was judged to 

prosecutors 

the head of the CGTG 

who was able to make a report to officials before he 


the fact is that 


the Attorney GeneralVs office has a 


the Special 


the 


the GOG\'s enforcement of 


efforts to improve the professionalism of the 


2004. For this reason 


industry representatives 


Column 5 


and indeed 


the entire 


and staff of 


Column 6 


by Raquec 


Column 4 


in the case of NB 
in fact 


the company immediately began negotiations of 
although the pact 
the parties have agreed to almost 


but that many of 


paid holidays for Father's Day and the 
and a party paid 


several of the pending concerns have little to do 


but we would add that the 


which Guatemala 
USAID 


amongst others. The extent of the informal economy 


as in all developing countries 


350 

800. 

the 

education 

and the Guatemalan Ministry of Labor 


has developed a reform package to the Labor 


as the ILO 


owners exhausting the legal appeals available 


Column 5 Column 6 


the 
protect the establishment of the 


and 


inhibits the 


and social welfare sectors to minimize 


as the 


Column 4 Column 5 
or “management engaged in anti-union activities 

blaming the 

sending workers to mandatory 

and trying to pit the workers against 


and in our opinion 
we do not believe that we should 


and we will continue to engage the 


and in particular those of child 
are reflections of Guatemala\'s dire poverty. We 


we strongly support GuatemalaVs 


Column 6 


on rather dubious ler 
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Mathers 

who 
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regularly comes out with punitive and capricious 
which make investment for foreigners difficult 


if recent events are 
the situation for investors could well 


Column 4 Column 5 Column 6 


1997 by Executive Orde the President 


the State Department has found no 


a number of 


1997 to remain. 


the President signed into law the Burmese Freedom 


prohibits military sales denies 


bans the issuance of U.S. visas to members of the 
political and economic elit and has downgradec 


the United States continues to 


the Burmese 


1988. The basic priorities of foreign 


Column 4 
according to the FIL 


state-owned enterprises have the sole 


extraction 


extraction 


extraction 


the law provides that the Myanmar Investment 
V'in the interest of the State 


petroleum and 
and air services. This discretion 
like most else resides in the hands of the Cabinet 


the MIC must review all potential 
either foreign or domestic. However 
the ruling State Peace and 


Column 5 Column 6 
are as follows: 


sale and production of pe 


and export of pea jade and 


and exports of metals; 


Y make 


due to 


Column 4 
but it has lost the authority to 


which in turn 
though the PM must get 


chaired by SPDC Vice Senior 


we have no evidence 


a foreign 


since February 2002 the government 


and forced 


since 2002 some foreign 


lease cars and 
etc. 


though there is 
to only issue import licenses to those 


the FIL requires that at least 35 


though not specified in the law 
000 in cash or kind. In addition 


Column 5 Column 6 


and to get import and export licenses 


for manufacturing 
the 


Column 4 
000 kyat for a services company 
and 1 million kyat for a 


via the military economic enterprises 
Ltd. (MEHL) and the Myanmar 

is involved in many economic 
foreign firms have 


entering into business with MEHL or MEC does 
and some 


making unreasonable demands 
and sometimes muscling out the foreign investor 


investors in 


upon expiry of 
the investor of foreign capital 


due to the shortage of 


multiple exchange rates in Burma make conversion 


companies get 


and rental charges. The government allows 


only three state banks 
the Myanma Investment and Commercial Bank 


Column 5 Column 6 
500 000 
the 


providing no cost- 


the Myanma Foreign Trade 


Column 4 Column 5 Column 6 
businesses and individuals and the MICB 


which has long been primarily dollar- 


making the use of U.S. 


2003 the corresponden 
and MICB in the United States are frozen along with 
at no point 


though the sector remains 


a number of foreign firms in 


two large Japanese 


when the investment turned out to be very 


the government turned the company out 
because it was able to sell better quality 


the government confiscated a 


Column 4 Column 5 Column 6 


though the Burmese government 


difficulties arise since the central leadership 


neither the Attorney General nor the Supreme Court 


State and Division 
the township 


and defend 

in local courts. However as the SPDC ruling 
foreign investors who have 

or even had their 

have had little luck 


companies covered under the Foreign Investment 


at the MICVs 
for a number of other incentives including: 
a waiver of 


or on imported raw 


Column 4 


etc. Though the MIC issues the permission 
not the MIC 


but the government does require 
fire 
the government 


but 


or renewal of existing 


but has served only to further 


including against foreigners who have tried 


foreigners may not own land 


buy 


Column 5 
the 


Column 6 


make decisions on these 


marine 


and may only rent 


sell 


and 


and own a 


Column 4 Column 5 Column 6 
and copyright laws and regulations are all 
the GOB has stated it will meet its 


it agreed to modernize its intellectual property 


an IPR law 
still awaits approval and 


but never brought into force. Thus the Indian Patents 


which was enacted under British 
continues to govern the registration of 


video CDs CD-ROMS DVDs 

and designs is evident nationwide especially in 

given the small number of 

and the lack of 

reliable electricity) we do 

which areinanycase  notreadily available. 
are using pirated software. . 


though trademark registration is 


declaring ownership of their 
criminal 


no means to register 


real estate is purchased with 
though the latter are 


including those covering foreign 

import-export procedures licensing foreign 

etc. are subject to cha with no advance 
at the whim of the senior ruling generals. The 


wealthy cronies the demands of state-owned 
and of the military-controlled Myanmar Economic 


Column 4 Column 5 Column 6 
Ltd. The 


new regulations or regulatory changes are 
they are communicated verbally 


the New Light of Myanmar (Myanma A\'Lin) or in the 


environmental tax and labor laws as 
the protean nature of the regulatory and legal 


and well-connected 


and the notion of 


the Myanmar Economic Bank (MEB) and Japan\'s Daiwa 
to set up a stock 
though moribund 
both foreign and 


are generally small and thus their 


and the subsequent 
has 


government 


and weekly withdrawals are capped. The 


Column 4 


in April 2004 


though no progress is evident. 


neither of 


a lack of 
and a shortage of banking experience 
even at its peak 


it is likely that public 
forced to bankroll the regimeVs pet projects and 
also have an extremely large percentage of 


the 

and the lack of liberalization 

most of the original 49 foreign banks 
or downgraded their representation 
U.S. persons may not 


in the absence of a government policy 


government-affiliated thugs ambushed a convoy 


Column 5 Column 6 


issued a rule 


was very 


in the 


the Myanmar 


Column 4 


and authorities regularly claim to discover improvised 


the military 


and demonstrations 


such as an attack 


Mon 
have continue to see sporadic fighting 


several people were killed and some tourists 
Shan State. The Thai-Burma border is 


most recently for a period in 2002. 


rent- 


from the micro to the macro 


and has been 
the anti-corruption statute is applied 


and many of his family members and 
for corruption. In all other cases corruption is 


though by no means only 


Column 5 


Kayah 


without paying 


areas where 


Column 6 


and Kayin States ani 


Column 4 Column 5 Column 6 


taxation when applying for import and export 
and when negotiating land and real estate le 
known as 

the PRC and Vietnam. Except for increasing 


these agreements have had little 


OPIC programs are not available for Burma. 


the United States withdrew Burma\'s eligibility for 


negotiate or in any other way exercise 


and maximum work 
these are not uniformly observed especially in 


and thus explain why the 


even compared to some of 
tend to be very well 


a sad side effect of the repeated 


though speak at 


the socialist 
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anecdotal evidence and the recent divestment by 
support the assumption of a very 
non- 


Mandalay and several 
these zones are merely zoned 


such as a myriad of small 
the MIC 


valued at $7.59 billion. This amount is 1.2 


it should be noted that this 


we estimate a 


China ($2.82 million in manufacturing) 
South Korea ($ 32.3 


and the United 


Column 4 Column 5 Column 6 


in stock terms the United 


which was grandfathered under 
is largely centered in oil and 


some of it state- 
from the PRC. 


Total (France) Ivanhoe Mines (C PTT 
Shin Satellite (Thailand) Keppel Land 
Daewoo (South Korea) China National 


and the China International Trust and Investment 


we believe 


457.47 32.4 
606.89 21.2 
059.66 14.0 
025.14 13.5 
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591.90 100.0 


572.73 
431.01 
312.20 


591.90 


Bermuda and the Cayman Islands. 
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each of the victims reportedly had spent time 
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Mayor Osmena announced 


Osmena noted that USD 200-400 bounties will go to 


in recent 
strongly supported the creation of the team 
\" 


Osmena replied 


noting VI cannot understand how 
who campaigned against the infamous 

also expressed his deep concern over the violent 

an influential Cebu Congressman publicly echoed 


commenting that: \"the ends never 


Column 4 Column 5 


Osmena seems to be modeling 


V which has been implicated in over 60 


but not dramatically so. Consular 


however as they see 
the investigation 


there have 
but to no 
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FM Mulki departed for Ramallah to offer the GOJVs 


dominating front pages in all major Jordanian 


and commended the transparency of the 
the GOJ 


which we stressed 


Column 6 


Embassy Amman 


are of 
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Hebron and Ramallah adding that V'people are very 


Majali said that JordanVs 


V he said adding 


a Jordanian businessman who 


he lamented to Poloff that the Palestinia despite 
would be the 


and the high voter turnout shows 
according to Hamadeh Faraneh 


he commented that Abu Mazen won on the 
not his personality. Highlighting 


he told Poloff that HAMAS is 


who works with the National Center 
commented to Poloff just before 
she says 

they are 


and much difficult work 


Column 4 
and 


urging that the United States become 
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and because of that 
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however 


Ahern had also visited a victim 
where lrish forensics 
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several brokers 
the prices of 
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Y because the enactment itself is a concrete action 


will explain to 


pro-unification English-language 


Taipei will send a high-profile 


chairman of TaipeiVs Mainland Affairs 
is a delegate and expected to relay TaipeiVs 


especially the 
to strongly oppose Beijing\'s legislative plan 


which is no different from the 
will have little 


which is also subscribed by 163 of the worldVs 
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however the French 
June 5 or Sunday June 12. 
the French 


President Chirac said 


France 


Justice Minister 


these amendments 


the 


and makes clear that these amendments 


Column 4 Column 5 Column 6 


the French Parliament will have the 


the 


the legislative branch is almost wholly 
thus leaving the 


currently chairman of the 
has 


at the request of the 
all communications with the European Union. 
the President need only send to the 
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calling them a danger to 


a long-time Chirac rival 


however that the 
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Yeh Kuo-hwa who led a Hong Kong delegation to 


told Ma in a private 


but because Yeh is 
Ma could not rule out the 
Yeh said Ma refused to cancel the 


rather they simply did not respond. Yu 


Column 4 Column 5 
but that he did know the travel agents 


the other 


explaining that there might be some problems 
Ma decided to go public about the refusal and 
two systems." Yu said 


but he is still monitoring the 


Yu said the 


he would surely have criticized it which 
might inflame public 


according to 
Beijing must have decided that it was not a good timing 


Ma has 


saying Taipei would lodge a strong 


two 


V a formula most people on Taiwan firmly reject for 


Chen Shui-bian campaigning for Ma\'s DPP 


two systems on Taiwan. The Taiwan 
and last week as he was 
Ma seemed an awful lot like one of their 


Column 6 


Column 4 
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however 


and received 


s Mainland Affairs Council (MAC) Vice 


January 7 


he said 
reciprocal 


V which should be based on the V'2002 Hong Kong 


MAC officials remained 
as one 
they were V'sitting in front of 


number of flights 
airports 
he 


that they would study the Taiwan proposals. Wu hailed 


indicating that China will 


which he termed the second round 


but 
he lamented bitterly 


in fact 


Column 5 Column 6 
O5TAIPEI96 American Institute Té 


insists that future 


permission to fly charter flights 


in Macao to negotiate on 


were based on the 
and direct 


airline 
and security issues to Chinese 


Y must 


by 


no need for 
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was V'fake \" he argued because China knev 


China must negotiate directly with Taiwan based on 
otherwise Taiwan will fall back on V'Plan 
V using the Chinese New Year 2003 model in which only 


the next move is clearly 
S specifically Taiwa s DPP government. . 
including 


S airspace the participation o 


s hand by offering charter flights that meet most 
demands. However the PRC is prepared to 


S offer for charter flights after bilateral 
Y but appears 


s post-election domestic politics between 
the KMT. The DPP 


it will forego what now appears to be one 


but with official sanction). It 
which 


it will help the KMT portray 


but with the prospects of 


S political center. 
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some of the rebels may support Sharon on the budget 


something many of them fear. Few 
which could thus cost some MKs their 


joking that 
V and no one wants to split 


therefore 


Or Pearl 
said that while several of 


they may end up following the 
who will 


Sharon can count on some 53-54 
the six 


the six National Union Party 
and up to eight MKs from the Arab parties 


Am Ehad 


has indicated it cannot support Sharon\'s budget. 
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and State Attorney Eran Shendar decided 
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called on Abbas to end the firing 


HaVaretz quoted senior Israeli defense 


as its goal is to create 
and Hizbullah is 


to five and a half months in jail. 
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despite a finding by the International 
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U.S. Turkish and Israeli naval 


but not Israeli officials to attend a world 
2004 Madrid bombings. 
Channel 10-TV broadcast a report by its 


Indonesia. 


left-leaning HaVaretz editorialized: 
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pluralist Yediot Aharonot: "Who would have 
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the key is in Israel's 


independent Jerusalem Post editorialized: 
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left-leaning HaVaretz editorialized 


in the election for a new 


and thereafter perhaps an 


which resulted 


which has just received a boost in the form of a 
is slated to 
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self-assured Israeli government that will 


but he wants for votes. Abu Mazen has 
but many people doubt how resolute he is. 


not to mention 
deign to give them permission." 


but it appears to have pulled itself 


and not instead of 
polls 


and his new 


we are already in the twilight zone 
but an opportunity for significant 
Israel 


but it takes two to tango. In order 
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Israel must help Abu Mazen 


a release of prisoners 


and a general change of attitude 


fighting and the war into a 

the first revolution into the 

the key is in Israels 

we\'ll make Palestinian change 
we\'ll perpetuate war and 


independent Jerusalem Post editorialized 
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however 


and its religious 
is to avert a civil war as 
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and the equipment 
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but financial 
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valued at more than $4 billion 
this process 
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operational and environmental criteria in 
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EskomVs Managing Director for Resources and 
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at a cost of 
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when refurbished 

600 MW to the grid. The largest of the 
Camden 
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fast-track entry of empty 
provided that they were recognizable as 


that afforded them such expedited treatment. 


the Iraqi officials at the Trebil exit point would need 


the land 


provided that they can 


they may wish to contact Customs DG Quteishat to 


combined with more 


noted in Ref (A). 
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brother of Law Kin 
the biggest smuggler in the country. Julio was 


in the 


in 
where he was arrested. From there he 


the products were in the name of 


they seized 
purses and watches -- all famous name-brand 


passed through Africa where 
and 
as if they were 


from the seizure of the products to the 


of the 6th Federal Criminal 
and can be extended for another five days. Julio 
embezzlement and tax 


2004. He was accused of offering 
to keep 
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\" and 


by flirting with the Islamists as much as 
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the EU has been able to 
former External Relations 
s most successful foreign 
and 


Turkey 
many in the EU believe that the Union 


the EU devised the European Neighborhood 


s (CFSP 
S borders. The ENP aims to encourage 
the rule of law 


but does not promise eventual EU membership. 


the Union wants to give those neighboring 
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according to former President of 


the ENP was designed to engage the EU 
Ukraine 
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Russia balked at being considered merely as a 
S periphery 
the 


s Mediterranean partners of the Barcelona 
as the first tranches of APs were 
both the partner countries and the EU were 


the Action Plans are rather vague. 


s inception 


s limits are 


the largest in its history 
Romania 


Ukraine pushed hard during the 
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EU officials 
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the probable 2007 
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Ukraine wanted the AP to open the door to EU 


UkraineVs Action Plan is an enlargement 


enlargement negotiations would take 
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the Commission adopted and the 
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S case 


2004. According to Ferrero-Waldner 
Lebanon 
Azerbaijan 


the EU 
depending on the specific 


the Action Plan with Israel calls for 


while the strategies in UkraineVs plan include 


in and of themselves 


and discuss potential areas of 
they do not include promises of funding or 


by 
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such as the requirement that the 
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but implicit in the ENPI is the concept 


while corresponding 


Ukraine 


rather than on specific funding mechanisms. If 


which border it. END COMMENT. 
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V and warned that their "could be 


the Foreign Minister 


the US and Iraq will hold a 

particularly the PKK 

today in Ankara. The US delegation will be led by 
the Turkish 


and Deputy Foreign Minister Hamid Al-Bayati 


Putin had given a clear 


Erdogan traveled to Russia with over 


Erdogan asked for Putin\'s 
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economic and social reforms 


since Abbas has already voiced his 


who has also stated his willingness to 


not Abbas" 


including the United States 


despite what is 

when Clinton tried to broker a peace 
it 

not Arafat 


there is no reason to believe 


especially as long as Sharon remains in power. 


so America has now sent 15 
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stability and 


is very happy about 


who blocked the deal. Barak 


000 
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he talks about the partcular 


but it also controls the natural 
Indonesia 


V the US has put 15 
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under the guise of earthquake assistance an 
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and Shaikh Mohammed\'s suggestion that meeting chair 


though he did not reject the 


saying 


the Foreign 


expecting up to 8 million voters to participate. 
the Foreign Minister said that 


but 


“уои cannot 


not Kurds Turks or 
Zebari he said is a good 
down-to-earth\" man. 
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FM Shalom Vice Minister Pere President Abbas 


he said that Barnier felt that he 
since France had played such a major 


whom he described as 
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alongside the French FM 
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Raul Roa Kouri. The 
working on behalf of the family 


peace and hope. He also cited the 
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conflict or poverty." John 


saying that the Holy See hopes that the obstacles 


Scientific 
Ambassador to France 


financial and trade 


citing Cuba\'s 
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Vatican Foreign Minister- 
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even though the V'preliminary report" mandated by the 
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even though there was a 


however 
the then-newly arrived UNESCO Chief Legal Officer 
opined in the context of the Underwater 


or two years. 
poloff was told 


it has been 
with no further 


poloff asked 
like other General 


set forth guidelines. Some 
but he noted 


that it must be related to the mandate. 
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has been told that in fall of 
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V as apparently anticipated in 
or may instead be limited to V'cultural 


but responded that 
such as Reso. 32C/34 
in response 

who had sometimes 


effectively substituting their own 


however. End note.) In 


Donaldson concluded the variance in scope was 
as it was something the members themselves 


and not something imposed by the DG. 


the general feeling in UNESCO corridors seems to 


as Donaldson 
this timetable is not consistent with UNESCO 
then the current momentum to finish the job in 
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Andrew 
and Jamaica Labor Party (JLP) MP Olivia 


who is one of her V'constituency workers.V During a 
the police found a green 


who is 


recently told Poloff that every illegal operation in 
drug runners extortionists 


the JCF is to implement new 


embattled former JCF Commissioner 
and of widespread public dissatisfaction with the 


Forbes publicly invited 


but with the public. Effective 
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implement 242 
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La Croix stressed that support for LebanonVs 
sovereignty 


without 

repackaging UNIFIL as a tool of UNSCR 1559 

which in turn could affect UNIFIL\'s 

but still apprehensive on 

La Croix said the GoF saw merit 

there was a special context to UNIFILVs 

and the GoF wanted to remain prudent. In the GoF view 


it needed to be more active 
and look more closely at elements 


not reduce its size. The GoF 
without 


and without weakening UNIFIL\'s ability to carry out 


La Croix stressed the GoFVs 


newly-appointed UN Special Representative 
as the U.S. and France\'s 


but was told 
pending a 
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by 
neither the Syrian or Lebanese governments had taken 
there would be unspecified 


and was considering asking the next EU General 


at the time of our 
the U.S. and Algeria were іп the GoF view impeding 


in no way 


although the French 
as La Croix is an 
well-connected interlocutor and we do not 


we will meet with 
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which have been sparring for 
also appear more 


with CPI Secretary D. Raja denying any plans to 


some individual parties have used the Tsunami 


with CMP leader Nilotpal Basu arguing that 


V and CPM leader Sitaram Yechury noting 
\"contrary to what the BUP people are saying the 
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accusing it 
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in contrast portrays himself in a carefully 
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and Hikmet Cetin an 
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V so 


which now include a strong Indian-American 
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and that the insurgents in 


he said and 
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and one to elect a new government at the end of 
and encouraged the PM to help with Iraqi elections 
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has strong export controls 


Senator Frist noted that the US fully supports 
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\" it wishes 


effective 
\" and hoped that both countries could work 
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describing these challenges 


Chirac took the 


among them how 


the U.S. and the Transatlantic Relationship 


Column 4 Column 5 
Chirac stated his intention to build a 


Column 6 


framing the world\'s challenges as 


but the U.S. was portrayed throughout the speech 


stating that ata ministerial 
he and 


stating that at the Paris Club meeting on 
France will call for an immediate and 


he said France 


like its European partners is prepared to mobilize 


for Chirac the tsunami provided not only a 


Column 4 


Column 5 Column 6 
but also the shortcomings of the international 


he said France would 


he 
should exist within the framework of the UN. 


Vitis 


thus demonstrating their rejection of violence." 


V implicitly referring to the threatened boycott 


he 


he said must be restarted 


Chirac cited the implementation 


he said 


\"will require our 
especially in the run-up to the legislative 


Column 4 Column 5 Column 6 


although Chirac mentioned 


he added must \"address the roots 
which are first and foremost to be found in 


misery 


guide the EU3 in negotiations of a long-term 
in cooperation with other partners in 


Russia the US and China. 


and that he has put forward repeatedly 
Chirac stressed the necessity 


conviction courage 


this 


Column 4 


Chile 


with the EU 


which he 


which will enter into force on February 16. He 


Chirac mentioned the cultural 


the referendum for which will be held before 
he said 


he said 
he 


will also give Europe a solid framework through which 
suggesting that the example of 


ITER 


will place Europe on the cutting edge of the V'drive 


V'our 


or willing 


Column 5 Column 6 


Spain and others to develop this and 


\"will look back 


will \"lend new 


which he said should be located in Cad 


to see the process 


Column 4 Column 5 Column 6 


seeing in them an effort to reach out to the U.S. 


while the FT concluded: \"Chirac keen to 


V while recent reporting 


he 


however а new more 
which he 


designed to create a better atmosphere. 
whether Chirac intends to take concrete steps to give 
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and during that 


VFM Bang said would like to visit 
New York and Washington DC VFM Bang said. The 
he added noting that the visit 


VFM Bang said the 


Column 4 


as would 
including allowing the leaders of the Unified 
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potential buyers are unsure whether 


a step 


the Land 


and current 


the Dubai Government has promised 


Dubai is the only emirate engaged in large-scale property 
though Ajman and Ras Al Khaimah reportedly 


respectively. Abu Dhabi Company for 


000 B/D and 
000 B/D during the next 


the state-run Abu Dhabi National Oil Company (ADNOC) 


Column 5 Column 6 


05ABUDHABI224 Embassy Abu Dhabi 


Column 4 Column 5 Column 6 
BP and Royal Dutch 


with an outcome expected 


the United States enjoyed a 45 percent market 
and services. 


with an estimated value of $750 million to an American 


while power distribution will remain under the 


2005. 


and invest 


and UAE nationals must 


including inter alia advertising 
air conditioning language centers shipbuilding 
leasing medical services and even polo 


with the exception of Israeli currency and the 


2001 that 


000 Dirhams (approximately $10 800) as part of these 


Column 4 


the Dirham has been officially fixed to the 


and individual 


and in 


but 
with the government 


by the parties themselves 


a written arbitration 
independently or by nomination of arbitrators 


and judicial 


each emirate applies 


courts of appeal and a Supreme Court. The court 


criminal 


all non-arbitration 


they can begin legal proceedings in the court of 


Column 5 Column 6 


or by recourse to the 


or 


and sharia 


Column 4 Column 5 Column 6 


however UAE courts will 
and if not the resultant award is treated like a 
including the 


confiscation of the defendant's passport 
as well as the detention of the 

the courts must certify 

and though they do not review 

they can invalidate decisions based on 


the Center has 135 open cases and accepts roughly 30- 


the courts 


the Dubai International 


Column 4 


and is unlikely to 


the regulatory and legal 


sponsorship 
a foreign business in most cases must have a UAE 


agent or distributor. Once chosen 
or distributors have exclusive rights. They cannot be 


and re-tendering is the norm. To bid on federal 
a supplier or contractor must be either a UAE national 


no incentives are given 


residence permits 


multiple entry visas 
with the 


there are no 


Column 5 Column 6 


and distributorship 


Sponsors 


although the 


and work permits are required of all 


Column 4 Column 5 Column 6 


the largest emirate resides in the 
commercial and residential is 


expanding their services to foreigners as well 


with banks such as Standard 


and patent laws passed in 2002 to protect U.S. 


and continues to demonstrate its 


enacted in July 2002 grants protections to 


software databases and 


the rate of software piracy in the UAE is the lowest 


also issued in July 2002 confirms that 


identical or related products and services if it causes 


the UAEG sought to amend and expand the scope of 
trademark and patent laws issued in 2002. 
in 2004 the UAE Ministry of Information issued 


Column 4 Column 5 


privacy and other 
the 


but are 


foreign businesses exporting to the UAE 


industrial licenses service licenses 
and construction licenses. 


promulgated in 1993 devotes an 


and UAE courts 


the commercial code chapter on bankruptcy 
but 


26 foreign banks 
one restricted license bank two investment 
and 49 representative offices. Following a banking crisis 


the Central Bank stopped giving licenses to new foreign 


Column 6 


professional 


in September 2003 the UAE Central Bank 


Column 4 Column 5 Column 6 


while Bank of New York has one in Abu Dhabi. The largest 


Emirates Bank International Mashreqbank 


which may however 


the Central Bank in 1993 said it would 
such as 


which included stringent reporting 


800. The law imposes stiff criminal penalties 


000 regardless of theii must be reported to: 


investment companies and 


the UAE strengthened its legal authority to combat 


2004. (Law No. 


Column 4 


consultative meetings 
including the 
customs officials 


and 


however 


or insurgencies that 


the former head of Dubai Customs and 


convicted 


2004 


improvements in intellectual 
more transparent and efficient customs 


and greater transparency in government and commercial 
the United States Government 


Column 5 Column 6 
and 


and 


company by- 


and sentenced in April 2001 to 27 years 


the United States signed a Trade and 


Column 4 


such as free trade agreements (FTA). 


during which both sides asked 
market access 


services and investment 


2004 


however 


including strikes - even though the law does not 


however 


Ministry of Labor officials investigated and 


according to 
and approximately 98 percent of private sector 


although mandated 


Column 5 Column 6 


customs valuatior government 
labor and environment. 


beginning a 90-day 


that the UAE had started to 


of private 


Column 4 
such 


expressly authorize collective work dispute resolution. 


to lobby the UAEG for redress 


workers rely on conciliation committees 


and therefore do not protect 
domestic servants 


the employee loses residency and could be 


as witnessed by a recent series of 
the UAE\'s Cabinet of 


which only covers 
the new federal law covering unions 


trade unions would be limited to UAE 
while expatriate workers would be represented through 


the Ministry of Labor does not regulate them. 
each free trade zone maintains its own labor department 


Column 5 Column 6 


or to filea 


government 
and agricultural workers. The 


Column 4 Column 5 Column 6 


some 


2004 the UAE Ministry of Labor began 


who are 


the UAEG passed a decree banning the use of 


the country is also a destination for a large number of 

including more than 200 000 domestic serv 
and an even larger 

mostly from South Asia. These 

and some 


these standards are not 
notably domestic 
are required to work longer than the mandated standard. 


Column 4 
supply and 


other 


such as homeward passage or health cards for minimal to 


are often provided to employees by their 


and civil defense enforce health and safety 


and the Government requires every large industrial 


there is no law in the country that 


however 


000 


16 free trade zones operate in the UAE 
these free zones 
and serve as major 


100 percent exemption from commercial levies 
multi-year leases 

buildings for lease 

and assistance in labor 

the free zone authorities provide 

such as sponsorship 

dining facilities 


located 20 km south of Dubai 
200 companies 
including 


a specific license 


Column 5 Column 6 


that employers provide 


and 


100 


energy 


worker 
recruitment and security. 


and a national industrial 


Column 4 Column 5 Column 6 
or otherwise legally established within 

no other 

and the ownership of the company may be 100 


including manufacturing. A 


but business can be undertaken and sales made in 


however 

most notably the TECOM (Technology Electronic 

two subdivisions which cater respectively to 

and 

Reuters CNN Hewlett 


specializing in medical products and services 
which aims to 
and to transfer 


down from $834 million in 2002. Official UAE government 
but observers believe 


power and water computer/periphe medical 
airport development and ground equipment 
and franchising. 


and UAE investment 


Europe and Asia. 


Column 4 
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Qatar 


Qatari courts 


in order to protect their own interests. 


including a counter-trade offset program 
the 


capital investments and other matters. 


which may include tax exemptions 
energy subsidies 


Column 5 
O5DUBLIN30 
05DOHA85 


do not 


and low-cost 
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Embassy Doha 
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Law No. 5/2002 


corporate bonds and the 


which controls foreign investment in 
does not allow foreign investors to 


and the 
of a limited 


prior to the start of operations. 
such firms are required to set aside 10 percent 
until it 


some 


2004 the Emir ratified L allowing 


owners of trademarks and copyrights and 


Column 4 Column 5 Column 6 


the Government is the major buyer and end- 


the CTC may invite and pre- 


technically qualified 
which will make the final 


000) and works 
000). 


Column 4 Column 5 Column 6 


there are no restrictions on the free flow 


12 


this represented over 50 percent of the total 


in accordance 
banks operating in Qatar give 


QCB prohibits 


the Qatar Central Bank does not allow 


Column 4 Column 5 


323.84 points in 
946.70 at the end of 2003 an increase of 
DSM has attracted 


low 
an excess of liquidity in 


Qatar Telecom (Q-Tel) and 


the Cabinet of Ministers 


the Ministry of Economy and Commerce issued the 


which allows expatriates to invest indirectly 


banking and 


Standard and Poor's rated Qatar with a long 


short-term 


labor unions or trade 


Column 6 


Column 4 


the U.S. 


corruption should be investigated by the 


which falls under the 


the minimum is one year\'s imprisonment and/or a 
000 (USD 275). 


Qatar has signed protocol 


Bangladesh 
Germany 
South Korea 


Column 5 Column 6 
Bosnia China 
Hungary India 


Thailand and most Arab countries. 


Column 4 


OPIC 


Qatar passed a new labor law which provides more 


000 


the role of expatriates in the economy is very 


the Government has begun to diversify 
increasing the 


Qatari passed a new labor law which 
to form 


transport 
all workers have the right to conduct 


they will represent the 
provided there 
they may directly elect 


they 


they go to a Committee of Settlement\" 
employer and 
disputes will then be 


and composed of representatives of the Minister 
and the Qatar 


Column 5 Column 6 


communications and hospitals. 


Column 4 Column 5 


foreign investors are urged to negotiate labor 


sponsorship of employees who filed 


an 


the 


end of service benefits and 
in addition to salaries. 


end of service benefits are subject 


there are plans to develop a 


which will be operational by 2008- 


Qatar has attracted sizeable 


as well as the development of QatarVs gas 
QP and its partners 


Column 6 
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in part as equity shareholder in Qatar Liquefied 


U.S. firms included in some 


Total (France) 
Marubeni Corporation (Japan) and Mitsui and 


Totalfinaelf 20.0 percent 
Mitsui 2.5 percent Marubeni 2.5 


Column 4 


Column 5 


Column 6 
Mobil QM 
Itochu Corporation 4 percent Nissho 
Spain 6 percent and the U.S. 3 percent. 
Italy Spain 
Europe 


Middle 


Column 4 


Norsk 
Davy McKee Ltd. (U.K.) 3 
Hambros Bank Ltd. (U.K.) 


OPIC Netherlands Antilles 
International Octane Limited of Canada 
and Lee Chang Yung Chemical Industry 


India 


CDF Chimie Atochem (France) 10 percent 


Qatar Petroleum 25.5 percent 


Atofina 36 percent and 


Qatofin 


Column 5 Column 6 


2 percent. Year 


Europe and Arabian Gulf. 


and 


Norsk Hydro 29.7 


Column 4 


Qatar Electricity and Water 
Qatar Petroleum 10 percent and Gulf 
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which is responsible for organizing the 


including Jordan) 


particularly with 
the Pentagon and the 


not to mention the restlessness of the 


influential Arabic daily Al-Dustour 
the Palestinians 


ending its occupation of the 
and establishing the 


that they are capable of 


Column 5 
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but also 


influential Arabic daily Al-Dustour 


or that the Likud party had lost to the 
or even that the Palestinian state was 


as had been the 


we heard not a word about the 
as if they have become heavy luggage lost 


as we had during 
we witnessed the 


influential Arabic daily Al-Dustour 


the pens of those harmed by the 
emphasize their fabricated nature and 


the claims of these people are 
which they choose 


Column 4 Column 5 
known for his direct and clear stands got in 

we see them talking about a terrible 

without which Abu 


which may not necessarily be served by 


the person the 


the program and the trend. No one after 


as though the Palestinians of the 


influential Arabic daily Al- 


when Hamas had been absent and when they 
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the Awqaf General 


the National Bank of Kuwait has opened a 
ATM and online 
and mobile telephone company MTC-Vodafone is 


Column 6 


Embassy Madrid 
Embassy Kuwait 


Column 4 

the 

in 

will be organizing a V'Charity 
Econoff spoke to Osama Al-Attal 


which will administer the $70 million 


World 

but thought it likely 

but 

many questions about how best to target the aid 


as reported 
it was unclear who would need 
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Director 


so many families 


O5TELAVIV222 
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Embassy Tel Aviv 


Column 4 


Column 5 Column 6 
Vthe 
and urged them to advance the 
the PAVs National Security Advisor has 


he could receive a 


deputy chairman of 
was quoted as saying in an 


and that security forces made arrests in the 


the settlersY houses will be buried under 


according to which the IDF is planning 


Column 4 Column 5 Column 6 


whose cost thus far has 


Pines-Paz will enforce the 


and to improve existing 


in 
to bolster Abu Mazen. This 
by means of the UN 


Maariv reported that Israel has returned 


and that he will not fight the 


Column 4 


Column 5 


Column 6 
the group's leader 


will 
and the other defendants in 


Israel Radio cited the 


even though the U.S. has dealt with this 


on January 24. 
three weeks after Israel 


bureaucratic snags are delaying the 


a former Israeli 


\" will 


except blowing up the mosques on the Temple 


Column 4 Column 5 Column 6 


in particular Delaware Attorney- 
have expressed their admiration for 


Jerusalem Post and Hatzofe reported that at a 
President Bush presented the 

Michael Chertoff 

and Jerusalem Post \"a rabbiVs 


left-leaning HaVaretz: VAs things appeared 
Sharon and his new government intend to grab 


left-leaning HaVaretz (January 12): 


Column 4 Column 5 


and in another week a new administration will 


its composition nor 


and he will demand that Israel 


Sharon and his new government intend to grab the 


a 
claimed that the Rabin government was 


cannot evade this contention today 


left-leaning HaVaretz: V The Foreign 


Column 6 


Column 4 Column 5 


left-leaning HaVaretz (January 12): 


has been warning in recent 


to go 


and only after 2006 go 


the designated undersecretary Robert 
now ambassador to 
Richard Armitage and 


more suspicious of Russia and more 
against whom the U.S. has 


the conflict that had 
but 


but it could last." 


independent Jerusalem Post editorialized: 
a small country 


left-leaning HaVaretz editorialized: “Тһе 


Column 6 


Column 4 


Stanley Fischen" 

independent Jerusalem Post editorialized 
nor without risks. But it was a brave and 
both on the offering and 


that this 


is somewhat small-minded. Should 
a small country 


properly 
and not just a bystander 
One of Our Own" 


left-leaning HaVaretz editorialized 


only 
no matter what their profession. 


who represents too right- 
could 


itis 
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have 


that our economy is not an 
but a potential 
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IOC ONGC and 


the overseas 
will get a 20 percent share in the 


000 barrels per day. 


000 


India\'s agreement to buy 


India is 


Column 4 


cheered on by the GOI 


especially IOC 


Embassy believes that the 


then transit rights through Pakistan 


despite Aiyar\'s enthusiasm 


000 kilometer pipeline generally require a private 


saying that the pipeline is 


to our knowledge no serious 
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but 


the current calm in Indo-Pak relations 


Column 5 Column 6 


are vigorously seeking 


aspire 


the obstacles to a 
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Column 4 
has been arguing that India needs an NSA at the 


as originally mandated. In a series 
he has argued for the NSA to play this role 


as the position became when Mishra and 


most notably through the 
and to put this 


down the 
which kept them firmly in the loop on 
in contrast 


this location 


PM Singh 
who became Acting National Security 
has the inside 


and as a long-time Gandhi family loyalist is seen 


the Indian media has been awash with the 
many of whom possess far 


Column 5 Column 6 


S Special Advisor MK 


Column 4 Column 5 


Afghan Coordinator and National 


y 


Sen arrived recently in Washington; Haider is 


Narayanan is not a former 
and has not served overseas in any 


a break with tradition if the NSA 
who served as MEA spokesman earlier in his career 
he made it clear that he had no interest in challenging 


Y and had no interest in the 
V an attitude that may 


he will face an early 


but some Indian press accounts suggest that 
whose IB 


would look outside the organization for 
and might bring in a senior IB officer for 


Column 6 


Column 4 Column 5 


not the least of which is the ongoing 


most recently 


long-serving RAW officers may try 


China and the US 
the most important of which is a lack of 


and working to a bottom line. As a former 
and an Urdu speaker 
Dixit was uniquely equipped to manage India\'s 


analytical discreet 


V he has not shown visceral anti-US 
where he serves as a 
areas of concern to 


Narayanan was open accessible 
but usually in a listening mode. 


Indias primary internal 
in 1960. Narayanan\'s experience in 


Column 6 


Narayanan will suffe 


and cosmopolitan 


and friendly to 


Column 4 


Prime Minister VP Singh moved Narayanan 


Prime Minister Chandra Shekhar 

reappointed 

and Narayanan retired from that post in 1992. 
he served as Senior Advisor on National 


but now inactive 
a Chennai-based think tank. 


the aide commented that 
at which Narayanan 
V'l am not here to please 


Pakistan 


Narayanan revealed 


he argued that only a small minority of 


and most were angered that 


V he wrote in January 2004 


(but) each side is more intent on blaming the 


1934 to a Kerala Nair 
upper caste) family 


also a Keralite 

Meena. Their son-in-law Ajit Nambiar is Chairman 
a consumer-durable 

on whose board of directors Narayanan 
Narayanan made Chennai his 

and his wife remains there 


Column 5 


whose 


member of the 


but rather 


Column 6 


Narayanan completed his 


have a son 


as does his 


Vijay 


Column 4 Column 5 Column 6 
he often 
which will probably cease if he 


Narayanan 


and has delivered speeches and lectures 


arare 


Narayanan 


this Keralite lock on the PM\'s inner bureaucratic 
which could in the 
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and the MFA\'s 


noting 


nor pro-PalestinianW and that it 


where he visited a number of Arab states and 
FM and the Israeli Knesset as 
the Czech 


due to it\'s being a small country rather than a 


Column 4 
it can bring ideas 


in order to complete planning for 


Jordan 


following the proposal 


he noted wryly 


it will be the major test 
which is 
rather than arising domestically. 


like the two preceding MFA Middle 
is a strong supporter of USG 
promoting 


the Czechs have the ability to play a unique 


the Czech Republic has shown the willingness 


Column 5 Column 6 


but they are also reviewing 


\"there is always money," if the 


Column 4 
and it believes 
it can play 


Column 5 Column 6 


they will often be 
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a long process that could be inconsistent with 


but were not planning to do so 


a goal that could be 


the government does have legal and policy 
as Defense Minister OVDea indicated. An 


DoD Attorney General) 


irrespective of 


who forgot to coordinate with other 
and 
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Iran was Armeniavs lifeline. 


including a description of how ILSA would affect 


his readiness to 


we note that at present 


we should be able to maintain some leverage. 


1/12/2005 12:42 O5YEREVAN45 Embassy Yerevan 
1/12/2005 12:55 O5MADRID100 Embassy Madrid 


Y such as arms production. The decree abolished 


Column 4 Column 5 


such as communications and 


part of which prohibits all restrictions of capital 


and which classifies investors according to 


and 


and do not block any 


the government will begin 


the Spanish privatization holding company (SEPI) 


a 


by creating a construction firm for civilian 


ADIF and RENFE-Operadora. 


and telecommunications markets to varying degrees. 
many observers feel 
in the telecommunications sector many 


it is frequently 


1992 royal 


Column 6 


Column 4 Column 5 Column 6 


receipts and transfers 
debt service capital gains and 
although 


the government is obliged to follow 


which permits greater independence. The Spanish 


the Government of Spain abides by 


the Spanish Parliament approved a new modern bankruptcy 
2004. 


and they are provided 


Column 4 Column 5 Column 6 


many benefits from 


these incentives match EU financing. 


under the Ministry 
counsels new market investors in the application for 


called Autonomous Communities also 
which are often 


granting 
and allowing for the operation and transaction of 


the regional governments are responsible for 


with social security discounts to 


Column 4 


and gratuitous or favorable land grants 


long maturities 


services 


regional or municipal 


credit 


although the system is slow. The Spanish 


copyright 
Bern Convention 


and the Universal Copyright Conventions. 


the so-called 
it has not passed implementing 


Column 5 Column 6 


and grace periods 


communications etc.) 


licenses and 


and trademark laws all approximate 


the Madrid 


Column 4 Column 5 Column 6 


together with WIPO internet 


copyright 


piracy remains a 


sparked by growth in organized pirate CD production 


videogames and DVDs 


artistic or 
including computer software. Spain and the 


U.S. authors must register with this 


which may be renewed. Protection is not 
geographic names those that violate 


Column 4 Column 5 Column 6 


this system only applies to US 


20 


though permitting and licensing processes 


they are for the most part still finding their role and 


but steady process. 


there are often limited 


but the 


Column 4 Column 5 Column 6 


these 


Spanish business 


Spanish regulatory agencies and lawmakers 


with several 


these 


with the Spanish 


and have required full 
new Spanish gross 
showing a 30 percent 


Column 4 Column 5 Column 6 
Spanish authorities recorded USD 8.5 billion in new 
a decrease of 35.15 percent compared 


in 
fewer attractive opportunities for Spanish companies in 


a terrorist 
members of the military and security forces 
and members of the Popular Party and Socialist Party 


the Spanish government has 


sometimes bombing 


economic targets (particularly 
and the homes and property of persons opposed to ETAVs 
the GOS arrested several important high- 


but most observers believe the organization has 


2004 Islamic terrorists killed 191 people on 
although there 


American 
although so far U.S. 


Column 4 Column 5 Column 6 


section 1255 corporations and individuals 
regulations and penalties 

bribery financial 

etc. The Spanish legal regime is hampered however 


as opposed to legal 
can be held criminally liable for the actions of a 
civil and administrative proceedings 


it has not yet become law. 


and Spanish officials attach importance to combating 


000. The Office of the Anti-Corruption Prosecutor a 

has 15-20 

Barcelona and Valencia who are tasked 
Va 


but several wealthy and well-connected 


both domestic and multinational are insisting that 


particularly by those who 


Column 4 


Morocco (1989) 

Russia (1990) 

China (1992) 

Paraguay (1993) 

Honduras (1994) 

Cuba (1994) 

The Dominican Republic (1995) 
Latvia (1995) 

Venezuela (1995) 

Ecuador (1996) 

India (1997) 

Ukraine (1998) 

Trinidad and Tobago (1999) 
Jamaica (2002) 

Bosnia and Herzegovina 
Namibia (2003) 


Navigation and 


despite indications that the EU Commission would like 


OPIC insurance is 
as adopted into Spanish 


adequately protect the rights of foreign investors. Spain is 


unemployment 


at 


and of unskilled workers for 


Column 5 Column 6 


Bolivia (1990) the Czech 
Argentina (1991) Chile (1991) 
Egypt (1992) Poland (1992) 
Philippines (1993) Algeria 
Pakistan (1994) Kazakhstan (1994) 
Nicaragua (1994) Lithuania (1994) 
EI Salvador (1995 Gabon 
Malaysia (1995) Romania (1995) 
Mexico (1995) Turkey (1995) 
Costa Rica (1997. Croatia (1997) 
Panama (1997) Slovenia (1998) 
the Kingdom of Jordan 

the Bolivian Republic 

the Islamic Repuk the 


Albania (2003) апа Uzbekistan (20 
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but so far inducements to employers to make this happen 


which 


but so far this has not happened either. 
for instance the Spanish government approved 


albeit 


workers elect 


collective 


processing sorting packaging 


Cadiz and Vigo. Others vary in size from a simple 


Column 4 


353 29 
821 


297.2 
059.4 


880 39 
530 


553.7 
354.76 


1 


Column 5 


671.3 


954 


435 


754 


Column 6 
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Tourism and Trade 


export possibilities and growth potential 


Spain recorded USD 18.8 billion in new foreign 
a decrease of 36.57 percent compared with 
the non-European OECD countries 


the largest investors were the United States the 

the United Kingdom France 

Canada Germany Italy 
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EUROPE 1 AND RTL FRANCE 2 TELEVISION AND THE AL 
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VA ZONE OUTSIDE THE LAW\" AND A LEGAL 
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CHAOS?\" 
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T 
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WHAT CAN WE ЕХРЕСТ?\" 


INCLUDING THE ΒΑΡ 


BUT MANY OTHER PLAYERS 
TEHERAN AND F 


Y WILL HAVE A SAY: HEZBOLLAH 
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THROUGH A SUBTLE BLEND OF 
BUT NOTHING 
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YEAR IVY 


NO 
NEITHER THE U.S. NOR THE CUBAN ONE. THE 
APPROVED BY THE WHITE HOUSE WAS TO 
WHERE ALLEGED 
AND ABOVE ALL 
SON 


WHAT SHOULD BE 

T 

E 

:D 

ICE. 
THE ONLY ENTITY ALLOWED BY THE 
HAD IN 


QUICKLY AND EFFECTIVELY BY LIBERATING THOSE 


THE U.S. AND EUROPE HAVE CHOSEN THE WAY 


THE LEAST BAD SOLUTION IS STILL 
BOTH 


THAT THE OUTCOME IS NOT GUARANTEED. THE 
PARTICULARLY 


AND BOEINGVS 


SINCERE AND 
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Assiri said both Iran and the Iraqi Shiite community 


and that Kuwait 


he said Iran is known in Kuwait as a 


approach their regional policy in 


turning a blind eye 


V just as it had during the 
when it threatened to take Failaka Island 


Assiri said 
as does the Iraqi ShiVa population that 


Iran is not engaged in 
Assiri said that Iran 


Assiri said that 


Column 4 Column 5 Column 6 


he said was the poor state of the economy. 


six days a 


he said they go to a main job 


000 to 100 000 Toman (USD 
then leave this job to go to as many as three more 
000 to 


000 Toman. In a country where the collective resource 
this 


he said is taking its toll on a population whose 


they are instrumental in the decreasing 


and despite having no love for the Iranian regime 
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the fifth in the current National 
was described as drab and 


the only Salafi in the cabinet is one of three 


Column 4 Column 5 Column 6 


only 12 MPs were present in the session and 


allegedly a ploy to get bidoon to 


Al-Omar also 


which falls under Bager\'s ministerial 


a decision was issued by the 


none of the charges gained much traction during 


Column 4 Column 5 Column 6 


Bager was known to 
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both of which insist 
apply to all Kuwaitis in U.S. custody. 
Al-Maqamis maintains that that agreement was 


and we welcome any input from the Department 


reporting 


Post 
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which agency 
any transfers to other 
and whether he is likely to be released 


there is not a real sense of urgency for the return 


including an Article 98 


but it would 
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was to 


the UAE Ministry of Labor and Social 


the seminar was attended 


Column 4 


including 6 of the 8 core labor conventions. He 


Consul General and PolEconoff met with 


in the UAE context 


and a how-to session on writing reports for the ILO. 


the 30 participants were 
when they divided into four 


each of which analyzed how to apply a different ILO 


and that in fact that law had not been completely 


CG asked? Al Khazraji said the UAEG was still 


424 
424 laborers had been lodged with 
Al Khazraji said \"the UAE is a vibrant and 


rather than coming after two or three months 


but one that the UAEG 


however 


Column 5 Column 6 


the six ILO core 


\" he said. 


the Ministry of Labor 


Column 4 
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and our technical and legal experts 
V he stressed. After the most 


on the grounds that 


but predicted that 


which he saw as outweighing the 


he continued 


which suffer from chronic power shortages. This would 
which it would 
especially after investing so much in the 


he stated 


the Joint Secretary saw 


which the GOI delayed for 

not as a treaty 

he continued 

V and refused to engage substantively 


and even held up during the 2002 Indo-Pak 
when the Baglihar Dam was also a bilateral problem. 


a World 
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in order to block anything that 


Islamabad 


Column 4 Column 5 


which could drag on for a year or 

but inasmuch as the two sides have never gone this 
it is terra incognita. There are hundreds 

and no one 

he stated. 


indicating 

should it come to that. The MEA attitude 

\" however but about 
is simplistic because whatever the merits 

water is a factor in Pakistan. In contrast to 


where the dispute is reportedly regularly a front 
in India the story is buried deeply in the papers 


several years of talks and much 


but the 


whether it has a direct effect on it or not. 


Mission would appreciate 


Column 6 


timeline and the status of the Baglihar 
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in emphasizing his 
Sharon 
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Sharon made clear that without these steps by 


\"nothing will happen here.\" 
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Palestinians must take steps that 


Sharon said Israel enjoys Vclose strategic relations!" 


but a V'cool peace\" with Egypt. In both cases 


noting 


Sharon 


against providing money directly to the Palestinian 


water desalination infrastructure a seaport and 


Column 4 


but he stressed that 

Israel 

Sharon said 

000 Palestinian security personnel 


such as 
but they need to deploy and 


but increasing Israeli 


there will be no Israeli 
and four 


Israel and the 


but it can be achieved. Sharon said 


Sharon said 


they can achieve a provisional state 


Sharon\'s aide 
said that the issue of settlements is not being 
and will await final status negotiations. He 


and that construction is only taking place 


which he promised to President Bush 


Column 5 


Dov 


would 


Column 6 


Column 4 


Weissglas said there have been \"initial 


llan Cohen 


such as settler 


is estimated to be NIS 3 billion 


Sharon said that he intends to warn Abu 


Syria and Hizbollah 


has been active in Gaza smuggling. 


coupled 
Europe and Russia. The 


but said that the 


such as a ban on 

an embargo of Iranian oil 
even those countries 
have more or 


there are training bases 
and weapons are 


does 
and has 


Column 5 Column 6 


who said 


not Israel. Hizboll with 


and the like. 


orders to 


Column 4 Column 5 Column 6 
Sharon said he has not seen the slightest sign from 
and thus 
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the LTTE Eastern military 
carried unconfirmed reports of Sri Lanka Army 


as well as uncharacteristic words 


as more customary accusations and counter-allegations 


while the Tamil media were alleging 


the GovernmentVs largest coalition 
has commandeered supplies for Tamil communities and 


on the other hand have complained to emboffs of spotty 
the truth behind these much-hyped stories is difficult 


the Human Rights Commission has 
headed by Ceylon Bank Director Lionel 


Column 4 


to monitor distribution of relief in the north and 


contacts in the 


at 
is adequate 


Muslim and Tamil populations are 

for example 

which is 

the coordinating committee appears to be 


and assistance is reportedly flowing well 
since much of the 


there have been some reports of 


which are 
to Sinhalese Buddhist 


control of camps for people displaced by the 


an INGO representative declared. 


Column 5 Column 6 


although some jockeying for 


the pro-LTTE Tamil 


even 


Column 4 Column 5 Column 6 
which 


Major General Sumit Balasuriya the 
has 

e.g. the 
distribute 


where the LTTE 
the opportunities for interaction 


UNHCR Representative a.i. said her 


Pura 
the GSL has not responded. (Note: The Director of 


іп Pura\'s view. 
if nothing else 


LTTE-run relief efforts are 
that the LTTE has made 


as President Chandrika Kumaratunga told the Ambassador 
suggests that the task of 


which he described as 
on such subjects as rehabilitation of the 


a Tamil-language radio broadcast on January 11 


Column 4 Column 5 Column 6 


Tiger 


Sri Lankan 


which suffered extensive damage from 
on December 25. End note.) 


worried that the 


was working actively to discourage the request. Peace 


however the GSL has denied reports that 
asserting instead that the UN 


a sense of normalcy is slowly 
unfortunately the usual bickerin 


Column 4 Column 5 Column 6 


accusing the GSL of 
as well as political sense. 


and the Tigers have every reason to continue harping 


however coordination appears 


the peace process had been 


the 
despite its dreadful human toll could provide a 


but it will not happen anytime soon. The modest yet 


if steadily continued could offer a useful 
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the loan is reviewed by the Central Bank; if 


the registration is considered complete. 


if there is a provision in the contract 


early payment requires prior approval by 


and all requests have been 


there are other approved 
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lease payments were assessed a 15 


foreign exchange and insurance (IC although 


while those of longer maturity do not. 

Brazil eliminated the application of the 

which is currently 

to stock market transactions. Brazil has no 

but does have such 

including 

Germany Japan France 
Canada and Argentina. 


a 


signed by the prior 
associated with the partial 


a 


but it is a party 


Brazil ratified the 1975 Interamerican 
as 
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and 


in the absence of a definitive 
that it can agree to 


as well as congressional 
has held up ratification of Bilateral 


which call 


the 


except 


which are governed by the civil 
Congress approved an overhaul 


the reforms give creditors a 


Column 4 
and 
should 


gangs 


particularly in Rio de 


including extra-judicial 
abuse of prisoners 


both domestic 

in its campaign to force redistribution of 
powerful landowners 

have used 

including but not 


such 
with equal application 


the Manaus Free Trade Zone 


Column 5 Column 6 
by introducing the 

over time make 
drugs and a 


and other criminal 


sometimes 


but most 
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own and dispose of business enterprises. 


including the Trade Related Aspects of 
signed in 


and the Paris 


Brazil removed its reservations and fully 


principally in 
Brazil remains on the Special 301 priority 


Brazil's 1996 


the law includes 


Brazil has yet to 


Column 4 
including better 


the failure to register licensing 


its 


widespread piracy of 


to date 


books and computer software) were $907 


the Government created an inter- 
but 


as 
however 

the Brazilian 

not only for those selling pirated 


but also for those convicted of renting 
hiding or acquiring counterfeit copyright 


amidst 
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been largely unsuccessful. The US 


remains an ineffective deterrent. 


Column 4 Column 5 Column 6 


the GovernmentVs Industrial Policy measures 


the 


but do not 


and businesses complain that these taxes 


and also 


one of the invoice taxes was converted to a value- 


the administration presented tax 


but this 


energy and transportation are a 


the 
handles licensing 


in the electric power sector many 


Column 4 Column 5 Column 6 
for example the tariff review process 


but have not 


and activity 


please 


the Central Bank has broad administrative 


Column 4 Column 5 Column 6 
which in the past 


foreign investors may freely convert Brazilian 


in particular eliminated a number of 


roughly a quarter in 
and the retail and manufacturing sectors 


who now account for over 40 percent of the 


continues to grow. The labor market has a 


pay no income taxes and do not 


the 


from a high 


Disparities Significant. 


Column 4 
and the minimum monthly wage was 


as the wealthiest 50% of the Brazilian 


earns about three times as much as the 


60 percent of the population has fewer 
with this number reaching 45 


with 7 percent illiteracy 


however 
but unions 


which are funded largely by a 


regardless 


000 labor unions in Brazil 


four major labor federations 

V have emerged: the Workers\' Unitary Central 
the Union Force (Forca Sindical - FS) 

and the Social 


Column 5 


unions tend to be 


but Ministry 


known as 


the 


Column 6 


Column 4 


others are viewed as closely associated with 


Slow Legal System. The 


an annual bonus equal to one month's salary 


working conditions 
over 2.5 million cases 
where they may 


however 


however 
federal police 
social security workers 


the US was the 


Netherlands 


to a lesser extent 


Column 5 Column 6 


and 


salary disputes апа 


both labor and 


particularly among public 
health 
university staff and 


France Germany and Portuc 


Column 4 


the most 


the US had the largest share at about $24.5 


Bunge 


Bunge 


Volkswagen 


repayment risk 
high mandatory reserve requirements and 


and 
iu 


mergers 
and some 20 


the financial 
with the 10 largest 


leaving 


Column 5 Column 6 

Cargill and IBM - 

Volkswagen Ford Motor Co. and 
Cargill General Motors and 


lack of judicial enforcement 


and acquisitions took place in 


Column 4 


in particular those 
have been 


liquidated 

the largest in the country 
while in better shape than their 
were also undercapitalized 


many the result 


recapitalized by selling back government 


the 


implement more stringent 
and tighten capital 


primarily large 
two 


Brazilian airline Gol executed an initial 
the total 


compared 


with the top 10 stocks 


including Petrobras 
CVRD 


Column 5 Column 6 


privatized 


corporations raise capital 


Embraer Banco 
Brasil Telecom ar are also listed 


Column 4 Column 5 
with the intent of promoting the stock 
the numerous regional 


while 


Y in which the listed companies 


the new market has 31 


up to two-thirds of a 
so that it was possible to achieve majority 


in some cases by holding 
the 


brokers 
pension funds mutual funds 
new legislation granted the CVM 


Brazilian regulators removed a 
foreign investors - both 


securities and derivatives. The foreign 


the government 
is the primary Brazilian 
and also provides export 


which finances capital good 


Column 6 


and leasing 


known as PROEX was established in 1991. 


capital and other goods exports and 


Column 4 Column 5 Column 6 


are present in Brazil. 


notwithstanding positive financial statements 
raised doubts 


auditors have been personally liable 


in which one 


and consolidations in which the pre- 


rather than stock exchange 
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the Ambassador inquired about the status of 


2004. Overall production increased from 150 


Bahrain received its share of 75 thousand bpd 
and an additional 
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Saudi Arabia is 


Qatar appears to be in no rush 
and Saudi Arabia has still not approved 
which would 


\"now.\" He said the GOB already had to 


V'In this part of the world there is a lot of kissing 
but at the end no results. V" 


but minimized the importance of 
noting that unlike the proposed Qatar deal Iran 


the GOB invited 
BP and a Korean firm to compete for 


BAPCO must 
but some companies wanted 


Column 4 Column 5 Column 6 


1/12/2005 14:49 05PRETORIA147 Embassy Pretoria 
1/12/2005 14:54 O5BRATISLAVA2! Embassy Bratislava 
1/12/2005 14:55 05AMMAN293 Embassy Amman 

a 


added their voice by 


Y Khader stated that there were по 


Khader had stressed that 


the press quoted the King telling Iraqvs 


the King highlighted 


after meeting with visiting EU High Representative 
told the press January 9 that Jordan was fully 
saying they were 


Column 4 

reprinted in the local 

that emphasized strongly the importance of the lragi 
especially the 


to take part in them. Most recently 
during a visit to Saudi Arabia on January 11 


project manager for the 


confirmed to PolOff January 
000 eligible Iraqi voters in Jordan. 
but admitted that 


were going to 


OCV external relations 


she said ads are being broadcast on 
LBC 


but 


Column 5 


Prime Minister 


and 


Column 6 
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currently staffed by two independent 


the lead 
said that since arriving in Amman on January 7 


rather than a 
the IMIE hoped to 


though he added 
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extremism 
most notably 
and in the Hindu 


and terrorism. 


it is incumbent upon us to 


Column 4 


it must open up 


wisdom 
mosques 


granting them licenses to breed and 
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and noted that the President and 


but complained 


he noted 


an opponent of 
who is not a Knesset member 


which 


Aryeh 


V'The Case for Democracy: The Power of Freedom to 


stressing the importance of 
including in Iraq 


Column 5 


and media 


O5TELAVIV229 


is for the PA to 


noted to the 


Column 6 


Embassy Tel Aviv 


in order to promote 
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noting with pleasure that 


he believes the elections 

in that they resulted in a new leadership 
he 

Vhave a very good chance of developing a 


and of breaking the economic 


Sharansky underlined that Abu Mazen should be 


including instituting judicial reform 


such as curbing provocations 
the 


and asked 
Aryeh Green to provide him with more 


Sharansky noted adds 128 anti-disengagement 


Column 4 
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however 
the Archbishop asserted. 


the 
the business community 


and once accepted 


which 


the private sector 


the more successful GOV will be at 


the stronger he becomes. 


the results of which 
which he sees as an ally of the 


who was among the first to 
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which has stymied 


and the church. 


etc. -- can have a positive 


Column 4 Column 5 Column 6 


while not on the scale of the GOVVs 
V do have a history of solidarity with Venezuela\'s 
despite ChavezVs efforts. 


1/12/2005 15:06 O5TELAVIV230 Embassy Tel Aviv 
1/12/2005 15:09 O5SANTODOMIN Embassy Santo Dorr 


including the formation 


noting in particular the 
including 
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allowing the Dominican Republic V'to form an adequate 


\" and 


but rather is \"a direct result of transnational 
which is a perverse element of 
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General 


itis good for Turkey if we can 


like Turkey 
Abizaid said. 


Y but emphasized that US forces are now focused on 


Foreign Ministry 


but cautioned that serious measures would 


and that the US welcomed 
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President 


which was 


the upcoming election in 
and Sunni leaders are boycotting 
the transitional authority and many 


the holding of a truly 


it will play a vital 
but for providing a 


and can be considered the 


Column 4 
and the PKK is at the Ballot Box!" 


or troop requests during the visit of CENTCOM 


to talk about Iraq -- not just the 
to revive the lagging US- 
and to prepare Ankara for the 


US and 


issues that 


and undaunted with 


Abizaid 


then 

which he repeated 

that the Iraqi elections should be held on time 
must have come like 


the place of the PKK is far down the 


the Americans handed over the struggle against 
which is a rank amateur in 


V Turkey is worried about a 
and about the possiblity that 


this second scenarios 


Column 5 


Column 6 
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dozens were wounded and authorities arrested 


although some locally-engaged 


and 


though GDRC officials such as the Minister of 
it fell 


support for Tshisekedi 
the UDPS could literally bring 


Tshisekedi denied any 


January 14 
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in NATO/ISAF councils 


including a possible PRT. Specifically Spanish 


000 troops and perhaps to take on a PRT in Qaleh-ye and/or 


Column 4 


she said their input would be 


except with respect to timing since Parliament 
however 


which Afghanistan certainly was despite the 
she suggested that SpainVs 


five airplanes 


and several ships) had stretched Spanish 
which might present a problem GOS 


Spain did not want a primarily military PRT such 
but instead wanted to 


Costales noted that SpainVs delivery of aid and 


MFA 


their 


National Security Adviser equivalent Carles 


but recognize that their strong aversion 


Column 5 Column 6 


that the GOS had to bear in mind public 


two helicopters а 


and the President's staff to lead a PRT 


Column 4 Column 5 Column 6 
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per 1.5(B) AND (D). 


Marwan Abdul-Hamid and Abdullah 


V but to do so must first provide bo 


We Mean Abu Mazen\" 


we mean Abu Mazen.\" 
Abdul-Hamid crowed 


he continued is to strengthen what he called the Abu 


Kanafani said that expectations 


at most" to deliver 


Column 4 
and will need to prioritize what has 


Kanafani said bluntly that Hamas 


however 


the statements were intended simply as a 


Kanafani 


\" he said. 


stressing that the true spokesman of Hamas 


called Abu Mazen personally 


despite warnings from some advisors that this 
the opposite proved 
Abdul-Hamid claimed 


according to 
are almost begging Abu Mazen to \"save them from 


implying that they 


Column 5 Column 6 


determined 


and people who had been 


Column 4 


however 


according to 
are security from targeted Israeli attacks 
and a decent future 


said 

who urged the U.S. to press Israel on this 
Abdul-Hamid continued 

most likely into the various 

so that they can have an income that allows 


and lots of it -- soon. 


Abu Mazen boasted to visiting Senator John Kerry on 


\"from southern Gaza to the northern West 


for example 
continue to work the issue with all of 


Effrangi said that he 


indeed 
he concluded 


he did 
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Abdul-Hamid admitted that Abu Mazen 


Abu Mazen must find a 


Khan Yunis Abu Mazen will 


\"willing to come back" into the 
has 


05QUITO75 Embassy Quito 


Column 4 Column 5 Column 6 


1/12/2005 16:40 05MADRID113 Embassy Madrid 
1/12/2005 16:40 05PRAGUE66 Embassy Prague 
1/12/2005 16:43 O5MADRID114 Embassy Madrid 
1/12/2005 17:36 O5BRASILIA122 Embassy Brasilia 
the DDS chief however was 


Mourao did point to a new 


an inter-agency review panel is being 


Mourao said would review the AP and prepare 
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or (2) have their agency certify to the Department 


Column 4 Column 5 
the host country police and protective 


Wellington and Auckland have 
but 


once very rare are 


and visitors should be 

such as scams and 

is a daily occurrence in these cities. 
especially at 

to avoid becoming a target of opportunity. 


New Zealand does not play a 


Heroin and Cocaine 


at night visitors 


visitors who experience 


which are available via the Internet at 


Column 6 


Column 4 


visitors to New Zealand must exercise 


24 hours/day). 


on which they rely for 


in light of the worldwide security 


New Zealand. 
2001 terrorist 


there has been concern that terrorists 


but are not 
suicide operations 


including 


such as residential areas 
restaurants 
resorts 


avoid them 


Column 5 Column 6 


bombings or kidnapping. 


places of worship schools 
and beaches. U.S. 


or switch to other locations where 


Column 4 


U.S. 


especially at night 


which is from November to March. 
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000 
000 
checks 


000 Reais also must make a declaration to the Central 
2002 

which modified Law 9.613. The new law put into 

678 of November 30 


i.e. the Council for the Control of Financial 
which is housed within the Ministry of 


including the Central Bank and 


the COAF has a staff of 28 
two international organizations specialists 
and support staff. A new 


the COAF issued a series of 


Column 5 Column 6 


to avoid becoming a 
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now approximatel 700) 
or traveler\'s checks across the Brazilia 


then President Cardoso signed Law 


2000 which penalizes 


comprised of 
a 


Column 4 

record 

and reporting of suspicious transactions to the 
the Securities Commission 

the Private Insurance Superintendence (SUSEP) 
file 

either in electronic or paper format. The 

such as real estate brokers 

factoring companies 

dealers in jewelry and precious metals 


commodities trading 
are regulated by the COAF and send SARs 


about two 


examine entities under the 
and forward information on 
724 

including the COAF 

2002 


which allows for the suspension of bank secrecy 


2003 


requires the Central Bank to create and 
expected to come on-line in 2005 
and enables the 


000 Reais 
700) to the Central Bank 


and designated a representative from the 


Column 5 Column 6 


and 


money 
gaming and 
bingo 

and dealers in 


all government 
have been able to access 


Law 10.701 was passed to modify Law 


of 


established a 


Column 4 


freezing 


and have adequate police powers and resources to 


government cooperation 
or the seizure of assets. 


and use of electronic evidence and task 


such as money laundering. 


and are not admissible in court. In 2003 


043 in 2003 
up from 34 in 
Brazilian authorities have 


and expect to create 


continued in 2004. In 1995 
Paraguay 

including Banestado 

known as CC-5 accounts. CC-5 


into 


usually in countries 


a portion of which was 


Column 5 Column 6 


seizing and forfeiting narcoti 


up from 345 in 


five 
and 
were authorized to open 


Column 4 


2001 


and the GOB insists there is no evidence of 
however 


-- infamous for contraband of all kinds 
drugs and pirated goods -- lacks adequate 


the GOB extradited an alleged financier to 


but not yet ratified 


and a founding member of 
the FATF for South America 


but not ratified 
which 
2003. On December 9 


the GOB signed the UN Convention Against Corruption 


the Mutual Legal 
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entitled "CAFTA cannot wait" V'Such an important issue as 


the textile maquila industry 
would be the most affected if 


Column 5 Column 6 


COAF has run inquiries and searched it 


that the tri-border area with Argentina 


the UN 


and has sought to 


the UN 
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the world\'s third 


Column 4 


and some 


- to cite some advantages - while 


this nation will be able 


guaranteeing that 


it establishes strong anticorruption 


enduring the failure of a captive 
and traditionally oppressive market." 
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the Colombian Defense 
the FARC protested the action in an 
while Interior and 


facing mounting 


Chavez said it should be revoked because the 
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inefficient 
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Column 4 


the GOC 


protesting through an 
and Granda 


Colombian 


Colombia. 


generating criticism of the GOV from the left. 


saying Granda was captured in Cucuta on the 14th. 


he averred on January 12 that the GOC 


on 6 January an anti-Chavez official in 


Interior and Justice 


a media 
Chacon said 


but he accepted that corrupt Venezuelan officials in 


Column 5 


via his lawyer 


Column 6 


Column 4 


National 


meanwhile 


the Minister said 


former president of the Venezuelan 


2004 official GOV 


in a follow-on 
attested that Granda had waited in line for 11 


who have 


the press has reprinted Colombian 


Chacon 
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said 


adding that the GOV had 


Column 4 


Column 5 Column 6 
although he cautioned at a press conference the 


Chavez accused 


ex-intelligence chief and current National Land 


Chavez 
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S Jordan Representative confided that one 
one a communist 


one a KDP-I 
one Fidayeen al Khalq (FKI) and one MEK. UNHCR 


contrary to Ref. C. Although 


we and 


Column 4 


and CARE 


and some services for the larger camp 


s location in the 2-km wide strip 


hampering UNHCR and 

s residents 

established under Jordan 

is technically on Jordanian 

until three weeks ago (see para 5) 
in order to quell 


despite the fact that one 


nor one 


UNHCR Jordan Representative 


s request to post 
when HCO intervened 


water and medical services. The Iranian Kurd 


after border officials explained to them 


MOI also agreed at that time to 


Column 5 Column 6 


which provides community services -- 


when 


and to maintain 
S 


the 


Column 4 


but is still awaiting a 


located in a 120 


including large convoys 
runs on the busy 


when two suicide car bombs 

targeted U.S. and GOJ installations in 
sland. The first vehicle detonated near the 
which failed to explode 


the second driver was aiming for a line of oil 


Lt. 


explained that Jordanian 


putting the camp 
who has been 
said the current 


but 


Column 5 Column 6 


000 square meter rectangle 


ran off the road about 50 


Column 4 
all female residents who 


who were working as resettlement officers at the 
broke their assignments early as a result of the 


S RESPONSE 


and 


Lt. Col. Al 

and have sent a 

to an isolated location also within no man 

it would not 

remove the residents far enough to be out of the 


or use it as a staging point. The 


the refugees 
s land. 


s Representative told Amman Refcoord 
on security and financial 


Column 5 


Column 6 


Column 4 Column 5 Column 6 
the proposal to move the NML Camp within the 


000 to relocate the NML camp 


Prince Rashid told Amman 


noting that transfer to Ruwaished would be the most 


but had been consumed setting up HCO S 


Rashid said he felt 


but must have a face-saving 


s relocation the first week of 


HCO and refcoords in the NEA region believe 


and the fact 


s assessment that senior 


Column 4 Column 5 Column 6 


our focus should be on insisting 
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the Ministry of Justice 
and the Coast Guard are able to 


law enforcement 


BOMA conveys the list to relevant financial 


and money- 


there are no plans to probe 


Column 4 


Column 5 Column 6 
but complies with its provisions. 


international business 
and shell companies need to comply with the 


BOMA and MLPC. These supervisory agencie 


2004. Entities wanting to operate in the free 


transportation 


and accounting. According 
in order 


Taiwan abides by the provisions of 


Taiwan has amended its 


Column 4 Column 5 Column 6 


counter-terrorism issue including terrorist 
and other transnational crimes. 


which state that according to 
private 


including instruments of crime and 
can be seized along with legitimate 


or other anti-money laundering agencies. The law 


total seized assets reached 
000). To prevent money 
Taiwan works with the 


freezing and seizure. Taiwan\'s banking сотты 
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stable and secure Palestine coexisting 


for its focus on the general elections now 
2005. While he emphasized his 
Mkapa also 


popular and did not have to cheat to win 


Column 4 Column 5 Column 6 


and that the elections generated \"unprecedented 


poor organization and 


000 
all on the Tanzanian mainland 


\" the bipartisan agreement between the 


Mkapa clearly is placing most 
he 
it has rigged the elections . . .CCM is very 


fairly and squarely.\" 


when Karume 


Karume 


Column 4 Column 5 Column 6 
V saying that some foreign 


a half-dozen diplomatic 
including the US Embassy sent observers at 


and not only elections. 


and 


frequently directed an unsmiling gaze 
who only partially 


Karume never even thanked them 


registration teams finished on schedule in 
then moved to the north. These teams 


and the violent 


short on staff and often 


Column 4 
will continue to work mostly through 


rather than take the initiative on 
heavily 


will continue to 


however 


where the 
are there prospects for real 


and to help Zanzibar overcome its 


interested in 


however 
and a small-d democrat 


rather than rein them in. 
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V the Pope rejected human cloning 
Y and urged 


inhuman 
V but expressed hope that the 


Column 5 Column 6 


President Mkapa indicated that he 
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religious freedom and 


Pope John Paul II 


the Pope cautioned against 


ending the evil of hunger restoring peace 
which 

corrupt leaders and others who 
force with dialogue pointed weapons 


evil with good.V' To the extent 
his words should be seen 


reason and patience 


and represents an elaboration of the theme of 


V this comment was cast in reference to 


Africa Asia and Latin America 


but also fomented hatred and 


Column 4 Column 5 Column 6 
thereby adding to the 


V the Pope 


the use of embryonic stem cells for 
and cloning as V'ethically 
\" he nevertheless called for continued genetic 


the Pope lamented 


the Pope stopped 
and instead stuck with the Vatican\'s 


however he 


but insisted that current efforts were \"not 


he maintained would require \"a vast mobilization\" 
particularly in 


which the Pope characterized as \"the dream 


was the third primary challenge facing 


Column 4 
according to the Pontiff. As noted above 


Africa 


terming it V'a 
inhuman phenomenon" and “а scourge which has taken 


the Pope sought 


the Pope praised 


the Great Lakes and Somalia. 
the Pope welcomed the decrease 


as well as 


the Pope elaborated 


the Pope 


the Pope insisted the Church was able to 


he concluded 


Column 5 Column 6 
John 


Asia and Latin America. He also 


was V'at 


would allow the Church to 


Column 4 Column 5 Column 6 


the 
he sees his goal as pointing out V'paths to 
he has looked forward and offered support for 


such as 
whose recent outburst critical 


have been more prone 
however do not reflect official Holy See policies. 
Laghi\'s remarks according to an 


came in response to a question 
who surprised him 


LaghiVs previous 


the Pope\'s 


these goals parallel Embassy efforts this past year 


the 
economic solidarity to confront 
and insistence on religious freedom as 


and Embassy will continue to press 


Column 4 Column 5 
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and said he is ninety 


Lien said that the DPP has a strategic interest 
but that he is certain the Pan-Blue 


that the KMT objects to the DPPVs submission of the 


Lien then conveyed the intention of the KMT 


beginning February 1. After a quick 
Lien 


as National 


Lien said that if 


the KMT will cooperate to pass the bill in the first 


Column 6 
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and other acquisitions leaving an additional 
Lien explained eight at one time is too many for 
he continued the party 


so would instead 


Column 4 Column 5 


KMT Legislator John Chang (Hsiao-yen) 


would be implemented in 


MAC officials insisted they would 
in which 


for 

then why should it be 
he criticized 

V arguing that it was not 


even taking the lead in areas where 


Lien told the AIT Director 
the DPP would 


Lien explained however 


the PFP will 


he would consider cooperating with the 


Column 6 


he is certain the Pan 


Column 4 Column 5 Column 6 
Chen\'s policy direction will not change. 
Lien argued itis in the interest and 


to have a viable opposition alliance. 


Lien 


first in the streets then in 
to the detriment of other party affairs. Lien 


who did not hesitate to 
however 


Lien has only 
showing few signs 


1/13/2005 7:04 05PRAGUE68 
civil 

financial markets regulation intellectual 
and many other areas important 

a 

mainly in 


including security interests. The slow pace of the 


as individuals or business entities 

joint ventures and branch 
the government 

limited liability 

general commercial partnerships limited 
partnerships limited by shares and 


Embassy Prague 


Column 4 Column 5 Column 6 


and under the terms of the U.S.- 


foreign and domestic investors are treated 


and does not screen 


the Czech agency tasked with 
all sectors of the Czech 


financial services insurance and broadcast media 


such as architects physicians 


lawyers and tax 
require memberships in the appropriate 


most 


Column 4 Column 5 Column 6 


000 Czech crowns in cash travelersV checks or 


under 
the rate is 5% if the U.S. qualifying 


and 1596 otherwise. There are no 


and in full 


the federal 


persons have the right to claim 


1991 and 


1999. In 2000 however a new Law to Allevia 


to return communal Jewish 


works of art and land illegally seized by the 


itis nevertheless important that foreigners seeking 


Column 4 Column 5 


but it is necessary to ensure clear title. Title 


but gray areas still remain. The judiciary is 
but decisions may vary from court to court. 
particularly those related to 

can drag on for years. Companies 


effective bankruptcy 


it is required to uphold binding arbitration 


arbitration of disputes between two Czech 


Column 6 


Column 4 


if any 


job-creation grants 


customer service and repairs. More 
subsidies to attract high technology and research 


real estate tax relief 
simplified customs procedures and duty- 


there has been no change to the incentive program 


or expanding their investments 


Director Mr. Radomil Novak 
fax: 420-296 342 502 

120 00 Praha 2 
www.czechinvest.org. Special 


Column 5 Column 6 


or otherwise pursuant to the 


re-training grants and 


job creation grant: 


except in 


address: 
Czech Republic 


Column 4 


but 
2002 


other than agricultural and 


2004 


may own real 


both intellectual and physical. Secured 


and consumers are becoming more 


enforcing 


Paris 
the government 


including patents 
trademarks 


effective January 1 


effective December 1 


Column 5 


Column 6 


foreign companies registered to do 


EU 


and 


U.S. and some other 


and semiconductor chip layout 


2001 


2000 


provide for ex 


and boosted 


Column 4 


labor 


and all interested parties 
can participate. A biannual governmental plan of 


along with information on draft laws and 


consumer groups and 
including the American 


bureaucracy and unnecessary red tape remain a 
especially 


and are of particular concern to 


Czech competition policy meets 
adopting rules 


abuse of dominant position and merger control. 


the poor payment discipline of many of the banksV 
and non-competitive loans offered in the early 
2004 


non-performing loans amounted to 11.2% of total 
compared to 28.8% in 2000. This figure does 


2003) transferred to the Czech 
which is charged with liquidating 


and credit is generally allocated on market 
the banks for the first time established a 


Column 5 


environment 


including foreign 


the total 


Column 6 


health and safety 


Column 4 Column 5 Column 6 


regardless of the actors nationality. Jail sentences 
with 


only a few cases have reached the 


required for EU accession is intended to 


Column 4 Column 5 Column 6 

the 

which came 

the Czech government is seeking further 

70 countries have 

Austria Belgium- 

Bulgaria Canada China 

Germany Greece Hungary 
Kazakhstan Lebanon North and South Koi 
Norway Paraguay Poland 

Spain Sweden Switzerland 
including investment insurance have 

1100 New 

NW Washington D.C. 20527. The Czech Re 


low-cost labor on the 
particularly 


but the Czech Republic will 


Column 4 Column 5 Column 6 
though foreign 


including rigidities in the housing market 


all workers have the right to strike once mediation 
with the exception of workers 


police etc.) Significant labor unrest remains 
particularly in the private sector. Public sector 
notably the rail workers and health workers have 


about one-third of the total labor 


2001 a new labor code entered into 
harmonizing domestic rules with the EU. The standard 


Ostrava Pardubice Prague (2) 
Bor u Tachova Frantiskov nad Ploucnici and Hradec 


the stock of foreign investment in CR 


Column 4 Column 5 


followed by the United States and 
France with $2.2 

UK with $1.9 billion (5.296). Other major 
Switzerland and Slovakia. In 2002 


after Slovenia; as for FDI stock per capita the 


as well as the 


from 1993-2003 foreign direct investment flowed 
financial 
hotels and 


augmented among others by 


with principal destinations 
followed by Slovenia (26%) British 
and the U.S. (4.6%). 


Design and $170 mil 


Column 6 


Column 4 Column 5 Column 6 


the Czech National Bank Czechlnvest 
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touching on issues and personalities rarely addressed in 
nor wholly 


Al-Sablah nevertheless offers 


\"Although a lot 


it is clear that the country's strong 


VDespite the fact that 


Column 4 


VOn the other hand 


yet it permits the purchase and sell of 
VOmani 


“Тһе Omani government only allowed women 


in Kuwait 


nor did it extend to women the right to vote. This 
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bank lending and 


the impact on Burma\'s economy has been negligible. 
Asia Wealth and Myanmar Mayflower 
banks may not have 


deposits 


the GOB\'s Bank Management Committee (chaired 


Column 5 Column 6 


Oman is relatively free 
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suspected 


Column 4 


Column 5 Column 6 
bankers tell us 
the GOB forced private banks to call in all of their 
business confidence is at an all time low. On top 
over the last two years 
new U.S. economic sanctions a freeze on 
a hike in the cost of importing and 


banks can 
businesspeople report 
000) require 


few banks or borrowers want to 


however 


economic 


a vicious 


Column 4 Column 5 Column 6 


they show no signs of 
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who has been in jail since 1997 


apparently in a ploy to win votes for her 
but there is also very 
she will 


a recent 


who was 


along with JalosjosW brother 
both current members of the House. 
Jalosjos\' mother Angelina led her family 


Column 4 


a known political ally of Jalosjos 


some key fiscal and 


Claudio assured Dep Polcouns that he did not 


both 
had publicly voiced their 
along with leftist groups and civil society 


however 


and thus was not yet 


which he commented should indicate 


he won reelection to 


Column 5 


was also urging 


that there 


Column 6 


Column 4 Column 5 Column 6 

Y currently chaired by Bert Gonzales. 

Jalosjos once a television producer and the 
enjoys strong support from many in 


a factor that became 


she seems to be reviewing JalosjosY case as a 


especially in the wake of a recent 


however 
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d) 


NLD party leaders report 


the NLD\'s information is troubling 


a further blow to 


Column 4 Column 5 


P/E chief and Poloff called on NLD CEC 
including Chairman U Aung Shwe and Secretary U Lwin 
where she remains 


ASSKVs two 


but are not allowed to 


U Aung Shwe said that the NLD had learned 
whose access to ASSK was 
is now 


V said U Aung Shwe V'and we 
particularly her health. V 

the physician most 

but was then hauled in 


we noted that the SPDC had 


most 
the NLD\'s information that ASSK is now facing even 


the party 


Column 6 


Column 4 


a severe 


we believe it is highly probable that 
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through a process of Omanization 


Barka 
and the Shargiya region. In late 2001 


the consortium 


and new airport expansion plans are 


along 


a steel rolling mill 


opened in 1998. The container 


the Omani government (30 
U.S. Sea-Land (15 percent) 


Salalah Port 


adding two new berths and extending its breakwater 


Column 5 Column 6 
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a fertilizer plant апа an 


and Maersk (15 


Column 4 Column 5 Column 6 
the number of 

000 - one-quarter of the 

Oman still depends 

clerical work or certain technical 

Omanvs population is growing at 

with 45.2 percent of the 

000 Omanis graduate from secondary school each year; 

and the Ministry of 

particularly at the lower end of the 

with its headquarters in Muscat; initial 

the United 

Japan Israel and Korea. 
the 

with a total 

located on the 

which lost nearly 70 percent of its value from 

hurt many small and first-time investors 

and a lack of transparency. 

in 2002 and 2003 the market began to recoup 


ending 2003 at 272.7 - a 42% gain 


Column 4 Column 5 Column 6 


ending the month at 306. The MSM re-indexed in 
going from a triple-digit base to a four-digit 

500 by early January 2005. AES Barka 

a subsidiary of the AES Corporation of 

recently floated $29.1 Million (3596 of its paid 


public writing mobilized capital equal to 
showing a 


telecommunications giant 


a 
will also undergo 


the government has introduced numerous 


offering to aid V'small 


as well as offering 
the Capital Market 


also took steps to improve transparency 
including the enforcement of the 


especially 
information technology tourism and 


as amended. A Commerce Ministry 
the Omani Center for Investment Promotion and 


which are not 


despite OCIPED\'s efforts to become a V'one- 
the approval 


Column 4 Column 5 Column 6 


automatic approval of majority foreign 


its headquarters location its capital 
and its principal activities. If a subsidiary 


where 


new entities with 


Oman is also 


such as banking law 
and information technology. 


the government amended its corporate tax 


Oman extended national tax treatment 


i.e. a maximum rate of 1296 tax on net 


including engineering 


law or accountancy. | existing 
KPMG and 
Mallett Colt Mosle 


wholly foreign-owned branches 


based on 


Oman refers not only to the 


Column 4 


but also to the establishment of any 


Omantel: the 

while retaining the remaining 70 percent. 
000 

a foreign firm interested in 


such as the Ministry of Regional 
Environment 


renewable once; 


and only for small 


and 


although the government did not find the 
Oman began 


with updated regulations on financial crimes 


Column 5 Column 6 


and Water Resources. 


Column 4 Column 5 Column 6 


were a property to be nationalized Article 11 


the 


which was reorganized in mid-1997 


and can issue orders of 


however 


000. A Court of 


000 and a Supreme Court was 


a case may be re-opened after a 


forgery perjury) are found. 


wages 

the Police Committee 

and the Magistrate Court 

the 

such as wills 

personal and some criminal matters. All 


benefits etc. The Real Estate 


including \"walis\" (district 
also 


Column 4 


located in Bahrain 


incentives are available to licensed industrial 


but also mechanized assembly and packaging 


companies selling locally produced goods are 


provided that 


as well 


non-Omanis 
industrial 


all actions 
acquire 


and may be subject to the 


Column 5 


that center has 


or 


and dispose of 


Column 6 


Column 4 Column 5 Column 6 


and public policy 


GCC nationals may own property 


and a key component of the drive to 


as well as 


which cannot be owned by 


Oman revised the trademark law to be in compliance 


but did 


which extended protection to 
technical or scientific 


a 


the 


and destroyed stocks of pirated 


when it declared that retailers must halt the 


Column 4 


the government stepped up efforts to 
including raids on 


the Ministry of 

and the Royal Oman Police has been 

as once plentiful pirated video and audiotapes 
under-the-counter sales 


and authorities continue to grapple with 


16 Omani companies signed the Business 


the Ministry of Commerce is staging 


the government introduced new 


industrial secrets 


in October 2000 Oman issued new 


and asked WIPO to register Oman as a 


the WIPO 


the government claims it will soon accede. 


the Telecommunications Regulatory Authority 


and is 


Column 5 Column 6 


WTO- 


and integrated circuits. 
WTO-consistent 


Column 4 


one from Omantel 

and the Minister of Transport and 

who serves as the chairman). In 

the new privatization framework law passed in 


the licensing of business activities can be 


processing shipments in and out of the Mina 


branches of foreign companies are 
which 


form another potential impediment to 


which often complains that it can harm 


the government decision- 


including details of the purchase cost and 


the 


Column 5 Column 6 


one from the Royal 


Column 4 Column 5 Column 6 


and will help clarify the activities 


companies must have been in 


the program now 

with generous repayment 

or 1.25 times equity for other 

as are tourism projects outside the capital 


agriculture fisheries petroleum 


as long as this is done 


although most banks showed a 


early in 2003 the Central Bank 


Column 4 Column 5 Column 6 
as well as amendments to 


an internal auditor and a legal advisor. 


a move that would create a $6.5 billion 


this merger is 


there have been some 
but these were generally orderly. 


issued in 
compelled ministers to resign their 


rigorous but 


Sultan Qaboos 


2004. 
which met for the first time in 


especially 


as an FTA will include an 


Column 4 


the Overseas Private Investment Corporation (OPIC) 


the Omani government is 


the government is expanding 


particularly in the retail 


primarily from 
Bangladesh 


including salary and benefits 


non-Omanis in retail 
construction 
depending 


light vehicle drivers 
forklift or mixer operators 
unless the employer can show 


and fishermen. In 1999 and 2000 


banned expatriates from 
including 
water tank truck 


Column 5 Column 6 


transport and light 


Pakistan and Sri | to perform 


is 120 


and petroleum 


Arabic typists 
or 


Column 4 Column 5 Column 6 
gas cylinder truck drivers plow operators апа 
waiters 

and hairdressers while allowing expatriates to 


mainly different varieties of 


Oman became a member of the International Labor 


a company can 


the government opened 


in conjunction with plans to expand the 


of 


3.0396 
and 8.94% in insurance and services. 


the 

and 30 percent of Oman Liquid Natural 

such as Occidental Petroleum BP 
Novus Petroleum Hunt 


Gorman Rupp 
have entered 


and Nimr have also i 


Column 4 
Oman has witnessed increased foreign direct 


AES (U.S.) 


1/13/2005 10:51 
the \"first round" being a meeting in Macao last 
January 7 


Counselor responsible 


told AIT on January 11 


another airline industry representative 
under the 
and one official 


is exactly what happened 
January 


Chen said 


one CAA staffer 
which NSC Secretary-General Chiou I-jen 


because 
the TAO spokesman in Beijing had replied to a 
s query on whether all Taiwan government officials 


January 13 


accepting TaiwanVs revised delegation proposal. 
NSC Counselor Chen called to convey the 
clearly delighted by the outcome and proud of 
Wu told AIT 


Column 5 Column 6 


and 
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that MAC Chairman Joseph Wu insiste: 


that the government had 


the 


as the TAO spokesman 


the Taiwan government 


and Mr. Lo\'s 


he 


Joseph Wu called AIT to 


had made one 


Column 4 Column 5 Column 6 


but Beijing had refused. Wu stated the two sides 


which 
NSC MND and Ministry 
January 14 at 5:00 p.m. 


Chen appeared more flexible 


Wu has continued to insist that Taiwan 


but with all substantive 


however supported revision of the proposed Taiv 
explaining to AIT that the 'Hong Kong model" 


he told AIT had 
the third 


transport and post). Atthe he 
charter flights are the \"critical key\" on which 


he said we must reduce 


as many of 
\" he noted 


s freedom of action. Chen 
was just as dismissive of the KMT delegation to 


constituted Chinese government 
which allowed itself to be used 


s meeting with the Director). 


Column 4 
S bitter post-elections politics in the 
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and while he 


the Vice 


specially 
s almost total silence with regard to 


which may inhibit him from 


which at least raise questions regarding 


a former 
who now heads Botswana 


however 


telling PolOff that Khama had not made it clear 


Column 5 Column 6 
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s Vision 2016 


that these incidents necessarily 


Column 4 Column 5 


suggesting that party members already 


S career experience 


a sympathetic observer confirmed 


it could also short-circuit constructive 


and in several 


she described the primaries as V'Moi 
\" blatantly stolen in her opinion 


confirm that this 


members 


despite the group\'s considerable numbers in 


opposition parties accounted for only 3 of 101 


which are appointed by the 


Column 6 


by members of 


Column 4 Column 5 


and thus 


the Ombudsman 

asa 

the BDF could not hold him accountable for loss or 
Mogae praised Khama\'s skills as an airman 
including campaign events in BDF aircraft. As much 


s airborne mobility gave him an 
campaigning. GOB 


the continuing controversy regarding 


MPs from the Mogae/Khama 


arguing that the legislature had no right to 


but was overruled by 


along with the opposition sponsor of the motion 


s inflexibility 


Column 6 


silences dissent. 


Column 4 

s democratic 

the current 

talents 

s democracy -- and 


Vice President Khama is 
and is 


not to say autocratic 
but most of hem are dominated by a 


the difference is one of degree 
it is most unlikely that Knama\'s 


as Botswanavs political parties 
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BUT ADDS: 


IST 


FAR FROM WASHINGTON" AND LEFT-OF-CENTER 


ES 


Column 5 Column 6 


very public discussion 
and inclinations 


tendencies in it 


not of 


parliament and 
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BUT GOING FROM WEST TO EAST BECAUSE IN THE OTHER 
Y 

GUANTANAMO AND THE DEATH 
41 


ABOUT THIRTY YEARS FROM NOW PROPOSING A 
ONCE THE U.S. HAS PROGRESSED TOWARDS DEMOCRACY AND 


PRESIDENT BUSH DID NOT WORRY VERY MUCH ABOUT 


WHAT WE MUST LOOK AT IS THE FORM. 


SED 


ELL 


M 
LIKE OTHERS WANTS TO LEAVE HIS IMPRINT 


IT IS SO THAT HIS ACTIONS ARE BETTER 
HENCE MORE EFFECTIVE." 


Column 4 


PRESIDENT BUSH HAS EXTENDED HIS HAND TO MAHMUD ABBAS. 


(T 


BUT CERTAINLY NOT AN ACT 


FAR FROM WASHINGTON." 


LL 

BUT ONLY A MOMENT 

A 

COULD LEAD TO A CIVIL WAR. HENCE 

MESSIANIC IDEOLOGY HAS BEEN REPLACED WITH 
H 
V 

THE FACT IS THAT 

THE U.S. MAY 


A MONSTROUS GROWTH OF 


JUT 
THE NOMINATION OF ALBERTO GONZALES AND THE TRIAL OF 


IT IS BOTH REASSURING AND SIGNIFICANT. BUT 


BUT ONLY IF A CERTAIN NUMBER OF GESTURES ARE MADE BY 


Column 5 Column 6 


THE DETERIORATING 


IN 


CONSIDERING EUROPEYS 


Column 4 Column 5 Column 6 
WHO PLANS TO 
SAID THAT THE U.S. 


i 


IN PALESTINE AND THAT 
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precise version of the Scud. 


HaVaretz quoted Uzi Rubin 


as saying before the KnessetVs 
that Iskander E 


asking him not to put Israel 


perhaps for consultations. 


as saying: WRussia will take IsraelVs interests 


and that it hinted at threats of sanctions on 


which is a V'state sponsor 
several media quoted 


a weapon highly prized by 


Column 4 Column 5 Column 6 


who would be 


or a State 


saying that 


the commander of the PA\'s 
was quoted as 


the leader of 


Column 4 Column 5 
to three 


the High 


a resident of the settlement of Yitzhar 


and that the IDF was entitled to put Pilant on 


\"Carter Presents: Hypocrisy \" 


who headed the 


former 

as saying Wednesday 

\"it would be a very significant step 
HaVaretz quoted National Infrastructure 


who immigrated to Israel from Iraq at age 12 


Column 6 
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left-leaning HaVaretz (January 13): 


pluralist Maariv: V[As the Israeli 
] the main thing is that we do not 


left-leaning HaVaretz (January 13): 
who hosted his 


talked 


Ivanov said 


it matches the 


Column 4 Column 5 


has been incomprehensible of late 

the renewal of 

a small and poor 

which angers the U.S. and which gives 


along with the deaths of tens of thousands of 
has undermined the balance of 


which constitutes a real danger to the 


pluralist Maariv (January 13): \"If the 
the IDF will have to rethink fundamental 
and soon 


the northern border. Army intelligence will 


turning into 


anything is possible. It 
too. [But 
] the main thing is 


Column 6 
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who was a senior strategic advisor to 
wrote in 
left-leaning HaVaretz: \"Fulfilling the 


who was a senior strategic advisor to 
wrote in 


left-leaning HaVaretz (January 13): There 
a pragmatic 

and those who support the plan must take 
] 


which has 
to work for deepening 


the most important 


a lecturer 
wrote in mass- 
pluralist Yediot Aharonot: American 


a lecturer 
wrote in mass- 
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he said the Constitution 
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Shaheed told 
in his view the GORM would try to honor the 


given the immense rehabilitation and 
it would be 


the Elections 
who confirmed that the government 
with hopes of 


how the government would manage the logistics given 


\"the Constitution doesn't allow for 


it seemed that many IDPs were on 
thus getting them the proper 
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it seems that there is hardly time to run an election 
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takes an overview and 


Column 4 Column 5 Column 6 


each of these committees had precursors. 


and in ensuring consistent implementation of 
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the Regulation on 
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Level 1 being the directives 
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CESR notes that its members can decide on 


indicative guidance or regulatory recommendations. 
but be 


in CESRVs opinion. CESRVs recent 
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the regulation of 
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regulatory powers and jurisdictions 


calling for a Vlead 
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power 
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the implementation 
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the chair of 


and we have raised concerns about tax and 


IMF 


\" said 
\"are they willing to tax rich people.\" The 
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and Mrs. Dixit. He 
V but underlined that nothing 


Singh 
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the expert meeting is charged with examining the 


the Committee accepted 


particularly the 2003 Intangible 


with 178 States-Parties 

with fewer than ten States-Parties 

such as Man and the 

whose 

many Committee members and several observers 


as they saw no 
and thought it 


but also natural 


especially the 2003 


still seeking to acquire possessions to demonstrate 
and his much younger sons 


Column 5 Column 6 


to the 2003 Intangible 
or 


who still 


Column 4 Column 5 Column 6 


1/13/2005 13:12 05CARACAS100 Embassy Caracas 
1/13/2005 13:21 O5NEWDELHI362 Embassy New Delhi 
1/13/2005 13:32 05AMMANS16 Embassy Amman 
1/13/2005 13:44 O5AMMAN326 Embassy Amman 
1/13/2005 13:56 05PARIS242 Embassy Paris 


post has been in contact with 


company executives were uncooperative in providing 


2004 and addressed to 


the company manager wrote the 


Pakistan UAE. 


we have no declared clients but numerous commercial 


if after an order is taken that we might be 
it 


1/13/2005 14:04 05MANAMA65 Embassy Manama 
V said 


Column 4 


but was willing to 


and they all want to be 


on the free trade issue 


and wondered what the next 


and suggested that Crown Prince 


he commented that the 


saying that Bush administration 

in addition to combatting terrorsts head on 
economic 

through their role in promoting 

liberalized economies 


but also has 


Column 5 


has been 
and 


play a part in this 


Column 6 


Column 4 


and is ready to deal 
so how 


and 
promising to take the 


1/13/2005 14:14 
1/13/2005 14:37 
non-transparent barriers 
there are no 


but the likelihood of non-Spanish firms winning 


Auditing 


Column 5 Column 6 


O5DJIBOUTI59 Embassy Djibouti 
05MADRID126 Embassy Madrid 
rather than 


Bookkeeping 2 


Column 4 Column 5 Column 6 


Column 4 Column 5 Column 6 


1/13/2005 14:47 O5ANKARA238 Embassy Ankara 
1/13/2005 14:58 O5LILONGWE36 Embassy Lilongwe 
1/13/2005 15:08 05PRETORIA164 Embassy Pretoria 
1/13/2005 15:12 O5NEW DELHI364 Embassy New Delhi 
Y and hopes 

and sees 


the US V'must ensure" that Pakistan does not become а 
he stated US 


he claimed that India would deal with the challenge 


but Pakistan has played a key role in 
which has been very important to the 


he did not think it 


as Congress would not clear the sale 


he said but would not find the votes to get it 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 12/19/2006 04:35:49 PM From DB/Inbox: Search ResultsCable Text: 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271309Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271336Z Dec € 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271357Z Dec € 


This record is a partial extract of the original cable. The full text of the original cable is not available.271357Z Dec ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271639Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available.271659Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271720Z Dec ( 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.271810Z Dec ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


pork 


nuts 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 


The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available.280623Z Dec € 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available.280851Z Dec € 
. The full text of the original cable is not available.280852Z Dec € 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.281015Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281215Z Dec ( 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281245Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281422Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.281508Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281542Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.281601Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.290822Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291015Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291059Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.291246Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
OMC (USDR) 


This record is a partial extract of the original cable. The full text of the original cable is not available.291324Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available.291335Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.291410Z Dec ( 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 
This record is a partial extract of the original cable. 


The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 
The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available.291630Z Dec € 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.291806Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.292158Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.301121Z Dec С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.301239Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301257Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301301Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301414Z Dec € 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.301454Z Dec € 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Greece 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.301913Z Dec € 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.010501Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 12/05/2006 11:53:26 AM From DB/Inbox: Search ResultsCable Text: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


DAO 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


Malta 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


nullDiana T Fritz 12/05/2006 11:52:34 AM From DB/Inbox: Search ResultsCable Text: 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.030929Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.031057Z Jan 0 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.031100Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.031243Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Malta 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.031459Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


Portugal 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.040531Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.040652Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.040841Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available.041301Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.041437Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


000 euros a day 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.041543Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.041614Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.041641Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.050422Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.050533Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.050611Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.050931Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


A/MGT 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.051037Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.051302Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.051321Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.051422Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.051426Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.051438Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.051544Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.051559Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.051612Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.060827Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.061036Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available.061101Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.061159Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.061336Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.061413Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.061433Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.061513Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available.061526Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.061608Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.061637Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.070637Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.070940Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION АҒ-0С 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.071056Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.071253Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.071613Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.072001Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 
This record is a partial extract of the original cable 


. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available. 
. The full text of the original cable is not available.081136Z Jan 0 
. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.081312Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available.081312Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available.081312Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available.081312Z Jan 0 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Turkey 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.090824Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091200Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.091253Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.100640Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. ACTION АҒ-0С 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.100920Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available.101007Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101219Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available.101235Z Jan 0 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101259Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101304Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available.101457Z Jan 0 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 

This record is a partial extract of the original cable. The full text of the original cable is not available. 

This record is a partial extract of the original cable. The full text of the original cable is not available.101548Z Jan 0 
This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


Natalie Brown 09/03/2007 06:23:57 PM From DB/Inbox: Search ResultsCable Text: 


Column 9 
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This record is a partial extract of the original cable. The full text of the original cable is not available. 
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Column 9 


This record is a partial extract of the original cable. The full text of the original cable is not available. 


Column 10 


CONFIDENTIALLJUBLJANA 001136 SIPDIS E.O. 12958: DECL: 12/23/2014 TAGS: PGOV, SI SUBJECT 


UNCLAS SECTION 01 OF 02 TAIPEI 004066 SIPDIS STATE FOR EAP/RSP/TC AND EB/TPP/IPC, STATE PASS 
SECRET SECTION ΟἹ OF 02 MUSCAT 002259 SIPDIS NOFORN DEPT. FOR DS/IP/NEA, DS/DSS/ITA, DS, 


Column 10 


DAO 


UNCLAS TAIPEI 004068 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS ISTANBUL 001925 SIPDIS STATE FOR EUR/SE, EB TREASURY FOR INTL AFFAIRS NSC FOR BRY. 
UNCLAS ROME 004872 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR OES/ETC H.LEE AND EB/TPI 


Column 10 


UNCLAS SECTION ΟἹ OF 02 TAIPEI 004074 SIPDIS STATE FOR OES/OMC, EAP/RSP/TC STATE PLEASE AI 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 004075 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS MADRID 004850 SIPDIS For CA/VO/F/P: MBTATUCH; EUR/WE SBOWMAN E.O. 12958: N/ATAGS: 
UNCLAS RANGOON 001629 SIPDIS STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER BANGKOK, K 
UNCLAS ANKARA 007151 SIPDIS SENSITIVE DEPARTMENT FOR EB/ESC/TFS (GGLASS), S/CT (TNAVRAT 
UNCLAS MADRID 004851 SIPDIS TREASURY PASS TRACI PHILLIPS E.O. 12958: N/A TAGS: ECON, EFIN, S 
UNCLAS ABU DHABI 004755 SIPDIS STATE FOR NEA/ARPI; NEA/PPD; NEA/RA; INR/R/MR; PA; INR/NESA; II 


Column 10 


UNCLAS MUSCAT 002265 SIPDIS DEPT FOR NEA/ARP (TROBERTS), NEA/PPD (CWHITTLESEY), NEA/P (F 


Column 10 


UNCLAS SECTION ΟἹ OF 03 TEL AVIV 006563 SIPDIS SENSITIVE STATE FOR S/CT -- KINCANNON/MCCUT 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 006564 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALAMMAN 010177 SIPDIS E.O. 12958: DECL: 12/23/2014 TAGS: PREL, IZ, JO SUBJECT: 


Column 10 
UNCLAS SECTION 01 OF 02 COLOMBO 002053 SIPDIS STATE FOR CA/OCS AND SA/INS STATE PLEASE A 
UNCLAS SECTION 01 OF 02 AMMAN 010178 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


SECRETABU DHABI 004765 SIPDIS DEPT FOR NP/CBM AND NEA/ARP E.O. 12958: DECL: 12/27/2014 T, 
CONFIDENTIAL TASHKENT 003519 CORRECTEDCOPY-ADDED ADDRESSEES DEPT FOR E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DJIBOUTI 001621 SIPDIS DEPARTMENT OF DEFENSE FOR ISA/ 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 007154 SIPDIS DEPT FOR EB AND EUR/SE USTR FOR LERRION TRI 


Column 10 


CONFIDENTIALKUWAIT 004513 SIPDIS E.O. 12958: DECL: 12/27/2014 TAGS: EAIR, KPRV, KU, BEPX 


CONFIDENTIALKUWAIT 004514 SIPDIS E.O. 12958: DECL: 12/27/2014 TAGS: ECIN, ECON, ELAB, KU 


Column 10 


CONFIDENTIALBUENOS AIRES 003542 SIPDIS DEPARTMENT FOR WHA/AND AND WHA/BSC E.O. 


Column 10 


UNCLAS VATICAN 004878 SIPDIS DEPT. FOR S/ES-O; EUR/WE E.O. 12958: N/A TAGS: PGOV, PREL, VT SI 


UNCLAS VATICAN 004882 SIPDIS DEPT FOR EUR/WE (Levin); AF/RSA Е.О. 12958: N/A TAGS: PREL, PHU! 


Column 10 


UNCLAS YEREVAN 002786 SIPDIS SENSITIVE DEPT FOR EUR/CACEN E.O. 12958: N/A TAGS: PGOV, PRE 


UNCLAS YEREVAN 002787 SIPDIS SENSITIVE DEPARTMENT FOR EUR/CACEN E.O. 12958: N/A TAGS: PI 
CONFIDENTIALSECTION 01 OF 03 PARIS 009130 SIPDIS EUCOM FOR POLAD SNELL E.O. 12958: E 


Column 10 


CONFIDENTIAL CARACAS 003936 SIPDIS STATE PASS USAID FOR DCHA/OTI, NSC FOR BARTON, 


Column 10 


UNCLAS SECTION 01 OF 04 VILNIUS 001566 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR EUR/NB 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 009133 SIPDIS E.O. 12958: DECL: 12/25/2014 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 007160 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BUCHAREST 003524 SIPDIS STATE FOR EUR/NCE - WILLIAM SI 


Column 10 


UNCLAS BRATISLAVA 001158 SIPDIS STATE FOR S/ES-O AND EUR E.O. 12958: N/A TAGS: PGOV, PINR, P 
CONFIDENTIALMOSCOW 015782 DEPARTMENT ALSO FOR EUR/PRA AND PM/WRA E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 009137 SIPDIS STATE FOR EUR/WE-JLEVIN, EB/TRA-ARA 
CONFIDENTIALSECTION 01 OF 02 AMMAN 010191 SIPDIS E.O. 12958: DECL: 12/27/2014 TAGS: PRE 


Column 10 


UNCLAS SECTION 01 OF 02 GUATEMALA 003270 SIPDIS DEPARTMENT FOR WHA/CEN AND H E.O. 1295€ 


Column 10 


UNCLAS AMMAN 010193 SIPDIS CAIRO FOR USDA - A. CHAUDHRY STATE FOR NEA/LEA STATE ALSO FO 


UNCLAS BRASILIA 003175 SIPDIS E.O. 12958: N/A TAGS: PREL, PGOV, BR, External Relations SUBJECT: Ll 


Column 10 


UNCLAS SECTION 01 OF 02 GUATEMALA 003272 SIPDIS AGRICULTURE FOR NANCY GARCIA E.O. 12958 
UNCLAS CARACAS 003940 SIPDIS STATE FOR WHA/AND STATE FOR EB/MTA/MST NSC FOR CBARTON 


Column 10 


onions and 


Column 10 


CONFIDENTIAL CARACAS 003944 SIPDIS NSC FOR CBARTON USCINCSO ALSO FOR POLAD STA] 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 004076 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 12, 


Column 10 


UNCLAS TAIPEI 004082 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


CONFIDENTIALMUSCAT 002269 SIPDIS STATE FOR NEA/ARPI, S/CT, AND IO LONDON FOR GOLDR 
CONFIDENTIALSECTION 01 OF 02 LAGOS 002572 SIPDIS STATE FOR AF/W STATE FOR CA/OCS/FF 
UNCLAS SECTION 01 OF 02 ADANA 000175 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, / 
UNCLAS ROME 004888 SIPDIS SENSITIVE DEPARTMENT FOR S/ES-O, EUR/WE E.O. 12958: N/A TAGS: | 
UNCLAS LJUBLJANA 001138 SIPDIS FOR CA/EX/CSD E.O. 12958: N/A TAGS: KCSY, CMGT, AMGT, AADP S 
UNCLAS LJUBLJANA 001139 SIPDIS FOR CA/EX/CSD E.O. 12958: N/A TAGS: KCSY, CMGT, AMGT, AADP S 
CONFIDENTIALSECTION 01 OF 03 TAIPEI 004103 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 12, 


Column 10 


UNCLAS SECTION 01 OF 02 ADANA 000176 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, / 
UNCLAS MANAMA 001938 SIPDIS SENSITIVE STATE FOR S/CT AND IO E.O. 12958: N/A TAGS: PTER, ASE 
UNCLAS ABUJA 002139 SIPDIS BRUSSELS FOR TSA GERALD K. MOORE DAKAR FOR FAA ED JONES DO] 
UNCLAS SECTION 01 OF 02 VILNIUS 001568 SIPDIS SENSITIVE STATE FOR S/CT, INL/AAE, AND DS/IP/EU 
UNCLAS SECTION 01 OF 02 RANGOON 001633 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, CA TASK FOF 


Column 10 


UNCLAS SECTION 01 OF 02 HO CHI MINH CITY 001590 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, . 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 002061 SIPDIS DEPARTMENT FOR SA, SA/INS NSC F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 009145 SIPDIS E.O. 12958: DECL: 12/25/2014 TAGS: PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 009146 SIPDIS EUCOM FOR POLAD SNELL E.O. 12958: E 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 009147 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 008192 SIPDIS E.O. 12958: N/A TAGS: PREL, KNNP, TSPA, MY, LO 


Column 10 


UNCLAS DJIBOUTI 001622 SIPDIS FOR S/CT AND IO E.O. 12958: N/A TAGS: PTER, ASEC, PREL SUBJECT: 
UNCLAS DJIBOUTI 001623 SIPDIS E.O. 12958: N/A TAGS: EFIN, ETTC, KTFN, PTER, KSEP, CVIS, KVPR SUI 
CONFIDENTIALSECTION 01 OF 02 ISTANBUL 001944 SIPDIS E.O. 12958: DECL: 12/14/2014 TAGS: P 


Column 10 


UNCLAS PRAGUE 001881 SIPDIS SENSITIVE FOR S/ES-O AND EUR/NCE E.O. 12958: N/A TAGS: PGOV, P 
CONFIDENTIAL YEREVAN 002792 SIPDIS DEPT FOR EUR/CACEN, EUR/SNEC E.O. 12958: DECL: 12 
UNCLAS YEREVAN 002793 SIPDIS SENSITIVE DEPT FOR EUR/CACEN E.O. 12958: N/A TAGS: PREL, PGO 
UNCLAS SECTION 01 OF 04 MAPUTO 001653 SIPDIS DEPT FOR AF/S, AF/EPS, EB/IFD, AND EB/CBA DEPT 


Column 10 


UNCLAS SECTION 01 OF 03 LAGOS 002574 SIPDIS DOT PASS TO USTR E.O. 12958: N/A TAGS: ECON, St 


Column 10 


UNCLAS YEREVAN 002796 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, FOR T JCORBETT E.O. 12958: N/, 


Column 10 


UNCLAS YEREVAN 002798 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, INL (JCAMPBELL AND CMESHESk 


UNCLAS BRUSSELS 005408 SIPDIS DEPT FOR EUR/ERA; PLEASE PASS TO AID/OFDA E.O. 12958: N/A TA 


Column 10 


UNCLAS SECTION 01 OF 02 COLOMBO 002062 SIPDIS SENSITIVE STATE FOR SA/INS AND CA/OCS STAT 
UNCLAS COLOMBO 002063 SIPDIS DEPARTMENT FOR SA, SA/INS NSC FOR DORMANDY DEPARTMENT | 


UNCLAS SECTION 01 OF 06 TEL AVIV 006581 SIPDIS STATE FOR NEA, МЕАЛРА, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS DJIBOUTI 001624 SIPDIS SENSITIVE S/ES-O AND AF/E E.O. 12958: N/A TAGS: PGOV, PREL, DJ S 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 004540 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


UNCLAS SECTION ΟἹ OF 02 TEL AVIV 006614 SIPDIS Ε.Ο. 12958: N/A TAGS: CMGT, SOCI, PINS, IS, ISRAE 


Column 10 


UNCLAS AMMAN 010216 SIPDIS FOR G/TIP, G, INL, DRL, PRM, IWI, AND NEA/RA E.O. 12958: N/A TAGS: PI 


Column 10 


UNCLAS АММАМ 010217 SIPDIS E.O. 12958: N/A TAGS: PHUM, KDEM, КМРІ, KWMN, JO SUBJECT: HUMAN 


UNCLAS SECTION 01 OF 02 ADANA 000177 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ELAB, ETRD, MARF 


Column 10 


SECRET PARIS 009154 SIPDIS FOR NP/CBM E.O. 12958: DECL: 12/28/2014 TAGS: PARM, PREL, ETTC, 


SECRETABUJA 002144 SIPDIS E.O. 12958: DECL: 12/27/2014 TAGS: PGOV, PINR, PREL, ASEC, NI SUBJ 


Column 10 


CONFIDENTIALSECTION 01 OF 04 PARIS 009159 SIPDIS E.O. 12958: DECL: 12/26/2014 TAGS: KISL, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SANAA 003168 SIPDIS E.O. 12958: DECL: 12/28/2014 TAGS: PRE! 


Column 10 


CONFIDENTIALSANAA 003169 SIPDIS E.O. 12958: DECL: 12/28/2014 TAGS: PREL, IZ, YM SUBJECT: ` 
CONFIDENTIALSECTION 01 OF 02 QUITO 003302 SIPDIS E.O. 12958: DECL: 12/22/2014 TAGS: PREI 


Column 10 


UNCLAS LAGOS 002576 SIPDIS SENSITIVE STATE FOR AF/W STATE FOR CA/OCS/FROBINSON STATE FC 
CONFIDENTIALPARIS 009160 SIPDIS E.O. 12958: DECL: 12/28/2014 TAGS: PGOV, PREL, EU, UP, FR. 


Column 10 
SECRET SECTION 01 OF 02 SANAA 003170 SIPDIS NOFORN DS/DSS, DS/IP/NEA, DS/DSS/ITA, DS/ICI/F 


Column 10 


UNCLAS SECTION 01 OF 03 QUITO 003303 SIPDIS E.O. 12958: N/A TAGS: PREF, EC SUBJECT: REFUGEE I 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 003304 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, EC SUBJECT: INDI 


Column 10 


UNCLAS SECTION 01 OF 06 WELLINGTON 001075 SIPDIS STATE FOR EB/MTA/MST AND EAP/ANP STATE 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 003417 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND DRL, BRUSSI 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 007190 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS MUSCAT 002278 SIPDIS SENSITIVE DEPT FOR S/ES-O, NEA/ARPI E.O. 12958: N/A TAGS: PGOV, 


Column 10 
CONFIDENTIALSECTION 01 OF 02 TEL AVIV 006626 SIPDIS NEA/IPA FOR BURNS/SATTERFIELD/DIE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MUSCAT 002285 SIPDIS DEPT FOR SA/INS, NEA, NEA/ARPI E.O 


Column 10 


UNCLAS ABUJA 002146 SIPDIS STATE/OES/ETC FOR H.LEE STATE/EB/TPP/ABT FOR R.SINGH USDA/FAS/ 


Column 10 


UNCLAS ZAGREB 002196 SIPDIS FOR PES/ETC-H. LEE, EB/TPP/ABT-R. SINGH, USDA/FAS/BIG-J. PASSIN 


Column 10 


UNCLAS TAIPEI 004118 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 004552 SIPDIS SENSITIVE STATE FOR NEA/ARPI E.O. 12958: N/A T/ 


Column 10 


UNCLAS KUWAIT 004553 SIPDIS FOR NEA/ARPI BERNS, S/CT, AND IO E.O. 12958: N/A TAGS: PTER, PREL 
UNCLAS RANGOON 001643 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER I 


UNCLAS SECTION 01 OF 02 YEREVAN 002802 SIPDIS COMMERCE FOR 3150/PBRADLEY/BSMITH COMME 


Column 10 


UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 006630 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 010231 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KUWAIT 004554 SIPDIS STATE PLEASE PASS TO USTR JFENNE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 009167 SIPDIS EUCOM FOR POLAD SNELL E.O. 12958: L 


Column 10 


CONFIDENTIALSECTION 01 OF 04 KUWAIT 004557 SIPDIS STATE FOR NEA/ARP, INR STATE PLEAS 


Column 10 


CONFIDENTIALKUWAIT 004559 SIPDIS STATE FOR EB/ESC/TFS, NEA/ARP TREASURY FOR OFAC, 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006632 SIPDIS E.O. 12958: DECL: 12/28/2014 TAGS: EC 


Column 10 


UNCLAS SANTO DOMINGO 006880 SIPDIS STATE FOR WHA/CAR, G/TIP FOR RACHEL OWEN E.O. 12958 
CONFIDENTIALSECTION 01 OF 02 HARARE 002082 SIPDIS STATE FOR AF/S USDOC FOR ROBERT 
CONFIDENTIALSECTION 01 OF 07 THE HAGUE 003350 SIPDIS E.O. 12958: DECL: 12/21/2014 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 007201 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


S EC R ET MUSCAT 002291 SIPDIS NOFORN DEPT. FOR DS/IP/NEA, DS/DSS/ITA, DS/DSS/CC, DS/OSAC, 


Column 10 
and ECA 


UNCLAS YEREVAN 002804 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, DRL E.O. 12958: N/A TAGS: PHUN 
CONFIDENTIALSECTION 01 OF 02 AMMAN 010245 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PRE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 003956 SIPDIS STATE FOR WHA/AND AND WHA/CAR 


Column 10 


UNCLAS MUSCAT 002292 SIPDIS SENSITIVE DEPT FOR NEA/ARPI E.O. 12958: N/A TAGS: PGOV, PHUM, : 


UNCLAS SECTION 01 OF 03 ABUJA 002152 SIPDIS DEPT FOR AF/W USAID/W FOR AFR/AA, LLOYD PIERS( 
CONFIDENTIALSECTION 01 OF 03 HELSINKI 001603 SIPDIS STATE FOR EUR/RUS, EUR/NB, AND E 


Column 10 


CONFIDENTIALHELSINKI 001604 SIPDIS DEPARTMENT FOR EUR/NB AND EUR/RUS E.O. 12958: DI 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 009171 SIPDIS SENSITIVE STATE FOR EB/TRA (BYERLY) AND EUR/WI 


Column 10 


UNCLAS SECTION 01 OF 04 MAPUTO 001658 SIPDIS STATE FOR AF/S, AF/EPS, EB/TRA, CA/OCS POSTS F 
UNCLAS BRATISLAVA 001162 SIPDIS DEPT PASS TO USTR FOR RDRISCOLL TREASURY FOR CHRISTOF 
UNCLAS ROME 004908 SIPDIS FROM U.S. MISSION IN ROME STATE FOR TASK FORCE 1, IO/EDA USAID 
CONFIDENTIALSECTION 01 OF 02 ANKARA 007210 SIPDIS E.O. 12958: DECL: 12/29/2029 TAGS: PAF 
SECRETMADRID 004887 SIPDIS FOR EUR/WE, NP/CBM AND EUR/PRA E.O. 12958: DECL: 12/29/2054 1 
UNCLAS DUBLIN 001848 SIPDIS DEPARTMENT FOR TASK FORCE TFX001 E.O. 12958: N/A TAGS: EAID, P 
UNCLAS VATICAN 004911 SIPDIS SENSITIVE DEPT FOR EUR/WE (Levin); EUR/OHI, EUR/RPM, DRL E.O. 


Column 10 


UNCLAS SECTION 01 OF 02 BRUSSELS 005427 SIPDIS DEPARTMENT FOR TASK FORCE 1 AND EUR/ERA 


Column 10 


UNCLAS MADRID 004889 SIPDIS STATE FOR EB/TRA/AN AND EUR/WE E.O. 12958: N/A TAGS: EAIR, SP SI 
UNCLAS OTTAWA 003468 SIPDIS SENSITIVE STATE FOR S/ES-O STATE ALSO FOR WHA E.O. 12958: N/A 
UNCLAS ROME 004915 SIPDIS CORRECTED CO PY (PARAS RENUMBERED) EB/TRA FOR LAUREN 
UNCLAS MADRID 004890 SIPDIS E.O. 12958: N/A TAGS: EPET, ECON, PREL, PHUM, KPAO, RS, SP SUBJEC 
UNCLAS FRANKFURT 010842 SIPDIS SENSITIVE TERREP DEPT FOR DS, DSS, DS/IP, DS/ICI, DS/DSS/ITA 


Column 10 


UNCLAS OTTAWA 003471 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, CA, Danny Williams, Newfoundl: 
UNCLAS TEGUCIGALPA 002870 SIPDIS STATE FOR OES/ETC:HLee and EB/TPP/ABT:RSingh AGRICULTURE 
CONFIDENTIALSECTION 01 OF 05 OTTAWA 003473 SIPDIS FOR ASD(HD) MCHALE; DASD ROWELL 


Column 10 


UNCLAS OTTAWA 003474 SIPDIS STATE FOR EAP AND WHA/CAN STATE FOR TSUNAMI TASKFORCE 1 E 
CONFIDENTIALSECTION 01 OF 02 GUATEMALA 003288 SIPDIS DEPARTMENT FOR WHA/CEN, IO/S 
UNCLAS SECTION 01 OF 03 TAIPEI 004122 SIPDIS USDA FAS WASHDC USDOC WASDC STATE FOR AITA 


Column 10 


SECRET SECTION ΟἹ OF 05 ANKARA 007211 SIPDIS E.O. 12958: DECL: 12/14/2029 TAGS: PREL, PGOV, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 001647 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR 


Column 10 


UNCLAS SECTION 01 OF 03 ISTANBUL 001953 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, ASEC, CA 
UNCLAS SECTION 01 OF 02 TAIPEI 004125 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006649 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006650 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006651 SIPDIS CODEL DEPT FOR H AND NEA/IPA E.C 


Column 10 


SECRET SECTION ΟἹ OF 02 TAIPEI 004134 SIPDIS STATE FOR EAP, NP/CBM AND NP/NE - ALEX BURK/ 
UNCLAS ROME 004922 SIPDIS DEPT FOR EUR/WE, EUR/ERA, EB/IFB/OMA PARIS ALSO FOR USOECD DE 
CONFIDENTIALSECTION 01 OF 02 HARARE 002090 SIPDIS AF/S FOR B. NEULING NSC FOR SENIC 


Column 10 


UNCLAS SECTION 01 OF 03 HANOI 003424 SIPDIS SENSITIVE STATE FOR EAP/BCLTV AND PRM E.O. 12 


Column 10 


UNCLAS BRATISLAVA 001164 SIPDIS E.O. 12958: N/A TAGS: PROP, PREL, PHUM, IZ, LO SUBJECT: INTERN 
UNCLAS RANGOON 001649 SIPDIS STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER BANGKOK Ft 


CONFIDENTIALSECTION 01 OF 05 LAGOS 002588 SIPDIS STATE FOR AF/W STATE FOR CA/OCS/FF 


Column 10 


UNCLAS SECTION 01 OF 03 TEL AVIV 006655 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION ΟἹ OF 02 TEL AVIV 006657 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KWBG, ECON, IS, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 002073 SIPDIS STATE FOR SA/INS, SES-O, AND CA/C 


Column 10 


CONFIDENTIALNEW DELHI 008261 SIPDIS E.O. 12958: DECL: 12/29/2014 TAGS: PREL, PGOV, PHUN 


CONFIDENTIALNEW DELHI 008263 SIPDIS E.O. 12958: DECL: 12/29/2014 TAGS: PREL, KNNP, KDEN 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 009188 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS NEW DELHI 008264 SIPDIS PLEASE PASS S/CT AND IO E.O. 12958: N/A TAGS: PTER, PREL, ASE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008266 SIPDIS COMMERCE FOR MATT BORMAN E 


Column 10 


CONFIDENTIAL VILNIUS 001577 SIPDIS STATE FOR DRL AND EUR/NB E.O. 12958: DECL: 12/29/201: 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006658 SIPDIS E.O. 12958: DECL: 12/29/2009 TAGS: PR 


Column 10 


UNCLAS DUBLIN 001853 SIPDIS STATE FOR OES/ETC (H.LEE), EB/TPP/ABT (R.SINGH) USDA FOR FAS/BK 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 008267 SIPDIS E.O. 12958: DECL: 12/29/2014 TAGS: 
SECRET SECTION ΟἹ OF 02 LAGOS 002591 SIPDIS STATE FOR INR, AF/W, DRL E.O. 12958: DECL: 12/2 


Column 10 


UNCLAS SECTION 01 OF 02 PRETORIA 005555 SIPDIS DEPT FOR AF/EPS AND AF/S/TCRAIG AND KGAITH 


Column 10 


CONFIDENTIALAMMAN 010304 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PTER, ASEC, JO SUBJE 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 010307 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 007223 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS PARIS 009191 SIPDIS E.O. 12958: N/A TAGS: AEMR, EAID, CASC, FR SUBJECT: TFX001: FRENCH 
UNCLAS SECTION 01 OF 07 LILONGWE 001175 SIPDIS STATE FOR EB/IFD/OIA JOHANNESBURG FOR FC: 


Column 10 


UNCLAS SECTION 01 OF 05 VILNIUS 001578 SIPDIS STATE FOR INL, EUR/NB, AND EUR/SCE JUSTICE FO 


Column 10 


CONFIDENTIALAMMAN 010314 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PREL, PGOV, IZ, JO SU 


CONFIDENTIALSECTION 01 OF 02 KINSHASA 002352 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: F 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TELAVIV 006665 SIPDIS NEA/IPA FOR BURNS/SATTERFIELD/DIE 


Column 10 


SECRET DUBLIN 001854 SIPDIS EUR/SCE S/WCI TREASURY OFAC E.O. 12958: DECL: 10/27/2014 TAG: 
CONFIDENTIALSECTION 01 OF 02 TELAVIV 006669 SIPDIS CODEL DEPT FOR H AND NEA/IPA E.C 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 006671 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PR 


Column 10 


SECRET SECTION ΟἹ OF 02 LAGOS 002592 SIPDIS NOFORN STATE FOR INR, AF/W, DRL E.O. 12958: 


Column 10 


CONFIDENTIALTELAVIV 006672 SIPDIS E.O. 12958: DECL: 06/11/2013 TAGS: PREL, PGOV, KWBG, I 


Column 10 


UNCLAS SECTION 01 OF 02 ABUJA 002165 SIPDIS SENSITIVE DEPT FOR S/CT FOR REAP, DS/IP/AF E.O. 


Column 10 


UNCLAS SECTION 01 OF 13 BUCHAREST 003560 SIPDIS DEPT FOR EUR/NCE - WILLIAM SILLKWORTH AI 


Column 10 


UNCLAS SECTION 01 OF 02 SAO PAULO 001795 SIPDIS SENSITIVE NSC FOR MIKE DEMPSEY DEPARTN 


Column 10 


UNCLAS ZAGREB 002210 SIPDIS DEPT FOR EUR/SCE - KABUMOTO, BENEDICT E.O. 12958: N/A TAGS: I 


Column 10 


UNCLAS LAGOS 002595 SIPDIS SENSITIVE DAKAR PASS TO FAA ED JONES DOT PASS SMCDERMOTT, C 
UNCLAS AMMAN 010321 SIPDIS STATE FOR NEA/ELA TREASURY FOR SHWARZMAN MANAMA FOR BEAL 


CONFIDENTIAL CARACAS 003977 SIPDIS NSC FOR TSHANNON AND CBARTON E.O. 12958: DECL 


Column 10 


CONFIDENTIALTEGUCIGALPA 002873 SIPDIS STATE FOR G/TIP, WHA/PPC, AND WHA/CEN E.O. 12 
CONFIDENTIAL CARACAS 003979 SIPDIS NSC FOR CBARTON HQSOUTHCOM FOR POLAD USDA 


Column 10 


UNCLAS SECTION 01 OF 02 SANTO DOMINGO 006915 SIPDIS STATE FOR WHA/CAR, WHA/EPSC, EB/TPF 
UNCLAS OTTAWA 003483 SIPDIS SENSITIVE STATE FOR TSUNAMI TASKFORCE 1, EAP AND WHA/CAN E 
UNCLAS SECTION 01 OF 02 COLOMBO 002078 SIPDIS SENSITIVE STATE FOR CA/OCS AND SA/INS STAT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MUSCAT 000002 SIPDIS STATE FOR NEA, МЕАЛ, NEA/ARPI STAT 


Column 10 


SECRET SECTION ΟἹ OF 02 ANKARA 000001 SIPDIS NOFORN E.O. 12958: DECL: 12/30/2029 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 000002 SIPDIS E.O. 12958: DECL: 12/30/2014 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 06 COLOMBO 000003 SIPDIS AIDAC STATE FOR SA BANGKOK FOR OFDA TOM 
UNCLAS DJIBOUTI 001632 SIPDIS STATE FOR AF/E, AF/PD, USAID E.O. 12958: N/A TAGS: KPAO, PREL, D. 


Column 10 


UNCLAS ABU DHABI 000016 SIPDIS E.O. 12958: N/A TAGS: EAGR, EAID, SENV, TC SUBJECT: Access to Ger 
CONFIDENTIALSECTION 01 OF 02 MUSCAT 000006 SIPDIS TO THE SECRETARY FROM THE AMBA: 


CONFIDENTIAL COLOMBO 000008 SIPDIS STATE FOR SA/INS AND CA/OCS STATE PLEASE ALSO P, 
UNCLAS SECTION 01 OF 02 COLOMBO 000009 SIPDIS AIDAC STATE FOR SA BRUSSELS FOR USEC BAN 
SECRET SECTION ΟἹ OF 02 MUSCAT 000008 SIPDIS NOFORN DEPT. FOR DS/IP/NEA, DS/DSS/ITA, DS, 


Column 10 


OMC (USDR) 


UNCLAS DJIBOUTI 000008 SIPDIS STATE/GENEVA PASS TO USAID; NAIROBI PASS TO REDSO E.O. 1295t 


Column 10 


UNCLAS DJIBOUTI 000009 SIPDIS E.O. 12958: N/A TAGS: ETRD, EFIN, ECON, EAID, PREL, PGOV, EAGR, E 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 000009 SIPDIS SENSITIVE USAID FOR MCC AND ANE E.O. 12958: N/ 


Column 10 


CONFIDENTIALBAGHDAD 000006 Е.О. 12958: DECL: 12/29/19 TAGS: PGOV, PHUM, КОЕМ, KISL, ΙΖ: 


CONFIDENTIAL BAGHDAD 000007 E.O. 12958: DECL: 01/01/2025 TAGS: PREL, PGOV, KDEM, KISL, F 


Column 10 


UNCLAS SECTION 01 OF 02 HANOI 000001 SIPDIS SENSITIVE STATE PASS USTR FOR DSPOONER/CMIL 


Column 10 


UNCLAS HELSINKI 000003 SIPDIS SENSITIVE STATE FOR S/ES-O AND EUR/NB E.O. 12958: N/A TAGS: PC 
UNCLAS TAIPEI 000004. SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS SECTION 01 OF 02 TAIPEI 000005 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, E 


Column 10 


UNCLAS ADANA 000002 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ETRD, ECON, PREL, SY, JO, IZ, TU, AD; 


Column 10 


UNCLAS MANILA 000009 SIPDIS SENSITIVE EAP FOR PMBS, С/ТІР, INR/EAP, EAP/RSP, DRL/IL, DRL/CRA ‹ 


UNCLAS DJIBOUTI 000010 SIPDIS STATE FOR AF AND S E.O. 12958: N/A TAGS: OPDC, DJ SUBJECT: NEW 
UNCLAS SECTION 01 OF 02 HARARE 000001 SIPDIS AF/S FOR BNEULING NSC FOR SENIOR AFRICA DIRI 
UNCLAS SECTION 01 OF 03 MADRID 000001 SIPDIS STATE PASS INL AND EUR/WE JUSTICE FOR OIA ANI 


Column 10 


UNCLAS MANAMA 000006 SIPDIS STATE FOR NEA/ARPI-BERNS AND EB/TP/MTA/MST-WHITTEN GENEVA 
UNCLAS ABU DHABI 000034 SIPDIS STATE FOR NEA/ARPI; NEA/PPD; NEA/RA; INR/R/MR; PA; INR/NESA; II 


Column 10 


UNCLAS HANOI 000004 SIPDIS SENSITIVE STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PGOV, PREL, 


Column 10 


CONFIDENTIALABU DHABI 000035 SIPDIS E.O. 12958: DECL: 01/02/2015 TAGS: PREL, KDEM, IZ, TC 
UNCLAS KINSHASA 000011 SIPDIS FROM BRAZZAVILLE EMBASSY OFFICE DEPT FOR ECA/PE/V/M - ISAE 


Column 10 


UNCLAS KINSHASA 000012 SIPDIS FROM BRAZZAVILLE EMBASSY OFFICE DEPT FOR AF/EPS DEPT FOF 
UNCLAS HANOI 000007 SIPDIS SENSITIVE STATE FOR EAP/BCLTV E.O. 12958: N/A TAGS: PGOV, PREL, 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000003 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS SECTION 01 OF 02 ISTANBUL 000001 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PGOV, EL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ОНАКА 000013 SIPDIS E.O. 12958: DECL: 01/01/2010 TAGS: PGC 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000004 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000014 SIPDIS AMEMBASSY RIYADH PASS DHAHRAN 


Column 10 


UNCLAS RANGOON 000009 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER I 


Column 10 
CONFIDENTIALAMMAN 000007 SIPDIS E.O. 12958: DECL: 01/03/2010 TAGS: PREL, PGOV, IZ, JO SUI 
UNCLAS SECTION 01 OF 03 MAPUTO 000001 SIPDIS STATE FOR AF/S TREGER AND EB/TRA PRETORIA Εἰ 


Column 10 


UNCLAS RANGOON 000010 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, DRL COMMERCE FOR ITA JEAN | 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000011 SIPDIS STATE FOR EAP, INL, INR/B; DEA FOF 


Column 10 


CONFIDENTIALAMMAN 000009 SIPDIS E.O. 12958: DECL: 01/02/2015 TAGS: PREL, EAID, EPET, EFIN 
UNCLAS COLOMBO 000016 SIPDIS SENSITIVE STATE FOR SA/INS AND CA/OCS STATE PLEASE ALSO P^ 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 000002 SIPDIS E.O. 12958: N/A TAGS: CVIS, KFRD, MZ, Trafficking in | 


Column 10 


CONFIDENTIALSECTION 01 OF 03 COLOMBO 000017 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ANKARA 000014 SIPDIS E.O. 12958: DECL: 01/03/2030 TAGS: PR 


UNCLAS SECTION 01 OF 02 AMMAN 000013 SIPDIS SENSITIVE STATE FOR NEA/ELA STATE PASS TO US 


Column 10 


CONFIDENTIALNEW DELHI 000033 SIPDIS ALSO FOR TF-2 E.O. 12958: DECL: 01/09/2015 TAGS: PF 


Column 10 


UNCLAS SECTION 01 OF 02 HELSINKI 000008 SIPDIS STATE FOR S/CT AND ТТІС, EUR/NB E.O. 12958: №. 
CONFIDENTIALNEW DELHI 000035 SIPDIS E.O. 12958: DECL: 01/03/2015 TAGS: PREL, KNNP, ENRC 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 000036 SIPDIS SENSITIVE FROM THE AMBASSADOR H FOR SE 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 000038 SIPDIS SENSITIVE USDA/FAS/FAA/CALEXANDER/MCON 


Column 10 


UNCLAS PARIS 000015 SIPDIS STATE FOR EB/TPP/OTP-SMILLER, EUR/WE-SBALL, JLEVIN E.O. 12958: N. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 000022 SIPDIS E.O. 12958: DECL: 12/23/2014 TAGS: PRE 


UNCLAS MUSCAT 000011 SIPDIS DEPT FOR NEA/ARP (TROBERTS), NEA/PPD (CWHITTLESEY), NEA/P (Fl 


Column 10 


CONFIDENTIALMANAMA 000015 SIPDIS STATE FOR G/TIP E.O. 12958: DECL: 01/03/2015 TAGS: PH 
UNCLAS SECTION 01 OF 10 VILNIUS 000003 SIPDIS STATE FOR EB/IFD/OIA AND EUR/NB STATE PLEASE 


Column 10 


UNCLAS MADRID 000007 SIPDIS DEPT FOR EB/IPC WILSON, DEPT PLEASE PASS TO USTR BPECK, DOC 


Column 10 


UNCLAS WARSAW 000013 SIPDIS Sensitive STATE FOR EUR/NCE TARA ERATH AND MICHAEL SESSUME 


CONFIDENTIALAMMAN 000044 SIPDIS E.O. 12958: DECL: 01/03/2015 TAGS: PGOV, PREL, KPAL, IS, 


Column 10 


UNCLAS SECTION 01 OF 03 MADRID 000008 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PTER, SP, I 


Column 10 


UNCLAS BUCHAREST 00008 SIPDIS Lasers: ACTION: CON INFO: PD POLAMB RAO RSO DCM C? 
UNCLAS ZAGREB 000006 SIPDIS DEPT FOR EUR/SCE - KABUMOTO, BENEDICT E.O. 12958: N/A TAGS: P 
UNCLAS SECTION 01 OF 03 MADRID 000011 SIPDIS STATE PASS INL AND EUR/WE JUSTICE FOR OIA ANI 


Column 10 


Russia 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000008 SIPDIS SENSITIVE STATE FOR WHA/CEN, WHA/EPSC 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 000036 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


UNCLAS ALMATY 000013 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, PINR, KZ, POLITICAL € 


Column 10 


UNCLAS ANKARA 000031 SIPDIS TREASURY FOR INTERNATIONAL AFFAIRS - RADKINS AND MMILLS NSC 


Column 10 


UNCLAS SECTION 01 OF 10 TAIPEI 000017 SIPDIS DEPT PASS TO AIT/W AND USTR DEPT FOR EAP/RSP. 


Column 10 


UNCLAS SECTION 01 OF 02 VILNIUS 000005 SIPDIS STATE FOR EUR/NB, EUR/RPM, AND PM E.O. 12958: 


CONFIDENTIALSECTION 01 OF 04 TAIPEI 000019 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01; 


Column 10 


UNCLAS ALMATY 000024 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EFIN, PGOV, PHUM, KZ, 2005 Electior 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000020 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01; 


Column 10 


UNCLAS SECTION 01 OF 03 ASUNCION 000006 SIPDIS DEPT FOR G/TIP AND WHA/PPC (PUCCETTI) DEP 


Column 10 


UNCLAS SECTION 01 OF 03 COLOMBO 000027 SIPDIS AIDAC STATE ALSO PASS TO USAID STATE FOR T 
UNCLAS VIENNA 000007 SIPDIS SENSITIVE DEPT FOR EB/ESC/IEB/ENR, EUR/ERA AND EUR/AGS USDO( 


Column 10 


UNCLAS HANOI 000017 SIPDIS SENSITIVE STATE PLEASE PASS ΤΟ USTR EBRYAN, GHICKS STATE ALS 


Column 10 


UNCLAS DHAKA 000051 SIPDIS EB/ODF E.O. 12958: N/A TAGS: EFIN, EAID, ECON, EINV, PREL, BG SUBJE 
UNCLAS SECTION 01 OF 02 AMMAN 000049 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 000038 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS BRUSSELS 000025 SIPDIS E.O. 12958: N/A TAGS: MASS, PARM, ETTC, PREL, CH, EUN, USEU BR 
UNCLAS SECTION 01 OF 04 BRASILIA 000024 SIPDIS SENSITIVE DEPT FOR WHA/BSC DEPT PLEASE PA 


Column 10 

UNCLAS HELSINKI 000015 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, Fl, Humanitarian 
UNCLAS VIENNA 000008 SIPDIS FOR INR/TIPOFF AND CA/VO/L/C E.O. 12958: N/A TAGS: KVPR, PTER, CV 
UNCLAS SECTION 01 OF 03 MAPUTO 000007 SIPDIS STATE FOR H DPARKS, AF/S TREGER, AF/EX HEFFE 


Column 10 


UNCLAS SECTION 01 OF 03 PRETORIA 000029 SIPDIS USDOC FOR 4510/ITA/MAC/AME/OA/DIEMOND TRE 


Column 10 


UNCLAS MUSCAT 000017 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, PREL, MU, Intern: 
CONFIDENTIAL DJIBOUTI 000015 SIPDIS E.O. 12958: DECL: 01/04/2014 TAGS: PREL, AL, IZ, DJ SUB. 
UNCLAS SECTION ΟἹ OF 06 TEL AVIV 000043 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 
UNCLAS SECTION 01 OF 02 YEREVAN 000006 SIPDIS SENSITIVE DEPT FOR EUR/CACEN AND DRL E.O. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000072 SIPDIS COMMERCE FOR MATT BORMAN, P. 


Column 10 


CONFIDENTIALNEW DELHI 000073 SIPDIS PLEASE PASS CHENGDU E.O. 12958: DECL: 01/03/2015 


UNCLAS SECTION 01 OF 03 ATHENS 000041 SIPDIS STATE FOR USDA/NATURAL RESOURCES CONSER\ 


Column 10 


UNCLAS E F T O SECTION 01 OF 02 NEW DELHI 000074 SIPDIS NOFORN SENSITIVE USDA/FAS/FAA/CAL 


CONFIDENTIALMANAMA 000022 SIPDIS E.O. 12958: DECL: 01/04/2015 TAGS: PREL, AL, JO, IZ, BAS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 000045 SIPDIS E.O. 12958: DECL: 01/04/2014 TAGS: EC 


Column 10 


UNCLAS VIENNA 000014 SIPDIS E.O. 12958: N/A TAGS: KSCA, ΤΒΙΟ, AU, WHO SUBJECT: POLIO ERADICA] 
UNCLAS SOFIA 000017 SIPDIS STATE FOR EUR/SCE CENAV, SBRANDON, EB/TPP/ABT/RSINGH, OES/ET( 
UNCLAS SECTION 01 OF 02 KINGSTON 000024 SIPDIS DEPARTMENT FOR WHA/CAR (BENT) NSC FOR S 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 000044 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS MANAMA 000023 SIPDIS E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, BA SUBJECT: USG CALL FOF 
UNCLAS ATHENS 000046 SIPDIS DEPARTMENT FOR TASK FORCE TFX001 ALSO FOR EUR/SE, SA, EAP, 2 


totaling approximately 300 


UNCLAS VILNIUS 000008 SIPDIS STATE FOR EUR/NB E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, LH, HT4: 
UNCLAS COLOMBO 000031 SIPDIS SENSITIVE STATE FOR SA/INS AND CA/OCS STATE ALSO PASS USAI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 QUITO 000020 SIPDIS E.O. 12958: DECL: 01/02/2015 TAGS: PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 04 МАМАМА 000024 SIPDIS EMBASSY RIYADH PASS DHAHRAN E. 


Column 10 


UNCLAS ANKARA 000046 SIPDIS STATE FOR EB/TPP/ABT/BTT RSINGH STATE FOR OES/ETC HLEE USDA 
UNCLAS SECTION 01 OF 02 KINGSTON 000026 SIPDIS DEPARTMENT FOR WHA/CAR (BENT) NSC FOR S 


Column 10 


CONFIDENTIALAMMAN 000075 SIPDIS E.O. 12958: DECL: 01/04/2015 TAGS: PREL, PGOV, IZ, JO SU 


UNCLAS BOGOTA 000037 SIPDIS DEPARTMENT FOR JAMES ENNIS, EB/CIP/MA E.O. 12958: N/A TAGS: AC 
UNCLAS LAGOS 000003 SIPDIS SENSITIVE BUT UNCLASSIFIED - HANDLE ACCORDINGLY STATE FOR AF 
UNCLAS SECTION 01 OF 02 TELAVIV 000051 SIPDIS SENSITIVE NEA FOR BURNS/SATTERFIELD/DIBBLE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DUBLIN 000004 SIPDIS DEPARTMENT FOR TASK FORCE TFX00 


Column 10 


UNCLAS SECTION 01 OF 03 RIO DE JANEIRO 000019 SIPDIS BUENOS AIRES FOR M.HAARSAGAR STATE 


Column 10 


SECRET SECTION ΟἹ OF 02 BOGOTA 000041 SIPDIS E.O. 12958: DECL: 09/01/2014 TAGS: PREL, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 07 TEGUCIGALPA 000023 SIPDIS SENSITIVE STATE FOR WHA/CEN AND H:JHA! 


Column 10 


CONFIDENTIAL BAGHDAD 000045 E.O. 12958: DECL: 01/03/2015 TAGS: PTER, PINS, PREL, PGOV, F 


Column 10 


UNCLAS SECTION 01 OF 02 TEGUCIGALPA 000026 SIPDIS STATE FOR S/CT, L, IO, EB, INL, AND NP STATE 


Column 10 


UNCLAS DAR ES SALAAM 000013 SIPDIS FOR PM/DTCC - BLUE LANTERN COORDINATOR AND AF/E E.O 
UNCLAS SECTION 01 OF 02 WELLINGTON 000005 SIPDIS STATE FOR H - STEVE MARCHESE AND EAP/AI 


Column 10 


CONFIDENTIALANKARA 000047 SIPDIS E.O. 12958: DECL: 01/03/2015 TAGS: EPET, ETRD, IZ, PREL, 
UNCLAS LAGOS 000004 SIPDIS SENSITIVE STATE FOR AF/W STATE FOR EB/ESC/IEC/ENR/BLEVINE STA 
UNCLAS WARSAW 000026 SIPDIS Sensitive STATE FOR EUR/NCE TARA ERATH AND MICHAEL SESSUMS 
UNCLAS ADANA 000005 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA, Press Sumn 


Column 10 


CONFIDENTIALSECTION 01 OF 02 RANGOON 000020 SIPDIS STATE FOR EAP/BCLTV, DRL COMME 


Column 10 


UNCLAS TAIPEI 000030 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS SECTION 01 OF 02 RANGOON 000021 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, DRL COMME! 


Column 10 


UNCLAS KUWAIT 000065 SIPDIS Ε.Ο. 12958: N/A TAGS: EAGR, ETRD, BEXP, ECON, PREL, Agriculture SUB. 
UNCLAS MUSCAT 000025 SIPDIS Ε.Ο. 12958: N/A TAGS: AEMR, EAID, PGOV, PREL, CE, MU, International R. 
UNCLAS RANGOON 000022 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER I 


Column 10 


CONFIDENTIALROME 000029 SIPDIS Ε.Ο. 12958: БЕСІ: 01/04/2015 TAGS: PREL, PROP, PHUM, ΙΖ, 
SECRET SECTION 01 OF 02 MUSCAT 000026 SIPDIS NOFORN DEPT. FOR DS/IP/NEA, DS/DSS/ITA, DS, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MUSCAT 000027 SIPDIS STATE FOR NEA/RA, NEA/ARPI, AND EE 


Column 10 


UNCLAS MUSCAT 000028 SIPDIS STATE FOR NEA/ARPI (TROBERTS), NEA/PPD (CWHITTLESEY), NEA/P ( 


Column 10 


CONFIDENTIALAMMAN 000087 SIPDIS E.O. 12958: DECL: 01/05/2010 TAGS: PREL, IZ, JO SUBJECT: 


Column 10 


UNCLAS MANAMA 000027 SIPDIS E.O. 12958: N/A TAGS: KNNP, PARM, PREL, BA, MEPN SUBJECT: BAHRA 


CONFIDENTIALMANAMA 000028 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: PTER, EFIN, BA, LE Sl 
UNCLAS SECTION 01 OF 02 PARIS 000068 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 
UNCLAS DJIBOUTI 000020 SIPDIS FOR ANGEL UYTINGCO/SHERRY CONNOLLY E.O. 12958: N/A TAGS: AF 
UNCLAS SECTION 01 OF 02 ABU DHABI 000095 SIPDIS STATE FOR NEA/ARPI; NEA/PPD; NEA/RA; INR/R/N 


Column 10 


UNCLAS SECTION 01 OF 07 TEL AVIV 000059 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIAL COLOMBO 000035 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: MARR, PREL, CE, IN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MUSCAT 000033 SIPDIS NOFORN STATE FOR AC/CB (JHANLINI 


Column 10 


UNCLAS SECTION 01 OF 02 ABU DHABI 000097 SIPDIS NEA/PPD; NEA/ARP; NEA/EX:CKEITH; ECA/P:PIVE 


Column 10 


UNCLAS KUWAIT 000073 SIPDIS E.O. 12958: N/A TAGS: ECON, EAID, KU SUBJECT: GOK INCREASES AID 


Column 10 


UNCLAS SECTION 01 OF 04 BRASILIA 000040 SIPDIS SENSITIVE NSC FOR RENIGAR, DEMPSEY TREASL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000103 SIPDIS USDA/FAS/FAA/CALEXANDER/MCON 


Column 10 


SECRET ROME 000036 SIPDIS E.O. 12958: DECL: 01/04/2015 TAGS: PARM, PREL, KPAO, IT, GLOBAL С 


Column 10 


UNCLAS MADRID 000032 SIPDIS DOE FOR PI-21 M.KAY THOMPSON (PH:202)586-7997 E.O. 12958: N/A TA 
UNCLAS SECTION 01 OF 03 BRASILIA 000043 SIPDIS SENSITIVE TREASURY FOR OASIA - FPARODI E.O. 


Column 10 
UNCLAS MADRID 000033 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 000076 SIPDIS STATE FOR NEA/ARPI EB/IFD/OIA ABRY, 


Column 10 


CONFIDENTIALMANAMA 000033 SIPDIS E.O. 12958: DECL: 01/05/2010 TAGS: PARM, PREL, BA SUB. 
CONFIDENTIALSECTION 01 OF 08 DUBAI 000057 SIPDIS STATE FOR NEA/ARP, NEA/RA, EB STATE 


Column 10 


CONFIDENTIAL VATICAN 000037 SIPDIS DEPT FOR EUR/WE LEVIN; DRL/IRF HANFORD, RIGGS E 


Column 10 


CONFIDENTIALTELAVIV 000070 SIPDIS Е.О. 12958: DECL: 01/05/2015 TAGS: PGOV, IS, GOI INTERN 


Column 10 


UNCLAS MANAMA 000037 SIPDIS STATE FOR NEA/ARPI, NEA/PI, EUR/ERA ABU DHABI FOR WECHSEL E. 
UNCLAS SECTION 01 OF 04 ANKARA 000057 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 VILNIUS 000013 SIPDIS STATE FOR EUR/NB AND EUR/RPM E.O 
UNCLAS MUSCAT 000034 SIPDIS SENSITIVE STATE FOR NP/MNA (MGOODMAN, SHART); NP/PPC (JSMIT 
CONFIDENTIALSECTION 01 OF 02 CARACAS 000020 SIPDIS NSC FOR CBARTON USCINCSO ALSC 


Column 10 


SECRETTELAVIV 000071 SIPDIS FOR USTR SAUMS AND NOVELLI E.O. 12958: DECL: 01/04/2015 TAG: 


UNCLAS KINSHASA 000023 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, CG SUBJECT: GDRC RESHL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000038 SIPDIS STATE FOR NEA/ARPI BERNS STATE P 


Column 10 


UNCLAS PRETORIA 000056 SIPDIS DEPT FOR AF/S TCRAIG AND KGAITHER E.O. 12958: N/A TAGS: AEMF 
UNCLAS VIENNA 000028 SIPDIS DEPT FOR CA/OCS/CI & MBERNIER-TOTH AND GDEBOER E.O. 12958: N 


Column 10 


CONFIDENTIALMUSCAT 000035 SIPDIS STATE FOR S/CT, IO, NEA/ARPI LONDON FOR GOLDRICH 


UNCLAS SECTION 01 OF 03 ATHENS 000058 SIPDIS DOE HQ FOR GEORGE VERRY, WINSTON WONSAN( 


ed to go from the airport directly to the office/meetings if they have not paid for a room the night before. The Emba 


1 Greece must be in possession of a valid U.S. driversV license as well as a valid International Drivers License and 


Column 10 


1g with them proof of current medical insurance coverage and medevac coverage if obtained. 


should assume they are potential targets. 
which are often used as launch sites for large demonstrations; and Mavili Square 


trolleys 


deaths. 


UNCLAS MAPUTO 000023 SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR (TWATKINS) AF. 
CONFIDENTIALSOFIA 000027 SIPDIS STATE FOR PM, EUR/PRA AND EUR/SCE E.O. 12958: DECL: | 


UNCLAS SECTION ΟἹ OF 02 TEL AVIV 000073 SIPDIS SENSITIVE NEA FOR BURNS/SATTERFIELD/DIBBLE 


Column 10 


CONFIDENTIALAMMAN 000103 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: PREL, KPAL, IS, JO SUE 


CONFIDENTIALTELAVIV 000075 SIPDIS E.O. 12958: DECL: 01/05/2010 TAGS: PREL, PGOV, KWBG, | 


Column 10 


UNCLAS PARIS 000072 SIPDIS STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR E.O. 12958: N/AT 
CONFIDENTIALSECTION 01 OF 02 ANKARA 000063 SIPDIS E.O. 12958: DECL: 01/03/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 04 TELAVIV 000076 SIPDIS E.O. 12958: DECL: 01/04/2010 TAGS: KV 


Column 10 


CONFIDENTIALSECTION 01 OF 03 ANKARA 000064 SIPDIS E.O. 12958: DECL: 01/03/2030 TAGS: PR 


Column 10 


SECRET SECTION ΟἹ OF 04 ANKARA 000068 SIPDIS STATE FOR NEA, S/CT AND EUR/SE DOUG SILLIM 


Column 10 


SECRET USNATO 000003 STATE FOR EUR/PRA, EUR/RPM, NP/PPC, AC/DS OSD/ISP FOR SCHLESS, F 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 000077 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: PREL 
CONFIDENTIALPARIS 000081 SIPDIS STATE FOR EUR, EAP, SA, AND EB STATE ALSO FOR S/ES-O 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINGSTON 000041 SIPDIS STATE FOR WHA/CAR (BENT) AND IN 


Column 10 


UNCLAS SECTION 01 OF 03 LIMA 000068 SIPDIS DEPT FOR WHA/AND, WHA/EPSC, EB/TPP/ABT TREASU 
UNCLAS SECTION 01 OF 04 BOGOTA 000118 SIPDIS SENSITIVE STATE FOR S/CT, TTIC E.O. 12958: N/A ` 


Column 10 


UNCLAS WELLINGTON 000007 SIPDIS E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, NZ SUBJECT: NEW ZEA 


UNCLAS WARSAW 000058 SIPDIS Sensitive STATE FOR EUR/NCE TARA ERATH AND MICHAEL SESSUM! 


Column 10 


CONFIDENTIALPRAGUE 000026 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: PREL, PGOV, KPAL, IZ 


Column 10 


UNCLAS SECTION 01 OF 05 COLOMBO 000038 SIPDIS SENSITIVE STATE FOR SA/INS AND CA/OCS STAT 


Column 10 


UNCLAS SECTION 01 OF 02 MAPUTO 000025 SIPDIS STATE FOR AF/S, AF/EPS, EB/IFD/OIA MCC FOR BRIC 


CONFIDENTIAL DHAKA 000086 SIPDIS E.O. 12958: БЕСІ: 01/05/2015 TAGS: PGOV, PHUM, PREF, BG 


Column 10 


UNCLAS SECTION 01 OF 04 COLOMBO 000039 SIPDIS USEU BRUSSELS FOR USEC HQS USPACOM HON 
UNCLAS TAIPEI 000039 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 000119 SIPDIS ZFR ZFR - DISREGARD AMMAN 000119 ^ 


Column 10 


UNCLAS SECTION 01 OF 03 HO CHI MINH CITY 000011 SIPDIS SENSITIVE DEPARTMENT PLEASE PASS * 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 000084 SIPDIS DEPT FOR EAP/PMBS, INR/EAP, INR/B N 


Column 10 


UNCLAS HANOI 000042 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, VM, ARF, ASEAN SUBJECT: VIET 


Column 10 


UNCLAS SECTION 01 OF 02 RIO DE JANEIRO 000030 SIPDIS DEPT FOR CA/FPP DPET PLEASE PASSD TC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 000085 SIPDIS E.O. 12958: DECL: 01/05/2014 TAGS: EC 


Column 10 


UNCLAS SECTION 01 OF 02 PRAGUE 000028 SIPDIS FOR OIG/ISP, EUR/NCE, and EUR/EX E.O. 12958: N// 


Column 10 


UNCLAS SECTION 01 OF 02 SAO PAULO 000021 SIPDIS SENSITIVE NSC FOR MIKE DEMPSEY DEPARTN 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000043 SIPDIS DEPT FOR EAP/TC, EAP/CM DEPT PLEAS 


Column 10 


SECRET SECTION ΟἹ OF 02 SANAA 000036 SIPDIS E.O. 12958: DECL: 01/04/2015 TAGS: PREL, PTER, N 


Column 10 


UNCLAS RANGOON 000031 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, CA TASK FORCE, OPS CENTER I 


Column 10 


UNCLAS RANGOON 000032 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, TSUNAMI TASK FORCE, S FOR F 
CONFIDENTIALSECTION 01 OF 02 ABUJA 000014 SIPDIS E.O. 12958: DECL: 12/06/2014 TAGS: PGO' 


Column 10 


UNCLAS DHAKA 000095 SIPDIS SENSITIVE FOR S/ES-O AND NEA/SA/EX E.O. 12958: N/A TAGS: PGOV, PI 
UNCLAS SECTION 01 OF 02 PARIS 000086 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 000087 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIAL PARIS 000089 SIPDIS STATE FOR NP; UNVIE FOR ΙΑΕΑ E.O. 12958: DECL: 01/05/20: 
UNCLAS CARACAS 000036 SIPDIS S/CT, IO, NSC FOR CBARTON E.O. 12958: N/A TAGS: PTER, ASEC, PRE 
UNCLAS NDJAMENA 000020 SIPDIS USAID/W FOR RMT AND DCHA/OFDA STATE FOR AF/C, AF/EPS AND 


CONFIDENTIALSECTION 01 OF 03 ANKARA 000078 SIPDIS E.O. 12958: DECL: 01/03/2015 TAGS: PR 


Column 10 


UNCLAS DJIBOUTI 000023 SIPDIS COMUSNAVCENT BAHRAIN PRIORITY USCENTCOM MACDILL AFB FL// 


Column 10 


CONFIDENTIALSECTION 01 OF 02 SANAA 000037 SIPDIS E.O. 12958: DECL: 01/03/2115 TAGS: PGO 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000139 SIPDIS USDA/FAS/FAA/CALEXANDER/MCON 


Column 10 


SECRET ANKARA 000082 Е.О. 12958: DECL: 01/05/2025 TAGS: MOPS, PTER, PREL, PREF, IZ, TU, EUN, 


Column 10 


UNCLAS SECTION 01 OF 02 HARARE 000014 SIPDIS CORRECTED COPY-CAPTION ADDED STAT 
UNCLAS SECTION 01 OF 07 BRASILIA 000061 SIPDIS DEPT FOR INL, WHA/BSC DEPT PLEASE PASS TO A 


Column 10 


CONFIDENTIALAMMAN 000150 SIPDIS E.O. 12958: DECL: 01/06/2015 TAGS: PGOV, PTER, IZ, JO SU 


Column 10 


UNCLAS SECTION 01 OF 04 ANKARA 000088 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000140 SIPDIS E.O. 12958: DECL: N/A TAGS: AS, CA, 
UNCLAS KINSHASA 000029 SIPDIS PARIS FOR AFRICA WATCHER FROM BRAZZAVILLE EMBASSY OFFIC 
UNCLAS LAGOS 000019 SIPDIS STATE FOR AF/W STATE FOR EB/ESC/IEC/ENR/BLEVINE STATE FOR DS/I 


UNCLAS BRASILIA 000064 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PTER, ASEC, PREL, BR, Domestic Se 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 000102 SIPDIS E.O. 12958: DECL: 01/06/2015 TAGS: PC 


SECRETAMMAN 000162 SIPDIS NOFORN E.O. 12958: DECL: 01/06/2015 TAGS: PTER, ASEC, JO SUBJE 


Column 10 


CONFIDENTIAL BUCHAREST 00031 SIPDIS Lasers: ACTION: POL INFO: FCS FBI НІА МӘТ! 


Column 10 


UNCLAS KINSHASA 000031 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, PREL, CG SUBJECT: KABILA 


Column 10 


UNCLAS PRETORIA 000075 SIPDIS NSC FOR DR. COURVILLE STATE FOR OGAC/TOBIAS, AF/NEWMAN S 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 000094 SIPDIS STATE FOR EUR/SE, EB/IFD, AND EB/CIP TREASURY 


Column 10 


UNCLAS SECTION 01 OF 02 TEL AVIV 000103 SIPDIS SENSITIVE NEA FOR BURNS/SATTERFIELD/DIBBLE 


Column 10 


CONFIDENTIALSECTION 01 OF 05 ANKARA 000097 SIPDIS FOR GENERAL ABIZAID FROM AMBASS 


Column 10 


UNCLAS LILONGWE 000015 SIPDIS SENSITIVE STATE FOR AF/S E.O. 12958: N/A TAGS: PREL, PGOV, KD 
UNCLAS ANKARA 000098 SIPDIS E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, TU SUBJECT: TURKEY URGE 
UNCLAS SECTION 01 OF 02 CARACAS 000041 SIPDIS SENSITIVE S/ES-O, WHA, NSC FOR CBARTON E. 


Column 10 


UNCLAS CARACAS 000042 SIPDIS NP/MNA FOR MARK GOODMAN AND SHIRLEY HART NP/PPC JULIET S 
CONFIDENTIALPARIS 000103 SIPDIS STATE FOR T, NP AND EUR/WE E.O. 12958: DECL: 01/06/2015 
SECRET SECTION 01 OF 02 PARIS 000104 SIPDIS STATE FOR S/WCI -- AMB PROSPER E.O. 12958: DE 


CONFIDENTIALSECTION 01 OF 02 PARIS 000107 SIPDIS E.O. 12958: DECL: 01/06/2014 TAGS: PREL 


Column 10 
CONFIDENTIALQUITO 000042 SIPDIS E.O. 12958: DECL: 01/05/2014 TAGS: PREL, PGOV, EC SUBJE! 
CONFIDENTIAL SECTION 01 OF 03 BOGOTA 000162 SIPDIS Ε.Ο. 12958: БЕСІ: 01/06/2015 TAGS: PT 


Column 10 


UNCLAS BOGOTA 000164 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EPET, ECON, EINV, CO SUBJECT: CH 
CONFIDENTIALSECTION 01 OF 02 BOGOTA 000174 SIPDIS E.O. 12958: DECL: 01/05/2015 TAGS: PC 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000045 SIPDIS DEPT FOR EAP/TC DEPT PASS AIT/W FR( 


Column 10 
UNCLAS SECTION 01 OF 02 TAIPEI 000051 SIPDIS STATE PLEASE PASS AIT/W AND USTR STATE FOR EZ 
UNCLAS SECTION 01 OF 02 WELLINGTON 000010 SIPDIS SENSITIVE STATE FOR EB/ESC/IEC AND EAP// 


Column 10 


UNCLAS SECTION 01 OF 04 BUCHAREST 000032 SIPDIS DEPT FOR INL DEPT FOR EUR/NCE - WSILKWO 


Column 10 


UNCLAS GABORONE 000021 SIPDIS AF/S FOR DIFFILY E.O. 12958: N/A TAGS: PGOV, ECON, PHUM, SO( 


Column 10 


UNCLAS SECTION 01 OF 03 PRETORIA 000084 SIPDIS DEPT FOR AF/S/JDIFFILY; AF/EPS; EB/IFD/OMA US 


Column 10 


UNCLAS TAIPEI 000054 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS VILNIUS 000018 SIPDIS STATE FOR EUR/NB E.O. 12958: N/A TAGS: AEMR, EAID, PGOV, LH, HT4( 
UNCLAS SECTION 01 OF 07 TAIPEI 000058 SIPDIS STATE FOR EAP/RSP/TC AND OES/IHA STATE PASS TC 


Column 10 


CONFIDENTIALLJUBLJANA 000011 SIPDIS DEPT FOR EUR/RPM AND EUR/NCE E.O. 12958: DECL: 


Column 10 


UNCLAS HANOI 000055 SIPDIS UNCLASSIFIED SIPDIS FOR DEPUTY ASSISTANT SECRETARY HUHTUL/ 


Column 10 


UNCLAS SECTION 01 OF 02 АПАМА 000008 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 000104 SIPDIS SENSITIVE TEL AVIV PLEASE PASS TO CODEL KYL 


Column 10 


UNCLAS HO CHI MINH CITY 000015 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PHUM, SOCI, PREL, PGOV, 


Column 10 


CONFIDENTIAL NDJAMENA 000022 SIPDIS LONDON AND PARIS FOR AFRICAWATCHERS, GENEV/ 


Column 10 


CONFIDENTIALSECTION 01 OF 04 TAIPEI 000061 SIPDIS STATE FOR EAP/RSP/TC STATE PLEASE I 


Column 10 


UNCLAS BRASILIA 000072 SIPDIS USDOC FOR 4332/ITA/MAC/WH/OLAC/JANDERSEN/ADRISCOLL/MWAR 
UNCLAS LJUBLJANA 000015 SIPDIS E.O. 12958: N/A TAGS: MARR, SI SUBJECT: SLOVENIA SIGNIFICANT 


Column 10 


UNCLAS ZAGREB 000036 SIPDIS PLEASE PASS ESTH OFFICER DEPARTMENT FOR S/GAC AND EUR/PGI 
CONFIDENTIALSECTION 01 OF 03 BERLIN 000048 SIPDIS FROM AMBASSADOR COATS DEPT FOR 


Column 10 


UNCLAS BRATISLAVA 000015 SIPDIS DEPT FOR NP/ECC - PVANSON, ACHURCH, JOHN COFFEY DEPT F( 
CONFIDENTIALSECTION 01 OF 02 MAPUTO 000051 SIPDIS FOR AF/S DEPT PASS TO МСС WASHIN 


Column 10 


UNCLAS SECTION ΟἹ OF 02 PARIS 000114 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/Vi 


Column 10 


UNCLAS SECTION ΟἹ OF 02 PARIS 000116 SIPDIS STATE FOR EB/CIP USDOC FOR NTIAAND ITA FCC FOI 


Column 10 


UNCLAS SECTION ΟἹ OF 07 TEL AVIV 000119 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 CARACAS 000053 SIPDIS NSC FOR CBARTON HQSOUTHCOM A 


Column 10 


UNCLAS SECTION 01 ОҒ 02 АПАМА 000009 SIPDIS Ε.Ο. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, y 


Column 10 


UNCLAS DUBLIN 000011 SIPDIS E.O. 12958: N/A TAGS: PROP, PREL, PHUM SUBJECT: IRISH RESPONSE T 
UNCLAS PRAGUE 000040 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KDEM, PREL, PHUM, EZ SUBJECT: C 


Column 10 


CONFIDENTIALBRUSSELS 000072 SIPDIS E.O. 12958: DECL: 01/07/2015 TAGS: PREL, EAID, AS, JA, 
UNCLAS YEREVAN 000019 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, DRL Е.О. 12958: N/A TAGS: РНОМ 


UNCLAS MADRID 000035 SIPDIS DEPARTMENT FOR OES/OMC (DEIRDRE WARNER-KRAMER) E.O. 1295: 


UNCLAS BUCHAREST 000034 SIPDIS SENSITIVE STATE DEPT FOR EUR/NCE - WILLIAM SILKWORTH DE 


Column 10 


SECRET VIENNA 000037 SIPDIS STATE FOR NP/ECNP - PARSON AND EUR/AGS - VIKMANIS-KELLER E 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 000106 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


UNCLAS SECTION 01 OF 02 VIENNA 000039 SIPDIS SENSITIVE STATE FOR EUR/AGS - VIKMANIS-KELLEI 


Column 10 


UNCLAS BRASILIA 000075 SIPDIS E.O. 12958: N/A TAGS: EAID, AEMR, PGOV, BR, External Relations SUBJE 
UNCLAS SECTION ΟἹ OF 02 TEL AVIV 000131 SIPDIS SENSITIVE NEA FOR BURNS/SATTERFIELD/DIBBLE 


Column 10 


UNCLAS SECTION 01 OF 04 FRANKFURT 000174 SIPDIS SENSITIVE STATE FOR EUR PDAS, EB, EUR/AG 


Column 10 


UNCLAS SECTION 01 OF 03 VIENNA 000045 SIPDIS PASS TREASURY FOR OASIA/ICB/VIMAL ATUKORALA 


Column 10 


UNCLAS SECTION 01 OF 02 ANKARA 000110 SIPDIS TREASURY FOR INTERNATIONAL AFFAIRS - RADKIN 


CONFIDENTIAL ΒΕΗΙΙΝ 000065 SIPDIS E.O. 12958: DECL: 01/07/2015 TAGS: MARR, PREL, AF, GM, N 


Column 10 


UNCLAS KINGSTON 000063 SIPDIS DEPARTMENT FOR WHA/CAR (BENT) AND G/TIP (PUCCETTI) E.O. 12 
UNCLAS PARIS 000133 SIPDIS STATE FOR PM/ISO AND PM/PMAT E.O. 12958: N/A TAGS: MOPS, MARR, F 
UNCLAS SECTION 01 OF 02 PARIS 000137 SIPDIS PASS FEDERAL RESERVE PASS CEA STATE FOR E, EE 


UNCLAS TEGUCIGALPA 000045 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


UNCLAS SECTION 01 OF 03 TEGUCIGALPA 000047 SIPDIS DEA HQS PLS PASS TO SARI; OEM/MCABE, BC 
UNCLAS TEGUCIGALPA 000048 SIPDIS FOR WHA/PD (OHILTON); IIP/G/WHA; CA, PRM AND EB INFO ТІР/Т/ 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 000054 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PGOV, KDEM, EC SI 


Column 10 


CONFIDENTIALSECTION 01 OF 03 GUATEMALA 000047 SIPDIS E.O. 12958: DECL: 01/04/2015 TAGS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 BOGOTA 000221 SIPDIS STATE PLS PASS USTR E.O. 12958: DE 


Column 10 


CONFIDENTIALSECTION 01 OF 03 BOGOTA 000224 SIPDIS STATE PLEASE PASS TO USTR: KENNE 


Column 10 


UNCLAS QUITO 000057 SIPDIS DEPT PASS TO USTR CHARLIE HOOKER AND BENNETT HARMAN E.O. 12 
UNCLAS MANAMA 000040 SIPDIS STATE FOR NEA/ARPI, NEA/PI, EUR/ERA ABU DHABI FOR WECHSEL E. 
UNCLAS SECTION 01 OF 05 COLOMBO 000051 SIPDIS AIDAC STATE ALSO PASS TO USAID STATE FOR T 
UNCLAS KUWAIT 000107 SIPDIS FOR NEA/ARPI, S/CT, AND IO E.O. 12958: N/A TAGS: PTER, PREL, PGOV. 
S E C R ET MUSCAT 000040 SIPDIS NOFORN DEPT. FOR DS/IP/NEA, DS/DSS/ITA, DS/DSS/CC, DS/OSAC, 


Column 10 


and ECA 


CONFIDENTIALABU DHABI 000132 SIPDIS E.O. 12958: DECL: 01/07/2009 TAGS: PGOV, PREL, IZ, TC 
CONFIDENTIALSECTION 01 OF 02 DUBAI 000092 SIPDIS E.O. 12958: DECL: 1/8/2015 TAGS: PGOV, 


Column 10 


UNCLAS KUWAIT 000109 SIPDIS S/ES-O FOR TFX001 AND NEA/ARPI E.O. 12958: N/A TAGS: PGOV, EAID, 


SECRETKUWAIT 000110 SIPDIS E.O. 12958: DECL: 01/07/2015 TAGS: PREL, PGOV, IZ, KU SUBJECT: DI 


CONFIDENTIALKUWAIT 000111 SIPDIS E.O. 12958: DECL: 01/07/2015 TAGS: PREL, EAID, KPAL, EPE 


CONFIDENTIALKUWAIT 000112 SIPDIS STATE FOR PM A/S BLOOMFIELD AND NEA/ARPI SECDEF F 


Column 10 


UNCLAS DUBAI 000094 SIPDIS DEPT FOR OBO/PE/SM; DS/PSD/CAT, DS/PSD/PCB (D. REDABUGH); OBO/t 


Column 10 


UNCLAS BRATISLAVA 000032 SIPDIS SENSITIVE WHITE HOUSE FOR MARY HAINES STATE FOR EUR/FC 
UNCLAS SECTION 01 OF 08 KUWAIT 000113 SIPDIS STATE FOR EB/IFD/OIA STATE PLEASE PASS TO UST 


Column 10 


CONFIDENTIALSECTION 01 OF 08 KUWAIT 000114 SIPDIS DEPT FOR HAND NEA/ARPI E.O. 12958 


Column 10 


UNCLAS DHAKA 000102 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: SNAR, PGOV, BG, Narcotics SUBJECT: | 


CONFIDENTIAL TRIPOLI 000004. STATE PASS TO COMMERCE FOR DAVID ROTH USTR FOR DOUG 


Column 10 


UNCLAS SECTION ΟἹ OF 04 DJIBOUTI 000031 SIPDIS State for ΑΕ, AF/E, USAID. PARIS/LONDON for AFRIC, 


Column 10 


UNCLAS SECTION 01 OF 02 DJIBOUTI 000032 SIPDIS London/Paris pass to Africa Watcher, ARS; CJTF-HOA 


Column 10 


UNCLAS KUWAIT 000115 SIPDIS STATE FOR NEA/ARPI, S/CT E.O. 12958: N/A TAGS: PTER, PREL, PGOV, 


Column 10 


UNCLAS SECTION 01 OF 02 DJIBOUTI 000034 SIPDIS PARIS/LONDON FOR AFRICA WATCHER SENSITIVE 


Column 10 


CONFIDENTIALAMMAN 000185 SIPDIS E.O. 12958: DECL: 01/09/2010 TAGS: PREL, PGOV, JO, IZ SU 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 000056 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, EFIN, КМРІ, 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 000187 SIPDIS E.O. 12958: DECL: 01/09/2014 TAGS: PGC 


Column 10 


UNCLAS SECTION 01 OF 03 DUBAI 000126 SIPDIS E.O. 12958: N/A TAGS: ECON, EINV, PGOV, EFIN, TC SU 


Column 10 


UNCLAS CALCUTTA 000007 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PTER, PHUM, IN, Human Rights SUI 


Column 10 


UNCLAS SECTION 01 OF 02 MANILA 000106 SIPDIS SENSITIVE DEPT FOR EAP, EAP/PMBS, DRL, DRL/CF 


Column 10 


UNCLAS SECTION 01 OF 02 SANAA 000058 SIPDIS PASS TO STATE/OES/ETC ANA CHRISTINA VILLEGAS. 
UNCLAS BRATISLAVA 000017 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, ECON, PHUM, LO, IZ SUB. 


Column 10 


UNCLAS KUWAIT 000128 SIPDIS E.O. 12958: N/A TAGS: EAID, AEMR, PGOV, PREL, KU SUBJECT: TENFOLI 


Column 10 


UNCLAS NDJAMENA 000028 SIPDIS LONDON AND PARIS FOR AFRICAWATCHERS, GENEVA FOR RMA, 4 
UNCLAS TAIPEI 000068 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TAIPEI 000071 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01/ 
UNCLAS SECTION 01 OF 05 COLOMBO 000065 SIPDIS AIDAC STATE ALSO PASS TO USAID STATE FOR T 
UNCLAS TAIPEI 000072 SIPDIS STATE FOR EAP/RSP/TC PLEASE PASS TO AIT/W E.O. 12958: N/A TAGS: T 
UNCLAS HANOI 000072 SIPDIS SENSITIVE STATE PASS USTR EBRYAN E.O. 12958: N/A TAGS: ETRD, PF 


Column 10 


UNCLAS LILONGWE 000016 SIPDIS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET DISTRIBUTION 
UNCLAS ANKARA 000119 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, PHUM, IZ, TU SUBJECT: SUPPC 
UNCLAS SECTION 01 OF 03 LILONGWE 000017 SIPDIS SENSITIVE AF/S FOR GALANEK; INR/AA E.O. 129 


Column 10 


UNCLAS SECTION 01 OF 05 PRETORIA 000094 SIPDIS STATE PLEASE PASS USAID STATE PLEASE PASS 


Column 10 


UNCLAS MUSCAT 000056 SIPDIS DEPT FOR NEA/ARPI (TROBERTS), NEA/PPD (CWHITTLESEY) DEPT AL: 


Column 10 


UNCLAS SECTION 01 OF 08 TEL AVIV 000146 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS DHAKA 000130 SIPDIS E.O. 12958: N/A TAGS: ECON, ENRG, EINV, BG SUBJECT: GAS WELL EXPI 


UNCLAS KUWAIT 000142 SIPDIS E.O. 12958: N/A TAGS: KPAO, PHUM, KU, GPGOV SUBJECT: GOK SILENC 


UNCLAS SANAA 000072 SIPDIS E.O. 12958: N/A TAGS: PREL, PARM, KNNP, YM SUBJECT: TRACK TWO MIL 
UNCLAS SECTION 01 OF 02 ANKARA 000124 SIPDIS DEPT FOR NP/ECC- PVANSON, ACHURCH, TGROEN 


Column 10 
UNCLAS SECTION 01 OF 02 ABU DHABI 000158 SIPDIS STATE FOR NEA/ARPI; NEA/PPD; NEA/RA; INR/R/N 


Column 10 


UNCLAS ABU DHABI 000159 SIPDIS DEPT FOR PM/ISO S. STEVENS AND NEA/ARPI; NWC FOR COL. R. QI 


CONFIDENTIALSECTION 01 OF 08 SANAA 000073 SIPDIS E.O. 12958: DECL: 01/08/2010 TAGS: ECO 


Column 10 


UNCLAS ABU DHABI 000160 SIPDIS SENSITIVE STATE FOR NEA/ARP, NEA/RA, EB/OMA STATE PASS UST 


Column 10 


CONFIDENTIALSECTION 01 OF 02 DAR ES SALAAM 000042 SIPDIS DEPT FOR AF/E, AF/RSA, AND I 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000067 SIPDIS STATE FOR SA/INS AND CA/OCS STA 
UNCLAS SECTION 01 OF 03 PARIS 000152 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS SECTION 01 OF 02 LAGOS 000030 SIPDIS PASS TO USTR SENSITIVE BUT UNCLASSIFIED E.O. 


CONFIDENTIALAMMAN 000216 SIPDIS E.O. 12958: DECL: 01/10/2010 TAGS: PREL, PGOV, EAID, JO, 


UNCLAS SECTION 01 OF 02 AMMAN 000217 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS BRASILIA 000089 SIPDIS STATE FOR OES/STC/MBRADECAMP STATE FOR WHA/BSC/LKUSNITZ 


Column 10 


CONFIDENTIALSECTION 01 OF 08 MANAMA 000050 SIPDIS STATE PASS USTR FOR J BUNTIN CON 


Column 10 


UNCLAS ANKARA 000128 SIPDIS E.O. 12958: N/A TAGS: PARM, PREL, TU SUBJECT: PSI: TURKEY CONSID 
UNCLAS SECTION 01 OF 04 ANKARA 000129 SIPDIS DEPT FOR EB/TPP/ABT - EHEARTNEY AND EUR/SEC 
UNCLAS SECTION 01 OF 03 KIGALI 000027 SIPDIS DEPT FOR AF/C AND DRL/PHD:M.ORONA E.O.12958: 1 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000227 SIPDIS E.O. 12958: DECL: 01/09/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 TELAVIV 000163 SIPDIS E.O. 12958: DECL: 01/07/2015 TAGS: PR 


Column 10 


UNCLAS MADRID 000050 SIPDIS VISAS VIPER DEPT FOR CA/VO/L/C AND INR/IC/TIPOFF E.O. 12958: N/A 
UNCLAS SECTION 01 OF 02 ANKARA 000131 SIPDIS SENSITIVE USDOE FOR CHARLES WASHINGTON U: 
UNCLAS SECTION 01 OF 03 ANKARA 000132 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 
UNCLAS SECTION 01 OF 05 BRASILIA 000091 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR NSC FO 


Column 10 


UNCLAS MANAMA 000053 SIPDIS E.O. 12958: N/A TAGS: EAID, PREL, AEMR, BA SUBJECT: BAHRAIN: U.S. 
UNCLAS SECTION 01 OF 10 VILNIUS 000028 SIPDIS STATE FOR INL AND EUR/NB JUSTICE FOR OIA AND 


Column 10 


SECRET SECTION ΟἹ OF 02 SANAA 000076 SIPDIS E.O. 12958: DECL: 01/08/2015 TAGS: PREL, PTER, P 


Column 10 


UNCLAS VIENNA 000072 SIPDIS STATE FOR TF-1 AND EUR/AGS - VIKMANIS-KELLER E.O. 12958: N/A TAC 


CONFIDENTIALSECTION 01 OF 02 BUENOS AIRES 000068 SIPDIS STATE FOR H (JREDDY AND KG/ 
CONFIDENTIALTHE HAGUE 000048 SIPDIS E.O. 12958: DECL: 01/01/2015 TAGS: PREL, PHUM, NL, ¢ 


Column 10 


UNCLAS SECTION ΟἹ OF 03 TEL AVIV 000170 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, EFIN, IS, E 


Column 10 

UNCLAS VIENNA 000074 SIPDIS E.O. 12958: N/A TAGS: ETRD, AU, WTO SUBJECT: WTO SERVICES NEGO 
UNCLAS MADRID 000057 SIPDIS E.O. 12958: N/A TAGS: EAIR, OTRA, SP, Country Visits SUBJECT: SPAIN C( 
CONFIDENTIALSECTION 01 OF 02 PRAGUE 000044 SIPDIS E.O. 12958: DECL: 01/10/2015 TAGS: PR 


Column 10 


UNCLAS MADRID 000066 SIPDIS STATE FOR H/BUREAU OF LEGISLATIVE AFFAIRS/EMILY HUNT E.O. 129 
UNCLAS SECTION 01 OF 20 PARIS 000167 SIPDIS SENSITIVE STATE FOR EB/IFD TREASURY FOR DO/ID 


Column 10 


UNCLAS SECTION 01 OF 04 BRASILIA 000094 SIPDIS SENSITIVE STATE PLEASE PASS TO USTR NSC FO 


Column 10 


UNCLAS PRAGUE 000046 SIPDIS STATE FOR EUR/NCE AND EB/TPP/MTA/MST COMMERCE FOR 4232/ITA 
SECRET SECTION ΟἹ OF 02 PARIS 000174 SIPDIS NOFORN FOR NP/CBM, EUR/PRA, EUR/WE E.O. 12 
UNCLAS SECTION 01 OF 05 DUBAI 000128 SIPDIS E.O. 12958: N/A TAGS: IR, PREL SUBJECT: IRAN\'S EXP 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 000175 SIPDIS PASS FEDERAL RESERVE PASS CEA STATE FOR EB AI 


Column 10 


CONFIDENTIALPARIS 000176 SIPDIS DEPT FOR NP/FM - AMB GUHIN; DOE FOR OFFICE FISSILE M 


UNCLAS SECTION 01 OF 04 GUATEMALA 000056 SIPDIS SENSITIVE DEPT FOR DRL/IL, WHA/EPSC, WHZ 


Column 10 


CONFIDENTIAL QUITO 000060 SIPDIS E.O. 12958: DECL: 12/01/2014 TAGS: PGOV, PREL, EC SUBJE! 
CONFIDENTIAL QUITO 000061 SIPDIS E.O. 12958: DECL: 01/10/2014 TAGS: PGOV, PREL, EC SUBJE! 
CONFIDENTIALSECTION 01 OF 02 COLOMBO 000070 SIPDIS STATE FOR SA/INS AND CA/OCS STA 
UNCLAS WELLINGTON 000020 SIPDIS DEPT FOR EAP/ANP, DS/IP/EAP, DS/ICI/CR, DS/CR/PF, DS/IP/ITA E. 


UNCLAS SECTION 01 OF 10 RANGOON 000043 SIPDIS STATE FOR EAP/BCLTV, EB/IFD/OIA STATE PASS L 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 000129 SIPDIS DEPT FOR EAP/PMBS, INR/EAP, INR/B, E 


Column 10 


CONFIDENTIALSECTION 01 OF 02 AMMAN 000247 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PRE 


Column 10 


UNCLAS ADANA 000011 SIPDIS E.O. 12958: N/A TAGS: PREL, PINS, PGOV, PHUM, TU, ADANA, Press Sumn 


UNCLAS ANKARA 000147 SIPDIS FOR PM/DTCC - BLUE LANTERN COORDINATOR E.O. 12958: N/A TAGS: 
UNCLAS SECTION 01 OF 02 ISTANBUL 000038 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: TU, BO, MD, KCF 
UNCLAS DUBLIN 000019 SIPDIS DEPARTMENT FOR TASK FORCE TFX001 E.O. 12958: N/A TAGS: AEMR, I 


UNCLAS MUSCAT 000059 SIPDIS DEPT FOR NEA/ARPI(TROBERTS) E.O. 12958: N/A TAGS: EAID, PGOV, F 
UNCLAS TAIPEI 000088 SIPDIS DEPARTMENT FOR INR/R/MR, EAP/RSP/TC, EAP/PA, EAP/PD - ROBERT P/ 


Column 10 


UNCLAS TAIPEI 000094 SIPDIS STATE FOR EAP/RSP/TC E.O. 12958: N/A TAGS: SENV, TBIO, EAID, EAGR, 
UNCLAS MADRID 000067 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC E.O. 12958: N/A TAGS: TBIO, OT 
UNCLAS SECTION 01 OF 02 PARIS 000184 SIPDIS SENSITIVE BUT UNCLASSIFIED -- NOT FOR INTERNET 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000095 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01; 


Column 10 
CONFIDENTIALSECTION 01 OF 02 TAIPEI 000096 SIPDIS STATE PASS AITAW E.O. 12958: DECL: 01, 


Column 10 
UNCLAS MADRID 000068 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC E.O. 12958: N/A TAGS: TBIO, ОТ 


UNCLAS SOFIA 000072 SIPDIS SENSITIVE DEPARTMENT FOR S/ES-O AND EUR/SCE E.O. 12958: N/A TA 
CONFIDENTIALTELAVIV 000198 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PGOV, PREL, ECON, K 


Column 10 


UNCLAS SECTION ΟἹ OF 07 TEL AVIV 000199 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


UNCLAS SECTION 01 OF 05 PRETORIA 000113 SIPDIS STATE PLEASE PASS USAID STATE PLEASE PASS 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 000255 SIPDIS SENSITIVE BAGHDAD FOR FAS JAMES SMITH, ANIT/ 


Column 10 


UNCLAS SECTION 01 OF 07 COLOMBO 000082 SIPDIS STATE ALSO PASS TO USAID STATE FOR TSUNAM 
UNCLAS BRASILIA 000098 SIPDIS SENSITIVE STATE FOR OES/SAT AND WHA/BSC STATE PLEASE PASS 
UNCLAS SECTION 01 OF 02 PARIS 000196 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


CONFIDENTIALSOFIA000074 SIPDIS NSC FOR D.WILSON E.O. 12958: DECL: (##) TAGS: PGOV, BL 
UNCLAS BRASILIA 000099 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: PREL, ETRD, BR, Domestic Politics SL 
UNCLAS SECTION 01 OF 03 ATHENS 000114 SIPDIS DOE HQ FOR GEORGE VERRY, WINSTON WONSANC 


ed to go from the airport directly to the office/meetings if they have not paid for a room the night before. The Emba 


1 Greece must be in possession of a valid U.S. driversV license as well as a valid International Drivers License and 


19 with them proof of current medical insurance coverage and medevac coverage if obtained. 


Column 10 


should assume they are potential targets. 


which are often used as launch sites for large demonstrations; and Mavili Square 


trolleys 


deaths. 


UNCLAS SECTION 01 OF 03 ATHENS 000115 SIPDIS FOR EPA/IOA WAXMONSKY E.O. 12958: N/A TAGS: E 
ed to go from the airport directly to the office/meetings if they have not paid for a room the night before. The Emba 
1 Greece must be in possession of a valid U.S. driversV license as well as a valid International Drivers\' License and 


1g with them proof of current medical insurance coverage and medevac coverage if obtained. 


Column 10 


which are often used as launch sites for large demonstrations; and Mavili Square 


trolleys 


deaths. 


UNCLAS HARARE 000048 SIPDIS SENSITIVE FOR S/ES-O, AF/S E.O. 12958: N/A TAGS: PGOV, PREL, Zl, F 


Column 10 


UNCLAS SECTION 01 OF 02 MUMBAI 000124 SIPDIS E.O. 12958: N/A TAGS: PGOV, PREL, IN, GOI SUBJEC 


Column 10 


UNCLAS WARSAW 000206 SIPDIS SENSITIVE STATE FOR EUR/NCE TARA ERATH AND MICHAEL SESSU 
CONFIDENTIAL YEREVAN 000034 SIPDIS DEPARTMENT FOR EUR (DAS KENNEDY), EUR/CACEN, E 
CONFIDENTIALYEREVAN 000035 SIPDIS DEPT FOR EUR/CACEN, DRL E.O. 12958: DECL: 01/11/201 


UNCLAS BRASILIA 000100 SIPDIS STATE FOR WHA/BSC, EB/TPP/MTA/IPC SWILSON, AND CA/VO STATE I 


Column 10 


UNCLAS KINSHASA 000052 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ELAB, ECON, PHUM, PGOV, SOCI, 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 000185 SIPDIS STATE FOR NEA/ARPI, S/CT E.O. 12958 


Column 10 


CONFIDENTIALSECTION 01 OF 02 ACCRA 000049 SIPDIS E.O. 12958: DECL: 01/10/2014 TAGS: GH, | 
CONFIDENTIALSECTION 01 OF 02 BUCHAREST 000084 SIPDIS INFO EUROPEAN POLITICAL COLLI 
UNCLAS MADRID 000071 SIPDIS STATE PASS TO JAMES ENNIS EB/CIP/MA E.O. 12958: N/A TAGS: AORC, 
UNCLAS SECTION 01 OF 03 BRUSSELS 000114 SIPDIS SENSITIVE DEPARTMENT FOR EUR/ERA E.O. 12! 


Column 10 


UNCLAS SECTION 01 OF 03 ANKARA 000196 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


SECRET SECTION ΟἹ OF 02 МАМАМА 000058 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL, PGOV 


Column 10 


CONFIDENTIAL NDJAMENA 000044 SIPDIS DEPARTMENT FOR AF/C, LONDON AND PARIS FOR AF 
CONFIDENTIALSECTION 01 OF 02 PARIS 000203 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL 


Column 10 


UNCLAS VATICAN 000089 SIPDIS SENSITIVE DEPT FOR EUR/WE (LEVIN); WHA/CCA (SIBILLA) E.O. 129: 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 000206 SIPDIS FROM USMISSION UNESCO PARIS SENSITIVE E.O. 1: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 KINGSTON 000100 SIPDIS WHA/CAR (BENT), INL/LP (KBROWN) 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PARIS 000208 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000276 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: 


Column 10 


UNCLAS ANKARA 000197 SIPDIS TREASURY FOR INTERNATIONAL AFFAIRS - RADKINS AND MMILLS NSC 
UNCLAS DHAKA 000165 SIPDIS E.O. 12958: N/A TAGS: MARR, MASS, PHUM, PREL, BG SUBJECT: HUMAN 
UNCLAS SECTION 01 OF 02 LAGOS 000046 SIPDIS SENSITIVE STATE FOR AF/W STATE FOR INR/AA STA 


CONFIDENTIALSECTION 01 OF 02 ANKARA 000198 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: РС! 


Column 10 


CONFIDENTIALSECTION 01 OF 03 NEW DELHI 000282 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 000209 SIPDIS E.O. 12958: DECL: 01/10/2015 TAGS: PREL 


Column 10 


UNCLAS SECTION 01 OF 03 ATHENS 000122 SIPDIS FOR NP/NE ALLAN KRASS, EUR/PRA JOHN CONLON 


ed to go from the airport directly to the office/meetings if they have not paid for a room the night before. The Emba 


1 Greece must be in possession of a valid U.S. driversV license as well as a valid International Drivers License and 


Column 10 


1g with them proof of current medical insurance coverage and medevac coverage if obtained. 


should assume they are potential targets. 


which are often used as launch sites for large demonstrations; and Mavili Square 


trolleys 


deaths. 


UNCLAS PRAGUE 000062 SIPDIS PLEASE PASS EPA/OIA WAXMONSKY E.O. 12958: N/A TAGS: KSCA, SEN 
UNCLAS HANOI 000092 SIPDIS SENSITIVE DEPT PASS TO EAP/BCLTV; EAP/RSP; DRL Е.О. 12958: N/A T/ 


Column 10 


UNCLAS SECTION 01 OF 10 ABU DHABI 000224 SIPDIS STATE FOR EB/IFD/OIA STATE PLEASE PASS TOL 


Column 10 
CONFIDENTIALDUBLIN 000030 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL, PHUM, EUN SUB 
UNCLAS SECTION 01 OF 09 DOHA 000085 SIPDIS DEPARTMENT FOR NEA/ARP, EB/IEP, EB/CBA, EB/IFD/C 


Column 10 


UNCLAS SECTION 01 OF 02 AMMAN 000281 SIPDIS STATE FOR NEA/ARN, NEA/PA, NEA/AIA, INR/NESA, R 


Column 10 


UNCLAS MADRID 000091 SIPDIS STATE PLEASE PASS TO DHHS/NIH/FIC E.O. 12958: N/A TAGS: TBIO, ОТ 
UNCLAS KUWAIT 000208 SIPDIS E.O. 12958: N/A TAGS: EAID, AEMR, PGOV, PREL, KU SUBJECT: KUWAITI 


Column 10 


UNCLAS SECTION ΟἹ OF 07 ΤΕΙ AVIV 000222 SIPDIS STATE FOR ΝΕΑ, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALSECTION 01 OF 08 NEW DELHI 000300 SIPDIS SENSITIVE STATE PASS EPA, EXIM, 


Column 10 


CONFIDENTIALSECTION 01 OF 04 NEW DELHI 000301 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 PRAGUE 000064 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000093 SIPDIS STATE FOR SA/INS AND CA/OCS STA 
CONFIDENTIAL DUBLIN 000031 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: MARR, MOPS, EU, EUN 


SECRET YEREVAN 000044 SIPDIS NOFORN DEPARTMENT FOR PM, EUR/PRA AND EUR/CACEN DEFE 


Column 10 


S E C R E T YEREVAN 000045 SIPDIS NOFORN E.O. 12958: DECL: 01/12/2015 TAGS: PARM, PREL, MARR, 
UNCLAS SECTION 01 OF 08 MADRID 000100 SIPDIS STATE FOR EB/IFD/OIA STATE PASS USTR E.O. 129£ 


Column 10 


UNCLAS SECTION 01 OF 02 PARIS 000216 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS VIENNA 000101 SIPDIS SENSITIVE DEPARTMENT FRO WHA/CCA , EUR/ERA AND EUR/AGS E.O 
UNCLAS SECTION 01 OF 02 DJIBOUTI 000054 SIPDIS SENSITIVE LONDON, PARIS FOR AFRICA WATCHE! 
CONFIDENTIALSECTION 01 OF 02 KUWAIT 000213 SIPDIS STATE FOR NEA/ARPI E.O. 12958: DECI 


Column 10 


UNCLAS SECTION 01 OF 02 KUWAIT 000214 SIPDIS STATE FOR NEA/ARPI E.O. 12958: N/A TAGS: PGOV, 


Column 10 


SECRETKUWAIT 000215 SIPDIS NOFORN DEPT FOR NEA/ARPI, S/WCI, L; RIYADH FOR LEGATT E.O. 


Column 10 


UNCLAS DUBAI 000181 SIPDIS USTR FOR DOUG BELL AND BUD CLATANOFF E.O. 12958: N/A TAGS: ELA 


Column 10 


CONFIDENTIALSECTION 01 OF 02 NEW DELHI 000303 SIPDIS E.O. 12958: DECL: 12/11/2015 TAGS: 


Column 10 


CONFIDENTIAL VIENNA 000103 SIPDIS DEPARTMENT FOR SA/PAB, EUR/RPM AND EUR/AGS Ε.Ο. 1 
CONFIDENTIALSECTION 01 OF 03 TELAVIV 000227 SIPDIS E.O. 12958: DECL: 01/11/2010 TAGS: PR 


Column 10 


CONFIDENTIALSECTION 01 OF 04 COLOMBO 000094 SIPDIS STATE FOR SA/INS E.O. 12958: DECL 


Column 10 


UNCLAS SECTION 01 OF 11 BRASILIA 000119 SIPDIS STATE PASS TO USTR STATE FOR EB/IFD/OIA E.O. 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000064 SIPDIS STATE FOR NEA/ARPI, EB COMMERCE 


Column 10 


UNCLAS SECTION 01 OF 02 PRETORIA 000147 SIPDIS STATE FOR OES/PCI/SHAW, OES/STC/ROTTIER 5 


UNCLAS BRATISLAVA 000025 SIPDIS SENSITIVE DEPT FOR OES, EUR/NCE, EUR/PPD, AND EUR/ACE AII 
CONFIDENTIALSECTION 01 OF 02 AMMAN 000293 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: PGC 


Column 10 


UNCLAS KUWAIT 000217 SIPDIS STATE FOR INR/R/MR, NEA/ARP, NEA/PPD, PA, INR/NESA STATE FOR IIF 


Column 10 


CONFIDENTIALTELAVIV 000229 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: PGOV, KPAL, KWBG, I: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CARACAS 000090 SIPDIS NSC FOR TSHANNON AND CBARTON 


Column 10 


UNCLAS TEL AVIV 000230 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: ECON, ЕРІМ, IS, ECONOMY AND ΕΙΝΑ 
UNCLAS SANTO DOMINGO 000153 SIPDIS STATE FOR WHA/CAR (MCISAAC), G/TIP (PUCCETTI AND OW! 


UNCLAS SANTO DOMINGO 000154 SIPDIS STATE FOR WHA/CAR, NSC FOR SHANNON AND MADISON E. 


CONFIDENTIAL CARACAS 000093 SIPDIS NSC FOR CBARTON HQ USSOUTHCOM ALSO FOR POL, 
UNCLAS MAPUTO 000073 SIPDIS SENSITIVE BUT UNCLASSIFIED STATE FOR S/CT AND IO. E.O. 12958: N/ 
UNCLAS MAPUTO 000074 SIPDIS SENSITIVE BUT UNCLASSIFIED E.O. 12958: N/A TAGS: KNNP, TRGY, PRE 
UNCLAS VIENNA 000112 SIPDIS SENSITIVE DEPARTMENT FOR ΝΕΑ, DRL/CRA, DRL/PHD AND EUR/AGS 
UNCLAS SECTION 01 OF 03 ANKARA 000224 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, ΝΕΑ 


Column 10 


UNCLAS MADRID 000105 SIPDIS STATE PASS USAID Ε.Ο. 12958: N/A TAGS: EAID, AEMR, PGOV, SP, Asia ‹ 
UNCLAS KINSHASA 000063 SIPDIS SENSITIVE DEPT FOR DS/IP/AF DEPT FOR DS/ITA E.O. 12958: N/A TA 


CONFIDENTIALMADRID 000109 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL, MARR, AF, SP, N 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TELAVIV 000233 SIPDIS E.O. 12958: DECL: 01/12/2010 TAGS: PR 


Column 10 


UNCLAS SECTION 01 OF 02 QUITO 000075 SIPDIS E.O. 12958: N/A TAGS: EAID, ECON, EFIS, ETRD, PGOV 


Column 10 

CONFIDENTIALMADRID 000113 SIPDIS E.O. 12958: DECL: 01/12/2014 TAGS: KNNP, MNUC, PARM, P 
CONFIDENTIALPRAGUE 000066 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: MARR, PREL, MOPS, E 
UNCLAS MADRID 000114 SIPDIS DEPARTMENT FOR EUR/EX AND A/OPR/ALS TREASURY FOR TRACI PHI 
UNCLAS BRASILIA 000122 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: KNNP, TRGY, PREL, BR, IAEA, Non-P 


CONFIDENTIALGUATEMALA 000081 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PHUM, GT, CU, UN 
UNCLAS SECTION 01 OF 03 WELLINGTON 000028 SIPDIS SENSITIVE SINGAPORE FOR TSA EAP/ANP - T 


Column 10 


UNCLAS SECTION 01 OF 04 BRASILIA 000123 SIPDIS JUSTICE FOR OIA AND AFMLS TREASURY FOR FIN! 


Column 10 


UNCLAS TEGUCIGALPA 000074 SIPDIS DEPT. FOR WHA/PD; IIP/G/WHA DIPASQUALE; AND IIP/T/ES DEPT 


Column 10 


CONFIDENTIALSECTION 01 OF 02 CARACAS 000098 SIPDIS NSC FOR CBARTON HQSOUTHCOM A 


Column 10 


UNCLAS QUITO 000078 SIPDIS SENSITIVE STATE FOR WHA/PPC, WHA/AND, AND G/TIP E.O. 12958: N/A 
CONFIDENTIALSECTION 01 OF 04 AMMAN 000297 SIPDIS DEPT FOR PRM AND NEA CAIRO FOR CI 


Column 10 


UNCLAS SECTION 01 OF 03 TAIPEI 000115 SIPDIS STATE PASS TO AIT/W STATE ALSO FOR EAP/RSP/TC 


Column 10 


CONFIDENTIALSECTION 01 OF 03 DAR ES SALAAM 000057 SIPDIS DEPARTMENT FOR AF/E AND II 


Column 10 


UNCLAS SECTION 01 OF 05 MAPUTO 000075 SIPDIS DEPT FOR EB/CBA - WINSTEAD, AF/S TREGER, and / 
UNCLAS VATICAN 000102 SIPDIS SENSITIVE DEPT FOR EUR AND EUR/WE (Levin) Е.О. 12958: N/A TAG: 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000118 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01/ 


Column 10 


UNCLAS SECTION 01 OF 07 PRAGUE 000068 SIPDIS STATE FOR EUR/NCE AND EB/IFD/OIA STATE PASS I 


Column 10 


UNCLAS MUSCAT 000067 SIPDIS STATE FOR NEA/ARP (TROBERTS), NEA/PPD (CWHITTLESEY), NEA/P (I 


Column 10 


UNCLAS RANGOON 000057 SIPDIS SENSITIVE STATE FOR EAP/BCLTV, S/ES-O E.O. 12958: N/A TAGS: P( 
CONFIDENTIALSECTION 01 OF 02 RANGOON 000058 SIPDIS STATE FOR EAP/BCLTV, EB COMMEF 


Column 10 


CONFIDENTIALSECTION 01 OF 02 MANILA 000219 SIPDIS DEPT FOR EAP/PMBS, INR/EAP, INR/B, E 


Column 10 


CONFIDENTIALRANGOON 000060 SIPDIS STATE FOR EAP/BCLTV; PACOM FOR FPA E.O. 12958: D 


Column 10 


UNCLAS GABORONE 000054 SIPDIS SENSITIVE SE/S-O AND AF/S DIFFILY E.O. 12958: N/A TAGS: PGOV, 
UNCLAS SECTION 01 OF 09 MUSCAT 000068 SIPDIS DEPT FOR EB/IFD/OIA, NEA/ARPI DEPT PLEASE PAS 


Column 10 


CONFIDENTIALSECTION 01 OF 02 TAIPEI 000130 SIPDIS STATE PASS AIT/W E.O. 12958: DECL: 01; 


Column 10 


UNCLAS SECTION 01 OF 05 COLOMBO 000106 SIPDIS STATE ALSO PASS TO USAID STATE FOR TSUNAM 
CONFIDENTIAL GABORONE 000056 SIPDIS DEPT FOR AF/S DIFFILY E.O. 12958: DECL: 01/13/2015 


Column 10 


UNCLAS SECTION 01 OF 03 PARIS 000234 SIPDIS DEPT FOR INR/R/MR; IIP/RW; IIP/RNY (FRANK); BBG/V 


Column 10 


UNCLAS SECTION ΟἹ OF 06 TEL AVIV 000245 SIPDIS STATE FOR NEA, NEA/IPA, NEA/PPD WHITE HOUSE 


Column 10 


CONFIDENTIALSECTION 01 OF 02 COLOMBO 000107 SIPDIS DEPARTMENT FOR SA, SA/INS NSC F 


Column 10 


UNCLAS SECTION 01 OF 05 FRANKFURT 000312 SIPDIS SENSITIVE STATE FOR EUR PDAS, EB, EUR/AG 


Column 10 


UNCLAS BRASILIA 000126 SIPDIS PLEASE PASS TO STATE/OES/ETC: H.LEE, STATE/EB/TPP/ABT R.SINGF 
UNCLAS SECTION 01 OF 02 YEREVAN 000052 SIPDIS SENSITIVE DEPT FOR EUR/CACEN, EUR/ACE E.O 


Column 10 


SECRETNEW DELHI 000352 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: PTER, PGOV, PREL, IN, PK, C 


Column 10 


UNCLAS SECTION 01 OF 02 NEW DELHI 000353 SIPDIS SENSITIVE USDA/FAS/FAA/CALEXANDER/MCON 


Column 10 


CONFIDENTIAL YEREVAN 000053 SIPDIS DEPT FOR EUR/CACEN, EUR/ACE, INR E.O. 12958: DECL 


CONFIDENTIALSECTION 01 OF 08 NEW DELHI 000355 SIPDIS E.O. 12958: DECL: 01/12/2015 TAGS: 


Column 10 


UNCLAS SECTION 01 OF 02 FRANKFURT 000315 SIPDIS SENSITIVE E.O. 12958: N/A TAGS: EAIR, ECON, I 
UNCLAS SECTION 01 OF 04 PARIS 000238 SIPDIS FOR IO/T; PLS PASS TO NATIONAL PARK SERVICE, ATI 


Column 10 


UNCLAS CARACAS 000100 SIPDIS STATE FOR EB/TP/MTA/MST USTR FOR B. HARMON USTR FOR C. HO 
CONFIDENTIALNEW DELHI 000362 SIPDIS E.O. 12958: DECL: 01/11/2015 TAGS: PREL, MOPS, IN, Ts 
CONFIDENTIALAMMAN 000316 SIPDIS E.O. 12958: DECL: 01/13/2015 TAGS: PTER, KAWC, PINR, PR 
CONFIDENTIALSECTION 01 OF 02 AMMAN 000326 SIPDIS DOD FOR OFFICE OF UNDER SECRETAI 
UNCLAS PARIS 000242 SIPDIS SENSITIVE STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR E.O. 


CONFIDENTIALSECTION 01 OF 02 MANAMA 000065 SIPDIS USTR FOR J BUNTIN E.O. 12958: DECI 


Column 10 


CONFIDENTIAL DJIBOUTI 000059 SIPDIS STATE FOR AF/E AND INR/B E.O. 12958: DECL: 01/11/2015 
UNCLAS SECTION 01 OF 02 MADRID 000126 SIPDIS DEPT FOR EB/TP/MTA (WHITTEN) DEPT PASS USTR 


Column 10 


UNCLAS ANKARA 000238 SIPDIS E.O. 12958: N/A TAGS: CU, PHUM, PREL, TU SUBJECT: EU/CUBA DEMAR 
UNCLAS LILONGWE 000036 SIPDIS DEPARTMENT FOR AF/RSA E.O. 12958: N/A TAGS: KDEM, PGOV, EAII 
UNCLAS PRETORIA 000164 SIPDIS DEPT FOR EB/TP/MTA/MST AWHITTEN DEPT PASS USTR FOR CHOO! 
CONFIDENTIALSECTION 01 OF 08 NEW DELHI 000364 SIPDIS E.O. 12958: DECL: 01/13/2015 TAGS: 


Column 10 


CONFIDENTIALBRATISLAVA 000027 SIPDIS STATE FOR NP/RA EYTHAN SONTAG, L/NP JULIE HERI 
CONFIDENTIALTHE HAGUE 000074 SIPDIS E.O. 12958: DECL: 01/01/2015 TAGS: PREL, PHUM, NL, ¢ 


Column 10 


CONFIDENTIALAMMAN 000340 SIPDIS E.O. 12958: DECL: 01/13/2010 TAGS: PREL, MASS, JO, IZ, NA 
UNCLAS SECTION 01 OF 05 ANKARA 000240 SIPDIS DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NE/ 


Column 10 


CONFIDENTIALSECTION 01 OF 03 PARIS 000248 SIPDIS E.O. 12958: DECL: 01/13/2015 TAGS: PREL 


Column 11 


why\" it lost 


3 AIT/W AND USTR, USTR FOR KI AND FREEMAN E.O. 12958: N/A TAGS: ECON, ETRD, KIPR, TV 
ЕАС”) to review the 


Column 11 


Column 11 


Liberty Times" said (12/27): 


Column 11 


ZA AND MCKIBBEN Е.О. 12958: N/A TAGS: EFIN, TU, Istanbul SUBJECT: ISTANBUL ANALYSTS ΟΙ 
AMATO\" DECREE ANNULLED 


Column 11 


identified" as having diminished the 


Column 11 


Column 11 


ANTI-SECESSION LAW 


Column 11 


Column 11 


Column 11 


Column 11 


CVIS, CMGT, SP, AN SUBJECT: VALIDITY OF PASSPORTS BEYOND THEIR EXPIRATION DATES: 
ATHMANDU FOR USAID USPACOM FOR FPA E.O. 12958: N/A TAGS: AEMR, CASC, PREL, PINR, 

IL), EUR/SE, IO/PHO (APEREZ); OFAC DIRECTOR (RNEWCOMB); TREASURY (JZARATE); NSC (C 
iP SUBJECT: GOS PASSES BUDGET OVER SENATE VETO REF: A. MADRID 4385 B. MADRID ¿ 
AL-ITTIHAD\" CRITICIZED 


Column 11 


Al- 


Column 11 


Patterns of Global 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


will not accept settlements 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


below expectations 


Column 11 
LSO PASS AID USPACOM FOR FPA NEW DELHI FOR FAS E.O. 12958: N/A TAGS: CASC, AEMR, E 
The secrets of the buried Arab development report" 


Column 11 


AGS: PARM, MTCRE, ETTC, PREL, MNUC, IR, TC SUBJECT: MTAG: IMMINENT MISSILE-RELATEL 
normal family W" 


Column 11 


Column 11 


Column 11 


Column 11 


see 


Column 11 


Column 11 


misleading\" Turkish Treasury report 


Column 11 


Column 11 


a bumpy road.V The 


it\'s not as bad as it may seem. V 


Column 11 


going better" on this count. On the other 


Column 11 


Your Eminence" 


OVERCOME EVIL WITH GOOD?" POPE URGES GLOBAL 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


second coming" to the National 


REL, MARR, MOPS, IZ, AM SUBJECT: NATIONAL ASSEMBLY APPROVES GOAM NON-COMBAT C 
buy them off. 


Column 11 


Column 11 


Column 11 


Column 11 


Wait and See!" attitude with the new 


Column 11 


Column 11 


Column 11 


Central and Southern Asia"). 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Chad problem" for 


Column 11 


Column 11 


Column 11 


Zaman 


Column 11 


Column 11 


Column 11 


SOON" 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


REL SUBJECT: NAMES, TITLES AND CONTACT NUMBERS FOR LEADING GOVERNMENT AND P! 
stylistic\" or 


Column 11 


iDETSKY, DS-JHAWLEY DHS FOR TSA-INTL AFFAIRS-DTIEDGE, CHINN AND AVIATION OPS ICE I 
on board" with the January 30 


Column 11 


Column 11 


buffer" between Central/South 


Column 11 


Column 11 


Column 11 


Best Before" dating 


reciprocal" 


Column 11 


: WA TAGS: SMIG, ASEC, PHUM, PREL, CVIS, SNAR, EAID, GT SUBJECT: GUATEMALAVS WISH L 
Cuzco Declaration on 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Gente de PetroleoV' and Horacio Medina 


Column 11 


Column 11 


Column 11 


Column 11 


Liberty Times" proclaiming V'Secret U.S. Emissary Met 


Column 11 


Prevent Independence by All Means 


Column 11 


Column 11 


ICH E.O. 12958: DECL: 12/28/2014 TAGS: PTER, PREL, ASEC, MU, Terrorism SUBJECT: COUNTEI 
ROBINSON STATE FOR EB/ESC/IEC/ENR/BLEVINE STATE FOR DS/IP/AF STAT FOR INR/AA STATI 
\DANA, Press Summaries SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR DECEMBER: 
PGOV, PREL, IT SUBJECT: ITALY - NAMES TITLES AND CONTACT NUMBERS FOR LEADING СО” 
UBJECT: HARDWARE ACCEPTANCE CABLE CONSULAR EQUIPMENT: PROFILE 5 REF: (A) REN 
UBJECT: HARDWARE ACCEPTANCE CABLE CONSULAR EQUIPMENT: MONITORS REF: (A) REM 


a very beautiful list 


Column 11 


Column 11 


Column 11 


Column 11 


ADANA, Press Summaries SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR DECEMBER £ 
C, PREL, BA SUBJECT: BAHRAIN: DEMARCHE ON THE 12 COUNTERTERRORISM CONVENTION 
[ FOR S. MCDERMOTT, C. WILSON HUNTER, AND K. SAMPLE FAA FOR FOREST RAWLS III HON 
IR E.O. 12958: N/A TAGS: PTER, ASEC, PREL, LH, HT29 SUBJECT: COUNTER-TERRORISM ACTI 
The New Light of Myanmar 


Column 11 


Montagnard Foundation plot\" to cause unrest in the Central 


Column 11 


Column 11 


but clearly not the ISGA.\" 


Column 11 


behave 


Column 11 


Column 11 


a decent man who deserves support...part of 


Column 11 


Column 11 


Column 11 


Column 11 


WHEN 


Column 11 


Column 11 


satellite 


Column 11 


Column 11 


Column 11 


Column 11 


COUNTERTERRORISM ACTION GROUP CONVENTIONS AND PROTOCOLS REF: STATE 26965: 
BJECT: TERRORIST FINANCE: AL-FAQIH AND BATTERJEE DEMARCHE DELIVERED REF: А. STA 
window dressingW designed 


Column 11 


Column 11 


INR, PREL, EZ SUBJECT: Semi-annual Request for Names, Title and Contacts for Government Figure 
/28/2014 TAGS: PREL, PARM, MARR, PBTS, AJ, AM, OSCE SUBJECT: GOAM STILL LOOKING TO | 
IV, AM SUBJECT: NEW DEPUTY FOREIGN MINISTER THE FIRST IN A SERIES 1. (U) Sensitive Bu 
off budget 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


highly disappointed. Salaries 


Column 11 


Column 11 


Column 11 


ARTICLE 98" 


Column 11 


DUBIOUS TRANSACTION" 


substantial sum8 of up to 30 


Column 11 


Ἐ ALSO PASS USAID/OFDA - THAYER BANGKOK FOR USAID/OFDA - DOLAN NEW DELHI FOR F/ 
total losses 


Indian pride. V 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


3UBJECT: NAMES, TITLES, AND CONTACT NUMBERS FOR LEADING GOVERNMENT AND POLIT 
hold (his) tongue 


Column 11 


Column 11 


Column 11 


other. V 


Column 11 


Column 11 


Empowering Migrant Women Workers in 


Column 11 


Column 11 


honor 


every U.S. effort to open the Habur gate to its maximum 


Column 11 


Column 11 


curious. Bertolotti then 


SABOTAGE CAMPAIGNV MAY BE IN THE 


Column 11 


FRENCH\" ISLAM AMID FRENCH MUSLIM COUNCIL DISARRAY 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


Column 11 


guests." 


Column 11 


YEMEN LOOKS TO SEND OBSERVERS TO IRAQI ELECTIONS REF: SANAA 3168 Classified By: C 
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